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Abstract— We examine the feasibility of an attack on the
measurements that will be used by integrated volt-var control
(VVC) in future smart power distribution systems. The analysis
is performed under a variety of assumptions of adversary
capability regarding knowledge of details of the VVC algorithm
used, system topology, access to actual measurements, and
ability to corrupt measurements. The adversary also faces an
optimization problem, which is to maximize adverse impact
while remaining stealthy. This is achieved by first identifying
sets of measurements that can be jointly but stealthily cor-
rupted. Then, the maximal impact of such data corruption
is computed for the case where the operator is unaware of
the attack and directly applies the configuration from the
integrated VVC. Furthermore, since the attacker is constrained
to remaining stealthy, we consider a game-theoretic framework
where the operator chooses settings to maximize observability
and constrain the adversary action space.

I. INTRODUCTION

Electric power networks are critical infrastructures essen-

tial to modern societies. Due to the technological develop-

ment in sensing, actuating, and communication technologies

over the last decades, the monitoring and operation of power

networks has changed paradigms [1]. While power tranmis-

sion networks are readily monitored and controlled remotely,

at the distribution level Distribution System Automation

(DSA) is emerging as a suite of smart grid applications, using

Volt-VAR Control (VVC) with objectives to maintain voltage

and power factor within acceptable ranges (95 to 105 % of

nominal, and in particular above 95 % at line end), as well

as achieving some conservation goal [2].

VVC is considered the most desired and cost-effective

function of DSA [3]. The related function of conservation

voltage reduction (CVR) [4] may be employed to achieve

energy savings on the order of 3 %, by reducing distribu-

tion voltage to the lower end of the nominal range while

maintaining appropriate performance of equipment at end-

customer loads. Voltage regulation is achieved by means of

a load tap changer (LTC), which selects from a discrete set of

tap settings along the transformer coils to achieve the desired

voltage. Similarly, capacitor banks are energized to regulate
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OE0000097), the Illinois-Sweden Program for Educational and Research
Exchange (INSPIRE) at the University of Illinois, Urbana-Champaign, and
at KTH Royal Institute of Technology, by the Swedish Research Council
(grant 2013-5523), and by the ACCESS Linnaeus Centre.

the reactive power (VAR) [2]. The optimal LTC and capacitor

bank settings may be viewed as a discrete optimization prob-

lem, solved by a variety of heuristics or proprietary methods.

These optimization methods are designed to minimize power

loss while maintaining voltage and power factor in desired

ranges.

Smart grid system models are envisioned to provide

integrated VVC (IVVC), wherein the sensors on the line

communicate to a centralized volt-var controller at a substa-

tion [5]. Based on these measurements, as well as pseudo-

measurements in the form of historical or other estimates,

the central controller executes an algorithm that seeks a

(near-) optimum setting of LTC and capacitors for the

distribution feeder as a whole. Settings significantly far from

the optimum result in, among other effects, excessive loss of

active and reactive power in the distribution feeder, as well as

potential damage to end-customer equipment and excessive

wear on LTC and capacitors.

However, the ubiquitous and pervasive use of commu-

nication networks and heterogeneous IT components from

different vendors has made the overall power system more

vulnerable to cyber threats [6], [7]. At the power transmission

network, there has been a substantial work on analyzing

the classes of undetectable data injection attacks [8], [9],

[10], [11], their impact on the system operation [12], [13],

and possible protective and countermeasures [14], [15], [16],

[17]. As for the distribution network, privacy issues related

to smart meters were addressed [18], as well as cyber-

physical modeling and attack impact analysis [19], [20],

[21], albeit not addressing data integrity attacks on volt-

age measurements or IVVC. Related to voltage control in

distribution grids, a game-theoretic approach for choosing

detection thresholds was proposed in [22] for non-stealthy

adversaries.

In this paper, we study the vulnerabilities that may be

introduced by the IVVC scheme when an adversary is able to

inject false data measurements into the system. In the attack

model considered, the adversary can compromise some of

the communications between measurement devices and the

central controller. He or she uses this to inject false data

into the system, causing the controller to issue commands

to LTC and capacitors that are suboptimal. The adversary

does this in such a way as to be stealthy and maintain the



attack for a long time. As such, falsified measurements must

be maintained within a range that do not trigger threshold

or bad data detections at the controller or through some

independent detection channel. We explore the impact to the

system that the adversary can inflict within these constraints.

Although one may at first assume that the impact in terms of,

for example, power loss would be relatively modest, it may

be economically significant to a distribution system operator

who may be operating within tight economic margins.

A contribution of this paper is to state the necessary

and sufficient conditions for undetectable data injection at-

tacks, under varying operator conditions. Seemingly similar

conditions have been stated for transmission grids [8], [9],

but these do not apply here since the operator may switch

the grid configuration in order to detect the attacks, or to

decrease the operational costs. In our study, the goal of the

adversary is to increase the economic costs of the operator,

while remaining undetected. This can be achieved by fooling

the operator into running the grid at an unnecessarily high

voltage level, for example. To analyze such attacks, we

introduce a novel game-theoretic model of the operator

and the adversary. The model can be used to bound the

possible economic losses incurred by the operator under the

undetectable attacks.

The structure of the paper is as follows. In Section II,

we derive models of distribution grids and the operator. In

Section III, we obtain conditions for undetectable attacks

and introduce the game-theoretic model. The new concepts

are illustrated by means of an example. In Section IV, we

perform a feasibility study of the attacks in a distribution

grid simulation environment. Finally, in Section V, some

concluding remarks are given.

II. DISTRIBUTION SYSTEM AND OPERATOR MODELS

Below we model distribution grids using guidelines

from [23] and describe the IVVC scheme.

A. Distribution system model

Consider a distribution network similar to the one depicted

in Fig. 1. The consumers are modeled as evenly distributed

constant current loads along each line, as is commonly

assumed [23]. A distribution line between nodes i and j
is modeled by the total load consumed through that line,

denoted as the complex variable Iij ∈ C, and the line

impedance Zij ∈ C. The current entering the line from i
to j is denoted as the phasor iij ∈ C and the voltage at node

i as vi ∈ C. The distribution network can then be modeled

as follows.

Kirchoff’s current law: The current leaving node i and

flowing towards node j is

iij = Iij + ij +
∑

k∈Nj\{i}

ijk, (1)

where ij = vj/zj is the current through the capacitor bank

of impedance zj at node j, and Nj is the set of nodes

connected to node j. The impedance of capacitor bank j
is determined by its setting σj ∈ {ON, OFF}, with the
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Fig. 1. Example distribution network topology.

corresponding impedance zj ∈ C with |zj | < ∞ or |zj | =
∞, respectively. Furthermore, we denote a given setting of

all capacitor banks in the network as a configuration k with

Ck = {σ1, . . . , σm}. The set of all possible configurations

is denoted by C.

Kirchoff’s voltage law: The voltage drop between node

i and j is modeled as

vj = vi − Zij




1

2
Iij +

∑

k∈Nj

ijk + ij



 .

Note the factor 1/2 in front of Iij , which accounts for

the even distribution of Iij along the line, see [23] for a

derivation. Now, defining Γij = (1 + Zij/zj)
−1

, the voltage

drop can in general be rewritten as

vj = Γijvi − ΓijZij




1

2
Iij +

∑

k∈Nj

ijk



 . (2)

Example: For the particular grid illustrated in Fig. 1,

the voltage drops are modeled as

v1 = v0 − Z01

(
1

2
I01 + i12 + i13 + i1

)

,

v2 = v1 −
1

2
Z12I12,

v3 = v1 − Z13

(
1

2
I13 + i34 + i35 + i3

)

,

v4 = v3 − Z34

(
1

2
I34

)

, v5 = v3 − Z35

(
1

2
I35

)

.

The resulting current flow equations for our example are

i01 = I01 + i12 + i13 + i1,

i12 = I12,

i13 = I13 + i34 + i35 + i3,

i34 = I34,

i35 = I35,

i1 =
v1
z1

,

i3 =
v3
z3

.

Throughout the paper, we assume that node 0 is connected

to a transmission grid and thus the external power supply.

Then the total complex power injected into the distribution

network is

S = P + jQ =
1

2
v0i

∗
01, (3)

where P denotes active power and Q denotes reactive power.

B. Operator model

The main feeder voltage v0 together with all the consumer

loads Iij together constitute a minimal state description of

the distribution system [23]. That is, if these quantities are

known, all other voltages and currents can be computed using



the equations above. In the following, we will assume that v0
is directly measurable by the operator but that the consumer

loads Iij are uncertain. We therefore call

y =
(
I01 I12 . . .

)⊤
∈ C

n, (4)

the (unknown) state of the distribution system, denoting n
as the number of lines in the network.

In order for the operator to estimate y, it needs to

measure more quantities than just v0. We therefore assume

the operator can also accurately measure the complex power

injection S, and a subset v of the other node voltages vk.

In this analysis, we assume the measurements are exact,

i.e., not subject to noise. This is of course a strong and

unrealistic assumption. Nevertheless, it can still be used to

derive some fundamental limitations since if an attacker is

not detectable even with access to perfect measurements,

adding realistic noise will not improve the situation. We also

make the following assumption on the consumers.

Assumption 1 (Consumer behavior): The state y is inde-

pendent of capacitor configuration Ck ∈ C.

The assumption merely means that the consumers’ current

loads are not immediately affected if the operator changes

the capacitor configuration. Using the model (2), the relation

between the available measurements and the unknown state

can be written in the compact form
[

vk − vk0 f1(Ck)
(Sk/vk0 )

∗ − vk0 f2(Ck)

]

=

[
Hv(Ck)
HS(Ck)

]

y, (5)

for a particular configuration Ck ∈ C, which is also signified

by the superscript k on the measurement. The matrices Hv

and HS derive from (2), just as the scalings f1, f2. Often only

a small subset v of the node voltages are measured, and it

may not be possible to uniquely determine a state estimate

x of the true state y from (5) only.

To improve the voltage levels and the power consump-

tion in the network, the operator may decide to switch

the capacitor configuration Ck, as discussed more below.

Under Assumption 1, such switching does not immediately

affect the state y, but may still result in new independent

measurements. Stacking all possible measurements and the

relations (5), we obtain












v1 − v10f1(C1)
v2 − v20f1(C2)

...

(S1/v10)
∗ − v10f2(C1)

(S2/v20)
∗ − v20f2(C2)

...













=













Hv(C1)
Hv(C2)

...

HS(C1)
HS(C2)

...













y =:

[
Hv(C)
HS(C)

]

︸ ︷︷ ︸

H(C)

y.

(6)

If the matrix H(C) has full rank (= n), we can solve for a

unique state estimate x. We then say the distribution system

is observable. Hence, switching the capacitor configuration

may increase the operator’s state awareness.

Integrated Volt-Var Control: The operator uses integrated

VVC to minimize the the operation cost of the distribution

network based on the system state estimate x available at the

control center, which may be different from the true state y

in the presence of an adversary or in an unobservable system.

Moreover, the cost should be minimized while satisfying all

operational constraints, such as voltage and power factor

limits. We assume that some customers operate low cost

over/undervoltage monitoring devices (e.g., FNET Frequency

Disturbance Recorders), and thus if voltage or power factor

limits are violated, they would report the violation to regu-

lators, who would notify the operator.

Among all capacitor bank configurations C, let us denote

by CF (x) the set of capacitor bank configurations that satisfy

all operational constraints in system state x. Under no attack,

the optimal control policy for the operator is to choose a

capacitor bank configuration C∗ ∈ CF (x) that minimizes its

cost, i.e.,

C∗(x) = arg min
C∈CF (x)

V (x, C), (7)

for some pre-defined cost function V that could, for instance,

correspond to the active power losses in the network. The

optimization is constrained to configurations in CF (x), as

otherwise some operational constraints might be violated.

III. ATTACK AND DEFENSE STRATEGIES

Using the distribution network and operator models de-

scribed in the previous section, below we model the stealthy

adversary corrupting voltage measurements and propose

a game-theoretic framework for choosing suitable defense

strategies.

A. Adversary model

We make the following assumptions on the adversary.

Assumption 2 (Adversarial capabilities):

(i) The adversary may access the voltage node measure-

ments v, but not the power injection measurement S
and the voltage measurement v0 at the main feeder.

(ii) The adversary performs a one-shot modification to the

measured voltages: v → v + a, where a is the attack

vector.

We define stealth attacks as follows.

Definition 1 (Ck-stealth attack): The attack vector a is a

Ck-stealth attack if and only if there exists a ∆y ∈ C
n such

that

a = Hv(Ck)∆y and 0 = HS(Ck)∆y.

Definition 2 (C-stealth attack): The attack vector a is a C-

stealth attack if and only if there exists (a single) ∆y ∈ C
n

such that, for all Ck ∈ C,

a = Hv(Ck)∆y and 0 = HS(Ck)∆y.

The motivation for Definition 1 is that
[

vk + a− vk0 f1(Ck)
(Sk/vk0 )

∗ − vk0 f2(Ck)

]

=

[
Hv(Ck)
HS(Ck)

]

(y +∆y), (8)

and hence an operator cannot refute that the state is x :=
y+∆y, if the attack is a Ck-stealth attack and the system is

in configuration Ck and in the real state y. Or put differently:



given the received (attacked) measurements and assuming an

observable system, the operator has every reason to believe

that the state is x := y +∆y, when in fact it is y.

Nevertheless, if the operator switches from Ck to say Cl,

it may be that the attack vector a is not a Cl-stealth attack,

and hence the measurements should raise suspicion. Even if

the attack vector a is also a Cl-stealth attack, it may require

a different ∆y to be explained. This should also raise the

suspicion of the operator, remembering from Assumption 1

that capacitor switches do not incur changes in the load.

Therefore, a malicious adversary may want to take his

attack one step further and look for an attack that is stealthy

for all possible configurations C. This is the background for

Definition 2. If a is a C-stealth attack, the operator cannot

refute that the state is y +∆y, no matter how he switches

between the configurations.

The stealth attacks for a distribution power network are

completely characterized in the following two theorems.

Theorem 1: Let the columns of the matrix Bk ∈
C

n×(n−1) form an arbitrary basis of N (HS(Ck)). Then a is

a Ck-stealth attack if and only if there exists an α ∈ C
n−1

such that

a = Hv(Ck)Bkα.

The corresponding non-refutable state bias is ∆y = Bkα.

Theorem 2: Let the columns of the matrix BC ∈ C
n×m

form an arbitrary basis of the nullspace N
([

∆Hv(C)
HS(C)

])

,

where

∆Hv(C) =






Hv(C1)−Hv(C2)
Hv(C2)−Hv(C3)

...




 , HS(C) =






HS(C1)
HS(C2)

...




 .

Then a is a C-stealth attack if and only if there exists an

α ∈ C
m such that a = Hv(C1)BCα. The corresponding

non-refutable state bias is ∆y = BCα.

Remark 1: Note that if a is a C-stealth attack, then a =
Hv(C1)BCα = Hv(Ck)BCα for all Ck ∈ C.

B. Example: Stealth attacks

Let us study the introduced definitions in the network

shown in Fig. 1. We assume the five node voltages are

measured, i.e, v =
(
v1 . . . v5

)⊤
, and are all possible for

the adversary to corrupt. We assume the line impedances

are (in per-unit system) Z01 = 0.21 + 0.43j pu, Z12 =
2.57 + 5.27j pu, Z13 = 1.29 + 2.63j pu, and Z34 = Z35 =
0.64 + 1.32j pu.

The four capacitor configurations are

C1 : z1 = −0.28j pu z3 = −1.66j pu

C2 : z1 = ∞ pu z3 = −1.66j pu

C3 : z1 = −0.28j pu z3 = ∞ pu

C4 : z1 = ∞ pu z3 = ∞ pu

First we characterize the C1-stealth attacks. Using Theo-
rem 1, we compute a basis for all the C1-stealth attacks

TABLE I

SIMPLIFIED AVERAGE PAYOFF MATRIX FOR THE REPEATED GAME.

U2,∗ ≥ U3,∗ ≥ 0

BR Mixed(ω)

¬A NA
U1,∗ = 0 −U1,ω

0 0

A

NA
U1,∗ = 0 −U1,ω

0 U1,ω

BRP
−U2,∗ −U2,ω

U2,∗ U2,ω [−Vd]

MP
−U3,∗ −U3,ω

U3,∗ U3,ω

a as

Hv(C1)B1 =











0.00 0.00 0.05 + 0.03j 0.10 + 0.01j
1.00 0.00 1.00 −0.40 + 0.59j
0.00 0.00 −0.82 + 0.43j 1.00
0.00 1.00 −0.80 + 0.32j 0.96− 0.19j
0.25 −1.00 −0.80 + 0.32j 0.91 + 0.40j











.

Using Theorem 2, we can also compute a basis for all the

C-stealth attacks a. It turns out that the two first columns of

Hv(C1)B1 given above is a basis for the C-stealth attacks.

(Of course, the C-stealth attacks must lie in a subspace of

the C1-stealth attacks.) It is interesting to notice that an

adversary that adds an arbitrary voltage a to the measurement

v4 and subtracts a from v5 is stealthy in all capacitor

configurations. The same holds for an attack that adds a to

v5 and simultaneously adds 4.00a to v2, for example. It is

also interesting to notice that an adversary that manipulates

the measurements v1 or v3 can always be detected by an

operator by proper switching of the capacitors. This may be

expected, since these are the voltage nodes being connected

to the controllable capacitors.

C. A game theoretic approach to defense strategies

For a particular configuration C let us denote the differ-

ence from the optimal objective function (7) by

∆V (x, C) = V (x, C)− V (x, C∗(x)) ≥ 0, (9)

which is the payoff of the adversary if the operator chooses

configuration C. If a configuration C ∈ CF (x) \ CF (y)
is chosen by the operator then an operational constraint is

violated and the adversary will be possible to discover. For

example, unhappy customers may report that the voltage

level is lower than promised. A discovered attack results in

a loss of future payoffs for the adversary.

This problem can be modeled as a cheap talk signaling

game [24], i.e., a game with incomplete information between

the operator and the adversary. In this model the type of the

attacker is determined by the actual state of the system, the

operator’s decision determines the payoff of both players,

but the operator only knows the system’s state indirectly, as

told by the attacker through corrupted measurements. The

horizon of the game depends on the players’ strategies: the

game terminates when the adversary is discovered.

The action set Ao of the operator is the set C of con-

figurations. The information available to the operator is the

potentially attacked system state x = y+∆y, where ∆y is

a state bias that satisfies Theorem 2, but the operator is not



aware of whether or not there is an attacker and thus, whether

or not the oberved system state x is actually attacked. We

therefore consider that the operator only chooses configura-

tions Ck ∈ CF (x) with positive probability. We denote by

A the event that there is no attacker, and the belief of the

operator that there is an attacker by pA. We model the case of

no attacker (¬A) by an attacker with uniformly zero payoff,

as shown in the first row of Table I.

In the following, for brevity, we provide a qualitive

analysis of the game, for which it suffices to focus on two

strategies of the operator. First, the pure strategy that in every

round chooses C∗(x), which we call the best response (BR)

strategy. Second, the mixed strategy ω on CF (x), which plays

some (or all) configurations Ck ∈ CF (x) \ {C
∗(x)} with a

small probability ωk > 0, and plays the best response C∗(x)
otherwise.

We consider three strategies of the adversary. First, the

adversary can choose not to manipulate any measurement

data, i.e., x = y, which we call no attack (NA). Under NA

the adversary’s average payoff is U1,∗ = 0 if the operator

plays the BR strategy and it is U1,ω ≥ 0 if the operator

plays the mixed strategy. Second, the adversary can choose

to perform an attack x that maximizes the operator’s loss

under the assumption that the operator always chooses the

BR strategy. When choosing x the adversary has to ensure

that the operational constraints would not be violated under

the configuration chosen by the operator, therefore we can

write

xBRP = arg max
x:C∗(x)∈CF (y)

V (y, C∗(x))− V (y, C∗(y)).

(10)

We call this the best-response-proof (BRP) attack strategy.

The BRP strategy provides average payoff U2,∗ ≥ 0 to the

adversary if the operator plays the BR strategy. Nevertheless,

if the operator plays the mixed strategy then it might choose

a configuration Ck under which some operational constraints

are violated, and the adversary would be detected. If detected,

the adversary is subject to a penalty −Vd, and the game

terminates.

The adversary can hedge against the mixed strategy played

by the operator by considering only attacks x that allow the

same set of configurations to be chosen as for the real system

state y, that is,

xMP = arg max
x:CF (x)⊆CF (y)

V (y, C∗(x))− V (y, C∗(y)).

(11)

We call this the mixed-proof (MP) attack strategy. If the

operator plays the BR strategy, then the adversary’s payoff

is no more than that under the BRP strategy, i.e., U2,∗ ≥
U3,∗ ≥ 0. Nevertheless, the MP attack strategy provides

average payoff U3,ω to the adversary if the operator plays

the mixed strategy, without the possibility of detection. The

payoff matrix of the game is shown in Table I.

Let us consider now the equilibrium strategies. If there

is an attacker but the operator’s belief is pA = 0 and

the attacker knows this belief, then the perfect Bayesian

equilibrium is (BRP,BR). If, however, the operator’s belief

TABLE II

TRUE POWER INJECTIONS AND VOLTAGE LEVELS (IN PER-UNIT,

v0 = 1.0 pu).

C1 C2 C3 C4

P 1.30 0.92 1.17 1.00
|v1| 0.56 0.41 0.63 0.60
|v2| 1.90 1.57 1.83 1.69
|v3| 0.90 0.63 0.88 0.78
|v4| 0.88 0.64 0.91 0.81
|v5| 0.88 0.64 0.91 0.81

is pA > 0 then (BRP,BR) is not an equilibrium, because

the operator could decrease its long-term cost by playing

the mixed strategy for some mixed strategy ω for which

U2,∗ ≥ U2,ω , which would eventually lead to the discovery

of the adversary. Thus, if Vd is finite then in equilibrium

the operator will play its mixed strategy with ω chosen

based on the belief pA and based on the estimated costs,

and the adversary plays a possibly mixed strategy. If Vd is

infinite then at equilibrium the operator plays mixed so that

U3,ω < U1,ω and the adversary plays a mixed strategy over

NA and MP. If there is no such ω then, interestingly, there

is no equilibrium under pA < 1.

D. Example: Attack and defense strategies

To illustrate the strategies discussed above, we return

to the example from Section III-B. Let us assume that

the cost function that the operator wants to minimize

is simply the injected power from the transmission grid,

i.e., V = P , and the only operational constraint is

to maintain the voltage level at node 2 between 1.4 pu
and 1.75 pu. We set the true state of the system to

y = (1.38 · (1− j) 0.48 0.05 0.05 0.05)
⊤

pu. How

the voltage levels and the injected power depend on the

capacitor configuration C in the true state is given in Table II.

In the true system state y the optimal configuration satisfying

the constraint is clearly C2, where V = P = 0.92 pu, which

is also the base configuration chosen by the operator. Note

that configuration C4 is feasible and more expensive, but that

C3 and C1 are infeasible choices.

We assume the adversary has access to the voltage mea-

surements at nodes 2 and 5 and stages the C-stealth attack

a = (0 a 0 0 0.25a)
⊤

pu, for a specific a of increas-

ing magnitude. In Fig. 2, the voltage level as perceived by

the operator under attack is plotted. Observe that the attacker

here tries to fool the operator into believing the voltage level

is lower than it actually is.

Let us first consider the scenario where the operator

plays the BR strategy, i.e., always chooses the best feasible

configuration C∗(x). Then as |a| reaches about 0.17 pu,

it would switch to configuration C4. This increases cost,

∆V = 0.08 pu, which is also the payoff to the adversary.

If the attack increases even more to about 0.29 pu, the

operator would switch to C3 leading to an increased cost

∆V = 0.25 pu. Note, however, that the true voltage is the

one given at |a| = 0, hence the customers at node 2 would

experience that their voltage level has raised to 1.83 pu; they
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Fig. 2. The voltage level in node 2 as perceived by the operator under
different configurations, as a function of the attack magnitude. Note that the
true voltages are given for |a| = 0, and if the operator chooses C3 or C1

safety constraints are violated in the real system.

may report this safety violation to the operator, and the attack

thus becomes detectable at this point. Hence, the largest

BRP attack has a magnitude between 0.17 pu and 0.29 pu
and a cost of ∆V = 0.08 pu.

Let us next consider the scenario where the operator plays

a mixed strategy ω, and chooses among all the feasible

configurations with some nonzero probability. At an attack

magnitude of |a| ≈ 0.09 pu the configuration C3 appears as

feasible to the operator. Nevertheless, as soon as the operator

selects C3 the attack may be detected. Thus an attacker that

plays the MP strategy would not choose attacks larger than

about 0.09 pu, but in the example at this attack magnitude

C∗(x) = C∗(y), hence the impact of the attack is rather

limited. As an example, if the operator plays ωC∗(x) =
ωC2

= 0.99 and ωC4
= 0.01 then U3,ω = 0.0008 pu. We

see that the mixed strategy of the operator may significantly

decrease the size and the cost of C-stealth attacks, but of

course at a slightly increased cost should there be no attack.

IV. FEASIBILITY STUDY

The preceding derivation gives an algebraic description

of stealthy data injections available to an adversary for

a given H , which we have defined as dependent on a

specific capacitor setting C. In this section, we undertake a

preliminary evaluation of the impact of data injection attacks

on the VVC, to verify that the studied attacks are feasible in

a realistic system.

We used GridLab-D 1, a power distribution system simu-

lation and analysis tool developed by PNNL, for our evalu-

ation. In particular we use a subset of the modified IEEE 13
node feeder model (See Fig. 3) with voltage regulated link

(link between nodes 632 and 650) and a capacitor bank (at

node 684) that is included with the GridLab-D distribution.

GridLab-D has a built-in volt-var optimization module that

implements the algorithm proposed by Borozan et al., [5].

1http://www.gridlabd.org

Fig. 3. Subset of the modified IEEE 13 Node Distribution System in
GridLab-D. Parts greyed-out have been disconnected and measurements
from two end-of-line meters have been compromised (node 611 and node
652).

Fig. 4. Voltage measurements at three nodes for an hour of simulation.
Two of the nodes have been compromised to report +50 and −50 volts.
The VVC was configured to keep voltage at 2300 volts (common high-side
voltage level in American distribution grids).

This algorithm uses end of the line (EOL) voltage measure-

ments from nodes 652 and 611 in controlling the voltage

level using the voltage regulator and the capacitor bank.

GridLab-D uses a forward-backward sweep algorithm [23]

to analyze distribution systems so the H matrix is never

explicitly computed. Furthermore, the actual impedances on

the lines are obtained from the type of line and length.

Thus for this preliminary evaluation, we used GridLab-D

as a black box. Based on the intuition obtained from the

example in Section III-B, voltage measurements at nodes

652 and 611 are modified by adding 50 volts to the voltage

measurement at node 652 and subtracting 50 volts from the

voltage measurement at node 611. Note that the lines be-

tween node 684 and nodes 652 and 611 are set to be identical

so they have the same impedance. Simulation results with the

injection attack and without the attack are shown in Figs. 4

and 5, respectively. Compromising the measurements has a

direct impact on the ability of the VVC to maintain proper

voltage at nodes 671, 652 and 61, as seen by comparing the

actual voltage in both graphs. Specifically, without the attack



Fig. 5. Voltage measurements at three nodes for an hour of simulation,
without data injection attack. The VVC was configured to keep the voltage
at 2300 volts.

VVC is able to bring the voltages down from 2, 450 volts

to 2, 300 volts and maintain them there. But with the data

injection while the VVC is still able to bring the voltages

down from 2450 volts, it is only able to bring them down to

2, 350 volts. In fact, an observing operator will believe that

the voltage at node 611 is at the desired level of 2, 300 volts,

at node 671 to be at 2, 350 volts, and at node 652 to be at

2, 400 volts. These initial results indicate that an attacker can

indeed cause the VVC to function in a suboptimal manner.

V. CONCLUSIONS

In this paper, we have explored the problem of data

integrity attacks on a distribution grid operated by IVVC.

In particular, the distribution network’s physical model was

used to characterize stealthy data integrity attacks on voltage

measurements under different capacitor bank configurations.

Supposing that the adversary wishes to remain stealthy, we

characterized the attack impact on the distribution network’s

operation cost and formulated a game between the stealthy

adversary and the operator, from which possible counter-

measures can be derived to detect and mitigate the attack.

Additionally, we undertook a preliminary evaluation of data

integrity attack strategies on an actual distribution model

using GridLab-D. The experiments show that such attacks,

computed using simplified models, can indeed disrupt the

distribution grid operation.
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