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Providing an identity solution is essential for a reliable blockchain-based land registry system. A secure, privacy-preserving, and
efficient identity solution is essential but challenging. This paper examines the current literature and provides a systematic
literature review in three stages based on the three research questions (RQ) that show the assessment and interpretation
process step by step. Based on the parameters and RQ specified in the research methodology section, a total of 43 primary
articles have been selected from the 251 articles extracted from various scientific databases. The majority of these articles are
concerned with evaluating the existing self-sovereign identity (SSI) solutions and their role in the blockchain-based land
registry system to address the compliance issues in the existing SSI solutions with SSI principles and find the best possible SSI
solution to address the identity problems in the land registry. The existing digital identity solutions cannot handle the
requirements of the identity principle and are prone to various limitations like centralization and dependency on third parties
that further augment the chance of security threats. SSI has been designed to overcome these limitations and provide a secure,
reliable, and efficient identity solution that gives complete control to the users over their personal identity information (PII).
This paper reviews the existing SSI solutions, evaluates them based on the SSI principles, and comes up with the best possible
SSI solution for a blockchain-based land registry system. It further provides a detailed investigation of each SSI solution to
present its functionalities and limitations for further improvement.

1. Introduction

The land registry is an important economic pillar for any
country in nation-building. Blockchain technology can
improve the security and transparency in the land registry
by recording land-related details on the blockchain. Block-
chain technology also hastens property identification and
enhances trust and accuracy in transactions by enabling dig-
ital monitoring by stakeholders. Through an increasingly
digital world, robust, useful, and flexible digital identity

management systems are critical to electronically identifying
and authenticating ourselves and to know who we commu-
nicate. As per McKinsey, “Good Digital ID” contains a high
level of digital channel protection, verification, and authenti-
cated identity, specially created with the user consent [1]. In
2005, Cameron wrote “The Law of Identity as an Identity
and Access Architect” at Microsoft Corporation [2]. This
law consists of 7 principles that translate several guidelines
on managing and disclosing a user’s identity and identifying
various entities with different types of identification. These
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principles describe digital identity systems’ success and fail-
ure. So digital identity solutions are needed to facilitate the
users of the land registry system to initiate a transaction
[3]. However, many researchers [4, 5] working in the field
of applying digital identity solutions for blockchain-based
land registry systems confirmed the issue of noncompliance
with digital identity principles given by Cameron [2]. So
while developing an identity solution for a blockchain-
based land registry system, these issues need attention [6, 7].

A digital identity is a collection of credentials and iden-
tifiers expressed in an appropriate context, for instance, the
name, ID, and other relevant attributes [8, 9]. Digital iden-
tity describes the attribute of an entity digitally in providing
access to systems and application of identity management
process [10]. Traditionally, digital identities are mediums
to validate users at the workplace. Existing digital identities
are controlled by identity providers, not by the users them-
selves. Identity providers have complete ownership over an
individual’s identity, making it vulnerable to identity misuse.
Identity owners often share their credentials for registering
or accessing a service with no standard or guidelines on what
data they need to share and store on the Internet. In addi-
tion, oversharing of data contributes to privacy issues for
the identity owner [11]. Since the challenges of current dig-
ital identity are severe and damaging, a new concept of dig-
ital identity is required. That can offer users complete
control over their identities, reduce management costs,
increase efficiency, and improve overall online identity [12].

In [13], the author presented the privacy-preserving
blockchain-based identity management system for remote
healthcare. The author evaluated the proposed system on
the parameters like transaction gas cost, transaction per sec-
ond, number of blocks lost, and block propagation time. The
developed identity system can be applied to cancer patients
and can be further extended by integrating the blockchain
with IPFS. Additionally, in [14], purpose the scheme of dig-
ital coupon and explained the desired properties and fea-
tures in the couponing system, which can be utilized to
identify the nonrepudiation property using malicious
issuers. Further in [15], the author presented a privacy-
preserving blockchain architecture for IoT using Hierarchi-
cal Identity Based Encryption (HIBE) suitable for IoT
devices and mobile edge and cloudlet environments. The
presented architecture is evaluated in a simulation environ-
ment named Contiki OS. The presented architecture pro-
vides the confidentiality, integrity, and availability of the
data for the mobile edge nodes.

SSI provides a decentralized identity and fully controls
their identity and personal data. It only shares the necessary
information with a third party, known as selective disclosure
[16]. Issuing identity credential built on the trusted network
among two parties is the main objective of self-sovereign
identity. Blockchain technology utilizes a distributed ledger
to achieve consensus using a cryptographic protocol, fulfill-
ing the requirement of providing a decentralized system in
self-sovereign identity [17, 18]. While several blockchain-
based SSI frameworks are available, no SSI model is available
specifically for the land registry systems. The SSI used in the
land registry will provide individuals with identities that can

be used for communication with land management services.
SSI can also allow individuals to create evidence of their
property, such as a certified survey plan or a notarized dec-
laration. SSI offers an opportunity to design a gradually
more secure and trustworthy identity in lieu of a
government-approved identity document by collecting cer-
tificates issued by reliable third parties, such as a land regis-
try and financial institutions [19]. SSI can provide a
framework for data transformation into credentials to use
their verified location history from a mobile provider and
land registry certificates to provide proof of ownership claim
[20]. SSI may directly connect individuals to land plots and
provide a mechanism for recording land claims and related
data.

An SSI holder can use a verifiable claim issued for land
ownership to access other services such as banking, loans,
and government benefits. Individuals could submit a digital
title to obtain financial assistance or agricultural subsidies. A
verifiable claim will be a permanent record by government
authority acknowledging the rights of a property owner at a
certain stage. If property certificates are lost, or the owners
were relocated, the verifiable claim will remain [21]. SSI devel-
opment is still at the initial stage. Many governments and
enterprises are currently involved in developing SSI solutions
that are mainly based on blockchain technology. Some of the
prominent SSI solutions are Sovrin [22], UPort [23], Civic
[24], Blockstack [25], Selfkey [26], and ShoCard [27]. These
SSI solutions are being used in different domains. These SSI
solutions should satisfy the principles of digital identity solu-
tions given by Cameron [2]. In [2], Cameron looked at SSI
solutions to figure out the cause of their failure and market
adaptability. He also came up with a requirement to comply
with the SSI principles for building a successful SSI solution
[27]. So every SSI solution should comply with the SSI princi-
ples [28].

This study is aimed at identifying how the self-sovereign
identity solves the issues of compliance with the digital iden-
tity principle in a blockchain-based land registry system.
This paper tries to identify the role of SSI in a blockchain-
based land registry system. It further aims to review the var-
ious SSI principles by different researchers and come up with
an evaluation criterion to evaluate the existing SSI solutions.
Finally, it evaluates the existing SSI solutions to identify the
most suitable one for applying in the blockchain-based land
registry system. Various classification of the principle of SSI
is given by [29] [11]. However, none of these classifications
is complete since several properties are still missing. How-
ever, it appears that some principles under one group can
be irrelevant, as described in [29]. We identified the criteria
based on the classifications given by [11, 30] to compare the
SSI solutions in SSI compliance principles, which should be
taken care of while designing an SSI-based identity model
for a blockchain-based land registry. A systematic analytical
study of existing SSI solutions has been conducted based on
the defined SSI principles and finalized evaluation criteria.

This article is divided into five sections. Section 2 pro-
vides a detailed background study. Section 3 presents the
research methodology that includes identified research ques-
tions (RQ), data sources used, search mechanism, and
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inclusion/exclusion criteria to shortlist the study sources.
Section 4 presents a detailed analysis of the outcomes
extracted from the literature based on each research ques-
tion. Finally, Section 5 concludes the findings and reviews.

2. Background and Literature Review

This section provides a detailed study of the background lit-
erature required for this study that includes concepts of self-
sovereign identity (SSI), the role of SSI in information flow,
blockchain technology, and its application in SSI and appli-
cations of SSI in the land registry system.

2.1. Concept of Self-Sovereign Identity. Self-sovereign identity
(SSI) is a revolutionary way to address identity. In the early
days, centralized organizations controlled digital identities,
while in the real world, people stored their issued identity
information in a decentralized manner using a physical wallet.
SSI’s objective is to connect online identity systems to the
actual world and give users control over their identities. In
the actual world, after the birth of a child, identity credentials
like birth certificates, identification numbers, etc., are provided
by the government authorities [16]. The person utilizes these
credentials on several occasions to identify themselves or
establish a relationship throughout life.

The self-sovereign identity is a well-developed concept in
the academic and industry fields. However, there is still no
consensus on its exact definition. Generally, the SSI is defined
by considering the principles of self-sovereign by de Marneffe
[31] and descriptions of identity by [32]. Self-sovereign iden-
tity is a digitalized form of personal features, details, and attri-
butes. No entity can breach the right to choose a level of
privacy or reputation of identity attribute. While working as
an identity and access architect in Microsoft Corporation,
Cameron wrote identity laws in 2005. The identity law [2] fol-
lows a distributed ledger [33], which first explains the concept
of SSI [34]. Although Cameron was unaware of the advance-
ment of distributed ledgers in the upcoming years, proposing
the Microsoft Passport is an unnecessary reliance on a single
organization without user control and can lead to identity fail-
ures. The necessity of user access, minimal disclosure, and a
portable, interoperable structure is required. The first occur-
rence of sovereign identity happened in 2019 [35].

In 2016, Allen presented ten principles of the self-
sovereign identity (SSI) [34], focusing upon identity laws by
describing how identity could work, why systems and algo-
rithms need to be transparent, and how is it permanent despite
being portable and interoperable. The details required for the
concept of self-sovereign identity were proposed by [36].
The definition provided by Abraham is congruent with the
ten principles provided by Allen [34]. Abraham extends the
control concept and adds, “All user identity information will
be recorded for further authentication.” It is trade-of-security
and privacy, which should be based on the chosen user. SSI
is considered as a long-lasting identity possessed and con-
trolled by the individual without any external authority sans
the possibility of identity removal. It requires user consent
for interoperability of user identity across several locations
and ownership over the identity to provide user autonomy.

SSI may prove to be the new normal in the evaluation of iden-
tity management.

2.2. Roles of Self-Sovereign Identity. The self-sovereign iden-
tity (SSI) environment structure is defined as a peer-to-peer
model where the independent identity works as a peer and
communicate with each other. Communication is done so
that people and organizations can affirm the information
from individuals by assigning claims or credentials [12,
16]. The significant elements in SSI are identity verifier,
identity issuer, and credential issuer. The functions of each
entity of SSI are represented in Figure 1.

Figure 1 explains the roles of SSI in the credential flow
order. The issuer provides the credential for making the state-
ment as it is often given through off-chain. The credentials and
self-attached data of the identity owner are available in the
wallet. Issuers may withdraw credentials if requirements are
not fulfilled. The identity owner stores the credentials pro-
vided in a digital wallet, which function as an agent in the
SSI environment. The entire identity credential is held in a
digital wallet as proof of verification displayed in a disclosed
manner. The identity owner has complete control over data
sharing and usage. The consent of the identity owner is
required to access information for verifier services. Accessible
records in public registries such as the issuer’s identification
key, DID, are confirmed to ensure the actual issuer issues these
credentials. When the identity owner’s information meets the
criteria, access is given, where the presented credentials are
checked without contacting an issuer.

Similarly, offering alternative credentials like a student ID
does not require the university’s permission in the actual
world. The blockchain uses a distributed ledger technology
which allows the creation of identity without a central author-
ity where the ledger acts as a basis of trust. An essential feature
of SSI is the backend data storage in off-ledger. Most DID
methods use a public or private repository, such as a private
database or IPFS (Interplanetary File System), to collect off-
ledger information. IPFS generates content-based hashes
using particular IPFS data. Wallet files are stored as a backup
in the backend off-ledger, making it easy to recover if lost.

2.3. Blockchain Technology and Self-Sovereign Identity. Self-
sovereign identity systems are based on blockchain technol-
ogy. The blockchain is an evolving technology that uses cryp-
tocurrency to provide a decentralized, open shared ledger [37]
that can be used for electronic voting [38] land registration
[39, 40]. It is evident that cryptocurrency is not the only feasi-
ble use case for blockchain [41, 42]. Blockchain technology is
well placed due to its technical features in facilitating a notable
change in digital identity [43]. The self-sovereign identity is
based on the sharing and storing verifiable claims held in
off-ledger [44]. The authenticity of these signed data objects
is assured by storing a hash of the thing on a blockchain. Once
subjects submit a verifiable claim to a relying party, the hash of
the claim with available blockchain record can be compared
and verified through an integrated signature where the relying
party can quickly and precisely ascertain the claim’s validity. A
blockchain provides a way to revoke or store an auditable
record of consent behavior and maintain the security of data

3Mobile Information Systems



objects to assure the integrity of the data object. Blockchain is
built on a decentralized public-key infrastructure and provides
robust methods that can be used for encryption and authenti-
cation, apart from self-sovereign identity [45, 46]. Addition-
ally, [47], blockchain offers several key features that have
ample opportunities for identity systems, including immuta-
bility, usability, and low transaction cost [48, 49].

2.4. Self-Sovereign Identity and Land Registry. The self-
sovereign identity (SSI) fundamental application for the land
registry is to provide individuals with identities so that they
can be used for communication with land management ser-
vices. There is no identification record for one billion people
across the world. SSI offers an opportunity to design a grad-
ually more secure and trustworthy identity in lieu of a
government-approved identity document by collecting cer-
tificates issued by reliable third parties, such as a land registry
and financial institutions [19]. In the absence of legal docu-
mentation, SSI can also allow individuals to create evidence
of their property, such as a certified survey plan or a nota-
rized declaration. SSI credentials are robust and should not
be limited to the digital version of the traditional paper
[50]. SSI can provide a framework for data transformation
into credentials so that administrative agencies trust it. For
example, a person can use their verified location history from
a mobile provider and land registry certificates to provide
proof of ownership claim [20].

In the absence of land registries, the self-sovereign iden-
tity may directly connect individuals to land plots and pro-
vide a mechanism for recording land claims and related
data to access other services such as banking, loans, and gov-
ernment benefits. An SSI holder can use a verifiable claim
issued for land ownership. Individuals could submit a digital
title to obtain financial assistance or agricultural subsidies. A
verifiable claim will be a permanent record by government
authority acknowledging the rights of a property owner at a
particular stage. In the case of property, if the certificate is
lost or the owner relocated, and the verifiable claim will
remain [51].

(i) User Control. Self-sovereign identity solutions using
a cryptographic signature, pairwise connection, and
digital identities provide the user with complete
control over his identity information. The user or

the groups will be attached to the assets through
self-sovereign identity, which improves the func-
tions and scope of the land registry. Moreover, ver-
ifying and exchanging identity information will
evolve to provide validated credentials and manage
the remaining registry components that do not ben-
efit through Self-sovereign identity

(ii) Facilitate Access to Finance. Self-sovereign identity-
based land registers can also provide more detailed
and trusted information about potential borrowers
in developing countries. The financial-market spe-
cialists at the Inter-American Development Bank,
Juan Antonio Ketterer, and Gabriela Andrade,
acknowledged that transparent and more accurate
asset registers as collateral could mitigate
knowledge-related asymmetry constraints and pro-
vide financial access [52]. As shown in recent initia-
tives in the United States of America, The expansion
of mobile assets can have a major impact on eco-
nomic growth for small and medium scale enter-
prises [53]

(iii) Efficiency in Real Estate Markets. To reduce the pos-
sibility of fraud in the real estate markets, a high
degree of due diligence is required for the identity
of the involved parties, leading to inefficiency and
more transaction fees. A self-sovereign identity
solution will securely associate the owner with its
properties and legally bind the digital signature to
provide trusted and transparent online working

(iv) Land Ownership in Postconflict Situations. Legal
reestablishment of land for refugees and internally
displaced persons (IDPs) helps postconflict restora-
tion. However, the restoration process is compli-
cated as many refugees do not have any essential
land records or fear consequences [54]. An SSI
secures land ownership records and receives verifi-
able credentials from an NGO to help record a
claim in lieu of a proper land registry [1]

(v) Natural Disaster Resilience. Land ownership is
important for preparing for disasters and can
improve the restoration process. New programs
for disaster preparedness use innovative

Issuer
1. Issues credential to subject

Identify owner
3.Presents credential or creates

proof

Verifier

SSI-Ledger

2. Stores credential in
wallet

Figure 1: Roles of SSI with information flow [12].
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technologies. Nevertheless, a solution to SSI will
give users a safer and more accessible tool to show
their land ownership and submit a request for assis-
tance and restoration grants. Decentralized record
management will guarantee the preservation of land
ownership records. The use of biometrics in SSI
allows people to prove their identities and autho-
rized services, even though documents are deleted
or lost

3. Research Methodology

This paper performs a systematic literature review to explore
the latest state-of-the-art academic research on self-sovereign
identities and blockchain. Additionally, to examine the role
of self-sovereign identity in the land registry system. To have
the most comprehensive coverage of all published literature,
our systematic review methods were carefully planned using
the guidelines of Kitchenham and Charters [55] to identify
the need for review and create a review plan. Our systematic
review method includes the research questions, data sources
used for retrieving papers, search strategy, inclusion and
exclusion criteria, and screening and final selection description
are summarized in Figure 2.

3.1. Research Questions. The first stage of the systematic liter-
ature review was to identify research questions (RQs) for a
detailed review of available topics. The main research question
addressed in this study is as follows.

(RQ): how to select the most appropriate self-sovereign
identity for the blockchain-based land registry?

To answer the main research question of this study, we
outlined three guiding questions.

RQ1: how self-sovereign identity solves the issue of non-
compliance with digital identity principles in the
blockchain-based land registry?

RQ2: which criteria can be used to compare the most
appropriate blockchain-based self-sovereign identity
solution?

RQ3: what is the evaluation result of various blockchain-
based self-sovereign identity solutions?

To address the above guiding questions, we used the
guidelines given by Kitchenham and Charters for a system-
atic review [55] and the standard procedure for selecting
the literature for our research.

3.2. Data Sources. In this systematic research, material collec-
tion was performed through various scholarly databases such
as Scopus, Web of Science, ACM Digital Library, and IEEE
Xplore to collect more articles. These databases were chosen
as they contain peer-reviewed papers and enable logical
expressions (keywords, names, and/or abstracts) to be
searched. Grey’s literature, such as reports on government
projects, working papers, and documents on assessment, was
also included. The blockchain-based self-sovereign identity
implementation subject is a new study area, and the various
blockchain-based firms are currently working on it. Including
grey literature extends state-of-the-art research sources by
using a broader research source. Each selected database was

checked separately by the specified search words, and the
results were combined after removing duplicates using Men-
deley software. Table 1 shows the number of articles generated
by search string in each database. Some found publications are
available in more than one database. The total number of arti-
cles with duplication is 251.

3.3. Search Strategy. The search strategy is carried out between
2008 and 2021. This systematic review study took the starting
point from 2008 when the first actual research in the block-
chain was published. The grey literature includes magazines,
company whitepapers, and books. To identify different
blockchain-based self-sovereign identity solutions, and to be
as generic as possible, the search string used to retrieve the
articles from databases is (“self-sovereign identity” AND
“Blockchain”) OR (“self-sovereign identity” AND “identity
management “) OR (“self-sovereign identity” AND “Block-
chain” AND “identity management”). Also, semantic search
words were identified in the fields of digital identity, and
self-sovereign identity and blockchain are also searched in
the databases. Moreover, our search string is restricted only
to the article’s title, abstract, and subject terms. It was done
to exclude irrelevant articles referencing the search words only
in the body’s text.

The next step was to search for all related papers. A final
search was carried out on 17 November 2020, covering years
from 2008 to 2022. The search consists of conferences, jour-
nals, workshops, government project reports, working papers,
review documents, and book sections. The searched terms are
“blockchain”, “land registry”, “Identity model”, and “Law of
identity” to check the title, keywords, and abstracts of aca-
demic papers. Some research papers use real estate in place
of land registry, so we have modified the search strategy and
used only the real estate & blockchain keywords.

Additionally, some researchers use identity management
in place of the identity model. As a result, we finally decided
to discover all papers based on strings (“land registry” AND
“Blockchain” or “real estate” AND “Blockchain” or “Identity
model” AND “Law of identity”, “identity principle” or “Iden-
tity management” AND “Law of identity”, “identity princi-
ple”). Table 2 displays the search string and the results from
scholarly databases.

3.4. Inclusion/Exclusion Criteria. Not all of the articles found
were important to the subject, and thus, the next step was to
identify the article that satisfies the scope of our study. We
have done this by specifying criteria for inclusion and exclu-
sion, as seen in Table 3. These criteria are applied to all titles,
abstracts, and keywords of the identified article to classify
them according to the scope of our study. Titles and abstracts
in some cases have not been all appropriate; therefore, the
whole paper has been examined to ensure the compactness
of criteria for inclusion and exclusion.

3.5. Screening and Final Selection. The initial screening pro-
cess was carried out on collected papers to verify compliance
with our scope of the study. In this Systematic Literature
Review, 251 articles were collected mainly from the scholarly
databases (grey literature has been omitted from the
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Full text articles excluded
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(n = 65)
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(n = 51)
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(n = 214)

Database searching

Total (n = 251)

IEEE Xplore
(n = 69)

ACM DL
(n = 41)

Web of
science
(n = 44)

Scopus
(n = 69)

Figure 2: Procedural steps for the selection process.

Table 1: Search string and results for scholarly databases.

Database Scopus Web of Science ACM Digital Library IEEE Xplore

(“self-sovereign identity” AND “Blockchain”) 48 19 19 25

(“self-sovereign identity” AND “identity management”) 27 14 11 18

(“self-sovereign identity” AND “Blockchain” AND “identity management”) 22 11 11 26

Total with duplicates 97 44 41 69

Table 2: Search terms and results from different scholarly databases.

Search terms IEEE Xplore Scopus ACM Science direct Web of Science

“Land registry” AND “Block chain” 7 28 19 36 14

“Real estate” AND “Blockchain” 20 77 67 77 33

“Identity model”, “Identity” AND “Law of identity”, “identity principle” 7 9 5 8 2

“Identity management” AND “Law of identity”, “identity principle” 6 21 8 22 11

Total with duplicates 40 135 99 143 60

Table 3: Inclusion/exclusion criteria.

Inclusion criteria Exclusion criteria

(i) Publication between 2008 and 2022
(ii) papers with research scope of blockchain technology and subscope—the
application of that technology for the domain related to the self-sovereign
identity, identity management
(iii) original research paper instead of review/survey paper

(i) Duplicate
(ii) not English language paper
(iii) papers that had some other meaning other than one
relevant to the blockchain-based self-sovereign identity
(iv) articles addressing technical aspects of blockchain
technology
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descriptive analyzes for conformity). The number of articles
chosen as primary studies has been reduced to 214 after elim-
inating (37) duplicate papers, resulting in 214 articles. Subse-
quently, we read each publication’s titles, abstracts, and
keywords to keep them relevant to the next stage of screening.
We also carefully reviewed whether they are inside or outside
the scope through the inclusion and exclusion criteria by read-
ing the abstract, conclusion, and discussion sections. Eighty-
eight articles are excluded based on the title, and 62 articles
are excluded based on the abstract. A limited number of pub-
lications passed the primary screening stage for many factors.
Finally, the first screening of the article ended with 64 articles.
In the final screening, the remaining 64 articles were read in
detail, thereby removing the publications that have little signif-
icance to the scope of our study. Finally, 31 papers and 12
reports have been selected for our study.

4. Research Questions and Analysis

This section is further divided into three subsections (A, B,
and C). Section A presents the issues of noncompliance with
identity principles in the blockchain-based land registry sys-
tem and how SSI solves this issue. Section B describes the
criteria for evaluating the blockchain-based SSI solutions.
Section C shows evaluation results of various blockchain-
based SSI solutions based on the defined criteria.

4.1. RQ1: How Self-Sovereign Identity Solves the Issue of
Noncompliance with Digital Identity Principles in the
Blockchain-Based Land Registry? Through an increasingly
digital world, robust, useful, and flexible digital identity man-
agement systems are critical to electronically identifying and
authenticating ourselves and to know who we communicate.
As per McKinsey1, “Good Digital ID contains a high level of
digital channel protection” verification and authenticated
identity, specially created with the user consent [56]. It helps
us to decide with whom and for what reasons we choose to
exchange data to ensure user’s privacy and control of per-
sonal data. “This would” unlock value by encouraging inclu-
sion, formalization, and digitalization.

For instance:

(i) 45% of females aged around 15+ in low-income
countries lack ID, and only 30% of males do

(ii) Digital ID could increase 3-13 percent of GDP in
2030

In 2005, Cameron wrote The Law of Identity as an Iden-
tity and Access Architect at Microsoft Corporation [2]. A
basic definition of identity requires concepts that can be
focused on the design of additional services by involved
parties. The principles can also be used as a goal to build trust
and interoperability between services in the environment.
This law consists of 7 principles that translate several guide-
lines on managing and disclosing a user’s identity and iden-
tifying various entities with different types of identification.
These principles describe digital identity systems’ success
and failure. These are briefly explained below.

(i) Law 1: User Control and Consent. “Identity systems
only disclose user identification with user consent”

(ii) Law 2: Minimum Disclosure. The most successful
long-term solution is one that discloses the lowest
quantity of information and limits its use

(iii) Law 3: Justifiable Parties. Digital identity systems
should be established to limit information disclo-
sure to parties with the necessary, justifiable posi-
tion in a particular identity relationship

(iv) Law 4: Directed Identification. The universal iden-
tity scheme must recognize omnidirectional identi-
fiers for public entities and unidirectional
identifications for private entities, simplifying dis-
covery and preventing unnecessary correlation
disclosures

(v) Law 5: Pluralism of Operators and Technology. The
identity system should manage multiple identity
technologies run by different providers and allow
them to communicate

(vi) Law 6: Human Integration. The human user must
be represented as part of the distributed system that
can be integrated into communication mechanisms
between people and machines to safeguard from
identity attacks

(vii) Law 7: Consistent Experience across Contexts. A
unifying identity metasystem must ensure that its
users have a clear and consistent experience,
enabling operators and technologies to differentiate
between different contexts

The explanation principles of digital identity are exten-
sive. Some of these principles may be more specific. For
example, the first concept can be divided into user control
and consent. Some identity solutions may satisfy one but
not the other. Given that there was no self-sovereign identifi-
cation at the time of writing these principles. It was all the
more remarkable to have the majority of principles adopted
from “The Evolution of Digital Identity Concepts guiding
principles” by Allen [34]. In a well-known post, “The Path
to Self-Sovereign Identity,” Allen outlined SSI principles,
including specific guidelines from other sources such as
Cameron and the W3C Verifiable Statements Task Force
[57]. These ten principles are taken from Allen’s paper [34]
and serve as guidelines for SSI adaptation.

(1) Control: Users Must Control Their Identities. The
user is the ultimate authority of his identity, subject
to well-understood and safe algorithms that ensure
that the identity and its arguments remain valid.
He should be able to identify, update, or even hide
it. The user is free to pick actors or privacy as he
wishes. The user does not regulate all identity
claims: other users can make claims about a user,
but they should not be central to its identity
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(2) Access: Users Must Have Access to Their Own Data.
A user must always be able to easily access and
recover all the claims and other identification
details. There must be no hidden data and no
gatekeepers

(3) Transparency: Transparent Systems and Algorithms.
The systems for managing and running an identity
network must be transparent in terms of their func-
tioning, management, and updating. The algorithms
should be open source, well-documented, and auton-
omous from any particular architecture

(4) Persistence: Identities Must Be Long-Lived. The user
can only remove identities. Claims can be updated
and removed, but the identity that belongs to these
claims should be long-lived. Identities can ideally
remain permanently or probably as long as the con-
sumer wants. Although private keys could have to
be rotated and data need to be changed, the identity
remains. In the rapidly evolving world of the Inter-
net, this goal may not be entirely feasible, but
identities at least remain until new identity systems
outdate them

(5) Portability: Identity Information and Services Must
Be Transportable. A trusted third-party entity should
not hold the identity. It should be transportable,
although a trusted entity behaves in the customer’s
best interests. Transportable identities ensure that
the individual stays in charge of their identity, which
can increase identity persistence over time

(6) Interoperability: Identities Should Be Used as Widely
as Possible. Identity is of little benefit if used only in
small niches. A modern-day digital identity system
aims to access identity information widely and across
international borders to create global identities with-
out relinquishing user control

(7) Consent: Users Must Agree to the Use of Their Iden-
tity. Any identity system is designed to share iden-
tity and claims, and an interoperable system
improves the number of shares occurring. How-
ever, data sharing must only occur with user con-
sent. While other users such as an employer,
credit office, or spouse can make claims, the user
must also confirm consent

(8) Existence: Users Must Have an Independent Exis-
tence. An SSI fundamentally depends on the ineffa-
ble “I” at the core of identity. It will never fully exist
in digital form. It needs to be the self-supporting
kernel to support this

(9) Minimalization: Disclosure of Claims Must Be Min-
imized. It should include the least amount of data
required to perform the task when sharing data. It
is supported by selective disclosure and zero-
knowledge proof. However, noncorruptibility is a

difficult task. The best possible way to solve this is
to use minimization to promote privacy

(10) Protection: The Rights of Users Must Be Protected. If
the identity network priorities vary from those of
the rights of individuals, the network should com-
mit to protecting the rights and freedom of users
over the network

SSI is considered as a long-lasting identity possessed and
controlled by the individual without any external authority
sans the possibility of identity removal. It requires user con-
sent for interoperability of user identity across several loca-
tions and ownership over the identity to provide user
autonomy. SSI may prove to be the new normal in the era
of digital identity. The self-sovereign identity is a potential
solution since it provides people, organizations, and compa-
nies sovereignty over their identifiers and full control on
how and to whom information is shared or utilized. Only
the necessary information will be revealed to third parties
in what is known as selective disclosure [12, 16]. Issuing
identity credential built on the trusted network among two
parties is the main objective of self-sovereign identity.
Through the use of an easy, automated process and standard
format, SSI can create a convenient communication method.

4.2. RQ2: What Are the Criteria for Evaluating Blockchain-
Based Self-Sovereign Identity Solutions?

4.2.1. Related Work. The various evaluation criteria taken by
multiple researchers to evaluate self-sovereign identity and
comparative studies of blockchain-based self-sovereign solu-
tions are discussed below.

Cameron (2005) explained the seven laws discussed in
the earlier section, where he outlined the strengths and
weaknesses of digital identity concepts [2]. These laws are
vital to prevent any repercussions where the laws of identity
and the requirement of self-sovereign identity are described
in detail. Certain blockchain-based solutions may not satisfy
certain properties of self-sovereign identity. Based on these
seven laws, Christopher (2016) outlined ten principles to
consider when implementing SSI solutions [34]. In the
self-sovereign identity solution, these principles are aimed
at user control besides providing the differences between
the seven laws. Stokkink and Pouwelse (2018) used these
ten self-sovereign identity principles to test blockchain-
based SSI solutions: Sovrin and uPort. They included an
additional property in the evaluation list that involves claims
to be provable [58].

The problem with the current identity solution is identi-
fied as the individual is not the real owner of their identity.
Besides, this problem can be overcome with the growth of
the SSI solution. A DNS-Idm blockchain-based identity man-
agement system is developed using a smart contract to
improve protection and privacy features [59]. In [43], the
author compares various blockchain identity management
systems and identifies challenges like trust, security, and pri-
vacy issues. Also, he discussed various trust, security, and
privacy-based schemes that can be utilized to improve the
blockchain-based identity nmangennet system. Shuaib et al.
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(2022) compare the identity model, namely, centralized, feder-
ated, user-centric, and SSI based on laws of digital identity and
suggested the SSI solution to be used for blockchain-based
land registry system [60, 61]. Finally, a comparison of the
available SSI solution, i.e., uPort, Sovrin, and Shocard, is made
with the developed DNS-Idm using security and privacy cri-
teria like ownership, user control and consent, human integra-
tion, privacy-friendly, and directed precise identity.

Dunphy and Petitcolas (2018) made a comparison
between blockchain solutions that used SSI based on the seven
laws of identity [62], where they used trusted, decentralized
identity where identity proofing relies on trustable existing
credentials. They concluded that the usability (human integra-
tion) feature needs further improvement [63].

Similarly, Panait et al. (2020) evaluated ten current block-
chain identity management solutions using SSI focusing on
the implementation of the platform and long-term validity
[64]. He emphasizes the need to improve the cryptography
and usability aspect of the SSI’s current identity management
solution. On the other hand, Van Bokkem et al.(2019) evalu-
ated the seven blockchain-based self-sovereign identity solu-
tions based on the eleven identity principles outlined by [34]
alongside the provable property notion [65]. In [66], a com-
parative study of the popular identity management system is
done using SSI like ShoCard, UPort, and Sovrin based on
the seven laws of identity by [62].

Liu et al. (2020) compared blockchain identity systems
that use SSI, namely, uPort, Sovrin, and Shocard, based on
aspects like control, security, and privacy. Liu et al. compared
the existing blockchain-based self-sovereign identity system
such as UPort, ShoCard, and Sovrin [43] using the principles
of self-sovereign identity given by [34].

The three self-sovereign identity solutions, namely, Ever-
est, Evernym, and uPort, are analyzed using the SSI principle
using the desk research and interview with company block-
chain experts [19]. As the “consent” principle in developing
countries is difficult to adopt, so it has been removed with
the “Inclusion” principle.

4.2.2. Our Evaluation Criteria. The SSI requires the basic
principle of identity given by [2]. The principle of SSI in an
article by Allen is examined that provides an additional view
on the digital identity liked to the seven identity principles
given by Cameron. The ten essential principles for SSI are por-
tability, access, transparency, persistence, control, transpar-
ency, existence, interoperability, protection, and
minimization [34]. A similar classification of principle for
SSI is given in (Ferdous et al., 2019), containing three proper-
ties: acceptance, zero cost, and controllability. Further, these
principles were classified in [29], where the SSI principle is
divided into three main groups: controllability, security, and
portability. Additionally, the seven principles, namely, avail-
ability, approval, tenacity, approval, authority, autonomy,
and confidentiality, were used to compare SSI solutions [11].

None of these classifications is complete since several
properties are still missing. However, it appears that some
principles under one group can be irrelevant, as described
in [29], where they highlighted that the principle of persis-
tence and existence in the context of controllability are mis-

matched. This study introduces the principle of “Inclusion”
and the elimination of “Existence,” which is essential for
implementation in developing countries. The “usability”
principle was also incorporated in the assessment model,
as customer service’s role is crucial in creating a better digital
identity system. Therefore, a new taxonomy is categorized
based on the classifications given by [11, 30] to compare
the SSI solutions in SSI compliance principles. Figure 3 gives
a mapping of principles of identity with the SSI principles.
Based on all these classifications, new criteria for evaluating
the SSI solutions have been proposed. The proposed princi-
ples to compare the SSI based solution in our study are
described as follows:

(1) Inclusion. Everyone possesses an individual identity
and should have an identity from birth to death

(2) User Control and Consent. Users must have owner-
ship over their identity and can refer, update, trace,
and access their personal data. Online data sharing
of personal data should only be accomplished with
user consent

(3) Privacy and Protection. The user’s “right to privacy”
should be secured on the protocol level

(4) Portability. The identities should be available as long
as the identity owner desires. The identity informa-
tion will be portable, allowing users to access and
control their identity, increasing identity persistence
over time

(5) Persistence. The identity system will be long-lasting,
where identity owners can recover private keys and
passwords if their primary device is damaged or
stolen

(6) Transparency. The system used to manage the iden-
tity network must be transparent in its processes,
management, and updates

(7) Interoperability. User identities are universally
acceptable across various international boundaries
and systems

(8) Human Integration. The system interface meets the
user’s needs where identity owners will add user
experience in upcoming technology and services

4.3. RQ3: What Is the Evaluation Result of Various
Blockchain-Based Self-Sovereign Identity Solutions? Secure
user authentication and authorization are significant chal-
lenges for a reliable identity solution that needs to be
addressed. SSI is a possible solution for resolving current iden-
tity models’ issues and providing permanent identity while
providing full user control. Blockchain is an innovative tech-
nology to implement SSI solutions. The use of blockchain
technology in the identity management system presents a pos-
sible solution for storing data on the blockchain. The stored
data is secured using cryptographic tools and makes them
immutable. The blockchain-based SSI solution foster trust
among participants within the network without disclosing
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the actual data. Various blockchain-based SSI solutions will be
discussed and compared in this section based on the criteria
defined in Section 4.2.2. The comparative analysis of the exist-
ing SSI solutions has been given in Table 4.

(1) Selfkey [26]. It has been created based on an SSI net-
work where users can store data on personal devices
[67]. Selfkey is a digital identity self-sovereign net-
work [68] where user information is stored on a
user-operated device, providing user ownership. If
a third party needs to access identity data, the user
will present information stored in the blockchain.
SelfKey ensures that zero-knowledge proof gathers
only a minimal amount of data, meeting acceptance
and minimization requirements. It uses censorship-
resistant and force-resistant algorithms to verify the
identity where individuals can ascertain the identity

claims of a customer. The portability in Selfkey is
achieved using UPort. A significant weakness of Self-
key is a third-party dependency where no specific
information about a trusted third party is available.
Other inadequacies of Selfkey include lack of human
integration and persistent identifier attributes that
can last for a particular time [69]

(2) Shocard [27]. The ShoCard offers a digital identity
authentication platform designed based on the pub-
lic blockchain. Identity owner authentication is
achieved using a centralized database containing
cryptographic hashes of digital identity users. The
individual is responsible for initiating interaction
with third parties to check identity. Data is

1. User control &
consent

2. Minimal
disclosure

3. Justifiable
parties

4. Directed
entity

5. Pluralism of
operators

6. Human 
integration

7. Consistent 
experience

3. Access

4. Transparency

5. Persistence

6. Portability

7. Interoperability

8. Consent

9. Minimalization

10. Protection

2. Control

1. Existence

Principle of self-sovereign identity
(Christopher Allen, 2016)

Laws of identity
(Camerons, 2005)

Figure 3: Mapping of principles of identity with the SSI principles.
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ultimately stored in a protected data envelope that
receivers can only decrypt. ShoCard was founded
in 2015 and can include five million records within
30 minutes in a verified public blockchain [27, 63]

It enables users and organizations to create identities
secure and verified where end-users control personal infor-
mation access and 3rd party sharing. The third party or
ShoCard will not access the data without first sharing use-
ful information. The blockchain network is used to store
the identities, but it does not hold the user’s identity data.
Additionally, ShoCard does not have decentralized login
data storage, a target of hacking where the central servers
are intermediaries among users and trusted third parties
[63]. The partially centralized status of ShoCard creates
instability in the existence of ShoCard ID. If ShoCard
servers stop running, identity holders will not be able to
use their own digital IDs and credentials [70].

Additionally, the cryptographic key management does
not support users since ShoCard stores the identities on
the public blockchain, which provides open access and
transparency. Users will secure the private key in their
personal device, where the service provider uses a public
key to verify the ShoCard ID. Organizations may use a
software development kit to integrate ShoCard technology
with its current application or website. ShoCard supports
multiple authentication and verification, such as KYC,
encryption, traceable authorizing, and credential certifica-
tion, besides offering an authentication mechanism using
a phone app. The method of authentication involves
downloading the application to establish its ShoCard ID.
It requires a user to take a snapshot of a legitimate
government-issued identity through which ShoCard
gathers personal information. The user can then validate
the details, create a password, or ask for a biometric scan.

(3) Civic [24]. Civic is based on a blockchain-based
identity authentication ecosystem where a third
party wallet creates key pairs, storing identification
information in the user’s computer. Civic and block-
chain only accept data hashes stored on the Ether-
eum network as ERC20 Tokens. Civics support
three independent groups in the network: con-
sumers, validators, and service providers, based on
the Ethereum blockchain and uses smart contracts
to track the proof of attestation

The Civic identity utilizes the validated identity for web-
sites and mobile development without requiring the user-
name and passwords for multiparty authentication. Users
monitor their protected data and must only share informa-
tion in which they are willing. The Civic app is used to store
identity information on a mobile device in an encrypted
form. The hash value of attached identity information is
stored in the Merkel tree and collected in the blockchain.
The Merkle tree sections can be exposed selectively, increas-
ing user control by enabling identity owners to disclose per-
sonal details selectively. The Civic allows trustworthy
identity authentication providers known as validators to par-

ticipate and sign transactions in public blockchain nodes. It
reconfigures the centralization function and provides an
interactive open system for the validator, but it is not
entirely decentralized.

Nevertheless, it has the same consensus mechanism as the
Sovrin. The authenticator can revoke identity records. For
instance, when a user changes their last name, the authenticat-
ing agency cancels the blockchain’s previous/invalid last name.
Therefore, Civic users depend on authentication authorities to
establish a protected digital identity, resulting in a lack of por-
tability [71]. Civic is a transparent system that utilizes a
permission-less blockchain and does not have software or
infrastructure for its network [72].

The benefits of the Civic ecosystem include a strong rela-
tionship among financial institutions, public agencies, and
utilities as it intends to build a market among banks, utility
organizations, local, state or federal governments, etc., verify-
ing individual or business identity attributes in a blockchain.
The validators can price identity authentication and sell the
identity to stakeholders using smart contracts. The Civic sys-
tem remains effective, as it plays a vital role in its ecosystem
and uses validators to verify identity data accessible through
mobile apps. Civic also plans to launch the Civic wallet. By
integrating identification with other applications, users can
interact more securely and efficiently using standard crypto-
currency applications compared to other wallets. However,
the development of this project is at an early stage.

(4) Sovrin [27]. The Sovrin foundation started using
blockchain to store distributed identities to formalize
and create an SSI network. Theoretically, anyone can
verify or issue the identity. The Sovrin is used to build
identities, using centralized CA to create a trust model
network, and using permissioned blockchain and
Stewards nodes to achieve consensus. The Sovrin
Foundation is a nonprofit organization with a board
of twelve trustees, including the governance council

Sovrin allows a user to have complete control over dig-
ital identities where the user can choose which informa-
tion to be shared and with whom. This selective
disclosure uses a unique technique, ZKPs. Additionally,
Sovrin provides pair-named DIDs [73] and public keys
to protect user privacy without compromising functional-
ity. Since the Sovrin network only has central authority,
users rely on agencies and stewards where trust and
accountability are managed through stewards’ confidence,
integrity, and noncollusion system. User data is stored in
the user’s personal computer and cannot be stored in the
network service provider’s database. Sovrin aims to estab-
lish a market for customers to incorporate data portability
and restore private key loss using cryptographic accumula-
tors. Semantic graphs, like JSON-LD, are often used to
provide portability among providers.

Sovrin protocol uses open-source software licenses built
based on the Hyperledger Indy [74]. The Sovrin trust system
will regulate the Sovrin network of digital identity, security,
policies, and stewards [75]. Sovrin network contains stewards
worldwide, including various financial institutions, start-ups,
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charities, and authority for personal information. Sovrin foun-
dation requires systems to comply with other digital identity
systems where the user’s interaction is not clearly defined.
Since Sovrin is in the early stage of development, developers
and providers entering the identity ecosystem need to exten-
sively discuss user experience [74].

(5) uPort [23]. The uPort uses an open ID system that
enables customers to enrol their identities securely,
sign transactions, send and request identity keys, as
well as, accessing keys and data [76]. The identity
owner appoints trustees to produce a public key
through a controller for key recovery purposes. The
controller consensus is achieved by replacing the miss-
ing public key when executing a proxy with a newly
created key. Built using the Ethereum blockchain, the
UPort connects attributes and stores them as a basic
JSON structure [77]. The identity owner will obtain
the ecosystem’s credentials without performing iden-
tity proofing when using the uPort framework. Users
control UPortID and share personal information with
third parties where users’ personal data is always avail-
able and stored on-chain or off-chain using IPFS. In
uPort, the user has more responsibilities and authority
over uPort IDs

UPort identifiers can be created without disclosing per-
sonal information since the missing inherent connection
between the UPort identities contributes to system robustness.
The registry user’s JSON information is publicly available,
which may violate user privacy. Users can claim ownership
over uPort IDs without depending on a centralized entity.
UPort also contains several centralized components such as
transfer messaging service, push notification centre, and pro-
grammanager attributes which are means formachine control
or compliance. UPort allows users to store identity data, cre-
dentials, and keys in the self-sovereign wallet while the per-
sonal user key is stored on user devices. The key recovery
protocol allows users a persistent digital identity in case of
mobile loss or theft. The software also supports faster authen-
tication singular-sign-on support for Dapps and other apps
besides establishing a Decentralized Identity Foundation for
a uniform user experience. Furthermore, The QR code-
scanning functionality allows communication with the other
party [78]. Nevertheless, users consider UPort’s key protocol
to recover and preserve personal data complex and lack com-
prehensibility [77].

(6) Blockstack [25]. Blockstack is a decentralized network
of computers that handles identity and perhaps even
users’ data. Blockstack ID is a decentralized user ID
that connects decentralized applications (DApps).
Blockstack public benefit corporation (PBC) is an
open-source organization interested in developing
core Blockstack protocols and applications [79]

The application developed on Blockstack provides users
control over their own identities and eliminates failure refer-

ence points. The user’s used data credentials cannot be
stored at a centralized server where content sharing is car-
ried out using encryption. However, the collection of profiles
can be seen and tracked globally through a blockchain which
may leak information and endangers users’ privacy. Block-
stack business logic and data processing works on a com-
puter rather than on centralized servers hosted by service
providers. The decentralized storage current scheme, Gaia
[80], ensures that users own and operate private data
lockers. Cloud users may use these lockers as additional data
storage platforms.

In Blockstack, the key recovery protocol is unavailable;
thus, users cannot reset their keys in the event of failure or
stolen ID, thereby noncompliance with the persistence prin-
ciple. Conceptually, Blockstack operates on the top of the
Bitcoin network and is an open-source repository offering
programming libraries on a variety of platforms. The porta-
ble nature of Blockstack allows developers to adapt and inte-
grate other technologies. Blockstack involves a full-stack
approach that provides all layers required to build decentra-
lized applications besides allowing customers with a single
username to operate across all applications without pass-
words. Nevertheless, the Blockstack environment is in its
initial development stage and only offers desktop versions
of the Blockstack browser [81].

(7) LifeID [82]. LifeID is an open digital identity plat-
form that allows users to create a personal online
identity. Users verify every online real-world trans-
action where authentication is required without
third-party companies or government organizations.
LifeID is often used combined with a biometric
smartphone and app [83]. Only the user accepts
the information request from third parties that need
user consent. LifeID uses zero-knowledge proof
where data is recorded on the user’s computer, and
the necessary information is released whenever iden-
tity verification is needed. The LifeID Identity is
backed up and recovered using three different
methods: cold storage backup, trusted relatives or
associates, and a reputable organization, combating
theft by momentarily disabling or restoring identities

(8) Evernym [84]. Evernym was established in 2013 by
Jason Law, and Timothy Ruff is a well-known player
and aims to facilitate SSI introduction within various
industries [84]. Sovrin was explicitly designed for
identity, and the company describes itself as the
world’s first professionally authenticated and verifi-
able public service provider. The mobile application,
Connect Me wallet, enables users to create private,
peer-to-peer communication with other people. It
also allows users to control digital keys and verifiable
credentials of their digital identity

Evernym achieves universal accessibility by using Sovrin
to claim that SSI is a global public utility to meet everyone’s
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identity needs. The firm will handle an identity on behalf of
a vulnerable person or anyone else incapable of managing
their digital wallet. Evernym can store all personal informa-
tion on the customer’s smartphone while control in an Ever-
nym solution is enabled by biometry, using the default
biometrics on a particular device. The Evernym solution
provides an easy way to import/import a private key and
handle an SSI. An individual may usually import a private
key into a digital wallet through a text file or QR code scan-
ning. Using Sovrin, Evernym will have a concept of “guard-
ian,” a trusted third party to protect an exposed individual’s
identity. Evernym uses a hybrid open-source framework that
provides access to a permission ledger where guardian orga-
nizations must behave according to the criteria set out in the
Sovrin Trust Framework. The INF or Sovrin Foundation
management and the secure implementation of blockchain
may reduce the abuse of digital identity and personal iden-
tity information. Evernym observed that the Sovrin network
architecture, management, and operation could provide
members with the possible portability of their public and
private data in compliance with other principles. Evernym
connections within the Sovrin network will be connected
by comparing a “fairly-pseudonymous identification,” or a
single DID in each relation. The Evernym system is unable
to provide flexibility which results in a lack of interoperabil-
ity. Also, a small amount of information is available for the
user control of the issuer’s credential [72].

In Evernym’s Connect. Me DApp, user biometrics is
necessary to access a given identity and the related details
in all situations. Individuals may also be expected to provide
biometric information to establish peer-to-peer contact net-
works with other individuals and organizations in accepting
credentials from an issuer to exchange credentials.

(9) EverID [85]. EverID is a user-centric-based SSI and
transitional solution built on blockchain [85]. The
decentralized framework of EverID includes data,
documents, and biometrics to store and validate user
identities. EverID provides multiple third-party user
verification and enables the secure transfer of value
between network members [86]. The decentralized
architecture provider ownership of personal data,

which can be accessed only by the user. The individ-
ual’s personal details are stored so that the individual
controls how with whom and for how long these
details are shared (persistence). The EverID system
is operated on a number of network supernodes.
Such supernodes are the blockchain host

Additionally, it hosts the bridge service to allow data
transfer to an API server where SDK-enabled devices per-
form these transactions, making it portable. EverID differs
from other approaches, as the user does not need a device
because the digital computer identity (a combination of bio-
metrics, government identification and third-party confir-
mations) is being saved on the cloud. However, EverID
noncompliance with the minimization property as the data
is required for a claim to be checked where the user must
fully reveal it. For example, if the user is over 18, the user
can choose to show his complete birthday or not. EverID
is also not open-source; thus, the statements in the whitepa-
pers cannot be provable. Its implementation details are also
not available in the public domain, raising concerns about
compliance with transparency [65].

Additionally, it hosts the bridge service to allow data
transfer to an API server where SDK-enabled devices per-
form these transactions, making it portable. EverID differs
from other approaches, as the user does not need a device
because the digital computer identity (a combination of bio-
metrics, government identification and third-party confir-
mations) is being saved on the cloud. However, EverID
noncompliance with the minimization property as the data
is required for a claim to be checked where the user must
fully reveal it. For example, if the user is over 18, the user
can choose to show his complete birthday or not. EverID
is also not open-source; thus, the statements in the whitepa-
pers cannot be provable. Its implementation details are also
not available in the public domain, raising concerns about
compliance with transparency [65].

5. Discussion

Based on the detailed analysis of available SSI solutions that
can be used in the land registry environment, Table 5 pro-
vides a review of these selected SSI solutions. It shows that

Table 5: Comparative study of the Blockchain-based self-sovereign identity solutions.

SSI principles (evaluation criteria)
Blockchain-based self-sovereign identity solutions

Sovrin ShoCard Selfkey uPort Civic Blockstack LifeID Evernym EverID

Inclusion ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

User control and consent ✓ ✓ x ✓ ✓ ✓ ✓ x ✓

Privacy and protection ✓ x ✓ x ✓ x x ✓ x

Portability ✓ x ✓ ✓ x ✓ ✓ ✓ ✓

Persistence ✓ x x ✓ x x ✓ ✓ x

Transparency ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ x

Interoperability ✓ ✓ ✓ ✓ ✓ ✓ ✓ x ✓

Human integration x ✓ x ✓ ✓ x x x ✓
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ShoCard is not complying with the principle of privacy, por-
tability, and persistence due to its partial dependence on a
centralized server for attribute validation. Selfkey lacks user
control and consent, which is a significant weakness, persis-
tence, and human integration. Civic does not comply with
portability and persistence due to its reliance on a third
party. Evernym does not comply with the principles of user
control and interoperability. EverID does not comply with
the principles of privacy, persistence, and transparency.
LifeID has a significant issue of privacy and security. Block-
stack does not comply with privacy, persistence, and human
integration principles. Among these available SSI solutions,
Sovrin and UPort are the SSI models that comply with max-
imum SSI principles but noncompliance with human inte-
gration and privacy principles, respectively. The above
assessment shows that none of the available SSI solutions
fully comply with SSI principles.

6. Conclusion

This paper highlights the limitations of existing identity
solutions, advantages of SSI, and its application in the
blockchain-based land registry system. This paper uses a sys-
temic literature review (SLR) based on three defined research
questions highlighting the role of SSI in solving the issue of
noncompliance with identity principles, evaluation criteria
for evaluating existing SSI solutions, and suggesting the best
possible SSI solution in the case of Blockchain-based Land
registry system. This SLR has selected 251 papers based on
criteria and 65 articles from grey literature and finally used
a total of 43 articles for review. A detailed study of SSI prin-
ciples and evaluation criteria for existing SSI solutions have
been defined. Based on the defined evaluation criteria, an
extensive review of the existing SSI solutions has been done.
This study highlights the strengths, limitations, and func-
tioning of each SSI solution, and it concludes that none of
the existing SSI solutions complies with all the SSI princi-
ples. Based on the defined evaluation mechanism, Sovrin is
the best possible solution among the existing SSI solutions.
It complies with most of the SSI principles but lacks the scale
of human integration. It is the best possible SSI solution that
can be applied in the case of a Blockchain-based land regis-
try system. As the Sovrin lacks a human integration factor
that is essential for ease of use and high adaptability, it pro-
vides a scope for further improvement and future research.
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