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Set-theoretic detection of data corruption attacks on cyber

physical power systems

Efstathios KONTOURAS', Anthony TZES> %, Leonidas DRITSAS?

Abstract This paper addresses a set-theoretic method for
the detection of data corruption cyber-attacks on the load
frequency control loop of a networked power system. The
system consists of several interconnected control areas
forming a power grid. Based on the overall discrete-time
network dynamics, a convex and compact polyhedral
robust invariant set is extracted and is used as a set-induced
anomaly detector. If the state vector exits the invariant set,
then an alarm will be activated, and the potential threat is
considered disclosed. The attack scenario used to assess the
efficiency of the proposed anomaly detector concerns
corrupted frequency sensor measurements transmitted to
the automatic generation control unit of a compromised
control area. Simulation studies highlight the ability of a
set-theoretic ~approach to disclose persistent and
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intermittent attack patterns even when they occur at the
same time with changes in the power load demand.

Keywords Power systems, Load frequency control,
Cyber-attacks, Set-theoretic methods

1 Introduction

Modern power grids are presently integrated with an
extended digital layer comprised of sensors and smart
meters that provide measurements at a fast rate and a high
resolution [1]. Several smart devices are also able to
transmit measurements via wireless communication chan-
nels that although flexible and efficient are generally
unprotected and vulnerable to cyber-attacks [2]. Cyber-at-
tackers compromise the integrity of sensitive elements of
the network aiming to cause system malfunctions [3].
Common attack scenarios include the delaying or jamming
of the acquired sensor data [4] and the corruption of the
measurements by injecting false signals [5]. The reliable
transmission of the data requires the use of security-en-
hancing techniques that increase the complexity of the
infrastructure, leading to a cyber physical system modeling
approach [6].

Attacks on the load frequency control loop of power
networks have been studied in [7, 8], whereas in [9] the
concept of positive invariance was used to quantify the
attack impact on a two-area power plant. The design of
stealthy adversaries was addressed in [10] and attack
detectors in the form of network monitors were proposed in
[11, 12]. Residual-based state estimators are by far the
most common way of detecting attacks on networked
systems as it is shown in [13, 14]. These detectors rely on
the value of the estimation residue in order to decide
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whether or not the system is under attack. If the residue
obtains a steady-state value larger than a critical threshold,
then an alarm is activated. The motivation of this work
emerges from the fact that if the attack pattern forces the
state variables to oscillate, then they will never obtain a
constant steady-state value and therefore the residual-based
estimator will never cause the alarm to be triggered.

The use of a robust invariant set in order to develop a
set-theoretic attack detector was first introduced in [15],
where the load frequency control loop of a single control
area was studied. The key idea was to trigger an alarm
whenever the state vector exits the invariant set. It was
shown that small persistent bias injected signals corrupting
the frequency sensor measurements can pass undetected.
Explicit boundary values of the bias injected signal that
ensure a stealthy attack were derived in [16]. However,
these bounds are consistently small and therefore imprac-
tical from an adversarial point of view, since realistic
attack scenarios involve larger values of the attack
signal.

This paper elaborates on previous results of the authors
[17, 18]. In this work, the use of set-theoretic attack
detectors is expanded on a networked power system and
their efficiency is assessed considering both persistent and
intermittent data corruption attack patterns on the fre-
quency measurements. The simulations concern a case
study of the benchmark two area power plant and they
highlight the ability of the set-theoretic detector to disclose
attacks during the transient response of the system, while
also in the presence of disturbances; a feat that the tradi-
tional residual-based estimators are unable to
demonstrate.

The paper is organized as follows. In Section 2 the
mathematical model of the power network is established,
while in Section 3 the design of the set-theoretic attack
detector is presented. In Section 4 the switching signal
driving the intermittent attack pattern is developed and
Section 5 presents simulation results validating our con-
ceptual approach. In Section 6 we provide concluding
remarks, whereas an “Appendix A” explains some of the
notations used throughout the paper.

2 System description

The algorithms used for the computation of a robust
invariant set require a discrete-time representation of the
system dynamics. The discretization process of the power
network is performed in three steps. First, we extract the
discrete-time equivalent models of all interconnected areas
assuming that the power exchanged via the tie lines is an
external signal. Then, we discretize the tie line model of
each control area separately and finally, we combine the
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control area and tie line dynamics into a single discrete-
time state space model.

2.1 Interconnected control area model

Consider the generic interconnected control area model,
subject to a data corruption cyber-attack depicted in Fig. 1.
According to [19, 20], a state space model that describes
the evolution of the plant in the continuous-time domain is
given as:

d
axi(t) = A.xi(t) + Bejuc(t) + De ;AP (1)
N + E ;AP (1)
xi(O) = x,"o

C,x,-(t)

=

=
~

G
\

where the subscript i € Z = {1,2,...,N} denotes the i-th
control area of the network and ¢ € R, is the time variable.
The state vector x;(r) € R* encapsulates the deviation of
the electrical frequency Afi(f) and the deviation of the
mechanical power in the output of the turbine APg;(1),
namely:

xi(1) = (A1) APG,(1)]

We assume that the mechanical power provided to the
rotor shaft is equal to the electrical power produced by the
generator. The system output y;(¢) € R is identical to the
first state variable Afi(¢), thus C; =[1 0]. The control
input u.;(t) € R consists of two components, namely the
primary frequency control action APy ;(r) and the automatic
generation control law AP.;(t). According to Fig. 1, the
input u, ;(t) is defined as:

l/tc_’i(l‘) = APC7,'(Z‘) + APf7i(l)

T

and is subject to the saturation hard constraint:

AP,
_*_/L ie, i
K, i-[ O——AF,;
~ref
N £
@ T K, iBiI (= :
APL‘. i APL‘ i
+ _
@ T/ Ue i Kz APGJ o Kp.i Vi
A 1+sTy ; + 1+sT, ;
+ ! T7 ,
A})fi APIic,l
) -1
R;

Fig. 1 Load frequency control loop of a generic interconnected
control area subject to a data corruption cyber-attack on the frequency
sensor measurements (the speed governor dynamics are omitted for
brevity)
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lte,i ()] < thimax V120

The signal AP.;(f) € R is an unknown but bounded
disturbance representing the power load deviation due to
the demand of the consumers. In contrast to other works
[8, 9], we allow the load to change over time according to
the power demand, that is APy ;(t) # 0, and we assume that
it obeys the constraint:

|APLJ([)‘ < A[,L.,i.,max vt > 0

The signal APy, ;(f) € R represents the deviation of the
electrical power exchanged between the i-th control area
and the network through the tie line interconnection,
whenever a power load change occurs. The matrix A.; €
R>*? is defined as:

A = __1/Tp,i KPJ'/TPJ
L0 —1/Tr;

and the matrices B.;,D.;, E.; € R>*! are defined as:

A }
B, =

The load changes affecting the control areas cause the
electrical frequency and the tie line power to deviate from
their nominal values. The speed governor performs the
primary frequency control action defined as:

D (1)

APLi(1) = —

where R; is the speed droop parameter. The remaining
steady-state errors are eliminated by the automatic
generation control unit, which is usually implemented in
terms of an integral controller [21] defined as:

APQ,‘([) = KI",‘ AIACEi(T)dT (2)

ACE (1) = (AP}, = APyci(n)) + B (A1 = 5(1)

where ACE;(t) represents the i-th area control error, the

reference signals AP,’fef ;=0 and Af¥ =0 associate with
the tie line power deviation and the electrical frequency
deviation respectively and B; = 1/R;. The signal y,(¢) is

defined as:
¥i(t) = yi(t) — ioi(1) 3)

where o; € R denotes the attack signal corrupting the
measurement channel and ¢; : Ry — {0,1} determines
whether or not the i-th area is under attack. The speed
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governor remains unaffected since it is either mechanically
or hydraulically coupled with the generator.

The equivalent discrete-time model of each intercon-
nected control area is extracted by first computing the
eigenvalues of the matrices A.; and then selecting a global
sampling frequency f; at least ten times greater than the
frequency of the fastest eigenvalue of the network. We
apply the zero-order hold method and obtain a discrete-
time state space representation as

X; [k + 1] = Adv,»xi[k] + Bd",-udj[k] + DdJAPLJ' [k]
G + E APy, k]
v X [O] = xi70
yl[k] = Cixi [k]

where k € N is the new time variable.

Finally, since u.;(¢) implements a dynamic control law,
we need to determine the equivalent discrete-time con-
troller u,;[k]. Let us set the accumulated time errors

i) = [ (87 =5 ) @
24(1) = |P,l| /0 t (AP, — APiei(7) ) de 5)

as the extra state variables augmenting the system due to
the existence of the integrator (2). Parameters f° and P;.e?i
represent the nominal network frequency and the nominal
power exchanged via the i-th tie line respectively. We
remark that P, ; is considered positive when the power
flow is directed from the i-th area towards the network. If
we consider (1)-(5), while keeping the sampling frequency
and the discretization method unaltered, then we obtain:

_ _ 1
uqik] = Ki, iz1:k] + Kp.iza,ilk] — R k]

where the gains Kj,; and K}, ; are defined as:

K, = K1 ;Bf°
Ky, = KpilP;, |
and the variables z; ;[k], z,,[k] satisfy the equations:
1
21k + 1] = z1 k] — —yilk
1, [ ] 1 [ } f&fo [ ] (6)
214[0] = 224[0] = 0
1
Zz,i[k +1] = Zz,i[k] — WAPtiej[k] (7)
S5 tieyi

The model of the discrete-time closed-loop
interconnected control area under attack is written as:
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él[k+1] = cllé[ ]"’“z clio'i[k]
S?l : + D ;AP [k] + E jAPy, ;K]
vilk] = Cu&lK]

(8)
where the augmented state vector &[k] € R* is given as:
&K = [k APk 2l 2o, fk)]”

the matrix A.;; € R is given as:

Agi— (1/R)B4;C;  BuK,; BuiKy;
Ay = =1/(ff°)Ci 1 0

the matrices By, D1, Ec1; € R*>! are given as:

B =[O 1/(ff°) O

D= {D;i 0 0}
T
Ecl,i = |:E3,[ 0 /(fY|Ptlel|):|

and Ccl,i = [C, 0 0]
2.2 Tie line model

Each control area that is connected to the network is
able to exchange power with it through a tie line. When-
ever a load change occurs, the power flow of each tie line

deviates from its nominal value P;’et according to APy, ;(1).

The linearized tie line dynamics associated with the i-th
area are governed by the equation [19, 20]:

AP,,E, ZznT,, Afi(1) = Af ()] )

where Tj; denotes the synchronization coefficient between
the control areas i and j and APy;,; encapsulates all existing
interconnections of the i-th area with the other areas of the
grid.

The synchronization coefficients satisfy the condition
T;j = Tj; for all i,j € Z and if two control areas i, j are not
interconnected, then by definition we have Tj; = 0. In other
words, if we consider the network in terms of a weighted
graph, as depicted in Fig. 2, where the nodes a; represent
the control areas and the coefficients Tj; indicate the
existing interconnections, then the synchronization coeffi-
cients Tj; are the elements of the adjacency matrix.

In order to extract a discrete-time equivalent model for
the tie line, we use the same global sampling frequency f;
and apply again the zero order hold method. The outcome
is the difference equation:

STATE GRID

Fig. 2 Graph depiction of a network

N
AP ilk + 1] = APy K] Z 2nT; (Afilk] — Af[K])]

(10)
where T, = 1/f; is the sampling period.

2.3 Network model

If we compute the models of all interconnected control
areas along with their corresponding tie lines and then
express them in the discrete-time domain, we can directly
compute a discrete-time representation of the entire net-
work. In our case, the dynamic evolution of the overall
networked power system in the discrete-time domain can
be described in augmented form in terms of the following
difference equation:

Spet
Xet [k + 1] = Anetxnet[k] + Bnet [k} + DnetAPL,net [k]
Xyet [0] Xnet,0
Vet [k] = Cnetx net

(11)

where the number of the state variables per control area is
n =4, the vector of the state variables for the entire

n+1)N

network x,,.; € R( is defined as:

[E11K] ... ExlK]

and the vector of the power load changes for the entire
network AP; .. € RY

Xner[k] = APiior K] ... AP n[K]"

is defined as:

APp k] = [APL K] APL[K] ... APLy[K]]"

Matrix A, € ROTDNX0+DN i structured as:

Anerﬁll Anez,lz :|

Anet = |:
Anet.21 Anet,22

where A, 11 € RN and Aper12 € R™*N associate with
the interconnected control area models (8) and are defined
as:
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i Acl,l (ann ®n><n
®n><n Acl,2 ®n><n

Anet,ll =
L Onxn (U)nxn ACZ,N
i Ecl,l ®n><1 ®n><l
Oux1 Eep Onx1

Anet.lZ =
L ®n><l ®n><1 ECZ,N

whereas A 21 € RY*"™N and Aper € RY*N associate with
the tie line models (10) are defined as:

Ly, Ly, ... Ly

Ly Ly ... Ly
AnethI =

Ly Ly, ... Lyy

Anet,22 = nN><N

The elements L;; € R are vector quantities associated
with the tie line synchronization coefficients and are given
in terms of the following equations:

N

|3 (@rTyTy)
Lyj={ 7!

[—ZnTist

©l><(n71)i|a i=j

®l><(n71)}7 i#j

We define B, € R“D¥*1 and D,,, € ROV 4.

[ o1Bei01[k] ]
2B 1202 [k]
Bnet[k] -
anBenoy k]
L Onx
Dne 9
Dnet = |: t’11:|
®N><N
_Dcl,l ®n><1 ®n><1
Onxt Depp Onx1
Dnetﬁll -
_®n><l ®n><1 DCL,N

and the matrix C,,; € R2V*"DN ig defined as:

STATE GRID

Cii Oixn O1xn O1xn |
Oi1xn Cap O1xn Oixn
Cnet = : : :
O1xn Orxan Cun Oy
_®N><n ®N><n ®N><n |]N><N J

For the remainder of this paper we consider that the power
network evolves in the discrete-time domain and its
dynamic behavior is described in terms of (11).

2.4 Stability analysis

The networked system obtained through our modeling
process is Lyapunov stable. Lyapunov stability in the
continuous-time domain means that there exist system
eigenvalues located on the imaginary axis. Accordingly, in
the discrete-time domain it means that there exist system
eigenvalues located on the boundary of the unit disc. In our
case, it can be shown that the continuous-time system has
some eigenvalues located exactly at the origin of the
complex plane and that the discrete-time system has some
eigenvalues with unit value.

If the network evolves in the absence of an attacker, that
is 0; =0 for all i € Z, then y; = y; and the system operates
normally. Every power load change AP, ; is matched with
an equal increase or decrease in the produced power APg ;.
At steady-state, all frequency deviations Af; converge to
zero along with the tie line power deviations APy, ;. The
variables z;; and zp; converge to some constant nonzero
steady-state values and the same holds for u.; and u, ;. This
scenario is studied in many textbooks [19, 20] and no
instability can occur under these circumstances.

The instability is identified both in the continuous and
the discrete-time domain, when the network is affected by
an attacker. Suppose that the tie line power deviations
AP,.; reach an equilibrium and converge to constant
steady-state values, say AP;; ;. This means that at some
point we obtain
d

thP,,‘eﬁi(l‘) =0 Vi= 1,2,...,N (12)

for the continuous-time domain and
APy ilk + 1] = APy i[k] Vi=1,2,...,N (13)

for the the discrete-time domain. Expressions (12), (13)
along with (9), (10) imply that if an equilibrium is to be
reached, then the frequency deviations Af; of all control
areas must converge to the same steady-state value, that is
limy o0 Afi(t) = Afiss = Afys forall i =1,2,.. . N.

Now, we identify two distinct cases. First, the case
where all control areas are affected by the same attack
signal and then, the case where the attack signal differs
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from one control area to another. The scenario where the
adversary affects only some control areas and not all of
them falls under the second case, where some o; = 0.

Let us consider the case where all control areas are
affected by the same attack signal, that is o; = o for all
i € 1. The frequency deviation reference signal is set as
A =0 and 3,(t) = yi(t) — o;. Therefore, (4) can be
written as:

2ilt) = fi

and implies that this attack scenario essentially alters all

/ (o= (1)) de (14)

the reference signals Afiref from zero to «. For the fre-
quency deviations, we have lim,_ Afi(t) = o for all
i=1,2,...,N, based either on the continuous-time equa-
tion (14) or the discrete-time equation (6). For the tie line
power deviations, we have lim;_., APy ;(t) =0 for all
i=1,2,...,N, based either on the continuous-time equa-
tions (5), (9), (12) or the discrete-time equations (7), (10),
(13). The variables z;; and zp; converge to some constant
nonzero steady-state values, such that all u.; and u,; pro-
duce the required APg; to match both the load changes
APy ; and the nonzero steady-state frequency deviations.
Since all state variables converge to constant values, the
system is stable.

Let us now consider the case where the attack signal
differs from one control area to another. For a persistent
attacker, we have lim, .o APy, ;(t) = APys 7# 0. This
implies two things. Firstly, as t — oo, (5) integrates a
constant nonzero quantity, therefore all z,; are forced to
increase linearly over time. Secondly, once APy, ; reaches
an equilibrium, all Af; must have converged to the same
steady-state value, which is nonetheless different than the
one that each o dictates, that is
limy o0 Afi(2) = limy_,0 yi(2) # 0. In turn, (14), as t — oo,
integrates a constant nonzero quantity, therefore all z; ; are
forced to increase linearly over time as well. The same two
results can be obtained from the discrete-time equations
(6), (7). Although z; ; and z,; tend to infinity, their opposite
signs drive u.; and u4; to some constant steady-state val-
ues, causing each generator to produce the necessary power
APg; that satisfies both the load changes AP;; and the
nonzero steady-state frequency deviations.

In conclusion, the network instability appears when the
attack signal differs from one control area to another or
when the attacker affects only some control areas of the
network. We highlight that instead of z; ; and z,; we could
choose different integral variables, say:

wi(t) = /OIACEi(T)dT = |Prie il22,(2) + Bif °z1,i(t)

STATE GRID

and obtain an asymptotically stable system, since the w;
will follow the convergence of u.; and uy;. However, in
this case we lose our main advantage, which is the ability
to always detect an adversary, unless all of the control
areas are simultaneously corrupted by the same attack
signal. The unstable character of z;; and z,; ensures that
the state trajectory will, sooner or later, exit any given
convex and compact robust invariant set, causing the
adversary to be disclosed. The trade-off for using the states
z1,; and z,; is the increased complexity in the calculation of
the robust invariant set, due to the Lyapunov stable net-
work dynamics.

3 Attack detector design

In order to extract the robust invariant set that will be
exploited as a set-theoretic attack detector, our first priority
is to determine a set of state constraints that ensures the
risk-free behavior of the network. This set can be obtained
by enforcing suitable bounds on each state variable based
on the standard safety considerations invoked in the
literature.

According to [8], large frequency deviations, that may
occur during the transients, jeopardize the stability of the
grid. Thus, the frequency deviation Afj[k] should always
respect the inequality:

|AfiK]| < Afimax = 1.5 Hz  Vk € N

The hard constraints imposed on the control signal imply
that similar bounds exist for APg;[k]. The discretization
does not alter the dc-gains of the system and the turbine has
a unit dc-gain. Therefore, the bounds of AP, u.; and ug4;
are identical with each other and the mechanical power
produced in the output of the turbine should always respect
the inequality

|APGt[k]| < APG.,i.,malx = Ui max Vk e N

In comparison to the bounds of Af;, the constraints imposed
on APg; are hard and can never be violated.

The variables z; ;[k] and z, ;[k] are measured in time units
and, according to [19, 22], it is always necessary to limit
the deviation of the synchronous clocks driven by the
system frequency. Thus, the accumulated time errors
should always respect the inequalities:

{ ‘Zl-,i[kH Szl,i,max =3s VkeN
‘Zz-,l'[k” S 22.imax — 3s VkeN

Each tie line connects a control area to the network and is
designed to transfer a nominal amount of power. After
every power load change, the tie line power deviates from
its nominal value. Large and persistent oscillations of
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APy, ;[k] are generally undesirable, because they stress the
tie line to its thermal limits and threaten the stability of the
grid. Therefore, the tie line power deviations should always

respect the inequality:
|APie i [k]| <APieimax  Vk €N

The constraints associated with &; can be expressed in
terms of the set:

Xi(0i,q;) ={& eR": 08 <q;}

where Q; € R*" and ¢; € R*" are given as:
Ql _ { ﬂ}EXﬂ }
“Unxn
[qi,max ]
q; =
qi,max
T
qimax = [Aﬁ}max APGA,i.,max 21,i,max leﬂ,max]

The constraints associated with APy, ; can be expressed in
terms of the set:

Xi(0:,q,) = {APe; €R: QiAPrie,i <q;}

where Q; € R?*! and ¢; € R>*! are given as:

Q’:{—IJ

_ |:APtie,i,max :|
q; =
APlie?i.max

The constraints associated with x,.; are determined by
combining the sets X’; and X; for all i € Z and can be
expressed in terms of the set:

Xnet = {xnet S R(H+I)N : Qnetant gqnet}

The matrix Q,,, is structured as

Qnez,l 1 Qnet.lZ
Qe =
Qnet,Zl Qnet,22

and the vector ¢, is structured as:
T T T -T1T
Goer = 91 - Ay 41 - 4y]

The blocks Q. € R and  Q,,, € RV
associate with the constraints imposed on & and APy ;
respectively and are defined as:

STATE GRID

i Ql ®2n><n ®2n><n

®2n><n Q2 ®2n><n
Qnet,ll =

_®2n><n ®2n><n s QN

i Ql ®2><1 ®2><1

®2><1 Qz ®2><1
Qnet,22 = . .

L0201 Oz - Oy

whereas the blocks @, , and Q,,,,, are defined as:

{ Qnet7]2 = ®2nN><N

Qnet,Zl = Oansnn

We may also define the admissible states &; that result in
a control law u, ;[k] respecting the hard input constraints in
terms of the set:

Ui(Pi,p;) ={& e R": P&, <p;}
where P; € R>" and p; € R? are given as:

o |:—(1/R,‘)C,' Kllﬁi K’z,i :|
! (1/R,>C, - I?Ihi - klzi

Ui max
p;=
Ui max
The set of the admissible values of x,,, is determined by
combining the sets U; for all i € 7 and can be expressed as:

U = {xnet € RN PreiX e Spner}

The matrix P, is structured as:
Pnez = [Pnet,l Pnet,z]
and the vector p,,, is structured as:
P =Pl P} PR

The blocks P, € R*M"N and P, are defined as:

Py Oz O2xn
®2er P2 ®2xn
Pnet,l =
®2><n @2><n e PN

PneI,Z = ®2N><N

Finally, we can define the set of the admissible network
disturbances APy, as:

N
Wnet == {APL,net e R™: Qnez,ZZAPL,net Srnet}

where the vector r,,; € RV is structured as:
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_ [T T 71T
Fret = [I‘l r, ... I‘N]
APL.,i,max

r; =
APLAi,max

A set is robust invariant when all initial conditions
belonging to this set generate state trajectories remaining
inside the same set for all future time instances and for all
bounded disturbance sequences. A formal definition of
robust invariance can be found in [23, 24]. If we consider
APy;,; as an additional disturbance on the model of each
control area (8), then we could try to assign robust
invariant sets to each control area individually. However,
this concept is invalid since (7), (8) imply that a constant
AP, ; will drive z,; towards infinity, hence the existence of
a robust invariant set is immediately denied. In reality,
AP,;,.; will decay, but the robust approach must consider all
potential disturbance sequences. Consequently, the robust
invariant set has to be extracted in a centralized manner
considering the network dynamics in (11). We remark that
since the robust invariant set will be used in order to detect
an adversary, it has to be determined considering the
dynamics (11) in the absence of an attacker, that is when
oilk] =0, forall k e N, i € Z.

According to [15, 16], the input hard constraints do not
allow the controllers to perform unsaturated for all states
Xper € Xyer. To solve this problem, we can define the set
Aot = Xyt N U, and then try to determine the maximal
subset of A, that is robust positively invariant with
respect to the network dynamics in (11). This new set,
denoted with A, ., is defined as:

Anet,oo :{xnet,O S Anet :Anetxnet [k] +DnetAPL,net[k]
E-/411et,o<:7 VAPL,net [k] S Wneh Vk € N}

An efficient algorithm for the computation of maximal
robust invariant subsets was proposed in [25]. However,
this algorithm ensures finite time determination of these
sets only for systems described by asymptotically
stable dynamics. Due to the abundance of the integral
control actions, the dynamics of the network are Lyapunov
stable. This fact implies that there exist eigenvalues of the
matrix A,,, located exactly on the boundary of the unit
disc. In this article, we apply the methods of [25, 26] and
we compute an approximation of A, o, based on the
structure of the network.

The key idea, is to separate the network dynamics into
an asymptotically stable compartment and a Lyapunov
stable one. This is always possible through a suitable sim-
ilarity transformation of the state space coordinates. If we
solve the eigensystem A,V = VF, then we can compute a
diagonal matrix F containing the eigenvalues of A, and
an invertible matrix V containing the eigenvectors of the
system. For complex eigenvalues, it is trivial to render the
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matrix F in its equivalent block-diagonal real form and
compute the matrix V accordingly. Using the change of
variables W[k] = V" lx,.[k] the network dynamics of (11)
can be written as:

Sped Wik 1) = FY[ + HAPL, [k $[0) =
where the matrices F and H are given as:

F— |: FS ®sl><s2:|
®s2><s| FL
HS}

H= V_anet = |:
H;

for some partitioning indices si,s2 € N* such that
s1+ s, = (n+ 1)N. The matrices Fs € R*"*"" and F €
R*2*%2 agsociate with the asymptotically stable and the
Lyapunov stable dynamics respectively, Hg € R*"*N H; ¢
R2*N and the state vector ¥ can be split into two
compartments as:

vk = [vi vl

where ¥4 € R* and y; € R*. We remark that each vector
evolves independently from the other, due to the form of
the matrix F.

The network model (11) obtained through the dis-
cretization process in the previous section has two special
characteristics. Firstly, the Lyapunov stable eigenvalues
have all unit values, therefore F; = [, «;, and secondly the
matrix D,,, is sparse, so that even after the change of
variables, the matrix H; satisfies the condition
H; = O, «n. We remark that if the matrix H; contained
any nonzero elements, then a robust invariant set would not
exist.

As the interconnection of two polyhedra, set A, will
have the generic polyhedral representation

Aper = {xnet S ROV, Gx e Sg}

The change of variables W[k] =V~ 'x,.,[k] gives the
representation of A,,, in the y-domain as:

A¥) = {p R :Gy<g} G=GV g=g

and its maximal robust invariant subset is defined as:

AW =L € AY) Pyl + HAP 4
€A1(1l/elz‘),oc7 vAPLAnet[k] S Wneh Vk € N}

According to [25], a finite time determined
approximation of AE,'Q_OO is the set Aﬁ'g)x defined as:
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AW ={wo € AW} Cprslk] + Cuy K]

el x AW

net’

VAPLA,net [k] € Wets Vk € N}

where the matrices Cg and Cj, are given as:

the matrices Cg € RO+2)%s1 ¢, ¢ Rbsits2)xs satisfy the
equation [Cs  CL] = (5 4)x (s +s,)» the set L' is defined
as:

L' ={y, eR” :CFy, €Y, VkeN} (15)

and the set )’ C R" " is determined via the following
standardized procedure [25]. Consider the recursion:

by =g
Gisr = Ot — hw,, (CsFSHs)'G))

The parameters qﬁi and g’ denote the i-th element of the

vectors ¢, and g respectively, G; stands for the i-th row of
the matrix G, while the mapping:
sup (1'x)

XEWer

hw,,, (1) =

represents the support function of the set W,,. If we
specify a scalar 0 < ff <1, then there exists a k* such that
po- — 0 >0, where the i-th element of the vector 6 is
defined as:

0 = 2L(1— )~

The parameter u € R’ is the spectral radius of the matrix
Fs, the scalar A€R, is selected such that
Wher C AB2(N), with B,(N) representing the 2-norm
unit ball in RY and the constants {; € R’ can always be

determined such that || (CsFX Hg)" G|, < (i for all i. Let
¢’ satisfy:

(1= B¢ <¢' <oy — Opc

Then, the set )’ is defined as:

Y= (e R Gy <)

and since F; = [, «,, the set L' of (15) is defined as:
L = {t//L € R% :(_}CLt//quﬁ’}

Considering the polyhedral nature of the sets £’ and Ai‘ft) ,
their Cartesian product can be computed as:
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cos-{[t]er

|:GCL ®zx<s,+52)] |:'//L:| < [d)’} }
®l><sz G lp N g_

and [ denotes the number of rows of the matrices GC;, and
G. The attack detection mechanism can now be formally
introduced in terms of the alarm signal

AW)

1 otherwise

and it is triggered whenever the vector i exits the robust

invariant set A('/')

ot - We assume that the vector x,,,[k] is

available to the control center at any given time instant k in
order to allow the real-time computation of the vector ¥[k].

4 Switching signal design

The authors in [15, 16] studied bias injection cyber-
attacks on the frequency sensor measurements, when the
attack signal «; was set to a constant value and affected the
system indefinitely. It was shown that in the case of a
single-area power plant the structural properties of the
integral controllers force the frequency deviation to regu-
late wherever the attack signal dictates. However, the only
way for an adversary to regulate the frequency in a net-
worked system is to incorporate a coordinated attack on all
interconnected areas using the same attack signal o; for all
icl.

A more realistic scenario would be to consider that an
attack occurs not on every frequency sensor of the grid at
the same time, but only to those sensors that are success-
fully compromised by the adversary. In this case, only a
few of the Lyapunov stable dynamics of the integral con-
trollers will be affected by the attack signal and therefore
input to state instability is unavoidable. Specifically, the
state variables zj;, zp; are forced to diverge linearly
towards infinity for as long as the attacker remains active
and the set-induced anomaly detector will ultimately trig-
ger an alarm.

Since persistent attacks on individual control areas seem
inevitably detectable in terms of our set-theoretic approach,
the only alternative for the adversary is to prolong their
disclosure. The attacker can attempt to remain undetected
for a longer period by means of a hysteresis-based
switching pattern [27]

0 |)~)z[k]| > &i‘max and
ailk] = ¢ 1 lyilk]| <% min and
g; [k — 1]

J[[k — l] =1
agilk—1]=0
otherwise
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where % max = Cimax — 0 and & min = %imin + 0 are the
hysteresis bounds and 6 € R’ is the tolerance factor
ensuring that a switching can occur only inside the fre-
quency zone y; € [Aﬁf‘mm,Aﬁf‘max} = [(xi.minv ai,max]-

The only attack resources required in our scenarios are
the knowledge of the frequency measurements y; and the
ability to corrupt them. However, the bounds that we used
to limit the load changes, the state variables and the control
inputs of the system can be easily obtained, since some of
them are standard in the literature. We remark that
knowledge alone of these bounds is not enough to defeat
our detection mechanism. The attacker can remain poten-
tially undetected only if he additionally has full knowledge
of the state vector &,,, and of the robust invariant set

AV
also know the exact model of the network, namely the
matrices Ay, Byer, Cper and Dy, along with the design-

dependent set £'. Only then the adversary can reproduce
the set AY)

net,0o

ne

However, to determine this set, the attacker must

and use it to develop elaborate state-de-

pendent switching patterns that will prevent an alarm
activation.

5 Simulation studies

In this section, we study the load frequency control loop
of the benchmark two-area power plant considering two
distinct attack scenarios. Initially, we address the case
where an adversary compromises the frequency sensor
measurements of the first control area and corrupts the data
transmitted to the automatic generation control unit with an
intermittent bias injected attack signal «;. The simulations
indicate that intermittent attack patterns driven by the
switching logic developed in the previous section are
harder to detect and they cause the state variables to
oscillate. In the sequel, we address the cases of
detectable and undetectable coordinated cyber attacks
occurring simultaneously on both control areas, using two
persistent bias injected attack signals o, op. The simula-
tions highlight that if the attack signals have the same
value, then the adversary is able to regulate the frequency
deviation of the network to any safety-critical steady-state
value. Both scenarios demonstrate the ability of a set-the-
oretic attack detector to disclose either a persistent or an
intermittent adversary, even in the presence of unknown
disturbances.

The parameters of the two-area power network that were
used in the simulations are provided in the Tables 1 and 2
[19]. For completeness, we also provide the formulas
associated with the gains K,; and the constants 7,; as:
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Table 1 Parameter values for control area 1

Parameter Symbol Value Unit
Power base Pp, 2000 MW
Load dependency factor D, 16.66 MW/Hz
Speed droop R, 12x 1073  Hz/MW
Generator inertia constant H, 5 S
Turbine static gain Kr 1 MW/MW
Turbine time constant Tt 0.3 S

Area static gain K, 0.06 Hz/MW
Area time constant T, 24 S
Controller static gain K. 0.5 1/s
Control input bound U] max 600 MW
Power load bound APp | max 20 MW

Table 2 Parameter values for control area 2

Parameter Symbol Value Unit
Power base Pgr 1500 MW
Load dependency factor D, 10.5 MW/Hz
Speed droop Ry 1.33x 107*  Hz/MW
Generator inertia constant  H, 4 S
Turbine static gain Kr» 1 MW/MW
Turbine time constant Tra 0.25 S

Area static gain K, 0.095 Hz/MW
Area time constant T, 22.85 S
Controller static gain K> 0.45 /s
Control input bound U2 max 450 MW
Power load bound AP/ 2 max 15 MW

1
Kp,i - EI
Tpi= ZI_{IPBJ
feD;

where f°© = 50 Hz is the nominal network frequency. We
assume that the simulations start at k = 0, that the initial
condition is x,,[0] =0 and that the duration is the time
interval ¢ € [0,35]. For a global sampling frequency
f; = 100Hz, we have k€ [0,3.5 x 10%]. Furthermore,
since our main objective is to assess the efficiency of the
set-theoretic  attack detector in the presence of
disturbances, we assume that the two-area network is
subject to the following power load changes:

APp (1) =20MW  t>0s
0 MW 0<t<10s
APLQ(I) =
-5 MW t>10s
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the nominal
, = 1000 MW and the
synchronization coefficients are assigned
Ty, = Tp; = 175 MW /rad.

The bounds of the load changes APy ; m.x Were selected
as small percentages of the power base Py ; of each control
area [19, 20]. The bounds of the state variables
Afi,max = 1.5 Hz, APG,z’,max = Uimax aNd 21 jmax = 22,imax =
3 s are standardized, holding for all i = 1, 2. In particular,
the bounds Afim.x are mentioned in [8], whereas the
bounds zj;max and zp;max are derived from [22]. The
bounds of the tie line power deviations APy ;max Were
selected through extensive simulations. Specifically, we
observed that even when the maximum admissible power
load changes APy ; max Occurred, the graphs of AP;;, ; never
exceeded the values APy jmax = 0. 5|Pue ;|. The bounds of
the control signals u;m.x were selected in the following
manner. First of all, they have to be at least equal to the
maximum admissible load changes, in order to be able to
service them. Furthermore, they have to amend for poten-
tial overshoots during the transient response, so they need
to be further increased. The final tuning was performed
again through simulations, since the bounds of the control
inputs determine to a great extent whether or not a none-
mpty robust invariant set for the networked system actually
exists. Ultimately, they had to be pushed to their current
values to ensure the existence of the robust invariant set

A(l//)

net,00*

The tie line is assumed to be lossless,

exchanged power is P, —P.

tie, 1= tie,

the values

Regarding the design of the attack detector, the parti-
tioning indices of the matrix F € R'"10 are s, =7 and
sp =3, the set ' was determined using = 0.2 and
k* = 60, the radius A was selected as:

Z (APL,i,max)

and each element of the vector ¢’ was taken as the mean of
its boundary values. For the operations involving polyhe-
dral constraints and optimization problems we used the
MPT Toolbox 3.0 [28].

The conventions used for the depiction of the state tra-
jectories obey the following rules. The state variables of
area | are printed in red while an attacker is active (i.e.
o1[k] = 1) and in blue while an attacker is inactive (i.e.
o1[k] = 0). The state variables of area 2 are always printed
in green color and whether the attacker is active (i.e.
o2[k] = 1) or not (i.e. g2[k] =0) is determined in the
legend of each figure.
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5.1 Individual area attack scenario

For this scenario we consider two separate cases. The
first case is presented in Fig. 3 and involves the attack
signals o) = 4.5 Hz and o, = 0, whereas the second case is
presented in Fig. 4 and involves the attack signals o) =
2 Hz and o = 0. In both cases, we study intermittent
attack patterns and the switching bounds of ¢ [k] are given
as oymin = 0.01 Hz, o max = 0.1 Hz and the tolerance
5 = 1073, We remark that the value of 01 min 1S meaningful
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only if it is larger than the frequency measurement error
(~107%) [19].

Both cases share several common characteristics. First,
the input saturation constraints are never activated, since
APG i[k] <APG imax = Uimax for all time instances. This
fact is important since it ensures that if an alarm is acti-
vated, then this activation did not occur simply because the
control input triggered the saturation constraints but rather
because the state vector exited the robust invariant set. In
addition, the intermittent attack pattern causes the state
variables Af; to oscillate. Although these discrepancies are
not significant, they inflict large persistent and non-de-
caying oscillations on APy, ;, which stress the tie line and
may cause the coupled generators to desynchronize.
Finally, we highlight that the attacker is only activated
during brief intervals. In fact, during an approximately 5 s
oscillation, the switching logic causes the attacker to
remain active only for approximately 0.5 s.

From Fig. 3, we observe that for oy = 4.5 Hz the set-
theoretic attack detector is regularly triggered. In this case,
the detection mechanism successfully discloses the adver-
sary on a very early stage. In contrast, Fig. 4 reveals that if
the adversary decreases the value of the attack signal to
o) = 2 Hz, then the attack passes undetected for a longer
period. Naturally, the state variables z;; and z,; slowly
increase, starting from a larger value after every activation
of the attacker. However, until the alarm is triggered, the
stability of the network is already jeopardized due to the tie
line power oscillations. This situation is also visible in the
first scenario on Fig. 3, where after r = 20 s the divergence
of the z;; and z5; causes the alarm signal to remain con-
stantly active. We remark that a traditional residual-based
attack detector would never be able to disclose this
adversary, since the intermittent nature of the attack does
not allow the residual quantity to obtain a steady-state
constant value over time.

5.2 Multiple area attack scenario

For this scenario we consider two separate cases. The
first case is presented in Fig. 5 and involves the attack
signals oy = ap = 2 Hz, whereas the second case is pre-
sented in Fig. 6 and involves the attack signals
o; = oo, = 1 Hz. In both cases, we assume that the attack is
persistent, in the sense that the switching signals oy [k] =
o,[k] = 1 for all k> 0.

According to the Figs. 5, 6, the adversary is always able
to drive the frequency deviation wherever the attack signals
dictate. We highlight that the input saturation constraints
are never triggered and that after the steady-state is
reached, the produced powers AP ; satisfy both the power
load demands and the increase in the network frequency.
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Although the persistent nature of the attack does not cause
any power oscillations on the tie line, the steady-state
errors in the frequency deviation are critical for the sta-
bility of the grid and may lead the power relays to trip the
generators off, thus causing a blackout. Furthermore, we
observe that the adversary can remain undetectable as long
as the attack signals retain relatively small values. In par-
ticular, for o) = op =2 Hz the adversary is ultimately
disclosed but for oy = o = 1 Hz the attack is stealthy.
During the stability analysis, we established that the
only way to create potentially undetectable attacks is to
obtain stable responses of the state variables z;; and zo;.
Since we have explained that the only way to achieve this
is to use the same attack signal on all control areas, we can
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now proceed to the attack detection issue. Clearly, an
attack that drives the state vector to an equilibrium that

belongs to the set AW

et oo TE€Mains undetectable when
AP ; =0 for all i € Z. However, even when the power
network is affected by nonzero disturbances there is no
guarantee that an alarm will be triggered. The robustness

W)

net,oo
evolves in the absence of an attacker, then the state vector

property of the set A ensures that if the system

will remain exclusively inside Aﬁl’/e’)m
sequences AP;; that respect the bounds APy ;.. How-
ever, when the system is affected both by an attacker and a
disturbance, it is mostly dependent on the disturbance
whether an alarm will be activated or not. Since the usual
disturbances APj; have the form of step load changes, it
may take a significantly more elaborate disturbance
sequence to trigger an alarm.

Consequently, when the adversary uses the same attack
signal on all control areas, the key factor that determines
whether a detection will occur or not is the magnitude of
the attack signal o;. The larger it is, the greater the chance

the state vector will exit the set A("')

net,0o

for any disturbance

becomes. There is
no obvious improvement of the detector from a set-theo-
retic point of view. We have already calculated the maxi-
mal robust invariant set with respect to the networked
system dynamics in the absence of an attacker, that is when
o; =0 for all i € Z. Clearly, this is the best approach, in
order to ensure that any nonzero attack signal can poten-
tially trigger an alarm.

In contrast to the previous scenario, which involved an
attack only on the first control area, this case demonstrates
that a set-theoretic anomaly detector may be unable to
disclose an adversary as long as the attack occurs simul-
taneously on every control area and the attack signals have
small values. However, compromising every frequency
sensor in large power grids consists a highly unrealistic
attack scenario. It is more reasonable to consider that only
a few areas can be compromised at the same time, but in
this case the set-theoretic detector will always be able to
disclose a data corruption attack, due to the convex and
compact nature of the robust invariant set and due to the
linear divergence of the integrator variables z;; and z5 ;.

We remark that a traditional residual-based attack
detector may or may not be able to disclose a coordinated
attack, depending on the value of the critical threshold
imposed on the residue. If we take into account the
unknown power load changes, then the critical threshold
has to be more conservative than usual and an attack may
pass undetected.

Based on [13], the critical threshold can be selected as
follows. Since the load changes APy ; are part of the normal
operation of the network, they do not pose a threat to the
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safety of the system. In addition, all AP;; are bounded
signals. Hence, we can calculate the maximum admissible
deviation of the estimation residue from zero, say 6, max, by
considering the behavior of the system when the maximum
allowed step load changes APy ; max occur in the absence of
an attacker. Now, we can obtain an estimation of the crit-
ical threshold as 0, ma.x. We stress that, in our case, we
neglect the measurement and process noise of the system
during the modeling process. Therefore, the threshold
Ormax should suffice, since false alarms due to the noise are
not about to occur.

Let us now consider the case, when AP, ; = 0and o; = o
for all i € Z. In this case, the estimation residue will ulti-
mately converge to a nonzero constant steady-state value.
However, if the attack signals are relatively small, then the
steady-sate value of the residue will probably remain below
the critical threshold. In other words, the attack signals will
be treated by the detector as admissible load changes and the
alarm will not be activated. As a matter of fact, a coordinated
attack on all control areas with the same attack signal is
equally difficult to detect either by a residual-based estimator
or by a set-theoretic anomaly detector.

6 Conclusion

This article concerns a security enhancing method for
the detection of data corruption attacks on cyber physical
power systems. We present the design process of a cen-
tralized set-theoretic attack detector using a robust invari-
ant set and apply this concept on the load frequency control
loop of a networked power system. The adversarial sce-
narios studied in this work involve the corruption of the
frequency sensor measurements using intermittent and
persistent attack patters. Simulation studies on a bench-
mark two-area power plant demonstrate the ability of a set-
theoretic attack detector to disclose an adversary even in
the presence of external unknown disturbances.

Open Access This article is distributed under the terms of the
Creative Commons Attribution 4.0 International License (http://
creativecommons.org/licenses/by/4.0/), which permits unrestricted
use, distribution, and reproduction in any medium, provided you give
appropriate credit to the original author(s) and the source, provide a
link to the Creative Commons license, and indicate if changes were
made.

Appendix A

Regarding notations, the symbols O,,, and [,x, denote
the zero and the identity matrix of appropriate dimensions
respectively, the set B,(n) = {x € R" : ||x|, <1} repre-
sents the unit ball corresponding to the p-norm in R", while
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all inequalities involving matrices or vectors are assumed
to be componentwise.
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