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• Laser fault injection may be used to alter the behavior of an integrated 

circuit (IC) 

• e.g. retrieve/modify secret data in integrated circuit 

 

 

 

 

• Sensors are used to catch and flag when a perturbation is induced 

• Logical gates designs may be robust to laser injection 

• Models make it possible to simulate the response of ICs to laser pulses  

• This presentation reports the experimental analyze of a D Flip-Flop cell, 
designed in CMOS 40 nm, under Photoelectric Laser Stimulation (PLS) and 

the upgrade of electrical laser models 
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• Example: Laser effect on a CMOS inverter with its input at low level 

• Sensitive junction is the Drain of NMOS which is in OFF state 
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Latch sensitivity 

• Schematic of a latch cell laser sensitivity area with input at ‘0’ and ‘1’ 
• The purple arrows give the photocurrent directions and its strength 
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7 D Flip Flop description 

• A D Flip-Flop is a memorizing cell 

• Store information and many other uses 

• More than a thousand in an integrated circuit 

• It becomes mandatory to thwart laser attacks (weakness point) 
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• Theoretical hypothesis 

• Sensitive areas on schematic 
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11 D Flip-Flop layout 

• Theoretical hypothesis 

• Sensitive areas on corresponding layout 
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Experiments settings 
• Experimental set up 

• Wavelength: 1030 nm (near Infra Red) 

• Spot size: ~ 1 µm (100X lens) 

• Laser through silicon substrate backside 
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• Laser power: 0.7 nJ  

• Laser pulse duration: 30 ps 
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• Experimental results 
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Experiments results 14 

• Experimental results 

•Basically fit with theoretical hypothesis 
•One missing fault area because of the capacitor and resistivity of the net 
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Modeling settings 17 
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• Electrical modeling (Photoelectrical laser stimulation model) 

• Coefficient adjustment for picosecond laser pulse duration 
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References: Equations model and applications courtesy Alexandre Sarafianos’s publications 

• V is the reverse-biased voltage 
 

• a and b depend on laser power 
 

• γ is an amplification attenuation 
coefficient 
 

• αgauss is the sum of two gaussian 

functions (spatial dependency) 
 

• Pulsewidth considers laser power 
duration 

  
• Wcoef is an exponential function for the 

wafer thickness 
 

• Iph_z is a curve function considering the 
focus effect of laser lens 
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Modeling results 18 

• Modeling results 

•Basically fit with theoretical hypothesis and experimental 
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Conclusion and perspectives 

• Conclusion 

• Analysis of laser fault injection of a CMOS 40nm D Flip-Flop cell and the 
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