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Simple security proof of twin-field type quantum key

distribution protocol
Marcos Curty1, Koji Azuma2,3 and Hoi-Kwong Lo4

Twin-field (TF) quantum key distribution (QKD) was conjectured to beat the private capacity of a point-to-point QKD link by using
single-photon interference in a central measuring station. This remarkable conjecture has recently triggered an intense research
activity to prove its security. Here, we introduce a TF-type QKD protocol which is conceptually simpler than the original proposal. It
relies on the pre-selection of a global phase, instead of the post-selection of a global phase, which significantly simplifies its security
analysis and is arguably less demanding experimentally. We demonstrate that the secure key rate of our protocol has a square-root
improvement over the point-to-point private capacity, as conjectured by the original TF QKD.
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INTRODUCTION

There is a tremendous research interest towards developing a
global quantum internet,1–6 as this could enable many useful
applications of quantum technologies, including, for example,
quantum key distribution (QKD),7,8 blind quantum computing,9,10

distributed quantum metrology11,12 and distributed quantum
computing.13 Among these applications, QKD is certainly the most
mature technology today. Experimentally, long-distance QKD has
already been performed over 400 km of telecom fibers,14,15 as well
as over 1000 km of free space through satellite to ground
links.16,17 Nonetheless, optical loss in telecom fibers (typically
about 0.2 dB/km) poses an important limit to the distance of
secure QKD without trusted or quantum repeater nodes.18–25

Indeed, even with a GHz repetition rate, it would take about 100
years to send a single photon successfully over 1000 km of a
telecom fiber.20 Besides, fundamental limits for the key rate vs
distance for secure point-to-point QKD have been obtained
recently.26,27 They essentially state that, in the absence of the
repeater nodes, the key rate scales linearly with η, where η is the
transmittance of the channel between Alice and Bob.
To overcome these limits, it is necessary to include intermediate

nodes in the communication link. A possible solution is to modify
the standard measurement-device-independent QKD (MDI QKD)
protocol28 based on two-photon interference. For instance, one
could add a feedback mechanism to ensure that the Bell-state
measurement is performed between single-photon pulses from
Alice and Bob which actually arrive at the intermediate note. This
can be done, for example, by means of quantum memories29,30 or
by using quantum non-demolition measurements in an all-optical
solution.31 While these approaches are promising, they are far
from practical with current technology.
Remarkably, Lucamarini et al.32 have recently proposed a new

MDI QKD type protocol, called twin-field (TF) QKD, which is based
on a simple single-photon interferometric measurement in a 50:50

beamsplitter, and is conjectured to beat the fundamental bounds
in refs. 26,27 TF QKD is conceptually interesting because, for the
single-photon component, it considers a single detection event in
the middle node of a photon that has come from either Alice or
Bob. In other words, the photon does not even come from a
definite party, but bears the interference of the two possibilities
that is used to generate a secret key. Indeed, by considering
restricted eavesdropping strategies, the authors of ref. 32 showed
that the secret key rate of TF QKD scales with

ffiffiffi

η
p

. Very recently,
two proofs of security of variants of the seminal TF QKD scheme
against general attacks have been proposed,33,34 which also show
the

ffiffiffi

η
p

scaling. However, none of them is entirely satisfactory.
They are rather complicated and require a post-selection on the
matching of the global phase of Alice and Bob, like in the original
TF QKD scheme, which leads to nearly an order of magnitude of
drop in the secret key rate.
In this paper, we introduce a modified TF QKD protocol and

provide a simple proof of its information-theoretic security. Our
protocol removes the requirement of post-selection on the
matching of the global phase, thus simplifying the security proof
and elucidating the concepts behind its security. We draw
inspiration from quantum repeaters and connect the security of
TF QKD to the study of quantum repeaters. In the key generation
basis, the phases are pre-selected to be either 0 or π. For the
security, we invoke a “complementarity” relation35 between
the “phase” and the “number” of a bosonic mode. This contrasts
the phase-encoding MDI QKD protocol introduced in ref.,36 which
also relies on single-photon interference at a central station, but
uses another complementary relation between rectangular
phases. In particular, to prove the security of a bit encoded in
the phase value, our protocol considers what happens if Alice and
Bob send optical pulses in number states to the central station.
Importantly, the statistics related to this scenario can be estimated
by using the decoy-state method.37–39 As a result, our protocol can
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use only local phase randomization together with a pre-selection
of a global phase, instead of post-selecting a phase value based
on a global-phase matching condition. Our proof also has practical
impact as it can deliver nearly an order of magnitude higher secret
key rate, compared to the two previous proofs.40 Indeed, among
the first proof-of-principle experimental demonstrations of TF
QKD41–44 reported very recently, most of them41–43 are based on
our Protocol 3 (to be presented below) in the present paper.

RESULTS

The key idea originates from entanglement generation proto-
cols19,21,23 based on single-photon interference in quantum
repeaters. In particular, suppose that Alice and Bob are separated
over a distance L and there is a station C right in the middle
between them. This central station is connected to Alice (Bob)
through an optical fiber with transmittance

ffiffiffi

η
p

. If Alice and Bob
implement the original MDI QKD scheme in this scenario, it is clear
that the key rate cannot scale better than η, as this protocol
requires that two-photon coincidence events with one photon
from Alice and one from Bob interfere in the node C. In
comparison, TF QKD can provide a key rate scaling with

ffiffiffi

η
p

because it only requires singles, i.e., one photon (either from Alice
or from Bob) reaches the node C. Indeed, this scaling improve-
ment is well-known in the field of quantum repeaters. For
instance, the performance of entanglement generation protocols
in the repeater schemes introduced in19,21,23 scales as

ffiffiffi

η
p

essentially because they use single-photon interference in node
C. Our starting point is then an ideal version of these
entanglement generation protocols with an idealized photon
source.

Protocol 1

It consists of the following six steps. (i) Alice (Bob) first prepares an
optical pulse a (b) in an entangled state ϕq

�

�

�

Aa
¼ ffiffiffi

q
p j0iAj0ia þ

ffiffiffiffiffiffiffiffiffiffiffi

1� q
p j1iAj1ia (|ϕq〉Bb) with 0 ≤ q ≤ 1, where |0〉a(b) is the vacuum
state and |1〉a(b) is the single-photon state for optical pulse a (b),
and system A (B) denotes a qubit in Alice’s (Bob’s) hands with {|
0〉A(B), |1〉A(B)} representing the Z basis. (ii) Next, Alice and Bob send
the optical pulses a and b through optical channels with
transmittance

ffiffiffi

η
p

, respectively, to the middle node C in a
synchronized manner. (iii) The node C applies to the incoming
pulses a 50:50 beamsplitter, followed by two threshold detectors.
Let Dc (Dd) denote the detector located at the output port c (d) of
the beamsplitter associated to constructive (destructive) inter-
ference. (iv) The node C announces the measurement outcome kc
(kd) corresponding to detector Dc (Dd), where kc = 0 and kc = 1 (kd
= 0 and kd= 1) indicates a no-click event and a click event,
respectively. (v) With probability pX Alice (Bob) chooses the X basis
fj± iAðBÞ :¼ ðj0iAðBÞ ± j1iAðBÞÞ=

ffiffiffi

2
p

g as the key generation basis and
performs the X-basis measurement on the qubit A (B), while with
probability pZ she (he) chooses the Z basis and performs the Z-
basis measurement. As a result, Alice (Bob) obtains the bit value bA
(bB), where ð�1ÞbA ¼ x ðð�1ÞbB ¼ xÞ for the eigenvalues x= ±1 of
the Pauli operators X̂ and Ẑ. (vi) When node C reports kc= 1 and
kd= 0 (kc= 0 and kd= 1) and Alice and Bob choose the X basis, bA
and bB (bA and bB⊕ 1) are regarded as their raw key. Note that in
this protocol no phase randomization is applied.
We remark that step (iii) above actually corresponds to

performing a “swap test” on the incoming signals. Such a swap
test is commonly used in, for example, quantum digital signature
schemes45 and quantum fingerprinting protocols.46–48

For simplicity and for the moment, let us neglect the effect of
the dark counts in the detectors Dc and Dd and assume that their
detection efficiency is perfect. Then, it is straightforward to show
that the probability r with which node C observes only one click in

say detector Dc (Dd) in step (iv) above is r = r1 + r2, where

r1 ¼
ffiffiffi

η
p ð1� qÞqþ ð1� qÞ2 ffiffiffi

η
p ð1� ffiffiffi

η
p Þ; (1)

r2 ¼
1

2
ð1� qÞ2η: (2)

That is, r1 (r2) corresponds to a detection event produced by a
single-photon (two-photon) pulse.
Given only one detection click in say detector Dc (Dd), the joint

state of Alice and Bob’s qubit systems A and B is denoted by
ρ̂þAB ðρ̂�ABÞ, where

ρ̂±
AB ¼ r1

r
q

q þ ð1 � qÞð1 � ffiffi

η
p Þ jΨ± ihΨ± jAB

h

þ ð1 � qÞð1 � ffiffi

η
p Þ

q þ ð1 � qÞð1 � ffiffi

η
p Þ j11ih11jAB

i

þ r2
r
j11ih11jAB;

(3)

with Ψ
±j iAB:¼ ðj01iAB ± j10iABÞ=

ffiffiffi

2
p

.
According to Protocol 1, the bit-error rate, eX, is defined by the

probability with which Alice’s and Bob’s X-basis measurement
outcomes are different (i.e., bA ≠ bB) when kc= 1 and kd= 0, or
they are equal (bA= bB) when kc= 0 and kd= 1. On the other
hand, the phase-error rate, eZ, is defined by the probability with
which Alice’s and Bob’s measurement outcomes in the Z basis
coincide (bA= bB) when kc+ kd= 1. From Eq. (3), we obtain that eX
and eZ satisfy

2eX ¼ eZ ¼ r1

r

ð1� qÞð1� ffiffiffi

η
p Þ

qþ ð1� qÞð1� ffiffiffi

η
p Þ þ

r2

r
: (4)

The asymptotic key rate formula RX is then given by

RX ¼ 2r½1� fhðeXÞ � hðeZÞ�; (5)

where 2r represents the total success probability, f ≥ 1 is an
inefficiency function for the error correction process, and h(x) is the
binary entropy function, i.e., hðxÞ :¼ �x log2x � ð1� xÞlog2ð1� xÞ.
The parameter q is chosen such that RX is maximized for each
given distance.

Protocol 2

We can also consider a prepare-and-measure version of Protocol 1.
For this, we note that, without loss of generality, the measurement
in step (v) of Protocol 1 can be done soon after its step (i). This is
because this measurement operation commutes with all the
operations performed in the other steps. So, the ordering of the
steps is not relevant to the physics. Hence, Protocol 1 is
mathematically equivalent to a prepare-and-measure protocol
where one omits step (v) and replaces step (i) with the following
step: (i′) Alice (Bob) prepares an optical pulse a (b) in the state
X0j iaðbÞ:¼

ffiffiffi

q
p j0iaðbÞ þ

ffiffiffiffiffiffiffiffiffiffiffi

1� q
p j1iaðbÞ for bA = 0 (bB = 0) or in the

state X1j iaðbÞ:¼
ffiffiffi

q
p j0iaðbÞ �

ffiffiffiffiffiffiffiffiffiffiffi

1� q
p j1iaðbÞ for bA = 1 (bB = 1) at

random when she (he) chooses the X basis with probability pX,
while Alice (Bob) prepares the optical pulse a (b) in the state |Z0〉a
(b) := |0〉a(b) for bA = 0 (bB = 0) with probability q or in the state |
Z1〉a(b) := |1〉a(b) for bA = 1 (bB = 1) with probability 1− q when she
(he) chooses the Z basis with probability pZ. That is, Protocol 2 is
composed of step (i′), as well as steps (ii)–(iv) and (vi) from
Protocol 1.
In Fig. 1, we show the performance of these two protocols by

maximizing RX over q as a function of the overall loss between
Alice and Bob. According to our computation calculation, the
optimal value of q= ∥a〈0∥ϕq〉Aa∥

2 starts from about 0.88 at 0 dB,
and then monotonically increases with the loss up to a value of
about 0.94 at 20 dB, and afterwards remains basically constant.
The high value of q suggests that the states |Xk〉 (k= 0, 1) could be
replaced by coherent states |(−1)kα〉 by choosing an appropriate
amplitude α (> 0), as their good approximation. Also, since the
states |Zk〉 (k= 0, 1) are number states, Alice and Bob could
estimate the phase-error rate eZ by using phase-randomized
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coherent states in combination with the decoy-state method.
These two observations lead to the following practical protocol.

Protocol 3

It is composed of the following modified first step (i″) together
with steps (ii)–(iv) and (vi) from Protocol 1: (i″) Alice (Bob) first
chooses the X basis with probability pX and the Z basis with
probability pZ. If her (his) choice is the X basis, she (he) prepares an
optical pulse a (b) in a coherent state |α〉a(b) for bA= 0 (bB= 0) or |
− α〉a(b) for bA= 1 (bB= 1) at random. If her (his) choice is the Z
basis, she (he) prepares an optical pulse a (b) in a phase-
randomized coherent state ρ̂a;βA ðρ̂b;βBÞ whose amplitude βA (βB) is
chosen from a set S = {βi}i of real nonnegative numbers βi ≥ 0,
according to a probability distribution pβA ðpβBÞ.
It is important to note that Protocol 3 requires synchronization

of phase references for Alice and Bob. However, since in QKD Alice
and Bob may use ancillary strong pulses generated by lasers to
establish such a pulse reference, we believe that establishing the
phase reference is practical. Indeed, as already mentioned in the
introduction, this has already been accomplished in the recent TF
QKD experiments reported in.41,42,44 In addition, Protocol 3
assumes that all the X-basis (key generation) states of Alice and
Bob are either of the same or opposite phase, but no phase
randomization is needed for the key generation states. That is, the
global phase of the X-basis states is pre-selected by Alice and Bob
before the execution of the protocol. This contrasts with the
global-phase reconciliation procedure based on a post-selection
step considered in refs. 32–34 Furthermore, all the Z-basis states
(used for test for tampering) of Alice and Bob have random
phases, which allows us to apply the decoy-state technique to
these states to infer the contributions from the vacuum, single-
photon, and multi-photon components. Also, note that pX can be
chosen much higher than pZ to have a high key generation rate.

Security proof of Protocol 3

For simplicity we shall consider the asymptotic scenario where
Alice and Bob emit an infinite number of signals, and the
eavesdropper, Eve, performs a collective attack. The security
against general attacks is presented in the Supplementary
Information. We follow the loss-tolerant approach introduced in

ref. 49 Also, without loss of generality, we shall assume that the
node C is under the full control of Eve. After a QKD run, Alice and
Bob can estimate the probability distribution pzz(kc, kd | βA, βB) (pxx
(kc, kd | bA, bB)) over kc and kd given the choice of βA and βB (bA and
bB) and the selection of the Z (X) basis. By noting that

pXXðbA; bBjkc; kdÞ ¼
1

4

pXXðkc; kdjbA; bBÞ
pXXðkc; kdÞ

; (6)

where

pXXðkc; kdÞ ¼
1

4

X

bA;bB¼0;1

pXXðkc; kdjbA; bBÞ; (7)

we have that the bit-error rate, eX;kckd , for Eve’s announcement of
kc and kd is defined by

eX;kckd ¼
X

j¼0;1

pXXðbA ¼ j � kc; bB ¼ jjkc; kdÞ: (8)

Next we consider the decoy-state method. In particular, since
when Alice and Bob choose the Z basis in step (i″) of Protocol 3
they prepare phase-randomized coherent states, Eve cannot
distinguish this step from the following fictitious scenario: Alice
(Bob) prepares an optical pulse a (b) in a number state |nA〉a (|nB〉b)
according to a Poissonian distribution Pβ2A

ðnAÞ ððPβ2BðnBÞÞ, where
Pλ(n)= (e–λλn)/n!. In this fictitious scenario, Eve needs to return her
measurement outcome by performing a measurement on the
number states |nA〉 and |nB〉. This implies that Eve’s announcement
of kc and kd follows a probability distribution pzz (kc, kd | nA, nB).
Then, we have

pZZðkc; kdjβA; βBÞ ¼
X

1

nA;nB¼0

pZZðkc; kdjnA; nBÞPβ2AðnAÞPβ2BðnBÞ; (9)

for any βA and βB. That is, once Alice and Bob know pzz (kc, kd | βA,
βB) for any βA and βB, they can use the decoy-state method to
estimate pzz (kc, kd | nA, nB) based on their knowledge of Pβ2AðnAÞ
and Pβ2B

ðnBÞ.
The next step is to relate the conditional probabilities pzz (kc, kd |

nA, nB) with the phase-error rate to prove security.35 For this, note
that if Alice and Bob choose the X basis in step (i″) of Protocol 3,
Eve cannot distinguish this step from the following fictitious step:
Alice (Bob) prepares an optical pulse a (b) and a qubit A (B) in an
entangled state ψXj iAa¼ ðjþiAjαia þ j�iAj � αiaÞ=

ffiffiffi

2
p

ðjψXiBbÞ. By
running this, fictitious step together with steps (ii)–(iv) in order,
Alice and Bob obtain a state

χkckd

�

�

�

Aa0Bb0
:¼

M̂ab
kckd

jψXiAajψXiBb
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

pXXðkc; kdÞ
p ; (10)

with probability pxx (kc, kd), where M̂ab
kckd

is the Kraus operator
corresponding to the announcement of kc and kd. The phase-error
rate, eZ;kckd , is then defined by

eZ;kckd ¼
X

j¼0;1

AB jjh j χkckd
�

�

�

Aa0Bb0

�

�

�

�

�

�

2

: (11)

Since A〈i||ψX〉Aa= |Ci〉a with unnormalized cat states

C0j ia¼ e�
α2

2

X

1

n¼0

α2n
ffiffiffiffiffiffiffiffiffiffi

ð2nÞ!
p j2nia ¼:

X

1

n¼0

cð0Þn jnia; (12)

C1j ia¼ e�
α2

2

X

1

n¼0

α2nþ1

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

ð2nþ 1Þ!
p j2nþ 1ia ¼:

X

1

n¼0

cð1Þn jnia; (13)

Fig. 1 Secret key rate (per pulse) in logarithmic scale as a function of
the overall loss between Alice and Bob, which includes the finite
detection efficiency of the threshold detectors in node C. For
simulation purposes, we set a misalignment of 2% in each channel
Alice-C and Bob-C, and the inefficiency function for the error
correction process f= 1.16. The dashed (solid) lines correspond to
Protocol 1/Protocol 2 (Protocol 3) for different dark count rates, pd, of
the detectors in node C. The solid red line illustrates the PLOB
bound introduced in ref. 27 Our simulation results show clearly that,
even in the presence of reasonably low values of dark counts of
about 10−6 per pulse and misalignment, the Protocols could beat
the PLOB bound
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for nonnegative coefficients c
ðiÞ
n � 0, from Eq. (10) and for any i, j

= 0, 1, we have

pXXðkc; kdÞ AB ijjjχkckd
� �

Aa0Bb0

�

�

�

�

�

�

2

¼ a Cih jbhCjjðM̂ab
kckd

ÞyM̂ab
kckd

jCiiajCjib

¼ P

1

mA;mB;nA;nB¼0

c
ðiÞ
mA
c
ðjÞ
mB
c
ðiÞ
nA c

ðjÞ
nB

´ a mAh jbhmBjðM̂ab
kckd

ÞyM̂ab
kckd

jnAiajnBib

�
P

1

mA;mB;nA;nB¼0
c
ðiÞ
mA
c
ðjÞ
mB
c
ðiÞ
nA c

ðjÞ
nB

´ M̂ab
kckd

jmAiajmBib
�

�

�

�

�

� M̂ab
kckd

jnAiajnBib
�

�

�

�

�

�

¼
P

1

nA ;nB¼0
c
ðiÞ
nA c

ðjÞ
nB

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

pZZðkc; kdjnA; nBÞ
p

" #2

;

(14)

where we have used the Cauchy-Schwarz inequality and

M̂ab
kckd

jmAiajmBib
�

�

�

�

�

�

2

¼ pZZðkc; kdjmA;mBÞ. By combining these

results with Eq. (11), we conclude

pXXðkc; kdÞeZ;kckd � pXXðkc; kdÞeuppZ;kckd
:¼

X

j¼0;1

X

1

nA;nB¼0

cðjÞnA c
ðjÞ
nB

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

pZZðkc; kdjnA; nBÞ
p

" #2

:

(15)

Notice that in the phase-error estimation process encapsulated
in Eq. (15), it is important to estimate the yields pzz (kc, kd | nA, nB)
for various photon-number components (nA, nB) (and for the
various measurement outcomes (kc, kd) of node C). To do so, when
Alice and Bob choose the Z basis, a decoy-state method is
employed. For this reason, phase randomization is performed in
the Z basis. The asymptotic key rate formula, RX;kckd , can then be
lower bounded as

RX;kckd ¼ pXXðkc; kdÞ 1� fhðeX;kckd Þ � hðeZ;kckd Þ
� �

� pXXðkc; kdÞ½1� fhðeX;kckd Þ � hðminf1=2; euppZ;kckd
gÞ�

¼: RlowX;kckd
;

(16)

which leads to the final key rate formula:

RX ¼ RX;10 þ RX;01 � RlowX;10 þ RlowX;01 ¼: RlowX : (17)

DISCUSSION

The performance of Protocol 3 is illustrated in Fig. 1, where we
maximize a further lower bound on RlowX over α as a function of
the overall loss between Alice and Bob. In particular, here we
assume the asymptotic scenario where Charlie behaves as he is
supposed to do, Alice and Bob use an infinite number of decoy
settings, and they can estimate the probabilities pzz (kc, kd | nA, nB),
with (nA, nB) = (0, 0), (0, 2), (2, 0), (2, 2), (1, 1), (1, 3), (3, 1), precisely,
while the remaining probabilities are simply upper bounded as
pzz(kc, kd | nA, nB) ≤ 1 (although, clearly, the more probabilities
fpZZðkc; kdjnA; nBÞgnA ;nB Alice and Bob tightly estimate, the higher

the resulting key rate is). Notice that, in our protocol, secure key
generation has contributions from not only the single-photon
components, but also multi-photon components.50 Importantly,
Fig. 1 demonstrates that RlowX has

ffiffiffi

η
p

scaling. In the Supplemen-
tary Information, it is also confirmed that the use of three decoy

states (that is, setting S = {βi}i=1,2,3 in Protocol 3), rather than
infinite decoy states, is enough for Protocol 3 to achieve a similar
performance to Fig. 1. Besides, remarkably, Protocol 3 is quite
robust against phase mismatch between Alice-C and Bob-C
channels. See Supplementary Information for the details.
The fact that the cases (nA, nB) = (0, 1) or (1, 0) do not contribute

at all to the phase-error rate is remarkable. The reason for this
behavior is the following. The even (odd) cat state corresponding
to j = 0 (j = 1) in Eq. (12) (Eq. (13)) includes only even (odd)
photons. And Eq. (14) considers what happens when Alice’s input
and Bob’s input are both (phase-randomized) even cat states or
both (phase-randomized) odd cat states. Thus, the terms (0, 1) and
(1, 0) never contribute. This means that by lower bounding other
contributions (such as (nA, nB) = (0, 0), (0, 2), (2, 0), …) with decoy
states, one can severely limit the amount of information Eve has
on the sifted key. Moreover, note that the signals contain mainly
only one photon or less originating from either Alice or Bob. The
net transmittance of the signal is thus of order

ffiffiffi

η
p

, which leads to
a very high key rate for TF-type QKD at long distances. That is, it is
mainly the interference between the single-photon component
generated by either Alice or Bob that leads to security.
Finally, we note that since the structure of the security proof of

Protocol 3 resembles that for the loss-tolerant QKD protocol,49 its
extension to the finite-key scenario could be readily done by using
similar techniques like those employed in,51–53 in combination
with the decoy-state analysis employed in standard MDI QKD.54

In summary, we have introduced a novel TF-type QKD protocol,
together with a simple proof of its security, which can beat the
fundamental bounds on the private capacity of point-to-point
QKD over a lossy optical channel presented in.26,27 Its secret key
rate scales as

ffiffiffi

η
p

rather than η, being η the transmittance of the
quantum channel. This protocol could also be regarded as a
phase-encoding MDI QKD scheme with single-photon interfer-
ence. Indeed, it inherits the major advantage of standard MDI
QKD, i.e., it is robust against any side channel in the measurement
unit. Moreover, it has now been experimentally demonstrated
in,41,42 thus showing its practicality.

Note added

During the preparation of this paper, three different pieces of
research contributions considering variants of the TF QKD protocol
have been posted on preprint servers55,56 or presented in a
conference.57 While our formulation and discussion for security
have similarities with these results, there are also differences in the
methodology and our initial idea was conceived independently of
these research contributions. Indeed, the quantum communica-
tion part of our protocol is equivalent to that of ref. 55 and the
main difference between both schemes is merely the technique to
prove the security.
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