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Simultaneous bidirectional message transmission
in a chaos-based communication scheme
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We introduce a chaos-based communication scheme allowing for bidirectional exchange of information. By
coupling two semiconductor lasers through a partially transparent optical delay dynamics is induced in both
lasers. We numerically demonstrate that this dynamics can be identically synchronized, and moreover, in-
formation introduced on both ends of the link can be simultaneously transmitted. This scheme allows one to
negotiate a key through a public channel. © 2007 Optical Society of America

OCIS codes: 190.3100, 140.1540.

Chaotic waveforms have recently been discovered to
be attractive for many applications, including com-
munications, lidar, and coherence tomography. Their
attractive features are their broadband spectrum and
the possibility of synchronizing them. In optical com-
munication systems, chaotic signals have recently
been utilized to encode information, providing added
security (see, e.g., Refs. 1-3 and references therein).
The waveform generated by a semiconductor laser
rendered chaotic, e.g., by delayed optical feedback,
has been successfully used as an information carrier
to encrypt small-amplitude messages onto or into it.
The signal is then transmitted toward a receiver la-
ser that 1s able to synchronize to the chaotic
waveform.* Very recently, a field experiment per-
formed in a metropolitan area network of the city of
Athens (Greece) confirmed the potential of this
technique.” While most of the schemes used up to
now considered unidirectional transmission of infor-
mation between the sender and the receiver, the de-
velopment of a bidirectional communication channel
is highly desirable.

Bidirectionally coupled semiconductor lasers have
been found to be of considerable interest during the
past few years, mostly as paradigms for delay-
coupled oscillators. It has been found that two lasers
exhibit chaotic emission when they are coupled with
a significant delay in a face-to-face conﬁguration.G’
The two lasers even synchronize, however, develop-
ing a leader-laggard-type dynamics w1th one laser
following the other by the coupling delay.® This sym-
metry breaking complicates the simultaneous trans-
mission of information in both directions.

In this Letter we propose a strikingly simple
scheme that allows for simultaneous bidirectional
transmission of information encoded into a chaotic
carrier generated by coupled lasers, following the
idea of Ref. 8. In parallel to this work, the use of two
semiconductor lasers operating in a chaotic
regime induced by self-opt1cal feedback and bi-
directional couphng is considered to encrypt
information.” Our scheme is depicted in Fig. 1. Two
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semiconductor lasers (SL1 and SL2) are mutually
coupled through a partially transparent mirror (M)
placed in the pathway connecting both lasers. Due to
the mirror the light injected into each laser is the
sum of its delayed feedback from mirror M and the
light coming from the other laser. The coupling coef-
ficients and the feedback strengths have been chosen
such that the lasers operate in a chaotic regime. We
study a situation in which both the feedback and cou-
pling times are larger than the typical time scale of
the lasers given by the relaxation oscillation period.
With this configuration identical synchronization be-
tween the dynamics of both lasers can be obtained for
arbitrary distances between the lasers. Moreover, we
find that the position of the mirror is not relevant for
the synchronization quality. Even for strongly asym-
metric positioning of the mirror we still obtain iden-
tical synchronization, with temporal offset given by
the difference of the corresponding delay times. The
reflection and transmission characteristics of the
mirror turn out not to be critical for synchronization,
provided that the transmission coefficient is above a
threshold value that guarantees synchronization to
occur. Due to the condition T;+R;=1, where T; and R;
are the transmission and reflection coefficients of the
mirror, which is satisfied for the two branches of Fig.
1, it is guaranteed that both lasers receive the same
levels of light injection.

Numerical simulations of the system are per-
formed using a set of equations that are valid for
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Fig. 1. (Color online) Scheme of two semiconductor lasers

coupled through a partially transparent mirror: PD, photo-
diode; m1 9, encoding messages.
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small to moderate values of the feedback strengths
according to Ref. 10. The set of equations for SL1
reads as

. 1
El = iAO)lEl + 5(1 + la)G(Nb“El”)El

+ K91 €xp(icg 1)Eo(t — 7, 1 = T 2)

+ Kkp1 exp(iy, E (- 27, 1), (1)

o 2y 2
Ny=— = %Ny - GV [E B, @

while a similar modeling stands for SL2 when indices
1 and 2 are exchanged. E;(¢) is the complex amplitude
of the optical field generated by laser i, and N, repre-
sents the corresponding carrier’s number. ||E;|? de-
notes the number of photons inside the cavity. The
gain function, G(N,,||E,|?), is given by

g(N; - Ny)
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The internal laser parameters are assumed to be
identical for the two lasers: the linewidth enhance-
ment factor «a=3, the differential gain g=1.2
X105 ns~!, the transparency inversion N,=1.25
X 108, the saturation coefficient s=5x 107, the pho-
ton decay rate y=496 ns~!, and the carrier decay rate
%.=0.651 ns™!. In the following the bias current has
been fixed to 2.2[, (I4,=17.3 mA) in both lasers. At
this current level the relaxation oscillation frequency
is ~6 GHz. The frequency detuning Aw;=0. The cou-
pling and feedback strengths are chosen to be sym-
metric, corresponding to a 50% transparent mirror;
K1,2=K2’1=Kf71=K’2=20 ns‘l, ~5% of the llght is
coupled and fed back, respectively. Regarding the
coupling delay times, we take 7, ;=1.4ns and 7,
=2.4 ns. The phases are set to ¢ 9=g 1=y 1=bp 2
=0 rad. The coupling phase is not important indi-
vidually, only in relation to the feedback phases; if
the coupling phase does not equal the semi-sum of
the feedback phases, the correlation between the la-
sers degrades.

In the absence of any external perturbation both
lasers operate in a chaotic regime, as shown in Fig. 2.
From the time traces plotted in the main panel it can
be clearly seen that the lasers operate in the coher-
ence collapse regime. To be as general as possible we
have placed the mirror closer to one of the lasers
(SL2) to induce an asymmetry in the two branches of
Fig. 1. In the inset of Fig. 2 we plot the cross-
correlation function between the output powers P,
and P,. It can be seen that the cross-correlation func-
tion exhibits the maximum peak at a time lag that
amounts to the difference between the coupling times
of both lasers with the mirror A¢=7,9-7,,=1ns,
with a correlation coefficient of 1, which indicates an
identical synchronization between the dynamics.
When the mirror is moved to the center, the maxi-
mum of the cross-correlation function moves toward
zero.® It is worth mentioning that under small mis-
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Fig. 2. Temporal traces of the optical power of SL1 (black)
and SL2 (gray, red online) once the proper lag has been
compensated for. The trace of SL2 has also been shifted
vertically to distinguish it from that of SL1. The inset
shows the cross-correlation function between the two laser
outputs.
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Fig. 3. (a), (b) Temporal traces of SL1 and SL2, respec-

tively, under the injection of a current pulse shown in (c).
(d) Evolution of the synchronization error.

matches between laser parameters (of a few percent)
synchronization is maintained, although the correla-
tion coefficient slightly degrades.

Once identical synchronization, as opposed to
leader-laggard dynamics, has been proved, the ro-
bustness of the synchronized solution against an ex-
ternal perturbation is studied. To this purpose we in-
ject a square pulse through the bias current of one of
the lasers and follow the evolution of the synchroni-
zation error P(¢)—Py(¢+At). In Figs. 3(a) and 3(b) the
temporal traces of the lasers are shown. The current
pulse, which is injected at =2 ns, has an amplitude
of 0.0581,. It is found to deteriorate the perfect cor-
relation only while acting on SL1. As soon as the
pulse propagates toward the communication channel,
the mirror bidirectionally redistributes the perturba-
tion and the synchronization solution is perfectly
maintained. Even under larger perturbations (pulses
with an amplitude higher than the bias current) we
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have observed that synchronization is lost only dur-
ing the application of the pulse to the laser, regard-
less of the position of the mirror in the pathway.

Next we use the proposed scheme to simulta-
neously exchange information between SL1 and SL2
by using a single communication channel. We encode
the information by simultaneously modulating the
bias currents of both lasers with two independent
pseudorandom digital messages of amplitude 0.127,
at 1 Gbit/s. The two transmitted messages (m; and
my) are shown in Figs. 4(a) and 4(b), respectively.
Since the amplitude of the messages is kept small,
the information is well hidden within the chaotic car-
riers. The procedure to decipher the messages starts
by subtracting the optical power of of both lasers. The
synchronization error between the lasers’ powers
[P1(t) and Py(t+At)] allows one to recover the differ-
ence between the messages that have been sent [Fig.
4(d)], which reproduces the difference between the
original messages [Fig. 4(c)] after the appropriate lag
has been compensated for [m(¢)—my(t+At)] by, e.g.,
a variable RF delay line. After digitalizing this differ-
ence, only the sender of m, can completely recover
the content of m; and vice versa. It is worth mention-
ing that the maximum encoding rate depends on the
inverse of the resynchronization time after a bit ar-
rives at one of the lasers. Under these conditions, it
turns out to be ~0.3 ns. Consequently, a maximum
bit rate of ~3 Gbits/s could be achieved.

At this point it is worth discussing the security as-
pects of our scheme. Since both output powers (P;
and P,) are accessible from the same communication
channel (a simple beam splitter easily allows for
separating the signals coming from SL1 and SL2), an
eavesdropper could easily monitor the difference P,
—P,, and consequently the difference of the messages
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Fig. 4. Tllustration of the message decryption process. (a)
and (b) Original messages encoded by SL1 and SL2, respec-
tively. (c) Subtraction of messages [m () —mq(t+At)] with a
given time lag, which is reconstructed by the synchroniza-
tion error [P;(¢)—Py(¢+At)]. This difference, (d), has been
filtered with a fifth-order Butterworth filter with a cutoff
frequency of 0.8 GHz.

being transmitted. Thus, a level of 1 in the message
difference would clearly indicate that at the proper
time the bit associated with SL1 was a “1” while the
one sent by SL2 was a “0.” A similar argument holds
when the message difference is —1. Only when the
message difference is zero (i.e., both lasers are coding
the same bit), the eavesdropper has no clue as to
which are the bits that are being sent. Based on this
result, this type of mutually synchronized configura-
tion could be used to simultaneously negotiate a
key.n’12 Both sides of the link can agree to discard
those bits that are different from each other while ac-
cepting that the key that is formed by the first N bits
that coincide with each other. In this way a key is en-
crypted with the same level of security as in a unidi-
rectional chaos communication scheme. The main ad-
vantage of this approach resides in the fact that both
sender and receiver now can negotiate a key through
a public channel.

In conclusion, we have proposed a strikingly simple
scheme that allows for bidirectional and simulta-
neous transmission of information encoded within
chaotic carriers. By coupling two semiconductor la-
sers bidirectionally through a partially transparent
mirror, we obtain identical synchronization that has
been proved to be very robust. The scheme can be
used to exchange an encrypted key through a public
channel.
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