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ABSTRACT With the emergence of the Internet of Things (IoT) technology, wireless connectivity should
be more ubiquitous than ever. In fact, the availability of wireless connection everywhere comes with security
threats that, unfortunately, cannot be handled by conventional cryptographic solutions alone, especially in
heterogeneous and decentralized future wireless networks. In general, physical layer security (PLS) helps
in bridging this gap by taking advantage of the fading propagation channel. Moreover, the adoption of
reconfigurable intelligent surfaces (RIS) in wireless networks makes the PLS techniques more efficient by
involving the channel into the design loop. In this article, we conduct a comprehensive literature review
on the RIS-assisted PLS for future wireless communications. We start by introducing the basic concepts
of RISs and their different applications in wireless communication networks and the most common PLS
performance metrics. Then, we focus on the review and classification of RIS-assisted PLS applications,
exhibiting multiple scenarios, system models, objectives, and methodologies. In fact, most of the works in
this field formulate an optimization problem to maximize the secrecy rate (SR) or secrecy capacity (SC)
at a legitimate user by jointly optimizing the beamformer at the transmitter and the RIS’s coefficients,
while the differences are in the adopted methodology to optimally/sub-optimally approach the solution.
We finalize this survey by presenting some insightful recommendations and suggesting open problems
for future research extensions.

INDEX TERMS Physical layer security (PLS), reconfigurable intelligent surface (RIS), secrecy outage
probability, secrecy rate.

. INTRODUCTION

UE TO the considerable increase in the number of

wirelessly communicating devices, different innova-
tive technologies have been proposed in the literature to
enhance the energy and spectrum efficiency along with the
reliability and security of wireless communication systems.
The future applications from 5G wireless communication’s
perspective include three use cases with diverse require-
ments such as ultra-reliable low latency communication

(URLLC), enhanced mobile broadband (eMBB), and massive
machine-type communication (mMTC). The promising phys-
ical layer technologies to fulfill the requirements of the
above-mentioned applications include cognitive radio (CR),
cooperative communication, massive multiple-input multiple-
output (ma-MIMO), millimeter-wave, orthogonal frequency
division multiplexing (OFDM) numerologies, and so on [1].

The future wireless networks are expected to support
highly (energy and spectral) efficient, secure, reliable,
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and flexible design for emerging applications of 6G and
beyond [2]. In order to achieve this goal, rigorous efforts have
been undertaken in the research and development of wireless
communications. However, overall progress has been rela-
tively slow. This is due to the fact that conventional wireless
communication designers have focused only on transmitter
and receiver ends while considering the wireless communica-
tion environment as an uncontrollable factor. Moreover, it is
also presumed that this factor has usually a negative effect on
communication efficiency and reliability, and consequently,
needs to be compensated.

Recently, reconfigurable intelligent surfaces (RIS)
received focused attention due to their significant capability
in enabling a smart and controllable wireless propaga-
tion environment [3]. Specifically, an RIS is a uniform
planar array that consists of low-cost passive reflecting
elements. Each element in an RIS can be controlled to
smartly adjust the amplitude and/or phase of incoming
electromagnetic waves, thus, rendering the direction and
strength of the wave highly controllable at the receivers.
This feature can be exploited to add different signals
constructively/destructively to enhance/weaken their overall
strength at different receivers. Thus, RISs can be used to
enhance the signal-to-noise ratio (SNR), data rate, secu-
rity, and/or the coverage probability. In [4], the problem
of minimizing the transmit power in the RIS-assisted MISO
system under quality of service (QoS) constraints is inves-
tigated. Specifically, it is revealed that a squared power
gain in terms of the number of reflecting elements can
be achieved by applying active and passive beamforming.
In addition, RIS-assisted systems offer significantly higher
power-efficient alternatives to conventional multi-antenna
amplify-and-forward relaying systems [5]. Moreover, the
employment of real-time tunable RIS can be used to mitigate
and/or eliminate the multipath and Doppler effects caused
by the movement of the mobile receiver/transmitter [6].

Motivated by the appealing advantages, RIS-assisted
networks have been investigated in many different contexts
such as capacity and rate improvement analysis [7], [8], power
efficiency optimization [5], [9], communication reliabil-
ity [10], [11], physical layer security (PLS), and so on. PLS has
emerged as a powerful complementary solution for enhanc-
ing the security of future wireless communication systems
besides cryptographic algorithms. These approaches exploit
the dynamic characteristics of the wireless channel such as
channel randomness, interference, noise, fading, dispersion,
diversity, separability, reciprocity, etc., to ensure secure com-
munication [12], [13]. Due to RIS’s capability in enabling a
smart controllable wireless propagation, it is a promising solu-
tion to enhance the performance of PLS techniques, even for
a challenging scenario when PLS techniques are ineffective.
More specifically, when the legitimate node and illegitimate
node are in the same direction, many PLS techniques including
conventional beamforming, directional modulation, artificial
noise (AN), etc., cannot fully ensure secure communication.
However, this issue can be addressed with the employment
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of RIS near to legitimate/eavesdropping user along with the
proper design of beamforming to enhance/weaken the signal
strength at the legitimate/eavesdropping user, thus, signifi-
cantly enhancing the overall security of the system. In fact,
the efficiency of RISs in supporting a wireless communication
system in terms of secrecy, for instance, is driven by some
practical limitations. Ideally, an RIS can be seen as a continu-
ous surface of reflecting elements (zero-spaced elements) with
continuous induced phase shifts and reflection coefficients by
each element. However, practically speaking, the controllable
reflecting elements can be achieved using mechanical actua-
tion, special materials (e.g., graphene), and electronic devices
(e.g., positive-intrinsic-negative (PIN) diodes) [14]. Thus, it
has a response switching time, frequency and angle-of-arrival
(AoA) dependent response, and inter-element coupling effects.
Furthermore, practically, the induced phase shift is non-
linearly coupled with the reflection coefficient [15], hence,
optimizing the RIS beamforming/reflection should involve
both the phase shifts and the reflection coefficients.

The major advantage of having an RIS in a communica-
tion system is the ability to perform passive beamforming,
which is done at a middle point in the channel, unlike the
traditional active beamforming at the base station (BS) side.
This extra degree of freedom has been proved to enhance
the system performance in terms of multiple metrics, espe-
cially in terms of PLS which is completely dependent on
the system’s ability to accurately direct the signal beam into
a desired path (or exclude it). Moreover, with the aid of an
RIS, the coverage area can be, more than ever, tailored as
per the network designer requirements. Furthermore, with
the passive intelligent reflection, the noise at the reflected
signal is not amplified as with the conventional relays.

The adoption of RISs comes with an increased system
complexity. For example, in a PLS application, convention-
ally the active beamforming is optimized to support the
system secrecy, while with the presence of an RIS in the
loop, joint optimization is required to take advantage of
the passive beamforming which is highly dependent on the
quality of the acquired CSI. This actually leads to another
challenge, which is the acquisition of the CSI itself at the
RIS’s side, taking into account the high number of the
RIS’s reflecting elements and their passive nature. Moreover,
the channel reciprocity assumption in time-division duplex
(TDD) channels, which simplifies the channel estimation
process, is no longer valid with the presence of an RIS in
the system [14]. Additionally, under the far-field propaga-
tion assumption, the communication channel through an RIS
suffers from double path loss, known as a product-distance
path loss model, which needs to be compensated for either
in the link budget or by increasing the number of reflecting
elements [14].

An increasing number of recent works have studied
RIS-assisted communications from a PLS point of view.
In general, there are two main research directions under
the PLS concept, namely, information-theoretic secrecy and
covert communications. The former focuses on improving
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FIGURE 1. A diagram to show the structure of the paper.

the secrecy rate (SR) of legitimate users by exploiting the
dynamic features of wireless communications, for exam-
ple, random channel, fading, interference, and noise, etc., to
prevent the eavesdropper from decoding leaked data while
ensuring that the legitimate user can decode it successfully.
The covert communications direction, on the other hand,
considers hiding the existence of communication from being
detected by an enemy [12], [16]. In this survey, we will focus
on the first direction, and for simplicity, it will be referred
to as PLS. For more details on PLS in general, we refer the
reader to our comprehensive survey in [12].

In this survey, and to the best of our knowledge, all related
papers to the RIS-assisted PLS in wireless networks are
systematically reviewed. Some common shortcomings in the
current literature which lead to open extensions for research
are highlighted. The outline and structure of this survey are
shown in Fig. 1.

The remainder of this article is organized as follows, the
most common secrecy performance metrics are presented
in Section II. Then, categorization of the RIS-assisted PLS
studies is included in Section III. Recommendations and
open research directions are listed in Section IV. Finally,
concluding remarks are drawn in Section V.

Il. SECRECY PERFORMANCE METRICS

In this section, we present a brief but comprehensive review
of the most commonly used metrics for assessing PLS. We
include both first and second-order metrics.

A. SECRECY RATE/CAPACITY (SR/SC)
SR is one of the fundamental metrics to measure the secrecy
of a communication system. It represents the amount of
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information in bits per second that can be securely delivered
to the receiver over a given channel. Specifically, the achiev-
able SR is the difference between the achievable data rate on
the legitimate and the eavesdropper channels, respectively,
which is given as

Rs = max{RD — RE, O}, (1)

where Rp and Rp represent the achievable rates over the
legitimate user and the eavesdropper channels, respectively.
Practically, positive SR can be achieved by active, at the
transmitter, and/or passive, at the RIS, beamforming by
degrading the eavesdropper channel while improving the
legitimate user one.

Similar to Shannon channel capacity, the SC is defined
as the upper bound of the SR [17]. The SC of the Wyner
degraded wiretap channel is given as [18]

Cs = sup{l(X; Y) — I(X; 2)}, 2
pX)

where I(-, -) represents the mutual information, X and Y rep-
resent the input and the output of the legitimate user channel,
respectively, Z denotes the output of the eavesdropper chan-
nel and p(X) is the input probability distribution. The SC,
for a given channel realization, can be written in terms of
Shannon’s channel capacities of the legitimate user and the
eavesdropper as follows [19]

Cy = max{log, (1 + yp) —log, (1 + yg), 0}, A3)

where yp and yg represent the instantaneous SNR at
the legitimate user and the eavesdropper, respectively. The
ergodic capacity is obtained by averaging (3) as per the
available channel state information (CSI).
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B. SECRECY OUTAGE PROBABILITY/CAPACITY
(SOP/SOC)

Similar to the known outage probability in communication
systems, the secrecy outage probability (SOP) is defined as
the probability of the event when the instantaneous SC falls
below a given target SR, which is written as follows

SOP(Ry) = Pr{Cs < Ru}. “4)

In fact, the definition in (4) does not differentiate between
the outage due to non reliable legitimate channel and the
outage due the leakage of information to the eavesdrop-
per. Therefore, another more explicit definition is proposed
in [20] as follows

SOP(Rcode, Rin) = 1 — Pr{Cp > Rcode, Cs = Run}, (5)

where Cp is the instantaneous legitimate channel capacity,
Reodge 1s the coding rate of the transmitted message. It is
clear, in this definition, that the secrecy outage event happens
when the coding rate R.qqe fails to satisfy Shannon’s reliable
transmission condition in addition to having the SC below
a target SR threshold Ry,.

A related and widely adopted metric is the secrecy outage
capacity (SOC), which is defined as the maximum achievable
SC, Cou, that guarantees an SOP of less than a threshold
€ [21], which is expressed as follows

max{Coyu} with Pr{C; < Cou} = €. (6)

C. AVERAGE SECRECY OUTAGE RATE/DURATION
(ASOR/ASOD)
The aforementioned performance metrics are based on the
first-order statistics, however, incorporating the second-order
statistics in the secrecy performance metrics offers a bet-
ter understanding of the dynamics of the performance. Two
secrecy performance metrics that fall under this category
were proposed in [22]. Namely, the average secrecy out-
age rate (ASOR) and the average secrecy outage duration
(ASOD). The former, ASOR denoted by R(Ry,), measures
the SC’s average rate of crossing a given threshold level
Rin, whereas the ASOD measures, in seconds, the average
duration in which the system remains in a secrecy outage
status. ASOD is expressed, at a given threshold Ry, in terms
of the SOP and the ASOR as follows

SOP(Ry)

T(Rth) = W .
t

(7

D. AMOUNT OF SECRECY LOSS (ASL)

Recently, the authors in [23], proposed a new PLS
performance metric, the amount of secrecy loss (ASL), based
on the second order statistics of the SC. The ASL mea-
sures the amount of information leakage to the eavesdropper,
which is expressed as

E{C])
E{C,}?

where E{-} is the statistical expectation operator.

ASL = 1 (®)
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lll. CATEGORIZING RECENT STUDIES ON WIRELESS
RIS-REINFORCED SECRECY

In this section, we classify the most recent works on RIS-
reinforced PLS in wireless communications in terms of the
considered system model. As we noted, most of the related
works are aimed to maximize the SR/SC while the dif-
ferences were found in the considered system model and
the methodology to optimize the objective in hand. The
classification is done based on the number of antennas
at the transmitter and the receiver. In what follows, we
interchangeably use the terms Alice/BS, Bob/legitimate and
Eve/eavesdropper.

A. SISO SYSTEM MODEL

The simplest setup we encountered in the literature assumes a
single-antenna transmitter, Alice, willing to securely deliver
a message to a single-antenna legitimate user, Bob, in the
presence of a single-antenna eavesdropper, Eve, as shown in
Fig. 2-(a).

Yang et al. [24] studies the secrecy performance of an
RIS-assisted SISO communication link in the presence of a
line-of-sight (LoS) links between the RIS and the eavesdrop-
per and the legitimate user. Single RIS is considered with
N reflecting elements placed between the source and the
legitimate user. The CSI of the legitimate user is assumed to
be known at the RIS. Thus, the RIS can induce the required
phase shifts on the reflected signal to maximize the received
SNR at the legitimate user. The analytical expression of the
SOP is derived as an evaluation metric to assess the secrecy
performance. The analytical and simulation results show that
the presence of an RIS significantly enhances the SR and
the enhancement is driven by the number of RIS’s reflecting
elements. However, the secrecy performance slightly drops
when the eavesdropper enjoys a LoS link with the RIS as
well. This is due to optimizing the RIS’s induced phases
to maximize the SNR at the legitimate user but ignoring
the effect it exercises on the eavesdropper’s received SNR.
In [25], an unmanned aerial vehicle (UAV) equipped with
an RIS is used as a mobile relay between a group of users
and a BS. The authors focus on the maximization of secrecy
energy efficiency by joint optimization of the passive beam-
forming, the user-UAV association, the UAV trajectory, and
the transmit power. Alternating optimization (AO) and suc-
cessive convex approximation (SCA) algorithms are used,
where the objective is to attain fairness in SR among users
and minimum energy.

In vehicular ad hoc networks (VANET), PLS is a major
concern, due to the broadcast nature of the wireless chan-
nels. Many papers, [26]-[28], have considered the analysis
of PLS under such high mobility conditions and dynamic
environments. In fact, RIS is proven to help compensating
the multipath and Doppler effects in wireless propagation
channels [6]. Capitalizing on this advantage, an analytical
approach is followed in [29], [30] to optimize the SC in a
VANET, where two setups are proposed to investigate the
PLS. The first setup assumes a source, a destination, and an
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FIGURE 2. Most Common System Models in the Literature (a) SISO, (b) MIMO.

eavesdropping vehicle communicating with the support of an
RIS mounted on a nearby building, while the second setup
assumes that the source vehicle has an RIS coupled with
its transmitter. A double Rayleigh distribution is assumed
between the mobile ends, and the Meijer G-function is used
to obtain the probability distribution function (PDF) of the
received source, which slightly complicates the analysis. The
reported results are similar to those in [24]. Furthermore,
the authors study the effect of varying the number of RIS’s
reflecting elements and the distance between the source and
the RIS. Specifically, as the number of reflecting elements
increases, the SR/SC improves because better beamforming
can be achieved, and the SR/SC degrades while increas-
ing the source-RIS distance which is due to fading and path
loss effects. A recent work, by the authors, [31], investigates
the effectiveness of RIS-assisted network by introducing a
weighted variant of the SC definition. Simulation results
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show that the existence of a reliable LoS link dominates the
system’s SC. However, it can be further enhanced by opti-
mizing the RIS-induced phase shifts. In addition, it is shown
that the RIS-assisted system with non-line-of-sight (NLoS)
links achieves comparable SC to that of dominant LoS link
systems with unknown RIS-Eve CSI.

A general indoor system model is considered in [32],
where a SISO system with multiple Bobs and Eves is inves-
tigated. Analytical based genetic algorithm (GA) is utilized
to find the optimal tile-allocation-and-phase-shift-adjustment
(TAaPSA) strategy for the RIS to optimize the average SR.
The obtained results show that the number of Eves in the
system has a significant effect on optimal trend of TAaPSA
strategy. For low number of Eves, the SR can be maxi-
mized by simultaneously enhancing average rate of Bobs
and degrading the average rate of the Eves. In the contrary
case, the RIS can be fully utilized to boost the average rate
of Bob.

B. MIMO SYSTEM MODEL

Dong and Wang in [33] consider a MIMO system model,
as shown in Fig. 2-(b), where the BS, the eavesdropper,
and the legitimate user have multiple antennas. However,
the system has NLoS transmission. The objective again is
to maximize the SR at the legitimate user by jointly opti-
mizing the transmit covariance matrix and the phase shift
matrix of the RIS’s reflecting elements. Solving this non-
convex problem is intractable, hence, an AO algorithm is
proposed assuming complete knowledge of CSI of both the
legitimate user, and the eavesdropper at the RIS and the BS.
The proposed solution is shown to monotonically converge
within a number of iterations that is dependent on the num-
ber of antennas at the BS, legitimate user, and eavesdropper.
On the other hand, the authors in [34] opt for including the
LoS transmission channel and using AN, consequently, ren-
dering the objective function more challenging to solve. The
proposed optimization algorithm is block coordinate descent
(BCD) aided by the majorization minimization (MM) algo-
rithm. The results show how increasing the number of RIS’s
elements can increase the SR at the expense of burdening
the optimization algorithm with a larger phase shift matrix
to optimize.

Similarly, the authors in [35] considered a LoS channel
as in [34] with the same objective, but the authors consider
the case of discrete phase shifts at the RIS after solving the
optimization problem under the continuous phases assump-
tion. As we know that the optimization problem under the
continuous phases is non-convex, it can be solved using an
AO method, where for a given RIS reflect coefficients, SCA
is used to optimize the transmit covariance matrix. Next,
for a given transmit covariance matrix, the AO method is
used again to optimize the individual elements’ phase shift
of the RIS one by one, given the other elements’ shifts at
each step. Numerical simulations show that 3-bits quantized
phase shifts yields an acceptable SR with negligible loss as
compared to the continuous phase shifts case. Noting the
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large scale of this MIMO setup, it is clear that the adopted
AO method in solving the optimization problem suffers from
high computational complexity especially when we consider
a large scale RIS and a high number of antennas at the BS,
the legitimate user, and the eavesdropper. Furthermore, the
optimization of the phases matrix and the covariance matrix
are independent problems only if the BS-RIS channel is
a rank-one matrix [36], thus, the AO gives a sub-optimal
solution in the full rank channel case.

In order to highlight the benefits of having an RIS sup-
porting the secure communications with an RIS-empowered
eavesdropper, the authors in [37] consider an eavesdropper
with a supporting passive eavesdropping RIS that competes
against a legitimate RIS to impair the system’s secrecy. As
expected, it has been shown that a non-zero SR cannot be
achieved with AN and preceding with the absence of the
legitimate RIS. However, a legitimate RIS with L reflect-
ing elements can safeguard secure communication against a
larger than 3L-elements eavesdropping RIS.

C. MISO SYSTEM MODEL

As most of the relevant works fall under this subsection, we
further classify them based on the following: the number of
users in the system, the CSI availability/acquiring assump-
tions, the pursued methodology, and practicality-related
assumptions.

1) SINGLE BOB AND EVE

Many works, [36], [38]-[44], considered a simplified system
model as shown in Fig. 3-(a). Where a multiple antennas BS,
is considered, communicating a secure messages to a sin-
gle user (Bob) in the presence of a single Eve, both having
a single antenna. In [38], [40]-[42], optimization problems
are proposed to maximize the SR at the legitimate user by
jointly optimizing the beamforming at the BS and the phase
shifts at the RIS. Due to the intractability of this problem,
different methodologies have been adopted. In [38], RIS dis-
crete phase shifts is assumed and an AO method is followed,
where for a given RIS phase shifts matrix, the optimal BS
precoder is obtained using Rayleigh-Ritz theorem. On the
other hand, for a given BS precoder matrix, a cross-entropy-
based algorithm is adopted to optimize the RIS phase shifts
matrix. In [40], two efficient joint optimization techniques
are proposed, namely: AO-MM and BCD. It is revealed
that the AO-MM algorithm is favorable for large-scale RIS-
assisted systems, while the BCD is superior for wireless
systems with small-scale RISs. In addition, the obtained
results show that installing a large scale RIS yields better
enhancement in terms of SR and is more energy-efficient
as compared to enlarging the transmit antenna array size.
However, continuous phase shifts is assumed at the RIS
which serves as an upper bound on the practical performance.
An AO-based algorithm is developed in [41] to solve the
joint problem of optimizing the transmit covariance matrix
of the BS and the RIS’s phase shift matrix providing closed-
form and semi-closed-form solutions, respectively. Moreover,
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FIGURE 3. Most Common System Models in the literature (a) MISO with single
eavesdropper, (b) MISO with multiple eavesdroppers.

the obtained AO-based solution, with the help of fractional
optimization (FO), is extended to the case where the eaves-
dropper can have multiple antennas. It is shown that the
SR degrades when the number of eavesdropper antennas
increases, as it starts to achieve higher rates.

It is worth noting that the simulated distance-dependent
scenarios conducted by different works considered one-
dimensional (1D) movements only where the transmitter,
the legitimate user, and the eavesdropper lie on a planar
surface. However, no work addressed the two-dimensional
(2D)/three-dimensional (3D) movements which are the case
in many emerging scenarios. A more practical scenario is
considered in [42], where the channels of the legitimate user
and the eavesdropper are spatially correlated, and the lat-
ter has a stronger channel. An AO-SDR based method is
adopted and similar results are achieved as in [41]. Similarly,
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the authors in [43] considered the joint optimization problem
but for the Terahertz (THz) communications scenarios. An
AO-based algorithm is developed, where for a given beam-
forming matrix, the optimal RIS’s phase shifts is obtained
by leveraging the characteristics of the THz channel. Then,
given the obtained phase shifts, the optimal beamformer is
derived by utilizing the Rayleigh-Ritz theorem [45]. It is
worth mentioning here that the RIS in this work operates in
two modes, namely: the sensing and reflection modes. In the
former, the RIS reflecting elements turn into active antennas
supported with RF chains. However, this assumption is not
power efficient noting the high number of reflecting elements
at the RIS.

Energy efficiency is another constraint that is incorporated
in [36], [39]. In [36], the energy consumption is investi-
gated assuming NLoS links between the BS and legitimate
user/eavesdropper. Thus, the authors aimed for minimizing
the consumed energy in BS-RIS link through beamform-
ing at the transmitter and optimizing the phase shifts at the
RIS. It is shown that the beamforming and the phase matrix
optimization problems are independent in the rank-one chan-
nel case. However, in the full-rank channel case, they are
inseparable. For both channel rank cases, projected gradient
descent (PGD) and semidefinite relaxation (SDR) are used to
solve the joint optimization problem. The performance of both
optimization algorithms is analyzed to find out that both yield
similar results, however, the SDR algorithm converges faster
than the PGD. Within a related context, RIS-supported simul-
taneous wireless information and power transfer (SWIPT) is
investigated in [39]. A MISO system supported by an RIS is
considered to improve the delivered energy to an energy har-
vesting receiver (EHR) in addition to information transfer to a
legitimate receiver with the presence of an eavesdropper. An
AO method is adopted after relaxing the non-convex problem
using the SDR technique. The resulting high complexity algo-
rithm is further improved to reduce the complexity using the
SCA approximation. The reported results reveal that, with the
presence of an RIS, the harvested power can be doubled under
SR constraint as compared to the traditional case with no
RIS. A CR system is considered in [46], where the legitimate
user, Bob, is considered as a secondary user that is trying to
access a licensed band in the presence of an eavesdropper. A
nearby RIS is installed to support a secure communication for
Bob while maintaining an upper bound on the interference
level at the primary user. An AO algorithm is proposed to
maximize the SR of Bob subject to total power constrain at
Alice, and inference power constrain at the primary Bob in
the presence of Eve. Simulation results show that SR can
be significantly enhanced compared with no RIS case. In
addition, even with the constraint on the interference, the SR
keeps increasing with transmit power unlike the case with no
RIS which shows a saturation in the SR at higher transmit
power levels.

Different from the ideal assumption in existing literature
that full Eve’ CSI is available, Wang ef al. [47] consider
a more practical scenario where Eve’s CSI is not available.
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To enhance the system security given a total transmit power
at Alice, two joint beamforming and jamming optimization
algorithms are proposed based on OM and MM methods.
The transmit power is firstly optimized at Alice to meet the
QoS at Bob, while AN is emitted to jam Eve by using the
residual power at Alice. The AN is projected onto the null
space of Bob’s channel to ensure that only Eve is jammed.
As compared to the ideal case of full CSI, security could
still be guaranteed by relaxing the QoS threshold at Bob as
well as increasing the number of RIS reflecting elements.
Unlike the current research trend on utilizing RIS to enhance
the system secrecy, Lyu et al. [48] propose the use of an
RIS as a passive jammer to attack legitimate communication
between BS and Bob. BCD, SDR, and Gaussian randomiza-
tion techniques are utilized to jointly optimize reflection
coefficient magnitudes and discrete phase shifts at the RIS
to diminish the signal-to-interference-plus-noise ratio (SINR)
at Bob. Obtained results show that the performance of the
proposed RIS-based jammer outperforms that of conven-
tional active jamming attacks in some scenarios, especially
when the distance between RIS and Bob is small (less than
10m). Noting the high computational complexity of solving
the joint optimization problem, discussed so far, the authors
in [44] introduce a machine learning (ML) model by utiliz-
ing deep neural network (DNN) to maximize the system’s
SR in real time. Simulation results show that the DNN can
achieve comparable results to the conventional optimization
methods with simpler and faster implementation.

2) MULTIPLE BOBS OR EVES

Fewer works, [49]-[51], considered the case when multiple
eavesdroppers are attacking a single legitimate user as shown
in Fig. 3-(b). Jamming is a common technique to deny the
eavesdropper from receiving any useful signal, which can be
done even actively as in [47], [49], [50] or passively with
the aid of an illegitimate RIS as in [48]. Wang et al. [49],
considered the energy efficiency by optimizing the beam-
forming at the transmitter, as in [36], [38], [47], aided by a
cooperative jamming with the support of an optimized RIS
phase shifts. An SDR-based energy-efficiency maximization
problem is defined to optimize the transmit power, the
independent cooperative jamming, and the RIS reflection
coefficients under a constraint on the SR. The proposed
scheme is highly energy-efficient even with high jamming
power, which implies the significance of the cooperative
jammer that is introduced. Moreover, it also outperforms the
other reported schemes in maintaining a high SR along with
being energy efficient. On the other hand, Guan et al. [50]
investigate the RIS’s effectiveness in improving the SR, with
an AN induced by the transmitter to jam the eavesdroppers
instead of the cooperative jammer in [49]. The objective is to
maximize the SR at the legitimate user by jointly optimizing
the transmitter beamforming, the AN (jamming), and the pas-
sive beamforming at the RIS. An AO-based method is used
to optimize the three dependent elements in the objective
function. It is shown that the use of AN jamming requires

VOLUME 1, 2020



‘IEEES IEEE Open Journal of the
Com3oc  communications Society

fewer reflecting elements on the RIS in order to maintain a
specific SR threshold. In a related context, where the power
efficiency is considered, the authors in [51], study the role of
RIS in minimizing the transmitted power while maintaining
a secrecy level. Considering the non-convex nature of the
problem, an AO algorithm and an SDR method to optimize
the secure and power-efficient transmission are proposed.
Few simulation scenarios are presented illustrating the dis-
tance effect on the transmitted power showing that as the
legitimate user moves away from the BS and getting closer
to the RIS, the overall system energy efficiency increases
as less power needs to be transmitted. In addition, in sce-
narios where the eavesdropper is close to BS/RIS, higher
transmitted power is needed to keep a secure communica-
tion. Unlike the above mentioned works, multiple legitimate
users in the presence of a single eavesdropper is consid-
ered in [52], where the beamformer, the AN’s covariance
matrix at the BS and the RIS’s phase shifts are optimized to
maximize the average sum of the legitimate users’ SRs. A
sub-optimal solution is obtained for the non-convex problem
using AO method, and applying SCA, SDR and manifold
optimization (MO) approaches. Results show an increase in
the average SR with the support of the RIS and the AN
generated at the BS. However, the analysis is limited to the
case with NLoS which simplifies the problem in hand.

3) MULTIPLE BOBS AND EVES

On the other hand, as a more realistic scenario, multiple
legitimate users are assumed to be attacked by multiple eaves-
droppers in [53]-[56]. Considering the high computational
complexity of the involved optimization problem for this gen-
eralized scenario, ML-based algorithms would provide a fast
and flexible solutions. For instance, Yang et al. [54] con-
sider a novel deep reinforcement learning (RL) approach to
achieve optimal beamforming policy in a dynamic environ-
ment. In addition, post-decision state (PDS) and prioritized
experience replay (PER) schemes are employed to enhance
the secrecy performance and learning efficiency. Simulation
results show that the proposed algorithm outperforms conven-
tional optimization approaches by achieving a higher average
SR per user and higher QoS satisfaction probabilities. Another
critical security challenge against legitimate transmission is
malicious jamming launched by smart jammers. Authors
in [55] consider the use of RIS to mitigate the jamming
interference and enhance the communication performance
by proposing joint optimization approach using fuzzy win
or learn fast-policy hill-climbing method. The fuzzy model
helps to estimate the dynamic jamming model, where uncer-
tain environments states are represented as aggregate of fuzzy
states. Simulation results show that the proposed approach can
improve both transmission protection level and RIS-assisted
system rate compared with existing solutions.

An extension to the work in [52] is made in [53] to
include multiple legitimate users and multiple eavesdrop-
pers with two RISs instead of one, rendering the problem to
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be much more challenging. Moreover, the potential eaves-
droppers are roaming users within another BS, where their
feedback leaked signal to their corresponding BS can be uti-
lized for coarse CSI estimation at the BS. To improve the
estimation, a deterministic model is adopted to characterize
the CSI’s uncertainty. The work is extended to account for
the SOP along with the average SR. The significant con-
tribution is in incorporating several RISs with a uniform
number of elements instead of having a single RIS with a
huge number of elements. However, the LoS analysis is not
included, which is an important aspect in practical scenar-
i0s. The authors in [56] propose an optimization problem to
maximize the minimum SR at the legitimate users by jointly
optimizing the BS beamforming and the RIS’s phase shifts.
Furthermore, the reflecting elements of the RIS are assumed
to be discrete, and a spatial channel correlation between the
legitimate users and the eavesdropper is assumed as well.
Again, due to the non-convexity of the problem, and hence
the non-tractability, an AO method and a path-following
algorithm are proposed to maximize the objective function.

Based on the conducted survey, we assemble the reviewed
works in Table 1 which summarizes the different assumptions
and system models with methodologies and performance
metrics in the conducted literature review. Moreover, Table 2
classifies them in terms of the system model (SISO, MISO,
and MIMO) and the adopted methodology to approach the
considered objective.

IV. CHALLENGES, RECOMMENDATIONS, AND FUTURE
RESEARCH DIRECTIONS

This section presents the challenges, recommendations,
and future research directions for designing practical, effi-
cient, and secure RIS-assisted future wireless communication
systems, as summarized in Fig. 4. The conducted survey
reveals that the simultaneous control of transmission from
the BS and the reflections at the RISs can be an efficient
solution to ensure confidentiality in wireless communica-
tion. Several simulation results verify the enhancement of
the overall SR in such systems compared to the conven-
tional ones. However, we stumbled upon several challenges
and open directions for further investigation which we dis-
cuss along with recommendations, and future directions as
follows.

A. EFFECT OF RIS PHYSICAL DESIGN AND
DEPLOYMENT

The effect of the physical design and deployment of RISs
on PLS can be an interesting research direction, yet, it is not
explored well in the literature. The physical design includes
the number of RISs, their distribution, orientation, size, and
geometrical shape. Moreover, the effect of varying the RIS’s
number of elements and their distribution on PLS needs
further exploration. The effect of mobility and trajectory
design in the case of mobile/flying RISs is yet to be studied,
and the feasibility of using them in such scenarios is still
an open problem.
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TABLE 1. Summary of the different assumptions, system models, methodologies, and performance metrics. Where N3, Np, Ne and Ny denote the number of antennas at Alice,
Bob, Eve and RIS, respectively, K, L and U denote the number of Eves, Bobs and RISs, respectively, /; denotes the number of iterations of the ith loop, and /¢ denotes the total
number of iterations to achieve the target accuracy e.

Generally speaking, the deployment of RISs at differ-
ent locations is a different problem compared to BSs/relays
deployment because of the passive nature of RISs. Moreover,

1450

Ref. | System Model Methodology Assumptions Complexity Metric
[24] SISO Analytical Quasi-static flat - SOP
fading
N . .. Secrecy
Approximation Rayleigh/Rician
[25] SISO, Bob=L . - Energy
(AO-SCA) fading Efficiency
[26], . Double Rayleigh B Average SC &
(30] SISO Analytical fading SOP
[31] SISO Analytical Rayleigh flat fading - SC
SISO, Eve=K, . Ray model, Rice
[32] Bob=L Analytical (GA) distribution - SOP
(33] MIMO Aﬁfg’fﬁﬁ;‘m Gaussian wiretap - SR
Approximation Narrow-band &
[34] MIMO (BCD-MM) non-dispersive — SR
channel
imati 3 6
[35] | MIMO, Eve=K A}zir((;i(éné;tl)on Discrete phase shifts O(I3(Ii (N + Ng) + SR
LN, (Ny + Ng — logy €)))
Approximation Multiple channel
[36] MISO (PGD-SDR) models - Average SR
(38] MISO Approximation | i e bhase shifts - SR
(AO)
A imati Rayleigh fadi 8 8 3 3 SR &
[39] MISO pproximation ayleigh fading, O(Na + Nr) & O(Na + Nr) Harvested
(AO-SDR-SCA) EHR AO-SDR & AO-SCA Power
[40] MISO (irgﬁ)&nj]gté%]) Rayleigh fading - Average SR
Approximation . .
[41] MISO (AO-FO) Rayleigh fading - SR
Approximation | Bob & Eve channels
[42] MISO IEpAO-SDR) e corated O(I1(N? + (N, + 1)*9)) Average SR
Approximation Saleh Valenzuela
[43] MISO (AO-FO) model - SR
Approximation Quasi-static
[44] MISO (DNN) flat-fading — Average SR
MISO, Approximation RIS-assisted
[46] Primary PP (AO) Gaussian CR O(N3+N2) or O(N2+ I.N2) SR
Receiver=1 wiretap channel
Approximation Quasi-static
[47] MISO ((;)151 and MM flat-fading, O(I;N2) SR
Unknown Eve’s CSI
_ Approximation Quasi-static flat
(91| MISO. Eve=K | ,0.sDR-FO) fading - SR
[50] | MISO, Eve=K Approximation Quasi-st.atic O(I5(I; max{N,, K}4 Nf‘s SR
(AO) flat-fading + I max{N,, K}4N2'5))
Aosroximai O(N?V/N, log(1/e)
[51] | MISO, Eve=K ?fg’_‘;ﬁg‘m Rayleigh flat fading (N 414 N,)+ SR
N2(N2+ 1+ N,)+ N}

RISs are easier to deploy practically without interfering with
each other due to their much shorter range when com-
pared with active BSs/relays. However, how to optimally
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TABLE 1. (Continued.) Summary of the different assumptions, system models, methodologies, and performance metrics. Where Na, Ny, Ne and Ny denote the number of

antennas at Alice, Bob, Eve and RIS, respectively, K, L and M denote the number of Eves, Bobs and RISs, respectively, /; denotes the number of iterations of the ith loop, and /¢

denotes the total number of iterations to achieve the target accuracy e.

Ref. | System Model Methodology Assumptions Complexity Metric
_ Approximation Interference Average Sum
[521 | MISO, Bob=L | 5 SpR-MO) | cancellation at Eve - SR
. . Interference
= 313
[53] MIS;)(;bE_\I/j: K, (iléi rsoéffgtll)olg) cancellation at Eve | OU0g(1/€)((v/ Na + v/ Ne)K°L A;gz%esi)u;l
N & Multiple RISs +(N2/2 4 N2/?)K2L?)
B Approximation Outdated/real-time
[54] Mlsg(’)bE_Vf‘K’ (Deep RL CSI, Rayleigh flat - SR
B PDS-PER) fading
_ .. Discrete/continuous 919
[56] MIS](; ’bE_VIf‘K’ Appr?;‘g;anon phases & active O((LK +1)K"N,) Max min SR
o= Eves O((LK + N, + 1)(N, + 1)?)
TABLE 2. Summary of methodologies and key assumptions in the literature.
Methodology/System Model SISO MISO MIMO
Machine learning (DNN, Deep RL) [44], [54]
Jamming (Artificial Noise) [49], [50], [52] (34]
. [24], [26], [30],
Analytical [32]

. o [38]-[43], [46], [33],
Alternating Optimization (AO) [25] [491-(53]. [56] (351, [37]
Minorization Maximization/Majorization Minorization (MM) [39], [40] [34]
Path-Following [56]

. . . [36], [39], [42], [49],

Semidefinite Relaxation (SDR) [511-[53]
Successive Convex Approximation (SCA) [25] [39], [53] [35]
Projected Gradient Descent/Ascent (PGD/PGA) [36] [37]
Block Coordinate Descent (BCD) [40] [34]
RIS Quantized Phase Shifts [38], [56] [35]
RIS Continuous Phase Shifts [241-126], [30] [36], [391-[44], [33]-[35],

[49]-[54]

[37]

Manifold Optimization (MO) 471, [52]
Fractional Optimization (FO) [41], [43], [49]

adjust the physical design, deployment, collaboration, and
association to enhance RIS-assisted PLS is still an open
challenge. ML and stochastic geometry-based solutions can
be good options for efficient deployment of RIS assisted
systems.

Furthermore, RIS-reinforced secrecy with imperfect RIS
reflecting elements, i.e., discrete phase shifts and non-unit
modulus (attenuating reflecting elements) also need to be
considered while designing RIS-assisted PLS techniques.
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B. PLS IN LOS ENVIRONMENTS

Ensuring confidential communication in the case of LoS
transmission scenarios, where the eavesdropper is located
within the same direction as that of the legitimate user, is
quite challenging. Under these cases, several PLS techniques,
including conventional beamforming, AN-based MIMO tech-
niques, etc., [12] will fail to provide secure communication.
RIS can ensure secure communication even in such sce-
narios by providing additional channel paths between the
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FIGURE 4. Challenges and Future Directions.

legitimate nodes. There are few works reported in this
direction [42], but further investigation is required, espe-
cially, when combining those scenarios with the imperfect
or partially available CSI practical assumption.

C. EFFECT OF CSI AVAILABILITY AND IMPERFECT CSI

Based on the conducted survey, it is observed that the
majority of the RIS-assisted PLS techniques in the litera-
ture assume the availability of perfect CSI at the transmitter
and/or the RIS. However, channel estimation for the RIS
assisted system is a challenging task due to a large number
of passive reflecting elements. Moreover, these elements are
passive in nature without signal processing capabilities and
active transmitting/receiving abilities. Thus, in practice, only
imperfect CSI can be accessed by the transmitter. Another
issue that needs to be considered is that the CSI of an illegit-
imate node is available only if it is active or it is a licensed
user that has legal access to the network. However, in the
case of a passive eavesdropper, the CSI of the eavesdrop-
per is not available. Moreover, in PLS literature, channel
reciprocity property in TDD is assumed. However, with
the involvement of RIS, this assumption may no longer
be valid, which further complicates the problem [14]. A
practical approach for acquiring the CSI at the RIS is
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proposed in [57], [58], where some of the reflecting ele-
ments are assumed to be active and can estimate the CSI,
then, using compressive sensing or deep learning techniques,
the CSI at all reflecting elements can be recovered/estimated.
However, the channel is assumed to be sparse in the com-
pressive sensing technique and requires a higher number of
active elements as compared to the deep learning approach.
Consequently, this calls for taking into account the effect of
imperfect/incomplete CSI and its availability at transmitter
while designing RIS-assisted security techniques for differ-
ent channel models [59] to ensure that these techniques are
robust to these imperfections [14].

D. PRACTICAL REALIZATION AND HIGHER-ORDER
METRICS ASSESSMENT

To show the effect of RIS-assisted secure communication
in real environments, experimental work needs to be done.
Although some promising experimental works have been
reported in [60]-[62] to verify the gains offered by the
RIS system, there is still a paucity of practical work for
RIS-assisted secure communication. Moreover, the current
practical work on RIS is not enough to decide the actual
potential of RISs in practical conditions.
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On the other hand, most of the current work focus on first-
order metrics for PLS assessment such as SR/SC and SOP.
In this review, we highlighted new emerging higher-order
metrics, which can add more insights to enable the actual
realization of practical RISs. When security is a concern in
adaptive transmission schemes and dynamic deployment of
systems, ASOR and ASOD metrics can help in both their
design and deployment. ASOR helps in quantifying the aver-
age secrecy level crossing rate at a specific secrecy threshold
level predefined in the system, which in a sense shows “how
many times” the communication system was vulnerable. On
the other hand, ASOD specifies for “how long” this vul-
nerability was attained. Moreover, ASL, which is based on
SR statistics, is also highlighted to quantify the amount of
information that was lost in vulnerability durations [23].

E. FLYING RIS-SYSTEMS FOR PLS ENHANCEMENT
Recently, flying RISs-assisted communications (UAVs
equipped with an RIS) have received much attention. Some
key features of flying RISs include 3D mobility, changeable
direction and location, easy deployment, adaptive altitude,
and power-efficient beamforming [63], [64]. The trajectory
of a flying RIS can be optimized along with the phase shifts
adjustment at the RIS elements for enhancing PLS [25].
More specifically, the positioning/trajectory of the UAVs can
be adjusted more flexibly in 3D space compared to terres-
trial RISs. This feature can be used to improve the overall
security by adapting the transmission based on the require-
ments, location, and channel conditions of the legitimate
user. Besides, flying RISs can also be used as mobile coop-
erative jammers jointly with active UAVs or ground BSs to
improve the secrecy performance. Moreover, in practice, a
single flying RIS has limited capabilities in terms of com-
munication and maneuvering. Hence, in some challenging
scenarios, it may not achieve the desired secure communi-
cation performance, which motivates the investigations on
multiple flying RISs along with active UAVs.

F. INTEGRATION OF RISS WITH EMERGING
TECHNOLOGIES AND FUTURE APPLICATIONS
RIS-assisted PLS solutions against passive and active eaves-
dropping for emerging and state-of-the-art technologies
comes naturally. Promising research directions are, but not
limited to, millimeter-wave communications, ma-MIMO, vis-
ible light communications, drones-aided communications,
Internet of Things (IoT), THz communication, free-space
optics, full-duplex communication, non-orthogonal multiple
access (NOMA) [65] and VANET [1].

Moreover, designing effective, adaptive, and intelli-
gent [66], [67] RIS-assisted PLS techniques under joint
consideration of security, reliability, latency, complexity, and
throughput based on QoS requirements of future applications
to support URLLC, eMBB, and mMTC is also an interesting
area of research. Furthermore, RIS-assisted cross-layer secu-
rity design including the interaction of different layers, such
as the physical layer, media access control (MAC) layer,
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network layer, and application layer, is not yet studied in
the literature from the physical layer perspective.

G. OPTIMIZATION PROBLEMS TO ENHANCE PLS

Although the adoption of RISs in communication systems
can enhance the overall systems’ security, it results in higher
complexity systems in terms of design and analysis as
compared to conventional wireless systems [68]. The use
of data-driven tools such as ML, deep learning, and RL,
is a promising solution to support the flexibility and the
self-optimizability of such networks. Only a few works,
[44], [54], have reported employing ML-based approaches
to solve the PLS problem in RIS-assisted networks.

H. RIS-ASSISTED SECURE SWIPT

SWIPT is a promising technology to power massive low-
power devices in the IoT for future wireless networks. The
employment of RIS can enhance the performance of both
the received information as well as the received energy in
SWIPT systems [14]. In [39], a system with an access point,
information eavesdropper, legitimate information receiver,
and a separated legitimate energy harvesting receiver, is
investigated. It is reported that with the support of an RIS, the
harvested power can be significantly improved under secrecy
constraints. However, an untrusted energy harvesting receiver
(HARVEY) can also eavesdrop the information intended for
legitimate receivers. Designing efficient RIS-assisted secure
SWIPT to prevent the untrusted energy harvesting receiver
from eavesdropping the information is an interesting area
for future research consideration. Obviously, this problem
should be investigated under practical assumptions such
as discrete phase shifts at the RIS, the coupling between
the RIS elements’ phase and the reflection gain, and the
imperfect/unavailable eavesdropper’s CSI.

I. RIS ENHANCED PLS FOR INTELLIGENT SPECTRUM
SENSING AND CR REALIZATION

Intelligent spectrum sensing involves user detection,
interference identification, and resource prediction, where
those processes are often needed to be done in a secure
manner. RISs can be utilized to create a secure environ-
ment against eavesdroppers in which spectrum sensing can
be conducted reliably and securely. Moreover, RISs can be
enablers for realizing secure CR systems, where RISs are
used to ensure secured communication in a targeted network
(primary or secondary).

V. CONCLUSION

PLS supports the transmission secrecy when the conventional
cryptographic methods fail due to the limited computational
capacity at the legitimate communicating pairs or due to
computationally over-powered eavesdropper. Yet, the effi-
ciency of PLS is limited in some scenarios, for instance in
the case of highly correlated legitimate and eavesdropping
channels. RISs can be looked at as a promising solution in
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such scenarios, not to mention others, in the sense of adding
more degrees of freedom by involving the propagation chan-
nel manipulation into the design problem. The most common,
in addition to the recently proposed, performance metrics in
PLS analysis were discussed. Furthermore, the PLS related
works under the RIS-assisted networks have been reported
and classified based on the adopted system model and the
adopted methodologies.

Insightful recommendations are revealed upon this survey
regarding the availability of the CSI, RIS design and deploy-
ment challenges, and the ML-based approaches to tackle the
computational complexity encountered in all surveyed works.
The deployment and orientation of RISs are key factors in
reaping their full benefits in terms of system secrecy level.
Hence, flying RISs are identified as a promising research
direction, as they add more flexibility in the network by
optimizing the RISs’ 3D location, orientation, and trajectory
to boost the system secrecy as well as to improve the overall
energy efficiency.
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