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Abstract—The proliferation of the Internet of Things (IoT) technol-

ogy has made ubiquitous computing a reality by broadening Internet

connectivity across diverse application domains, thus bridging billions

of devices and human beings as well for information collection, data

processing, and decision-making. In recent years, IoT technology and its

applications in various industrial sectors have grown exponentially. Most

existing industrial IoT (IIoT) implementations, however, are still relying

on a centralized architecture, which is vulnerable to the single point of

failure attack and requires a massive amount of computation at the central

entity. The emerging blockchain technology is currently undergoing rapid

development and has the full potential to revolutionize the IIoT platforms

and applications. As a distributed and decentralized tamper-resistant

ledger, blockchain maintains the consistency of data records at different

locations and holds the potential to address the issues in traditional IIoT

networks, such as heterogeneity, interoperability, and security. Integrating

the blockchain technology into IIoT platforms requires to address several

critical challenges that are inherent in IIoT and blockchain themselves,

such as standardization, scalability, and interoperability. This paper

provides a comprehensive review on the recent advances in architecture

design and technology development towards tackling these challenges. We

further provide several representative industrial use cases that can benefit

from the integration of blockchain technology, and discuss the recent

research trends and open issues in blockchain-enabled IIoT platforms.

Index Terms—Blockchain, Industrial IoT, SoK

I. INTRODUCTION

As an emerging technology, the Internet of Things (IoT) is be-

coming a substantial research and development area [1]. It aims

at bridging billions and trillions of devices and human beings as

well for fast, reliable and secure information collection, data pro-

cessing, and decision-making. Gartner’s latest study on IoT industry

analysis predicts that the Internet-connected things have grown to

20 billion by 2020 and will be 75 billion by 2025 [2] [3]. With

the concept of Industry 4.0 [4], IoT technology is also penetrating

into various industrial sectors, interconnecting sensors, actuators,

controllers, along with many things together. This creates a new field

– Industrial IoT (IIoT). IIoT focuses on the use of IoT to integrate

emerging technologies into traditional industrial processes, such as

smart sensors, robotics, machine-to-machine (M2M) interaction, big

data analysis, and artificial intelligence [5] [6]. The increasing use of

IIoT is expected to create new smart industrial enterprises and build

the next generation smart systems [7].

IIoT platforms provide many prominent advantages to industry

sectors, such as connectivity, intelligent big data analysis, edge

and cloud computing, and application development. It has a sig-

nificant impact on the existing industry models in many fields,

including manufacturing, power system, transportation, agriculture,

supply chain, and the food industry. However, as the number of IIoT

devices continually increases, these devices produce huge amounts of

data, which will result in much higher operational and management

costs. Also, the numerous connections among devices increase some

issues among device manufactures and smart factories (e.g., raising

significant challenges to the interoperability, privacy, security, and

fault-tolerance of IIoT).
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A blockchain-based decentralized system typically stores data and

information in an immutable manner, which does not require some

centralized entities to control and manage these information. Emerg-

ing blockchain technological advances and applications have earned

tremendous attention from both industrial and academic domains,

promising to change all aspects of the digital business of the industry

and solve many inherent IIoT challenges, such as interoperability

and heterogeneity [8]. From a high-level perspective, blockchain is a

kind of Decentralized Ledger Technology (DLT) that heavily relies

on cryptographic primitives and a well-organized chain structure to

securely host applications, store data, and exchange information,

in an immutable and verifiable manner [9]. It is believed that the

blockchain technology will have a profound impact on existing IIoT

infrastructures.

As with cloud computing, big data analytics, and other new

generations of information technologies, blockchain is not just one

single technology; instead, it relies on many existing technologies, as

well as their innovative compositions and creations, to discover and

realize new capabilities. The distributed and decentralized feature, for

instance, allows nodes to achieve self-management, while the central-

ized infrastructures in current IIoT scenarios are less efficient and are

subject to various attacks, e.g., the single point of failure and DDoS

attacks. The trends in decentralization can reduce IIoT’s operational

and management costs. However, as of now, blockchain has several

trial applications only in specific areas, such as financial services, sup-

ply chain managements [10], digital asset transactions [11], Internet

of Things [12] [13] [14], and smart manufacturing [15]. Few use cases

directly target practical industrial applications. Driven by the concept

of Industry 4.0 [16], the blockchain-enabled IIoT platform will play

a key role in reshaping various industrial applications, including

manufacturing, transportation, energy management, logistics, retail,

supply chain, and healthcare, to name a few.

Blockchain will serve as a driven force to enrich industrial ap-

plications. Inspired by its potential opportunities, this paper pro-

vides a systematical and comprehensive review on the integration of

blockchain into industrial IoT applications. This paper covers most

critical techniques for both industrial IoT and blockchain, in terms

of detailed technologies, operational schemes, major challenges, and

potential issues. We also provide a practical integration architecture

to integrate blockchain into existing IIoT platforms, as a blockchain-

enabled IIoT platform. We further provide several representative

industrial use cases that can benefit from the integration of blockchain

technology, and discuss the recent research trends and open issues in

blockchain-enabled IIoT platforms.

The rest of this paper is organized as follows. Section II and

Section III describe the features of industrial IoT and blockchain,

respectively. Section IV discusses the integration of blockchain and

IIoT, including the motivation, some potential integrated architectures.

Section V discusses the challenges and solutions for this integra-

tion. Section VI studies several representative industrial use cases.

Section VII provides some discussion on Blockchain-as-a-Service

platforms. Section VIII shares our vision on the potential research

trends, and Section IX concludes this paper.
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II. FEATURES AND CHALLENGES OF INDUSTRIAL INTERNET OF

THINGS (IIOT)

The modern industry is undergoing a paradigm shift from conven-

tional computer-aided schemes to smart factories, which is empow-

ered by recent technological advances, e.g., IoT, Artificial Intelligence

(AI), and Big Data Analytics. During this shift, the IoT technol-

ogy plays a key role in bridging the gap between the operational

technologies (OT) deployed in existing physical industrial settings

and information technologies (IT) that form the cyberspace of smart

factories. This section presents the key features of IoT, and gives a

summary of the major challenges that IIoT systems are facing to.

A. Industry 4.0

When we discuss IIoT, it is worth mentioning the concept of Indus-

try 4.0 (the Fourth Industrial Revolution). Industry 4.0 is originally

defined in Germany and it has gained global recognizability, which

uses Internet technologies to improve production efficiency by means

of smart services in smart factories. The concept of Industry 4.0 arises

when the IoT paradigm is merged with the Cyber-Physical System

(CPS) idea [17]. One of the preliminary goals of Industry 4.0 is

generating, transmitting, and analyzing data without any interruption

from a third party, as well as incorporating advanced technologies

into industry sectors [4]. While the formal definition of Industry

4.0 is still in the wild, technically, IoT, IIoT, and Industry 4.0 are

closely related concepts but cannot be interchangeably used. For

example, IoT is often considered as a sort of web for the machines,

highlighting the aim of allowing things to exchange data; while IIoT is

about connecting all industrial assets, including machines and control

systems that may be associated with different information systems and

business processes [18].

Fig. 1(a) shows some core components of Industry 4.0, and

Fig. 1(b) shows main features required for the Industry 4.0. We briefly

discuss several key components consisting of a typical Industry 4.0,

for example, CPS, IoT, and IoS.

a) Cyber-Physical Systems (CPS): A typical CPS extends real-

world, physical objects by interconnecting them together and pro-

viding their digital descriptions. The information, stored in models

and data objects, can be updated in real-time, which represents a

second identity of an object itself and constitutes a sort of “digital

twin” [19]. Together with the dynamic nature of these digital twins,

various innovative services that were not possible in the past can be

implemented across the whole product life cycle, e.g., from inception

to disposal of manufactured products [18].

b) Internet of Things (IoT): IoT connects “things” (e.g., objects

and machines) into the Internet, and it conceptually has some simi-

larities with CPS. The major difference between CPS and IoT is that

all IoT devices are CPS devices; however, not all CPS devices are

necessarily connected to the Internet, and thus are not necessarily

IoT devices. Industrial IoT is an extended version of IoT with special

features and requirements, specially designed for the applications of

Industry 4.0 [17].

c) Internet of Services (IoS): The main idea of IoS is that

by dividing the whole section (e.g., manufacturing) into smaller

components, and each then turns a simple product/component into

services [20]. A product automatically evaluates the user’s expectation

and transforms itself as a service that generates value (e.g., increasing

the customers’ satisfaction).

Besides the above necessary core components, Industry 4.0 in-

volves other technologies and services, for example, Big Data Ana-

lytics (BDA), Global Positioning System (GPS), Machine-to-Machine

(M2M) communication, Augmented Reality (AR), and Virtual Reality

(VR), as well as Artificial Intelligence and robotics [21]. Each

component has its unique function in Industry 4.0 paradigm. For

instance, the blockchain and decentralized ledgers can provide an

immutable, secure, and decentralized transaction facility on data

records.

As stated previously, IoT, IIoT, and Industry 4.0 cannot be in-

terchangeably used. Depending on the intended goals and end-users,

what is typically addressed in IoT could be better named as consumer

IoT (as opposed to IIoT) [22]. In general, its communication model

can be classified as machine-to-user and in the form of client-server

interactions. While IIoT is about connecting all industrial assets,

including machines and control systems, with associated information

systems and business processes. And, the underlying communication

model of IIoT is machine-oriented, and can range across a large

variety of different market sectors and activities. Roughly speaking,

IIoT is a subset of IoT which is specific to industrial applications,

and both IoT and IIoT have a close relation with Industry 4.0 [18].

With this kind of relationship, we will discuss some unique features

of industrial IoT.

B. Features of Industrial IoT

Industrial IoT network prevails with the ability to interconnect

numerous devices, possessing various sensing data, with less human

interventions in industry [23]. Sensing and actuating devices together

form a heterogeneous industrial IoT network for various industrial

applications, including manufacturing, supply chain, food industry,

smart grid, healthcare, and internet of vehicles.

For different applications, the use of end-devices, communication

technologies, and networking topologies may differ, especially on mo-

bility and heterogeneity, because they must comply with regulations

and demands of various applications. The topologies of industrial

applications can vary with different scenarios. The classic applications

with stable and mobile topologies are the industrial manufacturing

production line and the vehicular ad hoc networks (VANETs) for

smart transportation, respectively [24]. For example, most equipment

and devices in an industrial production line are stable and are

comprised of stable network topology, while vehicles in transportation

move rapidly and lead to a time-varying topology. Typically, end

devices with these mobilities make the network connectivity unpre-

dictable and the entities’ management more challenging [25] [26].

The second key characteristic of IIoT is heterogeneity. IIoT devices

are typically heterogeneous (e.g., with different hardware platforms

and capabilities). For example, some IoT devices, such as sensors,

have limited resources for processing, communication, and storage.

Although heterogeneity exists among end devices and various

protocols deployed, IIoT networks still have some common features.

a) Enormous number of devices: The number of IIoT devices

will continuously increase. The total number of connected devices in

IoT applications is expected to increase up to 75 billion by 2025,

and industrial IoT makes up to more than 17% of the number of

IoT devices worldwide [27]. IIoT faces not only the issue of a large

number of devices but also a growing demand for their capacities, as

numerous end devices are required to sense and collect these mass

data.

b) Decentralization: Decentralization is essential. Given the fact

that a huge number of IIoT devices exist, such as in a supply chain

application, decentralization is necessary for simultaneously process-

ing the considerable amount of data in these devices [28]. If IIoT

collects, processes, and stores these data in a decentralized manner,

it can potentially mitigate the issue of a centralized bottleneck. Also,

decentralized algorithms in IIoT (e.g., clustering algorithms in both

wireless sensor networks (WSN) and decentralized computing) can

contribute to solving the capacity and scalability issues in IIoT [28].
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Fig. 1. The fourth industrial revolution (Industry 4.0): (a) Core component of Industry 4.0, (b) Main features of Industry 4.0.

c) Unstable and unpredictable connections: The unstable and

unpredictable connections of IIoT devices are caused not only by the

mobility and sleep/idle mode of these devices, but also by unreliable

wireless links to IIoT devices [29]. As a result, an IIoT network may

divide into partitions that are disconnected, and these partitions may

vary over time.

Based on the information of industry IoT, we present a traditional

cloud-based IIoT infrastructure in the next section.

C. Cloud-based IIoT Infrastructure [30]

Fig. 2 gives an overview of a typical cloud-based IIoT infrastruc-

ture, which mainly consists of three layers: device layer, gateway

layer, and cloud service layer. The device layer comprises hetero-

geneous IIoT devices, varying from powerful computing units to

extremely low-power microcontrollers. These devices are connected

to the gateway layer through various wired and wireless networking

technologies, such as ZigBee, BLE, Ethernet, etc. At the gateway

layer, most companies and organizations deploy their own customized

gateways that manage the local IIoT networks, aggregate the data,

and serve as the bridges to the clouds [31] [32]. These customized

gateways are usually an integral part of the deployed IIoT infrastruc-

ture, which leads directly to “stovepipe” solutions [33]. This further

causes interoperability issues; that is, data and services provided

by one organization cannot be shared or utilized by devices from

the other organizations (due to different networking protocols, data

formats, etc.). Additionally, the employed security mechanisms are

often proprietary and undocumented.

For easy understanding and presentation, we use “IoT” to represent

“IIoT” in the following description.

Traditionally, the device layer and gateway layer together form

the local IoT networks. A typical local IoT network consists of the

following four components:

IoT Devices: Most IoT devices are deployed in the physical world

to measure and sample their associated physical or cyber objects.

They have constrained resources, including memory size, computation

power, and communication bandwidth [34]. In addition, the devices

and their adopted networking technologies are highly heterogeneous.

This heterogeneity posts a grant challenge in interconnecting IIoT

devices. It requires the interaction among the IoT devices to put the

interoperability in the first place, such that heterogeneous devices

are transformable in users’ acceptable forms for both syntax and

semantics [35].

Fig. 2. An overview of a typical cloud-based IIoT infrastructure.

IoT Storage: In a local IoT network, a centralized storage scheme

is commonly adopted for managing the IoT data, instead of either

local schemes (e.g., storing data within the local memory of IoT

devices) or distributed schemes (e.g., storing data within some nodes

with rich storage resources in the network). In a centralized storage

scheme, the data are collected by the local gateway, and then sent

to and stored in local centralized storage. In our scheme, the local

centralized storage could be either a historian or a private data center,

in which all data are stored locally and privately. This centralized

storage within a local IoT network can provide faster access to the

recent data without accessing the cloud. Where and how the local

storage is deployed in the local IoT network depends on the system

design specification.

Data Engine: The data engine is a software component that trans-

forms incoming and outgoing raw data to and from the IoT devices

into required forms. For example, in the proposed blockchain-based

IoT architecture, raw data are formed as transactions, and then

encrypted and uploaded to the clouds upon request. The data engine

can be deployed on the gateway or a stand-alone computing facility

in the local IoT network. To guarantee the security in the local

3
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IoT network, the data engine also provides additional services, such

as key management (e.g., distributing and updating keys to secure

data transfer in local IoT network) and security mechanisms (e.g.,

authentication, authorization, audit services).

Gateway: In a typical cloud-based IoT infrastructure, the gateway

is a connection entity that links the local IoT network to a cloud.

On one hand, it is the sink of the local IoT network, providing data

management and network management functions; on the other hand,

it also serves as a P2P node on the blockchain overlay network,

providing proxy functions, such as routing information provisioning,

node authentication, and multicast group management [36].

In addition to the device and gateway layers, the cloud service layer

provides cloud-related functionalities, such as database service and

application service, for managing the data provided by the local IoT

networks. Together, the local IoT networks and cloud service layer

comprise the most common existing cloud-based IoT infrastructure.

D. Issues and Challenges of Industrial IoT

In this section, we focus on the challenges of industrial IoT. For

simplicity, we denote industrial IoT by IoT thereafter, without loss

of generality. From Section II-C, the IoT platform guarantees the

connection of various smart objects, such as sensors and actuators,

which sense and collect information from the physical environment

and then take some actions to react to these physical environment. The

combinations of functional specifications offered by such a platform

are multi-functioned, for example, device management, data analytics,

cloud storage, and connectivity. While it is commonly understood

that IoT technologies could play a key role as an enabler for various

industrial opportunities, IoT still poses several research challenges in

many aspects [5] [37].

a) Heterogeneity: The heterogeneity in IoT systems exhibits in

several distinct aspects, for example, the heterogeneous IoT devices,

the heterogeneous network topologies, and the heterogeneous IoT data

types (i.e., structured, semi-structured, and non-structured). Often, the

heterogeneity is the root of other challenges such as interoperability,

privacy, and security.

b) Complexity of Networks: There are many communica-

tion/network protocols that coexist in IoT applications. It is an

open issue for the standardization of IoT, which typically requires

to be supported by independent and multinational governmental

entities, alliances, and organizations (e.g., IEEE, IETF, W3C, IEC).

These standardization processes cover many distinct aspects of IoT

products, services, and systems, from communication technologies

to architecture design. NFC, Bluetooth, 6LoWPAN, WirelessHART,

Sigfox, LoRA, and NB-IoT are several popular network protocols in

industry applications, all of which offer different network services1.

For example, 6LoWPAN and WirelessHART usually provide a lim-

ited range of communication (e.g., less than 100 meters), whereas

LPWAN technologies can extend the coverage range from 1 km to

10 km [38] [39] [40].

c) Poor Interoperability: The interoperability typically refers to

the capability of things in IoT systems, including both hardware

and software components, to exchange, collaborate, and make use of

information. The characteristics of decentralization and heterogeneity

in IoT systems present a challenge for exchanging and sharing

data between different industrial sectors (e.g., industrial plants or

large-scale industry infrastructures). Additionally, distinct industrial

sectors require to meet some specific capabilities for the design,

16LoWPAN: IPv6 over Low-Power Wireless Personal Area Networks;
WirelessHART: Wireless Highway Addressable Remote Transducer; LoRA:
Long Range; NB-IoT: Narrowband Internet of Things; LPWAN: Low Power
Wide Area Network.

implementation, without knowing the deployed solutions of other

sectors, it is difficult to achieve interoperability [8].

d) Resource Constraints of IoT devices: Most IoT devices (e.g.,

sensors, actuators, RFID tags, smart meters) are resource-constrained

by things such as computing resources, storage resources, bandwidth,

and power supply. These devices are typically called lightweight

nodes. The functionalities and applications that can be supported and

deployed on these lightweight nodes are largely limited [41]. For

example, it is almost impossible to deploy a complex crypto-primitive.

However, without security protection, the constrained resources leave

IoT devices vulnerable to various malicious attacks.

e) Privacy Vulnerability: Privacy is intended to ensure the ap-

propriate use of IoT data, that is, users’ private information is not

disclosed or released without the permission of the user. Preserving

data privacy is challenging due to its complexity, decentralization, and

heterogeneity of IoT systems. As stated in Section II-C, industrial IoT

largely depends on the cloud to provide more computing and storage

capabilities. However, uploading the confidential IoT data to the cloud

may also compromise the vulnerable privacy of IoT [42].

f) Security Vulnerability: Security is an extremely important

aspect for any industrial IoT application; however, the decentralization

and heterogeneity of IoT systems make it more difficult to ensure

security. The typical solutions for authentication, authorization, and

communication encryption may not be suitable for IoT scenarios,

due to the difficulty of implementing these security mechanisms on

resource-constrained IoT devices. Further, IoT systems are vulnerable

to various malicious attacks due to, for example, failing to update

these firmwares [43].

g) Massive Data Management: In terms of communica-

tion/transmission and storage, the volume of data generated by IoT

devices can be enormous and difficult to manage. Current scalable

infrastructure is not enough to handle this massive volume of data

efficiently [44].

III. BLOCKCHAIN

This section discusses some preliminary information on blockchain

technologies. We focus on the technical aspects, benefits, and chal-

lenges of blockchain.

A. Blockchain Basics

Blockchain is a publicly known technology underlying digital

cryptocurrencies, such as Bitcoin [45]. In its nutshell, the blockchain

can be roughly explained as an immutable, decentralized, trusted,

and shared ledger based on the underlying distributed networks (e.g.,

peer-to-peer (P2P)). Essentially, the blockchain is a distributed data

structure, and is labeled as the “distributed ledger” in its applications

functioning to record the transactions generated within network [46].

Typically, cryptocurrency is only one application of the functions

of the record-keeping, and the distributed ledger technology has

great potential to be adopted to other scenarios provided that the

data exchanges happen. The key idea behind blockchain technology

is decentralization, which means blockchain technology does not

require any trusted central point or party to control or manage the

participating nodes. Instead, all participating nodes (or peers) in a

blockchain-enabled network maintain identical copies of its ledger.

Each node has the possibility to verify other entities’ behavior within

the network, as well as the capability to create, authenticate, and

validate the new transactions to be recorded in a blockchain. This

decentralized architecture ensures robust and secure operations on

blockchain and provides various advantages (e.g., tamper-resistance

and freedom of the vulnerabilities of single-point failures [47]).

4
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To understand some potential applications of blockchain in in-

dustrial IoT domains, it is important to gain a basic understanding

of the working principles of blockchain and how it achieves the

claimed decentralization. With more transactions being executed and

appended, the blockchain ledger continuously grows. When a new

block is generated by a certain participating node (e.g., depending on

the specified consensus protocol), it must go through the validation

processes by all other nodes. Once the proposed block is validated by

the majority of honest nodes, that block is automatically appended

to the end of the blockchain via the inverse reference pointing to

its immediately previous block. The first block of a blockchain is

called the genesis block, which has no previous block. The blocks

over the blockchain network achieve a distributed and decentralized

synchronization via a consensus protocol, which enforces strict rules

and common agreements among the participating nodes. Because

the blockchain is distributed throughout the whole network, any

tampering behavior can be easily detected by other nodes of the

network.

1) Components of Blockchain: Forming a blockchain requires sev-

eral key components, such as data block, distributed ledger, consensus

algorithm, and smart contract. Fig. 3 shows a graphical representation

of a generic blockchain.

a) Data Block: A blockchain consists of blocks that contain

details of transactions that occurred within the network. The trans-

action information can be considered as a token transferring process

occurring in a network or any form of data exchange. Each block

can logically be divided into two major components, namely, the

block header and the block body [48]. Transactions are stored in the

block body, while the block header contains the metadata information

of this block (e.g., the identifier of its previous block, timestamp,

Merkle tree root). The blocks are then connected in a chain structure

(similar to a linked list). Each block is linked to its immediately

previous block via a cryptographic hash. The identifier of that block

is typically obtained by taking its cryptographic hash, which is why

having each block linked to its previous block helps the blockchain

achieve immutability. In this way, all blocks in the chain can be

traced back to only their previous one, and no chance exists for

modifying or altering the appended blocks. To illustrate, for attackers

to successfully alter the contents of a single block, they would have

to alter the headers in all successive blocks and have this alternation

taking place and getting an agreement among the majority of the

nodes in the network (e.g., more than 50% of nodes), so that the peers

reach a consensus on this altered blockchain. The transactions in the

block body are typically arranged in a Merkle tree-based structure,

where a leaf node represents a transaction submitted by a blockchain

user/client. However, different applications may have different block

data structures. For instance, a typical block header may contain the

following essential information: 1) the previous block hash, 2) the

Merkle root storing the hash of a group of transactions in that block,

and 3) the timestamp referring to the time when the block is created.

b) Distributed Ledger: A distributed ledger is a type of database

shared and replicated among the entities of a distributed network.

This shared database is available and accessible for all network

participants within the system. The behavior of recording transactions

is similar to the process of data exchange among the participants of

the network. In a decentralized setting, where no trusted third party is

required to manage and control the system run, the participating nodes

can automatically reach an agreement via a well-established con-

sensus protocol. Each record associates with a unique cryptographic

signature and a timestamp, which makes the ledger auditable and

immutable. Any modifications on the transaction inevitably produce

an altered hash within its branch, and this alternation is easily detected

with little computational effort.

c) Consensus Algorithm: No centralized entities exist in a

blockchain system to regulate and enforce the transaction rules or

preserve data against security threats. Consensus algorithms aim to

securely update the replicated shared states and ensure that all replicas

of the shared states are synchronized and in agreement at any given

time. A consensus algorithm in blockchain is a mechanism used to

reach an agreement on a single data block between multiple unreliable

nodes. For example, by solving a complex mathematical puzzle,

Proof-of-Work (PoW) in Bitcoin [45] can be used as a consensus

mechanism. However, the serious drawback of PoW is its high re-

source consumption, which would be unsustainable and unaffordable

in some practical applications. Consequently, considering the practical

use cases in industrial IoT, many framework designs are considering

to choose the Byzantine fault-tolerance (BFT) [49] [50] protocol as

a suitable candidate.

d) Smart Contracts: A smart contract is a programmable ap-

plication running on blockchain, managing, and processing transac-

tions under the specified terms and conditions. A smart contract, in

practice, is a digital equivalent of a transitional economic contract

between various engaging entities [51]. Unlike conventional contracts

enforced by centralized authorizing entities, a blockchain network

does not require authorizing intermediaries to ensure that the terms

and conditions in a smart contract are met. Smart contracts have

become increasingly popular in blockchain since the first smart

contract platform, Ethereum [52], was released in 2015. A smart

contract is sometimes termed as an “autonomous agent” or “self-

executing engine”. The essence of self-execution is that once the

specified conditions have been fulfilled, the codes automatically

execute the contractual clauses specified by the contract. For example,

in an industrial feedback control system, when an industrial process

measurement is higher than a threshold defined in a smart contract,

it automatically triggers an event (e.g., warning message) over the

blockchain network. This triggered event is recorded as a transaction

that is kept on blockchain as an immutable record. This type of

self-executing agreement, relying on well-written codes, makes smart

contracts unalterable and resistant to external attacks [53].

2) Types of Blockchains: Based on the way that a blockchain is

used, blockchains can be classified into multiple types with some

distinct attributes. In general, blockchain can be classified into three

categories, namely, public (or permissionless), private (or permis-

sioned), and consortium (or federated) blockchains [54] [55].

a) Public Blockchain: A public blockchain is an open and

transparent network, which implies that anyone can join and make

transactions as well as participate in the consensus process. Also

referred to as permissionless blockchain, it functions in a completely

distributed and decentralized way. The permissionless blockchain

makes it possible for anyone to maintain a copy of the blockchain and

engage in the validation process of new blocks. Typically, this type

of blockchain is adopted by cryptocurrency cases, such as Bitcoin

and Ethereum. A permissionless blockchain is typically designed to

accommodate a large number of anonymous nodes, so minimizing

potential malicious activities is essential. Due to the anonymous

participating process, it requires some kind of “proofs” to show its

validity of new blocks before publishing them in a public blockchain.

For example, a proof could be solving the computationally intensive

puzzle or staking one’s cryptocurrency. Public blockchain normally

requires some kind of incentive to reward the peer nodes who attempt

to publish new blocks onto the blockchain (e.g., attaching a processing

fee on each submitted transaction). Public blockchain can prevent

itself from being compromised by the incentive mechanism, as it

would be too costly to manipulate the contents because thousands

of other peers are engaged in the same decentralization consensus to

validate the transactions.

5
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Fig. 3. Overview of blockchain. Blocks are linked in a inverse manner to its previous block, and each block contains a block header (e.g., metadata information)
and a block body (e.g., transactions). The Markle tree root of transactions will be stored in block header.

b) Private Blockchain: A private blockchain, on the other hand,

is an invitation-only network managed by a central authority2. All

participants in this blockchain must be permissioned by a validation

mechanism to publish or issue transactions. This implies that any

node joining a private blockchain is a known and authorized member

of a single organization. Typically, a private blockchain is suitable for

a single enterprise solution and is used as a distributed synchronized

database designed to track information transfers between different

departments or individuals. In particular, private blockchain does not

need the incentive mechanism (e.g., currencies or tokens) to work,

so the transaction processing fee is typically not needed. Note that

the blocks in a private blockchain can be published and agreed on

by delegated nodes within the network, hence, its tamper-resistance

may not be as effective as the public blockchain.

c) Consortium Blockchain: Consortium blockchain, also known

as the federated blockchain, is similar to the settings on a private

blockchain, meaning consortium blockchain requires permission to

access the blockchain network. Typically, consortium networks cover

multiple organizations and help to maintain transparency among the

involved parties. A consortium blockchain is used as an auditable

and reliably synchronized distributed database, which keeps track

of information exchanges occurring between the participating con-

sortium members. Similar to the private blockchain, the consortium

blockchain typically also has no transaction processing fees or

computational expenses for publishing a new block. The consortium

blockchain is very prevalent in large-scale industrial IoT systems, in

contrast to the public and private blockchains [56].

Based on the above discussion, Table I shows a comparison of

different types of blockchains. Due to the privacy and security of

industrial processes, the industrial IoT typically adopts either private

blockchain or consortium blockchain.

B. Blockchain Benefits

Blockchain has several unique features, such as decentralization

and immutability, all of which can be highly beneficial to industrial

IoT applications. We briefly present these key properties [57] [58].

a) Decentralization: In centralized infrastructures, data ex-

changes (e.g., in the form of transactions) are validated and authorized

by a trusted third party. Using a third party may incur a much higher

maintenance cost on a centralized server and appear as a bottleneck to

2This central authority does not participate in blockchain construction, and
it mainly provides the identification-related services.

improve the performance. The decentralized nature of blockchain does

not rely on any centralized control entity (e.g., server) for transaction

handling and processing. Blockchain participating nodes follow the

specified consensus protocols to validate and confirm transactions in

a reliable and incorruptible manner, instead of relying on a central

authority or third party to verify the transactions. This exceptional

property offers some promising benefits, for example, eliminating

a single point of failure, saving operational costs, and enhancing

trustworthiness.

b) Immutability: The blockchain consists of a chronologically-

linked chain structure of blocks in which each link is essentially

an inverse hash pointing to its immediately previous block, secured

by the cryptographic hash operations. Particularly, the cryptographic

hashing process of a new block always contains the metadata of the

hash value of the previous block, which makes the chain unalterable.

All new blocks on the blockchain are agreed upon by peer nodes via a

specified decentralized consensus protocol, which makes blockchain

censorship-resistant and nearly impossible to be tampered with. Any

modification on a block invalidates all its subsequently generated

blocks. Additionally, all previously recorded data in blockchain are

permanently immutable. For example, an attacker would have to

compromise a majority of the participating nodes of a blockchain

network to alter any previous records. Otherwise, any modification

on a blockchain is easily detected.

c) Auditability and traceability: All peers in the blockchain

network hold one exact copy of the chained-blocks data and can thus

access and verify all timestamped transaction records. The blockchain

data is essentially transparent and open to every authenticated user

who can access and verify the committed transactions in a blockchain

network. In other words, the same copy of records on blockchain

spreads across a large network for public or authorized user ver-

ification. Such transparency helps to preserve the integrity of the

blockchain-based systems by reducing the risk of unauthorized data

alternations.

This transparency enables peers to look up and verify trans-

actions involving specific blockchain addresses. As described in

Section III-A, it may involve different identification mechanisms

(e.g., memberships) for different types of blockchains (e.g., public

vs. private blockchains). For example, a public blockchain offers a

privacy-preserving mechanism by pseudo-anonymity technologies, in

which a record of a blockchain address cannot be traced back to its

real owner. Typically, the industrial IoT may favor the use of either

private blockchain or consortium blockchain, thus, it must provide
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TABLE I. COMPARISON OF PUBLIC, PRIVATE AND CONSORTIUM BLOCKCHAINS

Public Blockchain Private Blockchain Consortium Blockchain

Participationship All nodes Single organization Selected nodes in multiple organization

Identity Pseudo-anonymous Approved participants Approved participants

Acess Public read/write Can be restricted Can be restricted

Immutability Yes Partial Partial

Permissionless Yes No No

Transaction Processing Speed Slow Fast Fast

Application Scales Large Small Medium

the traceability to verify the validity of transactions. Each transaction

attaches with a timestamp field to record when the transaction occurs.

Thus, after analyzing the blockchain data with the corresponding

timestamps, users can easily verify and trace the origins of historical

data items.

d) Security and privacy: Blockchain technology also offers a

degree of security and privacy. The key component of security in

the blockchain is the use of private and public keys. Blockchain

systems typically adopt an asymmetric key cryptography to secure

transactions among participating members. These keys are generated

randomly with a string of numbers (e.g., as a random seed) so that

it is mathematically impossible for an entity to guess the private

keys of other users from the corresponding public key; on the

other hand, the reverse process is trivial (e.g., generating a public

key from the private key). This process protects blockchain against

potential attacks and reduces data leakage concerns, thus improving

blockchain security. Typically, privacy is provided by the clauses in

smart contracts, which give the data provenance rights to users. This

ability enables data owners to manage the disclosure of their data on

to the blockchain. Particularly, by setting the access rules on self-

executing smart contracts, blockchain ensures data privacy and data

ownership of individuals. Malicious accesses can be easily identified

and removed by user identity capability and authorization of smart

contracts.

e) Fault tolerance: All blockchain peers contain identical repli-

cated information of the ledger records. Any faults that occur in a

blockchain network can be identified through the deployed decentral-

ized consensus protocol, and data loss can be mitigated and recovered

by using the replicas stored in the blockchain peers. Thus, it provides

a certain level of fault tolerance [59].

C. Blockchain Challenges

Although blockchain offers some unique promises for providing

services, this technology holds several critical challenges in its

development with regard to scalability, storage, privacy, and security.

1) Scalability: Almost all existing blockchain consensus protocols,

both in public and private blockchains, require each participating

node to hold an exact copy of all the transactions recorded in the

blockchain. This inheritable feature provides a certain degree of

decentralization, security, and fault tolerance, however, it comes at

a cost to the scalability. Each full node is required to host a full copy

of the blockchain. Typically, as blockchain continues to grow, the

storage requirements also keep growing; furthermore, depending on

the consensus algorithm being used, the requirements on bandwidth

and computational power also grow. Scaling the blockchain has been

an active research area [60] (e.g., increased block size [61] and shard-

ing [62]). More promising solutions involve moving processing and

storage load to the off-chain [63] [64], limiting the scope of consensus

over different parts of a blockchain network, or developing inter-

blockchain communications [65] for connecting multiple blockchains.

Due to their high performance and accuracy requirements in

processing transactions, scaling blockchain remains a major issue in

its applications (e.g., in digital finance and beyond). In industrial IoT,

where a much higher volume of data transactions generates (e.g., data

creation or transfer), the issues on low throughput and scalability are

exacerbated.

2) Storage: The storage poses yet another critical challenge in

blockchain applications. The storage issue is interconnected with the

scalability issue. Although only the full nodes (the nodes that can fully

validate transactions and blocks) are required to store the full chain,

the storage requirements are still significant on these full nodes. As

the size of the chain grows, nodes require more and more resources,

thus decreasing the system’s capacity scale. Consequently, an extra-

large chain has some negative effects on the system performance,

such as increasing synchronization time for new users. Some research

works have been proposed to deal with storage issues, such as

BigChainDB [66] and Inter-Planetary File System (IPFS) [67]. For

example, IPFS is a protocol designed to store decentralized and

shared files to make the web safer, faster, and more open with a

P2P distributed file system. IPFS aims to increase the efficiency of

web services while removing duplication and tracking version history

for each file.

In industrial IoT scenarios, the devices can generate a huge amount

of data in a very short period, and both the data hash and the data itself

need to be stored. When the chain grows over time, all participating

nodes will need larger storage and higher bandwidth to keep up-to-

date with the transactions added to the ledger, which may result in

an increase of expensive hardware (e.g., storage disks).

3) Privacy: Protecting the privacy of users and their data records

on a blockchain is a challenging task. In a basic implementation

(e.g., public blockchain), data on the ledger is open to the public

for verification by all miners. For example, blockchain applications

in public networks (i.e., Bitcoin) have stored transactions associated

with generated blockchain addresses, and all transaction records are

visible to all participants of the Bitcoin network. But this also implies

that any sensitive data is inherently non-private. If confidentiality is

necessary for some applications, it will be required to either host

a blockchain system that can be accessed only by trusted entities

or to apply advanced cryptographic primitives. However, the latter

option would require all miners to verify the correctness of encrypted

transactions (e.g., multi-party computation and functional encryption).

Still, the use of complex cryptography would limit the auditability and

thus the ability to have meaningful shared governance.

Privacy in a private or consortium blockchain can be tackled

differently, because by definition they must provide authentication and

authorization mechanisms for all participating nodes. However, even

inside a private blockchain, participants might also want to preserve

the privacy of their data according to different levels of privacy.

4) Security: Due to the inherent nature of decentralization,

blockchain could be vulnerable to many security threats, such as
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the 51% attacks [68]. In a 51% attack, the coordinated malicious

users, by a majority (or often even a large majority) of the par-

ticipating nodes, can reorder, remove, and change transactions from

the ledger. Blockchain applications must provide a proper incentive

mechanism to keep the participating nodes working honestly. In

addition, blockchain is also vulnerable to some traditional network

attacks, such as Denial of Service (DoS) or partitioning attacks [69].

These attacks may be aimed at lowering the number of participating

nodes or fracturing network nodes to prevent the consensus protocol,

thus lowering the bar for 51% attacks or creating some inconsistent

states.

Additionally, smart contracts often exploit some loopholes. For

example, an adversary exploiting the shortcoming of a smart contract

was seen in the DAO attack3 [70] [71]. Thus, when developing

security standards, it is critical to script smart contracts in such a

way that no loopholes exist that may compromise the security of the

devices in IIoT networks.

IV. INTEGRATION OF BLOCKCHAIN AND IIOT

Blockchain establishes on a decentralized network (e.g., P2P

network) that reduces the cost of installation and maintenance in

centralized infrastructures (e.g., data centers), and reduces the cost

of networking equipment by distributing computational and storage

requirements among all devices. In general, the decentralized commu-

nication model eliminates the issue of the single point of failure in a

traditional centralized network. Moreover, the decentralized model

has been adopted in many decentralized industrial infrastructures.

By integrating tamper-resistant ledgers [57], the decentralized model

can achieve many features desired to the IIoT networks, such as

reliability and interoperability. However, it is a challenging task

to apply the existing blockchain technologies directly in resource-

constrained industrial IoT networks.

This section discusses the integration of blockchain and industrial

IoT, including the motivation, the basics on blockchain-enabled IIoT

platforms, and some fundamental blockchain-enabled technologies.

A. Motivation

The blockchain shows great potential in overcoming the interoper-

ability issues in IIoT. According to the International Data Corporation,

up to 20% of IoT deployments will offer blockchain-enabled services,

and more than 10% of global GDP will be related to the blockchain-

enabled systems by 2027 [72].

1) Blockchain will Revolutionize IIoT: In industry, the inexpensive

concept of blockchain-based data-keeping and accounting will initiate

various innovative technologies that will encourage enterprises to

create their tamper-resistant ledgers and accounting systems. This

will potentially revolutionize the respective industries in general.

Most existing IIoT solutions are based on a centralized server-

client model that is connected via the Internet to cloud servers.

While these solutions are sufficient for today’s applications, with the

advancement and extension of IIoT networks, tremendous demands

will come for new solutions and platforms that make networks

more decentralized [73]. The development of large-scale decentralized

networks (e.g., P2P networks) is one of those potential solutions.

Generally, blockchain can offer a safer and more reliable option for

enterprises and individuals to ensure trustworthiness and immutability

among the participants. For example, blockchain allows collaborative

companies to reliably maintain and record shipping records across

multiple entities in a supply chain. The blockchain can improve the

interoperability in logistics by allowing supply change to operate more

efficiently and more reliably.

3DAO is short for “Distributed Autonomous Organization”.

In industrial applications, such as an industrial control system

(ICS), trustworthiness is a major challenge [47]. The nature of

trustworthiness in blockchain can offer ICS a much safer environment,

in which blockchain establishes a broad range of cybersecurity

opportunities that would affect entire industrial systems. For instance,

blockchain can ensure the entire industrial system secure and irre-

versible. Typically, IIoT is an extensive network that integrates a

huge number of devices, so IIoT faces various vulnerabilities and

attacks. As the number of new devices connected to IIoT increases,

the vulnerabilities will increase exponentially because each device

cannot be guaranteed to function securely and honestly. To speed up

processing performance, such as for applications requiring a real-

time response, many IIoT platforms adopt lightweight solutions;

for example, solutions that do not involve robust crypto-primitives

to guarantee security. However, some cryptographic algorithms or

primitives (e.g., SHA1) have a limited lifetime before they break,

which means the current secure algorithms can get compromised if

the hackers adopt and learn more advanced hacking technologies [74].

Thus, we need technologies (e.g., fault-tolerant technology) to ensure

that even if parts of a system were compromised, the overall system

would remain safe and secure. These technologies can be well

complemented by blockchain technologies.

Blockchain will revolutionize the IIoT technologies. On one hand,

in IIoT, the decentralized nature of blockchain technology will play a

key role between two untrusted devices to keep devices information

about their interactions, state, and digest of exchanged data. On the

other hand, blockchain can significantly reduce the risks that the users

are currently facing, and save the cost of business processes.

2) How Blockchain Supports Industry 4.0: As a new technology,

the blockchain introduces new features to both industrial IoT and

Industry 4.0. The communication, interaction, and commodity ex-

changes among the industrial sectors are built on trustworthiness.

With more collaboration occurring among industries, a transparent,

democratic, decentralized, efficient, and secure architecture is needed

to create a trustworthy environment. Although Internet communica-

tion was possible decades ago, it still could not provide a built-

in trust that is highly expected for business communications. The

advent of blockchain allows people to conduct trade with anyone, even

without a prior relationship or trusted third party, which undoubtedly

refines the entire structure of business models in industries. Depend-

ing on different use cases, blockchain can establish various hybrid

models, for example, private blockchain, public blockchain, or feder-

ated/consortium blockchain. Typically, the industrial use cases employ

either private or consortium blockchains, which require permission to

access these data and networks.

The impact of blockchain on industrial IoT and Industry 4.0

will be enormous. With blockchain technology, uncertainty will be

eliminated, and transparency will be instilled among industrial sectors.

For instance, many industrial sectors face problems in managing

multiple vendors in a horizontal supply chain system, where each

vendor has its own individual policy and architecture. This issue

creates a communication barrier between different industrial sectors.

With blockchain, even without a central authority, each industrial

sector can independently track, monitor, and validate other sectors’

activities. From the raw materials to the completion of the product

life-cycle, the whole cycle is not only open to the stakeholders of

the industry but also to other collaborators. For each participant

involved in the product development life-cycle, blockchain offers

vertical networking for smart production systems. Fig. 4 shows that

blockchain and industrial IoT suit each other in several aspects. This

suitability makes blockchain a serious contender for becoming a

member of industrial IoT and Industry 4.0.

Blockchain provides a new platform for the digital information
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Fig. 4. Common features between Industry 4.0 and blockchain.

transformation of current industries to adapt to Industry 4.0. It offers

some unique features to current industrial architectures, and makes

them more acceptable and dynamic. The left side of Fig. 4 shows

the needs of industry, in which autonomy, CPS, P2P communication,

and other latest technologies are the necessities to build an illusion

of modern industry. The right side of this figure represents the

characteristics that blockchain can provide, such as scalability, trans-

parency, decentralization, and secure communication. These unique

characteristics are capable to fulfill the requirements of Industry 4.0.

3) Blockchain Platforms for IIoT: Typically, in an industrial use

case, the blockchain platform plays a critical role in delivering

connected operations and assets, as well as enabling some unique

properties, including connectivity, big data analysis, and application

development. Most existing industrial facilities, such as micro-grids,

smart-grid IoT, or vehicular ad hoc networks (VANETs), are unable

to connect to the IIoT with their built-in intelligence, thus, various

interfaces are required to communicate with IIoT. Most, if not all,

current blockchain technologies in IIoT applications focus on the de-

sign of the application layers; these underlying networks are typically

abstracted to be a P2P connection without physical restrictions on

network topologies, devices, and communication bandwidth.

In the IIoT domain, smart IoT devices can utilize the existing

crypto-currencies-related techniques (e.g., gas in Ethereum) as an in-

centive scheme to record and exchange transactional activities within

the network. For example, the Ethereum Virtual Machine (EVM) [75]

platforms are extensively used in IoT; these platforms have built-in

smart contract functionality and flexible consensus strategy, where

the specified smart contract provides down-compatibility to the IIoT

applications. The Hyperledger series (e.g., Hyperledger Fabric [76]) is

another popular open-source blockchain platform developed by IBM;

this platform offers distributed industrial components with consensus

and membership strategies, and can well support by the IBM Watson

IoT platform. The Hyperledger has great potentials to speed up the

IIoT applications [77]. Additionally, blockchain can provide a service

layer [76] [78] [79] when integrating with typical IoT architectures.

For instance, Enigma, which is a blockchain-based on P2P network

for decentralized personal data management, can serve as a service

layer to the underlying applications [80] [81].

More blockchain platforms are being developed (e.g., Multi-

chain [77], Litecoin [82], Quorum [83], and SMChain [84]), which

provide IIoT applications with some new features, such as traceability

and trustworthiness. The performance of these blockchain platforms

can be measured using various metrics, such as energy consumption,

CPU utilization, memory utilization, the size of the block, and so on.

In addition to the traditional chain structure, a specific platform called

IOTA [85] aims at providing blockchain-like solutions specifically for

IoT networks. IOTA is developed based on the technology, “Tangle,”

which is designed with no chains, no blocks, and no fees. Instead

of using the chain structure, Tangle inherits the anti-tampering,

decentralized blockchain ledger using a directed acyclic graph (DAG)

structure. The key idea is that transactions are IOTA’s only storage

units, and each transaction need to confirm two more transactions

that were previously published. This mechanism is much similar to

the PoW scheme, which requires the participating nodes to contribute

to the Tangle’s construction.

With more mature technologies on both blockchain and IIoT ap-

plications, more and more sophisticated and professional blockchain-

based IIoT platforms will emerge to fit these specific application

domains.

B. The Architecture of Integration

This section discusses the potential architectures that can be used

to integrate blockchain into IIoT platforms. Then we discuss the main

features of blockchain-enabled IoT.

In general, the blockchain nodes in an industrial scenario can

be roughly classified into two types: full nodes and lightweight

nodes [86]. The full nodes typically require downloading and check-

ing all blocks and transactions in the chain, and these nodes can serve

as mining nodes and can create blocks for blockchain. In contrast, the

lightweight nodes typically have limited resources; they can store and

process only a small amount of data for blockchain. The lightweight

nodes (e.g., smart devices or sensors) generate new transactions (not

blocks) that are propagated between the full nodes and eventually

add the newly generated blocks via a consensus process into the

blockchain.

1) System Architecture: Integrating blockchain into IIoT platforms

can enable the automic communication of the devices, which might be

untrusted ones, in a distributed and verifiable manner. Section II-C

presents a traditional cloud-based IIoT platform; while integrating

blockchain into the IIoT platform, the blockchain layer can be

considered as a middleware between the communication layer and

the industrial applications. Blockchain as a middleware offers some

advantages: 1) providing abstraction from lower layers of IIoT plat-

forms, and 2) providing users with the blockchain-based services [87].

The blockchain middleware typically organizes as a composite layer,

which has the potential to hide the heterogeneity of lower layers

(e.g., the communication technologies of IIoT platforms [88] [89]).

In particular, to support various industrial applications, the blockchain

middleware layer offers various blockchain-based services that typi-

cally are implemented as Application Programming Interfaces (APIs).

Fig. 5 shows an overview of the integration of blockchain into an

IIoT platform. Specially, the blockchain middleware layer consists of

five sub-layers [90]. Note that different IIoT applications may have

different system architectures for these integrations. Here we provide

a generic platform for the integration of blockchain into industrial

platforms.

a) Blockchain Data Layer: This layer focuses on data collection

and processing schemes. The blockchain data layer collects IIoT data

from the lower layers (e.g., the perception layer) and performs certain

basic data processing operations, such as encrypting data with digital

signature via asymmetric cryptographic algorithms and hash func-

tions. For instance, after the distributed validation on the consensus

nodes, these consecutively connected data blocks are used to construct
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Fig. 5. An overview of blockchain-enabled IIoT infrastructure.

the blockchain. Different blockchain platforms may choose distinct

cryptographic algorithms and hash functions to construct these blocks,

which are then sent to the network layer for propagation. Data block,

chain structure, Merkle tree, hash function, cryptographic algorithms,

and digital signature are the major components for this layer [90].

b) Blockchain Network Layer: This layer mainly provides the

required network services. The blockchain network layer is essentially

a decentralized overlay network (e.g., P2P network) running on top

of the communication layer [91]. The overlay network links the

participating nodes together, either virtually or physically, based on its

underlying communication network (e.g., wired / wireless). This layer

typically records all data in a decentralized and private manner. For

instance, a node may simply broadcast the transaction blocks to its

connected peers; once receiving these blocks, other peers are required

to verify the validity of received blocks locally. Only the valid blocks

can be further propagated to other nodes over the overlay network.

Propagation protocol, overlay routing, and verification mechanism are

the major components in this layer.

c) Blockchain Consensus Layer: This layer mainly provides a

consensus service to get an agreement on blocks among the distributed

and decentralized participating nodes. The blockchain consensus layer

basically involves a specified distributed and decentralized consensus

protocol to build the trustworthiness of blockchain [90]. The consen-

sus layer can use various consensus protocols, such as PoW, PoS,

BFT-related protocols (see Section IV-D for details), to establish an

agreement. It is worth mentioning that the block propagation mech-

anism (e.g., P2P relay network propagation or gossip protocol [92])

is the prerequisite for a distributed consensus protocol. Typically, for

industrial use cases, the consensus protocols focus on the BFT-related

consensus protocols to achieve an instantaneous agreement on data

records and instant finality on data blocks.

d) Blockchain Incentive Layer: This layer typically is an op-

tional layer, which provides a reward or incentive mechanism to

the participating nodes for these efforts on consensus processes. The

blockchain incentive layer is responsible for incentive-related tasks,

e.g., designing a fair reward mechanism, issuing and distributing dig-

ital currency or tokens, and handling transaction costs. In particular,

it is critical to design an appropriate and fair incentive mechanism

for distributing the rewards to the participants who contribute to

the distributed consensus. This is extremely important, especially for

consortium blockchains, in which multiple organizations collectively

build a blockchain and they all need to get a fair-share of the reward.

Currency issues and distribution mechanisms, reward mechanisms,

and transaction costs are the major components in this layer.

e) Blockchain Service Layer: This layer provides system in-

terfaces between the components of the IIoT platform and the

blockchain. The blockchain service layer provides clients with

blockchain-based services for various industrial sectors, including

manufacturing, logistics, supply chains, food industries, and utilities.

The blockchain can be applied through smart contracts as a service

(or the term “BaaS”). These smart contracts specify the rules around

an agreement that lets blockchain participants exchange information,

resources, and shares in a conflict-free way, while avoiding a middle-

man’s service (e.g., a third verification party). These smart contracts

can be activated when a special event, defined by smart contracts,

occurs.

It is worth mentioning that the blockchain network layer that is

developed on top of the communication layer is an abstraction of

underneath communication network. It can offer universal network

access across multiple distinct industrial networks.

The realistic deployments of the integration of blockchain and IIoT

platforms are of great importance. Due to the feature of resource

constraints on lightweight nodes, storing the whole blockchain at

these nodes is impossible. An IIoT network consists primarily of

lightweight nodes (e.g., smart sensors, RFID readers, smart meters)

and a small amount of powerful full nodes (e.g., data analysis

servers, edge computing servers). In practice, a full node (alternatively

called consensus node) can be a cloud server or an edge server

with adequate computing resources, having a large storage space

to save the entire blockchain. In IIoT, the lightweight nodes can

connect peers running as full nodes to send and receive transactions.

And these lightweight nodes can store only minimal blockchain

information (e.g., the latest block information) but can send output

requests, via messages, encoded in the deployed application protocols.
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Fig. 6. Lightweight node data retrieval from multiple full nodes.

Then, the full node sends back a response that can be verified by a

lightweight node by only checking its token (e.g., data and states). If

passed, the lightweight node proceeds to construct the transactions;

otherwise, the lightweight node returns an invalid response with

modified output. Fig. 6 shows a possible deployment scenario of this

integration, in which the full nodes (cloud server and edge server)

store the whole/partial blockchain, while industrial devices store only

the partial blockchain data.

It is worth mentioning that the lightweight nodes highly rely on the

connection to the full nodes. In an IIoT environment, a lightweight

node can establish connections with multiple untrusted full nodes to

support output retrieval, proof generations, updates to the structure,

and conflict resolution. In reality, there may be several possible ways

to integrate IIoT and blockchain. More sophisticated mechanisms

need to be built in order to improve the protection between different

protocols in different industrial sectors.

2) Opportunities of Integrating Blockchain with IoT: As discussed

in Section II-D, industrial IoT systems are facing many challenges,

such as heterogeneity, poor interoperability, and resource constraints

on devices. Blockchain technologies can complement the current IIoT

platforms to resolve these challenges. Integrating blockchain into IIoT

platforms provides several potential advantages over traditional IIoT

platforms.

a) Enhanced Interoperability: Interoperability is a big challenge

in many IIoT applications. In most existing IIoT platforms, interop-

erability is managed at the application level, where the operators are

demanded to be proficient in various (or even completely different)

operations. Moreover, a huge amount of data will be generated from

interconnected facilities of different IIoT applications, requiring a

high degree of interoperability. Most existing Operational Technology

(OT) systems typically operate in separate states, which unavoidably

increases the running cost and complexity of the practical IIoT

deployments. It is always a challenging task to bridge the gaps of

the shared data between smart facilities from various manufacturers

(or even within an organization).

By transforming and storing data records into a shared blockchain,

blockchain can potentially improve the interoperability of IIoT plat-

forms. This process will seamlessly establish the connections between

assets and information operating in different data protocols. For

example, industrial sensor measured data can be translated into

commonly used JSON or XML formats [93]. During this procedure,

heterogeneous IIoT data types are converted, processed, extracted,

compressed, and finally stored into a blockchain. Besides, the in-

teroperability exhibits in readily passing through various types of

fragmented sub-networks since blockchains are established on top of

Fig. 7. Interoperability of blockchain-enabled IIoT architecture.

the decentralized overlay network which supports universal Internet

access.

On the other hand, interoperability in IIoT scenarios also refers to

the process of data exchanges between different entities, for example,

multiple companies following the same standard. In this scenario, the

interoperability then refers to the ability of different IIoT platforms

and applications to communicate, collaborate, exchange data, and use

the exchanged information [94]. It can potentially reduce the dupli-

cated information and improve system efficiency, which is essential

to reducing the production cost. As shown in Fig. 7, the blockchain-

enabled IIoT platforms authenticate the authorized users directly

retrieve the data from the platform, in which a user can authorize

the data sharing process between two distinct platforms (e.g., using a

built-in smart contract) without resorting to a formal business relation-

ship. To obtain interoperability, the blockchain-enabled IIoT platforms

must store some public information of the corresponding counterparts,

such as authorization rules, user-associated public keys, and data

access audit logs. This can significantly improve the interoperability

in IIoT applications.

b) Improved Security: Blockchain can provide safety-enhancing

solutions through important security features, such as confidentiality

and availability that are inherent in the blockchain. It will secure the

IIoT data, as all valid records are stored as blockchain transactions

that are encrypted and digitally signed by some crypto-primitives

(e.g., elliptic curve digital signatures [95]). This process ensures

that all interactions with the IIoT platform remain confidential under

blockchain-enabled signatures. In addition, with the decentralization

feature inherent in blockchain, data is replicated across all network

members without single failure bottlenecks, thus promising to provide

enhanced availability. Combined with traditional cloud-based IIoT

architectures, the resourceful cloud can provide off-chain storage

solutions to support data availability of the on-chain storage mech-

anisms; even then, the IIoT network is interrupted due to external

attacks. Moreover, implementing the blockchain on the cloud-based

IIoT platforms may enhance the security of the blockchain system

itself. For example, clouds can use their available and powerful

network security tools to maintain and preserve blockchain software

(i.e., mining mechanism), against potential threats.
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The blockchain offers a secure, immutable, and trustworthy plat-

form, which can tolerate a sufficiently large network even with

untrusted peers. The privacy of the blockchain-enabled IIoT platforms

can also be enhanced by data ownership, data transparency and

audibility, and fine-grained access controls.

c) Greater Transparency: Blockchain technology enhances the

transparency of data exchange and transactional data exchange. As

a distributed and decentralized ledger, all participants in the network

share the same information in their individual copies, which can only

be updated via consensus protocols. Additionally, these updates must

be agreed upon by every participant. Any modifications on a single

transaction would require the alteration of all subsequent records and

potentially require collusion over the entire network [96]. The data

on the blockchain is available and accessible for all authenticated

participants, and is more accurate, consistent, and transparent than

traditional IIoT platforms (e.g., without blockchain).

d) Improved Traceability: The blockchain provides the possibili-

ties to solve important glitches in traceability challenges that occur on

traditional IIoT platforms. Due to the heterogeneity of IIoT devices

and the complexity of interactions between the information providers,

it is quite challenging to accurately track and link information to the

content without any biases between different providers. Traceability

is very important in the verification of industrial transactions among

different industrial sectors. Typically, blockchain data is required to

be identified and verified anywhere and anytime. All transactions

stored in blockchain should be traceable. For example, Lu et al. [97]

creates a blockchain-based platform for product traceability, which

offers traceable services to both suppliers and retailers. Tractability

makes it possible to inspect and verify the quality and originality of

the goods at any stage of a product life cycle. Moreover, the feature

of immutability assures the reliability of data because it is nearly

impossible to modify or falsify any transactions that are already stored

in the blockchain.

e) Improved Corporation: Integrating blockchain into a tradi-

tional cloud-based IIoT platforms, particularly with multi-clouds sce-

narios, is a promising research topic. Integrating blockchain enables

boundlessly corporate cloud service providers with IIoT users, with-

out the requirement of a central authority. The IIoT data is securely

transmitted under blockchain management, even in an untrusted

environment. User anonymity can also be ensured, as blockchain

can hide users’ sensitive information (e.g., via pseudo-anonymous

identity) to avoid potential data leakage issues. Especially, the use of

smart contracts in blockchain allows for a secure data sharing process

in cooperative cloud-based IIoT networks by offering automatic user

authentication and data access capabilities without trusting any third

parties. It potentially improves the corporation in cloud-based IIoT,

paving the way to feature large-scale IIoT applications.

f) Autonomic Interaction: Via smart contracts, blockchain can

grant automatic communication between IIoT devices or subsystems.

For example, Distributed Autonomous Corporations (DACs) aim to

provide automated transaction services in which traditional roles,

like governments or companies, are not involved with the transac-

tions [98]. As they are implemented by smart contracts, DACs can

work automatically without human intervention, consequently saving

on operational costs.

g) Reduced System Complexity: Integrating blockchain with

cloud-based IIoT platforms can significantly reduce the complexity

of system implementations. This integration is known as Blockchain-

as-a-Service (BaaS) [99], where all established blockchain platforms

are available to set up and run blockchain for industrial applications

without worrying about the underlying hardware technologies and

infrastructures [100]. In addition, blockchain platforms can be run

online using cloud infrastructures, which aims to reduce resource

overheads for running blockchain in resource constraints IIoT devices.

The integration of blockchain and cloud-based IIoT opens up numer-

ous opportunities, with simple and cheap applications, for accelerating

large-scale industrial IoT deployments.

C. Identification and Data Structure

In recent years, both the blockchain and IIoT technologies have

gained great attention in many industrial applications, including

supply chains, logistics, manufacturing, and smart grids. This section

discusses some key components in blockchain-enabled IIoT plat-

forms.

1) Identification and Tracking Technologies: In IIoT, devices are

not isolated and typically have relationships with other devices.

Additionally, their ownerships are subject to change. Identity man-

agement involves the processes related to both authentication and

authorization, and prevents any malicious use without the access

privileges. Classic authentication schemes, such as user ID and

password combinations, often do not work well in IIoT scenarios

because users are not actively involved and devices automatically au-

thenticate themselves using tokens or security certificate mechanisms.

Certain security mechanisms should have been put in place on the

implementation of IIoT to prevent the abuse of identities. There are

also many identification management platforms (e.g., OAuth [101])

providing an open authorization framework. The common issue with

the conventional identity management approaches, however, is the

lack of assured trust and reliance on approving authorities from the

trusted third parties. Also, interoperability is an ongoing challenge

in the presence of multiple protocol options, cross-platform architec-

tures, and variations in semantics and conformance [8].

A blockchain-enabled IIoT platform requires the identification

information to be provided to every device; this information is used

to identify all transactions a device published. There is a lot of

research on managing the identities of large-scale connected devices

in a decentralized IoT platform. For example, Axon et al. [102]

highlights the potential benefits of the PKI without single points

of failure by using blockchain, which demonstrates variable levels

of privacy-awareness that can be achieved without blockchain-based

PKI. In a private blockchain, the peers also need to be authorized

before entering a blockchain network. For example, Hyperledger

Fabric provides identity management to implement the enrollment

and transaction certificates [76].

In general, identification technologies are critical in providing

authentication, authorization, and access control services in any kind

of IIoT platform. Several key technologies also exist that together

manage and track identifications [103]: 1) device identification in

IIoT platform, which includes the pseudo-identity generation for IIoT

devices, users, and services using public-key-based pseudo identities

generation; 2) communication technologies, in which the machine-to-

machine communication is the mainstream; 3) networks technologies,

which include 5G, mobile networks, and industrial sensor networks.

Blockchain provides a shared and immutable ledger, which every

authenticated user can access and use to track the recorded transac-

tions [104]. This ledger potentially enhances the data’s trackability

among IIoT platforms. Every individual node has an exact copy of

transactions in the form of the block, thus, the track becomes much

easier. While considering privacy, the trackability focuses mostly on

the verification process of transactions, which is used to verify if a

transaction is indeed generated.

Blockchain-based identity and access management systems can

be leveraged to enhance IIoT security. These systems have already

been used to securely store information on provenance, identity,

credentials, and digital rights of things. Provided that the original
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TABLE II. DESCRIPTION OF A TRANSACTION

Field Description

From
The address of local metering device,

e.g., UUID of meters

To

The target gateway, either field gateway

or edge gateway, that the metering

measurement is sent to

Type What type of measurement, e.g, warning

Device

info
The information of metering device

One Time

PK

The device’s one-time public key used to

encrypt the message from device to gateway

so gateway can verify its integrity

and confidentiality

TimeStamp

Unix timestamp when a device is measured

its measurement (assuming all plants are)

synchronous locally. Also, a timestamp is

used to accept as valid if it is greater than

the timestamp from the previous data block

TX ID

To identify the order of measurement from

“from” to the same “to”. Each measurement

has a unique ID during its block epoch

Data Measured value from physical devices

Hash Type
Indicate what digest algorithm used, e.g.,

SHA-256, SHA-512

TX Hash The digest of the measured value

Sig Type Indicate what signature algorithm used

Signature The signature of the measurement

information entered is accurate, blockchain’s immutability can be

achieved. However, in some industrial applications, it is challenging to

ensure that the properties of physical assets, individuals (credentials),

resource uses (e.g., energy and bandwidth through IIoT devices), and

other relevant events are stored securely and reliably. Typically, this

can be handled relatively easy for most IIoT devices. For example,

a private blockchain can be used to store the cryptographic hash of

an individual device’s firmware. Such a system creates a permanent

record of a device’s configuration and state. Also, this record can be

used to verify that a given device is genuine and that its software and

settings have not been tampered with or breached. Only then is the

device allow to connect to other devices or services.

2) Transactions Across IIoT Nodes: In Section III-A, we briefly

discuss data block and distributed ledger, which are the major

components of a blockchain. This section discusses some add-on

elements (e.g., transactions) compared with traditional IIoT platforms

(without blockchain).

Block can be simply described as a source of information storage

for transactions. A block is thus a permanent store of transactions

and records; once successfully written, the block can not be altered or

removed. Typically, a block indicates the current set of transactions

being processed, and when the next block is generated and agreed

upon by the participating nodes, it becomes the latest one in the

blockchain. Each time a block is “completed”, it gives the way to

the next block in the blockchain. There is no limit on the number of

blocks being generated. Typically, a block consists of two key data

structures: transaction structure and data block information [30].

TABLE III. DESCRIPTION OF A DATA BLOCK

Field Description

Data Block Header

Hash Pre

Data Blk

Hash of previous data block. Each data blk

is inherited from its previous data block,

since it uses the previous block’s hash to

create the new block’s hash.

Block Hash
An identifier to identify a block,

which is a cryptographic hash.

Version

The block version number, with which the

system can upgrade the software and

specify a new version.

Merkle Root

of TXs

Merkle tree root, a data structure that

summarizes the transactions in the block.

No. of

TXs

Identify the number of transactions to be

included in block body.

Signature
The signature of the block, which is signed

by the creator of the block.

Timestamp Show the time when a new block created.

Data Block Body

No.

Shows the order of transactions in one data

block sequentially from 1 to N, where

N is the total number of TXs in this block.

TX ID Extracted from Transaction.

TX Data Extracted from Transaction.

TX Hash Extracted from Transaction.

a) Industrial Transactions: Transactions in cryptocurrencies

(e.g., UTXOs in Bitcoin [45]) are quite different from industrial

transactions, as they need to carry the industrial information on

their own transactions. In the following description, we use a smart

metering system as an example to outline the basic structure of an

industrial transaction, which can be generalized into other industrial

cases. Table II shows a conceptual structure of the transaction with

description.

b) Industrial Block: A block in our industrial blockchain is

called a “data block”. A data block is directly related to the transac-

tions, which come from physical resources and local networks. Each

data block consists of two parts: a block header and a block body.

The header contains metadata about its block. The body of the data

block contains the transactions. These transactions are hashed only

indirectly through the Merkle root. The description of each field of a

data block is as shown in Table III. Notice that most cryptocurrencies

(e.g., Bitcoin) store only the transactions’ hashes and the Merkle

tree root into the blockchain, while industrial cases need the whole

transaction to be stored in the data block for further analysis in

condition monitoring.

D. Consensus Classification in Blockchain

This section presents the state-of-the-art consensus protocols for

blockchain protocols in a general way [62]. These protocols can be

further adopted to blockchain-enabled IIoT platforms.

In general, the consensus protocols can be put in two categories

when being used in the blockchain: PoX and BFT. We know Proof-

of-Work (PoW) mechanism on Bitcoin [45] and Proof-of-Stake (PoS)

on Ethereum [105]. Technically speaking, PoW and PoS are not

the decent “consensus protocol”, whose mechanisms are used for
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determining the membership or the stake in a Sybil-attack-resistant

fashion. Due to historical reasons, (e.g., Bitcoin used PoW as a

“consensus” protocol to build a bitcoin blockchain), we literally

categorize them into consensus protocols. For example, in a hybrid

consensus (e.g., ByzCoin [106] and Hybrid Consensus [107]), the

decent consensus protocol (the algorithm for agreement on a shared

history) is separable from and orthogonal to the membership Sybil-

resistance scheme (e.g., PoW). Here, we use Proof-of-X (PoX) is used

to represent all alternatives of proof-of-something (including PoW and

PoS), and use BFT is used to represent Byzantine-based consensus

protocols. In industrial applications, both PoX and BFT work together

to achieve the consensus process.

1) PoX: Most PoX-based consensus protocols require that the

participating node has some efforts or resources in place to prove its

validity as a miner. We take PoW and PoS as examples to illustrate

the PoX mechanisms.

In blockchain, PoW is also called Nakamoto consensus, named

after its originator [108]. Nakamoto was proposed in 1992 for spam

Email protection. In PoW, the nodes that generate hashes are called

miners and the process is referred to as mining. When applying PoW

as a general consensus in blockchain, it is subject to various kinds of

attacks [45], such as forks, double-spending attacks, and 51% attacks.

These are the general problems in PoW consensus. However, when

implementing PoW into blockchain protocols, due to running PoW

locally, special care is required (e.g., selfish mining [109]). Selfish

mining allows colluding miners to generate more valid blocks than

their computing power would normally allow if they were following

the standard protocol. These valid blocks are typically generated

ahead of time, so that the colluding miners withhold blocks that

they have found, and then select a favorite one to maximize these

advantages (e.g., controlling one shard). Thus, applying PoW into

blockchain requires agreed epoch randomness for each epoch.

Compared to PoW, PoS protocols replace wasteful computations

with useful “work” derived from the alternative commonly accessible

resources. For example, participants of PoS vote on new blocks

weighted by their in-band investment, such as the amount of currency

held in the PPCoin blockchain [110]. In general, PoS has a candidate

pool which contains all qualified participants, called stakeholders

(e.g., the amount of stake is larger than a threshold value) [111] [112].

A common approach is to randomly elect a leader from the stake-

holders, which then appends a block to the blockchain. However,

in blockchain, PoS could be subject to grinding attacks [113], in

which a miner re-creates a block multiple times until it is likely that

the miner can create a second block shortly afterward. It should be

mentioned that PoS is not just one protocol, but instead a collection

of protocols. Many PoS alternatives exist, such as Algorand [114],

Ouroboros [105], Ouroboros Praos [112], Ethereum [115].

In addition to the main PoS protocol, other PoX-based alternatives

exist, which require miners to hold or prove the ownership of assets.

We list three alternatives: proof-of-deposit (PoD) [116], proof-of-burn

(PoB) [117] and proof-of-coin-age (PoCA) [118]. Readers are referred

to the corresponding papers for details about these alternatives.

2) BFT: Most practical blockchain systems use classic BFT con-

sensus protocols, for example, PBFT in industrial cases. In this

section, we focus on the potential BFT consensus protocols in

blockchains, or their novel compositions that can be tailored for

use as the consensus protocols in blockchains. Roughly speaking,

BFT protocols can be classified into two categories: leader-based

BFT and leaderless BFT. Most BFT protocols are leader-based, for

example, PBFT or BFT-SMaRt [119]; leaderless protocols include

SINTRA [120] and HoneyBadger [121].

Actual systems that implement PBFT or its variants are much

harder to find than systems that implement Paxos/VSR [122]. BFT-

SMaRt [123], launched around 2015, is a widely tested implementa-

tion of BFT consensus protocols. Similar to Paxos/VSR, Byzantine

consensus, such as PBFT and BFT-SMaRt, expects an eventually

synchronous network to make progress. Without this assumption,

only randomized protocols for Byzantine consensus are possible

(e.g., SINTRA, which relies on distributed cryptography [120] and

HoneyBadger [121], which can achieve eventual consensus on an

asynchronous network).

Still, many well-known blockchain projects use PBFT and BFT-

SMaRt protocols. For example, Hyperledger Fabric [76] and Tender-

mint Core [124] implement PBFT as their consensus protocols; Sym-

biont [125] and R3 Corda [126] use BFT-SMaRt as their consensus

protocols. We briefly discuss these two leader-based BFT consensus

protocols, which can be used as intra-shard consensus process.

a) PBFT: PBFT can tolerate up to 1/3 Byzantine faults. We

briefly describe its consensus procedures. One replica, the pri-

mary/leader replica, decides the order for clients’ requests and

forwards them to other replicas, the secondary replicas. All replicas

together then run a three-phase (pre-prepare/prepare/commit) agree-

ment protocol to agree on the order of requests. Each replica processes

every request and sends a response to the corresponding client. The

PBFT protocol has the important guarantee that safety is maintained

even during periods of timing violations; progress only depends on

the leader. On detecting that the leader replica is faulty through the

consensus procedure, the other replicas trigger a view-change protocol

to select a new leader. The leader-based protocol works very well

in practice and is suitable in blockchain, however, it is subject to

scalability issues.

b) BFT-SMaRt: BFT-SMaRt implements a BFT total-order mul-

ticast protocol for the replication layer of coordination service [119].

It assumes a similar system model to BFT SMR [127] [128]:

n ≥ 3f+1 replicas to tolerate f Byzantine faults, unbounded number

of faulty-prone clients, and eventual synchrony to ensure liveness.

Typically, the BFT-SMaRt consists of three key components: Total Or-

der Multicast [129], State Transfer [130], and Reconfiguration [131].

Refer to [129], [130], [131] for further details.

In addition to the above legacy leader-based BFT protocols and

the mentioned BFT protocols, several variants or newly invented al-

gorithms exist (e.g., Hotstuff [132], Tendermint [124], and Ouroboros-

BFT [133]). Refer to the corresponding references for details.

We now briefly discuss the leaderless BFT protocols. These types

of BFT protocols mainly target the asynchronous settings, which

are based on randomized atomic broadcast protocols. Unlike existing

weakly/partially synchronous protocols, in an asynchronous network,

messages are eventually delivered but no other timing assumption is

made. We take SINTRA [120] and HoneyBadger [121] as examples

to describe the leaderless BFT protocols.

c) SINTRA [120]: SINTRA refers to a Secure INtrusion-Tolerant

Replication Architecture for coordination among the large-scale par-

ticipating nodes in the asynchronous setting, which also is subject

to Byzantine faults. SINTRA presents a new asynchronous atomic

broadcast protocol [134], which includes a reduction mechanism to

simplify the atomic broadcast (ABC) protocol to a common subset

agreement (ACS), and this greatly improves the performance. By

utilizing the threshold crypto- primitives (e.g., threshold signature),

the security is further enhanced.

d) HoneyBadger [121]: HoneyBadgerBFT essentially follows

asynchronous secure computing with optimal resilience [135], which

uses reliable broadcast (RBC) and asynchronous binary Byzantine

agreement (ABA) to achieve ACS. HoneyBadger cherry-picks a

bandwidth-efficient, erasure-code RBC (AVID broadcast) [136] and

the most efficient ABC to realize. Specifically, HoneyBadger uses a

threshold signature to provide common coins for randomized ABA
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protocol, which achieves higher throughput by aggressively batching

client transactions.

Besides the above two leaderless BFT protocols, some other peer-

reviewed and non-peer-reviewed works exist, such as HotStuff [132]

and DBFT [137].

E. Smart Contracts on Blockchain

Nick Szabo introduced the concept of a smart contract in 1994,

defining a smart contract as “a computerized transaction protocol that

executes the terms of a contract” [138]. The interaction is mediated

by smart contracts in blockchain-enabled IIoT platforms, where smart

contracts can encode and drive the business logic processes. For an

IIoT platform, the smart contract can be implemented in a more

efficient and reliable decentralized manner. Within the blockchain

domain, smart contracts are the scripts stored and executed on

the blockchain. As smart contracts can reside on the chain, they

have a unique address to identify which contracts they target (e.g.,

different versions on one contract). In blockchain domains, smart

contracts perform the functionality by carrying out transactions in

a predetermined fashion, agreed upon by parties participating in the

contract.

The smart contract can help the participants in a blockchain

system exchange data, assets, and shares in a conflict-free way,

thus avoiding the middleman services [139]. Essentially, there are

several key components in a smart contract: parties, triggering events,

and regulations. A smart contract can be triggered by addressing a

transaction to it. It then executes automatically and independently in a

prescribed manner on each node of the blockchain network, according

to the data that was included in a triggering transaction. Triggering

events in a smart contract generally incurs an execution fee, as an

invocation itself is considered to be a valid transaction that will

show the intention to be recorded into a blockchain. Execution fees

incentivize peers to publish new blocks and mitigate the network’s

flooding attacks.

A blockchain that supports smart contracts enables a multi-step

process or interaction between the counterparties that might be

mutual. In general, the transacting entities must perform several tasks:

1) inspect the code and identify its outcomes before making the

decisions to participate with the contract; 2) ensure the execution,

since the code is already deployed on the network that neither of

them controls fully; and 3) verify the process, since all interactions

are digitally signed. The possibility of disagreement is eliminated

when all possible outcomes are accounted for, because the participants

cannot disagree over the final outcome of this verifiable process

in which they are engaged. Smart contracts typically operate as

autonomous and independent agents whose behaviors are completely

predictable, as they can be trusted to push forward any on-chain logic.

The smart contract can be used to perform a variety of functions

within a blockchain network. The following list shows several prac-

tical functions in IIoT networks.

1). Allowing the “multi-signature” transactions, where a transaction

is only carried out when a majority or a required percentage of

participants agree to sign it [140].

2). Enabling automated transactions triggered by some specific

events. This functionality can manifest itself in multiple ways, for

instance, transactions automatically sent over at fixed time intervals

(e.g., real-time requirements) or transactions sent in response to

other transactions (e.g., feedback loop control cases). This facili-

tates request-response style transactions for decentralized data access

within a blockchain-based system.

3). Allowing storage space for the application-specific information,

such as membership records, lists, or Boolean states.

With well-written and secure smart contracts, many applications

offer various functionalities, utilities, and algorithmic processing in

blockchain networks. For example, Hawk is a smart contract-based

platform designed to provide anonymous transaction services [141].

In general, the smart contract can provide IIoT applications with many

advantages, including autonomy, trust, traceability, safety, efficiency,

auditability, and accuracy. The deployed smart contracts are typically

stored within the blockchain, rendering them available to all network

participants. However, security lapses may occur if a participant

exploits any bugs or loopholes in a deployed contract. For example,

in June 2016, the DAO (Decentralized Autonomous Organizations)

attacks in Ethereum networks resulted in the attacker unlawfully

siphoning off Ether worth 60 Million USD, with transactions that

were valid according to the exploited smart contract [70]. Thus, when

deploying and dispatching a smart contract, the following matters

must be addressed: 1) bug-free code and 2) government regulations

and taxation.

V. CHALLENGES AND SOLUTIONS OF INTEGRATION

Both industrial IoT and blockchain technology are still in their

infancy stage, and many technical issues and challenges will arise

upon integration. From future perspectives, blockchain will have a

significant impact on the next generation of industrial IoT, although it

still requires many efforts to standardize the architectures and policies

for both blockchain and industrial IoT.

A. Challenges

Numerous challenges from different perspectives exist, such as

technical challenges and social issues. In this subsection, we highlight

the critical technical challenges produced by the integration process.

1) Technical Challenges: Most current blockchain prototypes are

designed to run on P2P homogeneous networks. However, the unique

characteristics of industrial IoT (e.g., limited resources on end devices

as compared with the high-performance servers or computing devices)

prevent directly deploying blockchain into industrial IoT. Several key

challenges must be overcome when integrating blockchain into IIoT

applications.

a) Computation: It is generally unaffordable to perform

blockchain operations, with respect to higher computation and

throughput requirements, on lightweight IIoT devices. However,

some sophisticated cryptographic algorithms are used for privacy-

preserving, such as Zero-Knowledge Proof [142] and Attribute-Based

Encryption (ABE) [79], are still too heavy for these industrial IoT

devices. A full node in a blockchain-enabled IIoT (e.g., the gateways)

should have the ability to verify and search for every block and

transaction, which can also be a heavy task for resource-limited IIoT

devices, even for gateways. Due to the limitations on computation and

bandwidth, typically, PoW-like consensus protocols are not practical

to deploy on lightweight IIoT devices. For instance, when running

a typical consensus node, such as PoW in Bitcoin, on a modern

Graphics Processing Unit (GPU), it can achieve about 10
7 hashes

per second [143], and it is still very challenging to find a possible

solution within 10 mins. However, even a powerful IIoT device

(e.g., Raspberry Pi 3 [144]) can achieve only about 10
4 hashes

per second [145]. Traditional IIoT devices are therefore unable to

contribute adequate computational resources and afford these PoW

tasks. This kind of situation can be found in the forms of PoW-like

consensus protocols.

b) Storage: The massive storage required by blockchain nodes

can be prohibitive for most IIoT devices. The participators of a

blockchain with a small storage capacity will be in trouble, as

blockchain is a shared data replication system, and storing all the
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data blocks is necessary. Each node is required to have an exact

copy of the data, which will definitely increase the storage costs

on devices. However, without these massive data of blockchain, the

IIoT devices will have difficulty or find it impossible to verify the

validity of transactions generated by other peers. Also, to generate

new transactions, a transaction sender requires the historical data (e.g.,

the balance and transaction index of previous transactions), which

in turn requires that the IIoT devices know the current blockchain

status. In this case, the IIoT devices have two options: either trust

itself by adding extra storage or trust the remote servers. Also, the

second option imposes extra communication overhead between the

IIoT devices and the trusted servers.

To better understand this challenge, we provide a numerical com-

parison, regarding the storage issue, between Bitcoin and a medium-

size Industrial IoT (IIoT) system. In Bitcoin, the block size is

currently limited at 1MB. The average size of a Bitcoin transaction, in

one week of February 2019, is around 500 Bytes [146]. Considering

that the average number of transactions per block is 2000, and a

Bitcoin block is generated by the miner approximately every 10

minutes, then every second, 3.33 transactions are generated within

the Bitcoin network; thus, the average data volume is 1.67KB per

second, which is pretty mild. We evaluate an industrial plant which

has many wireless sensor and actuator networks (WSANs) deployed.

We choose a medium-size system to estimate the average data volume,

which consists of 50 WSANs, each having 100 nodes. We assume

the average device sampling period is 1 second and the average

message size is 100 bytes. This leads to an average data volume

of 500KB per second. Assuming the block size is limited at 1 MB,

then from the above comparison, we observe that in one week, the

average block volume generated from the Bitcoin network is about 1

GB, while the average block volume generated from the medium-size

IIoT system is 302.4 GB; this is a huge amount of data that certainly

cannot be stored in local IoT networks. It is worth noting that the

required data for immutable and verifiable services are application-

dependent. Typically, these data will be stored for at least one year

in the industrial case.

c) Communication: Blockchain leverages and runs on P2P net-

works as its underlying communication infrastructure, which requires

participating nodes to frequently perform data transmissions and data

exchanges. These nodes are required to keep exchanging the data in

order to maintain the consistency of records (e.g., the latest transac-

tions and blocks on its blockchain copy). However, in most industrial

use cases, wireless communication technologies have already been

widely used to connect IIoT end devices. The wireless connection

may suffer from more challenges (e.g., shadowing, fading and inter-

ference, unreliability) than the wired connection [147]. The capacity

and efficiency of current wireless communication technologies are

far lower than the requirements of blockchain. For example, in a

practical industrial use case, it typically adopts Bluetooth of IEEE

802.15.1, ZigBee of IEEE 802.15.4, Ultra-wideband (UWB) of IEEE

802.15.3, and Wi-Fi of IEEE 802.11 a/b/g. These communication

technologies, however, are far from fulfilling the general requirements

of communication in a blockchain network. For instance, Bluetooth

can provide a data rate of 250 kbps; UWB can provide a data rate

of 110Mbps; Wi-Fi can provide a data rate of 54 Mbps [148]; and

the new NB-IoT [149] can only provide a signal level of around 100

kbps [150]. These wireless technologies are a long way from fulfilling

the requirements of general P2P communication.

d) Energy: Blockchain networks typically require more powerful

devices for information processing and transaction verification. The

energy consumption and maintenance costs of these devices are huge.

However, in IIoT, many devices are designed to operate for long

periods without directly connecting to power outlets, which means

they are typically powered by batteries. For example, an IIoT device

is designed to consume 0.3mWh per day, and it can operate for at least

5 years using a CR2032 battery with a capacity of 600mWh [150].

In a practical industrial use case, these IIoT devices may adopt

more energy-saving approaches, such as sleep mode when idle [151]

or high-efficiency communication technologies (e.g., NB-IoT [150]).

However, the computation and communication in blockchain opera-

tions are typically energy-inefficient, which requires lots of energy to

properly support the system function. When implementing blockchain

operations into a typical IIoT device, the energy powered by a battery

is used up very quickly, and correspondingly these devices will be

offline. Taking the SHA-256 operation and ZigBee protocol as an

example, the average energy consumption of an SHA-256 operation

requires around 90 nJ/B [152], and the normalized communication

energy cost for ZigBee protocol is around 300 mJ/Mb [148]; both are

the basic operations (if integrating blockchain into IIoT). If the energy

budget of an IIoT device is 0.3 mWh per day, as stated before, then

it can only support about 0.5 MB data processing and transmission

using the ZigBee protocol; this amount is far from fulfilling the

requirements of blockchain [153].

e) Latency and capacity: Typically, when blockchain builds

upon a consensus protocol to construct blocks (e.g., approval for

transactions) and appends these blocks onto the chain, there is

a waiting time requirement (e.g., 10-60 minutes or even longer

for Bitcoin) to get approval and finalize the transactions among

all participating nodes. This is typically for PoX-based consensus

protocols. The high latency in these consensus protocols aims to

ensure consistency in decentralized blockchain networks. This kind

of latency is not acceptable for most mission-critical industrial IoT

applications. The long block confirmation time (e.g., 10 mins) is also

unacceptable for these time-sensitive industrial IoT applications (e.g.,

real-time applications). The long finality time (e.g., a time interval

between transaction generation and completion) is a big challenge

in making blockchain fit for smart factories [154]. BFT consensus

protocol may provide a solution. However, it is subject to scalability

issues, see Section IV-D.

f) Mobility and partition of IIoT: A typical industrial IoT

network consists of two modes: 1) the stable network mode among

the fixed infrastructures (e.g., base stations); 2) the ad-hoc mode,

where the network does not have a pre-existing infrastructure and

each node forwards data to its neighboring nodes [155]. Generally, the

mobility on IIoT devices can heavily degrade the performance and ef-

ficiency of blockchain protocols, which require dynamic adjustments

and configurations in communication. In other words, to maintain

successful communication, the mobility in a wireless network can

lead to an increase of control messages and signaling [156]. In addi-

tion, wireless ad-hoc networks usually partition the overall network

into multiple disconnected sections when mobile nodes switch with

diverse patterns [157]. Both consistency and synchronization among

these mobile nodes are the biggest challenges in resource-constrained

IIoT devices.

g) Timestamping Authority: A basic blockchain transaction au-

tomatically includes a time-stamp field, which indicates when this

block or transaction is created. An important issue with the existing

blockchain infrastructures, which must be resolved in order to fit

industrial IoT applications, is the lack of obligation with a time-

stamping authority or the authority for time assessment. An accurate

assessment of time is crucial for any industrial IoT, but blockchain

lags behind in this case since it needs time to get consensus among

the participating nodes [158]. This kind of latency is very common

before the block gets its finality due to the consensus procedure. Also,

considering the transmission delay, this issue is more practical.

Besides the above-mentioned challenges, there are other traditional
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technical-related challenges for both IIoT and blockchain, such as

security vulnerability, privacy leakage, etc.

2) Standardization for Blockchain-enabled IIoT: By offering new

features on decentralization and immutability, blockchain technolo-

gies have greatly revolutionized the industries conceptually. The

advent of this innovative technology has great potential to reshape

the whole current IIoT market. The integration of blockchain into

industrial applications is still in its infant stage, and there are many

technical challenges and issues urgently required to be resolved before

successfully integrating them together. One of the most fundamental

things needed for integrating these two technologies together is

to set up the rules and policy for both blockchain and industrial

IoT [159]. Although the integration of blockchain and IIoT can bring

numerous advantages, this integration has developed without any

standards and is currently limited to only a few service providers.

Vendor-specific blockchain technological advances are coming from

distinct research organizations, banks, and factories, each with its

own independent policies and architectures. To adopt this integration

in different industrial IoT applications, the integration process must

be standardized and must follow some specific patterns for future

compatibility [160]. Until now, both blockchain and IIoT are the

vendor and use case-specific in independent production systems. Each

service provider mainly designs and offers its own solutions for its

specific applications rather than providing a generic and standard

scheme that can be applied to diverse use cases.

Typically, the lack of standards on integration restricts the potential

collaborations between different services providers; it creates diffi-

culty for customers in changing and choosing the providers, as each

provider may have distinct rules [161]. In addition, the non-standard

heterogeneous communication protocol between various blockchain

platforms and industrial IoT applications remains a critical issue for

the entire industry landscape. To create a successful industrial IoT

environment with blockchain technology, the independent approaches

must be replaced by an open, transparent, and standardized policy. In

order to obtain proper services from blockchain technology, service-

level agreements between various industry sectors are also necessary.

If failing to finalize the standardization, technologies will grow

independently, causing serious trouble in future incompatibility.

To reach an agreement on the integration of blockchain and

IIoT, technical details (e.g., network setting, blockchain deployment,

IIoT device integration and configuration, services payment schemes)

should be carefully considered. Federation of service providers can

actively take this role to standardize this integration process. A

number of international organizations, such as ISO, ISTIC Europe,

and IEEE, have contributed to standardization efforts in building gen-

eral functional architectures for blockchain-enabled IIoT platforms;

however, these efforts are still in their initial stages [162].

B. Potential Solutions

This section discusses the potential solutions to the above-

mentioned challenges and issues. Although these solutions cannot

handle all challenges and issues, they can be used to mitigate many

challenges when integrating blockchain into IIoT platforms.

1) Transaction Format: The format of transactions matters when

dealing with the higher latency issues in traditional blockchain

protocols. Different from transactions in crypto-currencies, transac-

tions in industrial applications need to support user-defined data

structure [163]. Although several practical examples have been built

on Ethereum [164] [163] [165] for IoT applications, those exam-

ples are still far from meeting industrial requirements (e.g., timing

constraints). In Section IV-C2, we proposed a transaction format

for industrial smart metering applications. Note that for different

industrial applications, the transaction format may have different

fields. However, the transaction in IIoT has at least one data field

indicating the data to be transferred. The data field typically has

varying lengths, and a sender may be required to pay a much higher

transaction fee for a longer data field. However, considering the

network traffic and practical situations (e.g., network communication

protocols), the length of the data field cannot be enlarged unlimitedly.

Transaction size, particularly under IIoT networks with unreliable

wireless channels, can significantly affect the confirmation delay of

transactions. Typically, a small transaction can have a high trans-

mission success rate and low transmission delay. Many industrial

applications are still using the User Datagram Protocol (UDP, a

lightweight protocol) as their communication protocol [166]. How-

ever, the UDP protocol typically only provides a basic transmission,

for example, it does not provide an error-correction mechanism, due to

extra overhead. For lightweight industrial applications, special care is

required. For example, to minimize the network frame fragmentation

and improve the transmission success rate, it is better to maintain

the transaction size as less than the payloads of network protocols

(e.g., UDP and IP). These smaller transaction sizes have a higher

probability of being mined by the participating nodes (also commonly

called “miner”).

In addition, the delay can be further optimized with powerful

agents or devices (e.g., edge gateways) that can wirelessly establish

the connection with industrial IoT devices and then wirely connect

itself to the miner. The agents can equally broadcast transactions of

different sizes to the miners.

2) Incentive Mechanisms: The incentive is the most common

practice for motivating the participating nodes to actively participate

in a pre-defined consensus protocol and make them “work hard”. Typ-

ically, a transaction is associated with a transaction fee in blockchain,

which is an essential mechanism for balancing transaction costs and

adjusting the resource consumption of blockchain. For example, the

transaction fees can be used to indicate the complexity or urgency

of transactions [115]. Typically, the transactions consuming more

resources (e.g., computation, communication, and bandwidth) incur

higher transaction fees. In addition, the transaction fees can also

provide a mechanism to fairly reallocate network resources, especially

for capacity-limited public blockchains. In the case where a large

number of transactions are generated at a moment, these transactions

may suffer from a much longer transaction confirmation time. To

resolve this conflicting competition, the sender of the transactions can

pay more transaction fees to incentivize the miner to give priority and

better services to those transactions (e.g., shorter confirmation time).

In an industrial application, the transaction fees may not be a

monetary-related cryptocurrency, and they can be in the form of

tokens. A token system in blockchain can be used as a reliable reputa-

tion or trust system to incentivize the miners [167]. For industrial IoT

networks, the incentive mechanism is attractive and non-negligible.

It can, to a certain degree, increase the cost of attacks as compared

to traditional IIoT attacks (e.g., forged messages and DoS attacks),

which can further prevent malicious behaviors [115].

Due to limited resources and poor wireless links, industrial IoT

devices may not be able to mine blocks and earn a token for the

transaction fees. However, these devices can “sell” their services

for the tokens (e.g., the rechargeable energy or the chance to be

charged). For instance, a service user, such as the IIoT administrator

or cluster header, can recharge the energy for IIoT devices based

on the tokens a device obtained. The IIoT devices are expected

to actively participate in blockchain consensus procedure and obey

benign behavioral patterns. Combining with the deployment of smart

contracts, the IIoT devices can purchase resources (e.g., power or data

pack) for more rewards, which can motivate IIoT devices to earn more
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tokens.

3) Smart Contracts: A smart contract is a piece of “secured

execution of code” [138] [168] that executes without any assistance

from a trusted third party. Once the specified conditions are fulfilled

and triggered, the smart contract self-executes the corresponding

contractual clauses. Also, the smart contract can act as a real-time

auditor, since all actions are required to be recorded and verified

as a transaction in a decentralized blockchain. These transactions

are typically trackable and undeniable, which enhances machine-

execution security [169]. It also can translate various assets (e.g.,

IoT devices and digital assets) into virtual identities in blockchain

and enable them to interact with other assets. Typically, the script of

a smart contract is stored in the blockchain and can be identified by

its unique address. In general, there are two options for executing a

smart contract: a) the receiver validates the transactions with smart

contract address; or b) the internal execution of code [115]. Using

blockchain, all execution records can be tracked. The smart contract

is executed independently and automatically on every node of a

blockchain network. These features of smart contracts (e.g., automatic

execution with defined rules in a decentralized manner) have the

potential to improve the efficiency and security of an IIoT application,

as they do not involve human interference. For example, with a

smart contract, blockchain has the potential to replace the Intelligent

Transportation Structure (ITS) and realizes a reliable firmware update

on IIoT devices [170].

4) Off-Chain Storage: Due to the feature of decentralization, the

block data should be duplicated among all participating nodes; this

poses a great challenge on storage for resource-constrained devices.

Off-chain storage is a potential solution for mitigating this challenge.

Instead of storing all data on-chain, the actual industrial data (e.g.,

measurement records) can be securely stored separately at another

place; a pointer then points to the index in the blockchain. There

are several works on off-chain storage solutions in the literature. For

example, in [81], two different types of transactions are introduced,

namely, the transaction for access control management and the

transaction for data storage and retrieval. An off-chain key-value

store is an implementation of Kademillia [171], a distributed hash

table (DHT). The DHT is managed and maintained by all network

nodes that are independent of the blockchain process. Data can be

randomized across nodes and replicated to ensure availability. In

practice, the cloud in traditional cloud-based IIoT platforms can be an

ideal off-chain storage site, which provides virtually unlimited storage

capacity [30].

5) Other Data Structure: In addition to traditional blockchain

structures, there are many different blockchain-like structures that

can provide decentralization and immutability services, such as DAG

(Directed Acyclic Graph) [172], BlockDAG [173], and GHOST [174].

These structures typically focus on achieving scalability and higher

throughput in IoT application domains, which can also be applied to

industrial use cases as well with some modifications.

Different from the main chain solutions in traditional blockchains,

DAG solutions reorganize the blocks, rather than a single sequence

of blocks, in a finite, directed graph with no directed cycles. One

example is BlockDAG, based on a DAG solution. In BlockDAG,

the vertices represent the blocks, and the edges represent the links

between multiple previously published blocks and the current block.

BlockDAG does not aim to eliminate PoW mining scheme or transac-

tion fees, but instead leverages the novel structural properties of DAG

to reduce the higher orphan rates in blockchain systems. Another

practical DAG example is the Tangle [85], which is built directly

on transactions instead of blocks (a set of transactions). In Tangle, a

transaction must approve two previous transactions before appending

its “block”. Unlike the single-copy in chain structure, Tangle does

not drop any transactions, not even the conflicting transactions, and

instead keeps all transactions in branches of the DAG. Typically, a

DAG structure can achieve better capacity and scalability; however,

it has some internal drawbacks, for example, weak consistency.

GHOST (Greedy Heaviest-Observed Sub-Time), another blockchain-

like structure, organizes blocks in a tree structure [175] [174]. It takes

the path from the genesis block (the root of the tree) to the heaviest

sub-tree (having the maximum number of blocks), which indicates

that it contains the heaviest computation quantity as the publicly

accepted main chain.

This section discusses several potential solutions for solving the

challenges on integrating blockchain into IIoT platforms. Besides the

structural aspects, there are many other optimized schemes (such as

consensus protocol) to further mitigate these challenges, e.g., applying

communication efficient BFT protocols [84] to improve the response

time.

VI. PRACTICAL INDUSTRIAL APPLICATIONS

The integration of blockchain and IIoT has prompted the appear-

ance of a new set of smart services and applications that bring

substantial benefits to industrial processes. There is a wide range

of research in the integration of blockchain and IIoT in many

smart industries. This section provides a brief summary of several

key applications across different scenarios, including Industry 4.0

in general, smart manufacturing, smart grid, smart energy, supply

chain, and the food industry. The selected industrial use cases are

representative, considering current industry domains. We will focus on

the opportunities brought by the integration of blockchain and these

industrial scenarios. In addition to industrial IoT applications, it can

also enhance and extend to general IoT applications’ scenarios, such

as smart healthcare, smart city, smart transportation, smart agriculture,

as well as service-related applications (e.g., smart education, smart

cloud services). This section mainly focuses on the industrial use

cases.

A. Industry 4.0

With the advance of the automation industry, the complete automa-

tion of industry and business processes has become a reality. An abun-

dance of technological advances and their integration into the industry

has led to an emergence of new approaches to production, known as

Industry 4.0, incorporating the prowess of various technologies, such

as IoT, blockchain and cyber-physical systems (CPS) [176]. Industry

4.0 is expected to offer existing industrial systems with promising

transformation. It has been considered as a key enabler for the next

generation of advanced industrial automation systems [177].

In the current competitive market, companies aim to earn business

advantages at any cost via agents (can be viewed as the partic-

ipating nodes in a blockchain). To minimize the communication

costs and potential risks among them, a possible solution is to

have these agents communicate directly. However, this raises the

question of trustworthiness between the participating agents. The use

of decentralized systems, such as blockchain, can be a promising

solution for efficient and secure communication between autonomous

agents [178] [179]. The use of blockchain in these business models

can provide trustworthy and immutable services among the involved

parties. In general, deploying blockchain into these business models

can provide several advantages: 1) build trust between parties and

devices, reducing the risk of collision and tampering; 2) reduce cost

on the overhead associated with middlemen and intermediaries; 3)

reduce latency of the settlement time from days to near-instantaneous.

In Industry 4.0, the real-time QoS monitoring is an essential

part of any modern business process. Unlike some crypto-currency
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ledgers (e.g., Bitcoin and Ethereum), experiencing extremely high

delays, the QoS in blockchain requires almost real-time updates of

information [176] (e.g., almost real-time finality on transactions).

Other techniques need to be incorporated into blockchain (e.g., smart

contract) to enhance the QoS. In general, the timely execution of smart

contracts makes the chaining of a new block to the main blockchain

possible in a real-time manner. For example, once the specified

conditions are fulfilled, the contract is then automatically executed.

In addition to the instant finality, when deploying blockchain into

industrial use cases, blockchain (as a network infrastructure) must

also consider other practical requirements, such as performance and

reliability.

B. Smart Manufacturing

The smart manufacturing industry is a very broad category of man-

ufacturing that employs various technologies, for example, cloud, IoT-

enabled technologies, and service-oriented manufacturing. Together,

these technologies update from traditional automated manufacturing

to a “smart manufacturing”. However, most existing solutions still

follow a centralized industrial scheme and apply a third-party-based

authority. The centralized manufacturing architecture itself has some

limitations, for example, low flexibility, inefficiency, and security vul-

nerability. Integrating a decentralized blockchain into manufacturing

systems, with the help of other techniques (e.g., cloud), can be a

promising solution to overcome these challenges. It provides feasible

solutions to enhance and optimize manufacturing processes, reduce

operation costs, and offer efficient security services for the trust and

privacy services among different manufacturing enterprises [180].

Typically, blockchain-enabled IIoT platforms can address the issues

of interoperability by interconnecting multiple IIoT systems via a P2P

network and allowing data sharing across different industrial sectors.

When integrating blockchain into current manufacturing industries, it

creates a new trustable platform, in the form of a blockchain-and-

clouds-based manufacturing system. Over the blockchain network,

customers and service providers can share their data and information,

which helps improving the efficiency and transparency of an industrial

system. In addition, smart contracts acted as verification entities that

can provide on-demand manufacturing services between end-users

and service providers.

For example, BPIIoT [182] presents a decentralized framework for

blockchain-based industrial IoT. The BPIIoT platform can be regarded

as a technical enabler for the current cloud-based manufacturing

systems, which offers ubiquitous and on-demand network access to

the manufacturing resources. Blockchain is used to establish a P2P

network for BPIIoT in which smart contracts are deployed in order

to fulfill some necessary functionalities. In turn, the smart contract

works as an agreement to provide on-demand manufacturing services.

Fig. 8 provides an overview of the blockchain-enabled cloud man-

ufacturing systems [181]. In addition, the blockchain-enabled IIoT

platform can provide firmware upgrades in a distributed IIoT system.

For example, Christidis et al. [13] describe an automatic firmware

updating solution based on both smart contract and blockchain. The

decentralized blockchain-based smart manufacturing platform can

offer better security and privacy protection than the conventional

centralized architectures.

C. Smart Grid

With increasing demands on energy usage to support industrial and

manufacturing operations, smart energy and its management system

continue playing an integral part in most industry ecosystems. The

emergence of distributed renewable energy resources is reshaping

the role of consumers from pure consumers to prosumers, who can

generate energy (e.g., from renewable energy resources) in addition

to consuming it [183]. The energy in transition can be in any form,

such as electricity, gas, and heating grids. Energy prosumers who

have extra energy can sell them to other consumers who need them.

The energy trading process between the prosumers and the consumers

(e.g., both as the peer nodes) can be in a form of P2P energy trading.

However, it is challenging to assure secured and trusted energy trading

between multiple trading parties in a distributed and decentralized

manner.

The centralized energy management systems (EMS) appear to not

work efficiently with a large number of prosumers; thus, a decen-

tralized architecture based on blockchain technology is necessary

to achieve a high quality of services for various energy entities in

a decentralized manner [184]. The goals of the blockchain-enabled

smart grids are not only to create a trusted, reliable, and efficient

smart energy network, but also to improve security and privacy among

energy exchange and transmission. The appearance of blockchain

technologies brings great opportunities for ensuring secured P2P

energy trading; moreover, some recent studies proposed to use of

blockchain to handle the challenges in the EMS. For example, Xu et

al. [185] proposed a blockchain-based crowdsourced energy system

(CES), facilitating a P2P energy trading at the distribution level,

where ubiquitous distribution-level asset owners can trade with each

other without the help of trusted authorities. The trading platform

is implemented in the IBM Hyperledger Fabric network, which is

deployed in multiple clouds to offer the required blockchain services.

In their proposed platform, smart contracts are used to run the

pricing mechanism as well as control energy trading transactions

and crowdsources. In addition, it also proposed an intelligent energy-

aware resource management system within cloud data centers using

blockchain technologies. One of the goals of their platform is to

minimize the cost spent in cloud data centers and reduce the cost

of energy consumption from the traditional power grid, the request

scheduling cost, and the request migration cost in data centers. In

general, blockchain technology has great potential to improve both

the security and privacy of energy exchange and transmission, while

the cloud offers unlimited storage and powerful management services,

and supports blockchain to achieve decentralized energy operations.

D. Supply Chain

Typically, an industrial product consists of collaborative work

from multiple suppliers that are from different manufacturing sectors

across countries. However, some forged (e.g., low-quality or reused)

parts may seep into the supply chain system. Applying anti-fraud

technologies in every part of products is quite expensive. The inte-

gration of blockchain and IIoT can resolve this issue. Normally, each

part associates with a unique ID when it is created. An immutable

timestamp is then attached with this ID. The identification information

of each part can be recorded into a blockchain as tamper-resistant

proof. For example, Konstantinidis et al. [186] claimed that the

ownership of the part in a product can be authenticated and recorded

through a blockchain-based system; Kim et al. [187] presented a

traceability ontology, with the integration of blockchain and IoT

technologies based on Ethereum blockchain platform, to provide

tamper-proof evidence for products.

Blockchain-enabled applications can also be used to reduce the

costs of after-sale services in supply chain management. For instance,

Tapscott et al. [188] showed some use cases of motor insurance, in

which the settlement of claims can be automatically executed via

smart contracts based on a blockchain setting, thereby improving

efficiency and reducing claim-processing time in traditional cases.
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Fig. 8. Blockchain-cloud manufacturing systems [181].

E. Food Industry

The blockchain can enhance the visibility of the life cycle of

products, especially in the food industry. The traceability of food

(including its ingredients) is a necessity to ensure food safety. How-

ever, it is a challenging task for the incumbent IoT to guarantee food

traceability throughout the entire food supply chain [189]. Typically,

traceability requires digitizing all information, including the raw

materials, from the sources to every sector of food manufacturing.

Blockchain can ensure this kind of traceability and provenance of

food industry data. There are several case studies in this area. For

example, Tian et al. [190] proposed to use RFID and blockchain to

create a supply chain platform from agriculture to food production.

This system has demonstrated a guarantee of the traceability and

safety of food supply chain data. Also, these data are immutable

when empowered by blockchain. In general, regarding the type of

blockchain, the food industry can adopt a consortium blockchain to

enable many different industrial sectors to work together.

VII. DISCUSSION

This section provides some discussion on existing Blockchain-as-

a-Service (BaaS) platforms, on how to choose the right blockchain

for a specific IIoT project, or alternatively, to answer the question:

do we really need a blockchain?

A. Blockchain Storage and BaaS Platform

The integration of blockchain and industrial IoT provides an

unprecedented architecture for enabling smart services across in-

dustrial IoT domains. As described in Section II-C, current IIoT

applications largely rely on the cloud to provide blockchain storage.

This subsection discusses the current potential decentralized cloud-

based blockchain storage and popular BaaS platforms.

1) Decentralized Cloud Blockchain Storage: Data storage in tradi-

tional cloud-based IIoT platforms has largely relied on cloud com-

puting which is a fully centralized structure. However, the centralized

storage architecture usually faces several serious challenges, such as

the lack of user control over the IIoT data, security and privacy con-

cerns, as well as a high fee from service providers. On the other hand,

it appears that the conventional blockchain system is very expensive

to store large amounts of IIoT data on-chain, especially for resource-

constrained IIoT devices. To overcome such obstacles, decentralized

storage that relies on both cloud and blockchain technologies is a

promising solution, offering highly flexible, secure, trustful, and super

cheap storage services for IIoT applications [191] [192].

With this regard, we survey several popular decentralized storage

platforms, as shown in Table IV. Table IV provides the key technolo-

gies and open sources of their software. We refer interested readers

to read the corresponding white papers. With decentralized storage

platforms, cloud-based IIoT applications do not need to rely on a

centralized service provider, which allows users to store their IIoT

data to a set of distributed storage nodes (e.g., P2P nodes). In fact,

many of these platforms provide efficient IoT solutions for industrial

use cases. For example, compared with traditional centralized storage

solutions, the decentralized IPFS [193] and StorJ [194] storage

platforms demonstrate efficiency and robustness when implementing

into IIoT systems, e.g., in terms of low access latency and improved

security levels.

2) BaaS Platform: Recently, some well-known cloud providers

have launched initiatives to integrate the decentralized storage ser-

vices for large-scale, cloud-based blockchain platforms (e.g., IPFS

storage on Amazon and Microsoft Azure clouds [192] [213], to

achieve secure and efficient data storage and management. Blockchain

can be regarded as a Blockchain-as-a-Service (BaaS) on these plat-

forms, leveraging the cloud to offer full IT services, which helps

customers to build, create, validate, and deploy blockchain for their

cloud-based IIoT applications. Typically, BaaS platforms are capable

20



APPLYING BLOCKCHAIN FOR INDUSTRIAL IOT MANUSCRIPT

TABLE IV. DECENTRALIZED STORAGE PLATFORMS FOR CLOUD-BASED BLOCKCHAIN

Platform Key Features
Cloud

Support

Latest

Version

Last

Update

Ready

to Use

Open

Source

IPFS Data file is hashed cryptographically for immutability Yes v0.8.0 Dec 2020 Yes [193]

StorJ End-to-end encryption security is provided Yes v1.25.2 Mar. 2021 Yes [194]

BigchainDB
It combines some key benefits of distributed database

and traditional blockchain
Yes v2.2.2 Sep. 2020 Yes [195]

FileCoin
End-to-end encryption security is provided; clients can

store files based on budgets, redundancy, speed, etc.
Yes v2.1.1 Nov. 2020 Yes [196]

Sia Stored files are encrypted; storage is super cheap Yes v1.5.5 Mar. 2021 Yes [197]

Swarm
Clients can use local HTTP proxy APIs to interact with

Swarm; Ethereum support is provided
- v1.0 Feb. 2020 Yes [198]

Dutum
Clients can offload data to decentralized nodes via

mobile applications with smart contract
- v0.1.33 Dec. 2018 Yes [199]

TABLE V. CLOUD-BASED BAAS PLATFORM

BaaS

Platforms
Blockchain

Launch

Year /

Country

Source

Code

MS Azure

Blockchain

Ethereum, Hyper-

leger, R3 Corda

2015

(USA)
[200]

Amazon

Blockchain

Ethereum, Hyper-

leger Fabric

2018

(USA)
[201]

IBM

Blockchain

HyperLedger

Fabric

2017

(USA)
[202]

Google

Blockchain
Ethereum

2018

(USA)
[203]

Oracle

Blockchain

Hyperledger

Fabric

2018

(USA)
[204]

HP

Blockchain
Ethereum

2017

(USA)
[205]

R3

Blockchain
R3 Corda

2015

(USA)
[206]

Alibaba

Blockchain

Ethereum, Hyper-

ledger Fabric

2017

(China)
[207]

Huawei

Blockchain
Hyperledger

2018

(China)
[208]

Baidu

Blockchain

Ethereum, Hyper-

ledger, Baidu

XuperChain

2018

(China)
[209]

SAP

Blockchain

Multichain, Hy-

perledgr Fabric

2018

(Germany)
[210]

Blockstream
Bitcoin,

Sidechain

2015

(Canada)
[211]

Deloitte

Blockchain

Ethereum, Hyper-

ledger

2016

(UK)
[212]

of providing some foundational infrastructures and technical supports

to ensure that the target cloud-based IIoT systems can achieve robust

and efficient operations.

Table V shows several potential BaaS platforms for general cloud-

based IoT applications. These BaaS providers enable customers to

quickly develop and deploy the required services without worrying

about the underlying infrastructure installation and system invest-

ments, which potentially accelerates the deployments in practical

use cases. Most of their source codes for BaaS examples and

templates for deployment are available and accessible on code-sharing

platforms, for example, Github [214]. Many active research projects

have deployed their BaaS platforms for developing various IoT

applications. For example, IBM cloud-based IoT platform integrates

with IBM BaaS services to manage vehicle sensor data and ensure

security and privacy during the data sharing process within vehicular

network [215].

Although the development and deployment of these BaaS platforms

are still in progress, the success of such initial projects on BaaS

platforms is expected to open up many new opportunities for future

cloud-based IIoT deployments as well as re-shape future industry

markets.

B. Distributed Decentralized Systems

Blockchain as a distributed and decentralized ledger offers some

unique opportunities when it is integrated into IIoT applications. It

enriches the pure competing databases or the traditional distributed

systems, which explores a new methodology on the system design.

With these unique features, integrating a blockchain on existing

platforms, however, comes with a significantly high overhead (e.g.,

replicating all data records and the corresponding operations at

every participating node of the system, even when they are only

occasionally participating in operations). To better provide services

for various applications, when trying to integrate blockchain into IIoT

applications, it is better to ask several critical questions to establish

whether the blockchain technology would be a good fit for a specific

project.

These questions primarily consider several aspects, such as gov-

ernance, operations provenance, and attacks to prevent [216]. For

example, if the designed system requires neither shared governance

nor shared operations, then consensus protocols associated with

blockchain are likely unnecessary overhead for that system. On the

other hand, if the designed system requires both shared governance

and shared operations, then blockchain may be a necessary and

21



APPLYING BLOCKCHAIN FOR INDUSTRIAL IOT MANUSCRIPT

feasible structure to adopt. Other parameters must also be considered

to decide whether blockchain really fits a project.

According to different design principles and usages, most existing

distributed or decentralized systems can be roughly classified into

one of five cases: replicated database, replicated monitored database,

replicated monitored ledger, replicated database with consensus, and

blockchain. Essentially, blockchain is a type of distributed and de-

centralized database that fits within the broader family of distributed

systems. Table VI shows a comparison on different categories, which

helps the readers decide if the blockchain suits a specific project. The

table focuses on four distinct considerations to classify them.

The first consideration regards what is the operation model? This

consideration is used to decide the owner of the database (or the

question of who has the right to operate on the database). This

question has two distinct options: singular (e.g., only a single entity

(the owner) can operate on the database) or shared (e.g., multiple

entities can collaboratively operate on the shared database). In shared

mode, the system would require a consensus protocol to allow for

shared governance, so that the database can maintain consistency

among multiple entities. The second consideration regards where is

the root of trust? This question is trying to answer who will be respon-

sible for honesty among the involved entities, to ensure the system

works correctly and securely. This question also has two options:

maintainer or system. Maintainer means that the trust is rooted in

the maintainer (e.g., if the database is using the Microsoft Azure

cloud storage [see Table V], then it requires that the participants

must trust Azure cloud). System means that the trust is rooted in

the design of the system itself. This option is possible only if the

system reserves sufficient provenance for it, and some mechanism

exists (e.g., consensus protocol) to guarantee the system functions as

intended. Otherwise, the system may be compromised.

The third consideration regards what is auditable? This question

typically has three options: nothing, current state, or provenance.

Nothing means nothing is required to be auditable, which is the worst

case. Current state means that system can resort to an authenticated

data structure [217] to ensure that its current state can be audited. If

the state also contains a history of the system (e.g., via a ledger), then

the use of an authenticated data structure allows for the provenance

of the system to also be audited. This is the option provenance. In

either case of current state or provenance, the database is required

to be monitored to guarantee that the systems are never entering an

invalid state, even temporarily. The fourth consideration regards what

is resilient against? This question is trying to answer what kinds of

malicious behaviors can be avoided for consistency of the database.

Typically, it has three considerable resilient properties: data loss (e.g.,

is it resilient to an accidental data loss?), detect (e.g., is it possible

to detect that data has been maliciously altered?), and prevent (e.g.,

is it possible to prevent malicious updates?) [216].

C. Integration Approaches and Blockchain Selection

It is publicly agreed upon that integrating blockchain technologies

into IIoT will offer many advantages to IIoT applications. However,

some challenges and disagreements still remain; for example, one

of the key issues is where blockchain should be hosted [218].

Both blockchain and IIoT have their own unique infrastructures and

requirements. For instance, due to the resource constraints (e.g., on

computational resources and bandwidth) of current IIoT platforms,

it is inadvisable and impractical to directly integrate blockchain into

IIoT applications. In addition, regarding its computational resources

and latency, the service-level platforms (e.g., a cloud and a fog on

edge networks) can be a potential integration platform. Compared

with the cloud, the fog may have limited resources; however, it typ-

ically exhibits much lower latency. While cloud-based platforms can

scale-out which can serve as centralized management, and also can

overcome resource constraints at the cost of significant latency [219].

Based on these characteristics and limitations of industrial devices,

many promising models have been proposed for the integration of

blockchain and IIoT. Generally, these models can be classified as

three ones [220].

a) IIoT-IIoT: This model typically focuses on functionalities of

the IIoT side, and blockchain is typically as an immutable database.

The duty of blockchain is limited, in which it only requires occa-

sionally to access or interact with the blockchain. In this model,

only part of IIoT data is added to the blockchain, whereas the

interactions among IIoTs typically happen without blockchain. This

model typically requires some proxies (e.g., gateways) to connect

the IIoT part with blockchain. This model is more practical for

some mission-critical applications (e.g., real-time applications, which

require reliable and low-latency interactions among IIoTs).

b) IIoT-Blockchain: This model involves a huge communication

and interaction between IIoT and blockchain, which all data records

and interactions are required to record in blockchain in an immutable

and traceable manner. This model should provide an interface for

direct communication between IoT and blockchain, and it has a high

requirement on bandwidth to transfer data and perform consensus pro-

cedures. This model is more practical in financial-related scenarios,

where data records are more valuable resources. However, recording

all the interactions into blockchain would require a huge bandwidth

and computational abilities.

c) Hybrid Approach: This model only records part of the in-

teractions into the blockchain, while other interactions are directly

shared between IoT devices without being included in the blockchain.

By doing so, it does not require heavy communication between

IIoT and blockchain (e.g., only recording some critical data into

the blockchain). However, one issue is what kinds of interactions

should go through the blockchain, and how to provide a way to make

this decision in a run-time manner. This solution requires a careful

system design to choose interactions (e.g., via labeling technologies).

In particular, this model is a good candidate for leveraging the benefits

of both blockchain and real-time IIoT interactions. Considering the

current challenges of both IIoT and blockchain, this method may be

a promising solution in the near future.

Table VII summarizes IIoT application requirements on the above

integration approaches. Table VII, consisting of throughput, latency,

security, and resource consumption, offers a comparable view on their

strengths and weaknesses to help system designers choose the right

one. In general, blockchain technology, with the help of consensus

protocols and smart contracts, can serve as an enabler for IIoT to

provide secure, reliable, and immutable data storage.

With the diversity of solutions on the integration of blockchain

and IIoT (e.g., different types of IIoT devices and applications), it

is critical that system designers select the appropriate and suitable

solution based on their own restrictions and requirements. When

integrating blockchain into IIoT, the IIoT platforms require blockchain

to store and record their states, manage multiple “writers” (or data

producers), and prevent the use of a trusted third party. Fig. 9 shows

a simplified flowchart that can be used to help system designers

to determine which kind of blockchain is suitable for IIoT appli-

cations [221] [47] [222].

VIII. RESEARCH TRENDS AND FUTURE DIRECTIONS

This section discusses some research trends and future directions

for integrating blockchain into industrial IoT. Instead of discussing

future directions in blockchain or IIoT separately (e.g., consensus

protocols and smart contracts of a blockchain, or security and resource
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TABLE VI. COMPARISONS OF DISTRIBUTED DATABASES

Databases Operation Model Root of Trust Auditability Resilient Against

Replicated

Database
Singular

Maintainer Nothing Data Loss

Replicated Monitored

Database
Maintainer

Current

State

Data Loss

Detect

Replicated Monitored

Ledger
System Provenance

Data Loss

Detect

Replicated Database

with Consensus Shared
Maintainer

Current

State

Data Loss

Prevent

Blockchain System Provenance
Data Loss

Prevent

TABLE VII. COMPARISON OF INTEGRATION APPROACHES

Throughput Latency
# of Un-

trusted Writers

Data

Storage

Consensus

Mechanism
Security

Central Database Very High Fast 0 Cloud None High

IIoT-IIoT Low Fast High BC/IoT Devices/Fog PoW, PoS Low

IIoT-Blockchain High Slow Low Blockchain (BC) PoW, PoS, BFT High

Hybrid Medium Medium Low BC/IoT Devices/Fog BFT Medium

Fig. 9. Comparing Decentralized Databases

constraints of IIoT), we discuss future directions on the integration

of these two technologies.

A. Optimization on Performance

Considering the distinctive features of the integration of blockchain

and IIoT, most current integrated solutions do not provide a decent

performance (e.g., low throughput and high latency), which is not pre-

ferred by their host applications. In an IIoT network, a large number

of lightweight devices are required to simultaneously communicate

with each other, necessitating a network with a high throughput.

This is an easy task with the help of a centralized controller in the

IIoT platform (e.g., the Supervisory Control and Data Acquisition

(SCADA) system [223]). However, blockchain technology requires

some basic configurations on distribution and decentralization. In

existing implementations and deployments, increasing throughput

typically decreases scalability, which is not desirable in most indus-

trial designs. Typically, system designers must consider scalability

when their businesses/systems become large-scale. In a practical IIoT

network, various devices need to communicate with each other in

an almost real-time manner. The required latency in an industrial

use case should be very low to fulfill the timing requirements.

However, reducing latency typically compromises scalability, which is

not acceptable in large-scale applications. Also, most IIoT devices are

resource-constrained, while most current blockchain protocols require

some sophisticated cryptographic primitives, which places a huge

burden on these resource-constrained devices.

To successfully apply blockchain into IIoT platforms, practical

solutions are required to improve the performance without sacrificing

the scalability, so that the integration can be scalable to large networks

and yield high throughput and low latency even with resource-

constrained IIoT devices. Thus, some new design frameworks are

urgently required to deploy and optimize the performance in large-

scale scenarios. To achieve the required performance, it also requires

balancing the trade-off between the affected factors, such as scalabil-

ity vs. security. In addition, many new blockchain-similar structures,

such as DAG, are introduced to tackle the performance limitations on

throughput and latency. However, those structures are also subject to

their own weaknesses, such as no fixed internal structures or difficulty

in verifying a specific transaction.

B. Scalability

The key features of the blockchain (e.g., decentralization and im-

mutability) require that every full node store a full copy of blockchain;

however, this comes at a cost of scalability. The scalability issue

in blockchain limits its wide usage in large-scale IIoT networks.

Typically, the scalability can be evaluated by the throughput (e.g.,

measured by the number of processed transactions per second) against

the number of IIoT nodes and the number of concurrent work-

loads [224] [225]. In the current design, many blockchain systems

are still suffering from poor throughput. Scaling blockchain has

become an active research area [226], for example, via increased
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block size [61] or sharding techniques [62]. Blockchain scalability

issues are still an open research area, and many different initiatives

and efforts in recent research are aimed at improving blockchain

scalability, from side chains to sharding techniques [62].

Adding to the ubiquity of IIoT networks, certain industrial devices

may be able to travel long distances, such as those installed on

aircraft, international trains, and ships [227]. The integrity of the

data generated by these mobile IIoT devices is equally important to

those generated by static IIoT devices. However, the data generated by

mobile devices may not have the ability to be recorded into blockchain

in a short time (e.g., due to the loss of internet connection). The side

chain technology [228] [229] offers a potential solution for transfer-

ring assets between multiple blockchains. With the help of side-chain

technology, the data can be transferred among different chains in a

decentralized manner. On the other hand, sharding [230] is a novel

mechanism for enabling transactions to be processed in parallelization

at a small scale. By paralleling, the block generation rate, and thus

throughput, can be significantly improved. The data in a typical IIoT

application may exhibit strong locality and heterogeneity, deeming it

useful only to local regions, which provides great opportunities for

developing sharding blockchain in IIoT domains.

Until now, scaling the blockchain remains a major challenge in

their implementations in many industrial applications, due to their

low performance and networking overhead. The issue surrounding

low throughput is exacerbated in IIoT scenarios, where a much higher

volume of data transactions occur simultaneously (data creation or

transfer) and require a time-efficient manner to handle these data.

One potential direction is the vertical scaling of blockchain as a

decentralized database [54]. Horizontal scaling (e.g., sharding) also

shows much promise in solving blockchain scalability issues, and the

atomic commitment in inter-blockchain communication is another key

research direction. Solving scalability in blockchain will serve as a

huge advance toward creating a practical decentralized infrastructure

for IIoT applications.

C. Security and Privacy

Although introducing blockchain into IIoT can potentially improve

the security of IIoT applications via some robust encryption primitives

and digital signatures brought by blockchain, the security issues are

still a major concern for this integration due to the vulnerabilities of

IIoT systems and blockchain systems, which may be different. The

inherent security features of blockchain cannot cover all vulnerabil-

ities in IIoT applications. Typically, a weak link may prove to be

an exportable loophole within smart contracts. For example, Atzei et

al. [70] shows that Decentralized Autonomous Organization (DAO)

attacks occurred by exploiting the shortcomings in smart contracts.

One direction that research must take for the successful integration

of blockchain and IIoT is to develop security standards for scripting

smart contracts; these standards should be written in such a way

that no loopholes exist that would compromise the security of IIoT

networks.

On the other hand, there is a growing trend in deploying wireless

networks into industrial environments, taking advantage of both the

feasibility and scalability of wireless communication systems. The

open wireless medium, however, also leads IIoT to suffer from the

security vulnerabilities, such as eavesdropping, jamming, or replaying

attacks [231] [232]. Also, due to resource constraints in traditional

IIoT devices, conventional heavy-duty encryption algorithms may not

be feasible to IIoT [233].

Similarly, blockchain technologies have some mechanisms for

preserving a certain degree of privacy for transactions recorded in

blockchain (e.g., via anonymous identity technology). However, these

adopted privacy-preserving technologies in current blockchain sys-

tems are not robust enough. For example, the attackers can track the

user’s IP address [234], and the privacy breach can occur by drawing

interference based on a graph analysis of network nodes with which

a user transacts [235] [236]. A better solution for preserving privacy

in the blockchain would be in a form of decentralized record-keeping

that is completely obfuscated and anonymous by design. Several

techniques can be used to mitigate privacy issues in blockchain, such

as ring signature [237] and address mixing [238] [239]; however,

when applying these techniques directly to industrial domains, they

are also subject to other critical issues (e.g., resource constraint issues

in performing complex computations in IIoT devices).

The challenges in designing a blockchain-based industrial IoT

platform that maintains both accountability and privacy have inspired

many solutions, yet remaining open to further research and devel-

opment. Many solutions rely on implementing access policies either

within the blockchain itself or through smart contracts of blockchain.

However, the design of an efficient privacy-preserving scheme for

blockchain is still an active and open question.

D. Editable Blockchain

The storage in industrial IoT devices can be very limited compared

with the explosively growing size of the blockchain, as all records on

the blockchain should be kept in every node in a long term. Typically,

the data volume generated by a general IIoT application is much larger

than most cases of cryptocurrencies. Even in the case of Bitcoin,

since its genesis block in 2009 [240], its total data size has grown

to 340GB by April 2021 [237]. However, after a constant duration

(e.g., one year in condition monitoring), the data volume generated

by the IIoT applications may be unimportant or meaningless, and

this data volume can be stored on backup storage. For example, in

the food industry, the food record (including the raw materials and

preparing processes) is meaningless after the food has been consumed

by customers; to reduce the storage, such data can be deleted from the

blockchain or stored on backup storage. In addition, the fraud actions

and records on the IIoT blockchain raise the demand for editable

blockchain technology without breaking the trust of stored data. It is

desirable to design an editable blockchain, which enables deletion or

modification on some blocks when satisfying some specific and well-

defined conditions. Due to the contrary to the inherent feature of

immutability in blockchain, the editability of the editable blockchain

should guarantee secure conditions and records for any edit actions.

Even if a blockchain is designed to be editable, however, it must

still guarantee immutability and consistency. When designing and

developing an editable blockchain, it needs to balance the trade-off

between the security of the system (e.g., the choice of a hash function)

and editability. In this kind of blockchain, we grant the right to correct

the wrong records while still enforcing its features as a blockchain

(e.g., the global consensus among all participating nodes).

E. Edge Computing

Most IIoT applications have strict computational and networking

constraints (e.g., timing requirements), which may pose some issues

when using blockchain-based decentralized architectures. Even if

these IIoT devices are incorporated into a blockchain system where

the devices do not have the capability to mine new blocks, these

devices typically do not come with some storage requirements to

host a complete copy of a blockchain. In addition, various IIoT

devices typically suffer from limited interoperability and a lack of

authentication and authorization standards to follow. As an extension

to the cloud, edge computing (alternatively called fog computing)

has emerged as a promising technology to empower blockchain-based
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IIoT platforms. Typically, edge servers are not as powerful as clouds;

however, these edge servers are located at the edge of the network

with close proximity to the IIoT devices. This enables highly efficient

IIoT data computation with much lower transmission delay, which can

provide an instant response (as opposed to cloud [241] [242]).

When integrating IIoT devices into the blockchain system, the

powerful gateways can be the consensus nodes in the blockchain.

However, the issue remains that the degree of decentralization

achieved is still limited. A potential research direction can be to

extend blockchain to IIoT edge, which can limit the computational

and networking overhead of resource-constrained industrial devices.

And with these edge devices, the consensus can be achieved via end-

to-end communication over blockchain via computationally capable

IIoT gateways. However, this would enable the IIoT devices and

gateways to push transactions to the blockchain using lightweight

clients, without creating centralized block validation pools. This also

requires new design frameworks and real implementations in practical

IIoT applications in order to test their performance.

F. Standardization on Blockchain-based IIoT

There is currently a lack of standards for establishing compatible

architectures on the integration of blockchain into IIoT. Without

available standardization, it is difficult or impossible to achieve a

service agreement on these integration processes. Moreover, each

organization may develop incompatible standards among these part-

ners. Although currently, no standards exist, many standardization

efforts have been made among the participating members (such as

ISO and IEEE). For example, ISO approved Australia’s proposed

international blockchain standards in 2016, and the standard for

blockchain and distributed ledger technology (ISO / TC 307) was

released in 2019 [243] [244]. In addition, many initiatives on the

development of blockchain-related standards are still in progress,

covering major blockchain topics such as terminology, privacy, gov-

ernance (AS ISO/IEC 37500), interoperability, security, and risks. In

industry, the U.K. and Europe have developed many standards to

support the scenarios in financial transactions and the role of standards

in building market confidence by addressing blockchain issues. One

concern is that these standardization attempts on the blockchain

should align with relevant existing international industry standards.

The integration of blockchain and existing industry standards and

protocols, as well as the data storage over cloud systems, will be a

key research issue.

From a long path on IIoT, blockchain standardization will play

a critical role in reshaping future technologies. The blockchain

standardization should be able to provide guidance to developers and

users on blockchain technologies.

IX. CONCLUSION

This paper provides a comprehensive and systematical review of the

integration on blockchain and IIoT platforms. We identify some key

issues and challenges on this integration, from both blockchain and

IIoT platforms, separately. We then discuss the potential challenges

with this kind of integration, as well as several key application areas in

the industry. Finally, we provide several potential research directions

on the integration of blockchain and IIoT platforms.
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