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Abstract—Wireless sensor networks (WSNs) have the potential
to be widely used in many areas for unattended event monitoring.
Mainly due to lack of a protected physical boundary, wireless
communications are vulnerable to unauthorized interception and
detection. Privacy is becoming one of the major issues that
jeopardize the successful deployment of wireless sensor networks.
While confidentiality of the message can be ensured through
content encryption, it is much more difficult to adequately
address the source-location privacy. For WSNs, source-location
privacy service is further complicated by the fact that the
sensor nodes consist of low-cost and low-power radio devices,
computationally intensive cryptographic algorithms and large
scale broadcasting-based protocols are not suitable for WSNs. In
this paper, we propose source-location privacy schemes through
routing to randomly selected intermediate node(s) before the
message is transmitted to the SINK node. We first describe
routing through a single a single randomly selected intermediate
node away from the source node. Our analysis shows that this
scheme can provide great local source-location privacy. We also
present routing through multiple randomly selected intermediate
nodes based on angle and quadrant to further improve the
global source location privacy. While providing source-location
privacy for WSNs, our simulation results also demonstrate that
the proposed schemes are very efficient in energy consumption,
and have very low transmission latency and high message delivery
ratio. Our protocols can be used for many practical applications.

Index Terms—Source-location privacy, dynamic routing, inter-
mediate node, simulation, wireless sensor networks (WSNs)

I. INTRODUCTION

Wireless sensor networks have been envisioned as a technol-
ogy that has a great potential to be widely used in both military
and civilian applications. Sensor networks rely on wireless
communication, which is by nature a broadcast medium that is
more vulnerable to security attacks than its wired counterpart
due to lack of a physical boundary. In the wireless sensor
domain, anybody with an appropriate wireless receiver can
monitor and intercept the sensor networks communications.
The adversaries may use expensive radio transceivers and
powerful workstations to interact with the networks from a
distance since they are not restricted to using sensor networks
hardware. It is possible for the adversaries to identify the
message source or locate the source, even if strong data
encryption is utilized.

Location privacy is an important security issue. Lack of
location privacy can expose significant information about the
traffic carried on the networks and the physical world entities.

While confidentiality of the message can be ensured through
content encryption, it is much more difficult to adequately
address the source-location privacy. Privacy service in WSNs
is further complicated since the sensor nodes consist of only
low-cost and low-power radio devices. They are designed to
operate unattended for long periods of time. Battery recharging
or replacement may be infeasible or impossible. Therefore,
computationally intensive cryptographic algorithms, such as
public-key cryptosystems, and large scale broadcasting-based
protocols, may not be quite suitable for WSNs. This makes
privacy preserving communication in WSNs an extremely
challenging research task. To optimize the sensor nodes for
the limited capabilities and the application specific nature of
the networks, traditionally, security requirements were largely
ignored. This leaves the WSNs vulnerable to security attacks.
In the worst case, the adversaries may be able to take control
of some sensor nodes, compromise the cryptographic keys and
reprogram the sensor nodes.

In this paper, we develop three two-phase dynamic routing
based schemes to provide source-location privacy. In the first
routing phase, the message source randomly selects an inter-
mediate node, or multiple intermediate nodes, in the sensor
domain, and then transmits the message to the randomly se-
lected intermediate node(s) before it is transmitted to the SINK
node. For single intermediate node case, the intermediate node
is expected to be far away from the source node in the sensor
domain. Our analysis shows that this scheme can provide
great local source-location privacy, however, it may not be
able to provide adequate global source location privacy. To
further improve the performance of global security, we present
two routing scheme that provide routing through multiple
randomly selected intermediate nodes based on angle and
quadrant. These two schemes can offer network-level (global)
source-location privacy for WSNs. Our simulation results
demonstrate that the proposed schemes are very efficient and
can be used for many practical applications.

The major contributions of this paper are the following:
1) We propose to protect the source-location privacy

through a two-phase routing process.
2) We develop source-location privacy through routing to

a single randomly selected intermediate node.
3) We present two multi-intermediate nodes selection

strategies for the source-location privacy scheme.
4) We provide extensive simulation results under ns-2 for
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every scheme we proposed.

The rest of this paper is organized as follows: Section II
defines the system model. Section III discusses related works.
Section IV describes a source privacy scheme through routing
to a single randomly selected intermediate node. Section V and
Section VI presents source location privacy schemes based on
angle-based randomly selected multi-intermediate nodes, and
quadrant-based randomly selected multi-intermediate nodes,
respectively. In each of these three Sections, we also provided
with security analysis and extensive simulation results. We
conclude in Section VII.

II. MODELS

A. The System Model

We make the following assumptions about our system:

• The networks are evenly divided into small grids. The
sensor nodes in each grid are all fully connected. In
each grid, there is one header node responsible for
communicating with other header nodes nearby. The
whole networks are fully connected through multi-hop
communications.

• The information of the SINK node is public. It is the
destination that all data messages will be transmitted to
through multi-hop routing.

• The content of each message will be encrypted using the
secret key shared between the node/grid and the SINK
node. However, the encryption operation is beyond the
scope of this paper.

• The sensor nodes are assumed to have the knowledge
of their relative locations and their adjacent neighboring
nodes. The information about the relative location of the
sensor domain may also be achieved through networks
broadcasting [1]–[3].

B. The Adversarial Model

We assume that there are some adversaries in the target area,
who try to locate the source node through traffic analysis and
tracing back. The adversaries have the following characteris-
tics in this paper:

• The adversaries will have unbounded energy resource,
adequate computation capability and sufficient memory
for data storage. The adversaries may also compromise
some sensor nodes in the networks.

• The adversaries will not interfere with the proper func-
tioning of the networks, such as modifying packets,
altering the routing path, or destroying sensor devices,
since such activities can be easily identified. However,
the adversaries may carry out passive attacks, such as
eavesdropping the communications.

• The adversaries are able to monitor the traffic in an area
and get all of the transmitted messages. On detecting
an event, they could determine the immediate sender by
analyzing the strength and direction of the signal they
received. However, we assume that the adversaries are
unable to monitor the entire WSNs.
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Fig. 1. Random routing: packets=1000, hops=50, routing range=250 meters,
average distance=4.2 hops from source, longest distance=12.2 hops from
source

III. RELATED WORKS

In the past two decades, originated largely from Chaum’s
mixnet [4] and DC-net [5], a number of protocols have been
proposed to provide communication source-location privacy
[6]–[18]. The mixnet family protocols use a set of “mix”
servers that mix the received packets to make the communi-
cation source (including the sender and the recipient) ambigu-
ous. The DC-net family protocols [5], [8], [9] utilize secure
multiparty computation techniques. However, both approaches
require public-key cryptosystems and are not suitable for
WSNs.

Multiple schemes have been proposed to provide destination
location privacy. In [12], [13], base station location privacy
based on multi-path routing and fake messages injection
was proposed. In this scheme, every node in the networks
has to transmit messages at a constant rate. Another base
station location privacy scheme was introduced in [19], which
involves location privacy routing and fake message injection.

In [14], [15], source-location privacy is provided through
broadcasting that mixes valid messages with dummy mes-
sages. The main idea is that each node needs to transmit
messages consistently. Whenever there is no valid message
to transmit, the node will transmit dummy messages. The
transmission of dummy messages not only consumes signifi-
cant amount of sensor energy, but also increases the networks
collisions and decreases the packet delivery ratio. Therefore,
these schemes are not quite suitable for large scale sensor
networks.

Routing based protocols can also provide source-location
privacy through dynamic routing so that it is infeasible for
the adversaries to trace back to the source-location through
traffic monitoring and analysis. The main idea is to, first, route
the message to a node away from the actual message source
randomly, then forward the message to the SINK node using
single path routing. However, both theoretical and practical
results demonstrate that if the message is routed randomly
for h hops, then the message will be largely within h/5 hops
away from the actual source, see Fig. 1. To solve this problem,
several approaches have been proposed. In phantom routing
protocol [16], [17] the message from the actual source will be
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Fig. 2. Illustration of the two-phase routing

routed to a phantom source along a designed directed walk
through either sector-based approach or hop-based approach.
Take the section-based directed walk as an example, the source
node first randomly determines a direction that the message
will be sent to. The direction information is stored in the
header of the message. Then every forwarder on the random
walk path will forward this message to a random neighbor
in the same direction determined by the source node. In this
way, the phantom source can be away from the actual source.
Unfortunately, once the message is captured on the random
walk path, the adversaries will be able to get the direction
information stored in the header of the message. Therefore,
the exposure of direction information decreases the complexity
for adversaries to trace back to the actual message source in
the magnitude of 2h. Random walk from both the source node
and the SINK node was also proposed in [18]. In this scheme,
Bloom Filter was proposed to store the information of all the
visited nodes in the networks for each message to prevent
the messages from hopping back. However, this design allows
the adversaries to recover significant routing information from
the received messages. In fact, this design is “not realistic” for
large scale sensor networks.

IV. SOURCE-LOCATION PRIVACY THROUGH ROUTING TO

A RANDOM INTERMEDIATE NODE (RRIN)

In this section, we will describe our proposed scheme on
routing through a random intermediate node (RRIN).

In this scheme, each message will be routed through a
randomly selected intermediate node. The node is selected
based on the relative location of the sensor node, as shown in
Fig. 2. The intermediate node is expected to be away from the
source node for a minimum distance dmin so that it is difficult
for the adversaries to get the source-location information of
the actual source.

Since we assume that each sensor node only has knowl-
edge of its adjacent nodes. The source node may not have
accurate information of the sensor nodes multiple hops away.
In particular, the randomly selected intermediate node may
not even exist. However, the knowledge of relative location
can guarantee that the message packet will be forwarded to
an intermediate node in an area with minimum distance dmin

away from the source node. According to our assumption,
the last node in the routing path adjacent to the intermediate
node will be able to tell whether such a randomly selected
intermediate node exists or not. In the case that such a node
does not exist, this node will become the intermediate node.
The intermediate node then routes the received message to the
SINK node.

Suppose the source node is located at the relative location
(x0, y0). To transmit a data message, it first determines the
minimum distance, dmin, that the intermediate node has to be
away from the source node. We denote the distance between
the source node and the randomly selected intermediate node
as drand. Then we have drand ≥ dmin.

Whenever the source node wants to generate a drand, it will
first generate a random number x. The value of this random
variable is normally distributed with mean 0 and variance σ2,
i.e., X ∼ N(0, σ). Then the source node can calculate drand

as follows:
drand = dmin × (|x| + 1).

Therefore, the probability [20] that drand is located in the
interval [dmin, ρdmin) is:

2ϕ0,σ2(ρ−1)−1 = 2
1

σ
√

2π
e−

(ρ−1)2

2σ2 −1 = 2ϕ
(

ρ − 1
σ

)
−1,

where ρ is a parameter larger than 1, ϕ0,σ2 is the probability
density function of Gaussian distribution [21].

If we choose σ to be 1.0, then the probability that drand falls
within the interval [dmin, 2dmin) will be 2Φ( 1

1 )−1 = 0.6827.
The probability that drand is in the interval [dmin, 3dmin) will
be 2Φ(2

1 ) − 1 = 0.9545.
After drand is determined, the source node randomly gen-

erates an intermediate node located at (xd, yd) that satisfies:

drand =
√

(xd − x0)2 + (yd − y0)2 ≥ dmin.

Upon receiving a data message, the intermediate node
forwards the message to the SINK node.

In the example given in Fig. 2, S1, S2 denote two source
nodes in the networks, D represents the SINK node and
I1, · · · , I6 are six randomly selected intermediate nodes. The
selection of drand guarantees that none of the intermediate
nodes will be in the shaded areas. The nodes I1, · · · , I6

will forward the messages M1, · · · ,M6 to the SINK node,
respectively.

A. Security Analysis

In our RRIN, the intermediate node is randomly selected by
the source node based on the relative location of the sensor
nodes. From probability point of view, every node away from
the source node can be selected as the intermediate node.
However, since we assume the source node does not have full
knowledge of the sensor node more than one hop away from
itself, the intermediate node selected by the source node may
not even exist since according to our assumption.

According to our assumption, it is impossible for the
adversary to trace back or identify the real message source
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node based on an individual traffic monitoring. This is because
(i) this message is equally likely to be generated by many
possible sources, and (ii) the probability for multiple events
from the same source to use repeated routing is very low for
large scale sensor networks.

If an adversary tries to trace back the source-location from
the message packet in the route through which the packet
is being transmitted to the mixing ring, then the adversary
will be led to the randomly selected intermediate node to
the best extend, instead of the real message source. Since the
intermediate node is randomly selected for each data message,
the probability that the adversaries will receive the messages
from one source node continuously is almost zero. As shown
in Fig. 2, if the adversaries receive M2 forwarded by I2, it
would be led to I2. However, the next intermediate node I3 is
far from I2, so the adversaries could not receive M3.

Even if one intermediate node’s location is discovered by the
adversaries, the source-location is still well protected because
the locations of the intermediate nodes are at least dmin away
from the real source node.

Unlike the directed walk used in random walk, our protocol
does not leak side information to the adversaries. Since the
intermediate node is determined before each data message
is transmitted by the source, the data message carries no
observable side information of the message source node’s
location in its content due to message content encryption.
Therefore, our proposed protocol can protect source-location
privacy.

However, in this scheme, the possibility of being selected as
an intermediate node for a sensor in the WSNs is proportional
to the distance between this sensor and the source node.
Therefore, for large scale sensor networks, the intermediate
nodes tend to be not too far away from the source node.
In other words, the intermediate nodes are highly likely to
concentrate in a circle area centered at the source node. We
carry out a small simulation to illustrate this. As shown in
Fig. 3, a reference frame is built on a WSNs terrain with
the origin located at the center of the target area. The source
node locates at the point (−1250, 1250). We generate 500
intermediate nodes according to the RRIN algorithm above
with σ equals to 1. We could see that all the intermediate
nodes are located not too far away from the source node and
the distribution of the nodes looks like a circle. Therefore,
nearly all the messages generated by this source node would
be forwarded to the SINK from the intermediate nodes on this
circle. The adversaries can be pretty sure that the source node
is located in the second quadrant of the reference frame. So for
large scale sensor networks, RRIN could only provide local
location privacy.

B. Totally Random Intermediate Node Selection

In order to provide global location privacy over the sensor
networks, the selection of intermediate nodes has to be totally
random, i.e., every sensor node in the networks has the same
probability of being selected as the intermediate node for any
source nodes.

RRIN
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Fig. 3. Distribution of the intermediate nodes
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However, if the selection is totally random, then some
intermediate nodes’ locations could be very close to the real
source node. Once such an intermediate node is located by
the adversaries, the source’s location will also be exposed. To
prevent this from happening, the locations of the intermediate
nodes should be at least dmin away from the real source node.

Unlike RRIN, the intermediate nodes randomly selected
are evenly distributed in the networks terrain. Therefore,
the messages could be forwarded to the SINK node from
all possible directions, which means the adversaries could
not get the general location information of the source node.
Every node in the networks has the same possibility of being
selected as the intermediate node. The intermediate nodes for
one source node are different for different messages, so the
adversaries will get no information about the source node from
the locations of the intermediate nodes. Even if the location of
one intermediate node is successfully identified, this location
is still dmin away from the source-location. Therefore, the
global location privacy is achieved.

However, random intermediate node selection without re-
striction may also have some limitations.

• The length of the routing path tends to be too long. For
instance, as shown in Fig. 4, S,D, I are the source node,
SINK node and intermediate node, respectively. The
distance between S,D and I,D are d and b, respectively.
Therefore, if a message is transmitted through I , the total
length of the path is nearly d+2b, which is much longer
than d. As a result, this routing path consumes much more
energy than our proposed scheme.

• The message drop rate may increase and the delivery ratio
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may decrease, due to the increase of the path length.
• If a single path is too long, it is easier for the adversaries

to deduce the information of the source-location. Take the
path from S to I in Fig. 4 as an example, once a packet is
captured by the adversaries in path, the adversaries may
get the direction of the source-location according to the
transmission direction of the captured packet.

C. Simulation Results and Performance Analysis

To evaluate the performances of the schemes proposed, we
have done some simulations using NS2 on Linux system. In
the simulation, 400 nodes are distributed in a square target area
of size 3360×3360 meters, while the SINK node is located at
the center of the networks. For phantom routing, the average
distance between the phantom source and the actual source
is 506.12 meters after four routing hops, while for RRIN,
the average distance between the intermediate node and the
source is 529.14 meters. We also illustrate the performance of
the totally randomly selected intermediate nodes. Simulation
results are provided in Fig. 5. In the figures, ‘total random’
means the selection of the intermediate nodes are completely
random without considering dmin. ‘total random with radius’
means the intermediate nodes are at least dmin from the source
node, while dmin equals to 480 meters in this simulation.

From the figures, it reasonable to observe that sending
the massages to the SINK directly without intermediate node
gives the best performance. The performances of RRIN and
phantom are of the same level, while RRIN is better in
location privacy protection. If the intermediate nodes selection
is made totally random, the performance is not as good as the
others. The performance of the totally random intermediate
nodes selection with the dmin constraint is the worst. This
is reasonable, because usually there is a tradeoff relationship
between the level of security and the performance.

V. SOURCE-LOCATION PRIVACY THROUGH

ANGLE-BASED MULTI-INTERMEDIATE NODES

From the discussion in last section we can see that routing
through single-intermediate node is more suitable for small
scale sensor networks. In this section, we propose routing
through multiple randomly selected intermediate nodes for
large sensor networks. Compare to the former one, It has the
following advantages:

• More reliable: If the packets are routed by multi-
intermediate nodes, the routing direction would be
changed every time this packet is forwarded by an inter-
mediate node. Take the path from S to I in Fig. 4 as an
example, if the path is composed of multi-intermediate
nodes: I1, I2, I3, the transmission direction is changed
completely when the message is forwarded by an inter-
mediate node. So even if the packet is captured by an
adversary, he is unable to get the direction of the source
node.

• Energy-efficient: Using controlled multi-intermediate
nodes, we can design routing schemes that can achieve
global source-location privacy. Comparing to routing
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through randomly selected single-intermediate node, the
average length of routing path could also be decreased to
save energy needed.

• Higher delivery ratio: As the length of routing path
decreases through multiple intermediate nodes, message
transmission reliability and delivery ratio can be im-
proved concurrently.

The intermediate nodes are preselected before a message is
sent out from the source node. The information of the interme-
diate nodes is stored in the header of the messages. However,
this manner of routing has a security problem. The adversaries
could just stay close to the SINK node and wait. Once a
message is captured, the adversaries will get the information
of all the intermediate nodes. Therefore, the source-location
could be deduced from the general routing path formed by
the intermediate nodes. To solve this problem, in our scheme,
before a message is forwarded by an intermediate node, the
information of the former intermediate node(s) will be deleted
from the message header, i.e., no information of the former
intermediate node(s) will be maintained in the header.

In this section, we will first propose angle-based interme-
diate nodes scheme.

A. Scheme Description

In angle-based intermediate nodes selection, prior to data
transmission, the source node needs to determine a maximum
angle β between the last intermediate node and the source
node according to the SINK node, while β ∈ [0◦, 180◦]. After
β is determined, the source node chooses an actual angle θ
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Fig. 5. Performance of routing by single-intermediate node

between the last intermediate node and itself according to the
SINK node D, where θ is a random variable evenly distributed
in the range (−β, β). Then the source node needs to determine
the number of the intermediate nodes, which is denoted as n
here.

Therefore, the angle generated by one intermediate node
should be: α = θ/n. The angles between all the intermediate
nodes and the source node according to the SINK node are:
α, 2α, 3α, · · · , nα, while nα = θ is the angle between the last
intermediate node and the source node according to the SINK
node.

After all the angles are determined, the source node gen-
erates the distances between the source node and the n
intermediate node: d1, d2, d3, · · · , dn, di(i = 1, 2, · · · , n) is a
random variable evenly distributed in the range (0, R), while

R is the radius of the networks terrain.
If a polar coordinate system is built on the networks terrain,

while the SINK node locates at the origin and the source node
is located at (d, 0), where d is the distance between the source
and the SINK, then the locations for all the intermediate nodes
will be: (d1, α), (d2, 2α), (d3, 3α), · · · , (dn, nα).

Fig. 6 illustrates this intermediate nodes selection, in which
S, I1, · · · , In,D are the source node, the intermediate nodes
and the SINK node, respectively.

B. Security Analysis

We will analyze that even if the adversaries are able to
successfully identify the location of the last intermediate node
In, the determination of the source-location S is still very
difficult according to our assumption. As shown in Fig. 7,
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Fig. 8. Performance of angle-based multi-intermediate nodes

where D, In are the SINK node and the last intermediate node,
respectively. In the case that the location of In is known,
a polar coordinate system is built on the networks with D
located at the origin and In at (d, 0◦), where d is the distance
from D to In. The possible location of S is in the shaded
area shown in Fig. 7, i.e, the radian measure range of (−β, β),
where β is a configurable parameter ranging from 0◦ to 180◦.
The larger β is, the higher level of location privacy that could
be achieved. Moreover, β can also be dynamic, in which
case the adversaries are unable to determine the actual β, the
possible location of the source node S can be anywhere in the
whole domain.

C. Simulation Results

We carried out simulations to evaluate the performance of
the angle-based multi-intermediate nodes scheme using NS2
on Linux system. In the simulation, the target area is a square
field of size 3360 × 3360 meters. The SINK node is located
at the center of the networks area. The SINK node is also the
destination for all packet transmissions. In this simulation, the
curve with β = 0 means the messages are transmitted to the
SINK node directly without relying on any intermediate nodes.
Simulation results are provided in Fig. 8 to demonstrate the
tradeoff relationship between performance and the angle β.
With the increase of the value of β, the performance becomes
worse, while the security level becomes higher.
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Fig. 9. Quadrant-based intermediate nodes selection

VI. SOURCE-LOCATION PRIVACY THROUGH

QUADRANT-BASED MULTI-INTERMEDIATE NODES

In this section, quadrant-based intermediate nodes scheme
will be presented.

A. Scheme Description

In quadrant-based approach, for each source node, the whole
networks are divided into four quadrants according to its
location and the SINK node’s location.

First, the source node has to determine the formation of the
quadrants. As shown in Fig. 9.(a), S, I,D are the source node,
the last intermediate node and the SINK node, respectively.
The distance between S and D is d. A reference frame is
built on this networks for source node S. The SINK node
D is located at the origin with coordinate (0, 0), S’s (xS , yS)
location in quadrant1 is: xS = d×cos(α), yS = d×sin(α),
where α is an evenly distributed random variable located in
the range of (0◦, 90◦).

After the reference frame is built up, the source node first
needs to determine the angle θ between the last intermediate
node and itself according to the SINK node. θ is evenly
distributed in (−90◦, 0◦) and (90◦, 180◦), which means the
last intermediate node can only locate in quadrant4 or
quadrant2 on the reference frame. This terrain is illustrated
as the shaded area in Fig. 9.(a). The other intermediate nodes
could be determined in the similar way as the angle-based
multi-intermediate nodes selection scheme.

B. Security Analysis

In this way, the possible angle between S and I according
to D falls in the range (0◦, 180◦). Even if the adversaries can
determine the location of I , they still cannot get the informa-
tion about the location of the source node. For example, in
Fig. 9.(b)-(d), for the same I , the formation of the quadrants

could be the one shown in Fig. 9.(b), or the one shown in
Fig. 9.(c). In another word, the source node S can be located
in the shaded area in Fig. 9.(b), or the shaded area in Fig. 9.(c).
Therefore, the possible location area of the source node is the
shaded area in Fig. 9.(d), which is almost the whole networks
area. In this way, global source-location privacy is achieved.

C. Simulation Results

We also conducted simulations to compare the performances
of quadrant-based intermediate node selection scheme and
angle-based intermediate node selection scheme. The setup
for this simulation is exactly the same as the angle-based
approach. The simulation results are shown in Fig. 10. Our
simulation demonstrates that the quadrant-based approach can
provide better performance than angle-based approach with
β = 180◦, while both of these two schemes achieve global
location privacy.

VII. CONCLUSIONS

Source-location privacy is critical to the successful de-
ployment of wireless sensor networks. In this paper, we
first propose and analyze a routing-based scheme through
single-intermediate node. Then two multi-intermediate nodes
schemes are introduced. For each of these schemes, we carried
out simulations to evaluate the performances. Simulation re-
sults demonstrate that the proposed schemes can achieve very
good performance in energy consumption, message delivery
latency and message delivery ratio.
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