
IEEE PHOTONICS TECHNOLOGY LETTERS, VOL. 35, NO. 5, 1 MARCH 2023 229

Spatially Multiplexed Quantum Entropy Source
With Single LD for 100-Gbps Random

Numbers and Beyond
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Abstract— Fast quantum random number (RN) generation is
an essential technology for cryptographic applications requiring
unpredictable RNs. This letter reports a spatially multiplexed
quantum entropy source (QES) with a single laser diode (LD),
utilizing parallel homodyne measurement of vacuum fluctuation,
for an aggregated RN generation rate of 100 Gbit/s and beyond.
The QES uses a high-power distributed feedback LD and a low-
loss 1 × 16 silica planar lightwave circuit splitter and achieves
eight-channel parallel operation with a broad bandwidth of
4 GHz each. A four-channel aggregated RN generation rate of
4 × 25 Gbit/s and further scalability up to 8 × 25 Gbit/s with
eight channels are demonstrated via offline post-processing.

Index Terms— Photonics, quantum random number generator,
random number generation.

I. INTRODUCTION

TRUE random numbers (RNs) play an essential role in
cryptographic applications and stochastic simulations.

Various hardware RN generators utilizing classical noise,
chaotic behavior, or quantum mechanics have been demon-
strated. Among these, quantum RN generators (QRNGs) dis-
play potential in terms of true randomness because intrinsically
unpredictable quantum phenomena are utilized as a source of
randomness for extracting RNs or a quantum entropy source
(QES). The QES has been realized based on the path difference
or arrival time of a photon, phase fluctuation of a laser,
and vacuum fluctuation [1], [2]. Recently, a quantum RN
cloud platform that consumes a substantial amount of RNs
for various applications was proposed and demonstrated [3].
Unpredictable RN streams are particularly essential for some
cryptographic applications, such as the seed of a quantum
key distribution system [4] and signal randomization for
physical layer encryption [5]. Thus, fast and reliable QRNGs
are required to satisfy the growing demand of RNs. Here,
we focus on fast device-dependent or trusted QRNGs, rather
than device-independent but relatively slow ones assuming the
existence of adversaries.
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A QRNG based on vacuum fluctuation is suitable for
reliable, low-cost, and fast RN generation [6]. It consists of a
homodyne measurement setup and a conventional continuous-
wave laser for a local oscillator (LO). The highest rate of
18.8 Gbit/s for QRNGs was demonstrated using a compact
Si-photonic homodyne chip integrated with a balance photo
detector (BPD) and a high-speed field-programmable gate
array (FPGA) [7]. A feature of the QRNG is that the QES
is able to employ spatial multiplexing for parallel operation.
Coherent LO lights divided from a laser are uncorrelated
in principle. Therefore, a parallel homodyne measurement
setup with a single laser and an optical 1 × N splitter
realizes spatial multiplexing. This technique was originally
proposed in [8] for facilitating the hardware implementation of
digital post-processing, and real-time parallel operation with
7 channels × 0.44 Gbit/s = 3.08 Gbit/s was demonstrated
using a lithium niobate waveguide splitter and a common
FPGA.

The implementation of post-processing at a throughput of
over 10 Gbit/s has ceased to be a fundamental issue because of
the continuous progress in the performance of digital circuits,
as demonstrated in [7]. Therefore, we recently utilized the
multiplexing technique for achieving a high aggregated rate.
A high-power laser for LO and a low-loss optical splitter
are key enabler to increase the aggregate rate related to the
product of the number of parallel channels and photodetection
bandwidth. A four-channel parallel QES for an aggregated RN
generation rate of 100 Gbit/s was demonstrated using a low-
loss 1 × 8 silica planar lightwave circuit (PLC) splitter [9]. The
silica PLC exhibits low insertion loss and high reliability [10]
and is suitable for the QES.

This letter reports scaling of the number of parallel channels
in the spatially multiplexed QES based on vacuum fluctu-
ation for further increasing an aggregated RN generation
rate. We demonstrated an eight-channel parallel QES with a
high-power distributed feedback (DFB) laser diode (LD) at
a fiber-coupled output power of >180 mW and a low-loss
1 × 16 silica PLC splitter. Eight parallel quantum randomness
sources with a bandwidth of 4 GHz each were digitized, and
RNs were extracted via offline post-processing. The aggre-
gated rate attained 4 channels × 25 Gbit/s = 100 Gbit/s,
and scalability up to 8 channels × 25 Gbit/s = 200 Gbit/s
was demonstrated. Although the RN extraction process is
offline here, the spatial multiplexing in the QES exhibits
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Fig. 1. Configurations of QES: (a) conventional setup with a BS, and
(b) N -channel parallel setup with a 1 × 2N splitter.

high potential to achieve the highest RN generation rate for
QRNGs. The generated RN sequences passed the randomness
test according to NIST SP800-90B [11].

II. OPERATING PRINCIPLES

Fig. 1(a) shows the basic configuration of a QES based
on vacuum fluctuation. It is a homodyne setup without signal
input. The LO light from a laser is injected into the input port
of a beam splitter (BS). There are no inputs to the other ports.
The LO light is divided by half and detected using a BPD. The
two LO beams or two coherent states are uncorrelated. This
can be explained as follows: a BS is a two-input two-output
passive device and is expressed by a unitary operator. When
the two-mode coherent state |α⟩|0⟩ is incident on a half BS
U , the output state is U |α⟩|0⟩ = U |α/

√
2⟩|α/

√
2⟩, where α

is the complex amplitude of coherent light and |0⟩ is the
vacuum state [12]. In this case, the output state is separable;
hence, quantum noise in each output mode is uncorrelated.
The BS can be replaced with waveguide devices without a
vacuum input such as a multimode interference coupler or a
Y-branch splitter [7], [8], because quantum noise is introduced
by linear attenuation. Furthermore, additive (classical) noises
of the LO beams are cancelled at the subtraction process in
the BPD. Thus, the vacuum fluctuation, i.e. quantum noise,
is obtained with zero mean. Then, Gaussian distribution of
quantum noise is digitized by an analog-to-digital converter
(ADC), and raw random bits are stored. The generation rate
of the raw bits is m / T bit/s. Here, m and T are the bit
resolution and sampling period of the ADC, respectively. The
sampling ratio 1 / T is typically set equivalent to the bandwidth
of the detected quantum noise, and undesirable correlation
between adjacent samples are suppressed. Hence, broadband
noise detection increases the generation rate while a high LO
power is required. Finally, post-processing is performed to

Fig. 2. Noise variances for different LO powers in a single QES with a
bandwidth of 4 GHz. The inset shows electrical spectra with and without LO.

extract true RNs from the raw random bits. Typically, hashing
with a Toeplitz matrix is utilized [13].

Spatial multiplexing is achieved using a multistage optical
splitter because the LO lights are uncorrelated even after
cascaded BSs. Fig. 1(b) shows the N -channel parallel setup
with a 1 × 2N splitter. The LO light from a single laser
is split using the splitter, and 2N LO beams are detected
with the BPDs. After the digitization, N -channel independent
and identically distributed (IID) raw bit sequences based on
vacuum fluctuation are obtained. The aggregated generation
rate of raw random bits becomes N × m/T . For a high rate,
it is necessary to increase N while maintaining broadband
photodetection or a large 1/T . To achieve this, a high LO
power for each BPD is essential. Thus, the use of a low-loss
silica PLC splitter and high-power DFB LD is advantageous in
terms of the generation rate, cost, and reliability. Furthermore,
heterogeneous integration of multiple BPDs on a silica PLC
for downsizing the QES displays potential, as demonstrated in
a coherent receiver front-end circuit [14].

III. EXPERIMENTS

An eight-channel QES (N = 8) with a single DFB LD was
demonstrated experimentally. We used a high-power LD at
1.31 µm, a low-loss 1 × 16 silica PLC splitter, and broadband
BPDs in the experiment. The DFB LD achieved a high
fiber-coupled output power of > 180 mW, while maintaining
a narrow linewidth of typically 200 kHz and low relative
intensity noise of less than −155 dBc/Hz at above 1 MHz.
The loss of the PLC splitter at 1.31 µm was 13.4 ± 0.3 dB,
which includes an intrinsic splitting loss of 12 dB. The power
imbalance between the two inputs of a BPD was less than
0.3 dB. The high output power of the LD and low loss of the
splitter achieved an LO power of 17.4 mW on an average for
each BPD. The BPDs had a bandwidth of 5 GHz and were
followed by low-noise broadband RF amplifiers. The vacuum
fluctuations were digitized using an oscilloscope with 12-bit
resolution and a bandwidth of 4 GHz (rather than using ADCs)
in this offline experiment.

First, a preliminary test involving a single-channel QES with
a 3 dB coupler was performed. Fig. 2 shows the variance of
noise for various LO powers. The noise variance increases lin-
early with the LO power (R2

= 0.9997). This result indicates
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Fig. 3. Autocorrelation of the noise at an LO power of 20mW.

that the vacuum fluctuation contributes the most to the noise
because the variance of classical noise increases as the square
of LO power. The inset shows the electrical spectra with and
without LO input of 20 mW, measured using an electrical
spectrum analyzer. The dashed line indicates 6 dB reduction.
The noise bandwidth (6 dB) is approximately 4 GHz. The
clearance from the background classical noise without LO
is approximately 10 dB in the bandwidth. Fig. 3 shows the
normalized autocorrelation trace at an LO power of 20 mW.
The sampling rate of the noise was set at 4 Gsample/s corre-
sponding to the noise bandwidth of 4 GHz. The inset shows
the magnified results around zero. The sampled noise has no
significant correlations among adjacent samples, suitable for
random number generation.

Next, the eight-channel QES with the 1 × 16 PLC splitter
was demonstrated. The average LO power for each BPD was
17.4 mW. The number of inputs of the oscilloscope was four,
whereby we could not obtain the eight-channel vacuum fluc-
tuations simultaneously. However, the feasibility of the eight-
channel operation can be shown without the simultaneous
measurement. This is because it is established theoretically that
each channel is independent. Moreover, the cross-correlations
between channels of #1-4 and #5-8 were experimentally
evaluated to confirm the independence among the channels.
The absolute values of normalized correlations were less than
1 × 10−3. The negligibly small values demonstrated the
independence among at least four channels.

Fig. 4 shows histograms of the noise amplitude. The quan-
tum noises with a Gaussian distribution were obtained in
the eight channels. Fig. 5 shows the average and standard
deviation (SD) of the noise variances for 10 measurements
of 4 × 106 samples. The average noise variances were
20.4 ± 1.3 mV2 for the eight channels. The noise variances
were sufficiently uniform for parallel operation. The SDs on
the right axis, corresponding to measurement errors, were less
than 0.4 mV2. The stability at a few percent variation is
sufficient for random number generation. On the other hand,
future investigations using real-time processors are needed to
evaluate long-term stability.

Here, post-processing for RN generation was performed
offline. The first two digits of the 12-bit binary data for each
sampling was discarded to adjust the amplitude range of the
measurements. Thereby, 10 raw bits were obtained from a
sample. Subsequently, RNs were extracted. We tested two
methods: 1) hashing with a Toeplitz matrix in a channel-
by-channel manner and 2) XOR operation of two channels.

Fig. 4. Histograms of noise amplitude for eight channels.

Fig. 5. Average and standard deviation (SD) of the noise variances in the
eight-channel parallel QES.

In method 1), a Toeplitz matrix consisting of random seed
bits was multiplexed by the raw bits. The compression ratio
of the hashing η is expressed as the ratio of the length of the
row of the matrix to that of its column. Hence, the aggregated
RN generation rate is η × N × m / T . The matrix size was set
to 4000 × 2500 (η = 0.625) and 4000 × 2000 (η = 0.5), such
that 6.25 and 5 random bits, respectively, were extracted from
a sample. In method 2), the XOR of raw random bit sequences
of two channels was calculated. This method is achievable
because each channel is IID in the spatially multiplexed QES.
The compression ratio η of XOR operation is fixed at 0.5,
whereas the computational cost of the post-processing reduces.

The randomness of raw bits is evaluated based on the
min-entropy analysis [13]. The min-entropy is calculated as
H∞(X) = −log2 Pmax where Pmax = max x∈{0,1}n Pr[X = x].
Pmax is obtained from the variances of quantum and classical
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Fig. 6. Entropy of the randomness test for each channel when RNs are
extracted utilizing hashing with Toeplitz matrix with a size of 4000 × 2500
(η = 0.625).

TABLE I
RESULTS OF RANDOMNESS TEST (NIST SP800-90B)

noises, bit resolution of digitization, and amplitude range of
measurement. This study focuses on trusted quantum random
number generation, and the min-entropy assuming a non-
adversary model is employed. The average min-entropy of
eight channels in the experimental condition was calculated
to be 8.76 bits/sample. This value indicates the maximum
number of true random bits extractable from one sample. Thus,
it was reasonable to extract 6.25 and 5 bits/sample in the
post-processing.

The extracted RN sequences for each channel were
assessed based on the randomness test according to NIST
SP800-90B [11]. Fig. 6 shows the test results of entropy with
a unit of bits per byte when the extraction method is the
hashing with Toeplitz matrix of 4000 × 2500 (η = 0.625).
The entropy here is a measure of randomness of RNs, which
is different from an entropy with a unit of bits/sample used
in the previous paragraph. The entropy for each channel was
close to the ideal value of 8 bits per byte. This indicates that
the RN sequences are sufficiently random. Table I summarizes
the results for methods 1) and 2). The average entropies of the
eight channels approached the ideal value for all the extraction
methods, and the randomness test passed. Thus, unpredictable
RNs based on vacuum fluctuation were generated successfully.
When η = 0.625, the aggregated RN generation rate could
attain 8 (channels) × 4 (Gsample/s) × 10 (bits) × 0.625 =

200 Gbit/s.

IV. CONCLUSION

An eight-channel spatially multiplexed QES based on vac-
uum fluctuation with a high-power DFB LD and a low-loss
1 × 16 silica PLC splitter was demonstrated. Eight-channel
quantum randomness sources with a bandwidth of 4 GHz
each were obtained. Then, RN generation at a four-channel
aggregated rate of 100 Gbit/s and scalability up to 200 Gbit/s
using eight channels were demonstrated via the offline post-
processing. The RN sequences passed the randomness test
according to NIST SP800-90B. Although the post-processing
was implemented offline, this demonstration indicates that
the highest RN generation rate for QRNGs is achievable
with the eight-channel parallel QES. Real-time post-processing
with the hashing at a Gbit/s class throughput had been a
challenge. The recent progress of high-speed FPGAs has
rendered such high-speed real-time post-processing feasible.
A real-time QRNG at a rate of 100 Gbit/s or higher will be
realized using the spatially multiplexed broadband QES and
multiple high-speed FPGAs.
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