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ABSTRACT 
A new analog encryption technique using unitary circulant trans- 
formations of the sampled analog signal is proposed. This tech- 
nique is less vulnerable to attack than other known schemes based 
on transposition(scramhling) of the signal components in time 
or frequency domain. The new technique introduces primarily 
a phase distortion. A new distonion measure capable of quantify- 
ing phase distortion is proposed. An optimal speaker-specific key 
generation scheme is then developed for maximizing an objective 
function based on the new distortion measure. 

Key words: Analog speech encryption, key generation, dis- 
tortion measure. 

1. INTRODUCTION 

Analog encryption schemes [ I ]  are relatively insecure compared 
to digital encryption schemes, but have an advantage in that 
they can be easily inter-faced with the existing channels such as 
telephone, satellite and mobile communication links. The main 
reasons for the vulnerability of analog encryption schemes are 
the bandwidth constraints of the analog channels, the nature of 
the speech signal and the various encryption schemes which in- 
volve permutations as a key to hide the signal. Compared to 
the time-domain scrambling algorithms, the transform domain 
speech scramblers have a distinct advantage in that the number of 
effective permutations is much larger than the number of permuta- 
tions available in the time-domain scrambling algorithms. Hence, 
the security offered by transform domain scramblers against a 
brute force attack which tries out the permutations is higher and 
hence they are prevalent. Such an attack on the transform do- 
main scramblers requires the cryptanalyser to listen to each of the 
signals obtained after repositioning the transform coefficients fol- 
lowed by the inverse transform, which is wearisome. Goldhurg et 
al. [21 in their paper propose an attack on the transform domain 
scramblers without a human intervention at each stage. Using 
spectral matching techniques, an estimate of the permutation is 
determined in [Z]. This suggests that an attack can be done with 
the aid of computational facilities rather than by listening and de- 
termining the content of speech for each guess of the key used. 
Thus transpositions alone are not enough to prevent an attack of 
this kind. In the next Section we propose an encryption scheme 
that does not use transpositioning of speech data. 

2. ENCRYITION USING CIRCULANTS 

Let a finite frame of speech samples of length N be represented 
hy the vector x = [z(0) z(1) . . . z ( N  - 1)IT. Consider the set 

n = { h  : I H ( k ) l = l ,  k = O , 1 ,  . . . ,  N-1; heP”}, ( I )  

where H ( 6 )  denotes the DFT coefficients of the vector h. 
Let $(k) denote the angle or phase of H ( 6 ) .  For h to be 
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an element of the set 12, each of the principal phase values 
$(l), q4(Z), . . . , $ (f - 1) may be chosen arbitrarily and in- 
dependently from the interval [ -T,T].  while $(O) and $ ($) 
may be equal to either 0 or T.  The other phase values are fixed 
by the conjugate symmetry property of the DIT of a real se- 
quence. The cardinality of the set ll is infinite and it is un- 
countable. We define the vector of encrypted speech samples as 
x := h @ x, where 8 denotes circular convolution. We can 
also write the same relation as Z = a 0 x, where 0 denotes cir- 
cular correlation and the elements of the vector a are given by 
a(n) := h ( ( -T I )  mod N )  , n = 0, 1, . . . , N - 1. Equivalently 
in matrix notation Z = Ax, where A is a circulant matrix [3] 
whose rows are the vector a and its circular shifts. From the def- 
initionofa(n),theDFTrelationa(n) 0 a ( n )  + H ( k )  .H’(k) 
follows. Since H ( 6 )  . H ’ ( k )  = [l 1 . . . , 1IT, and its inverse 
DIT is the vector [l 0 0, . . . , 0IT . Writing this is an equation, 
we have 

I 

N-1 

a(m)a((m - n) mod N )  = 6(n). (2) 
m=0 

Equation (2) indicates that the vector a and its N - 1 circular 
shifts form an orthonormal basis of PN. For each h E 11, we get 
a unique circulant A and hence there are infinitely many N x N  
onhonormal circulants which can be used as the keys for encryp- 
tion of the speech vector x. Since A is orthonormal. the original 
signal (i.e. decrypted signal) can be recovered by the transforma- 
tion x = AT% 

3. ANALYSIS OF THE ENCRYITION SCHEME 

The circulant transformation produces a redistribution of en- 
ergy in the temporal domain rather than only a transposition of 
the speech data as in the conventional time-domain scrambling 
schemes. Since the redistribution of energy is throughout and 
within the expanse of the frame, greater lengths of the frame can 
engender higher uinitelligihility than those engendered by smaller 
lengths. The relative importance of phase in a signal as compared 
to that of magnitude increases as the length of the signal under 
consideration increases [41. Hence when the signal length is large 
enough, a random phase distortion can result in serious impair- 
ing of the temporal structure of the speech signal. The original 
and the encrypted signal for the utterance “while afienfion” by 
an adult male speaker is shown in Figure 1. A frame length of 
N = 512 was used for the signal sampled at 8 kHz. 

The perceptual distonion caused hy the process of encryption 
can he explained as the result of destroying the formant transitions 
which are important acoustic cues for the perception of speech. 
Libermann el al. I51 show the necessity of these acoustic cues 
for the perception of phonemes. Speech is a complex and varied 
activity encompassing not just words, gestures and tone of voice 



Fig. 1. (a) The original discrete signal for the utterance 'while 
attention' in time domain. (b) the corresponding scrambled signal 
in time domain. 

Fig. 2. (a) Spectrogram of the original signal. (b) Spectrogram of 
the encrypted signal. 

but also silence; the near silence during the glottal closure period 
during which the speech signal has law amplitude values is also 
affected by the temporal distortion brought about by the encryp- 
tion process. The silence between words in the original speech 
signal also contributes lo  the unintelligibility of the encypted sig- 
nal. Figure 2 (a) and (b) show the spectrograms of the original 
and the encrypted signal for the same utterance 'while attention' 
as that in Figure 1. It is evident from the spectrograms in Fig. 
ure 2 that the temporal redistribution of energy due to encryption 
has rendered the original formants distorted and introduced many 
new ones. 

We now consider the analysis in the spectral domain. We had 
defined Z = h@x. This is equivalent to multiplication in the DFT 
domain and therefore the kth D m  coefficient of is given by 
X(k)ej)(''. The Discrete Time Fourier Transforms of ( D W  
%(w) of the signal 2 can be written as 

where the function Y(w) is the interpolation function with the 
property that Y ( 9 k )  = b(k) [6].  If g ( k )  = O V  k in (3). we 

get an expression for X,(w), the DTFT of x. Hence from (3) we 
can observe that X,(w) # IXc(ul except at the finite number 

of poinu at w = bi, i = O , l ,  ..., N - 1. On the other-hand, 
the phase spectra of x and are different even at these points. 
Thus the unitary circulant transformation distorts the magnitude 
spectrum of the signal everywhere except at the N points men- 
tioned above, and also the entire phase spectrum. It is obvious 
that as N increases, the distortion of the magnitude spectrum de- 
creases. For typical frame lengths N such as 256 or more, one 
can neglect the bandwidth expansion due to encryption. It can be 
shown that bandwidth expansion due to encryption and the conse- 
quent distortion during transmission over a bandlimited channel 
is negligible [7]. 

I- I 

4. KEY GENERATION SCHEME 

An infinite choice of keys is available for encryption using 
circulants, each key corresponding to a phase vector * = 
[+(I) g(2) . . . g (% - l)]' subject to the constraint g(O) = 0 
o r n . g ( f )  = O o r a , a n d g ( ( N - n ) m o d N )  = + ( n ) . W e  
shall now address the issue of key selection that meets the twin re- 
quirements of high distortion of the encrypted signal and low vul- 
nerability to attack. Most measures of speech quality described 
in the literature [S] primarily quantify spectral magnitude distor- 
tion. These measures are not suitable for quantifying the phase 
distortion effected by our encryption procedure. A widely used 
distortion measure is the ltakura distortion measure [8,9] defined 
as 

I 

where R = E [G'] is the correlation matrix 
of Z,  and a = [ la( l )a(Z)  . . _  a ( N -  1)I'and 
a [I Z(1) Z(2) . . . Z ( N  - 1)l'are respectively the 
vectors of linear predictor coefficients (LPCs) of xand Z. It 
is evident from Eq. (4) that the ltakura distance measure fails 
to quantify phase distortion. Hence we propose the following 
modified ltakura (MI) distortion measure : 

I = 

I - 
where R, = E [WW']. R, = E [z], 
w(n) := f ( E ( n ) + E ( ( N - n ) m o d N ) ) .  ?(n) := 
f (z(n) - z ( ( N  - n) mod K)), w(n) and z(n) are de- 
fined similarly, and aw, a,, a ,and  "a, are the LPC 
vectors of w. W, z and 5 respectively. We note that, at 
{w = %k, k = O , 1 ,  ..., N - l}, DTFT of w =Re[X,(w)] 
and DTIT of z =j lm [X,(w)] where Re [ ] and Im [ ] denote, re- 
spectively, the real and imaginary parts of their arguments. Hence 
for large N ,  the MI distortion measure is well approximated by 
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Thus the MI distonion measure incorporates the effects of both 
magnitude distortion and phase distortion. Using linear prediction 

theory, it can be readily shown 17, 10) that (6z&G)-' = 

u T k l u  and (&Tkzz)-' = uTk;'u, where u = 

[I 0 0 . . . Ol'is a N x l  vector. Hence Eq. ( 5 )  can be written 
as 

d M r  (x,%) = a f k a ,  uT6i'u ark,a, uT6L1u. (7) 
For encryption using circulants, we have % = Ax, and it 

can be shown that k, = (k + f S  + S k  + S6S) and 

6, = (6-6s - S k + S 6 S  , where k = ARA' and 

R = E [xx']. and S is a NxN symmetric permutation matrix. 
The matrix A = A (Q) depends on the phase vector Q which 
is the key to encryption. The function in &. (7) is continuous 
and its domain is a compact set [I21 and hence the maximum of 
the function is attained. The optimal key may be defined as the 
vector Q that maximizes d (Q; R) := d n r r  (x, %) . But this is not 
a useful optimality criterion since the optimal key 0. = Q,(R) 
is frame dependent. We therefore define a speaker-specific but 
frame-independent optimal key as the vector 0 that maximizes 

the objective function d Q, R where E is the average correla- 
lion matrix of a speaker. 

We constmct a model for 6 for the voiced components of 
spcech as follows. Let pl (k )  = 3 be the normalized auto- 

correlation function (ACF) of the Ith frame. For each I, pl (k )  
has a peak at k = 0 and progressively smaller peaks at k = 
k,, Zk,, . . . where kp is the pitch period which is assumed to 
be the same for all frames. On an average, the decay of the en- 
velope of pl(lk1) may he assumed to he a linear function of k. 
Furthermore, p ~ ( k )  has significant values only for a few samples 
on either side of each peak. Hence a speaker-specific normalized 
average ACF is modeled as 

) 

( 9 

. ,  
where M is typically between 10 and 15, and I takes integer val- 
ues such that Ikl < N. This model is justified by the fact that, 
for small k ,  the average of pl (k )  over several frames is known to 
have a small variance [ I l l .  The ( i , j)  element of 6 is defined as 
E(i,j) := p^(i - j ) .  

F%r a given speaker, the frame-independent optimal key 
Q.(R) may be used to encrypt all the frames. For this key, 
the objective function d h; 2) attains its maximum value 

do@) := d (.. (6) ; 6). However, the security of the en- 
cryption scheme may be increased by using a set of 6-suboptimal 
keys and switching the keys from frame to frame in a predeter- 

mined manner. For any 6 > 0, a sub-optimal key Q,. R 6 is 

defined as a vector Q for which d (.; 6) 2 do (6) - 6 .  For 
a given 6, let the set of all 6-suboptimal keys he described by s6. 

(- 1 

Since the expression in &. (7) is a single equation with many 
variables, we have infinite solutions for any given value (except 
the maximum and minimum value ) of d M r  (x,%). Hence Ss is 
an infinite set. A random subset of S6 may be selected, and keys 
belonging to this subset may be used in a predetermined order for 
encryption of successive frames of the signal. This strategy can 
enhance security and may be expected to yield a slightly small re- 
duction in the distance value that provided by the optimal key. We 
note that any phase distortion of the optimally encrypted signal 
will destroy its optimality. Hence the effectiveness of the optimal 
key may be diminished if the nature of the encryption technique 
is known to the eavesdropper. A practical scenario may be like 
generating keys for diplomat A and diplomat B by making use of 
their voice characteristics. 

Fig. 3. The distances In dnrr (x, %) between the original and the 
encrypted signal frames with keys generated by different key gen- 
eration schemes. 

5. RESULTS 

Experiments have been carried out to determine the performance 
of the encryption technique described above. The speech sig- 
nal was sampled and divided into frames of length N = 512. 
Four different key generation schemes were used for encryption. 
Results are presented in Figure 3 and Table 1 for 100 frames 
of speech of an adult female speaker whose average pitch was 
269.3Hz. Only those frames whose energy exceeds the aver- 
age energy per frame in the speech signal are included in this 
presentation. This selection was done to ensure that all the se- 
lected components frames had a component of coiced speech, 
since the model for the average correlation matrix R is valid only 
for voiced speech. The MI distance In dM1 (x, %) for 100 frames 
for the different key generation schemes are presented in Figure 
3, while the average values of I n d M r  (x,z) over 100 frames 
are given in Table 1. In scheme 1, represented by the dot-dash 
curve in Figure 3 each frame was encrypted using the optimal 
key Q.(R) corresponding to the actual correlation matrix R of 
that frame. The optimal key was obtained by finding the peak of 
d (Q; R) by the conjugate gradient method for each frame. This 
method is not guaranteed to locate the global peak of d (0; R). 
However, a comparison of the results for scheme 1 with those for 
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single frame of speech signal may contain acoustic cues of more 
than one word, the acoustic cues of the adjacent words mutually 
contribute to the unintelligibility of the encrypted speech. Hence 
a subjective test based on recognizing isolated words has not heen 
considred and no other satisfactory subjective tests for comparing 
the performance of different encryption techniques has been de- 
veloped. However, one could always combine the other scram- 
bling techniques with the proposed encryption scheme i.e. per- 
form a transposition of the D l T  components (as in literature) 
apriori and then use the unitary circulant transformation. The 
scrambled signal would then be A F - I P F X ,  where P is the per- 
mutation. matrix used to trans-locate the DFT components. The 
analysis for key-generation for this kind of a combination of two 
methods can be done by considering the signal F-’PFx as the 
original signal i.e. for a fixed permutation P ,  the circulant A may 
he obtained by the key generation scheme proposed. 
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Table 1. The average distance between the original and the en- 
crypted signal frames with keys generated by different key gener- 
ation schemes 

Scheme 1 1 1  2 1 3 \ 4 1  
I Averagedistance I 11.11 I 10.09 I 9.87 I 8.95 I 

scheme 4 (dashed curve in Figure 3 ), wherein the key for the en- 
cryption of each frame was generated randomly, indicates that the 
use of the optimal key has resulted in a large increase in the MI 
distance. Also, the frame-to-frame fluctuations in the MI distance 
are significantly reduced by the use of the op_timal key. In scheme 
2 (dotted curve in Figure 9. the key Q,(R) optimized for the 
average correlation matrix R was used to encrypt all the frames. 
The MI distances for this scheme are less than those for scheme 
1, but significantly larger than those for scheme 4. The conjug_ate 
gradient method was used once again for determining Qo(R). 
With this key, the objective function d Q,R attains the peak 
value of 11.37. In scheme 3 (solid curve in Figure 3), a set of 20 

&suboptimal keys was used. Keys satisfying d (.; 2) t 11.0 

were obtained by selecting points around Qp.(&) in 20 randomly 
chosen directions in the N-dimensional Q-space. This method for 
solving the roots involves the compuatation of the gradient and 
is refered to as the one-dimensional Newton’s method in a multi- 
dimensional space [131. Unlike the regular Newton’s method, this 
r ~ t  solving prcedure is not an iterative process. The gradient was 
evaluated using the mathematical package, Mathematica [I41 that 
can do analytical differentiation. Keys from this set were then 
chosen randomly for encrypting the signal in each frame. A com- 
parison of the results for schemes 2 and 3 indicates the MI dis- 
tance values for scheme 3 are only slightly lower than for scheme 
2. It is clearly seen from Figure 3 that the &suboptimal keys 
perform statistically better than the keys generated randomly (the 
solid curve Vs. the dashed curve) corroborating the theory and 
the heuristics presented for the distortion measure and in the esti- 
mation of the auto-correlation matrix, R. 

( .-) 

A 

6. SUMMARY AND CONCLUSIONS 

An analog encryption technique that is immune to a vector code- 
book based attack is proposed in this paper. Encryption is 
achieved by subjecting each frame of the sampled analog signal 
to a circulant transformation which introduces a phase distortion. 
A new distonion measure capable of quantifying phase distor- 
tion is also proposed. An optimal speaker-specific key generation 
scheme is then developed for maximizing an objective function 
based on the new distortion measure.Vulnerability to attack may 
be reduced by using a set of sub-optimal keys in a predetermined 
order instead of using a simple optimal key. 

In the new distortion measure proposed by us the contributions 
of magnitude distortion and phase distortion are not segregated. 
Also, the relative imponance of magnitude distortion and phase 
distortion in speech encryption is not well understood. Hence, an 
objective comparison of the proposed encryption technique with 
other know techniques of analog encryption does not appear to he 
possible. 

In the proposed encryption technique, the unintelligibility of 
the encrypted signal is due to a redistribution of energy through- 
out and within the expanse of the frame, and thc consequent dis- 
tortion of formants and introduction of new formanu. Since a 
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