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Abstract: With the advancement of beyond-CMOS devices to keep Moore’s law alive, several emerg-
ing devices have found application in a wide range of applications. Spintronic devices offer low
power, non-volatility, inherent spatial and temporal randomness, simplicity of integration with a sili-
con substrate, etc. This makes them a potential candidate for next-generation hardware options. This
work explores the giant spin Hall effect (GSHE)-driven spin-orbit torque (SOT) magnetic tunnel junc-
tion (MT]) as a potential candidate for creating an externally triggered hardware Trojan and insertion
into logic-locked hardware security considering the effect of process and temperature variations.

Keywords: giant spin Hall effect (GSHE); hardware security; hardware trojan; magnetic tunnel
junction (MT]J); spintronics; spin-orbit torque (SOT); spin-transfer torque (STT)

1. Introduction

In recent years, the increasing trend of outsourcing integrated circuits (ICs) design and
fabrication in their foundries has led the semiconductor companies to rely on third party
fabrication facilities [1]. This approach helped to cut costs and accelerated time-to-market,
but it also raised serious concerns about whether an IP owner and a third party can establish
trust [2]. A number of attacks such as IC overproduction [3], IC cloning [4], IP piracy [5],
and hardware Trojan insertion [6] can be carried out by an untrusted foundry. For off-shore
fabrication to stay secure, the capability of the IP owner must be thoroughly proven to
prevent such attacks. Hardware Trojan insertion is a malicious modification in the original
IC design during the fabrication process by the attackers [7,8]. It can lower the IC security
by leaking confidential information, causing field malfunctioning, or even destroying the
IC using predesigned conditions [9]. Therefore, a hardware Trojan can cause profit loss in
consumer devices and be life-threatening if used in military devices. Hence, we can say that
the hardware Trojan is a significant threat to both the government and other organizations
that require security for their systems.

Figure 1a shows the taxonomy of the hardware Trojan, and the highlighted flow
represents the targeted levels for designing the Trojan in this work. Figure 1b represents the
taxonomy for Trojan detection based on pre-silicon and post-silicon stages. Figure 1c shows
the block diagram of the system-on-chip (SoC) design flow with the targeted Trojan insertion
at a later stage in the SoC design flow, thus bypassing primarily pre-silicon tests. Test time
detection techniques compare side-channel behavior [9,10] and/or functional verification
of the suspected ICs to the “golden model” (Trojan-free IC model). The suspected IC is
classified as Trojan infected if it differs significantly from the golden model. However,
whether golden models can be generated for real-world applications still remains an
open question.

Electronics 2022, 11, 1753. https://doi.org/10.3390/ electronics11111753

https://www.mdpi.com/journal/electronics


https://doi.org/10.3390/electronics11111753
https://doi.org/10.3390/electronics11111753
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://orcid.org/0000-0002-8049-4092
https://orcid.org/0000-0002-0010-4788
https://orcid.org/0000-0003-4010-2637
https://doi.org/10.3390/electronics11111753
https://www.mdpi.com/journal/electronics
https://www.mdpi.com/article/10.3390/electronics11111753?type=check_update&version=2

Electronics 2022, 11, 1753

20f15

Hardware
Trojans

Insertion
Phase

Abstraction
Level

Activation
Mechanism

Payload

Location

Trojan
Detection

Post-silicon

-{Speciﬁca‘rion]

System
Level

)

{Always On} { Triggered }

Change
unctionality]

{ Processor

{Desrrucm'e

}

‘[ Design

]

-[ RTL

)

{ Fabrication |_ .

-_| Gate Level L

‘[ Testing

]

Transistor
Level

)

{ Assembly

]

Physical
Level

)

Untrusted
Entities

Non-
destructive

Pre-silicon

Code Coverage
Analysis

Internally
Triggered

Downgrade
Performance

Cryptographic
Accelerator

Reverse
Engineering

Functional
Test

)

Functional
Verification

Side-channel
Analysis

Externally L Leak Memory Timine
-------------- Triggered ; - Information Units - Analysis
. Denial-of- 5 ) Logic
' o g
! -| service L -3 { vo ‘ Testing

()

Power/Clock
Grid

{ Random
- Logic

(b)

el Functional
Therma Analysis

EM

Trusted

- B Entities
Synthesis Gate L.ex el Physical ‘ GDSIT
Netlist Layout ‘
Hardware Trojan
Insertion
Firm IP DFT Insertion DFT ]11§erred Fabrication GDSII
Netlist
(3PIP)

()

Figure 1. (a) Taxonomy of hardware Trojans and selected flow for this work. (b) Taxonomy of
hardware Trojan detection. (c) System-on-chip (SoC) design flow.

With the increasing complexity of IP blocks in the SoC design flow and reduced feature
size, the effect of process variations in each block makes it extremely difficult to detect intel-
ligently designed Trojans whose insertion phase, abstraction level, triggering mechanism,
type of payload, and location are unknown. This work uses the spin-orbit torque-assisted
magnetic tunnel junction (SOT-MT]) to design a sneaky Trojan. It is designed to be inserted
during the fabrication stage. With the improvement in the lithography process, the ability
to fabricate MTJ with a smaller dimension in sub-5 nm has been demonstrated recently [11].
The motivation for current work is drawn from the fact that spintronics-based devices offer
interesting aspects for hardware security [12]. Insertion of Trojans at the fabrication stage
by an untrusted foundry is extremely difficult to detect as the empty spaces in the SoC can
be utilized. The fabricated SoC offers limited verification and validation options discussed
in more detail in Section 4.4. The Trojan is designed to be externally triggered, thus making
its activation an infrequent event. The current trust benchmarks for hardware Trojans are
available at http:/ /www.trust-hub.org/benchmarks.php (4 April 2022). There have been
no standard benchmarks for comparing the impacts of hardware Trojans and detection
techniques for such an emerging MT]-based device when writing this paper. Thus, sneakier
and experimentally validated MTJ-based Trojans can pose a severe threat to IC design
which needs to be countered in the near future.

The rest of the paper is organized in the following manner. Section 2 discusses
hardware Trojan and MT]. In Section 3, the operation of the hardware Trojan is explained.
Section 4 demonstrates experimental results and post-silicon Trojan detection techniques.
Section 5 finally concludes the paper.


http://www.trust-hub.org/benchmarks.php
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2. Background
2.1. Hardware Trojan (HT)

Malicious modification at the hardware level can cause altered IC functionality, leading
to disastrous results in security applications. Conventional design-time verification and
post-fabrication techniques may not be sufficient to counter emerging hardware Trojan
made from emerging beyond-CMOS devices such as spintronic devices, memristors, carbon
nanotubes (CNTs), and nanowire FETs (NWFETs), etc. References [13-21] evaluated the
performance and reliability of CNT bundles for on-chip interconnect applications due
to their large conductivity and current carrying capabilities. Reference [22] presents a
comprehensive model for the resistance in graphene nanoribbon (GNR) interconnects. One
of our future goals is to explore spintronics devices for memory and/or logic applications,
and even for interconnects due to their low-power consumption, non-volatility, and high
endurance compared to CMOS technology. CMOS-based hardware Trojans consist of (1) a
trigger part that determines when Trojans get activated and (2) a payload that decides
what type of changes will happen once the Trojans are triggered. The trigger part usually
contains digital or analog counter circuits activated only when certain conditions are
satisfied. Spintronic-based Trojans have various advantages over CMOS Trojans. Spintronic
hardware Trojans depend on external factors like magnetic field and temperature due
to their unique physical characteristics, which can be exploited for external triggering.
The hybrid CMOS and MT]J circuits [23] can replace some of the logic gates, and careful
designing can make them implement the same functionality with competitive switching,
area, and energy consumption compared to the CMOS gates. Reference [24] reports that the
amplitude of low-order leakages in masked implementations can be amplified externally
by tweaking side-channel measurement setups in a way that is under the control of a power
analysis adversary.

2.2. Magnetic Tunnel Junction (MT])

Figure 2a shows a typical MTJ structure comprising two relatively thick ferromagnetic
layers (fixed layer and free layer) separated by a relatively thin tunnel barrier layer. When
the fixed and free layers have the same magnetic direction (parallel, denoted by P), the
MT]J shows a lower resistance (Rp). On the contrary, when the magnetic directions of both
layers are opposite (anti-parallel, denoted by AP), the MT] shows a higher resistance (R 4p).
The tunnel magnetoresistance (TMR) ratio characterizes the resistance difference and is
defined by the following equation:

Rap —Rp
P

TMR = x 100 1)
If the difference between the resistances in parallel and anti-parallel is significant, it
shows higher TMR and readability. When a bidirectional current greater than the critical
current (Icg) flows through an MT]J cell, it can switch between parallel and anti-parallel
states. The MT] cell switches from parallel to anti-parallel state when the passing current
(>Ico) flows from the fixed layer to the free layer. On the contrary, when passing current
flows from the free layer to the fixed layer, the MT] cell switches from the anti-parallel
to the parallel state. The magnetic dynamics of the free layer are governed by Landau-
Lifshitz—Gilbert (LLG) equation [25], which is given by:
ap = Yol X Hofp + am X T EPJsrrm x (m x my) — EnJsgem x (M X Csye) (2)
Here, m and m, are the unit vector along with magnetization of the free layer and the
reference layer, respectively, y is the gyromagnetic ratio, jio is the vacuum permeability,
H,fy is the effective magnetic field, a is the Gilbert damping coefficient, P is the polarization
factor, Js7r and Jsyr are the spin-transfer torque (STT) and spin-orbit torque (SOT) current
density applied to the MT] device, and sy is the polarization direction of the spin current



Electronics 2022, 11, 1753

40f 15

injected in the free layer. Figure 2b shows the design consideration for the SOT-MT] for
creating the hardware Trojan.
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Figure 2. (a) A p-MTJ structure and switching between the two states. (b) Design consideration for
SOT-MT]J. (c) Basic IC design flow in logic-locking process.

MT]J has found several applications in hardware security applications like logic lock-
ing [26], physically unclonable functions (PUFs) [27], true random number generators
(TRNGsS) [28], etc. In this work, we designed a hardware Trojan based on SOT-assisted
STT-MTJ with an externally initiated triggering (external magnetic field) mechanism. This
mechanism allows the Trojan to remain hidden until an external magnetic field of the
desired magnitude is applied in the appropriate direction. Due to the unique response of
the Trojan block to certain external factors, it may remain hidden to a great extent from
the verification process [29]. We have explored Trojan insertion in the logic-locking-based
security in this work. The robustness to all detection and verification processes during IC
design is currently beyond the work’s scope. However, primary Trojan detection methods,
as shown in Figure 1b, are discussed in Section 4.4. Nevertheless, new emerging beyond-
CMOS devices hold many security concerns and solutions [30]. When both the foundry
and user are not trusted, logic locking is widely used to ensure hardware security. The
hidden Trojans can bypass the logic-locking mechanism if they operate in the functional
IC. The limitations are malfunctioning only for the duration of the external condition,
vulnerability to new verification methods to counter it, inability to attack inactivated ICs,
design complexity, etc.

3. Hardware Trojan Operation
3.1. Circuit Description of Hardware Trojan (HT) Block

In the proposed work, a compact model of SOT-assisted PMA MT]J-based on the
Verilog-A behavioral model [31] is used. The LLG solver described in the Verilog-A model
is used to solve the magnetic dynamics of the MTJ. A detailed switching mechanism for
the model is provided in [23]. The MT]-based hardware Trojan block is shown in Figure 3b.
It consists of a pre-charge sense amplifier (PCSA), SOT-assisted MT], writing circuit, MOS
logic circuitry, and a multiplexer, as shown in Figure 3a. PCSA provides the output in
TRUE as well as in complementary form. It is used to sense the outputs of the circuit based
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on the MT]J state, whether it is parallel or anti-parallel. The resistance of MT] is low in the
parallel state compared to the resistance in the anti-parallel state. In one branch of PCSA,
we have a SOT-MTJ and the logic circuitry of MOSFETs, whereas, in another branch, we
have a reference resistance to compare the resistances of both branches. Depending on the
MOS logic circuitry, the switching of MTJ state occurs, and hence the resistance varies. The
read path used to read the state of MT] is also shown in Figure 3a. A multiplexer is used at
the output of PCSA to select the desired operation.

Pre-charge Sense Amplifier

vad Reset  Write enable
() (L) T, SR S
- mim e ks 1
LA 1 out A i Hardware | g
= pu Out B | Trojan Block |
rl Ij —_—

Reference branch O Write
Reset Enable

.\,  — —

I" }_“’rite I‘ 'ﬁk
Reset Write | s a7
Path Path 'E‘ E“”"'el

Figure 3. (a) Detailed circuit operation of hardware Trojan block. (b) Block diagram of Trojan with
input and output lines. (¢) Generation of write enable signal for Trojan block.

The writing circuit for the MTJ] comprises four NMOS transistors (MN3-MNG6). A reset
signal is applied to reset the MT]J to the default state. The reset signal allows the current to
flow from supply voltage to the ground through the heavy metal of MT] and transistors
MNS5 and MN4. During the writing phase, the write enables signal is made HIGH so that
the current flows from the heavy metal through the transistors MN3 and MN6. The amount
of current is based on the logic circuitry of PMOS transistors (MP1-MP2). The reset, write,
and read paths are shown in Figure 3a using blue, red, and green arrows, respectively.

To write the MT]J correctly, the write enable signal must be turned ON under the
following conditions. The first condition is that the clock pulse should be LOW, and the
other condition is that the reset signal should be OFF at that time. The condition is displayed
using a NOR gate in Figure 3c. If reset, Clk, and write enable signal are made HIGH at the
same time, then all three paths (reset, write, and read path) will turn ON simultaneously,
and the circuit will perform the false operation. The ability of this kind of architecture to
produce complementary output can be utilized to initiate multiple threats. Several counters
or timer-based circuits can be designed to activate polymorphic logic. Careful designing of
triggering mechanisms and verification will be essential in such cases.

3.2. Logic Locking

Logic locking [32] is a technique that inserts new key inputs and logic mechanisms
into the circuit, causing the circuit to behave incorrectly until the correct key combination is
provided to the circuit. Various logic-locking techniques have been proposed to protect the
privacy and integrity of ICs. When the foundry and user are not trusted, logic locking is the
best way to ensure hardware security. The hardware Trojan, which has a low probability of
activating, thus can be made operational only when the IC is activated. The logic-locking
block will not allow the IC to work. External factors required to trigger the Trojan and the
IC can be made to malfunction only after activation.
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In Figure 4a, a logic circuit designed using logic gates displaying output Y = AB +
BC + CA is present. All gates (G1-G5) are designed using 40 nm CMOS technology. To
insert the Trojan block in the circuit, the gate G5 performing AND operation is replaced
by a Trojan-based block performing the same operation, as shown in Figure 4b. In logic
locking-based hardware security, key management is essential as the attacker aims to obtain
the key. Figure 4c shows how the keys are stored in a tamper-proof memory to keep them
safe from attackers. These memory units are fabricated on the chip so that the keys are not
known to the foundry [33]. Some logically locked blocks are inserted between the logic
circuit in Figure 4b so that the correct output is present when the true key is applied. The
modified logic circuit is presented in Figure 4d, where the XOR and XNOR gates are used
as logically locked blocks. The key for the circuit shown in Figure 4d is k1k2 = 10. For all
other values of k1k2, the circuit will provide incorrect output.

A

C .
HT based

Y=AB+BC+CA ANDgate | v

it)f

=]

(2)

Tamper Proof Memory (STT MRAM)
Non-Volatile

Data retention time ~ 10years A
R e I e T 1 ] G6
1 FL FL '
' § 1
' '
' RL RL .
' N HT based
----------------------- - KEY Key (kky = 10) ANDgate|
Kus Kict Kuz  |Kicz | Management . [e]
= ) ) A l

User C

B

ky

ki ky

(c) (d)

Figure 4. (a) Unlocked netlist with Y = AB + BC + CA. (b) G5 replaced with MTJ-based hardware
Trojan block. (c) Key management for logic locking block. (d) Locked netlist with MTJ-based hardware
Trojan block.

4. Experimental Results

All simulations are performed in 40 nm CMOS technology using a cadence specter
simulator with CMOS aspect ratio W/L =3, and T = 300 K unless otherwise stated. The
energy per bit is calculated according to the following equation:

E= [ Vasiaalt) dt ©)
0

where tg, is the switching delay, V; is the supply voltage, and iz;(t) is the total current from
the power supply. The write current is set at a value greater than the critical current density
required for obtaining a switching probability of 100%. The hardware Trojan with payload
to cause a denial of service or permanent malfunction needs to be designed with low energy
consumption to remain hidden during the verification process where energy consumption
in the IC block is tested. Additionally, for any practical implementation, a detailed analysis
of latency, area consumption, fan-in/fan-out, and other circuit parameters need to be
optimized. A well-known issue in spintronics-based circuits is the poor driving capability
due to short spin diffusion length, which severely restricts the fan-out capacity. Some
Trojans are designed to inflict poor performance, and in such cases, the energy consumption
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is utilized in Trojan to degrade the performance. So, depending on the application, the
design of the Trojan needs to be modeled and is subject to tight design constraints.

4.1. P-MT] Device Single Block

Figure 2a shows the basic p-MT] structure. When the magnetization is in the in-plane
direction instead of the perpendicular direction, the MT]J stack is called IMA MT]J (in-plane
magnetic anisotropy MT]J). In this work, we explore p-MT]J-based HT, due to its faster and
lower requirement of write current [34]. The height of the MT] barrier is an important
physical parameter that determines the energy difference between the two stable states and
the probability of switching. With high A ~ 60 kT, the data retention time is around 10 years
and has a deterministic switching characteristic which is utilized for non-volatile memory
applications [31]. Table 1 shows the MT] device parameters selected during simulation. The
dimension is selected in such a way to ensure operation in a high energy barrier regime.

Table 1. SOT-assisted MT] parameters set during electrical simulations.

Parameters Values
MT] Dimension and Shape 40 nm x 40 nm, circular
Free Layer Thickness 0.7 nm
Oxide Layer Thickness 0.85 nm
HM Length, Width, and Height 60 nm x 40 nm X 3 nm
Gilbert Damping Coefficient 0.03
Saturation Magnetization 800,000 emu/cm?3
TMR 120%
Anisotropy Field 88,000 A/m
Spin Hall Angle 0.3
Heavy Metal Resistance 1000
Potential Barrier Height of MgO 05V
Simulation Steps 1ps
Polarization Factor 0.61
Initial Configuration Set at Parallel

We performed a parametric sweep to determine the effect of the temperature variation
and external magnetic field on the free layer magnetization dynamics of a single MT] block,
as shown in Figure 5. Thus, these external parameters affect the MT] magnetization dynam-
ics, which can be utilized as externally initiated triggering mechanisms. The SOT current
density applied was 15 MA/cm?, and the STT current density applied was 1.59 MA /cm?,
and simulation was performed for 50 ns. Here, B.y; is applied in the +z direction, which is
along the direction of the MT]J stack.

The temperature variation and its effects are analyzed during testing to determine
the optimum range of operation of an IC. It is thus important to test MT] sensitivity to
variation in temperature as the MT] thermal stability factor is a function of temperature,
ie, A= %, where Ej is the energy barrier height, kp is the Boltzmann constant, and T
is the temperature. Thus, temperature variation may cause a change in logic operation.
We need to obtain the range in which the Trojan block will not be triggered and therefore
ensure it can pass the verification phase of the IC to be a viable hardware Trojan option.
Although temperature variation is one of the externally initiated hardware Trojan triggering
mechanisms that can also be exploited to trigger the Trojan, the testing phase consists of a
temperature sweep. Our design tries to minimize the change in output logic due to MT]
resistance variation for such a case. A proper voltage divider circuit design can ensure that
the circuit has a large thermal stability factor. Any significant change from the expected
output may cause Trojan detection.
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Figure 5. Free layer magnetization vs. applied external field and temperature.

4.2. Hardware Trojan Block

Figure 6a displays output waveform indicating dual logical operation of hardware
Trojan block of Figure 3. The outputs of PCSA are passed through a 2:1 multiplexer so we
can select the desired operation. The reference branch resistance is set to 22 k(2, and Vdd is
setto 1 V.

The P to AP and AP to P switching are not symmetrical, so the asymmetrical is set to
1.1. The field-like torque component, as mentioned in [31], is set at 0.8. We performed a
parametric sweep to determine the critical external magnetic field required for triggering
the Trojan block in Figure 3. Design optimization is required to ensure that the Trojan block
does not get triggered due to a stray magnetic field and that the B,y (siticq is not too large.
For our design the value of B,y oyiticas = 10 mT, in the +z direction. As the magnetic field is
a vector quantity, the applied triggering field must have the vector component larger than
Bext critical, in the +z direction. In Figure 6b, Bext > Byt criticar = 20 mT is applied, and the
output logic of AND/NAND operation is completely disturbed, resulting in IC malfunction
until the external condition is applied. Hence, in a small magnetic field with a magnitude
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of a few mT, the state of MT] changes, whereas in MOS transistors, a magnetic field of
the order of 7 T has very less influence on its characteristics which is manageable [35].
Thus the Byt critical Will not induce any general faults in the IC. If the IC is tested in a high
magnetic field with proper chip orientation for fault detection, in that case, the Trojan will
be triggered and may be detected.

HT Block Normal operation
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Figure 6. (a) Hardware Trojan block waveforms under normal operation (hidden behavior). (b) Hard-

-
(=]
T

pE I

o ¢
o
T

ware Trojan block waveforms under triggered operation (malfunction behavior).

As it is impossible to fabricate any two devices with the exact same dimension, and
some deviation is expected, especially in such a multilayer MTJ stack; the robustness to
device imperfection is a critical parameter. To analyze the HT block for practical application
and tolerance towards process variation (PV), we have considered the PV in some key MT]
parameters: TMR ratio, free layer thickness, and oxide layer thickness. The percentage of
PV is varied, and the variation is selected in the form of Gaussian distribution. We then
performed 200 Monte-Carlo simulations using the random sampling method. Figure 7a—c
show the average MT]J resistance values for different PV percentages with the reference
value mentioned in Table 1. MT]J resistance is a critical parameter because the MT] is
practically utilized as a variable resistor in most circuit operations. Table 2 contains the
details of the Monte-Carlo results obtained. In the presence of 3% PV, 97.50% of the results
obtained implemented the correct logic operation. As the PV percentage increases, the
success ratio decreases drastically. Therefore, for any practical insertion of such MT]J-



Electronics 2022, 11, 1753

10 of 15

based hardware Trojan, the amount of PV needs to be considered and should be kept to a
minimum.
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different values of PV percentage. (d) MT] resistance vs. temperature sweep.

Table 2. Results of 200 Monte-Carlo simulations for average MT] resistance value under various PV.

PV (TMR,

Min Value Max Value Mean Value Std. Dev Pass Ratio
Tr1, Tox)
3% 13.31 kQ) 19.69 k) 16.66 kQ) 1.022 kQ) 97.50%
5% 11.47 kQ) 22.04 kO 16.73 k) 1.701 kQ) 89%
10% 7.878 kQ) 29.16 kQ) 17.00 kQ) 3.429 kQ) 58%

As discussed in Section 4.1, the free layer magnetization dynamics are a temperature
function. The MT]J device should have a sufficient energy barrier so that the fluctuation
in temperature does not cause a state change. Although externally initiated signals like
magnetic field and temperature fluctuation can be utilized as a possible triggering mecha-
nism during the IC testing process, the MTJ-based Trojan has a higher probability of getting
detected for a temperature-based test. Therefore, in this work, we have only used a mag-
netic field as the external trigger and kept the barrier height sufficient to suppress the effect
of temperature variation in the range of T = 200 to 400 K. Figure 7d shows the variation
in MT]J resistance of Trojan block as a function of temperature. The effect of temperature
variation is also considered for CMOS transistors present in the circuit to include a more
realistic analysis. For the selected temperature range, AR y7j =~ 160 ), which did not lead
to any incorrect logic operation of Trojan block. This signified that the Trojan block has
a good stability factor, and the temperature sweep is a critical performance measure for
MT]J-based hardware Trojan.
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4.3. Hardware Trojan Inserted in Logic-Locking Circuit

Logic locking is one of the most viable options to ensure hardware security for a wide
range of threats. Intelligent logic-locking mechanisms are being developed to effectively
lock the netlist and counter multiple threats effectively [36,37]. In this method, the designer
locks the netlist before sending it to an untrusted foundry and untrusted user. The untrusted
entities in the SoC design flow mentioned in Figure 1c do not have easy access to the keys
and the logic-locking mechanism, so they can not easily unlock the chip. Our Trojan
design focuses on targeting the activated chip after the user has fed in the correct key
value and remains hidden and undetected until that, as shown in Figure 2c. Figure 4
shows the hardware Trojan insertion approach. It is important to note that the logic-locking
mechanism has also been proposed as a hardware metering technique [37] to keep track
of the IC post-fabrication. It is a very effective way to prevent the Trojan from delivering
its payload, but this method is not used to detect the Trojan. Our work targets only the
activated chip, and the foundry inserting Trojan is assumed to have no idea about the logic
locking done by the IP owner. However, it is possible that a functional IC with an activated
Trojan may not launch its payload due to the possibility of having another part of the IC
still inactivated. Thus, logic locking as a hardware metering technique is definitely a very
effective Trojan effects prevention technique. Since IP owners also have no idea about
the number/type/triggering/payload/location of the hidden Trojan inserted, therefore,
according to our understanding, the only solution to this is to increase the number of
Trojans and target different nets. However, increasing the Trojans will increase the detection
probability. So, a very balanced and sophisticated approach needs to be taken to ensure
100% success. In this section, we demonstrate the idea of utilizing MT]-based hardware
Trojan in a logically locked netlist. There are two modes of operation for hardware Trojan
in the logic-locking circuit. In the first mode, the Trojan needs to remain hidden until the
system is unlocked by the user (insertion of correct keys) and should not disturb the correct
logic even upon insertion of the keys and should pass all the IC verification and probe
analysis. In the second mode of operation, the hardware Trojan needs to be triggered and
needs to deliver the payload. The second mode needs to be activated only when the IC is
activated. We have selected a simple logic-locking circuit as shown in Figure 4, where the
correct logic at the output is the Boolean function Y = AB + BC + CA and the correct key
value is k1 — kp = 10. The key is designed in two-layer security where k-1 and Kjc is stored
in a tamper-proof STT-MRAM and requires input from user Ky;;; and Ky, to generate
key-value k1 — k. The IC will not be unlocked for any other incorrect key combination, as
shown in Figure 8a. Figure 8b shows the MTJ-based hardware Trojan operation in the first
mode of operation in the activated IC as described earlier. The dotted line demonstrates
the reading phase during the positive level of the clock signal. The read path is shown in
Figure 3a, and the read current needs to be properly optimized so that the state of MT] will
not get disturbed.

In Figure 8c, after the IC is activated, we apply Bext > Boyt criticat = 20 mT and the
output logic is malfunctioned, and the circuit no longer performs the desired operation.
For Bext < Beyt critical, the circuit operates normally as desired. We performed Monte-Carlo
simulations as done in Section 4.2 to calculate the effect of PV in the circuit of Figure 4d,
and the result for the same is mentioned in Table 3.

4.4. Hardware Trojan Detection

In Figure 1b, the taxonomy of Trojan detection is shown. They can be done at the
design stage (pre-silicon) to validate SoC design or verify the fabricated SoCs (post-silicon).
As the Trojan is inserted at the fabrication stage, it can bypass all the pre-silicon-based
detection techniques, and inserting such emerging devices with CMOS at an earlier stage
of the SoC design flow will have a higher probability of getting detected. The various
post-silicon tests are discussed below [38].
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Table 3. Results of 200 Monte-Carlo simulations for average MT] resistance value under various PVs.

PV(TMR, Min Value Max Value Mean Value Std. Dev Pass Ratio
Tr1, Tox)
3% 14.16 kQ) 19.42 kQ) 16.77 kQ) 1.027 kQ) 99%
5% 12.68 k) 21.49 kO 16.85 kQ) 1.719 kQ) 89.50%
10% 11.13 kQO) 27.62 kQ) 17.34 kQ) 3.662 k) 59%

4.4.1. Destructive Tests

The destructive method uses reverse engineering (RE) to obtain images of each layer.
The RE-based technique is costly, time-consuming, and error-prone as the de-packaging
could itself cause errors and can validate only a single chip at a time. Thus, RE is not a very
viable strategy for Trojan detection.

4.4.2. Functional Tests

In this test, test vectors are applied to compare the responses with the correct response.
However, the conventional manufacturing tests using functional or structural patterns
poorly detect Trojans [39]. Sneaky Trojans can be designed to become active under low
conditions and rarely activated nets. In complex SoC with vast logical states, it is highly
impractical to utilize specially designed test patterns [40] to trigger rarely activated nets. If
properly designed, Trojans that are externally triggered and placed on rarely activated nets
can bypass functional tests.

4.4.3. Side Channel Analysis

In this approach, detection is carried out by measuring various circuit parameters. No
matter how carefully designed, any malicious altercation will cause some side effects, such
as path delay, heat, power, or electromagnetic radiation. Side-channel analysis is a powerful
tool for detecting Trojans. Nevertheless, it is challenging to detect the proposed Trojan
designed in this work for the following reasons: (1) Difficulty in achieving high coverage
of every net. (2) Spintronics-based devices utilize low operational voltage, competitive
cell area, and delay [23]; thus, minor deviations in such parameters under process and
environmental variation are very hard to detect. In complex SoC with sneaky Trojans, the
side channel effects can be masked due to such effects. (3) In Figure 7d, we performed
MT] resistance variation vs. temperature sweep for the entire Trojan block as mentioned in
Section 4.2. For the 200 K to 400 K temperature sweep, the logic function is not altered for
the selected MT] parameters. However, with reduced dimension, the issue of state reversal
due to thermal energy may cause the failure of the operation, which may be detected.

5. Conclusions

Emerging technologies for hardware security have enabled new security primitives
and applications. With the advancement in the fabrication of such nano-devices, unique
physical characteristic offers both new attack and defense possibilities. In this work, we
designed a hardware Trojan block based on SOT-assisted STT PMA MT] and utilized
its sensitive response to an external magnetic field to create a logic malfunction. We
designed the circuit to have a robust performance to device imperfection by analyzing
the performance using Monte-Carlo simulation. The thermal stability factor is kept high
to ensure non-triggering of temperature variation (T = 200400 K) and lower detection
probability during IC testing. The logic-locking mechanism is used to lock the netlist, and
a carefully designed spintronics-based hardware Trojan is used to cause a malfunction in
the logic-locked circuit. Currently, this design can cause malfunction for a short period
until the external parameters are applied, and the hardware Trojan operation is subjected to
tight design consideration. With proper design, they can have very low trigger probability,
low operational power, delay, and EM radiation. Although design techniques for several
other testing mechanisms like side-channel fingerprinting, X-ray-based reconstruction of



Electronics 2022, 11, 1753 14 of 15

the chip, and use of thermal cameras for infrared mapping of the IC, etc., were not included
in this work. SCA leakage can be analyzed for further performance analysis [24], and the
effect of external (adversary/evaluator) and internal (crosstalk) EM can be seen by doing
EM simulation in future work. However, the possibility of utilizing such spintronic devices
as a potential threat to IC design is increasing, which creates the need to develop a general
hardware security mechanism for spintronics-based devices.
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