
This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2021.3099968, IEEE Access

Digital Object Identifier

Spoofer-to-Target Association in
Multi-Spoofer Multi-Target Scenario for
Stealthy GPS Spoofing
BETHI PARDHASARADHI, (Member, IEEE), PATHIPATI SRIHARI, (Senior Member, IEEE), and
APARNA. P, (Senior Member, IEEE).
ECE Dept., National Institute of Technology Karnataka, Surathkal, India, 575025

Corresponding author: Pathipati Srihari (e-mail: srihari@nitk.edu.in).

ABSTRACT Global navigation satellite system (GNSS) based navigation is omnipresent in today’s world,
providing position, velocity, and time (PVT) information with inexpensive GPS receivers. These receivers
are highly vulnerable to intentional interference like GPS spoofing and meaconing. The spoofing of a single
GPS receiver using a spoofer setup is widespread, and the concept of spoofing multiple targets with multiple
distributed spoofers is also equally adaptable. Traditionally, in distributed spoofers, the multiple spoofers
in the surveillance region work independently without knowing other spoofers being installed. Multiple
spoofers deployment and its management are optimal for misguiding the multiple GPS receivers in the
given surveillance. This paper presents a generalized mathematical model for the multi-spoofer multi-
target (MSMT) scenario, spoofer management, and spoofer-to-target association. The received power of
spoofed signals is considered as an evaluating parameter for locking the spoofed signals onto the GPS
receivers. Three novel centralized networking-based spoofing techniques are proposed to overcome spoofer-
to-target association in distributed networking. Firstly, the global nearest neighbor (GNN) based centralized
spoofing is proposed. The overall cost of the function is minimized by assigning a unique spoofer-ID to
a unique target-ID. In GNN-based centralized spoofing, the overall global cost minimizes, but it does not
ensure that every target-to-spoofer assignment is minimum. Secondly, the spoofers of opportunity-based
centralized spoofing with the GNN association is proposed to resolve the spoofer-to-target association and
to increase the hit ratio. However, it is hard to install more spoofers; therefore, a tunable transmitting power-
based centralized spoofing with the GNN association is presented to accomplish efficient spoofer-to-target
association and higher hit-ratio. The spoofing efficiency is evaluated using spoofer-to-target association, hit
ratio, and position root mean square error (PRMSE). All the proposed algorithms outperform the distributed
spoofing. We also observe that the tunable power-based spoofing is an optimal solution in MSMT scenario.

INDEX TERMS GPS spoofing, GPS positioning, multi-spoofer multi-target, stealthy spoofing, spoofer-to-
target association.

I. INTRODUCTION
Global positioning systems (GPS) receivers are pretty fa-
mous for positioning, navigation, and timing (PNT) services
due to global acceptance of operation, low-cost sensors, and
reasonable accuracy. The GPS services are open to a wide
range of applications like transportation, aviation, maritime,
surveying [1]. Because of the availability of GPS standards
and the blueprints, the signal generation is more accessible
and enables the vulnerabilities of jamming, spoofing, and
meaconing [2].

Jamming is a process in which a jammer device generates
radio frequency (RF) signals to completely deny the posi-

tioning information of the GPS receiver [3]. On the other
hand, in the spoofing process, the spoofer transmits the fake
signals (fake refers to spoofed signals) onto the target (target
refers to GPS receiver) with a higher power. These spurious
signals remain unnoticed in the screening techniques used
within the receiver. Once the target receiver is locked to these
fake signals generated by the spoofer, it results in false PVT
estimates [4]. Spoofing is the primary concern in GPS re-
ceivers compared to jamming since false positioning is highly
vulnerable to position estimate’s unavailability. For example,
a target like a yacht or an airplane relies on GPS-based
position information; the spoofer can intentionally control
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the receiver of the target and mislead to the wrong desti-
nation. This unauthorized access and control over the target
receiver is a threat to humankind and comes under electronic
warfare (EW) [5]. In another critical example, automated
stock trades rely on the GPS’s estimated time information
for precise transaction timing. Here a spoofer is capable of
falsifying the timestamps of the stock trades and results in
loss of millions of dollars to a firm; unauthorized access of
information comes under information warfare (IW) [5].

Different types of spoofers and spoofing strategies are
proposed in the literature [6]–[8]. The literature regarding
spoofer development and spoofing strategies is minimal due
to the following reasons. 1. The professional obligation to
development of EW devices that impose a threat to society,
2. Most of the information related to spoofers is classified.
Firstly, a simulator-based spoofer is popular and practically
demonstrated on unmanned air vehicles (UAV), yacht, trucks,
and power grid [4], [9], [10]. The mathematical framework
was derived for single-spoofer single-target scenario and
practically misled the trajectory of UAV [9]. In simulator-
based spoofing, the spurious signals are generated with the
historical knowledge of the legitimate GPS signals [2]. Sec-
ondly, repeater-based spoofing was proposed in the literature.
The spoofer captures authentic signals and re-transmitted
them onto the target receiver by altering the delays [7].
Besides, meaconing is one class of the repeater-based tech-
nique of misguiding, where repeater intercepts and rebroad-
casts the intercepted signals after some time or in another
place [11]. The mathematical derivation of repeater-based
spoofer system and influence of tracking parameters has also
been studied in [12]. Furthermore, the hardware trojan is the
third category, in which there is no need for signal reception
or transmission required since the signals combine within
the receiver hardware. In [10], the spoofing demonstrated
with SimGen software by simulating both authentic satellite
signals and spoof satellite signals; after that, successfully
carried out the spoofing by using an optical fiber connection.

Comprehensive survey of anti-spoofing techniques has
been presented in [13]–[16]. Spoofing attack detection is
achieved by signal monitoring techniques like software-
defined positioning, monitoring the power, checking the
clock, code, and phase consistency rate [17]. Regarding
the power, the monitoring of autocorrelation distortion is
proposed in the literature by assuming that the spoofed
signals have higher power than legitimate signals [18], [19].
However, if spoofed signals’ average received power equals
authentic satellite signals’ power level, the autocorrelation
distortion-based technique fails to perform. Moreover, cryp-
tographic authentication is one of the efficient anti-spoofing
techniques. Nevertheless, the main problem with crypto-
graphic modulation-based authentication is expensive and
can be deployed where the cost of the GPS receiver is not
the criteria [20], [21]. The above cryptographic and signal
monitoring techniques require the receiver’s redesign, as
these detection algorithms are based upon the internal signal
measurements outside the receiver. Besides these methods,

there are spatial processing and reference positioning-based
anti-spoofing techniques without redesigning the receiver
module [22]–[24]. The spatial processing techniques include
the direction of arrival discrimination multiple antennas or
a single antenna with multiple feeds or oscillatory motions
[25]. The drawback of this approach is the dependence on
multiple numbers of antennas and antenna motion-induced
effects. Here, trusting a reference position includes the avail-
ability of inertial navigation system (INS), ranging sensors
in platoon construction, visual positioning, and trajectory
planning [26]–[28]

In most research works, single-spoofer and single-target
scenarios have been considered, and the spoofing process
is carried out in open space or via optical cables [6], [10],
[29]. However, it is hard to expect a single target with
a clean environment to carry out the spoofing process in
real-time. In [29], the impact of Omni-directional spoofer
on multiple targets and impact of multiple spoofers on a
single target is theoretically presented. During multi-spoofer
multi-target spoofing, it is not necessarily true that generated
spoofed signals are locked onto the targeted receiver due
to the following reasons: 1. All the targets get affected by
the spoofing by using the Omni-directional antenna. 2. Due
to spoofers’ nearby deployment, there is highly likely that
multiple spoofers target the same receiver. 3. Because of
closely spaced targets, multiple targets lock onto the same
spoofer. Therefore, there is a strong need to understand the
impact of spoofing multiple targets and multiple spoofers
in the given surveillance region. Moreover, the above anti-
spoofing algorithms [17]–[28] may or may not work in the
presence of multiple spoofers. The motivation to work for
the stealthy spoofing and considering a multi-spoofer multi-
target (MSMT) scenario is to understand the worst-case
threat. Therefore, efficient anti-spoofing algorithms can be
developed shortly. Hence this paper considered an MSMT
scenario and developed a generalized mathematical model
for transmitting spoofed signals by the multiple spoofers and
reception of spoof signals by the GPS receivers. Spoofers
are deployed, and they are working without any communi-
cation between them. In this scenario, spoofing may likely
results in the wrong spoofer-to-target association. As a result,
there is a requirement to develop efficient spoofer-to-target
association algorithms for efficient spoofer design. Hence,
we formulated the spoofer-to-target association problem as a
two-dimensional cost matrix and subjected as every spoofer
should handle only one target. The key contributions of this
paper are:

• A generalized mathematical model for the MSMT sce-
nario is derived by considering the signal transmission
from multiple spoofers and its reception for multiple
targets.

• Initially, the impact of distributed spoofing with ran-
dom assignment is explored. After that, the centralized
spoofing-based GNN algorithm is proposed to resolve
the spoofer-to-target association.
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• However, it is hard to achieve a higher hit ratio in the
case of closely spaced spoofers and targets. Therefore,
to address this issue of nearby targets, the spoofers of
opportunity-based centralized spoofing with the GNN
association are proposed to achieve a higher hit ratio by
increasing the number of spoofers in the surveillance.

• It is hard to have a large number of spoofers deployed in
the environment. Hence an optimal solution is proposed
by using tunable transmit power-based spoofers and
centralized spoofing with GNN association to accom-
plish a higher hit ratio with fewer spoofers in given
surveillance.

• Moreover, this paper studies the performance of the
proposed algorithms by varying the number of spoofed
signals and pseudorange measurement noise.

The rest of the paper is organized as follows. In Section II, the
generalized mathematical model for MSMT scenario is pre-
sented. Further, Section III presents three novel approaches
to address the spoofer-to-target association. Finally, the dis-
cussion of results for various algorithms and conclusion of
the work is incorporated in Section IV and V respectively.

II. MATHEMATICAL MODEL FOR MULTI-SPOOFER
MULTI-TARGET SCENARIO
The GPS spoofing problem is formulating for the MSMT
scenario. In GPS spoofing, the spoofer (s) transmits mimic
GPS signals either by playback of previously captured sig-
nals or simulate the GPS signals. Let L number of spoofers
are deploying in the surveillance region, all spoofers are static
in position, and their locations are precisely known. The
spoofers locations set S is

S = {xsk}
L
k=1 ; xsk ∈ R3 (1)

In the same surveillance region,M targets (GPS receiver) are
present. The targets location set T is given by

T =
{

xrj
}M
j=1

; xrj ∈ R3 (2)

Here, The superscript r represents the real position or the
physical position of the GPS receiver. The spoofer k intends
to create a fake-position xfk,j for the target j which is being
located at xrj ∈ R3 as shown in Fig. 1. The superscript f rep-
resents the fake or spoofed, or false position. The subscript
{k, j} indicates the spoofer-to-target pre-association, which
is defined as spoofer-to-target mapping before the spoofing
process begins.

The GPS uses twenty-four satellites in the constellation
to transmit the navigation signals ψi(t) to provide the PVT
information anywhere on the globe. The signal ψi(t) consists
of timestamps of signal transmission (t′), satellite location
Xi, satellite health, and deviations from the satellite’s pre-
dicted trajectories. The satellite signals propagate with the
speed of light (c). Here in the given surveillance, the visibility
of satellites is limited to N satellite. The positions of the
satellite are given by

X = {Xi}Ni=1 ; Xi ∈ R3 (3)

Spoofer

FIGURE 1. Illustration of location spoofing of a truck on a road scenario. The
physical location of the truck is xr

j and its spoofed location is xf
k,j , the spoofing

achieved by using a spoofer which is being located at xs
k. (The dark lines from

satellite-to-target represent the authentic signals. The dotted lines from
satellite-to-target are due to transmission of spoofed signals from spoofer)

Usually, clean environment (without any spoofing), the GPS
receivers rely on the authentic satellite signals coming from
the constellation. Nevertheless, the spoofer generates the
mimic satellite signals with the higher power, and thus
spoofed signals locking probability is high compared to
that of the authentic signals. The authentic satellite signal
reception for the true target being located at xrj and number
of spoofers are not shown in Fig. 1 for proper visualization.
In the working principle of Fig. 1, the spoofer located at xsk
is having a receiver module to receive N authentic satellite
signals; the received signals gets modify by the spoofer
according to the intended spoof location xfk,j and transmit
onto the target located at xrj .

A. TRANSMITTED SPOOF SIGNALS MODELING

A repeater-based spoofer is considered in this formulation to
combat the anti-spoofing algorithms like constellation check,
offset check, online satellite positioning [14]. The spoofer
located at xsk receives all authentic satellite signals in the
range as

ψ (xsk, t) =
N∑
i=1

Ai,kψi,k

(
t− | x

s
k − Xi |
c

)
+ n (xsk, t) ,

(4)
where Ai,k is signal attenuation due to transmission from
Xi to xsk. Whereas, | xsk − Xi | and n (xsk, t) represents
euclidean distance and background noise respectively. The
GPS receivers cannot have two-way clock synchronization
due to un affordability of highly stable clocks like cesium
oscillators; this yields in clock offset δ. The exact time at
receiver is equal to summation of satellite system time and
offset. Therefore, the exact time is t = t′ + δ. The modified
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received combined signals is

ψ (xsk, t
′) =

N∑
i=1

Ai,kψi,k
(
t− δsi,k

)
+ n (xsk, t

′) . (5)

Here, δsi,k is the time-delay corresponding to the pseudorange
zsi,k and is given by

zsi,k =
√

(xsk −Xi)2 + (ysk − Yi)2 + (zsk − Zi)2 + b. (6)

Where Xi = [Xi, Yi, Zi]
′, xsk = [xsk, y

s
k, z

s
k]′, and b is

the bias due to offset. The extraction of navigation signals
from the received composite signal can be achieved by using
spreading code-phase technique [30]. The spoofer k modifies
the time delays of individual satellite signals in different
channels, and then re-transmits them onto target j. The re-
transmitted signal with modified delay is given by

ψ (xsk, t
′) =

N∑
i=1

Ai,kψi,k
(
t− δsi,k − δi,k,j

)
+ n (xsk, t

′) .

(7)
The external time delay offered to the ith satellite signal by
the kth spoofer to the jth target is given by δk,j,i. This external
delay being offered in MSMT is analogous to derivation
of single-target single-spoofer external delay calculation as
given in [9], [12]. By following the geometrical derivation as
given in [9], [12], the calculated external delay by the spoofer
k for target j pertaining to signal i is δi,k,j , given by

δi,k,j =
zfi,j − zsi,k − d

s,r
k,j

c
. (8)

Here zfi,j is the spoofed pseudorange between Xi and xfk,j
and is given by

zfi,j =
√

(xfj −Xi)2 + (yfj − Yi)2 + (zrf − Zi)2 + b (9)

Whereas xrj = [xrj , y
r
j , z

r
j ]′, and zi,k is the pseudorange

between Xi and xsj , as shown in Fig. 1. The distance between
spoofer k to the target j is ds,rk,j . In practice, this distance
calculation is carried out by using any range measuring
devices like radar, visual sensor, and lidar, etc. In one of our
previous works, the effect of target tracking on generating
GPS spoofed measurements is presented in [12]. But, to
simplify this problem, we assumed that the distance between
spoofer and target is known precisely. The ds,rk,j is the eu-
clidean distance or the range between spoofer and target, is
represented as

ds,rk,j =
√

(xsk − xrj)2 + (ysk − yrj )2 + (zsk − zrj )2. (10)

B. RECEIVED SPOOFED SIGNALS MODELING
The re-transmitted signals by the spoofer propagate with
velocity of light in open space and then received by the
GPS receiver. During this process, it is not necessarily true
that the generated spoofed signals are associated with the
targeted receiver. This is because the multiple-spoofers are
Omni-directional, and hence other spoofer signals might be

associated owing to the higher power of signals within the
vicinity. Besides, the nearby deployment of spoofers can
also lead to the wrong association. The scenario of Omni-
directional spoofer and multi-target is as shown in Fig. 2,
where the target of interest is xrj , but the near by target is
xrl . The simulated repeater signals for target xrj locked onto
the target xrl . So the generalized receiving signal is modeled
for any target in the surveillance. Therefore, in general the

FIGURE 2. Illustration of multiple targets and single omni-directional spoofer
scenario (The dotted circle represents the direction of the spoofed signals
generated by the spoofer).

target located at xrl receives the composite signal as

ψ (xrl , t
′) =

N∑
i=1

Ai,lψi,l

(
t− δsi,l − δi,k,j −

ds,rk,l
c

)
+n (xrl , t

′) .

(11)
Here l ∈ {1, . . . ,M}. For l = j, the above equation
states that all the signals transmitted by spoofer k are locked
onto the targeted jth target of interest. This implies that
pre-association is equal to post-association. Post-association
refers to the spoofer-to-target association after locking the
spoofed signals onto the GPS receiver. Whereas for l 6= j,
the above equation states that all the signals transmitted by
spoofer k are locked onto lth target, which is not a target of
interest. That is, the pre-association and post-associations are
different; this is considered as unsuccessful spoofing. After
processing the ψ (xrl , t′) signals, the pseudorange measure-
ments obtained are given by

zs,ri,k,l = c

(
δsi,k + δi,k,j +

ds,rk,l
c

)
. (12)
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Substituting δsi,k =
zsi,k
c and (8) in (12) yields

zs,ri,k,l = c

(
zsi,k
c

+
zfi,j − zsi,k − d

s,r
k,j

c
+
ds,rk,l
c

)
. (13)

Solving the above (13) gives

zs,ri,k,l = zfi,j − d
s,r
k,j + ds,rk,l . (14)

Here {k, j} is the pre-association and {k, l} is the post-
association. If this pre-association and post-association are
equal, then the spoofing is successful, else unsuccessful. The
(14) is the compact form to generate GPS measurements in
the MSMT scenario. In spoofing process, the pseudorange
measurement set obtained at the target l due to spoofer

k is
{
zs,rk,l,i

}N
i=1

= {zi}Ni=1. Now, we are removing the
superscripts and subscripts to avoid further confusion in the
mathematical equations in the following Subsection-II-C.
However, we use the actual terms whenever required without
loosing the generality.

C. GPS POSITIONING AND VALIDATION

The generalized form of pseudorange measurement zi is
given by

zi =
√

(Xi − x)2 + (Yi − y)2 + (Zi − z)2+c(dti−dt)+wi
(15)

where c(dti-dt) is the bias term equivilanet to b. The geomet-
rical range is

√
(Xi − x)2 + (Yi − y)2 + (Zi − z)2. Here x

is an unknown position [x, y, z]′, and wi represents zero-
mean white Gaussian noise with covariance R. The mea-
surement noise includes the troposphere noise, ionosphere
noise, and external noises. Geometrically, every measure-
ment equation translates into a sphere with xi as a center.
The unknown vector to be estimated is [x, y, z, dt]′. Hence,
at least four pseudoranges are required to achieve three-
dimensional positioning. Here a unique solution is obtained
by solving any four equations from N . The unknown vector
can be solved by using algorithms like least squares (LS),
iterative least squares (ILS), weighted least square (WLS),
and Newton’s method [31].

The initial position estimate assumed as the center of
the earth as we are assuming no prior information is avail-
able. If any prior state is available, then nominal state is
assumed as the prior. Let n be the iteration number and
nmax be the total number of iterations i.e., n = 1, 2, ..., nmax.
The position estimate improves iteratively. Generalizing, the
nominal state for nth iteration is x̂n = [xn, yn, zn, dtn]′.
The approximate pseudorange that is computed from the
satellite position xi to nominal position xn is given by ρi,n.
Where ρi,n =

√
(Xi − xn)2 + (Yi − yn)2 + (Zi − zn)2

is the range computed from the ith satellites position to the
approximate receiver position [xn, yn, zn]. The incremental
change vector [∆xn,∆yn,∆zn]′ is added to the approximate

receiver position [xn, yn, zn] to update the receiver position
as

xn+1 = xn + ∆xn,

yn+1 = yn + ∆yn,

zn+1 = zn + ∆zn. (16)

Based on the relation, the right hand sided of (16) is lin-
earized using the first order Taylor series expansion. whereas
the Taylor series expansion for ρi,n+1 is

ρi,n+1 = ρi,n+
∂ρi,n
∂xn

∆xn+
∂ρi,n
∂yn

∆yn+
∂ρi,n
∂zn

∆zn. (17)

The partial derivatives are given by

∂ρi,n
∂xn

∆xn =
Xi − xn
ρi,n

,

∂ρi,n
∂yn

∆yn =
Yi − yn
ρi,n

, and

∂ρi,n
∂zn

∆zn =
Zi − zn
ρi,n

. (18)

The first ordered linearized form of observation equation is

zi,n = ρi,n −
Xi − xn
ρi,j

∆xn −
Yi − yn
ρi,n

∆yn

−Zi − zn
ρi,n

∆zn + c(dtn − dt) + wi, (19)

where bn is the estimated clock error at the receiver. Re-
arranging the above equation yields

[
−Xi−xn

ρi,n
−Yi−yn

ρi,n
−Zi−zn

ρi,n
1
]

∆xn
∆yn
∆zn
cdti

 = bi,n, (20)

where bi,n = zi,n − ρi,n + cdti − wi. The number of
unknowns in the equation are four, hence at-least four satel-
lite ranges are required to form a system of linear equations.
bn =

[
b1,n, · · · bN,n

]
. The least square problem is

min || Anx̂n − bn ||, (21)

where

An =


−X1−xn

ρ1,n
−Y1−xn

ρ1,n
−Z1−xn

ρ1,n
1

−X2−xn

ρ2,n
−Y2−xn

ρ2,n
−Z2−xn

ρ2,n
1

...
...

...
...

−XN−xn

ρN,n
−YN−xn

ρN,n
−ZN−xn

ρN,n
1

 , (22)

and xn = [∆xn,∆yn,∆zn, cdtn]. The approximate re-
ceiver position is updated for every iteration. This iteration
process continues until the solution reaches to desired ac-
curacy or till nmax. Here from (21), we can observe that
x̂ minimizes the length of the error vector ên. The sum of
squares of N separate errors is given by

|| en ||2 = (bn −Anxn)′(bn −Anxn). (23)
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By minimizing the quadratic form (23) gives

x̂n = (A′nAn)−1A′nbn. (24)

However, the accuracy of the estimation depends on the
dilution of precision (DOP) value, which is defined as the
square root of the trace of the matrix (A′A)−1.

General Injective Surjective Bijective

T S T S T S T S

FIGURE 3. Different types of assignments involved in multi-spoofer
multi-target scenario.

III. SPOOFER-TO-TARGET ASSOCIATION
Generally, in a single-spoofer single-target (SSST) scenario,
the spoofer generates spurious signals with higher power than
authentic signals. It transmits them onto a target to success-
fully spoof the target. The received power of the signals plays
an important role in locking the spurious signals onto the
target. In MSMT, a set of spoofers S and set of targets T are
present. Where, T is the set of targets given by {Tj}Mj=1 and
S be the set of spoofers represented as {Sk}Lk=1. Here Tj and
Sk are target-ID and spoofer-ID respectively. Traditionally,
the transmitting power of the spoofers is a constant value
and equal to psk. The distance between spoofers and targets
follows inverse square law. The received power by the target
j due to the transmitting power of spoofer k is given by

ps,rk,j =
psk

4π
(
ds,rk,j

)2 . (25)

The ds,rk,j is the euclidean distance as given in (10). In dis-
tributed spoofing, some spoofers are very near to unintended
targets. The unintended targets are likely to be associated
with the wrong spoofer due to the vicinity (higher power)
and lead to wrong spoofing. All the targets should be spoofed
to their respective fake positions to achieve stealthy GPS
spoofing. Hence, each target should be handled by a unique
spoofer, and no spoofer should engage more than one target.

A. DISTRIBUTED SPOOFING WITH RANDOM
ASSOCIATION
All the sensors work in a distributed configuration, in which
each spoofer is not aware of other spoofers and targets are
being deployed in the surveillance. To engage each target
with a unique spoofer ID, the number of spoofers should
be equal to the number of targets (L = M ). Therefore, M

spoofers are governing M targets in the given surveillance
region. The pre-association between T and S is given by fBS
and selected randomly. Here subscript BS indicates associa-
tion given before-spoofing or pre-association. Since there is
no communication between the spoofers, the assignment is
random, and the pre-association variable fBS : T → S is a
bijective as shown in Fig. 3. The bijective assignment states
that every element in T has S, and every element has a unique
mapping, and no element is left out in these sets.

fBS ={(Tj , Sk) | j, k ∈ R; j, k = 1, · · ·M
Association is bijective} (26)

After spoofing, there is a likelihood that multiple targets are
associated with the same spoofer, and the relation between
T and S becomes general, as shown in Fig. 3. A general
assignment where S can have many elements from T and
few elements in S may/may not be assigned. The association
after spoofing is represented as fAS . Where fAS : T → S
is a general assignment. The modified mapping after spoofing
is

fAS ={(Tj , Sk) | j, k ∈ R; j, k = 1, . . . ,M

Association is a general} (27)

Since the received power and the euclidean distance are
inversely related, therefore euclidean distance based MM
grid formation is considered. The constructed cost matrix is
given by

D =



ds,r1,1 · · · ds,r1,j · · · ds,r1,M
...

. . .
...

. . .
...

ds,rk,1 · · · ds,rk,j · · · ds,rk,M
...

. . .
...

. . .
...

ds,rM,1 · · · ds,rM,j · · · ds,rM,M

 (28)

Here the association after the spoofing is nearest neighbor
(NN). The association after spoofing is represented by an
optimization function

DNN = min
k,j

M∑
k

M∑
j

ds,rk,jψk,j (29)

subjected to
M∑
j

ψk,j = 1 ∀k

where ψk,j is binary association variable such that ψk,j = 1,
if the spoofer is associated with a candidate target. Otherwise,
it is zero.

Since the spoofer-to-target pre-association is random, this
conflicts with the post-association and leads to unsuccessful
spoofing. So, there should be a communication between the
spoofers to form a pre-association to generate the spoofing
signals.
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B. CENTRALIZED SPOOFING WITH GNN ASSOCIATION
Centralized spoofing is a technique in which all the spoofers
are connected to decide spoofer-to-target association. Unlike
the distributed spoofing, here M spoofers and M targets in
the surveillance are involved in forming the pre-association
fBS . The primary objective of the global nearest neighbor
(GNN) association is to find the most likely set of assign-
ments such that each spoofer is associated with only one
target. The second objective of the GNN association is to
minimize the cost by assigning the nearby spoofers and
targets to accomplish each spoofer is assigned with only one
target. The above cost matrix (28) is solved as following

DGNN = min
k,j

M∑
k

M∑
j

ds,rk,jψk,j (30)

subjected to
M∑
j

ψk,j = 1 ∀k

M∑
k

ψk,j = 1 ∀j

Where ψk,j is a binary association variable such that ψk,j =
1 if the spoofer is associated with a particular target. Other-
wise, it is set to zero. By optimizing the above problem, the
pre-association is fBS : T → S is bijective as shown in
Fig. 3. In GNN, the overall cost is minimum. Every time, the
minimum cost will not ensure that all spoofers are mapped to
the nearby targets. There might be some cases, even though
the spoofer-to-target distance is minimum but not consid-
ered in the overall cost minimization. The post-association
fAS : T → S becomes general for multiple targets are
assigned to the same spoofer, else it is bijective. When the
function is general, the overall spoofing efficiency decreases.
Hence, there is a strong need to develop a novel algorithm to
efficiently utilize the existing spoofers and deploy additional
spoofers whenever needed to carry out efficient spoofing.

C. CENTRALIZED SPOOFING WITH SENSORS OF
OPPORTUNITY BASED GNN ASSOCIATION

When the spoofer-to-target pre-association and post-
association are not equal in the above methods, the spoofers
of opportunity in the surveillance is considered and form a
centralized node to make pre-association. Let K additional
spoofers be included in the set S and existing M spoofers to
complete the set S. Now, the total number of spoofers in the
set S be L = M +K. The extra spoofers are included in the
existing spoofers set S to form a new post-association as

D∗NN = min
k,j

L∑
k

M∑
j

ds,rk,jψk,j (31)

subjected to
M∑
j

ψk,j = 1 ∀k

Algorithm 1 Pre-association using centralized spoofing with
sensors of opportunity

0: procedure ASSOCIA-
TION({xsk}

M
k=1 ,

{
xrj
}M
j=1

, {xsk}
K
k=1)

0: for i = 0 : 1 : K do
0: Compute ds,rk,j ; k = 1, . . . ,M, j = 1, . . . ,M + i
0: Compute D∗NN and D∗GNN
0: if D∗NN == D∗GNN then
0: Report the associated spoofers and exit
0: else if i == K then
0: report partial association tuple {k,j}, 100% hit

ratio not possible and exit
0: end if
0: end for
0: end procedure

=0

Similarly, the GNN association for the new S is

D∗GNN = min
k,j

M∑
k

L∑
j

ds,rk,jψk,j (32)

subjected to
M∑
j

ψk,j ≤ 1 ∀k

M∑
k

ψk,j = 1 ∀j

Where ψk,j is a binary association variable such that ψk,j =
1 if the spoofer is associated with a given target. Otherwise,
it is set to zero. The removal of existing spoofers and de-
ployment of additional spoofers and their spatial location is
calculated by using Algorithm-I. By optimizing the above
problem, if the deployed spoofers are sufficient to run the
algorithm, then the pre-association is fBS : T → S is
injective as shown in Fig. 3. Injective is a class of sets, where
all the elements in T are uniquely mapped onto S and few
elements of S are empty, i.e., not mapped to any element in
T .

fBS ={(Tj , Sk) | j, k ∈ R; j = 1, . . . ,Mand k = 1, · · ·L
Association is injective} (33)

In this approach, it is not a specific event that to achieve
100% hit-ratio because of lesser spoofers of opportunity.
Even though when few spoofers available, the algorithm
reports partial associations. Partial associations believe that
only M − P targets can get correct association out of M
targets. Therefore, after removing the undesired associations,
pre-association is given by fBS : T → S is bijective and is
represented as

fBS ={(Tj , Sk) | j, k ∈ R; j, k = 1, · · ·M − P
Association is bijective} (34)
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The post-association fAS : T → S becomes surjective, i.e.,
every S has at least one mapping from T , no element in S is
left out and the relation fAS is given by

fAS ={(Tj , Sk) | j, k ∈ R; k = 1, · · ·M − P, j = 1, . . .M

Association is surjective} (35)

In this case, although higher hit ratio is not achieved, it
diminishes the unwanted deployment of spoofers in the
surveillance region.

D. CENTRALIZED SPOOFING WITH TUNABLE POWER
BASED GNN ASSOCIATION

Algorithm 2 Pre-association using centralized spoofing with
sensors of opportunity and tunable power

0: procedure ASSOCIA-
TION({xsk}

M
k=1 ,

{
xrj
}M
j=1

, {xsk}
K
k=1, {pk}Lk=1)

0: for i = 0 : 1 : K do
0: Compute pk,j ; k = 1, . . . ,M, j = 1, . . . ,M + i
0: Compute ΩBS ,and ΩAS
0: if ΩBS == ΩAS then
0: Report the associated spoofers and exit
0: else
0: Calculate the partial associations and find n
0: for l=1:n do
0: Tunable power p∗l = pl + δp and examine the

effect of partial associations on total associations
0: Check step 5, if it is true, report {k,j} associa-

tions
0: end for
0: end if
0: end for
0: end procedure=0

The cost matrix for the given spoofers and targets is
constructed by assuming all the spoofers possess the same
transmitting power. So the assignment of spoofer-to-target is
carried out by maximizing the cost function consisting of the
received powers at the multiple receivers. The cost matrix
corresponding to LM received power grid is

P =



ps,r1,1 · · · ps,r1,j · · · ps,r1,M
...

. . .
...

. . .
...

ps,rk,1 · · · ps,rk,j · · · ps,rk,M
...

. . .
...

. . .
...

ps,rL,1 · · · ps,rL,j · · · ps,rL,M

 (36)

The above cost matrix is formulated as

P ∗GNN = max
k,j

L∑
k

M∑
j

ps,rk,jψk,j (37)

subjected to
M∑
j

ψk,j ≤ 1 ∀k

L∑
k

ψk,j = 1 ∀j

where ψk,j is a binary association variable such that ψk,j =
1 if the spoofer is associated with a specific target. Otherwise,
it is set to zero. Since the transmitting power of every spoofer
is different, the distance-based optimization is no longer
valid. Hence, the post-association based is given by

P ∗NN = max
k,j

L∑
k

M∑
j

ps,rk,jψk,j (38)

subjected to
M∑
j

ψk,j = 1 ∀k

The results obtained by the power maximization are equal
to the distance minimization. However, in both cases, the hit
ratio is poor for fewer spoofers in the surveillance. To obtain
the higher hit ratio, here the altering the spoofer transmitting
power is considered. Let the modified transmitting power
by the kth spoofer is p∗k. Hence, the received power by rth

target is p∗kj . The selection of modified transmitting powers
is calculated by using the Algorithm-II

IV. RESULTS AND DISCUSSIONS
A. SCENARIO GENERATION
The satellite location set {xi}Ni=1 is modeled using WGS-
84 model and follows the assumption of circular orbits. The
mathematical model for satellite locations is given by

X(t) = D [cos θ(t) cosφ(t)− sin θ(t) sinφ(t) cos 55o]

Y (t) = D [cos θ(t) sinφ(t) + sin θ(t) cosφ(t) cos 55o]

Z(t) = D sin θ(t) sin 55o (39)

where D is the radius (D = 26, 560Km) of the circular
orbit, φ and θ are right ascension and angular phase in the
circular orbit respectively. The right ascension and angular
phase are given by

θ(t) = θ0 + (t− t0)
360

43082
deg and

φ(t) = φ0 − (t− t0)
360

86164
deg (40)

respectively. The initial positions of the satellites are given in
Table-1. In MSMT scenario, eight spoofers and five targets
are deployed in the given surveillance. The coordinates of
the spoofer, target and fake target locations in the coordinate
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FIGURE 4. Flow chart for Algorithm-2.

TABLE 1. The satellite initial positions (angles θ(0) and φ(0) )

N 1 2 3 4 5 6
θ(0) 325.7 25.7 85.7 145.7 205.7 265.7
φ(0) 72.1 343.9 214.9 211.9 93.9 27.9

frame are shown in Table. 2. In Table. 2, the indexes k and
j indicates the spoofer-ID and target-ID respectively. The xsk
and xrj are physical locations of spoofer-ID k and target-ID
j respectively. The spoofer k intended to spoof the target j
which is located at xrj position to a fake position xfk,j .

TABLE 2. The spoofer-to-target mapping and its respective positions in local
coordinates

k xsk j xrj xfk,j
1 [20,30,0] 1 [20,0,0] [30,40,0]
2 [40,70,0] 2 [0,30,0] [60,60,0]
3 [100,70,0] 3 [30,60,0] [80,100,0]
4 [130,50,0] 4 [100,120,0] [120,100,0]
5 [80,10,0] 5 [50,44,0] [20,100,0]
6 [140,10,0] - - -
7 [50,100,0] - - -
8 [50,30,0] - - -

B. PERFORMANCE OF SPOOFER-TO-TARGET
ASSOCIATION
In this subsection, the performance of the proposed methods
is evaluated using the hit ratio as a metric. The hit ratio is

defined as the correct associations to the total number of
associations.

1) Random Association
In this case, the spoofers are distributed independently, and
the spoofing is carried out without any prior knowledge about
other spoofers and targets in the surveillance. Therefore,
each spoofer from the set S is assigned to spoof a unique
target from the target set T . Five spoofers are assigned to
five targets randomly to perform the spoofing. The spoofer-
to-target pre-association is random and is given by fBS :
{1→ 1, 2→ 2, 3→ 3, 4→ 4, 5→ 5} . Here, the Tj → Sk
denotes that the target-ID Tj is to be locked with the sensor-
ID Sk. The visualization of the spoofers individual locations
and target physical locations and projected fake locations are
represented in Fig. 5. Moreover, the pre-association is also
depicted in the Fig. 5 as (Tj , Sk).
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FIGURE 5. The pre-association and post association in distributed spoofing

Since the spoofers are carrying out the spoofing in Omni-
directional fashion, this influences the other targets in the
vicinity. We can see that the spoofer-3 location and target-3
location are far from each other. Because of the transmitted
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power of spoofer-3, other nearby targets may locked onto
the spoofer-3. Moreover, some spoofers are very close to the
intended target, and some spoofers are far from the desired
target. This results in abnormal behavior of locking the sig-
nals to the undesired targets. For a better understanding, how
the other spoofers influence the targets, we are constructing
a cost matrix of the NN as given in (29)

xr1 xr2 xr3 xr4 xr5
xs1 30 20 31.6 120.4 33.1
xs2 72.8 56.5 14.1 78.1 27.8
xs3 106.3 107.7 70.7 50 56.3
xs4 120.8 131.5 100.4 76.1 80.2
xs5 60.8 82.4 70.7 111.8 45.3

From the cost matrix, the bold index are the resul-
tant of post-association. The acquired post-association is
fAS : {1→ 1, 2→ 1, 3→ 2, 4→ 3, 5→ 2} . The post-
association for the random assignment is given in Fig. 5.
Where we can observe that the spoofer-1 is generating the
spoof signals to mislead the target-1. However, these signals
are locking onto the target-1 and target-2 receivers due to
higher power compared to all available signals at the receiver.
Similarly, target-3 and target-4 are locking onto the spoofer-
2. Further, target-4 is locking onto the spoofer-3 rather than
spoofer-4. Here, we can notice that multiple targets are
locking onto the same spoofer results in decreased spoofing
efficiency. Therefore the hit ratio is defined as

Hit ratio (HR) =
Number of correct associations
Total number of associations

(41)

From fBS and fAS , we can observe that only one assign-
ment are incorrect and rest of the assignments are failed. So
the HR is evaluated to be one hit in a five assignments, that is
HR=0.2.

2) GNN association
Unlike the previous case, all the selected five spoofers are
centralized to decide about spoofer-to-target pre-association.
All the actual positions regarding the targets and spoofers
are sent to a central node. This association is based on
the minimization of cost function as given (30), the pre-
associations are presented in Fig. 6. Therefore, the spoofer-
to-target pre-association after solving the minimization prob-
lem (30) is fBS : {1→ 5, 2→ 1, 3→ 2, 4→ 3, 5→ 4} .
Thereafter, the spoofing is evaluated and the ob-
tained post-association from the Fig. 6 is fAS :
{1→ 1, 2→ 1, 3→ 2, 4→ 3, 5→ 2} . From fBS and fAS
sets, we can observe that only three correct associations out
of five, that is HR=0.6. Even though this algorithm provides
improved HR compared to random assignment, still it is not
achieving 100% HR.

3) Opportunistic Spoofers
All the spoofers are considered, including the spoofers of
opportunity to make a centralized decision about spoofer-
to-target pre-association. The association is based on
Algorithm-I. The algorithm considers five sensors out of
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FIGURE 6. The pre-association and post association in centralized GNN
spoofing

eight sensors, i.e., 8C5 combinations evolved, and finally, the
algorithm provides a HR of 0.8 with four correct associations
out of five. The pre-association provided by Algorithm-1 is
presented in Fig. 7 and the pre-associations set is fBS :
{1→ 5, 2→ 1, 3→ 2, 4→ 3, 5→ 8}. We can observe that
the algorithm utilizes the spoofer-8 into account to form an
association for the target-5. Thereby, we can understand that
increased number of opportunistic spoofers can raise HR.
However, by increasing the number of spoofers, it is not
guaranteed to get a 100% HR.

Unlike the previous two methods, here we observed
that the HR is increased. This algorithm provides 100%
HR if any nearby spoofer is installed near target-1 and
is not in conflict with other targets. However, we seldom
find such scenarios. The post-association set is fAS :
{1→ 1, 2→ 1, 3→ 2, 4→ 3, 5→ 2} . In addition, due to
the new association of (5, 8), the target-5 is in successful
spoofing and is observed in Fig. 7. From Fig. 7, we notice
that the projected false position and the perception of the
receiver are the same and is observed as blue � and × are
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FIGURE 7. The pre-association and post association in opportunistic GNN
spoofing

at the same point around x=20 and y=100 coordinates. The
rise in the number of spoofers increases HR. However, this
is a sub-optimal solution due to the unavailability of dense
spoofers.

4) Power Tunability

Algorithm-2 works with the given number of sensors, unlike
the opportunistic spoofers. The method utilizes the tunability
of spoofer transmitting power so that at the receiver end,
the received power varies, and accordingly, the generated
spoofed signals lock onto the intended receiver. The power
levels after optimization is p4 > p5 > p3 > p2 =
p1 and the pre-association after solving the maximization
problem of (37) is shown in Fig. 8. Here, we can observe
that the target-5 is associating with spoofer-4. Target-1 is
associating with the spoofer-5, which is the same solution
as obtained with GNN method. It is worth noting that,
even though both the pre-associations are equal, the major
difference in GNN method is minimization problem with
constant power and Algorithm-2 is maximization problem

with tunable power. Hence, the pre-association mapping is
fBS : {1→ 5, 2→ 1, 3→ 2, 4→ 3, 5→ 4}.
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FIGURE 8. The pre-association and post association in tunable power of
spoofers

For the given tunable power and the set of spoofers, the
post-association set is fAS : {1→ 5, 2→ 1, 3→ 2, 4→ 3, 5→ 4}
and is visualized in Fig. 8. We can notice that all the pre-
associations and post-associations are equal and achieve a
100% HR in this case. Both the projected false positions and
the perception of the targets are the same for all five targets.
This method is an optimal way to spoof all the targets to the
desired false positions by employing a tunable power-based
spoofer-to-target association.

C. PRMSE ANALYSIS
In this subsection, we explored the impact of other variables
on the position root mean square error (PRMSE) for the
false position to the perception of the estimate. This section
considers three different impacts, namely spoofer-to-target
association, number of signals, and the measurement noise.
For correct spoofer-to-target association, the projected false
position and the perception are equal. Whereas in the wrong
spoofer-to-target association, the projected false position and
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the perception are not equal. It is a general statement that
as the number of signals increases, the estimate precision
increases. Hence we varied the number of signals from four
to eight. The minimum number of measurements is four
since there are four unknowns to be calculated. Moreover,
the spoofing efficiency depends on the association and the
type of GPS receivers being used by the targets. The high
precession GPS receivers always provide a better position
estimate compared to regular GPS receivers. To evaluate this
impact, we considered the measurement noise of the receiver
as 1 m for the high precision GPS receivers. Similarly, the
low-cost GPS receivers are considered with the measurement
noise as 5 m.

Fig. 9 shows the target-1 PRMSE for all the four scenarios
with a different number of signals (four-eight) and different
measurement noise (low and high). Once the GPS signals
are locked onto the receiver, the GPS position estimation
is carried out by using the ILS algorithm. From Fig. 9,
we can infer that random assignment and power tunability
algorithms achieves lesser PRMSE for the case of low mea-
surement noise and is in the range of [2-5]m which is in
agreement with civilian GPS. Moreover, for the higher value
of measurement noise, the PRMSE is in the range of [15–
25]m; this is usually seen in low precision GPS devices. The
GNN assignment and opportunistic algorithms fail to make a
correct target-to-spoofer assignment. Hence, we can observe
very high PRMSE around [50–70]m, usually seen in urban
scenarios with multi-path effects. Therefore, correct target-
to-spoofer assignment is essential to enhance the spoofing
performance. The PRMSE is depicted in logarithmic scale
by varying the number of signals on the x-axis. The PRMSE
of target-2 and target-3 are shown in Fig. 10 and Fig. 11
respectively. The target-2 and target-3 have a correct spoofer-
to-target assignment for GNN, opportunistic, and power tun-
ability cases. The PRMSE due to correct association and
wrong association is differentiable for the target-1, target-2,
and target-3.

The PRMSE corresponding to target-4 and target-5 are
presented in Fig. 12 and Fig. 13 respectively. Interestingly,
we observe that the PRMSE with wrong association in low
measurement noise case is comparably equal to PRMSE
due to correct association in high measurement noise case.
This observation conveys that spoofing low precision GPS
receivers is quite easy, and the anti-spoofing algorithms
cannot distinguish between the spoofing and non-spoofing.
From Fig. 12 we can observe that opportunistic spoofers-
based spoofing with correct association (four signals and high
measurement noise) is equal to that of random assignment
with wrong spoofer-to-target association (four signals and
low measurement noise). This peculiar behavior infers us
that spoofing is much easy in the low precession devices.
So the civilian GPS receivers are vulnerable to the spoofing
process. The proposed algorithm is capable of spoofing both
high precision as well as low precision GPS receivers.
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FIGURE 9. The target-1 PRMSE for various scenarios

4 4.5 5 5.5 6 6.5 7 7.5 8

Number of signals

100

101

102

103

P
R

M
S

E

Random assignment with low measurement noise

Random assignment with high measurement noise

GNN assignment with low measurement noise

GNN assignment with high measurement noise

Opportunistic assignment with low measurement noise

Opportunistic assignment with high measurement noise

Power tunability assignment with low measurement noise

Power tunability assignment with high measurement noise

FIGURE 10. The target-2 PRMSE for various scenarios

V. CONCLUSION
In this paper, we derived a generalized mathematical model
for transmission and reception of GPS spoofed signals in
multi-spoofer multi-target scenario. Further, formulated the
spoofer-to-target association as an optimization problem sub-
jected to constrains of unique mapping between spoofer and
target. Three novel centralized networking-based spoofing
techniques are proposed to overcome spoofer-to-target asso-
ciation in distributed networking. Firstly, the global nearest
neighbor (GNN) based centralized spoofing is proposed,
in which the overall cost of the function is minimized by
assigning unique spoofer-ID to an unique target-ID. It is
evident from the simulation results that only lower hit ratios
are possible with this approach. Secondly, the spoofers of
opportunity-based centralized spoofing with GNN associa-
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FIGURE 11. The target-3 PRMSE for various scenarios
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FIGURE 12. The target-4 PRMSE for various scenarios

tion is proposed to resolve the spoofer-to-target association
and observed the improvement in hit-ratio as the number of
spoofers of opportunity increases. Finally, since huge number
of spoofers deployment is impractical, a tunable transmitting
power-based centralized spoofing with the GNN association
is presented. The power tunability method accomplish 100%
hit-ratio and outperform the distributed configuration, cen-
tralized configuration, and spoofers of opportunity methods.
Furthermore, the simulation results of this method shows that
spoofer-to-target association followed by spoofing is outper-
forming the distributed spoofing without prior knowledge of
the environment. Moreover, it is evident from the PRMSE
analysis, that the proposed algorithms are very stealthy to
spoof both high precision and low precession GPS receivers.

The future possible directions of this work are as follows.
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FIGURE 13. The target-5 PRMSE for various scenarios

1. This paper assumed that the spoofer-to-target line of sight
exists and accordingly derived the cost functions. One can
relax this constrain and develop novel algorithms, which
can be adaptable to urban scenario. 2. This paper dealt with
static target and static spoofer configuration. One can poten-
tially solve the time varying dynamics of target and spoofer
scenario with the help of sensor management and power
allocation techniques. 3. Existing wireless sensor network
algorithms can be adapted to effectively carryout the spoofing
process during the sensor failures.
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