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A
b
str

a
c
t

C
o
m

p
o
n
en

t-b
ased

sy
stem

s
often

d
escrib

e
con

tex
t
req

u
irem

en
ts

in
term

s
of

ex
p
licit

in
ter-com

p
on

en
t

d
ep

en
d
en

cies.
S
tu

d
y
in

g
la

rge
in

sta
n
ces

of
su

ch
sy

stem
s—

su
ch

as
free

an
d

op
en

sou
rce

softw
are

(F
O

S
S
)

d
istrib

u
tio

n
s—

in
term

s
of

d
eclared

d
ep

en
d
en

cies
b
etw

een
p
ackages

is
ap

p
ealin

g.
It

is
h
ow

ev
er

a
lso

m
islead

in
g

w
h
en

th
e

la
n
g
u
age

to
ex

p
ress

d
ep

en
d
en

cies
is

as
ex

p
ressiv

e
as

b
o
olean

form
u
la

e,
w

h
ich

is
o
ften

th
e

ca
se.

In
su

ch
settin

gs,
a

m
ore

ap
p
rop

riate
n
otion

of
com

p
on

en
t

d
ep

en
d
en

cy
ex

ists:
stro

n
g

d
epen

d
en

cy.
T

h
is

p
ap

er
in

tro
d
u
ces

su
ch

n
otion

as
a

fi
rst

step
tow

ard
s

m
o
d
elin

g
sem

an
tic,

ra
th

er
th

en
sy

n
tactic,

in
ter-com

p
on

en
t

relation
sh

ip
s.

F
u
rth

erm
ore,

a
n
otio

n
of

co
m

p
o
n
en

t
sen

sitivity
is

d
eriv

ed
from

stron
g

d
ep

en
d
en

cies,
w

ith
ap

-
p
lica

tion
s

to
q
u
a
lity

a
ssu

ran
ce

a
n
d

to
th

e
evalu

ation
of

u
p
grad

e
risk

s.
A

n
em

p
irical

stu
d
y

of
stro

n
g

d
ep

en
d
en

cies
an

d
sen

sitiv
ity

is
p
resen

ted
,

in
th

e
con

tex
t

of
on

e
of

th
e

largest,
freely

ava
ila

b
le,

com
p
on

en
t-b

a
sed

sy
stem

.
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c
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N
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S
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1
In

tr
o
d
u
c
tio

n

C
o
m

p
o
n
en

t-b
ased

softw
are

arch
itectu

res
[ 21]

h
ave

th
e

p
rop

erty
of

b
ein

g
u
p
grad

eab
le

p
iece-w

ise,
w

ith
o
u
t

n
ecessarily

tou
ch

in
g

a
ll

th
e

p
ieces

at
th

e
sam

e
tim

e.
T

h
e

m
ore

p
ieces

are
aff

ected
b
y

a
sin

g
le

u
p
gra

d
e,

th
e

h
ig

h
er

th
e

im
p
act

o
f
th

e
u
p
grad

e
can

b
e

on
th

e
u
su

al
op

eration
s

p
erform

ed
b
y

th
e

overall
sy

stem
;

th
is

im
p
a
ct

ca
n

eith
er

b
e

b
en

efi
cial

(if
th

e
u
p
grad

e
w

ork
s

as
p
lan

n
ed

)
or

d
isastro

u
s

(if
n
ot).

P
ackag

e-b
ased

F
O

S
S

(F
ree

an
d

O
p
en

S
ou

rce
S
oftw

are)
d
istrib

u
tion

s
are

p
ossib

ly
th

e
largest-sca

le
ex

a
m

p
les

of
com

p
on

en
t-b

ased
arch

itectu
res,

th
eir

u
p
grad

e
eff

ects
are

ex
p
erien

ced
d
a
ily

b
y

m
illio

n
o
f

u
sers

w
orld

-w
id

e,
an

d
th

e
h
istorical

d
ata

con
cern

in
g

th
eir

ev
olu

tio
n

is
p
u
b
licly

availab
le.

W
ith

in
F
O

S
S

d
istrib

u
tion

s,
so

ftw
a
re

com
p
on

en
ts

are
m

an
aged

as
pa

cka
ges

[ 6
].

P
ackages

are
d
escrib

ed
w

ith
m

eta
-in

form
atio

n
,
w

h
ich

in
clu

d
e

com
p
lex

in
ter-relation

sh
ip

s
d
escrib

in
g

th
e

static
req

u
irem

en
ts

to
ru

n
p
ro

p
erly

o
n

a
ta

rget
sy

stem
.

R
eq

u
irem

en
ts

are
ex

p
ressed

in
term

s
of

oth
er

p
acka

g
es,

p
o
ssib

ly
w

ith
restrictio

n
s

on
th

e
d
esired

version
s.

B
oth

p
ositiv

e
req

u
irem

en
ts

(d
epen

d
en

cies)
an

d
n
eg

ativ
e

req
u
irem

en
ts

(co
n
fl
icts)

are
u
su

ally
allow

ed
.

E
x
a
m

p
le

1
.1

.
A

n
excerp

t
o
f
th

e
in

ter-pa
cka

ge
rela

tio
n
sh

ip
s
o
f
th

e
p
o
s
t
f
i
x

In
tern

et
m

a
il

tra
n
s-

po
rt

a
gen

t
in

D
ebia

n
G

N
U

/
L
in

u
x
1

cu
rren

tly
rea

d
s:

P
a
c
k
a
g
e
:

p
o
s
t
f
i
x

V
e
r
s
io

n
:

2
.
5
.
5
-
1
.
1

D
e
p
e
n
d
s
:

l
i
b
c
6

(
>
=

2
.
7
-
1
)
,

l
i
b
d
b
4
.
6
,

s
s
l
-
c
e
r
t
,

l
i
b
s
a
s
l
2
-
2
,

l
i
b
s
s
l
0
.
9
.
8

(
>
=

0
.
9
.
8
f
-
5
)
,

d
e
b
c
o
n
f

(
>
=

0
.
5
)

|
d
e
b
c
o
n
f
-
2
.
0
,

n
e
t
b
a
s
e
,

a
d
d
u
s
e
r

(
>
=

3
.
4
8
)
,

d
p
k
g

(
>
=

1
.
8
.
3
)
,

l
s
b
-
b
a
s
e

(
>
=

3
.
0
-
6
)

C
o
n
f
lic

t
s
:

l
i
b
n
s
s
-
d
b

(
<
<

2
.
2
-
3
)
,

s
m
a
i
l
,

m
a
i
l
-
t
r
a
n
s
p
o
r
t
-
a
g
e
n
t
,

p
o
s
t
f
i
x
-
t
l
s

P
r
o
v
id

e
s
:

m
a
i
l
-
t
r
a
n
s
p
o
r
t
-
a
g
e
n
t
,

p
o
s
t
f
i
x
-
t
l
s

A
s

th
is

sh
ort

ex
am

p
le

sh
ow

s,
in

ter-p
ackage

relation
sh

ip
s

can
get

q
u
ite

com
p
lex

,
an

d
th

ere
are

p
len

ty
o
f

m
o
re

com
p
lex

ex
am

p
les

to
b
e

fou
n
d

in
d
istrib

u
tion

s
like

D
eb

ian
.

In
p
articu

lar,
th

e
lan

gu
a
g
e

to
ex

p
ress

p
a
ckage

rela
tio

n
sh

ip
s

is
n
ot

as
sim

p
le

as
fl
a
t

lists
of

com
p
on

en
t

p
red

icates,
b
u
t
ra

th
er

a
stru

ctu
red

la
n
g
u
a
g
e

w
h
o
se

sy
n
tax

an
d

sem
an

tics
is

ex
p
ressed

b
y

con
ju

n
ctive

n
orm

al
form

(C
N

F
)

fo
rm

u
lae

[ 1
7].

In
E

x
a
m

p
le

1.1,
com

m
as

rep
resen

t
logical

con
ju

n
ction

s
am

on
g

p
red

icates,
w

h
erea

s
b
a
rs

(“
|
”
)

rep
resen

t
logical

d
isju

n
ction

s.
A

lso,
in

d
irection

s
b
y

th
e

m
ean

of
so-ca

lled
virtu

a
l
pa

cka
ges

ca
n

b
e

u
sed

to
d
eclare

featu
re

n
am

es
over

w
h
ich

oth
er

p
ackages

can
d
eclare

rela
tio

n
sh

ip
s;

in
th

e
ex

am
p
le

(see:
“P

rov
id

es”)
th

e
p
ackage

d
eclares

to
p
rov

id
e

th
e

featu
res

ca
lled

p
o
s
t
f
i
x
-
t
l
s

a
n
d
m
a
i
l
-
t
r
a
n
s
p
o
r
t
-
a
g
e
n
t
.

W
ith

in
th

is
settin

g,
it

is
in

terestin
g

to
an

aly
se

th
e

d
epen

d
en

cy
gra

p
h

of
all

p
ackages

sh
ip

p
ed

b
y

a
m

a
in

strea
m

F
O

S
S

d
istrib

u
tion

.
T

h
is

grap
h

is
p
oten

tially
v
ery

large
as

d
istrib

u
tion

s
like

D
eb

ian
a
re

co
m

p
osed

of
several

ten
s

o
f
th

ou
san

d
s

p
ackages

b
u
t

it
is

su
rely

sm
aller

th
an

w
id

ely
stu

d
ied

g
ra

p
h
s

su
ch

as
th

e
W

orld
W

id
e

W
eb

grap
h

[1
].

It
is

also
m

ore
ex

p
ressiv

e,
in

th
e

sen
se

th
a
t

it
co

n
tain

s
d
iff

eren
t

ty
p
es

of
ed

ges
(d

ep
en

d
en

cies
an

d
con

fl
icts

for
ex

am
p
le)

an
d

allow
s

th
e

u
se

o
f
d
isju

n
ction

s
to

ex
p
ress

a
ltern

a
tive

p
ath

s.
S
im

p
le

grap
h

en
co

d
in

gs
of

th
e

p
ackage

u
n
iverse

h
ave

b
een

p
ro

p
osed

in
th

e
p
ast

[1
4,

1
6],

to
stu

d
y

th
e

ad
h
eren

ce
of

th
e

d
ep

en
d
en

cy
grap

h
to

sm
a
ll-w

orld
n
etw

ork
law

s.
In

su
ch

en
co

d
in

gs,
in

ter-p
ackage

relation
sh

ip
s

w
ere

ap
p
rox

im
ated

b
y

a
sim

p
le

b
in

a
ry

relatio
n

of
d
irect

d
ep

en
d
en

cy,
w

h
ich

is
n
oted

p
→

q
in

th
is

p
ap

er.
F
orm

ally,

1
h
t
t
p
:
/
/
w
w
w
.
d
e
b
i
a
n
.
o
r
g

M
a
n
c
o
o
s
i
D

5
.1

S
t
r
o
n
g

D
e
p
e
n
d
e
n
c
ie

s
b
e
t
w

e
e
n

S
o
ft

w
a
r
e
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m

p
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n
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d
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p
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T
h
is

n
otion

of
d
irect

d
ep

en
d
en

cy
d
o
es

n
ot

d
istin

g
u
ish

b
etw

een
q

o
ccu

rrin
g

in
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ju
n
ctiv

e
or

d
isju

n
ctiv

e
p
o
sitio

n
,
ig

n
o
rin

g
th

e
sem

an
tic

d
iff

eren
ce

b
etw

een
con

ju
n
ctive

an
d

d
isju

n
ctiv

e
d
ep

en
d
en

cies,
as

w
ell

as
th

e
p
resen

ce
of

con
fl
icts

a
m

o
n
g

com
p
on

en
ts.

In
th

is
p
a
p
er

w
e

a
rgu

e
th

at
th

ere
is

a
d
iff

eren
t

d
ep

en
d
en

cy
grap

h
to

b
e

stu
d
ied

to
grasp

m
ean

-
in

g
fu

l
rela

tion
sh

ip
s

am
on

g
softw

are
com

p
on

en
ts:

a
grap

h
th

at
rep

resen
ts

th
e

sem
a
n
tics

of
in

ter-com
p
o
n
en

t
relation

sh
ip

s,
in

w
h
ich

an
ed

ge
b
etw

een
tw

o
com

p
on

en
ts

is
d
raw

n
on

ly
if

th
e

fi
rst

ca
n
n
ot

b
e

in
sta

lled
w

ith
o
u
t

in
sta

llin
g

th
e

secon
d
.

W
e

call
su

ch
a

grap
h

th
e

stro
n
g

d
e-

pen
d
en

cy
gra

p
h
,
arg

u
e

th
a
t

it
is

b
etter

su
ited

to
stu

d
y

p
ackage

u
n
iverses

in
com

p
on

en
t-b

ased
arch

itectu
res,

an
d

stu
d
y

its
n
etw

o
rk

p
rop

erties.
F
in

ally,
w

e
argu

e
th

at
th

e
stron

g
d
ep

en
d
en

cy
gra

p
h

ca
n

b
e

u
sed

to
esta

b
lish

a
m

ea
su

re
of

p
ackage

“sen
sitiv

ity
”

w
h
ich

h
as

sev
eral

u
ses,

from
d
istrib

u
tio

n
w

id
e

q
u
a
lity

assu
ran

ce
to

estab
lish

in
g

th
e

p
oten

tial
risk

s
of

p
ackage

u
p
grad

es.
A

s
a

relevan
t,

yet
em

p
irica

l,
ca

se
stu

d
y

w
e

b
u
ild

an
d

an
aly

se
th

e
stron

g
d
ep

en
d
en

cy
grap

h
of

p
resen

t
an

d
p
a
st

F
O

S
S

d
istrib

u
tion

s,
as

w
ell

as
th

e
corresp

on
d
in

g
p
ackage

sen
sitiv

ity.

T
h
e

rest
o
f

th
e

p
a
p
er

is
stru

ctu
red

a
s

follow
s:

S
ection

2
in

tro
d
u
ces

th
e

n
otion

of
stron

g
d
e-

p
en

d
en

cy,
h
igh

lig
h
ts

th
e

d
iff

eren
ces

w
ith

p
lain

d
ep

en
d
en

cies
an

d
p
rop

oses
related

sen
sitiv

ity
m

etrics.
S
ection

3
co

m
p
u
tes

d
ep

en
d
en

cies
an

d
sen

sitiv
ity

of
com

p
on

en
ts

of
a

large
an

d
p
op

u
lar

F
O

S
S

d
istrib

u
tion

.
S
ection

4
giv

es
an

effi
cien

t
algorith

m
to

com
p
u
te

stron
g

d
ep

en
d
en

cies
for

la
rg

e
softw

a
re

rep
ositories.

S
ectio

n
5

d
iscu

sses
ap

p
lication

s
of

th
e

p
rop

osed
m

etrics
for

q
u
ality

assu
ran

ce
a
n
d

u
p
g
ra

d
e

risk
evalu

ation
.

B
efore

con
clu

d
in

g,
S
ection

6
d
iscu

sses
related

research
.

2
S
tr

o
n
g

d
e
p
e
n
d
e
n
c
ie

s

C
o
m

p
o
n
en

t
d
ep

en
d
en

cies
can

b
e

u
sed

to
com

p
u
te

relevan
t

q
u
ality

m
easu

res
of

softw
are

rep
osi-

tories,
fo

r
in

sta
n
ce

to
id

en
tify

p
a
rticu

la
rly

fragile
com

p
on

en
ts

[7,
13,

15].
It

is
w

ell
k
n
ow

n
th

at
sm

a
ll-w

orld
n
etw

o
rk

s
a
re

resilien
t

to
ra

n
d
om

failu
res

b
u
t

p
articu

larly
w

eak
in

th
e

p
resen

ce
of

attack
s,

d
u
e

to
th

e
ex

isten
ce

of
h
ig

h
ly

con
n
ected

h
u
b

n
od

es
[2

].
T
o

id
en

tify
th

e
com

p
on

en
ts

w
h
o
se

m
o
d
ifi

ca
tion

(e.g
.,

rem
oval

or
u
p
grad

e)
can

h
ave

a
h
igh

p
oten

tial
im

p
act

on
th

e
stab

ility
of

a
com

p
lex

softw
are

sy
stem

,
it

is
n
atu

ral
to

lo
ok

for
h
u
bs

on
w

h
ich

a
lot

of
oth

er
com

p
on

en
ts

d
ep

en
d
.

In
F
O

S
S

d
istrib

u
tion

s,
as

w
ell

as
m

a
n
y

oth
er

com
p
on

en
t-b

ased
sy

stem
s
[3,

4],
th

e
lan

gu
age

u
sed

to
ex

p
ress

in
ter-p

a
cka

ge
rela

tio
n
sh

ip
s

is
ex

p
ressiv

e
en

ou
gh

to
cover

p
rop

osition
al

logic.
A

s
a

co
n
seq

u
en

ce,
con

sid
erin

g
on

ly
p
la

in
co

n
n
ectivity

—
i.e.,

th
e

p
ossib

ility
of

goin
g

from
on

e
p
ackage

to
a
n
o
th

er
follow

in
g

d
ep

en
d
en

cy
arcs—

is
n
o

lon
ger

m
ean

in
gfu

l
to

id
en

tify
h
u
b
s.

F
or

ex
am

p
le,

if
p

is
to

b
e

in
stalled

a
n
d

th
ere

ex
ists

a
d
ep

en
d
en

cy
p
ath

from
p

to
q,

it
is

n
ot

tru
e

th
at

q
is

a
lw

ay
s

n
eed

ed
fo

r
p
,
an

d
in

so
m

e
cases

q
m

ay
even

b
e

in
com

p
atib

le
w

ith
p
.

In
o
th

er
term

s,
th

e
syn

ta
ctic

con
n
ectiv

ity
n
otion

d
o
es

n
ot

tell
m

u
ch

ab
ou

t
th

e
real

stru
ctu

re
of

d
ep

en
d
en

cies:
w

e
n
eed

to
go

fu
rth

er
an

d
an

aly
se

th
e

sem
a
n
tic

con
n
ectiv

ity
am

on
g

softw
are

com
p
o
n
en

ts
in

d
u
ced

b
y

th
e

ex
p
licit

d
ep

en
d
en

cies
in

th
e

grap
h
.

T
h
at

led
u
s

to
th

e
follow

in
g

d
efi

n
itio

n
.

D
e
fi
n
itio

n
2
.1

(S
tro

n
g

d
ep

en
d
en

cy
).

G
iven

a
repo

sito
ry

R
,

w
e

sa
y

th
a
t

a
pa

cka
ge

p
in

R
stron

g
ly

d
ep

en
d
s

o
n

a
pa

cka
ge

q
in

R
,

w
ritten

p
⇒

R
q,

if
th

ere
exists

a
h
ea

lth
y

in
sta

lla
tio

n
o
f

R
co

n
ta

in
in

g
p
,
a
n
d

every
h
ea

lth
y

in
sta

lla
tio

n
o
f

R
co

n
ta

in
in

g
p

a
lso

co
n
ta

in
s

q.
W

e
w
rite

S
p
red

s(p
)
R

fo
r

th
e

set
{q|q

⇒
R

p}
o
f
stro

n
g

p
red

ecesso
rs

o
f
a

pa
cka

ge
p

in
R

,
a
n
d

S
con

s(p
)
R

fo
r

th
e

set
{
q|p
⇒

R
q}

o
f
stro

n
g

su
ccesso

rs
o
f
p

in
R

.

M
a
n
c
o
o
s
i
D

5
.1

S
t
r
o
n
g

D
e
p
e
n
d
e
n
c
ie

s
b
e
t
w

e
e
n

S
o
ft

w
a
r
e

C
o
m

p
o
n
e
n
t
s

p
a
g
e

3
o
f
2
7



F
P

7
-
I
C

T
-
2
0
0
7
-
1

A
p
r
il

2
1
s
t
,
2
0
0
9

S
T

R
E
P

p
r
o
je

c
t

M
A

N
C

O
O

S
I

In
th

e
fo

llow
in

g
,
w

e
w

ill
d
rop

th
e

R
su

b
scrip

t
w

h
en

th
e

rep
ository

is
clear

from
th

e
con

tex
t.

T
h
e

n
o
tio

n
s

o
f

rep
osito

ry
an

d
h
ea

lth
y

in
stallation

u
sed

h
ere

are
from

[17];
th

e
u
n
d
erly

in
g

in
tu

itio
n
s

a
re

a
s

fo
llow

s.
A

repo
sito

ry
is

a
set

of
p
ackages,

togeth
er

w
ith

d
ep

en
d
en

cies
an

d
con

fl
icts

en
co

d
ed

a
s

p
ro

p
o
sitio

n
al

lo
gic

p
red

icates
over

oth
er

p
ackages

con
tain

ed
th

erein
;

an
in

sta
lla

tio
n

is
a

su
b
set

o
f

th
e

rep
ository

;
an

in
stallation

is
said

to
b
e

h
ea

lth
y

w
h
en

all
its

p
ackag

es
h
ave

th
eir

d
ep

en
d
en

cies
sa

tisfi
ed

w
ith

in
th

e
in

stallation
an

d
d
u
ally

th
eir

con
fl
icts

u
n
sa

tisfi
ed

.

In
tu

itiv
ely,

p
stro

n
g
ly

d
ep

en
d
s

o
n

q
w

ith
resp

ect
to

R
if

it
is

n
ot

p
ossib

le
to

in
stall

p
w

ith
ou

t
a
lso

in
sta

llin
g

q.
N

o
tice

th
at

th
e

d
efi

n
ition

req
u
ires

p
to

b
e

in
stallab

le
in

R
as

oth
erw

ise
it

w
o
u
ld

va
cu

o
u
sly

d
ep

en
d

on
a
ll

th
e

p
a
ckages

q
in

th
e

rep
ository.

D
u
e

to
th

e
com

p
lex

n
atu

re
of

d
ep

en
d
en

cies,
th

ere
can

b
e

a
h
u
g
e

g
ap

w
ith

th
e

sy
n
tactic

d
ep

en
d
en

cy
grap

h
as

n
aiv

ely
ex

tracted
fro

m
th

e
m

etad
ata.

E
x
a
m

p
le

2
.2

(D
irect

an
d

stron
g

d
ep

en
d
en

cies).
In

sim
p
le

ca
ses,

co
n
ju

n
ctive

d
irect

d
epen

-
d
en

cies
tra

n
sla

te
to

id
en

tica
l
stro

n
g

d
epen

d
en

cies
w
h
erea

s
d
isju

n
ctive

o
n
es

va
n
ish

,
a
s

fo
r

th
e

pa
cka

ges
o
f
th

e
fo

llo
w
in

g
repo

sito
ry:

P
a
c
k
a
g
e
:

p

D
e
p
e
n
d
s
:

q
,

r

P
a
c
k
a
g
e
:

a

D
e
p
e
n
d
s
:

b
|

c

p

��� � � � � �

�� 3 3 3 3 3 3

q
r

aW

��
 
 
 
 
 


�� 4 4
4 4

4 4
4

b
c

W
e

h
a
ve

th
a
t

p
→

q,p
→

r
a
n
d

p
⇒

q,p
⇒

r
(beca

u
se

p
ca

n
n
o
t
be

in
sta

lled
w
ith

o
u
t
eith

er
q

o
r

r),
a
n
d

th
a
t

a
→

b,a
→

c
w
h
erea

s
a
6⇒

b,a
6⇒

c
(beca

u
se

a
d
oes

n
o
t

fo
rcibly

requ
ire

n
eith

er
b

n
o
r

c).
In

gen
era

l
h
o
w
ever,

th
e

situ
a
tio

n
is

m
u
ch

m
o
re

co
m

p
lex,

like
in

th
e

fo
llo

w
in

g
repo

sito
ry:

P
a
c
k
a
g
e
:

p

D
e
p
e
n
d
s
:

q
|

r

P
a
c
k
a
g
e
:

r

C
o
n
f
lic

t
s
:

p

P
a
c
k
a
g
e
:

q

pW

��� � � � � �

�� 3 3 3 3 3 3

q
r #

N
o
tice

th
a
t

p
⇒

q
in

sp
ite

o
f

q
n
o
t
bein

g
a

co
n
ju

n
ctive

d
epen

d
en

cy
o
f

p
,
a
n
d

r
is

in
co

m
pa

tible
w
ith

p
,
d
esp

ite
th

e
fa

ct
th

a
t

p
→

r.

P
r
o
p
o
s
itio

n
2
.3

(T
ran

sitiv
ity

).
If

p
⇒

R
q

a
n
d

q
⇒

R
r

th
en

p
⇒

R
r.

P
roo

f.
T
riv

ial
from

D
efi

n
itio

n
2
.1.

O
n

to
p

o
f
th

e
stron

g
a
n
d

d
irect

d
ep

en
d
en

cy
n
otion

s,
w

e
can

d
efi

n
e

th
e

corresp
on

d
in

g
d
epen

d
en

cy
gra

p
h
s.

D
e
fi
n
itio

n
2
.4

(D
ep

en
d
en

cy
grap

h
s).

T
h
e

stron
g

d
ep

en
d
en

cy
grap

h
S

G
(R

)
o
f
a

repo
sito

ry
R

is
th

e
d
irected

gra
p
h

h
a
vin

g
a
s

vertices
th

e
pa

cka
ges

in
R

a
n
d

a
s

ed
ges

a
ll

pa
irs
〈p

,q〉
su

ch
th

a
t

p
⇒

q.
N

o
te

th
a
t

th
e

S
G

(R
)

is
tra

n
sitively

clo
sed

a
s

d
irect

co
n
sequ

en
ce

a
s

th
e

tra
n
sitivity

o
f

th
e

stro
n
g

d
epen

d
en

cy
rela

tio
n
.

S
im

ila
rly,

th
e

d
irect

d
ep

en
d
en

cy
g
ra

p
h

D
G

(R
)

is
th

e
d
irected

gra
p
h

h
a
vin

g
a
s

vertices
th

e
pa

cka
ges

in
R

a
n
d

a
s

ed
ges

a
ll

pa
irs
〈p

,q〉
su

ch
th

a
t

p
→

q.

M
a
n
c
o
o
s
i
D

5
.1

S
t
r
o
n
g

D
e
p
e
n
d
e
n
c
ie

s
b
e
t
w

e
e
n

S
o
ft

w
a
r
e

C
o
m

p
o
n
e
n
t
s

p
a
g
e

4
o
f
2
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p
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O
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S
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p
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_
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��� � � � � � � � � � � � �
_

_
_

p
n
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��
q

r

(a
)

C
o
in

cid
en

ce

p
1

  A
A A

A A
A A

A
_

_
_

p
i��

_
_

_
p

n

~~ | | | | | | | |
s
1

}}| | | | | | | | | | | | | | | | | | |
_

_
_

s
k

yy r r r r r r r r r r r r r r r r r r r r r r r r r

q��r

(b
)

G
en

era
l
ca

se
o
f
stro

n
g

d
ep

en
d
en

cy

p
1

  A
A A

A A
A A

A
_

_
_

p
i��

_
_

_
p

n

~~ | | | | | | | |

q��r

(c)
O

rd
ered

p
1

  A
A A

A A
A A

A
_

_
_

p
i��

_
_

_
p

n

~~ | | | | | | | |

q

��
r HH

(d
)

E
q
u
iva

len
t

F
igu

re
1:

S
om

e
sign

ifi
can

t
co

n
fi
gu

ration
s

in
th

e
stron

g
d
ep

en
d
en

cy
grap

h

T
h
e

d
ep

en
d
en

cy
g
ra

p
h
s

ca
n

b
e

u
sed

to
form

alise,
v
ia

th
e

n
otion

of
im

pa
ct

set,
th

e
in

tu
itiv

e
n
otion

o
f
th

e
set

o
f
p
acka

g
es

w
h
ich

a
re

p
oten

tially
aff

ected
b
y

ch
an

ges
in

a
giv

en
p
ackage.

D
e
fi
n
itio

n
2
.5

(Im
p
a
ct

set
o
f
a

co
m

p
on

en
t).

G
iven

a
repo

sito
ry

R
a
n
d

a
pa

cka
ge

p
in

R
,
th

e
im

p
act

set
o
f
p

in
R

is
th

e
set

I
s(p

,R
)

=
{
q
∈

R
|
q
⇒

p}
.

S
im

ila
rly,

th
e

d
irect

im
p
act

set
o
f
p

is
th

e
set

D
irI

s(p
,R

)
=
{q
∈

R
|
q
→

p}
.

W
h
ile

th
e

im
p
a
ct

set
g
iv

es
a

so
u
n
d

low
er

b
ou

n
d

to
th

e
set

of
p
ackages

w
h
ich

can
b
e

p
oten

tially
aff

ected
b
y

a
ch

an
ge

in
a

p
a
ckage,

th
e

d
irect

im
p
act

set
off

ers
n
o

sim
ilar

gu
aran

tees.
N

ote
th

at
b
y

D
efi

n
itio

n
2
.1,

for
a
ll

p
acka

ge
p
,
p
∈

I
s(p

,R
).

P
ackage

sen
sitiv

ity
—

a
m

easu
re

of
h
ow

sen
sitiv

e
is

a
p
acka

g
e,

in
term

s
of

h
ow

m
an

y
oth

er
p
ackages

can
b
e

aff
ected

b
y

a
ch

an
ge

in
it—

ca
n

n
ow

b
e

d
efi

n
ed

a
s

fo
llow

s.

D
e
fi
n
itio

n
2
.6

(S
en

sitiv
ity

).
T

h
e

stro
n
g

sen
sitivity,

o
r

sim
p
ly

sen
sitiv

ity
,
o
f
a

pa
cka

ge
p
∈

R
is
|I

s(p
,R

)|−
1
,
i.e.,

th
e

ca
rd

in
a
lity

o
f
th

e
im

pa
ct

set
m

in
u
s

1
. 2

S
im

ila
rly,

th
e

d
irect

sen
sitiv

ity
is

th
e

ca
rd

in
a
lity

o
f
th

e
d
irect

im
pa

ct
set.

T
h
e

h
ig

h
er

th
e

sen
sitiv

ity
o
f

a
p
a
ckag

e
p
,
th

e
h
igh

er
th

e
m

in
im

u
m

n
u
m

b
er

of
p
ackages

w
h
ich

w
ill

b
e

p
oten

tially
aff

ected
b
y

a
ch

a
n
g
e,

su
ch

as
a

n
ew

b
u
g,

in
tro

d
u
ced

in
p
.

W
e

w
rite
|p|

an
d

||p||
to

d
en

o
te

th
e

d
irect

an
d

stron
g

sen
sitiv

ity
of

p
ackage

p
,
resp

ectively.
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b
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⇒
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⊆
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p
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con
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b
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b
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b
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b
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b
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e
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d
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e
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b
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b
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w
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d
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h
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a
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a
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p
o
ten

tia
lly

a
ff
ected

”
.

M
a
n
c
o
o
s
i
D

5
.1

S
t
r
o
n
g

D
e
p
e
n
d
e
n
c
ie

s
b
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con
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d
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d
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b
u
t

q
d
o
es

n
o
t

g
en

erate
all

th
e

im
p
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a
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sen
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ity
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ree
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e
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u
rth

,
w
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ich
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con
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u
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th
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of
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d
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g
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d
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g
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cy
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rap
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w
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tro
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n
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p
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q
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R
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w
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p
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n
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I
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q)
iff
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I
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⊇
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S
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n
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•
p

stro
n
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d
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n
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T
h
e
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itio
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stron

g
d
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n
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a
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ackage

p
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q
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th
e

stron
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d
ep
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en

cy
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n

q
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a
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p
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th

at
p

h
a
s

a
n

im
p
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d
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b
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d
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d
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b
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p
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r
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con
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con
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⊇
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⊇
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⇒
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⊇
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⊇
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⊇
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b
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d
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b
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con
verse;

in
1
d

b
o
th

q
<

I
s

r
an

d
r

<
I
s

q
h
old

,
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a
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b
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d
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b
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p
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itio

n
2
.1

0
(R

ela
tive

stro
n
g

d
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p
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p
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q
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p
<
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u
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⇒
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.
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p
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p
u
ted

stro
n
g

d
o
m

in
a
n
ce

grap
h
s

for
state

of
th

e
art

F
O

S
S

d
istrib

u
tion

s,
ob

tain
-

in
g

con
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b
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p
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b
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D
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e
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d
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rop
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irect
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ep

en
d
en

cies,th
e

tw
o

m
easu

res
of

p
ackage
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d
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n
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d
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g
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w
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h
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e
ch
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U
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h
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b
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b
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b
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k
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b
le
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r
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d
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A
ll

sta
b
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releases
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f

D
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b
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F
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e
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n
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a
i
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n
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p
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th

e
i
3
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b
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b
oth

th
e

m
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u
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p
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of
D
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d
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a
t
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th
e
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w
h
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b
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p
art

of
all

D
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d

h
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b
e
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p
a
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a
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h
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p
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b
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sed
b
y

b
u
ild

in
g

b
oth

th
e

4T
h
e

d
a
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p
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in
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n
,

a
s

w
ell

a
s

w
h
a
t

w
a
s

o
m
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d
u
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a
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b
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m
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t
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w
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.
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a
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c
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.
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r
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.
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e

d
a
ta

a
re

relea
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n
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n
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b
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b
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o
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b
le

a
t
h
t
t
p
:
/
/
p
o
p
c
o
n
.
d
e
b
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b
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p
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b
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b
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th
e

d
istrib

u
tion

h
as

grow
n

stead
ily,

y
et

su
p
er-lin

early,
across

m
ost

relea
ses

[ 2
0,

1
1],

b
u
t
th

e
grow

th
rate

h
a
s
d
ecreased

in
th

e
p
ast

tw
o

releases.
A

s
ex

p
ected

,
stron

g
a
n
d

d
irect

sen
sitiv

ity
a
re

n
ot

en
tirely

u
n
related

,
giv

en
th

at
th

e
form

er
is

th
e

sem
an

tic
v
iew

of
th

e
latter,

h
en

ce
th

ey
ten

d
to

g
row

to
geth

er.

M
o
re

p
recisely

th
e

total
n
u
m

b
er

o
f
stron

g
d
ep

en
d
en

cies
is

h
igh

er,
in

all
releases,

th
an

th
e

total
n
u
m

b
er

o
f

d
irect

d
ep

en
d
en

cies.
A

p
a
rtial

ex
p
lan

ation
com

es
from

th
e

fact
th

at
th

e
stron

g
d
ep

en
d
en

cy
g
ra

p
h

is
a

tran
sitiv

e
clo

sed
grap

h
—

p
rop

erty
in

h
erited

b
y

th
e

u
n
d
erly

in
g

stron
g

d
ep

en
d
en

cy
rela

tio
n
sh

ip
—

w
h
erea

s
th

e
d
irect

d
ep

en
d
en

cy
grap

h
is

n
ot.

P
erform

in
g

th
e

tran
sitive

closu
re

o
f
th

e
d
irect

d
ep

en
d
en

cy
grap

h
h
ow

ev
er

w
ou

ld
b
e

m
ean

in
gless,

b
ecau

se
th

e
p
rop

agation
ru

les
o
f
d
isju

n
ctiv

e
an

d
con

ju
n
ctive

d
ep

en
d
en

cies
are

n
ot

ex
p
ressib

le
sim

p
ly

in
term

s
of

tran
sitive

a
rcs.

W
e

h
av

e
stu

d
ied

th
e

ap
p
aren

t
correla

tion
b
etw

een
stron

g
an

d
d
irect

d
ep

en
d
en

cies
an

aly
sin

g
th

e
resp

ectiv
e

sen
sitiv

ity
m

easu
res

fo
r

each
release.

T
ab

le
1

con
fi
rm

s
th

e
correlation

an
d

giv
es

som
e

sta
tistica

l
d
a
ta

ab
o
u
t

p
acka

ge
sen

sitiv
ity.

T
h
e

fi
rst

colu
m

n
is

th
e

S
p
earm

an
ρ

correlation
in

d
ex

, 6
a

com
m

o
n
ly

u
sed

n
o
n
-p

a
ram

etric
correlation

in
d
ex

th
at

is
n
ot

sen
sib

le
to

ex
cep

tion
al

va
lu

es
[ 8

].
A

n
in

d
ex

b
etw

een
0
.5

an
d

1.0—
in

all
th

e
releases

w
e

h
ave

ρ
∈

[0.91,0.94]—
is

co
m

m
o
n
ly

in
terp

reted
as

a
stron

g
correlation

b
etw

een
th

e
tw

o
variab

les.
T

h
e

m
ore

com
m

on
co

rrela
tio

n
in

d
ex

r
fo

r
th

e
sam

e
set

of
d
ata

(n
ot

sh
ow

n
in

th
e

tab
le)

giv
es

con
sisten

tly
a

valu
e

of
0.5

5
:

th
e

h
u
g
e

d
iff

eren
ce

a
m

on
g

ρ
an

d
r

in
d
icates

th
at

th
e

few
ex

cep
tion

al
valu

es
in

th
e

d
ata

series
h
ave

really
h
igh

w
eig

h
t,

a
n
d

w
e

w
ill

see,
w

h
en

lo
ok

in
g

at
som

e
of

th
ese

ex
cep

tion
al

valu
e

th
at

th
is

is
in

d
eed

th
e

ca
se.

T
h
e

rem
ain

in
g

colu
m

n
s

sh
ow

m
ean

a
n
d

stan
d
ard

d
ev

iation
for,

resp
ectiv

ely,
d
irect

sen
sitiv

ity,
stro

n
g

sen
sitiv

ity,
an

d
∆

=
||p||
−
|p|.

In
p
articu

lar
w

e
n
ote

an
in

creasin
gly

h
igh

stan
d
ard

d
ev

ia
tio

n
in

la
test

D
eb

ian
relea

ses,
w

h
ich

h
in

ts
th

at
th

ere
is

an
in

creasin
g

n
u
m

b
er

of
p
eak

s.

6T
h
e

sta
tistica

l
in

fo
fo

r
th

e
fi
rst

tw
o

row
s

a
re

p
o
ssib

ly
n
o
t

releva
n
t,

d
u
e

to
th

e
sm

a
ll

size
o
f
th

e
tw

o
relea

ses.

T
a
b
le

1:
D

irect
a
n
d

stro
n
g

sen
sitiv

ity
across

D
eb

ian
releases:

correlation
,

m
ean

,
stan

d
ard

d
ev

ia
tio

n
.

R
e
l.

ρ
|·|

||·||
∆

0
.
9
3

0
.92

1.0
0,

σ
2.79

1.05,
σ
4.73

1.00,
σ
4.00

1
.
1

0
.93

1
.70

,
σ
13.91

2.90,
σ
25.96

1.88,
σ
18.56

1
.
2

0
.91

1
.79

,
σ
18.43

2.99,
σ
32.27

1.73,
σ
22.42

1
.
3

0
.91

1
.92

,
σ
21.95

3.06,
σ
38.24

1.69,
σ
25.85

2
.
0

0
.93

2
.29

,
σ
26.73

4.03,
σ
50.88

2.50,
σ
36.56

2
.
1

0
.94

2
.60

,
σ
34.92

4.93,
σ
64.55

2.93,
σ
46.61

2
.
2

0
.92

3
.29

,
σ
44.24

6.89,
σ
90.47

4.88,
σ
68.76

3
.
0

0
.92

3
.99

,
σ
59.25

10.49,
σ
131.5

8.02,
σ
92.34

3
.
1

0
.92

5
.29

,
σ
91.42

22.36,
σ
282.0

19.39
,
σ
246.4

4
.
0

0
.92

5
.55

,
σ
85.10

28.23,
σ
352.4

24.50
,
σ
313.9

5
.
0

0
.93

5
.07

,
σ
86.16

36.05,
σ
480.3

32.55
,
σ
440.1

M
a
n
c
o
o
s
i
D

5
.1

S
t
r
o
n
g

D
e
p
e
n
d
e
n
c
ie

s
b
e
t
w

e
e
n

S
o
ft

w
a
r
e

C
o
m

p
o
n
e
n
t
s

p
a
g
e

8
o
f
2
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S
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R
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P

p
r
o
je

c
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M
A

N
C

O
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S
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F
ig

u
re

3
:

C
o
rrelatio

n
b
etw

een
stron

g
an

d
d
irect

sen
sitiv

ity
in

D
eb

ian
5.0

“L
en

n
y
”.

F
ig

u
re

3
sh

ow
s

in
m

ore
d
eta

il
th

e
correlation

p
h
en

om
en

on
for

D
eb

ian
5.0

“L
en

n
y
”,

th
e

latest
a
n
d

larg
est

D
eb

ia
n

release.
T

h
e

fi
g
u
re

p
lots

stron
g

v
s

d
irect

d
ep

en
d
en

cies
for

each
p
ackage

in
th

e
release.

In
m

ost
cases,

stro
n
g

sen
sitiv

ity
is

h
igh

er
th

an
d
irect

sen
sitiv

ity,
y
et

close:
82.9%

o
f

th
e

p
a
cka

ges
fa

ll
in

a
stan

d
a
rd

d
ev

iation
in

terval
from

th
e

m
ean

of
∆

;
th

e
n
ex

t
p
ercen

tile
ra

n
k
s

a
re

97
.4%

for
tw

o
sta

n
d
ard

d
ev

iation
s,

an
d

99.8%
for

th
ree.

T
h
e

rem
ain

in
g

cases
allow

fo
r

im
p
o
rta

n
t

ex
cep

tion
s

of
p
acka

g
es

w
ith

v
ery

h
igh

stron
g

sen
sitiv

ity
an

d
very

low
d
irect

sen
sitiv

ity.
S
u
ch

ex
cep

tio
n
s

are
ex

trem
ely

relevan
t:

m
etrics

b
u
ilt

on
d
irect

sen
sitiv

ity
on

ly
w

ou
ld

to
tally

overlo
ok

p
a
ckag

es
w

ith
a

h
u
ge

p
oten

tial
im

p
act.

3
.1

S
tr

o
n
g

v
s

d
ir

e
c
t

se
n
sitiv

ity
:

e
x
c
e
p
tio

n
s

It’s
tim

e
n
ow

to
lo

ok
at

so
m

e
of

th
ese

ex
cep

tion
al

cases
to

see
h
ow

relevan
t

th
ey

are.
T
ab

le
2

lists
th

e
to

p
3
0

p
a
ckag

es
of

L
en

n
y

h
av

in
g

th
e

largest
∆

.

l
i
b
c
6

is
th

e
p
a
ckage

sh
ip

p
in

g
th

e
C

stan
d
ard

lib
rary

w
h
ich

is
req

u
ired

,
d
irectly

or
n
ot,

b
y

alm
o
st

all
a
p
p
licatio

n
s

w
ritten

or
o
th

erw
ise

lin
k
ed

to
th

e
C

p
rogram

m
in

g
lan

gu
age.

A
b
ou

t
a

h
a
lf

o
f
a
ll

th
e

p
acka

g
es

in
th

e
d
istrib

u
tion

d
ep

en
d
s

d
irectly

on
l
i
b
c
6
,
as

can
b
e

seen
in

row
13

of
th

e
ta

b
le,

b
u
t

a
lm

ost
all

p
acka

ges
in

th
e

arch
iv

e
can

n
ot

b
e

in
stalled

w
ith

ou
t

it,
as

th
e

stron
g

sen
sitiv

ity
o
f
l
i
b
c
6

is
2
0
’12

6
,
on

a
total

of
22’311

p
ackages.

In
th

is
case

d
irect

sen
sitiv

ity
d
o
es

n
o
t

in
h
ib

it
id

en
tify

in
g

th
e

p
a
cka

ge
a
s

a
sen

sitiv
e

on
e,

th
ou

gh
,
even

if
it

u
n
d
erestim

ates
w

id
ely

its
im

p
o
rta

n
ce.

N
ow

con
sid

er
row

1
of

T
a
b
le

2:
g
c
c
-
4
.
3
-
b
a
s
e
,
w

h
ich

is
a

p
ackage

w
ith

ou
t

w
h
ich

l
i
b
c
6

can
n
ot

b
e

in
stalled

.
It

is
th

e
p
acka

g
e

w
ith

th
e

largest
∆

,
h
av

in
g

d
irect

sen
sitiv

ity
of

on
ly

43
an

d
stron

g
sen

sitiv
ity

o
f

2
0’1

2
8.

R
a
n
k
in

g
its

sen
sitiv

ity
w

ith
th

e
d
irect

m
etric

w
ou

ld
h
ave

led
to

co
m

p
letely

m
iss

its
im

p
ortan

ce:
a

b
u
g

in
to

it
can

p
oten

tially
aff

ect
all

p
ackages

in
th

e

M
a
n
c
o
o
s
i
D

5
.1

S
t
r
o
n
g

D
e
p
e
n
d
e
n
c
ie

s
b
e
t
w

e
e
n

S
o
ft

w
a
r
e

C
o
m

p
o
n
e
n
t
s

p
a
g
e

9
o
f
2
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F
P

7
-
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T
-
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0
0
7
-
1

A
p
r
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2
1
s
t
,
2
0
0
9

S
T

R
E
P

p
r
o
je

c
t

M
A

N
C

O
O

S
I

T
ab

le
2
:

P
a
cka

ges
from

D
eb

ian
5
.0,

so
rted

b
y

th
e

d
iff

eren
ce

b
etw

een
stron

g
an

d
d
irect

im
p
act

sets.
#

P
a
c
k
a
g
e

|p|
||p||

||p||−
|p|

1
g
c
c
-
4
.
3
-
b
a
s
e

43
20128

20085
2

l
i
b
g
c
c
1

3011
20126

17115
3

l
i
b
s
e
l
i
n
u
x
1

50
14121

14071
4

l
z
m
a

4
13534

13530
5

c
o
r
e
u
t
i
l
s

17
13454

13437
6

d
p
k
g

55
13450

13395
7

l
i
b
a
t
t
r
1

110
13489

13379
8

l
i
b
a
c
l
1

113
13467

13354
9

p
e
r
l
-
b
a
s
e

299
13310

13011
1
0

l
i
b
s
t
d
c
+
+
6

2786
14964

12178
1
1

l
i
b
n
c
u
r
s
e
s
5

572
11017

10445
1
2

d
e
b
c
o
n
f

1512
11387

9875
13

l
i
b
c
6

10442
20126

9684
14

l
i
b
d
b
4
.
6

103
9640

9537
15

z
l
i
b
1
g

1640
10945

9305
16

d
e
b
i
a
n
u
t
i
l
s

86
8204

8118
17

l
i
b
g
d
b
m
3

68
8148

8080
18

s
e
d

11
8008

7997
19

n
c
u
r
s
e
s
-
b
i
n

1
7721

7720
20

p
e
r
l
-
m
o
d
u
l
e
s

214
7898

7684
21

l
s
b
-
b
a
s
e

211
7720

7509
22

l
i
b
x
d
m
c
p
6

15
6782

6767
23

l
i
b
x
a
u
6

42
6795

6753
24

l
i
b
x
1
1
-
d
a
t
a

1
6693

6692
25

l
i
b
x
c
b
-
x
l
i
b
0

3
6695

6692
26

l
i
b
x
c
b
1

87
6778

6691
27

x
1
1
-
c
o
m
m
o
n

137
6317

6180
28

p
e
r
l

2169
7898

5729
29

l
i
b
m
a
g
i
c
1

28
5585

5557
30

l
i
b
p
c
r
e
3

164
5668

5504
...

d
istrib

u
tio

n
.

N
o
te

h
ow

ev
er

th
a
t
g
c
c
-
4
.
3
-
b
a
s
e

is
n
ot

a
d
irect

d
ep

en
d
en

cy
of

l
i
b
c
6
,

sh
ow

in
g

on
ce

m
ore

th
at

to
g
ra

sp
th

is
k
in

d
o
f
in

ter-p
ackage

relation
sh

ip
s

th
e

sem
an

tics,
rath

er
th

an
th

e
sy

n
ta

x
,
o
f
d
ep

en
d
en

cies
m

u
st

b
e

p
u
t

in
to

p
lay.

In
th

e
seco

n
d

row
,
l
i
b
g
c
c
1

sh
ow

s
a

sim
ilar

p
attern

,
b
ein

g
th

is
tim

e
a

d
irect

d
ep

en
d
en

cy
of

l
i
b
c
6
.

T
h
e

th
ird

row
an

d
m

a
n
y

o
th

ers
in

th
e

tab
le

sh
ow

m
ore

com
p
lex

p
attern

s.
O

rd
erin

g
p
a
cka

g
es

o
n
ly

acco
rd

in
g

to
sen

sitiv
ity

m
igh

t
lead

to
ov

ersee
oth

er
im

p
ortan

t
ch

aracteristic.
P
os-

sib
ly

th
e

m
ost

ex
trem

e
ca

ses
are

th
ose

of
n
c
u
r
s
e
s
-
b
i
n

an
d
l
i
b
x
1
1
-
d
a
t
a
,
w

h
ich

are
m

en
tion

ed
ju

st
o
n
ce

in
all

th
e

ex
p
licit

d
ep

en
d
en

cies,
an

d
yet

are
really

n
ecessary

for
several

th
ou

san
d

oth
er

p
a
cka

g
es.

W
e

b
eliev

e
th

is
is

su
ffi

cien
tly

con
clu

sive
ev

id
en

ce
to

totally
d
ism

iss,
from

n
ow

on
,
an

y
an

aly
sis

b
a
sed

o
n

th
e

sy
n
ta

ctic,
d
irect

d
ep

en
d
en

cy
grap

h
,
w

h
en

con
sid

erin
g

com
p
on

en
t

b
ased

sy
stem

s
w

ith
com

p
lex

d
ep

en
d
en

cy
lan

gu
a
g
es.

M
a
n
c
o
o
s
i
D

5
.1

S
t
r
o
n
g

D
e
p
e
n
d
e
n
c
ie

s
b
e
t
w

e
e
n

S
o
ft

w
a
r
e

C
o
m

p
o
n
e
n
t
s

p
a
g
e

1
0

o
f
2
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libc6

gcc-4.3-base

0.004968
libgcc1

0.004968

dpkg

libselinux1

4.973608
coreutils

0.022303

lzm
a

0.617054

libattr1

0.267638
libacl1

0.111516

4.949833
0.245262

libacl2

0.089186

perl-base

1.044249

1.066787
1.667794

1.314702

1.156938

0.155925

perl-m
odules

libgdbm
3

3.152298
perl

3.152298

lsb-base

sed 3.717135

libxcb1

libxdm
cp6

0.044254

libxau6

0.236023

libxcb-xlib0

1.224612

1.269415
1.463560

F
ig

u
re

4
:

D
om

in
a
n
ce

relatio
n
s

am
on

g
th

e
top

m
ost

20
sen

sitiv
e

p
ackages

3
.2

U
sin

g
str

o
n
g

d
o
m

in
a
n
c
e

to
c
lu

ste
r

d
a
ta

N
ow

w
e

tu
rn

to
th

e
p
ro

b
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a
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ra
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p
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p
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b
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p
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m
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b
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b
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b
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p
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a
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d
efi

n
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b
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e
gra

p
h

of
rela

tiv
e

stron
g

d
o
m

in
atio

n
b
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d
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b
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n
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h
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p
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t
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p
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b
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p
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d
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b
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d
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b
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e

u
su

a
l
sm

all
w

orld
m

ea
su

res
on
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ob
tain

ed
b
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d
iff

eren
ces

are
h
ow

ever
m

in
or

en
ou

gh
to

n
ot

alter
th

e
overall

resu
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p
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b
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p
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d
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in
g

p
a
ckages

in
1’424

com
p
on

en
ts,

w
h
ich

w
ou

ld
m

ak
e

th
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ra
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w
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b
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m
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b
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p
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c
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p
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d
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p
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b
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b
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t
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p
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b
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ab
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b
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p
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p
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ab
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∅
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∅
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∈
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p
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d
ges

107
796

40
074

A
vera

ge
d
egree

4.83
1.80

C
lu

sterin
g

coeff
.
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.
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u
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d
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.
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∈
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∪
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∈
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∧
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t

rep
ositories.

In

7In
tel

X
eo

n
3

G
H

z
p
ro

cesso
r,

3
G

b
o
f
m

em
o
ry

M
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n
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o
o
s
i
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5
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b
e
t
w

e
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S
o
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w
a
r
e
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o
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o
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p
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A
p
r
il

2
1
s
t
,
2
0
0
9

S
T

R
E
P

p
r
o
je

c
t

M
A

N
C

O
O

S
I

p
a
rticu

la
r,

w
e

h
ave

id
en

tifi
ed

tw
o

a
reas

of
ap

p
lication

:
rep

ository
-w

id
e

Q
u
ality

A
ssu

ran
ce

(Q
A

)
an

d
u
p
g
ra

d
e

risk
evalu

atio
n

fo
r

u
ser

m
ach

in
es.

Q
u
a
lity

A
s
s
u
r
a
n
c
e

F
O

S
S

d
istrib

u
tion

th
e

size
of

D
eb

ian
are

n
ot

easily
in

sp
ectab

le
b
y

h
an

d
,

w
ith

o
u
t

sp
ecifi

c
to

o
ls.

T
h
e

w
ork

o
f

release
m

an
agers

in
su

ch
scen

ario
is

ab
ou

t
m

ain
tain

in
g

a
co

h
eren

t
p
a
ckag

e
rep

ository,
i.e.,

in
w

h
ich

each
p
ackage

is
in

stallab
le

in
at

least
on

e
h
ealth

y
in

sta
lla

tio
n
.

S
u
ch

rep
ositories

are
u
su

ally
n
ot

b
u
ilt

from
scratch

,
b
u
t

rath
er

ev
olv

e
from

an
u
n
sta

b
le

sta
te

to
a

stab
le

o
n
e

w
h
ich

is
p
erio

d
ically

released
as

th
e

n
ew

m
a
jor

release
of

th
e

d
istrib

u
tion

.
D

ay
to

d
ay

m
ain

ten
a
n
ce

o
f
th

e
rep

ository
in

clu
d
es

action
s
su

ch
as

ad
d
in

g
p
ackages

to
th

e
rep

osito
ry

(e.g.,
n
ew

ly
p
a
ckaged

softw
are,

or
n
ew

releases)
as

w
ell

as
rem

ov
in

g
th

em
(e.g

.,
su

p
ersed

ed
so

ftw
a
res

o
r

su
b
-stan

d
ard

q
u
ality

p
ackages

w
h
ich

are
n
ot

con
sid

ered
su

itab
le

for
relea

sin
g
).

Q
u
a
lity

a
ssu

ra
n
ce

is
m

ean
t

to
sp

ot
rep

ository
-w

id
e

in
com

p
atib

ilities
or

su
b
-

sta
n
d
ard

q
u
ality

p
a
ckages,

a
ccord

in
g

to
variou

s
criteria.

In
su

ch
ecosy

stem
s,

rem
ov

in
g

a
p
a
cka

g
e

can
h
ave

n
on

-lo
cal

eff
ects

w
h
ich

are
n
ot

ev
id

en
t

b
y

ju
st

lo
ok

in
g

a
t

th
e

d
irect

d
ep

en
d
en

cies
of

th
e

in
volv

ed
p
ackages.

F
or

in
stan

ce,
rem

ov
in

g
a

p
ackage

p
su

ch
th

a
t

sev
era

l
p
acka

g
es

d
ep

en
d
s

on
p
|

q
m

igh
t

b
e

ap
p
rop

riate
on

ly
if

q
is

in
stallab

le
in

th
e

a
rch

iv
e.

T
h
e

stron
g

d
ep

en
d
en

cy
g
rap

h
can

b
e

u
sed

to
d
etect

sim
ilar

cases
effi

cien
tly.

O
n
ce

th
e

g
ra

p
h

h
as

b
een

com
p
u
ted

—
an

d
S
ection

4
sh

ow
ed

th
at

th
e

cost
is

aff
ord

ab
le

ev
en

for
large

d
istrib

u
tion

s—
d
etectin

g
if

a
p
acka

ge
is

rem
ovab

le
in

isolation
red

u
ces

to
ch

eck
w

h
eth

er
its

n
o
d
e

h
a
s

in
b
o
u
n
d

ed
g
es

o
r

n
ot.

If
rea

lly
n
eed

ed
,

follow
in

g
in

b
ou

n
d

ed
ges

can
h
elp

b
u
ild

in
g

sets
of

p
a
ckag

es
rem

ova
b
le

as
a

w
h
o
le.

In
th

e
sa

m
e

co
n
tex

t,
sen

sitiv
ity

ca
n

b
e

u
sed

to
d
ecid

e
w

h
en

to
freeze

p
ackages

d
u
rin

g
th

e
release

p
ro

cess
(d

ecision
cu

rren
tly

d
eleg

ated
to

folk
lore):

th
e

h
igh

er
th

e
sen

sitiv
ity,

th
e

so
on

er
a

p
a
ckag

e
sh

ou
ld

b
e

frozen
.

S
en

sitiv
ity

can
also

b
e

u
sed

to
activate

h
eu

ristic
w

arn
in

gs
in

arch
iv

e
m

a
n
ag

em
en

t
to

o
ls

w
h
en

a
p
p
aren

tly
in

n
o
cu

ou
s

p
ackages

are
acted

u
p
on

:
attem

p
tin

g
to

rem
ov

e
or

o
th

erw
ise

a
lter

g
c
c
-
4
.
3
-
b
a
s
e

at
th

e
en

d
of

th
e

L
en

n
y

release
p
ro

cess
(see

T
ab

le
2
)
w

ou
ld

h
ave

su
rely

b
een

a
n

erro
r,

in
sp

ite
of

th
e

few
p
ackages

m
en

tion
in

g
it

d
irectly

in
th

eir
d
ep

en
d
en

cies.

U
p
g
r
a
d
e

r
is

k
e
v
a
lu

a
tio

n
S
y
stem

a
d
m

in
istrators

of
m

ach
in

es
ru

n
n
in

g
F
O

S
S

d
istrib

u
tion

s
w

o
u
ld

like
to

b
e

a
b
le

to
ju

d
ge

th
e

risk
s

of
a

certain
u
p
grad

e.
R

isk
evalu

ation
n
ot

n
ecessarily

in
th

e
sen

se
of

d
ecid

in
g

w
h
eth

er
o
r

n
ot

to
p
erform

an
u
p
grad

e—
n
ot

p
erform

in
g

on
e

is
often

n
o
t

a
n

op
tion

,
d
u
e

to
th

e
freq

u
en

t
ca

se
of

u
p
grad

es
th

at
fi
x

secu
rity

v
u
ln

erab
ility.

U
p
grad

e
risk

eva
lu

a
tion

is
im

p
ortan

t
to

a
llo

ca
te

su
itab

le
tim

e
slots

to
d
ep

loy
u
p
grad

e
p
lan

s
p
rop

osed
b
y

p
a
ckag

e
m

a
n
a
g
ers:

th
e

risk
ier

th
e

u
p
g
rad

e,
th

e
lon

ger
th

e
tim

e
slot

th
at

sh
ou

ld
b
e

p
lan

n
ed

for
it.

T
h
e

g
en

era
l
p
rin

cip
le

w
e

p
ro

p
ose

is
th

a
t

a
p
ackage

th
at

is
n
ot

stron
gly

d
ep

en
d
ed

u
p
on

b
y

oth
er

p
a
ckag

es
is

relativ
ely

sa
fe

to
u
p
gra

d
e;

con
versely,

a
p
ackage

th
at

is
n
eed

ed
b
y

m
an

y
p
ackages

on
th

e
sy

stem
m

ig
h
t

n
eed

som
e

sa
fety

m
easu

res
in

case
of

p
rob

lem
s

(b
ack

u
p

serv
ers,

...).
H

ow
ever

th
is

m
ea

su
re

sh
ou

ld
b
e

co
m

p
u
ted

in
relation

to
th

e
actu

al
u
ser

in
stallation

an
d

n
ot

as
an

a
b
solu

te
va

lu
e

w
ith

resp
ect

to
th

e
d
istrib

u
tion

su
ch

as
p
lain

im
p
act

sets.
O

n
ce

th
e

stron
g

d
ep

en
d
en

cy
g
rap

h
of

a
u
ser

in
stalla

tion
h
as

b
een

com
p
u
ted

,
th

e
legacy

p
ackage

m
an

ager
can

b
e

u
sed

to
fi
n
d

u
p
g
ra

d
e

p
lan

s
a
s

u
su

al.
O

n
th

at
p
lan

th
e

overall
u
p
grad

e
sen

sitiv
ity

can
th

en
b
e

co
m

p
u
ted

b
y

su
m

m
in

g
u
p

th
e

size
o
f
th

e
in

sta
lla

tio
n

im
pa

ct
sets

of
all

p
ackages

tou
ch

ed
b
y

th
e

p
ro

p
o
sed

p
la

n
;
w

h
ere

th
e

in
sta

llatio
n

im
p
act

set
of

a
p
ackage

p
is

d
efi

n
ed

as
th

e
in

tersection
of

th
e

stro
n
g

im
p
act

set
w

ith
th

e
lo

ca
l
in

stallation
.

T
h
e

stro
n
g

d
ep

en
d
en

cy
g
ra

p
h

u
sed

for
risk

evalu
ation

m
u
st

b
e

th
e

on
e

corresp
on

d
in

g
to

th
e

M
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b
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S
T

R
E
P

p
r
o
je

c
t

M
A

N
C

O
O

S
I

d
istrib

u
tion

sn
a
p
sh

o
t

w
h
ich

w
as

k
n
ow

n
befo

re
p
lan

n
in

g
th

e
u
p
grad

e.
T

h
is

is
b
ecau

se
w

e
w

an
t

to
evalu

a
te

th
e

risk
s

w
ith

resp
ect

to
th

e
cu

rren
t

in
stallation

,
n
ot

to
a

fu
tu

re
p
oten

tial
on

e
in

w
h
ich

p
a
cka

ge
sen

sitiv
ity

can
h
av

e
ch

a
n
ged

.
T

h
e

m
ain

ten
an

ce
of

su
ch

grap
h

on
u
ser

m
ach

in
es

is
stra

ig
h
tfo

rw
ard

an
d

ca
n

b
e

p
ostp

o
n
ed

to
after

u
p
grad

e
ru

n
s

h
av

e
b
een

com
p
leted

,
in

ord
er

to
b
e

rea
d
y

for
fu

tu
re

u
p
grad

es.

N
ote

th
a
t
in

th
is

w
ay,

w
h
a
t
is

com
p
u
ted

is
an

u
n
d
er

ap
p
rox

im
ation

of
th

e
u
p
grad

e
risk

m
easu

re.
F
or

ex
a
m

p
le

co
n
sid

er
th

e
follow

in
g

scen
ario:

a
p
ackage

p
h
av

in
g

D
e
p
e
n
d
s:

q
|
r,

an
d

a
h
ealth

y
in

sta
lla

tion
I

=
{
p
,q}

.
T

h
e

d
irect

d
ep

en
d
en

cies
of

p
en

tail
n
o

stron
g

d
ep

en
d
en

cy,
b
u
t

in
th

e
g
iv

en
in

sta
lla

tion
q

h
as

b
een

“ch
osen

”
to

solve
p

d
ep

en
d
en

cies.
E

ven
if

p
6∈

I
s(q,R

)
∩

I
,
an

u
p
-

gra
d
e

of
q

in
th

a
t

sp
ecifi

c
in

sta
llation

h
as

p
oten

tially
an

im
p
act

on
p
.

T
h
e

u
n
d
er

ap
p
rox

im
ation

is
n
ev

erth
eless

sou
n
d
—

i.e.,
all

p
a
cka

ges
in

th
e

in
stallation

im
p
act

set
are

in
stalled

.

R
e
le

a
s
e

u
p
g
r
a
d
e
s

A
p
articu

la
r

case
of

u
p
grad

e
are

th
e

so
called

relea
se

u
pgra

d
es

(or
d
istri-

b
u
tio

n
u
p
grad

es)
w

h
ich

are
p
erform

ed
p
erio

d
ically

to
sw

itch
from

an
old

er
stab

le
release

of
a

giv
en

d
istrib

u
tion

to
a

n
ew

er
o
n
e.

T
h
e

relevan
ce

of
su

ch
u
p
grad

es
is

th
at

th
ey

u
su

ally
aff

ect
alm

o
st

a
ll

o
f
th

e
p
a
ckages

p
resen

t
in

u
ser

in
stallation

.
S
u
ch

k
in

d
of

u
p
grad

es
are

u
su

ally
alread

y
p
erform

ed
w

isely
b
y

sy
stem

ad
m

in
istra

tors
d
evotin

g
large

en
ou

gh
tim

e
slots.

D
u
rin

g
release

u
p
g
rad

es
sy

stem
ad

m
in

istrators
are

often
faced

w
ith

th
e

ch
oice

of
w

h
eth

er
to

sw
itch

to
a

n
ew

m
a
jor

version
of

so
m

e
availab

le
softw

are
or

to
stay

w
ith

an
old

er,
legacy

on
e.

F
or

in
stan

ce,
o
n
e

can
h
ave

th
e

ch
oice

to
sw

itch
to

th
e

A
p
ach

e
W

eb
serv

er
2.x

series,
or

to
stay

w
ith

A
p
a
ch

e
1.x

.
T

h
e

u
p
g
rad

e
is

n
ot

forced
b
y

strict
p
ackage

version
in

g
b
y

eith
er

off
erin

g
p
a
ckag

es
w

ith
d
iff

eren
t

n
am

es
(e.g.

a
p
a
c
h
e
1

v
s
a
p
a
c
h
e
2

in
D

eb
ian

an
d

its
d
erivativ

es)
or

b
y

avo
id

in
g

ex
p
licit

co
n
fl
icts

am
on

g
th

e
tw

o
set

of
version

s
(as

it
h
ap

p
en

s
in

R
P

M
-b

ased
d
istrib

u
tion

s).
T

h
e

ch
o
ice

is
cu

rren
tly

n
ot

tech
n
ically

w
ell

assisted
:

if
a
p
a
c
h
e
2

is
ten

tativ
ely

ch
o
sen

,
th

e
p
ackag

e
m

a
n
a
g
er

w
ill

p
ro

p
ose

to
u
p
grad

e
all

in
volv

ed
p
ackages

to
th

e
m

ost
recen

t
versio

n
w

ith
ou

t
h
ig

h
ligh

tin
g

w
h
ich

u
p
grad

es
are

m
a
n
d
a
to

ry
to

fu
lfi

l
d
ep

en
d
en

cies
an

d
w

h
ich

are
n
o
t.

W
h
ile

th
is

is
a

d
efi

cien
cy

o
f
state

of
th

e
art

solv
in

g
algorith

m
s

[22],
stron

g
d
ep

en
d
en

cies
off

er
a

ch
eap

tech
n
ical

d
ev

ice
to

w
ork

aro
u
n
d

th
e

p
rob

lem
w

ith
cu

rren
t
solvers.

It
is

en
ou

gh
to

com
p
u
te

th
e

stro
n
g

d
ep

en
d
en

cy
gra

p
h

o
f
b
o
th

d
istrib

u
tion

s
an

d
,
in

p
articu

lar,
th

e
stron

g
d
ep

en
d
en

cies
of

th
e

tw
o

(o
r

m
ore)

in
volv

ed
p
a
ckag

es.
T

h
en

,
b
y

tak
in

g
th

e
d
iff

eren
ce

of
th

e
stron

g
d
ep

en
d
en

cies
in

th
e

n
ew

a
n
d

in
th

e
old

g
rap

h
,

th
e

list
of

p
ackage

w
h
ich

m
u
st

b
e

forcib
ly

u
p
grad

ed
to

d
o

th
e

sw
itch

is
ob

tain
ed

.
A

ll
su

ch
fo

rced
u
pgra

d
es

can
th

en
b
e

p
resen

ted
to

th
e

ad
m

in
istrator

to
b
etter

g
u
id

e
h
er

o
r

h
is

ch
oice.

A
r
c
h
ite

c
tu

r
e

v
is

u
a
liz

a
tio

n
a
n
d

m
o
n
ito

r
in

g
A

s
th

e
K

D
E

clu
ster

in
F
igu

re
9

sh
ow

s,
th

ere
are

ca
ses

w
h
ere

th
e

d
istrib

u
ted

d
evelo

p
m

en
t

of
a

u
n
iverse

of
com

p
on

en
ts

can
lead

to
p
artially

overla
p
p
in

g,
d
u
p
lica

ted
com

p
o
n
en

ts,
w

h
ich

m
an

gle
th

e
glob

al
arch

itectu
re

of
th

e
d
istrib

u
tion

;
stro

n
g

d
o
m

in
ator

grap
h
s

ex
tract

sig
n
ifi

can
t

in
form

ation
from

th
e

h
u
ge

d
ep

en
d
en

cy
grap

h
,
an

d
h
elp

id
en

tify
in

a
very

v
isu

a
l
w

ay
th

e
a
reas

th
at

n
eed

to
b
e

an
aly

sed
in

d
etail;

it
is

n
atu

ral
to

try
a
n
d

im
p
rove

th
is

lin
e

of
research

b
y

cou
p
lin

g
th

e
in

form
ation

fou
n
d

v
ia

stron
g

d
om

in
ators

to
o
th

er
in

form
a
tio

n
availab

le
o
n

th
e

softw
are

com
p
on

en
ts,

lik
e

th
e

d
evelop

er
team

m
em

b
ers,

or
th

e
u
p
stream

so
u
rce

co
d
e.

M
a
n
c
o
o
s
i
D

5
.1

S
t
r
o
n
g

D
e
p
e
n
d
e
n
c
ie

s
b
e
t
w

e
e
n

S
o
ft

w
a
r
e

C
o
m

p
o
n
e
n
t
s

p
a
g
e

1
5

o
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p
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6
R

e
la

te
d

w
o
r
k
s

W
e

h
ave

id
en

tifi
ed

several
in

terestin
g

a
rticles

d
ealin

g
w

ith
issu

es
related

to
th

e
top

ics
w

e
ad

d
ress.

In
th

e
a
rea

of
co

m
p
lex

n
etw

o
rk

s,
[14,

16]
u
sed

F
O

S
S

d
istrib

u
tion

s
as

case
stu

d
ies.

T
h
e

form
er

is
th

e
clo

sest
to

o
u
r

fo
cu

s,
as

it
stu

d
ies

th
e

n
etw

ork
stru

ctu
re

ob
tain

ed
from

D
eb

ian
in

ter-p
ackage

rela
tion

sh
ip

s,
sh

ow
in

g
th

at
it

is
sm

all-w
orld

,
as

th
e

n
o
d
e

con
n
ectiv

ity
follow

s
a

n
ear

p
ow

er-law
d
istrib

u
tion

.
H

ow
ev

er,
th

e
a
n
aly

sis
is

p
erform

ed
on

th
e

d
irect

d
ep

en
d
en

cy
grap

h
,

w
h
ich

w
e

h
ave

sh
ow

n
m

isses
th

e
rea

l
n
atu

re
o
f
d
ep

en
d
en

cies.

W
e

cou
ld

n
ot

get
m

ore
in

form
a
tio

n
o
n

h
ow

th
e

d
ata

of
[ 14]

h
as

b
een

com
p
u
ted

,
as

th
e

sn
ap

sh
ot

of
D

eb
ia

n
u
sed

th
ere

com
es

from
late

2004,
an

d
is

n
o

lon
ger

availab
le

in
th

e
D

eb
ian

arch
iv

es;
b
a
sed

o
n

th
e

fi
g
u
res

p
resen

ted
in

th
e

p
ap

er,
an

d
ou

r
an

aly
sis

of
th

e
closest

D
eb

ian
stab

le
d
istrib

u
tion

,
w

e
co

n
clu

d
e

th
at

th
eir

an
aly

sis
d
rop

p
ed

all
in

form
ation

ab
ou

t
C
o
n
f
l
i
c
t
s

an
d

P
r
e
-
D
e
p
e
n
d
s
.

A
s

a
con

seq
u
en

ce,
th

e
fi
gu

res
p
ro

d
u
ced

for
w

h
at

is
called

in
th

e
p
ap

er
“th

e
20

m
ost

h
igh

ly
d
ep

en
d
ed

u
p
on

p
acka

g
es”

falls
ex

trem
ely

sh
ort

of
reality

:
l
i
b
c
6

is
cru

cial
for

3
tim

es
m

o
re

p
a
cka

ges
th

an
w

h
a
t

is
rep

orted
,
an

d
oth

er
critical

p
ackages

su
ch

as
g
c
c
-
4
.
3
-
b
a
s
e

are
en

tirely
m

issed
.

In
th

e
area

o
f
q
u
a
lity

a
ssu

ra
n
ce

for
larg

e
softw

are
p
ro

jects,
m

an
y

au
th

ors
correlate

com
p
on

en
t

d
ep

en
d
en

cies
an

d
p
a
st

fa
ilu

re
rates

in
ord

er
to

p
red

ict
fu

tu
re

failu
res

[24,
18,

19].
T

h
e

u
n
d
er-

ly
in

g
h
y
p
oth

esis
is

th
a
t

softw
are

“
fau

lt-p
ron

en
ess”

of
a

com
p
on

en
t

is
correlated

to
ch

an
ges

in
co

m
p
o
n
en

ts
th

at
are

tig
h
tly

related
to

it.
In

p
articu

lar
if

a
com

p
on

en
t
A

h
as

m
an

y
d
ep

en
d
en

cies
on

a
com

p
o
n
en

t
B

a
n
d

th
e

latter
ch

an
ges

a
lot

b
etw

een
version

s,
on

e
m

igh
t

ex
p
ect

th
at

errors
p
rop

ag
a
tes

th
rou

gh
th

e
n
etw

ork
red

u
cin

g
th

e
reliab

ility
of

A
.

A
related

in
terestin

g
statistical

m
o
d
el

to
p
red

ict
fa

ilu
res

over
tim

e
is

th
e

“w
eigh

ted
tim

e
d
am

p
m

o
d
el”

th
at

correlates
m

ost
recen

t
ch

a
n
g
es

to
so

ftw
a
re

fau
lt-p

ro
n
en

ess
[ 9].

S
o
cial

n
etw

ork
m

eth
o
d
s

[10]
w

ere
also

u
sed

to
va

lid
a
te

an
d

p
red

ict
th

e
list

of
sen

sitive
com

p
on

en
ts

in
th

e
W

in
d
ow

s
p
latform

[24].

O
u
r

w
o
rk

d
iff

ers
fo

r
tw

o
m

ain
reaso

n
s.

F
irst,

th
e

sou
rce

of
d
ep

en
d
en

cy
in

form
ation

is
q
u
ite

d
iff

eren
t.

W
h
ile

d
ep

en
d
en

cy
a
n
aly

sin
g

for
softw

are
com

p
on

en
ts

is
in

ferred
from

th
e

sou
rce

co
d
e,

th
e

d
ep

en
d
en

cy
in

form
atio

n
in

softw
are

d
istrib

u
tion

s
are

form
ally

d
eclared

an
d

can
b
e

assu
m

ed
to

b
e,

o
n

th
e

avera
ge,

tru
stw

orth
y

as
rev

iew
ed

b
y

th
e

p
ackage

m
ain

tain
er.

S
econ

d
,

F
O

S
S

d
istrib

u
tio

n
s

still
lack

th
e

n
eed

ed
d
ata

to
correlate

u
p
grad

e
d
isasters

w
ith

d
ep

en
d
en

cies
an

d
h
en

ce
to

crea
te

sta
tistica

l
m

o
d
els

th
at

allow
to

p
red

ict
fu

tu
re

u
p
grad

e
d
isasters.

In
m

ore
d
eta

il,
th

e
F
O

S
S

ecosy
stem

is
really

fon
d

of
p
u
b
lic

b
u
g

track
er

sy
stem

s,
b
u
t

gen
erally

lack
s

ex
p
licit

log
g
in

g
o
f

u
p
grad

e
attem

p
ts

a
n
d

a
w

ay
to

asso
ciate

sp
ecifi

c
b
u
gs

to
th

em
.

O
n
e

of
th

e
g
o
a
l
o
f
th

e
M

a
n
co

o
si 8

p
ro

ject—
in

w
h
ich

th
e

au
th

ors
are

in
volv

ed
—

is
to

create
a

corp
u
s

of
u
p
g
ra

d
e

p
ro

b
lem

s
w

h
ich

w
ill

b
e

a
fi
rst

step
in

th
is

d
irection

.

T
h
e

key
id

ea
b
eh

in
d

th
e

n
o
tion

o
f
sen

sitiv
ity

can
b
e

seen
as

a
d
irect

ap
p
lication

of
th

e
evalu

ation
o
f
“
d
isea

se
sp

read
in

g
sp

eed
”

in
sm

all
w

orld
n
etw

ork
s

[23]:
th

e
h
igh

er
th

e
sen

sitiv
ity,

th
e

larger
th

e
im

p
a
ct

sets,
th

e
h
igh

er
th

e
(p

o
ten

tial)
b
u
g

sp
read

in
g

sp
eed

.
T

h
e

sem
an

tic
d
efi

n
ition

of
im

p
act

sets
is

cru
cial

in
th

is
an

aly
sis:

u
sin

g
th

e
d
irect

d
ep

en
d
en

cy
grap

h
w

ou
ld

giv
e

n
o

gu
aran

tee
ab

o
u
t

w
h
ich

co
m

p
o
n
en

ts
w

ill
b
e

eff
ectiv

ely
in

stalled
an

d
th

erefor
h
elp

b
u
g

sp
read

in
g.

8
h
t
t
p
:
/
/
w
w
w
.
m
a
n
c
o
o
s
i
.
o
r
g
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7
C

o
n
c
lu

sio
n

a
n
d

fu
tu

r
e

w
o
r
k

T
h
is

p
ap

er
h
as

in
tro

d
u
ced

th
e

n
ov

el
n
otion

s
of

stro
n
g

d
epen

d
en

cies
b
etw

een
softw

are
com

p
o-

n
en

ts,
a
n
d

o
f
sen

sitivity
as

a
m

ea
su

re
of

h
ow

m
an

y
oth

er
com

p
on

en
ts

rely
on

its
availab

ility
;

an
d

w
e

h
ave

in
tro

d
u
ced

stro
n
g

d
o
m

in
a
n
ce

as
a

m
ean

s
of

ord
erin

g
an

d
grou

p
in

g
com

p
on

en
ts

w
ith

sim
ila

r
sen

sitiv
ity

in
to

m
ean

in
gfu

l
clu

sters.
W

e
h
ave

sh
ow

n
con

cretely
on

a
large

scale
real

w
orld

ex
a
m

p
le

th
a
t

su
ch

n
o
tio

n
s

are
b
etter

su
ited

to
d
escrib

e
tru

e
in

ter-com
p
on

en
t

relation
-

sh
ip

s
th

an
p
rev

io
u
s

stu
d
ies,

w
h
ich

w
ere

solely
b
ased

on
th

e
an

aly
sis

of
th

e
sy

n
tactic

(or
d
irect)

d
ep

en
d
en

cy
gra

p
h
.

T
h
e

m
ain

ap
p
lica

tion
s

of
th

ese
n
ew

n
otion

s
are

to
ols

for
q
u
ality

assu
ran

ce
in

la
rg

e
com

p
o
n
en

t
eco

sy
stem

s
an

d
u
p
grad

e
risk

evalu
ation

.

T
h
e

n
ew

n
o
tio

n
s
h
ave

b
een

tested
o
n

o
n
e

of
th

e
largest

k
n
ow

n
com

p
on

en
t-b

ased
sy

stem
:

D
eb

ian
G

N
U

/
L
in

u
x
,

a
p
o
p
u
la

r
F
O

S
S

d
istrib

u
tion

.
H

istorical
an

aly
sis

of
D

eb
ian

stron
g

an
d

d
irect

d
ep

en
d
en

cy
g
rap

h
s

h
ave

b
een

p
erfo

rm
ed

.
E

m
p
irical

ev
id

en
ce

sh
ow

s
th

at,
w

h
ile

th
e

tw
o

n
otion

s
are

g
en

era
lly

correlated
,

th
ere

a
re

sev
eral

com
p
on

en
ts

on
w

h
ich

th
ey

giv
e

h
u
ge

d
iff

eren
ces,

w
ith

d
irect

d
ep

en
d
en

cies
en

tirely
m

issin
g

key
com

p
on

en
ts

th
at

are
righ

tly
id

en
tifi

ed
b
y

stron
g

d
ep

en
d
en

cies.
W

e
b
elieve

th
e

ca
se

sh
ow

n
in

th
is

p
ap

er
is

stron
g

en
ou

gh
to

totally
d
ism

iss,
in

th
e

fu
tu

re,
m

ea
su

res
b
u
ilt

o
n

d
irect

d
ep

en
d
en

cies
as

so
on

as
th

e
d
ep

en
d
en

cy
lan

gu
age

is
as

ex
p
ressiv

e
a
s

th
e

o
n
e

u
sed

for
F
O

S
S

d
istrib

u
tion

s.

W
e

h
en

ce
stron

gly
ad

vo
ca

te
th

e
eva

lu
atin

g
of

sen
sitiv

ity
on

top
of

stron
g

d
ep

en
d
en

cies,
an

d
w

e
h
ave

sh
ow

n
clearly

h
ow

clu
sterin

g
com

p
on

en
ts

accord
in

g
to

th
e

n
otion

of
stron

g
d
om

in
an

ce
allow

s
to

b
u
ild

a
m

ean
in

gfu
l
p
resen

ta
tion

of
d
ata,

an
d

u
n
cov

er
d
eep

relation
sh

ip
s

am
on

g
com

-
p
o
n
en

ts
in

a
rep

ository.

D
esp

ite
th

e
th

eo
retica

l
co

m
p
lex

ity
of

th
e

p
rob

lem
,

an
d

th
e

sh
eer

size
of

m
o
d
ern

com
p
on

en
t

rep
o
sito

ries,
w

e
h
ave

su
cceed

ed
in

d
esig

n
in

g
a

sim
p
le

op
tim

ised
algorith

m
for

com
p
u
tin

g
stron

g
d
ep

en
d
en

cies
th

a
t
p
erfo

rm
s

v
ery

w
ell

on
real

w
orld

in
stan

ces,
m

ak
in

g
all

th
e

m
easu

res
p
rop

osed
in

th
is

p
a
p
er

n
ot

on
ly

m
ea

n
in

g
fu

l,
b
u
t

actu
ally

feasib
le.

P
rev

io
u
s

stu
d
ies

on
n
etw

o
rk

p
rop

erties—
su

ch
as

sm
all

w
orld

ch
aracteristics—

h
ave

b
een

red
on

e
on

th
e

D
eb

ian
stro

n
g

d
ep

en
d
en

cy
gra

p
h
,
sh

ow
in

g
th

at
it

stay
s

sm
all

w
orld

.

F
u
tu

re
w

o
rk

s
is

p
lan

n
ed

in
vario

u
s

d
irection

s.
F
irst

of
all

th
e

n
otion

of
in

stallation
im

p
act

set
n
eed

s
to

b
e

refi
n
ed

.
W

h
ile

it
is

clear
th

at
th

e
stron

g
im

p
act

set
is

an
u
n
d
er

ap
p
rox

im
ation

of
it,

it
is

n
o
t

clea
r

h
ow

to
fu

rth
er

refi
n
e

it.
O

n
on

e
h
an

d
w

e
w

an
t

to
get

closer
to

th
e

actu
al

set
of

p
o
ten

tia
lly

aff
ected

p
acka

g
es

o
n

a
g
iv

en
m

ach
in

e.
O

n
th

e
oth

er
it

is
n
ot

clear,
for

a
p
ackage

p
d
ep

en
d
in

g
on

q
|
r

to
w

h
ich

ex
ten

t
bo

th
p
ackages

sh
ou

ld
b
e

con
sid

ered
as

p
oten

tially
im

p
acted

b
y

a
b
u
g

in
p
.

It
ap

p
ears

to
b
e

a
lim

ita
tio

n
in

th
e

ex
p
ressiv

en
ess

of
th

e
d
ep

en
d
en

cy
lan

gu
age

w
h
ich

d
o
es

n
ot

sta
te

a
n

ord
er

b
etw

een
q

a
n
d

r,
b
u
t

n
eed

s
fu

rth
er

in
vestigation

.
In

terestin
gly

en
ou

gh
,

th
e

im
p
licit

sy
n
tactic

o
rd

er
“p

b
efo

re
q”

is
alread

y
tak

en
in

to
accou

n
t
b
y

som
e

d
istrib

u
tion

to
ols

su
ch

a
s

b
u
ild

d
a
em

on
s

a
n
d

is
h
en

ce
w

orth
m

o
d
ellin

g.

D
istrib

u
tio

n
s
like

D
eb

ian
u
se

a
stag

ed
release

strategy,
in

w
h
ich

tw
o

rep
ositories

are
m

ain
tain

ed
:

an
“
u
n
sta

b
le”

a
n
d

a
“testin

g”
o
n
e.

P
ackages

get
u
p
load

ed
to

u
n
stab

le
an

d
m

igrate
to

testin
g

w
h
en

th
ey

satisfy
som

e
q
u
ality

assu
ran

ce
criteria,

in
clu

d
in

g
th

e
goal

of
m

ain
tain

in
g

testin
g

d
e-

void
o
f
u
n
in

sta
lla

b
le

p
acka

g
es.

C
u
rren

t
m

o
d
ellin

g
of

th
e

p
rob

lem
is

scarce
an

d
im

p
lem

en
tation

s
rely

o
n

em
p
irical

p
a
cka

ge-b
y
-p

a
ckag

e
m

igration
attem

p
ts.

W
e

b
elieve

th
at

th
e

n
otion

of
stron

g
d
ep

en
d
en

cy
an

d
th

e
clu

sters
en

tailed
b
y

stron
g

d
om

in
an

ce
can

h
elp

in
id

en
tify

in
g

clu
sters

of
p
a
cka

ges
w

h
ich

sh
o
u
ld

forcib
ly

m
igrate

togeth
er.

M
a
n
c
o
o
s
i
D

5
.1

S
t
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b
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p
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p
a
g
e

1
7

o
f
2
7



F
P

7
-
I
C

T
-
2
0
0
7
-
1

A
p
r
il

2
1
s
t
,
2
0
0
9

S
T

R
E
P

p
r
o
je

c
t

M
A

N
C

O
O

S
I

8
A

c
k
n
o
w

le
d
g
e
m

e
n
ts

T
h
e

a
u
th

o
rs

w
ou

ld
lik

e
to

th
a
n
k

Y
a
cin

e
B

ou
fk

h
ad

,
R

alf
T
rein

en
an

d
J
erôm
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