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Abstract
The creation and maintenance of Registers of Processing Activities (ROPA) are essential to meeting the General Data Pro-
tection Regulation (GDPR) and thus to demonstrate compliance based on the GDPR concept of accountability. To establish 
its effectiveness in meeting this obligation, we evaluate an ROPA semantic model, the Common Semantic Model–ROPA 
(CSM–ROPA). Semantic models and tools represent one solution to the compliance challenges faced by organisations: the 
heterogeneity of relevant data sources, and the lack of tool interoperability and agreed common standards. By surveying 
current practice and the literature we identify the requirements for GDPR accountability tools: digital exchange of data, 
automated accountability verification and privacy-aware data governance. A case study was conducted to analyse the expres-
sivity and effectiveness of CSM–ROPA when used as an interoperable, machine-readable mediation layer to express the 
concepts in a comprehensive regulator-provided accountability framework used for GDPR compliance. We demonstrate that 
CSM–ROPA can express 98% of ROPA accountability terms and fully express nine of the ten European regulators' ROPA 
templates. We identify three terms for addition to CSM–ROPA, and we identify areas where CSM–ROPA relies on partial 
matches that indicate model limitations. These improvements to CSM–ROPA will provide comprehensive coverage of the 
regulator-supplied model. We show that tools based on CSM–ROPA can fully meet the requirements of compliance best 
practice when compared with either manual accountability approaches or a leading privacy software solution.
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Introduction

The GDPR requires organisations to create and maintain 
a comprehensive record of their personal data processing 
activities known as a Register of Processing Activities 
(ROPA).1Aside from being a legal obligation on organisa-
tions, an ROPA is an internal control tool and is a crucial 
document to demonstrate that an organisation is meeting the 

accountability principle of the GDPR [1]. A comprehensive 
ROPA containing all the processing details in one place will 
guarantee organisational compliance or identify the organi-
sation's actions to reach this goal [1].

As the scale and complexity of personal data processing 
carried out by organisations increases [2], and the risks that 
come with non-compliance with the GDPR, the need for 
organisations to have a comprehensive and up to date record 
of their personal processing activities becomes critical [2]. 
The ROPA practices of organisations vary greatly, with 
many utilising manual templates to maintain their ROPAs, 
while others utilise proprietary privacy software solutions 
[3]. These approaches to ROPA maintenance create signifi-
cant challenges for the organisation due to the heterogeneity 
of data sources [4] and a lack of system interoperability with 
stakeholders such as regulators and processors resulting in 
compliance challenges for organisations to meet their ROPA 
obligations [5].
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To date, there has been very little research completed 
in the area of ROPA. Huth identifies that organisations 
struggle to conduct the data collection necessary for ROPA 
[6]. He proposes an Enterprise Architecture approach to 
generating ROPA [6]. The ONTOROPA project [7], which 
is in its very early stages, proposes building an ontology 
and a knowledge graph to generate ROPA and proposes 
using blockchain to certify the ROPA.

Advances in RegTech provide a source for identifying 
the best practices for demonstrating regulatory compli-
ance [8]. Previous work identifies a standardised, machine-
readable ROPA based on these RegTech best practices as 
a mechanism to overcome these heterogeneity and inter-
operability challenges [9]. This will enable the organi-
sation to stay informed of risks, enable regular compli-
ance checks, and support accountability, regardless of the 
form of the data and the tools generating it [4]. Together 
the requirements for an accountability system based on 
machine-readable ROPAs were identified as (i) records the 
information necessary for the completion of an ROPA and 
support accountability; (ii) supports the digital exchange 
of data between parties (and systems) such as processors 
and regulators; (iii) supports automated accountability 
compliance verification; and (iv) integrates with privacy-
aware data governance processes and tools [10].

This research brings together learnings from RegTech 
[11] to identify the requirements for automated GDPR 
accountability systems [10]. These learnings are utilised 
to develop the common semantic model of ROPA [9]. We 
gain valuable insights into the application of RegTech 
best practices in a GDPR context as we move from the-
ory to practice. We present a use case where we deploy 
CSM–ROPA to support automated compliance with a reg-
ulator accountability framework. Our research question 
asks, what is the effectiveness of CSM–ROPA in assisting 
organisations to meet automated compliance best prac-
tice requirements and support their compliance with the 
accountability principle of the GDPR?

This paper is an extended version of the paper “Dem-
onstrating GDPR Accountability with CSM–ROPA: 
Extensions to the Data Privacy Vocabulary” presented 
at ICEIS2021 [12]. The extensions and revisions of this 
paper are as follows:

•	 We detail the reasons why organisations require a 
machine-readable ROPA

•	 We derive the requirements for automated GDPR 
accountability from best practices

•	 We identify the system requirements for automated 
GDPR accountability based on a machine-readable 
ROPA

•	 We build on our previous work to demonstrate the extent 
of expressivity of CSM–ROPA to meet the expectations 
of a regulator supplied accountability framework.

•	 We evaluate how CSM–ROPA compares to manual 
approaches and the leading privacy software provider, 
“One Trust”, in meeting the key requirements for GDPR 
accountability tools.

Section 2 will discuss what accountability means under 
the GDPR and how the tools available to organisations to 
demonstrate accountability are largely inadequate. Section 3 
presents a review of the ROPA handling practices of organi-
sations. We show that they face challenges with maintaining 
their ROPA documents. We identify that many ROPAs are 
generalised and vague, contain insufficient detail, and lack 
consistency. Many ROPAs are in a form that prevents inter-
operability with other stakeholders. We show that organisa-
tions struggle to harvest and maintain the data required for 
GDPR accountability despite significant financial investment 
by organisations.

We provide an overview of CSM–ROPA and a case 
study-based evaluation of CSM–ROPA’s ability to express 
a regulator provided accountability framework to support the 
demonstration of accountability. We also evaluate the abil-
ity of CSM–ROPA to meet the requirements of a machine-
readable ROPA compared to a manual approach and a lead-
ing proprietary privacy software solution. The remainder of 
this paper discusses the requirements for a machine-readable 
ROPA to support automated accountability; we establish 
best practices for regulatory compliance from RegTech and 
provide a derived system requirement for automated GDPR 
accountability.

Defining Accountability Under the GDPR

Accountability is an expression of the conduct and behav-
iours of an organisation. They must show that they act in an 
open, fair and equitable way [13]. The evolution of account-
ability within data protection law stems from the OECD pri-
vacy guidelines of 1980, which introduced accountability 
as a basic principle [14, 15]. These guidelines require that 
organisations comply with the measures that affect the prin-
ciple of accountability [15]. The evolution of data protection 
accountability continued over the next 30 years in areas such 
as trust marks, where organisations obtain verification that 
they adhere to good privacy practices [15] and the develop-
ment of rules for international data transfers where organi-
sations completed self-certification exercises to show that 
they acted in an accountable manner. Over time a lack of 
inconsistent standards and accountability verification by 
regulated bodies brought about a renewed impetus for verifi-
able accountability [15]. In 2010, the EU Article 29 Working 
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Party [16] brought data protection accountability to a new 
level of legal certainty when they required that data control-
lers must put in place appropriate and effective measures 
to ensure that the obligations and principles set out in the 
Data Protection Directive (1995) [17] are complied with. 
They must demonstrate this accountability to data protection 
regulators upon request [16].

The introduction of the GDPR in 2018 set accountability 
as a cornerstone of its principles and clearly stated that data 
protection was no longer considered an optional extra for 
organisations [18]. The burden of ensuring that personal data 
processing is legal now falls primarily on the organisation 
[18]. The organisation must demonstrate this compliance 
to external stakeholders, such as individual data subjects, 
business partners, and civil society bodies representing indi-
viduals and Data Protection Authorities. The GDPR gives 
such emphasis to the term “demonstrate” compliance that 
it appears 33 times in the GDPR [19]. The challenge for 
organisations is that they must put be able to show that they 
have appropriate and effective data protection measures in 
place to demonstrate that they are meeting their obligations 
as set in the GDPR.2

An accountable organisation needs to ensure that it can 
evidence its compliance across the 99 GDPR articles, which 
can be a substantial undertaking. The Centre for Informa-
tion Policy Leadership (CIPL) “Accountability Wheel” [20] 

in Fig. 1 identifies the essential elements of organisational 
accountability.

Many organisations have utilised this framework for com-
pliance demonstration using maturity models, self-assess-
ment tools and accountability trackers.

Maturity models have been utilised as a tool for compli-
ance monitoring for many years [8]. These models are used 
to understand an organisation's privacy compliance stand-
ing. A question set consisting of “generally accepted privacy 
principles” is gauged along an axis of maturity from ad hoc 
to optimised. There have been some GDPR specific matu-
rity models developed, such as the International Association 
of Privacy Professionals (IAPP) Maturity Framework [21] 
developed with a series of checklists built through a col-
laboration with a team of experienced privacy and security 
professionals, lawyers and regulators [21]. A review of pri-
vacy maturity models as an accountability tool finds a need 
to elaborate a GDPR-specific model that addresses the rel-
evant requirements to achieve compliance [22]. The review 
suggests that a new privacy maturity model would support 
decision-makers in deciding which measures to take on the 
road to privacy compliance. The elaboration of this model 
would pave the way for further research and could provide 
a specific tool for organisations to measure their privacy 
management activities. The key failings of maturity models 
for GDPR compliance verification are as follows [8]:

•	 they are highly dependent on domain experts and are 
labour intensive

•	 the methods can be prone to human subjectivity, errors 
and bias

•	 models are infrequently updated
•	 the measures often require academic validation
•	 they are unsuitable as part of an automated process and 

improvement toolchain

While maturity models indicate an organisation’s GDPR 
compliance position, their numerous limitations prevent 
these tools from developing further without automation.

To assist the organisation in meeting its GDPR account-
ability obligations, several data protection regulators have 
developed checklists,3guidance documents, and self-assess-
ment toolkits.4These assessment tools are fundamentally 
high-level resources to help the organisation gain a broad, 
high-level assessment of their GDPR compliance [8], which 
rely on the qualitative input of users in checklists. To add 
to organisations' challenges, many of these templates differ 
across jurisdictions [8]. However, they do offer a key benefit 

Fig. 1   CIPL accountability wheel–universal elements of accountabil-
ity [20]

2  GDPR Art. 5.

3  Self-Assessment Checklist | Data Protection Commissioner.
4  Record of processing activities—Data Protection Ombudsman’s 
Office (tietosuoja.fi).
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in that they have been developed by regulators. Some regu-
lators have made progressive initiatives to assist organisa-
tions in demonstrating their compliance, such as the United 
Kingdom data protection regulator, the Information Com-
missioners Officer (ICO). In 2020, the ICO published their 
accountability framework,5which they describe as a resource 
for organisations, large or small, to assess the effectiveness 
of the accountability measures that they have in place and 
understand where they need to improve [23]. The ICO 
accountability framework contains the same essential ele-
ments as the CIPL accountability wheel [24], but expresses 
these elements over ten specific GDPR accountability cat-
egories. This framework was developed with privacy pro-
fessionals, legal experts and the regulator. We discuss the 
framework in more detail as part of our case study in Sect. 7.

Organisations are challenged with demonstrating GDPR 
compliance [3, 3]. The heterogeneous nature of GDPR 
accountability data [4], the extent of the data processing 
chain (which may contain numerous stakeholders), and the 
rate of business process change require that the Data Pro-
tection Officer (DPO) has visibility of the most up to date 
information concerning the personal data processing activi-
ties of the organisation. The challenge organisations face is 
gaining and maintaining this visibility of their compliance 
level and their processors [4]. The accountability principle 
has placed a legal obligation on organisations to demonstrate 
compliance. To date, EU regulators have issued €1.5 billion 
in fines [25]. Hence, the challenge for organisations is to 
identify their GDPR compliance GDPR level and close any 

gaps. In the next section, we will evaluate how organisations 
approach the critical area of ROPA compliance to under-
stand the challenges they face in supporting accountability.

A Survey of Organisational Approaches 
to ROPA Compliance

When we consider the importance of ROPA as a control tool 
for GDPR compliance [1], we analyse how organisations 
are approaching the generation and ongoing maintenance 
of their ROPAs. A recent survey reviewed the ROPA prac-
tices of 30 public organisations and found that only 7 (23%) 
of the organisations ROPAs contained sufficient detail for 
the purpose [5]. Among the shortcoming identified in this 
survey are:

•	 Many of the ROPAs appear to be generalised and vague
•	 ROPA not being kept up to date
•	 Organisation defaulting ownership of ROPA to the DPO
•	 The ROPA presents an inventory of records and does not 

detail the processing activities
•	 ROPA lacks sufficient details of technical and organisa-

tional security measures in place
•	 Declared retention periods inaccurate or incomplete
•	 Inconsistent approaches to the maintenance of ROPA

Organisations are very much struggling with their ROPA 
compliance [5]. They fail to consistently and comprehen-
sively document their processing activities on their ROPA. 
Many organisations are devolving responsibility for ROPA 
to the DPO when the organisation itself is responsible for 

Fig. 2   Primary solution used to manage privacy program [3]

5  https://​ico.​org.​uk/​for-​organ​isati​ons/​accou​ntabi​lity-​frame​work/

https://ico.org.uk/for-organisations/accountability-framework/


SN Computer Science (2022) 3:224	 Page 5 of 16  224

SN Computer Science

demonstrating compliance and not the DPO. They are expos-
ing themselves to significant risks in this area.

We see a very fragmented approach to how organisations 
approach GDPR compliance. The approach taken by organi-
sations is very varied, as seen in Fig. 2 [3]. It shows that 
22% of organisations create and maintain ROPAs through 
informal tools like spreadsheets or have no tools [3]. The 
United Kingdom Data Protection Regulator (ICO) indicates 
that organisations commence the ROPA process by conduct-
ing an information audit or data-mapping exercise. This will 
clarify the organisation's data and where they hold it. The 
process requires a cross-organisation approach to ensure 
that the organisation is fully engaged in the process. This 
approach ensures that the organisation does not miss any-
thing when mapping the data processed by the organisa-
tion. Several data protection supervisory authorities have 
provided ROPA templates to assist organisations to complete 
their ROPA. These documents are spreadsheet-based tem-
plates, and they vary significantly between regulators [9]. 
These solutions are primarily spreadsheet-based and rely on 
the qualitative input of users, and they lack interoperability 
with other solutions. In 2019, the International Association 
of Privacy Professionals (IAPP) examined ROPA compli-
ance in more detail [3]. The IAPP found that almost half 
(45%) of organisations completed their data mapping and 
inventory operations using manual/informal tools, such as 
spreadsheets, email, and in-person communication (Fig. 3). 
A further 10% of organisations utilised vendor-supplied soft-
ware off the shelf [3].

There has been considerable investment by organisations 
in privacy software. Many organisations invest in technol-
ogy solutions such as privacy software, thus reducing the 
number of organisations reliant on spreadsheets or wholly 
manual solutions. The worldwide data privacy market grew 
by 60.29% in 2019 [26], with many vendors entering this 
market (see Fig. 4). While vendors offer a variety of privacy 

software solutions, there is no single privacy software that 
will automatically make an organisation GDPR compliant 
[27]. The number of new vendors of privacy software solu-
tions has proliferated over the last 5 years (see Fig. 5) [28]. 
According to IAPP, there are one hundred and sixty-nine 
vendors supplying data mapping, data inventory and ROPA 
software [28] as of 2020. The key challenges with vendor- 
supplied ROPA software [10] are as follows:

•	 They are standalone and lack interoperability
•	 They focus on largely manual or semi-automated 

approaches that are labour intensive and rely on domain 
experts

•	 The development of these systems occurs without the 
input of the regulator.

•	 They lack standards-based approaches to compliance

 
Organisations face significant difficulties when imple-

menting GDPR best practices due to a lack of common 
ground between the legal and data management domains 
[29]. The data protection context has been led mainly 
by legal professionals who have limited insight into the 

Fig. 3   Primary tool used by 
organisations for data inventory 
and mapping [3]

Fig. 4   Growth of privacy technology marketplace [28]
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opportunities native digital methods provide. This approach 
has resulted in ad hoc, manual or semi-automated organi-
sational processes and tools for data protection that are not 
fit for purpose and limit organisational change [10]. For 
example, only 3% of data subject access requests are auto-
mated, and 57% are entirely manual [3]. For some privacy 
tech offerings, it is unclear whether vendor-developed pri-
vacy tech is sufficient to satisfy the regulatory compliance or 
business needs of would-be purchasers [30]. Organisations' 
critical challenge is to evolve from the existing ROPA com-
pliance solutions where ROPA are created and maintained 
through informal tools and spreadsheets [3].

Requirements for a Machine‑Readable ROPA

This section shows why organisations need to implement a 
machine-readable ROPA. The GDPR requires the DPO to 
access the most up to date and comprehensive data process-
ing information. The DPO must monitor, advise, and inform 
the organisation of any non-compliance with the GDPR. The 
challenge for the DPO is to gain this visibility of the GDPR 
accountability data. The heterogeneity of data sources, the 
lack of interoperability with data processing partners and the 
complex scale of data processing provides the DPO with sig-
nificant challenges in gaining and maintaining this visibility.

A cross-sectoral study conducted in 2019 across ten coun-
tries and among more than 1100 executives reported that 
only 28% of the responding organisations were compliant 
with the GDPR at that time [31]. This low level of GDPR 
compliance is a significant risk for organisations, so why 
are they failing to be compliant? Jakobi et al. describe the 
three approaches organisations are taking for dealing with 
the GDPR in day-to-day business [32]. These strategies 
stretch from burying the head in the sand to compliance 
to the minimum level against a first-time fine to the few 

organisations that see compliance as a quality feature for 
their business customers or end-users seeking to generate 
competitive advantage from GDPR compliance.

Many data protection authorities agree that to have a 
good overview of an organisation’s processing activities, the 
ROPA is a vital element [33]. Aside from being a legal obli-
gation on organisations to maintain an up to date ROPA, the 
record is an internal control tool and is a way to demonstrate 
an organisation's compliance with GDPR.6It is a compre-
hensive record of an organisation's personal data processing 
activities. It is integral to meeting the principle of account-
ability as set out in Article 30 of the GDPR. It provides 
an overview of the ongoing data processing operations and 
helps organisations decide which appropriate technical and 
organisational measures to manage risk within their personal 
data processing activities. In addition, the ROPA supports 
the drafting and updating of privacy notices, as the ROPA 
contains much of the information required for these notices. 
Finally, the information included in the ROPA assists the 
organisation in determining if processing activities meet the 
threshold of high risk and thus need to be part of a Data 
Protection Impact Assessment (DPIA) [34].

As the scale and complexity of data processing carried 
out by organisations becomes more complex, and the con-
sequences of organisational non-compliance with the GDPR 
are laid bare, the need for the DPO to have a comprehen-
sive overview of the data processing activities is critical. A 
machine-readable ROPA will significantly benefit the DPO 
to enable regular compliance checks. The ROPA provides 
the DPO with a direct view of the front line [2] and helps 
keep the DPO informed of risks irrespective of the source 
or form of the data. An accountable organisation must main-
tain an ROPA that reflects the reality of the organisations 

Fig. 5   Privacy-aware data 
governance to support GDPR 
RegTech [12]

6  https://​www.​cnil.​fr/​en/​record-​proce​ssing-​activ​ities

https://www.cnil.fr/en/record-processing-activities
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processing operations [16]. This means that the ROPA must 
reflect the actuality of the processing activities and, most 
important, must be kept up to date [19]. A machine-readable 
ROPA will provide the DPO with the toolset to continually 
monitor the data protection compliance of the organisation. 
The machine-readable ROPA becomes particularly benefi-
cial when regulatory changes occur, such as new interpreta-
tions of existing laws, new adequacy decisions on data trans-
fers or new laws, as the DPO has visibility of the processing 
activities to conduct an immediate analysis.

The machine-readable ROPA benefits organisations when 
considering new or modified personal data processing activi-
ties. While there are some accountability measures that you 
must take when changing and adding new processes, such as 
completing a data protection impact assessment for high-risk 
processing, the ROPA must be checked to evaluate if it needs 
updating. The machine-readable ROPA will help to inform 
the DPO if the new or modified process that is created is 
compliant. This check is integral to the change management 
process [16]. The manual nature of maintaining ROPA can 
make this manual task that can be easily missed [2].

Compliance monitoring can be extended beyond the 
organisation's boundary when a machine-readable ROPA 
model is deployed. This use of a consensus-based vernacu-
lar model can facilitate the digital exchange of compliance 
information between stakeholders, such as processors and 
controllers, thus building trust and confidence in the data 
processing chain. Similarly, the machine-readable ROPA 
could be deployed to support machine to machine account-
ability compliance verification between the organisation and 
regulators. An organisation may also need to demonstrate 
compliance as part of a code of conduct, a certification 
body, or as part of a standardised certification accountability 
framework (GDPR Art 42). The role of such external certifi-
cations, seals and codes of conduct has the added benefit to 
support accountability when accompanied by some form of 
external validation, which ensures both demonstration and 
verification [35]. A machine-readable ROPA would facili-
tate the sharing of accountability data with such certification 
bodies, thus improving the visibility of the accountability 
practices of the organisation.

System Requirements for Automated 
GDPR Accountability Based 
on a Machine‑Readable ROPA

This section reviews the literature identifying best practices 
for demonstrating regulatory compliance. Our research 
yielded very little direct research of GDPR compliance; 
however, a body of relevant research in RegTech was 
identified. The catalyst for the emergence of the RegTech 
approach to regulatory compliance was the Global Financial 

Crisis of 2007. The introduction of many financial regula-
tions, significant regulatory fines and increasing operational 
costs created great challenges to organisations. The financial 
industry's response was RegTech to overcome the increas-
ing compliance challenges they were faced with [11]. We 
identified the four key features of RegTech systems to enable 
organisations to demonstrate compliance with regulations 
successfully. These features enable a well-defined data gov-
ernance capability, the application of ICT advances to regu-
latory compliance, the agreement on agreed semantics/com-
mon standards to facilitate and enable the interoperability of 
systems, and the proactive role of regulators as facilitators 
for the automation of regulation [11]. These features will be 
discussed in detail in the following sub-section.

Enabling a Well‑Defined Data Governance Capability

Despite many organisations embracing the productivity 
and agility gains of digitalisation, they continue to struggle 
with the basic principles of data governance [11]. Organi-
sations require a dedicated data governance capability to 
build common ground between the legal and data manage-
ment domains [29], facilitate the digital transformation of 
organisations [8, 36], and enable effective control and moni-
toring of data processing assets for compliance purposes 
[36]. Organisations need to define data principles clearly 
and treat data as assets [37]. The agreed uses that data is 
put to must be clearly defined, and the organisation must 
ensure that the use of data positively relates to the regula-
tory environment. Organisations need to define the agreed 
behaviours and policies for data quality, who will access the 
data, how data is interpreted, and how long the data will be 
retained. Applying a structured data governance approach 
to organisational data, coupled with agreed semantics, can 
enable the smooth and efficient flow of data between par-
ties, thus bringing efficiencies to the organisation [12] (see 
Fig. 5). The challenge organisations face regarding personal 
data is locating, classifying, and cataloguing this account-
ability data. Once the organisation can gather these data, 
the organisation can create appropriate metadata to enable 
management of the personal data and then deploy a policy 
monitoring and enforcement infrastructure leveraging that 
metadata to assure lawful data processing generates appro-
priate compliance records [38].

Applying ICT Advances to GDPR Accountability

The use of technology to streamline regulatory compliance in 
the financial services sector continues to be a fast-moving and 
fast-growing sector. A key driver at the forefront of RegTech 
success has been adapting new technologies [39]. The Fin-
tech revolution [40] brought about the implementation of Big 
Data storage, collection, and analytics techniques such as 
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machine learning, natural language processing (NLP), Artifi-
cial Intelligence (AI), cloud technology, DevOps (continuous 
development), distributed ledgers technology like blockchain, 
semantic integration tools and many other technologies into 
the financial industry. The growing cost of compliance and the 
need for agile solutions brought about the speedy and effective 
implementation of such new technologies. The transformative 
nature enjoyed by RegTech offers opportunities in the GDPR 
context by applying such technologies to facilitate interoper-
ability between stakeholders [41]. A RegTech approach to 
GDPR compliance will require organisations to implement 
such technologies in the GDPR ecosystem to facilitate efficient 
and effective compliance [8].

Agreement on Common Standards and Agreed 
Semantics for Personal Data Processing

The third requirement for GDPR RegTech is making per-
sonal data interoperable between systems. The digitalisation 
of financial data in RegTech has enabled the application of 
technology to this data; this may not be so easy to achieve in 
a GDPR environment. Cataloguing and discovering personal 
data are becoming a big topic for business analytics. Many 
companies have invested heavily in discovery tools to har-
vest data for data subject access requests and ROPAs [28]. 
This process provides an excellent opportunity to harvest 
the data for more automation of accountability. The seman-
tic modelling of personal data processing activities would 
greatly benefit an organisation and provide for machine-
readable and interoperable representations of information, 
thus allowing queries to be run and verified based on open 
standards, such as Resource Description Framework (RDF), 
SPARQL protocol, W3C Web Ontology Language (OWL) 
and Shapes Constraint Language (SHACL) [42]. Combining 
legal knowledge bases with these models becomes benefi-
cial to compliance evaluation and monitoring, which can 
help harmonise and facilitate a joint approach between legal 
departments and other stakeholders to identify workable and 
compliant solutions around data protection regulations [29]. 
The Semantic Interoperability Community (SEMIC) has 
progressed in this area by developing Core Vocabularies that 
provide a simplified, reusable and extensible data model for 
capturing fundamental characteristics of an entity in a non-
domain specific context [39] to foster interoperability. This 
work continues to be built on by developing the W3C Data 
Privacy Vocabulary (DPV) and the PROV-O Ontology [42].

Data Protection Supervisory Authorities 
as an Enabler

The fourth requirement for GDPR RegTech requires pro-
active regulators to work with organisations to automate 
regulation and make compliance easier to achieve. To date, 

GDPR regulators have lacked such proactive in comparison 
with financial regulators, who have actively facilitated the 
automation of digital compliance. GDPR regulators have 
been quite slow to take a similar role in automated GDPR 
compliance compared to financial regulators. This lack of 
leadership has resulted in organisations facing the pitfalls of 
a fragmented “Tower of Babel” approach [9] due to a lack 
of a common agreed semantic vocabulary. Our analysis of 
RegTech [8, 9] has shown that compliance monitoring and 
reporting to improve compliance monitoring is achievable 
using technology when combined with flexible, agile, cost-
effective, extensible, and informative tools. When regulators 
enable and facilitate digital compliance, actively promote 
and enable digital regulatory compliance standards, and act 
as enablers for the automation of regulation, they actively 
create an environment for digital compliance [11, 43]. For 
GDPR RegTech to succeed, GDPR regulators will need 
to move towards a symbiotic relationship with technology 
innovators and organisations that process personal data to 
develop open-source compliance tools, digital regulations, 
tech sprints, and sandboxes [40]. These collaborative initia-
tives help build an essential environment to foster technol-
ogy application to meet regulatory obligations and advance 
RegTech [11]. The role of the supervisory authority is that 
of a critical enabler and a facilitator for GDPR RegTech. 
Regulators need to close the gap between the intention of 
regulatory requirements and the subsequent interpretation 
and implementation within firms. Regulators need to utilise 
technology that simplifies and assists firms in managing and 
exploiting their existing data, supporting better decision-
making, and finding those who are not playing by the rules 
easier. These collaborative initiatives would significantly 
accelerate the successes of GDPR RegTech solutions.

Final Derived Requirements for Automated GDPR 
Accountability

Our literature review has identified the best practices for 
demonstrating regulatory compliance and GDPR account-
ability. We take the four best practices from RegTech and 
build on these to create a list of the following requirements:

R1: Records the information necessary for the completion 
of an ROPA and demonstrate accountability

•	 Supports the heterogeneity of data sources required
•	 Spans application-centric data silos
•	 Spans organisational and functional units
•	 Interlinking capability—any relevant models or data can 

be linked

R2: Supports the digital exchange of data between parties 
(and systems) such as processors and regulators
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•	 Standards-based approach, defining:

o	 Data formats—data are available in a common 
agreed semantic standard, e.g., RDF

o	 Protocols/interfaces for transfer and access
o	 Processes and compliance points
o	 Common definitions of terms

R3: Automated accountability compliance verification

•	 Semantic models/support for inference
•	 Standards as per R2

R4: Privacy-Aware Data Governance

•	 Integration with organisational data governance pro-
cesses, roles and data management systems, so these and 
their metadata can be reused for GDPR compliance and 
governance

•	 Supports risk-based data governance
•	 Specifies machine-readable data protection and data pro-

cessing policies
•	 DPO-centric tools to monitor, evaluate and report on 

GDPR compliance
•	 Reporting/digital exchange with internal and external 

GDPR stakeholders
•	 Methods and tools to manage the accountability metadata 

lifecycle, e.g., data quality assurance of accountability 
data

CSM–ROPA Overview

In Sect. 3, we have shown how organisations are struggling 
to maintain ROPAs, which is a crucial element to demon-
strate their GDPR compliance. We have shown that whilst 
many organisations are moving towards technology for com-
pliance (Fig. 4), many are still choosing to complete their 
ROPAs using manual processes (Fig. 3) and are failing to 
take cognisance of best practices. In Sect. 4, we identified 
established best practices for demonstrating regulatory com-
pliance based upon the experiences gained from RegTech. 
The development of CSM–ROPA is motivated to harness 
these best practices and semantically express regulator sup-
plied ROPAs. Section 5 specified the system requirements 
for automated accountability based on a machine-readable 
ROPA to assist the Data Protection Officer with account-
ability compliance.

CSM–ROPA is a semantic model developed based 
on the GDPR requirements identified in six English lan-
guage ROPA templates that EU Data Protection Regula-
tors provided. CSM–ROPA is a profile of the Data Privacy 

Vocabulary (DPV)7 and utilises the base specifications, 
semantic interpretations and concepts to model ROPA.8The 
DPV is a domain-independent vocabulary that can be 
extended or specialised for specific domains or use-cases. 
This vocabulary is utilised in many use cases, and many pro-
jects have declared their interest in its adoption [9, 44, 45]. 
The DPV organises its concepts in a lightweight taxonomic 
structure [46] using RDFS, the W3C resource description 
framework (RDF) schema language.

The methodology used for ontology engineering and 
development lies in the reuse and subsequent reengineer-
ing of knowledge resources, collaborative and argumenta-
tive ontology development, and building ontology networks. 
The creation of the DPV ontology follows guidelines and 
methodologies deemed best practices by the Semantic Web 
community [47]. It follows the NeOn methodology [48] and 
UPON Lite methodology [49] for vocabulary development. 
The development of CSM–ROPA uses the Action Design 
Research (ADR) methodology [50]. This research method 
generates prescriptive design knowledge by building and 
evaluating the CSM–ROPA artefact in an organisational 
setting. The ADR design approach deals with the dispa-
rate challenges of addressing an organisational problem 
situation and constructing and evaluating an IT artefact that 
addresses the problem situation. This methodology focuses 
on the building, intervention, and evaluation of an artefact 
that reflects not only the theoretical precursors and intent of 
the researchers but also the influence of users and ongoing 
use in the context. As CSM–ROPA is developed, numer-
ous stakeholders and users will contribute to an iterative 
approach where the artefact is gradually built out.

The Data Privacy Vocabulary was first released in July 
2019. The vocabulary aims to provide a basic vocabulary 
of terms related to the data protection and privacy domain 
framed by the GDPR. The vocabulary relies on RDF, RDFS, 
SKOS and OWL. The DPV consists of ten modules such as 
personal data category, purpose and risk that provide a tax-
onomy of terms related to personal data processing.

Section 2 detailed the organisation’s obligations to dem-
onstrate compliance to internal stakeholders such as the 
organisation's board and external stakeholders such as indi-
viduals, business partners, shareholders, and Data Protection 
Authorities. It is envisaged that CSM–ROPA is deployed 
as a mediation layer (see Fig. 6) between the organisations 
business processing layer and the reporting and monitor-
ing layers to enable organisations to meet these obligations. 
CSM–ROPA has evolved to support automated and semi-
automated accountability compliance verification [4, 7]. 
CSM–ROPA has evolved from the application of RegTech 

7  https://​dpvcg.​github.​io/​dpv/
8  https://​www.​w3.​org/​2017/​dxwg/​wiki/​Profi​leDes​cript​ors

https://dpvcg.github.io/dpv/
https://www.w3.org/2017/dxwg/wiki/ProfileDescriptors
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best practice and is designed to develop platforms and tools 
that allow for the smooth interoperation of systems [7]. 
Using CSM–ROPA to create and maintain the organisation's 
ROPA will enable automated ROPA accountability compli-
ance verification and interoperability with regulators and 
certification bodies alike [7].

Case Study

This section examines a potential deployment of the 
CSM–ROPA data model. We evaluate the extent to which an 
organisation can utilise the CSM–ROPA as a mediation layer 
to demonstrate ROPA compliance and as a basis for develop-
ing compliance tools. For this analysis, we select the ROPA 
section of the ICO accountability framework, where the 
regulator has determined the expectations that must be met 
as the basis for evaluation. We map all terms in the ROPA 
section of the framework to establish how CSM–ROPA can 
express the individual terms and each of the ten expectations 
of the ICO framework.

The ICO accountability Framework tracker is spreadsheet 
format. It is a manually maintained static, standalone entity. 
It does not facilitate interoperability with any system, thus 
significantly increasing the likelihood of not being managed 
or maintained.

In 2020, the ICO published their accountability 
framework,9which they describe as a framework for organ-
isations, large or small, to assess the effectiveness of the 
accountability measures they have in place and understand 
where they need to improve [23]. The ICO accountability 
framework contains the same essential elements in the CIPL 
accountability wheel [20] but expresses these elements over 

ten specific GDPR accountability categories. Each category 
contains several expectations (of how an organisation can 
demonstrate accountability), and each of the 77 expecta-
tions contains many detailed questions (see Table 1). The 
framework provides the necessary detailed granularity that 
enables an organisation to evaluate their level of compli-
ance relative to each statement using a four-level scale which 
ranges from not meeting/ partially/ fully meeting this expec-
tation or as “not applicable”.

The ICO accountability framework has several uses for 
organisations, such as recording, tracking, and reporting 
compliance progress. It can check the organisation's existing 
practices against the ICO’s expectations to identify where 
they could improve existing practices and clearly understand 
how to demonstrate compliance and increase senior manage-
ment engagement and privacy awareness across an organisa-
tion. GDPR accountability should extend across the entire 
operating system, wherever risks are managed, including 
shared risks that cross organisational boundaries [23]. At 
the same time, accountability should be escalated up and 
down a reporting hierarchy from operational level to system 
regulator.

Methodology

We evaluate to what extent CSM–ROPA can semantically 
express the terms found in the ROPA category of the ICO 
accountability framework.10 Our methodology for this case 
study consists of the following steps:

Board DPO 

Policies and 
procedures

Technical and 
Organisatonal 

measures

Legal  basis 

Transparency 

Transfer Processors

GDPR Risk 
Assessments 

Cer�fica�on 
Bodies 

Regulator

Business Processing 
Ac�vi�es

CSM-ROPA 
Media�on 

Layer 

Repor�ng and 
Monitoring Layer 

External Accountability
Inspect and Cer�fy 

Internal Accountability 
Monitor/Evaluate/ Report

CSM-ROPA 

Compliance 
Tools 

Common models based 
on DPV

Compliance Tools 

Fig. 6   CSM–ROPA as a mediation layer [12]

Table 1   ICO accountability framework categories, expectations and 
questions

https://​ico.​org.​uk/​for-​organ​isati​ons/​accou​ntabi​lity-​frame​work/

ICO category No. of 
expecta-
tions

No. of 
questions

Leadership and Oversight 6 33
Policies and procedures 4 17
Training and awareness 5 17
Individuals’ rights 11 42
Transparency 7 31
Records of processing and the lawful basis 10 33
Contracts and data sharing 9 31
Risks and Data Protection Impact Assessments 5 29
Records management and security 12 63
Breach response and monitoring 8 38
Totals 77 334

9  https://​ico.​org.​uk/​for-​organ​isati​ons/​accou​ntabi​lity-​frame​work/
10  Paul-Ryan76/ICO2CSM-ROPA: Mapping of ICO Accountability 
Tracker Sect. 6 to CSM-ROPA (github.com).

https://ico.org.uk/for-organisations/accountability-framework/
https://ico.org.uk/for-organisations/accountability-framework/
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•	 Select the ROPA category within the accountability 
tracker for analysis

•	 Identify the unique terms (concepts and relations) stated 
in each accountability expectation (see Table 2)

•	 Compare the unique terms found in the ROPA category 
to CSM–ROPA terms to evaluate if there is a correspond-
ing exact semantic match of each other or a partial match, 
or no match [51]

•	 For terms where we find no match with CSM–ROPA, we 
evaluate if the term exists in another well-known linked 
data vocabulary and, if so, use the additional vocabulary 
to model the unique term and add it to the CSM–ROPA 
profile definition.

•	 For the remaining terms, we make a recommendation for 
its inclusion in DPV if relevant

•	 Each of the ten expectations stated in Sect. 6 of the ICO 
Accountability Framework establishes how effective 
CSM–ROPA is in expressing each expectation. Compare 
the terms within each expectation to CSM–ROPA and 
measure the match % for each expectation in terms of 
a corresponding exact semantic match; mapping can be 
completed using other vocabularies, complex mapping, 
partial mapping or no mapping or under consideration 
with Data Privacy Vocabularies and Controls Commu-
nity Group (DPVCG).

•	 Evaluate how effective CSM–ROPA is at expressing each 
expectation and identify where CSM–ROPA requires 
additional terms where mapping is not possible or where 
CSM–ROPA achieves only partial matches

Analysis

We select the ICO Accountability Framework records of 
processing and lawful basis category for analysis for this 
case study. This category contains all relevant expectations 
for ROPA compliance demonstration as determined by the 
regulator. We identified 192 terms (concepts or relationships 
in a knowledge model) used by the ICO in these questions. 
When we remove duplicate terms, 139 unique terms remain. 
We evaluated these unique terms to establish if it was pos-
sible to semantically express them using existing terms in 
CSM–ROPA (see Table 3 for examples of outcomes).

The outcome of our mapping (see Table  3) showed 
that CSM–ROPA could express 55% of the unique terms 
precisely. Another 43% are expressed using a combina-
tion of complex, partial mapping or other vocabularies. 
CSM–ROPA did not have the expressiveness to model three 

Table 2   Sample of mapping outcomes

a https://​www.​w3.​org/​TR/​vcard-​rdf/
b Data Privacy Vocabularies and Controls Community Group https://​www.​w3.​org/​commu​nity/​dpvcg/

Unique term in ICO Accountability Framework Matching concept(s) in CSM–ROPA Mapping/proposed action

The purposes of the processing dpv: Purpose Exact match—the term can be fully expressed using 
the existing vocabulary of the DPV

Contact details None Other vocabularies—the term can be fully expressed 
using an alternative vocabulary like the vCard 
Ontologya 

Preference-management tools dpv:TechnicalMeasure; dpv:Consent; 
dpv:hasWithdrawlMethod

Complex match—the term can be fully expressed 
using multiple terms from the existing vocabulary 
of the DPV

A 'balancing test.' dpv:LegalBasis; dpv:Context; dpb:Risk Partial match—the term cannot be fully expressed 
using multiple terms from the existing vocabulary 
of the DPV; only a partial expression is achieved

The transfer mechanism safeguards None New Term—the term has been submitted to the 
DPVCGb and is under consideration for addition to 
the DPV vocabulary

Table 3   Summary of mapping results

Outcome of mapping No. of terms % of 
terms 
(%)

Exact mapping one to one 77 55
Mapped using other vocabularies 12 9
Complex mapping 15 11
Partial mapping 32 23
No mapping, under consideration with 

DPVCG
3 2

https://www.w3.org/TR/vcard-rdf/
https://www.w3.org/community/dpvcg/
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terms, equating to 2% of the unique terms. We have identi-
fied other vocabularies that could map 12 of these terms: 
date/time and age-related terms. See Table 3 below for a 
summary of all mapping results.

Our analysis shows that CSM–ROPA can express 92% of 
the terms found in the ICO Accountability Tracker. When 
we supplement CSM-ROPA with additional vocabularies we 
find that we can express 98% of the Accountability Tracker. 
For the three terms that cannot be mapped, we have submit-
ted these for inclusion in the DPV and CSM–ROPA to the 
Data Privacy Vocabularies and Controls Community Group 
(DPVCG)11. These terms are “Appropriate Safeguards for 

Third Country Transfers”, “Data Map”, and “Legislation”. 
Adding three identified terms to CSM–ROPA will enable the 
ICO Accountability Framework ROPA category to complete 
mapping.

In Table 4, we show the effectiveness of CSM–ROPA 
to express each of the individual expectations, to establish 
the extent that CSM–ROPA can express each expectation. 
When we look at each of the ten ICO accountability expec-
tations individually and in specific terms that ICO uses for 
each expectation, we find that CSM–ROPA can express 
each expectation with varying fidelity. We find that for some 
expectations, CSM–ROPA is very successful in precisely 
modelling the terms used in the expectation (and storing 
the required evidence or supporting automated validation 

Table 4   Expressiveness of CSM–ROPA to model Sect. 6 of the ICO accountability framework

Expectation no ICO expectations section Exact match Other 
vocabu-
lary

Complex match Partial match DPV under 
considera-
tion

Grand total

6.1 Data-mapping 5 3 1 5 14
6.2 ROPA—process 5 1 1 5 12
6.3 ROPA article 30 compliance 16 2 1 19
6.4 Good practice for ROPAs: 13 13
6.5 Documenting your lawful basis: 18 2 2 7 29
6.6 Lawful basis transparency: 9 1 2 3 15
6.7 Consent requirements: 17 4 6 27
6.8 Reviewing consent: 8 1 1 2 12
6.9 Risk-based age checks/ guardian consent 18 6 4 3 31
6.10 Legitimate Interest Assessment (LIA) 9 1 2 8 20

Totals: 118 17 17 34 6 192

Fig. 7   Effectiveness of CSM–
ROPA to express accountability 
framework questions
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of the expectation). An example of such full expressivity 
is 6.3 ROPA article 30 compliance and 6.4 good practice 
for ROPAs, where CSM–ROPA can express the expectation 
completely with exact matches and other vocabularies. We 
identify that several expectations such as 6.2 and 6.10 uti-
lise partial matches for over 40% of their terms, while three 
other expectations, 6.5, 6.6 and 6.7, are partially matched for 
20–24% of terms (see Fig. 7).

Our analysis has identified the following key findings:

•	 The ability of CSM–ROPA to express 98% of terms and 
nine of the ten expectations of the ROPA section of ICO 
the accountability framework.

•	 Expectation 6.2 “ROPA Process” contains three terms 
requiring the addition of the DPV to enable full expres-
sivity. These terms have been submitted to the DPVCG 
for addition to the vocabulary

•	 CSM–ROPA requires additional terms to be added to 
the DPV to reduce the reliance on partial and com-
plex matches for expectations 6.2 “ROPA process” and 
6.10 “legitimate interest”. These terms will reduce the 
dependency on partial matches and enhance the expres-
sivity of CSM–ROPA.

•	 There are many terms (34%) with a partial or complex 
mapping that will require additional modelling in CSM–
ROPA to capture the ICO Accountability Framework 
perfectly.

Comparison of CSM–ROPA to Manual 
and Proprietary Privacy Software Accountability 
Approaches

In this paper, we identified the best practices for support-
ing the demonstration of regulatory compliance to meet the 
accountability principle of the GDPR. We have shown that 
organisations’ approaches to meeting the accountability 
principle are fragmented. It was seen that many organisa-
tions have invested in privacy software whilst numerous 
others continue to rely on manual approaches to compli-
ance. In Sect. 3, we identified the need for tools that support 
accountability. Section 4 identified the specific requirements 
these tools must provide, such as the digital exchange of 
data based on standard semantics and enabling automated 

accountability compliance verification. In Sect. 7, we dem-
onstrated the expressivity of CSM–ROPA to meet the expec-
tations of the ICO accountability Framework.

We will now evaluate how CSM–ROPA compares to 
manual approaches and the leading privacy software pro-
vider, One Trust [26], in meeting the essential requirements 
that GDPR accountability tools must have (see Sect. 4.5). 
We complete this evaluation based upon the critical features 
required to meet the contemporary challenges of meeting the 
accountability principle derived from RegTech best practice 
in Sect. 4 (see Table 5).

When we evaluate each approach to GDPR account-
ability, we find that all three approaches can record the 
accountability data necessary to meet their accountability 
obligations. We find that both manual and the One Trust 
system do not contain the system requirements to meet best 
practices. We find that manual solutions cannot support the 
digital exchange of data nor provide automated compliance 
verification [10]. Organisations have begun to migrate from 
manual systems towards privacy software (Fig. 4) over the 
last years as privacy software gains favour with organisa-
tions [30]. Organisations realise that they cannot maintain 
accountability at scale unless the technology is applied to 
privacy [34]. Organisations’ investment in privacy software 
has been extensive since 2018 [52]; however, we find that the 
move to privacy systems brings organisations an alternate 
set of challenges. Many purchasers have expressed concerns 
about the “lock-in” effect of buying any privacy tech solu-
tion [28] and the lack of agility and flexibility with privacy 
systems. The One Trust privacy system does not support 
data exchange between parties (and systems) such as pro-
cessors and regulators. The ability of privacy systems to 
interoperate with stakeholders such as regulators, processors 
and data subjects is vital. This will require an agreement 
on standard data formats, protocols, and interfaces. Future 
data protection compliance systems need to agree on com-
mon semantic standards and protocols to enable the move to 
machine-readable ROPA accountability compliance systems 
to support ROPA compliance. The critical advantage that 
CSM–ROPA offers over both manual systems and One Trust 
privacy software is the interoperability of CSM–ROPA. It 
is designed to act as a mediation lingua franca layer capable 
of pulling together disparate data sources in heterogeneous 

Table 5   Comparison of 
approaches to operationalising 
GDPR accountability

System requirements Manual 
approaches

One trust 
privacy

CSM–ROPA

R1: Records the information necessary for the completion 
of an ROPA and demonstrate accountability

☒ ☒ ☒

R2: Supports the digital exchange of data between parties 
(and systems), such as processors and regulators

☐ ☐ ☒

R3: Automated accountability compliance verification ☐ ☐ ☒
R4: Privacy-Aware—Data Governance ☐ ☒ ☒
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forms to facilitate semantic interoperability for verifiable 
accountability. It is a new semantic metadata-based approach 
to describing and integrating diverse data processing activ-
ity. CSM–ROPA can enable data gathering from heterogene-
ous organisational sources such as departments, divisions, 
and external processors. This information can be collated to 
assess and document GDPR legal compliance, such as creat-
ing a Register of Processing Activities (ROPA).

Conclusions

ROPA creation and maintenance is an area with very little 
research to date [6, 7]. Our analysis of the ROPA practices 
of organisations showed that they are greatly challenged 
in maintaining their ROPA [5]. They continue to rely on 
spreadsheets and standalone software tools [10] to maintain 
their accountability data.

The first contribution of this paper is the application 
of RegTech best practices to resolve a significant GDPR 
challenge. Previous research has identified the key success 
factors of RegTech regulatory compliance. Our use case 
shows that applying these Regtech success factors [11] in a 
GDPR context can be successful. CSM–ROPA is developed 
based on these RegTech best practices to assist organisa-
tions to support ROPA accountability. The development of 
the CSM–ROPA semantic model utilising terms agreed by 
the DPVCG is a step towards the concretisation of agreed 
terms [29]. We deploy a semantic model to meet a regula-
tor supplied accountability question set to automate regu-
latory compliance [9]. The regulator’s role as an enabler 
to facilitate digital regulatory compliance is vital [39]. The 
provision of a detailed accountability tracker question set by 
the ICO establishes the thresholds that must be reached to 
demonstrate accountability. This helps the organisation set 
the objectives of future maturity models as recommended 
by Laposa [22].

Our second contribution is the demonstration of the 
expressiveness and effectiveness of CSM–ROPA to facilitate 
GDPR supported accountability. Our case study identifies 
that CSM–ROPA could express 98% of the 139 identified 
unique terms and could fully express nine of the ten expecta-
tions in a regulator-supplied accountability framework sec-
tion. Our analysis finds that CSM–ROPA did not contain 
the expressiveness to model 3 terms. These terms are “Data 
Protection Authority”, “Data Flow Map”, and “Legislation”. 
These terms have been recommended for inclusion in the 
Data Privacy Vocabulary. Our analysis has identified two 
regulator expectations, “legitimate interest” and “ROPA 
process”, that could be enhanced from additions to DPV. 
This would reduce the number of partial matches to DPV 
and improve the expressivity of CSM–ROPA.

Our third contribution is to identify the key features that 
systems must possess to assist organisations and show that 
CSM–ROPA contains the key features to support the digital 
exchange of accountability data between stakeholders. We 
show that it can support automated accountability compli-
ance verification.

Our fourth contribution compares CSM–ROPA-based 
accountability with both manual approaches and a lead-
ing proprietary privacy software system. The positive out-
come of this research shows that with a small number of 
new terms added to CSM–ROPA, it is possible to support 
machine to machine accountability compliance verification 
for the creation and maintenance of ROPAs and therefore 
support the demonstration of compliance with the account-
ability principle.

The key considerations for organisations from this 
research are that GDPR RegTech offers great possibilities for 
automated compliance. To achieve this, they must migrate 
from manual spreadsheets, build their data governance capa-
bility, and invest in technology to support compliance.

The key consideration for data protection regulators is 
that they need to be the enablers of digital compliance. They 
need to move away from providing manual spreadsheet tem-
plates and move to a digital environment where they facili-
tate the creation of agreed semantics and the development of 
compliance tools. This will allow organisations and technol-
ogists to develop the toolsets to demonstrate accountability.

The limitations to this research are that there has been 
very little academic research, or external validation in this 
area. This research will continue with gathering the opinions 
of the research and practitioner communities. The outcome 
of this analysis is positive. The outcome of this analysis is 
positive. The indications are that with a small number of 
additions to CSM–ROPA, it is possible to use a standardised 
approach to support the automated demonstration of ROPA 
accountability to meet the ROPA obligations as determined 
by a regulator.
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