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�e Internet of �ings is currently getting signi�cant interest from the scienti�c community. Academia and industry are both
focused on moving ahead in attempts to enhance usability, maintainability, and security through standardization and development
of best practices.We focus on security because of its impact as one of themost limiting factors to wider Internet of�ings adoption.
Numerous research areas exist in the security domain, ranging from cryptography to network security to identitymanagement.�is
paper provides a survey of existing research applicable to the Internet of �ings environment at the application layer in the areas
of identity management, authentication, and authorization. We survey and analyze more than 200 articles, categorize them, and
present current trends in the Internet of �ings security domain.

1. Introduction

Computer networks trace back to the early 1960s [1, 2].
TCP/IP, perhaps the most widely known protocol, was
initially proposed in 1974 [3] and widely adopted in the early
1980s, allowing the widespread adoption of the Internet and
its commercial use in the late 1980s [4]. In the beginning,
the Internet connected only computers together, but in the
2000s, mobile devices began connecting to the Internet [5],
and today network connection is available in more and more
devices, which are called “smart objects” [6].�e current state
is known as the “Internet of�ings” (IoT) [7].�e forecast for
the year 2020 is that the IoT will connect 20.5 billion devices
with over three trillion US dollars spent on the hardware
alone [8].

Security and privacy are considered the most crucial
IoT challenges [7, 9]. Gartner [8] states, “security and risk
concerns will continue to be the greatest impediment to IoT
adoption. �e market for IoT-speci�c security solutions will
dramatically expand in 2017 as existing security providers
aggressively retool existing capabilities to address IoT secu-
rity risks.”

�is paper presents an overview of existing research
in the areas of authentication, authorization, and identity

management accomplished since 2013. �e main focus areas
in this work are security at the application layer, device
management, and access rule enforcement. It excludes net-
work and communications security. Candidate papers are
identi�ed not only by manual survey, but also by a systematic
search [10] through multiple research indexing sites and
portals.�e resulting papers are analyzed to provide a survey
and classi�cation of existing work.

Other surveys of IoT security research exist. Sicari et al.
[11] present existing solutions in seven categories: authenti-
cation, con�dentiality, access control, privacy, trust, secure
middleware, mobile security, and policy enforcement. �eir
survey summarizes state of the art in 2014 and does not
include the most recent �ndings. Roman et al. [12] focus on
security issues in a comparison of centralized and distributed
architectures for IoT systems, both listing issues of the
architectures, and outlining promising solutions to those
issues as of 2013. Yang et al. [13] describe authentication and
access control at the application layer, and security at the
perception, network, and transport layers. We focus specif-
ically on authentication and authorization at the application
layer.Our survey employs a systematic searchwithin themost
prominent indexers. �is way, our results are repeatable and
not subjectively biased.
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�is paper provides an overview of basic authentica-
tion, authorization, and identity management techniques in
Section 2. We de�ne research goals and research questions
to be answered in Section 3, and in Section 4 we describe
our methods for paper discovery and selection, as well as
the number of papers found. We categorize the research in
Section 5 and further describe our categorization �ndings in
Sections 5-8. In Section 10 we discuss threats to the validity
of our survey.

2. Background

Initially computers were used as advanced machines to pro-
cess various calculations or other processes without storing
input or output data. While the systems supported multiple
users, no data were stored, so security issues were not
prevalent. However, when computers began to be used for
data management and storage with multiple users accessing
the system, the problem of access control emerged.

From the 1970s on, two predominant access control
models were used: Mandatory Access Control (MAC) and
Discretionary Access Control (DAC) [57]. MAC is predom-
inantly used in applications with strict, centralized access
control. Access rules are set by administrators and enforced
by the system; users are not allowed to set or modify access
policies for system resources. DAC is the opposite; no central
element is needed and each user determines for the access
policy for resources which they own.

As the complexity of applications increased, and they
evolved into complex information systems with hundreds
or thousands of users, a conceptual framework for easier
access management was needed. Role-Based Access Control
(RBAC) [58] allows grouping users together into groups,
known as roles; each user may be assigned multiple roles.
Access rules are further de�ned for the roles, and not single
users. Roles o�en follow the organizational structure of the
institution using the information system and are therefore
easy to understand for business owners of the application.
RBAC was introduced in the early 1990s and quickly became
the predominant access control model.

As application user base sizes have continued to grow, the
limitations of RBAC have become more apparent, including
its unsuitability for context-aware applications [59] or for
applications at a scale where the number of roles or role sets
needed to cover di�erent access right combinations is too
extensive for manual management. Researchers have moved
in two directions to address these issues. One direction is to
extend the RBACmodel in creative and numerous ways [60–
65]. �e other is to develop a more general access control
model. Speci�cally, there is a growing interest in Attribute-
Based Access Control (ABAC) [66]. It bases access rules on
the user’s attributes, rather than on prede�ned roles. ABAC
can preserve all of the bene�ts of MAC, DAC, and RBAC
while adding more �exibility; it can be used to support, or be
implemented under, any of these access control paradigms.

�e access control methods described above deal predo-
minantly with authorizing users to access speci�c resources
or take speci�c actions, rather than describing how the
user should be authenticated; authentication is considered

a prerequisite for authorization. �is authentication may be
accomplished using three basic credential categories.�e �rst
category, “Something I am”, represents properties about the
user, including their location or biometric characteristics.
“Something I have” stands for credentials that were given to a
user; the user possesses the credential.�is category includes
all types of keys, tokens, cards, or even personal devices like
phones. �e last and most familiar category is “Something I
know”, most o�en represented by passwords, but not limited
to them; it also includes the user’s knowledge of security
questions, their interaction history, and other information.

Authorization credential categories may be combined
together for increased security or to improve the user expe-
rience. Multifactor authentication is a common practice to
increase security and prevent a breach in the event that
a single credential is compromised. Some authentication
frameworks provide single sign-on functionality where users
sign into a trusted authentication provider using their creden-
tials (o�en just a password) and receive provisional tokens
which are then used to authenticate against other services.
Subsequently, those services verify the token with authenti-
cation provider and log the user in. O�en, the usage of the
token is automated, and the user only needs to log in once.

Identity management is closely related to authentication
and authorization. A virtual identity must exist against which
users may authenticate and which stores user attributes
(unique identi�cation, attributes as understood in ABAC,
RBAC roles, and other required information) used for autho-
rization.

At the most basic level, applications eachmanage identity
independently, using as little information as possible; gener-
ally this includes both a principal (identity unique identi�er)
and credentials used for authentication. As applications
become more complex, the information required for user
authorization grew to include roles or identity attributes. As
the number of applications per user and the number of users
per service increase, it becomes di�cult both for the user
and service administrators to manage the growing amount
of identity information required. �ese developments led
to the need for federated identity management—a way of
providing identity services for multiple applications, o�en
tied to authentication mechanisms. Currently, several imple-
mentations of federated identitymanagement exist, including
using LDAP [67] for identity management or using OpenID
[68] as an identity service.

3. Goals

�e motivation of this survey is to provide an overview of
current progress on research in the domain of IoT security.
�is is a broad discipline and therefore we focus particularly
on authorization, authentication, and identity management
papers, speci�cally at the highest layer of the network stack,
typically the application layer. While “network stack” is not
the precise model used for the IoT, we use the term in
lieu of a more standard vocabulary to describe the IoT
technology and communication architecture; there does not
yet appear to be common agreement on such a term. We
are interested in architectures, projects, solutions, proposals,
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and frameworks dealing with user-to-machine andmachine-
to-machine authentication and authorization. We are also
interested in identity management for IoT devices.

In this paper, we raise the following speci�c research
questions:

RQ1 What is the taxonomy of security solutions?

RQ2 How does context-awareness extend security?

RQ3 Are existing approaches and standards adapted
and extended for IoT security, or are novel methods
proposed?

RQ4 Which approaches are applicable to distributed
or centralized architectures?

RQ5Does existing research focus onuser-to-machine
or machine-to-machine interactions?

�e questions above are examined further in their respec-
tive sections. Each section provides a list of the research
found, a summary of its content, and an answer to the
particular question.

4. Search

In order to systematically review existing research and answer
our research questions, we performed searches at the follow-
ing indexing sites and portals: IEEE Xplore, ACM Digital
Library (ACMDL),Web of Science (WoS), SpringerLink, and
ScienceDirect.

To show that our search queries provide results relevant
for this survey, we evaluated our search query results against a
control set of papers identi�ed asmatching our scope through
manual search beforewe performed the search queries.When
a search query returned papers from the control set, this is
evidence of the usefulness of the search query.

�e search query consists of two parts. �e �rst part
targets terms and keywords to be included in the paper and
the second part removes papers that contain terms we are not
interested in. Naturally, we are interested in research about
the IoT so we include “Internet of �ings” or “IoT” as one
of the main groups. Another crucial term is “Security” as
we target only those papers that deal with security. Further
restriction terms re�ne the results to include only papers
with “Authentication”, “Authorization”, “Access Control”, or
identity management, which is shortened to “Identity”. �e
second portion of the query is to limit the amount of the
articles in the result set. We removed papers that deal with
the security at the lower levels of the network stack. �is
translates to the terms “Network”, “Hardware”, “RFID”, and
“protocol”. Cryptography is not a particular focus of this
survey, so we also remove researchwith this keyword. Finally,
we remove papers that are surveys themselves, containing
“Survey” or “Study” in their title.

�e query syntax di�ers for each indexing site, but we aim
to search through abstracts or keywords/topics where appli-
cable.�e queries are constructed as similarly as possible.�e
exact queries used, including the general query we used as a
template, are listed in Table 1.

We encountered an issue with the search function in
SpringerLink. �e search system is not able to process a

re�ned query such as the one we designed.We used a simpler
query that returned 383 papers and processed these results by
constructing a short script that opens the particular page for
every exported paper, extracts the abstract, and performs the
re�ned query locally on our machine.

Running the query across all �ve indexing services gives
us a set of 387 papers, from which we exclude those that
have less than 4 pages or are from year 2012 or earlier. Since
WoS indexes papers that appear at other sites, it contains 16
duplicate papers, which we also remove. As a �nal �lter, we
read the abstract of each article and removed those papers
not within the designed scope; this gives us 86 pre�ltered
candidate papers.

�ese remaining papers we read one by one, with some
exceptions. �e full text of one paper could not be down-
loaded; this was removed from the results set. �ree of the
papers were highly-similar extensions of another paper in
the results set. In this case, we used the extended paper
and discarded the shorter versions. We also removed papers
that did not �t into the scope of this survey—those where
the abstract initially indicated connection to our research
questions but the full text did not. �e complete statistics of
papers found, pre�ltered, and included for every indexing site
can be seen in Table 2.

5. Taxonomy

To �nd candidate categories based on the most prevalent
keywords we employ the RAKE [69] algorithm for keyword
extraction. First, we transform the PDF documents using
pd�otxt (5) and strip references or appendices.�en,we apply
the RAKE algorithm with the following parameters for the
keyword extraction: at least �ve characters, a maximum of
two words for the keyword, and at least four occurrences in
the text. For each keyword, we then �nd matching articles.
Only keywords present in at least two papers are taken into
consideration. We then group synonymous keywords into
categories. As a consequence of this approach a paper may
fall into multiple categories.

�e results (excluding general terms) suggest the fol-
lowing categories of the papers. �ey are also illustrated in
Figure 1.

(i) authentication: papers that address authentication
[14–35]

(ii) authorization: articles dealingwith authorization [18,
20, 21, 23, 26, 28, 30, 32–34, 36–45]

(iii) service: solutions that can be used in both IoT and
SOA [15–17, 21–23, 25, 27, 30, 32, 35, 36, 46–49]

(iv) token: articles that use any form of token as an
information bearer in their proposal [19, 21, 23, 29,
35–37, 40, 41, 43, 46, 50]

(v) context: papers using or proposing context-aware
methods [14, 23, 33, 35, 36, 38, 46, 51–53]

(vi) cloud: research addressing security issues of cloud-
based IoT devices [14, 16, 20, 41, 45, 51, 53, 54]

(vii) identity management: solutions discussing identity
management [15, 18, 22, 34, 35, 46, 47, 50]
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Table 1: Queries used for the search.

Indexer Query

General query
(”Internet of �ings” OR ”IoT”) AND ”Security” AND (”Authentication” OR ”Authorization” OR

”Identity” OR ”Access control”) AND NOT (”Network” OR ”Hardware” OR ”RFID” OR ”Protocol” OR
”Cryptography” OR ”Survey” OR ”Study”)

IEEE Xplore

((”Abstract”: ”Internet of �ings” OR ”Abstract”: ”IoT”) AND (”Abstract”: ”Authentication” OR ”Abstract”:
”Authorization” OR ”Abstract”: ”Identity” OR ”Abstract”:”Access Control”) AND ”Index Terms”:
”Security” AND NOT(Search Index Terms: ”Network” OR ”Abstract”: ”Hardware” OR ”Abstract”:

”Cryptography” OR ”Abstract”: ”Protocol” OR ”Document Title”: ”Survey” OR ”Abstract”: ”RFID” OR
”Document Title”:”Study”))

ACM DL
recordAbstract:(IoT ”Internet Of �ings”) AND recordAbstract:(Authentication Authorization Identity
”Access Control” -Hardware -Cryptography -Protocol -RFID) AND acmdlTitle:(-Study -Survey) AND

keywords.author.keyword:(-Hardware -Physical -Network)

WoS
(”internet of things” OR IoT) AND TOPIC: (Security) AND TOPIC: (Authentication OR Authorization
OR Identity OR ”Access Control”) NOT TOPIC: (Hardware OR Cryptography OR Protocol OR RFID OR

Physical OR Network) NOT TOPIC: (Study OR Survey)

SpringerLink (Authentication OR Authorization OR Identity OR ”Access Control”) + title (”Internet of �ings” OR IoT)

ScienceDirect

TITLE-ABSTR-KEY(”Internet of �ings” OR ”IoT”) AND TITLE-ABSTR-KEY(Authentication OR
Authorization OR Identity OR ”Access Control”) AND KEY(Security) AND NOT

(TITLE-ABSTR-KEY(Hardware OR Cryptography OR Protocol OR RFID) OR title(study OR survey) OR
key(Physical OR Network))

Table 2: Number of articles processed in the survey.

Indexer Results Pre�ltered Relevant

IEEE Xplore 120 29 15

ACM DL 84 9 7

WoS 67 31 13

SpringerLink 33 8 6

ScienceDirect 27 9 2

Total 331 86 43

(viii) healthcare: projects that speci�cally address the
healthcare domain [18, 22, 28, 32, 41, 53]

(ix) attribute-based subset of authorization proposals
that involve ABAC [15, 28, 32, 34, 38, 53]

(x) roles: subset of authorization proposals that involve
RBAC [18, 28, 29]

Two of the papers do not �t into any of the above
categories [55, 56]. One article [55] is likely too short for
RAKE to perform any meaningful analysis; with the second
article [56], we do not identify any obvious reason for not
being categorized. Nevertheless, both of the papers address
authentication and we have included them in this category.

In total, over 50% of the articles get two or three
keywords. Signi�cant number of research papers �t into one
or four categories. Two papers did not �t any category, and
another three �t to �ve categories. �is statistic is shown
at Figure 2. As illustrated in Figure 3, research covered by
this survey shows evident increase of interest in IoT security
based on the amount of articles published, from a single paper
in year 2013 through 4 in 2014 up to 11 in the 2015. �ere is a
small decrease to 10 research publications in 2016. Year 2017
exhibits again growth to 17 papers for only 3 quarters of the
year.
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Figure 3: Number of publications per year. Note that 2017 data is
only through September.

�e authentication, authorization, identity management,
and services categories are described in the subsequent
subsections as they are themost populous categories. Articles
with context-awareness elements are further described in
their own section, which answers RQ2.

5.1. Authentication. Authentication is addressed by 22 papers
from our pool—more than half of the articles in the survey.
Authentication is the process of con�rming an attribute
claimed by an entity. In the vast majority of cases, it is con-
�rmation of identity that the entity claims using credentials.

Traditional authentication methods, enhanced with mul-
tifactor authentication based on a location, are described
in [14]. �eir system considers user location, and they
develop an additional factor for multifactor authentication
which ascertains the physical possibility of a user being in

a particular location; e.g., a user cannot possibly be in Los
Angeles if they just logged in from New York. �is adds
additional security without requiring the user to perform
extra actions.

In [15], the authors suggest enhancing privacy during
authentication by basing authentication on attributes, rather
than identities. A trusted authority issues certi�cates which
prove that an entity possesses a particular attribute; these
certi�cates are used for authentication when communicating
with other services.�is scheme preserves both entity privacy
and the advantages of centralized identity management.

�e authentication model for cloud-based IoT is elabo-
rated by Barreto et al. [16].�eir solution supports two stages
of authentication: one for basic and a secondone for advanced
access, e.g., administrative purposes. �ey do not describe
speci�cally how the authentication should be done; rather
they specify methods that cloud services should provide for
authentication.

To achieve e�cient and smart authentication of IoT
devices, Cagnazzo et al. [17] suggest using Quick Response
(QR) codes, speci�cally XignQR [70]. Every device has a
printed QR code that contains important information about
it, e.g., an ID representing its service provider, authentication
server address, and digital signature. Scanning the QR code
and sending it to the authentication manager allow the
manager to decide which authentication method it should
enforce on the user. �is approach can be useful when
physically managing large amounts of devices at the same
location, e.g., in a hospital or in a factory.

A security framework following the Architecture Refer-
enceModel (ARM) [71] is described in [21]. It bases authenti-
cation on the Extensible Authentication Protocol (EAP) over
LAN [72]. EAP iswidely used and recognized as amechanism
to provide �exible authentication through di�erent EAP
methods. �ose methods allow an EAP peer to be authenti-
cated by an EAP server through EAP authentication for net-
work access. While their work proposes interesting solutions,
they do not provide any case study or usability study.

Kumar et al. [22] assume that the best authentication
method for wearables and nearables (devices which are not
worn, but are generally close to the user) is the biometric
information of their owner. �e proposed solution requires
the user to register their biometric characteristic(s) in person
with the authentication provider. Later, access points close to
the user—wearables or nearables—capture the user’s biomet-
ric information and authenticate them by comparing those
characteristics with the registered characteristics. However,
there is an issue with privacy as many users are reluctant to
share their personal information.

Two almost identical works proposed the OpenID proto-
col as the method of authentication in the IoT environment
[23, 29]. �ey describe a central service issuing tokens
and communicating through a RESTful API [73] over the
HTTP(s) [74] protocol, allowing rapid development and
acceptance among IoT devices as all technologies used are
proven,well-documented, andwidely supported. Adownside
is that the OpenID protocol was not designed with IoT usage
in mind and can be more demanding of computation and
network resources than specialized protocols.



6 Security and Communication Networks

Another framework [24] for authentication is formally
described using process algebra, speci�cally CSP [75]. �e
framework contains three authentication forms. An entity
authentication is the capability of verifying the identity that
the entity claims. An action authentication refers to authenti-
cation of the actions of devices and whether they are allowed.
A claim authentication veri�es the authenticity of devices’
claims about previous actions. It also has three strength levels
for each form—weak level, noninjective level, and injective
level. �e paper does not provide any proof of concept or
other kinds of demonstration of their solution.

A mechanism of HTTP(s)-based authentication for IoT
devices using a hash-chain generated between server and the
client is explained in [25].�is hash-chain is generated during
the login process and serves as a One Time Password for the
client to authenticate against services. If a device does not
have the required capabilities (battery lifetime, computational
power, network connection, etc.) to generate the hash-chain,
or those capabilities are in use for other functions, another
device acting as a proxy may be used to generate the hash-
chain.

Continuous authentication of personal IoT devices is
addressed by Shazad et al. [26]. Current practice is to authen-
ticate an entity just once when a session is established and
keep them authenticated until some timeout occurs, or the
session is otherwise closed. �is session persistence presents
a potential security risk. �e authors divide devices into
two categories: those which maintain physical contact with
the user and those which do not. Devices that keep contact
can be authenticated using various biometric information,
both direct (blood �ow rhythm) and indirect (using inertia
measurement unit to check a user’s gait). For devices that are
not in physical contact with the user, the authors propose
using radio frequency signals. For example, Wi-Fi signals are
re�ected by the human body and the resulting distortions can
bemeasured and used to determine users’ walking speed, gait
cycle, and other physical properties.

Advanced authenticationmethods better than the current
approaches are suggested in [27]. Most of the traditional
methods have �aws or were not designed to be frequently
used (e.g., passwords—almost no one can memorize strong
and unique passwords for every service or device they use, so
users reuse their passwords).�eir proposal is based on users’
digitized memories. Users would authenticate themselves
against their digitized memories based on date and time,
place, people or pets, devices, habits, audio, or ownership
recognition. �ey map di�erent suitable methods, including
choice selection, alphanumeric input, image part selection, or
interactive categorization.

Wiseman et al. [31] present a niche but interesting
problem along with a solution. �ey address the issue of
pairing an IoT device with its “master” account. Connecting
from devices using a password can be di�cult or even
impossible because of the lack of a proper input method.
One method to avoid this is to let the device display an
access code and add the access code to the master account.
�ey examine this process from a user experience perspective
and compare convenience between alphanumeric codes and
codes generated from human-readable words.

A privacy-preserving, decentralized identity manage-
ment framework for the IoT is presented in [35]. Identity in
the IoT is extended not only to users but also to IoT devices
themselves using anARM-compliant, claims-based approach
built on top of Identity Mixer technology [76]. �ey de�ne
partial identities as subsets of user or device virtual identities
that preserve privacywhile being su�cient to provide identity
con�rmation. �ey show a use of their framework with Dis-
tributed Capability-Based Access Control [21]. Identity attri-
butes are disclosed by speci�c proof and are employed during
authorization based on XACML rules to obtain capability
tokens used to access a service.

Finally, there is a group of papers [18–20, 28, 30, 32–34]
that address authentication tangentially either as part of a
broader and more complex framework or project, or to solve
authentication issues as a side e�ect of dealing with another
problem.

Table 3 presents an overview of authentication research,
re�ecting the information we extracted from the papers. It
shows which solutions support centralized and decentralized
architectures, which are oriented for user-to-machine (U2M)
or for machine-to-machine (M2M) communication, which
possess at least some elements of context-awareness, the
paper’s primary domain, or which authentication factor is
used for the primary authentication (“Inherence” is “Some-
thing I am”; “Possession” is “Something I have”; “Knowledge”
is “Something I know”).

5.2. Authorization. Authorization is the process of granting
permissions on speci�c actions to given entities—in our
scenario speci�cally to users, devices, or applications. �ere
are a total of 20 articles in the identi�ed pool addressing this
topic. Authorization ties with services as the second most
populous category.

Access control based on trust in an ARM-compliant
model is proposed by [36]. It describes various levels of
trust, a multidimensional attribute which describes various
concerns in the network the authors call dimensions: quality
of service (including network availability and throughput),
security (authentication and authorization protocols, encryp-
tion, etc.), reputation (recommendations fromother devices),
and social relationship (the group or groups of IoT devices to
which an individual device belongs, e.g., those made by a cer-
tain manufacturer or currently in a particular location). �is
trust is used for �nal authorization within the environment.

�e authors of [18] describe a complex framework for
use in the healthcare �eld. �ey employ a version of RBAC
where a user, speci�cally a patient, grants permission to
access his data based on a particular role—a group of doctors
and nurses. A centralized authentication server enforces the
resulting security rules.

Another paper [37] develops an authorization archi-
tecture based on IoT-OAS [77], authenticating users using
tokens similar to those used in OpenID. Every device has
a designated owner and a set of actions or permissions.
Users may request and share permissions with one another;
multiple operational cases are described in the paper.

Gerdes et al. [20] tackle the problem of authorization and
authentication for devices with constrained computational
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power. �e authors divide IoT devices into the categories
“constrained” and “less-constrained” based on resource avail-
ability and allow less-constrained devices to perform some
authorization functions on behalf of the constrained devices.
�e paper includes basic methods for these authorization
management tasks, and “principal actors”, which represent
the person or company that owns the speci�c device or the
data on the device, must set appropriate policies for each
situation about which tasks can or cannot be o�oaded.

One solution to the problem of data access control
across a shared network is developed in [38]. �e authors
use Ciphertext-Policy Attribute-Based Encryption [78] and
enhance it with a set of policy descriptions in a XML �le.
Access policies are based on entity attributes and structured
as a binary tree with “And” and “Or” operations available.
Entities present a keyserver with a list of their attributes, and
the keyserver generates a key which can only decrypt data to
which the listed attributes allow access.

A framework introduced in [21] supports not only
authentication but also authorization, enabled by creating an
Authorization Server which issues access tokens according to
security rules stored in XACML [79], an XML schema for
representing authorization and entitlement policies. Entities
request authorization tokens based on their attributes and
then use the tokens to access services provided by or data
stored on another server or device.

Kurniawan et al. �nd classic security strategies unsuitable
because they are centralized and scale poorly in the IoT
environment. �ey propose a trust-based model [39] based
on Bayesian decision theory. �e authors compute Bayesian
trust values based on three inputs: experience (the history of
interactions between the actors), knowledge (what is already
known about the entity and the context), and recommenda-
tion (how much trusted peers trust the entity in question)
and use these trust values as input to a loss function that
determines the cost of an action. Access control decisions
are made based on the output of the loss function, given a
particular trust value.

Two proposals based on the existing OAuth protocol
[80] use tokens that encode the access rights (e.g., roles or
attributes) of the token owner and a con�gurable lifespan.
�e �rst method [41] uses JSONWeb Tokens [81]; the second
proposal [23] uses a special token format which allows a
limited number of accesses. Both proposals communicate
through a RESTful API.

Another framework for securing API-enabled IoT
devices in smart buildings [43] is also inspired by OAuth
and uses JSONWeb Tokens. �e proposed security manager
is split into two services to enable better scalability. �e �rst
service is an authentication manager which authenticates
users or services with a process similar but not identical to
OAuth and issues a JSON Web Token. �e second service
is an access control manager that veri�es whether the
access is allowed, based on XACML rules set by the system
administrator and the identity of the requesting side (which
is provided by the token).

Blockchain technology is used in [40] to store, distribute,
and verify authorization rules. Every node in the network
has a full database of all access control policies for each

resource-requester pair in the form of transactions. Access
is granted by giving a token to the requester entity and
propagating it in the blockchain.�eblockchain also serves as
an auditing and logging tool. Trust in the network is based on
the distributed nature and large size of that network; it is very
di�cult to gain unauthorized access or disable the network
by attacking a central element. A slightly di�erent approach
using blockchain is presented in [33]. Rules based on OrBAC
[82] are distributed through a block chain, and based on the
history of the communication, the rules are updated with
reinforced learning algorithms.

Tasali et al. [28] discuss current standards for healthcare
devices, including Integrated Clinical Environment (ICE)
[83] and Medical Application Platform (MAP) [84]. �e
conclusion is that they barely address authorization and
authentication (if they address it at all).�eir solution is based
on ABAC, enhanced with attribute inheritance inspired by
RBAC. Attribute inheritance allows “plug-and-play” con�g-
uration of new devices based on device types represented as
attributes preset on the devices.

Another option is to isolate each function of the device
and provide access just to that functionality [28]. Functional-
ities are slightly similar to the concept of micro services. �e
proposed functionality-centric access control framework also
reduces application level attacks on “misused functionality”
or “reduced functionality”.

A proposal for energy constrained devices called Time
Division Multiple Access is described in [44]. �e schema is
well suited for sensors with known communication patterns,
such as a repeating communication schedule in which sen-
sors periodically report data. �e proposed communication
scheme optimizes the tradeo� between device lifetime and
distortion of the data transmitted. Another di�erent applica-
tion of ABAC focused on reducing storage and communica-
tion overhead is described in [34].

Sicari et al. provide a full speci�cation for a security
framework for smart healthcare [32]. It describes three main
points (locations) for policy enforcement, a policy admin-
istration point, a policy enforcement point, and a policy
decision point.�e access roles are described using XML in a
format inspired by ABAC.

Another access control model for IoT running in the
cloud [45] secures data using hierarchical attribute-based
encryption.�e encryption is done in two steps.�e �rst part
of encryption is done on the device; the secondary encryption
is done on the gateway. �is reduces the load on the device.
Decryption is likewise split between the cloud and the device
in order to save application resources.�e hierarchical nature
of the encryption scheme allows updating security policies
using an update key based on information from the data
source, without the device itself needing to reencrypt the data.

Two of the reviewed papers [26, 30] discuss authorization
only tangentially. �e complete overview of authorization
research can be seen in Table 4.

5.3. Identity Management. Identity can be viewed as a set of
user’s attributes, both virtual or real. Identity management is
themechanism of storing and retrieving user identities. Typi-
cally, users are forced to havemore unconnected identities for
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various services. In the IoT environment, the identity should
be available for the whole IoT network, while preserving
user’s privacy, although it does not mean that each user must
have single identity. �e identity concept is also extended
from users to include sensor identities in the IoT. Identity
management is closely connected to authentication, which is
process of verifying that a user (or a device) actually is the
owner of that identity, as well as to authorization, which is
the process of granting access to a resource based on user
attributes (i.e., identity). Eight of the articles address identity
or identity management at least partially.

Traditionally, user identity contains the principal along
with credentials used for authentication. �is renders a
privacy risk, especially if the identity is shared with multiple
services whose operators are not known in advance, and that
might appear on and disappear from the network at any time
in the dynamic IoT concept. Many of the articles tackle the
problem of privacy by limiting a user’s identity to only their
attributes, without any unique information that could lead
to disclosure of their identity. One of the proposals is for a
trusted party to issue cryptographic containers containing
user attributes [15]. It is not speci�ed that the trusted party
must be single entity in a network, so we can assume that
multiple trusted parties can exist simultaneously. Also [50]
proposes using attributes instead of identity for authorization.
Gusmeroli et al. propose a slightly di�erent approach with
using capabilities instead of attributes [46].�is proposal also
supports anonymous capabilitieswhich allows authentication
without disclosing identity.

�e problem of assigning identity to devices is described
in [47]. An IoT device inherits the identity of its user through
various methods based on a relationship between the user
and the device. �ey formulate methods for devices that
are strictly connected to a single user, as well as identity
extensions from users to devices that change users frequently.

A complete framework for decentralized identity man-
agement to enhance user privacy is introduced in [35]. It
de�nes partial identities as the least su�cient subsets of full
identities for a requesting service that do not disclose any
unnecessary information about a user.

�e principle of storing a user’s biometric information
in access points, serving like identity servers, and thus
linking a real user’s identity with his virtual identity through
wearables is described in [22]. Two �nal articles [18, 34]
deal partially with privacy and data transmission encryp-
tion.

5.4. Services. �is section presents an overview of the solu-
tions that either support IoT-as-a-service or provide security-
as-a-service. �is means that at a minimum the security
client (an entity) or security provider follows the principles of
Service Oriented Architecture (SOA) [85]. Frequently, both
of the actors can be viewed as services. In this survey we
have 16 research publications that include SOA compatibility,
although not every paper in this category uses the term SOA
or “service”; instead, they are frequently called by synonyms,
e.g., ”central entity”, ”authorization or authentication server”,
and so forth. Most of the centralized security approaches can
be viewed as a service.

Most of the surveyed proposals contain an identity man-
agement, authentication, or authorization service. An appli-
cation in the IoT environmentmay o�oad the authentication
process to such a security service [16, 17, 21, 23, 27, 32, 35, 47].
A few proposals also allow the distribution of access rights
or other properties used for authorization from the service to
its clients [15, 21, 46]. Some of the services also provide addi-
tional features like enhanced user privacy [15, 25, 46]. �ey
anonymize entity identities by hiding identity details from
the service provider and guarantee the entity’s identity by the
trustworthiness of the identity management service itself.

Two of the papers in this category stand out. �e �rst
adapts the Web Service (WS) Security speci�cation [86],
which is intended for loosely coupled distributed systems,
to the IoT environment by extending it to allow identity
management functions to be o�oaded from computation-
ally “weak” devices to “strong” ones [30]. �e proposed
method, termed DPWSec, also simpli�es the original WS-
Security speci�cation by removing unneeded portions: mul-
tihop security, statelessness, hosting and hosted devices,
and the device pro�le communication model. �e second
paper describes a security framework within the scope of
the Device Pro�le for Web Services using the XACML
standard for rule description [49]. It describes three parts
of the framework—the policy enforcement point (where the
policies are enforced), policy decision points (where the
policies are evaluated), and policy information points (where
the audit logs are kept).

6. Context-Awareness

One trend in contemporary application development is a
movement towards context-awareness. Context is de�ned
by Abowd [59] as any information that can be used to
characterize the situation of an entity. An entity is a person,
place, or object that is considered relevant to the interaction
between a user and an application, including the user and
the application themselves. In the context of the IoT it can
be extended to not only interaction between a user and an
application but also between two applications.

Solutions using context-aware security can provide a
much better user experience aswell as increased security [87];
o�en both can be achieved at the same time. Nevertheless,
the level of interest in context-awareness from a security
perspective has not reached the same level as interest from the
user experience perspective, likely because computer security
is traditionally a more conservative domain of computer
science. In this section we focus on research that does speak
to an interest in context-aware security.

Most common approach to achieve context-aware secu-
rity is using ABAC. It di�ers from RBAC in that an entity
(a user or a device) performing an action is not authorized
based onmatching the roles it is assigned to roles which allow
certain actions. In ABAC, every action is mapped to a speci�c
set of attributes an entity must possess in order to take that
action. An example of such a rule for reading a document
is that the entity must be from the same department as the
creator of the document, must be employed in amanagement
position, andmust be located in the samebuilding or complex.
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One option is to specify access rules using ABAC for
every piece of data at creation time and join those rules with
the data so that during network transportation, updates, or
copying, the rules stay consistent. In order to manipulate
the data, an entity must possess the speci�ed attributes
[38]. Another method is to use a three-module architecture.
�e �rst module, a policy enforcement point, is responsible
for invoking checks on access rules. �e second, a policy
information point, gathers information about an entity’s
attributes, including their context. Finally, a policy decision
point compares security rules with the information gathered
about the entity and decides whether the action is allowed or
declined [28, 53]. Security rules can be written in XML using
XACML [28] or using the Ontology Web Language [53].
While [32, 34, 48, 50] do not mention context information
speci�cally, theABAC implementations in those papers could
also utilize context-aware attributes.

Instead of extendingABAC, another option is to adapt the
well-describedCapability-BasedAccessControl (CBAC) [88]
architecture. A capability (known in some systems as a key)
is a communicable, unforgeable token of authority. It refers
to a value that references an object along with an associated
set of access rights. �is token may contain additional
contextual rules, de�ned in XACML format, which must be
satis�ed for the token to be valid [46]. Variation on this is
using Distributed Capability-Based Access Control [21] as
described in [35].

A novel authorization architecture based on Bayesian
decision theory [39] also considers context. �e trust param-
eters of history, knowledge, and reputation (described in
the Authorization section) may include contextual elements
which are either acquired directly by the device itself or
provided indirectly by a peer device. Machine learning
techniques used to enhance access rights [33] also consider
context in terms of a history of the previous interaction.

Biometric informationmay be considered “contextual” by
de�nition, so biometric authorization is context-aware [22,
26]. Many devices, especially wearables, directly measure the
user’s physical traits (e.g., heart rhythmor body temperature).
Other “nearable” devices can provide additional information
such as weight or gait, both of which can be measured by
video sensors. All of this information can be compared to a
user’s known physical or kinesiological properties.

Beyond simple biometric data, a user’s digital life may
be considered as context for identity management. A user’s
photos, videos, blog posts, and browsing history can be used
to authenticate that user [27]. Given su�cient digital history,
security questions can be devised which no one but the
authentic user can answer. �is has the bene�t that the user
does not need to memorize passwords or carry other cre-
dential material; their own memories are su�cient. Another
similar proposal, which restricts context to information from
network tra�c, authenticates using contextual information
provided by a smart home [51].

7. Existing versus Novel Approaches

Existing research projects in IoT security that propose an
actual solution or method can be roughly aligned to two

categories: thosewhich extend or adjust existing architectures
or programs to better suit the IoT environment and those
which propose entirely new ideas to solve environment-
speci�c problems. However, the classi�cation is not strictly
binary, and it is o�en di�cult to judge the novelty of any
particular proposal. �e reader will note that all research is
meant to be “novel”; we use the word here in a narrower sense
to mean an entirely new approach which does not make use
of existing technologies or standards.

�e works we considered that apply or adapt existing
technologies and methods from other security domains to
the IoT environment o�en consider OAuth 2 technology
[19, 24, 29, 41, 43]. Two proposals also adopt theWS-Security
speci�cation to IoT devices and communication between
them [30, 49].

�e most innovative solutions share some common
properties. All of them are suitable for distributed use and
none require administrator interaction. �ey can handle
device connection and disconnection as well as security
rule distribution and validation. O�en the responsibility for
creation of access rules is moved from administrators to
data owners. Two papers show operation with trust between
devices and dynamic calculation of trust among various
communication partners [36, 39, 50]. One proposal adjusts
ABAC to be more dynamic and allow a device to pick its
own attributes; other devices must subsequently con�rm that
the device really does possess the claimed attribute. Security
rules are set during data creation using ABAC and then
connected to those data for its whole life-cycle [48]. Other
innovative approaches suggest propagating all security rules
through a blockchain in the network [40] and possibly update
them based on reinforced learning algorithms [33]. Access
would be granted for a speci�c entity to a given resource
and distributed using blockchain as described earlier. One of
the researches proposes access control based not on roles or
attributes, but rather on functionalities of the IoT node [42].
Access control for cloud applications based on attributes [45]
using computational power of sensor gateways and the cloud
itself is suitable for constrained devices.

In summary, there are various novel proposals [33, 36,
39, 40, 42, 45, 48, 50], especially focusing on distributed
solutions [33, 39, 40, 45, 48, 50], that potentially suit the IoT
environment better in terms of scalability, maintainability,
and �exibility, but due to their novelty it is di�cult or
impossible to predict which ideas might be adopted or see
wide use. A signi�cant amount of research [19, 23, 29, 30, 34,
41, 43, 49] is focused on adoption of existing technologies; all
exhibit promising results.

8. Distribution versus Centralization

�e IoT is a diverse, complex, and fast changing environ-
ment. It comprises a large number of devices that interact
autonomously. Objects also appear and disappear autono-
mously and with high frequency. Given these di�erences
from a more standard network environment, we focus in this
section on what paradigms are used in the security solutions.

A conventional, centralized approach is very easy to set
up, maintain, and audit for system administrators. It also
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Figure 4: Categorization of distributed and centralized solutions.

presents a stable point in the network from which users and
application can build trust. Implementing centralized solu-
tions is simpler both for the central server and for applications
using it. Many of the existing centralized solutions for net-
works and application can be extended to operate in the IoT
environment without overly costly adjustments. However,
using a centralized architecture in the IoT presents several
drawbacks, including limited �exibility and scalability.

By contrast, the attributes of distributed architectures
are completely opposite. �ey scale well and are built with
�exibility as a main goal. However, synchronization, mainte-
nance, and auditing present serious di�culties. �ere is also
the issue that no single trusted central entity stands behind
them, which may be required by business users, legal entities,
or others.

To further complicate matters, the line between dis-
tributed and centralized solution is o�en not clear. While
some solutions can be considered exclusively in one category,
there are a signi�cant number of proposals that may work
under both paradigms. Figure 4 shows a chart of distributed
and centralized solutions.

Requiring a central server for identity management pre-
vents distributed operation for obvious reasons. Sometimes
this limitation is imposed for domain-speci�c reasons (e.g.,
in the healthcare domain [18, 22, 32, 41]); other times it arises
simply as a function of the technologies ormethods employed
[19, 23, 29, 51, 52]. In one proposal, the authenticationmethod
requires having as much historical data about an entity
as possible, to the point that authentication data storage
requirementsmake it impractical to host such data atmultiple
locations [27].

At the other end of the spectrum, the technologies used
in some proposals speci�cally preclude centralization. For
instance, methods which rely on the creators of data to

specify security rules, or which grant access selectively, do
not operate with a central server [20, 35, 37, 39, 48, 55].
Blockchain-based access rule veri�cation [33, 40] also can
not be centralized, and the same applies to extensions of
the ABAC system which rely on peer devices to con�rm an
entity’s attributes over the network [50].

Most of the ideas in the papers surveyed can be used in
both centralized and decentralized architectures. Centralized
solutions can be o�en decentralized by multiplying central
elements [14–16, 21, 25, 28, 36, 42, 43], and decentralized
proposals can be centralized by limiting the number of
security control elements to single node [17, 38, 45, 46, 50].
Similarly, some of the research we reviewed [26, 30, 31, 34,
36, 44, 49, 52, 54, 56] cannot be categorized in either cate-
gory. �ey work equally well for either architecture without
modi�cation and can be seen as complementary extensions
for complex security solutions, helping with particular issues
(e.g., authentication, auditing, context-awareness).

9. User versus Device-Centrism

In IoT two basic communication patterns exist: either users
interact with devices, or devices interact among themselves.
�e �rst type is designated U2M category. �e other scheme
of communication is designatedM2M. Some of the proposals
�t both patterns; this section explains how the security
models support particular communication models, and the
limitations of those models.

One important restrictive factor is the need for human
input to the interaction. In some cases, various information
about the actual user is required for security reasons: biomet-
ric information [22, 26, 56], a user’s digital history [27], or
a user’s location [14]. Other approaches require direct user
interaction such as scanning QR codes [17] or using words to
generate a password which connects a master account with
the particular device [31]. Any of these cases requires U2M
communication.

Generally a device is capable of constant and repetitive
tasks, but its decision capabilities are limited: goals or objec-
tives can only be set by a user. Users, on the other hand, may
�nd monotonous or continual-load requirements onerous at
best and impossible at worst. Given these di�erences in capa-
bility, the adaptation of existing M2M security technologies
[21, 30, 34, 43, 55] works well for IoT scenarios where a user
is not required. Proposals exist for M2M authentication even
with low-resource devices [20, 44, 45].

Finally, many of the solutions described in U2M research
can be used for M2M identity management with little to no
modi�cation [14, 18, 24, 32, 35, 37, 53] and vice versa [15, 28,
33, 36, 39, 40, 42, 49, 50]. Some of the research even includes
existing U2M technologies being used for M2M purposes
[23, 29, 41], and many of the papers surveyed are useful
for either communication model [16, 19, 25, 38, 46–48, 51, 52,
54].

Figure 5 shows that research contributions in the U2M
communication model occur with similar frequency to those
in the M2Mmodel. �e vast majority of projects can be used
for either communication scheme, which demonstrates the
versatility of the security solutions and proposals.
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10. Threats to Validity

Surveys are a highly subjective type of research and therefore
su�er from threats to validity. We have identi�ed several
threats that need to be addressed or at least mentioned. In
order to eliminate most of them, we have followed recom-
mended guidelines for conducting systematic studies [10].

Our evidence selection is based on professional indexing
sites. We could miss some articles published in other sources
(e.g., journals not indexed in WoS). Also, the queries we
use to search for articles explore only abstracts. �is means
that articles which should have been included may not have
been because they contained some of the excluded words
or because they did not contain any of the included words.
We tried to eliminate this by testing our queries against the
manually selected control set.

Data extraction bias is another possible threat to validity.
We addressed this primarily by ensuring that each paper
received several individual reviews focused on each research
question. Using the RAKE algorithm to extract paper key-
words also mitigated data extraction bias somewhat because
the same extraction method was applied to each paper, apart
from any human factors.

Exclusion and inclusion of the papers due to their scope
are also potential threat. To mitigate this threat we followed
methods for the selection criteria suggested in [10]. We have
read numerous related works and spent considerable time
reading the selected papers to assure they �t within our
considered scope. We removed papers that focus speci�cally
on cryptography, networking, and low level device security.
We have also excluded papers that do not provide speci�c
results, that list only suggestions or opinions without solution
proposals.

All of the papers were treated equally in the survey,
althoughnot all of the published research has the samequality
or impact on the community. We provide some overview of
each article’s impact in Table 5, including metadata about the
impact of the paper and possible quality of the source of the
publication. To measure community impact we have chosen
two sources: data from publishers and Google Scholar [89].
Publishers generally provide their own list of citingworks and
a number of downloads (or views) of thework.One disadvan-
tage of using this publisher-provided data is that it may o�en
miss citations from sources unknown to it.�erefore, Google
Scholar was chosen as a universal, most fully populated
article aggregator. It provides its own list of citations, but they
include self-citations and it may take up to few months for
articles or citations to appear there. To quantify quality of
the publishing media we chose two methods. For journals
we use Impact Factor [90] from Web of Science as it is the
most prominent and possibly oldest journal indexing tool.
Ranking conferences proves to be more di�cult. �e most
appropriate measure for our needs seems to be the Comput-
ing Research Education (CORE) Association of Australasia
conference ranking [91] as it presents independent rankings
of conferences with any sponsor. It ranks conferences with
letters C, B, A, and A∗ for its quality (A∗ is the best, C is the
worst). A disadvantage is that not all conferences are included
in the ranking and the ranking itself is managed by a small
group of scientists from a particular geographic area.

11. Conclusion

�ispaper provides an overviewof the accomplished research
and challenges in the security domain of IoT, especially
for authentication and authorization. It contains the most
recent research and categorizes it frommultiple perspectives.
It shows how context-awareness extends security and what
approaches exist to incorporate context-awareness into IoT
security. It shows how existing and current, widely adopted
technologies are adapted for the IoT and surveys new
security proposals designed speci�cally for that environment.
We discussed whether security solutions for centralized or
distributed architectures are favored and analyzed whether
machine-to-machine or user-to-machine security is more
prevalent in the current research.

To our best knowledge there is no similar study or survey
of IoT security or any other study containing the latest IoT
security research. We believe that this overview will help
readers gain an overall picture about the state of IoT security
research, allowing them to reapply existing knowledge and
deal with the security issues that are preventing IoT popular-
ity and adoption from increasing among end users.
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