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ABSTRACT Due to recent advancements in quantum drones, the Internet of Quantum Drones (IoQDs), and 
Drone-to-Satellite connectivity, several advantages have been anticipated for real-time applications. This 
work examines quantum computing issues, including quantum data processing, techniques, circuits, and 
algorithms important for quantum drones or their networks. Here, we discussed the current research trends 
on quantum computing, quantum-safe computing, or post-quantum cryptography important to quantum 
networks, followed by the numerous advantages, limitations, future advancements, and research issues 
connected with quantum technologies, drones, and their network. This work has also prepared a taxonomy of 
quantum-related areas depending upon the logic of their learning, followed by a review of each of these areas. 
We review the most recent work over quantum algorithms used in various-quantum-related areas and 
networks, the role of quantum satellites for drone-based networks and communications, how quantum 
artificial intelligence and quantum machine learning are important for quantum drones, networks and 
futuristic applications, quantum attacks, quantum genetic algorithms, and the importance of post-quantum 
and quantum-safe cryptography. The challenges and research directions in these domains are explored as 
well. Lastly, this work presents an overview of the current state of knowledge in various promising 
technologies that are recently found to be important for quantum drones and networks.    

INDEX TERMS Constellation of Drones, Post-Quantum Cryptography, Quantum Algorithms, Quantum 
Architecture, Quantum Cryptography, Quantum Drones, Satellites.  

ACRONYMS 
 

Acronym Explanation 
5G Fifth Generation 
AI Artificial Intelligence 
ALA Algebra Linear Algorithms 
APP Antenna Positioning Problem 
AQM Adaptive Quantum Mutation 
BSM Bell State Measurement 
CFS Courtois, Finiasz, and Sendrier 
CQC Component Quantum Computation 
DF Decode and Forward 

DLP Discrete Logarithm Problem 
ECC Elliptic Curve Cryptography 
ECDLP Elliptic Curve Discrete Logarithm Problem 
ES Entanglement Swapping 
ESA European Space Agency 
FANETs Flying Ad-Hoc Networks 
FTQC Fault Tolerant Quantum Computing 
GIS Geographic Information System  
HAS Hamiltonian Simulation Algorithm 
HMM Hidden Markov Models 
HSTN Heterogeneous Satellite Terrestrial Networks 
HSTRN Hybrid Satellite Terrestrial Relay Networks 
HUP Heisenberg Uncertainty Principle 
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IFP Integer Factorization Problem 
IIR Infinite Impulse Response 
IoD Internet of Drones 
IoT Internet of Things 
IoQD Internet of Quantum Drones 
LMSS Leighton Micali Signature Scheme 
LWE Learning With Error 
ME Multi-granularity Evolution mechanism 
MEQGA Multi-granularity Evolution based Quantum Genetic 

Algorithm 
ML Machine Learning 
Mo-QIGA Multi-objective Quantum Inspired Genetic Algorithm 
MSS Merkle Signature Schemes 
NAI Node Availability Index 
NISQ Noisy Intermediate-Scale Quantum 
PLS Physical Layer Security 
PQAs Post- Quantum Algorithms 
PQC Post-quantum Cryptography 
QAI Quantum Artificial Intelligence 
QAOA Quantum Approximate Optimization Algorithm 
Q-Bit Quantum Bit 
QC Quantum Cryptography 
QEA Quantum Evolutionary Algorithm 
QEC Quantum Error Correction 
QFA Quantum Finite Automata 
QFSA Quantum Fourier Sampling Algorithm 
QFT Quantum Fourier Transformation. 
Q-ISTAR Quantum Intelligence Surveillance, and Target 

Acquisition and Reconnaissance 
QIA Quantum Insertion Attack 
QIT Quantum Information Technology 
QKD Quantum Key Distribution 
QML Quantum Machine Learning  
QoS Quality of Service 
QPE Quantum Phase Estimation 
QR Quantum Repeater 
QRCS Quantum Radar Cross Section 
QSeS Quantum Secret Sharing 
QTM Quantum Trajectories Method 
QUBO Quadratic Unconstrained Binary Optimization 
QUICs Quantum Interconnections 
RSA Rivest-Shamir-Adleman 
SDS Sequential Diagnostic Strategy 
SDN Software Defined Networking 
SE Single-granularity evolution mechanism 
SSL Secure Sockets Layer 
TLS Transport Layer Security 
VQE Variational Quantum Eigensolver 
QGIS Quantum Geographic Information System 
UAV Unmanned Aerial Vehicle 
USV Unmanned Surface Vessel 
UUV Unmanned Underwater Vehicles 
WDM Wavelength Division Multiplexing 

 
I. INTRODUCTION 
Integration of quantum computing or technology, AI, drones, 
and security aspects will yield many applications in the 
future. Quantum sensors integrated with drones or UAVs, 
USVs, or UUV can be helpful in various applications like 
collision detections in delivery-based systems, human-made 
structures (e.g., tunnel or underground living places), surface 
albedo and spectral measurements, and many more [1]-[4]. 
Further, drones can be used for distributing quantum keys as 
well [5]. Drones are preferred for key distribution between 
two reconfigurable entities. Here, drones can act as a trusted 

party and help any two moveable or re-orient entities retrieve 
the key. Robotics autonomy is another important area in 
which experimentations are performed using quantum 
entanglement and QC [6]. Additionally, cooperative tasks of 
robotic systems are other experimental work that is 
important for many applications. For example, various 
experiments are performed to make the quantum internet a 
reality. In these experimentations, two or three quantum 
devices are used so far. It is expected that the quantum 
devices' connectivity will increase with an increase in 
quantum networks to ensure internet services.  

Quantum radars, sensors, and other objects can be 
integrated with drones or aircraft that can be useful in real-time 
applications. Cartlidge [7] discussed the lightweight 
gravimeter sensor (named “wee-g”) using quantum 
technology. These sensors help track humans, tunnels, or 
various other objects. Thus, the feasibility of the quantum field 
with domain has made the exploration of those things which 
are either difficult to access or lies in remote areas. In [8], 
drone-based entanglement distribution has been experimented 
with over a 200 meters distance. The authors have discussed 
the possibilities of covering local-area coverage using low-
altitude drones and wide-area ranges using high-altitude 
drones. Additionally, this work has experimented with all-
weather entanglement distribution with less loss. In [9], the 
use of two quantum drones for constructing a network is 
discussed. This discussion emphasizes drone-based air-to-
ground photon transmission compared to optical fiber-based 
data transmission. In an optical fiber-based system, the 
chances of photons losing their entanglement is higher, 
especially over long distances. This is because the photons 
bounce off the sides of fiber opticals. In [10], the advantage of 
quantum technology is discussed for climate change. Quantum 
can help in identifying new catalysts that can reduce carbon 
dioxide in the air, environment-friendly fertilizers, energy 
production, and storage. The Quantum sensor attached to the 
drone can be directed to a particular location for carbon 
dioxide capture. Likewise, many more advantages can be 
taken out of it. Thus, there is a need to explore quantum 
drones, their integration, construction of the quantum drone 
network, usage of quantum drones in real-time applications, 
quantum sensors or circuits for drones, and many more. The 
present studies do not discuss these aspects altogether. Further, 
the recent advancements, technologies, attacks in the quantum 
domain are explored.  

In quantum computing, QC, or quantum-based robotics, 
few surveys are available in recent studies. For example, Song 
et al. [11] surveyed nature-inspired computing. There are two 
types of computing in the nature-inspired computing category: 
quantum computing and molecular computing. The article 
focuses on membrane computing at large (in molecular). The 
importance of quantum computing aspects or drone-based 
systems is not touched in-depth survey. Quantum computing 
is widely used in quantum image processing to capture, 
manipulate, and analyze quantum images in different 
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applications [12]. In [12], the advancements in quantum image 
representation are discussed. These advancements show the 
similarities, differences, and applications in this area. Drones 
usage with QGIS can be used for distance learning using 
image processing [13]. At the University of Southern 
Queensland, QGIS is used to teach GIS with hands-on skills 
to on-campus and off-campus students. Many students found 
that QGIS software is helpful to have hands-on experience in 
learning GIS skills. In [14], drone-based aerial image 
collection and processing using the open-software system are 
discussed. This system is projected to be enhanced with drone-
based air pollution monitoring frameworks and models. This 
work has proposed to develop a plan that integrates various 
other types of sensors. If the quantum sensor is attached to 
drones, it will be useful in climate change, one of the 
significant applications. With the possibilities of quantum 
drones [15], the application of drones and quantum computing 
increases for various domains. Areas like quantum-safe 
cryptosystem, quantum-safe security solutions, and PQC are 
widely discussed in security areas. Although QC and PQC are 
independent domains, a quantum-computing-based attack 
analysis is performed in both cases. For example, Ravi et al. 
[16] surveyed lattice-based key sharing schemes in detail. This 
is a type of PQC. This survey discusses various lattice-based 
key sharing schemes, advantages, disadvantages, and attack 
scenarios in detail. 

The lattice-based cryptosystem is an important 
cryptography candidate for resource-constraint devices. Thus, 
the feasibility of this type of cryptosystem is valuable for 
resource-constraint drones. This survey discusses the 
strongness of lattice-based systems against quantum attacks. 
PQC approaches suitable for quantum or classical drones are 
not explored in this survey to avoid quantum attacks. Thus, 
there is a need to study these aspects in detail.  A comparative 
analysis of various recent surveys in the quantum and post-
quantum area is presented in Table 1 [17]-[26]. This 
comparative analysis shows that quantum drones, satellites, 
network building, and a constellation of drones or networks 
along with quantum computing are not discussed in recent 
studies. There are many challenges in drone-based systems, 
quantum computing, quantum technologies, and quantum-
drone integrated solutions in the present scenario. Some of 
these challenges are briefly discussed as follows [15][27][28]. 
 Many sensors can be mounted over drones and can be used 

in various applications. However, these sensors are 
sensitive and can give false predictions as well. For 
example, a tiny gravity sensor can detect the much smaller 
up-and-down motions of the earth’s surface because of sun 
or moon movements. In contrast, the sensor is deployed 
over the drone to identify the drug tunnel or mineral 
deposits. Thus, there is a need to explore the possibilities 
of quantum sensors over drones that can function with 
fewer error probabilities.  

 IoQDs are another important aspect. In IoQD, drone’s 
collaborative efforts, the constellation of quantum drones, 

group strategies, and services are important aspects that 
need to be explored. Quantum drone is a new domain, and 
not many experiments are performed in this area. Thus, 
there is a need to develop software tools and techniques 
which will be helpful to simulate or implement this concept 
for better understanding.  

 A drone can be a resourceful or resource-constrained 
device. In resourceful drone devices, data protection from 
quantum attacks is possible through quantum-safe 
mechanisms or PQC. Likewise, resource-constrained 
devices require lightweight cryptography. In PQC 
approaches, lattice-based and code-based cryptosystems 
have the solutions in lightweight cryptography for 
resource-constrained devices. Thus, the analysis of 
quantum-safe cryptosystems or PQC is required for drones 
or IoQDs. 

Likewise, many domains in the quantum world are yet to be 
explored in detail. Figure 1 shows one such quantum field 
and taxonomy. Various important areas in this domain are 
briefly explained as follows.   
 Quantum Computing and Simulation: Quantum 

information science and technology are used for 
computational tasks in quantum computing. The machine 
which performs these tasks is known as a quantum 
computer. In [29], quantum computers are classified as 
digital or analog computers. Presently, quantum computers 
or quantum systems are used on the ground for secure 
communication. However, few drone and satellites 
experiments are conducted for space and air-based 
quantum computing to provide internet services and long-
distance connectivity. There are three important quantum 
computing stages [30]. These stages are (i) CQC, (ii) NISQ 
Computing, and (iii) FTQC. CQC examines and tests 
quantum computing and then works on creating the 
essential quantum components. CQC's processing power is 
low, making it useful for demonstrations of proofs of 
concept, but not much more. To prove the benefits of 
quantum computing, the NISQ stage quantum computer 
will need many qubits. Researchers are expected to 
continue to do extensive research, which may lead to an 
increased quantity and quality of qubits. When a flawless 
logical qubit is achieved, the FTQC stage begins.  
Quantum simulations were the initial use of quantum 
computers and, in many respects, continue to be the most 
promising application today. Two important types of 
quantum simulation are QPE and VQE. QPE may be used 
to calculate a quantum computing system's ground state 
energy. QPE is a critical subroutine in quantum computing, 
but it is also one of the most complex subroutines to 
construct. This building block, which is utilized as a 
fundamental building block for many quantum algorithms, 
can be used to measure almost any Hermitian operator. The 
VQE algorithm uses both conventional and quantum 
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computers. It allows you to identify the collection of values 
that fulfill the optimum solution to a particular 
optimization problem. VQE is a quantum-classical 
technique that merges the best aspects of both the quantum 
and classical worlds. The primary goal of the endeavor is 
to discover the upper bound on the Hamiltonian's smallest 
eigenvalue.  

 Quantum Communication and Cryptography: Quantum 
communication deals with the exchange of quantum 
information through a quantum network. In most instances, 
a photon is used as the quantum information carrier. To 
overcome the photon restrictions, quantum network 

components such as a quantum repeater or quantum switch 
are included.  
QC is not hackable since it utilizes the laws of quantum 
physics to transmit secure communications. The important 
elements of QC include QKD, quantum coin flipping, 
quantum commitments,  bounded and noisy quantum 
storage, position-based QC, device-independent quantum 
cryptosystem, quantum entanglement, quantum 
uncertainty, and no-cloning theory. PQC is a cryptosystem 
believed to be safe against a cryptanalytic assault by a 
quantum computer. This can be classified as lattice-based, 
supersingular elliptic curve isogeny, hash-based, 

Table 1: Comparative analysis of recent surveys over quantum or post-quantum Studies 
Author Year A B C D E F G H I J Key Findings Major Shortcomings 

Shaikh and 
Ali [17] 2016  × ×  ×  ×  × S 

This work has explored the 
importance of quantum computing 
and technology in big data. Its 
application to healthcare is briefly 
touched upon.  

This is more of a discussion and 
development work in quantum 
computing for big data area. This work 
can be extended to explore healthcare 
domain in-depth.  

Gyongyosi  et 
al. [18] 2019  × ×   ×   × L 

This work has explored the quantum 
technological aspects and compared it 
with classical computing 
technologies. Further, challenges and 
future directions in various quantum-
related area are explored.  

This work is largely based on existing 
studies and their observations. This 
work can be extended to explore 
quantum drones, satellites and other 
areas.  

Savchuk and 
Fesenko [19] 2019  × ×   ×   × L 

This study is focused over quantum 
computing aspects, algorithms, 
developments and technologies. The 
research challenges in quantum 
hardware development and quantum 
computer feasibility are also 
discussed.  

This work does not discussed the 
quantum attacks, cryptography, drones 
or satellites-based stuies. Work can be 
extended to study quantum design in 
various areas.  

McGeoch et 
al. [20] 2019  × ×      × S 

This work discusses the properties of 
quantum computer-based on quantum 
annealing paradigm. Fous is drawn 
towards evidence-based predictions.  

Quantum annealing applications are 
briefly described. This work can be 
extended to study these applications 
and associated challenges in detail.  

Li et al. [21] 2020  × ×  ×  ×  × L 

This work has surveyed the quantum 
algorithms from optimization and 
learning perspectives. Experiments to 
compare quantum and traditional 
intelligent algorithms is also 
performed.  

This work is an in-depth study over 
quantum algorithms. However, this 
work can be extended to explore the 
feasibility of these algorithms in 
specific application along with 
complexity calculations.  

Ramezani et 
al. [22] 2020  × ×  ×    × S 

This work presented the use of 
machine learning algorithm in 
quantum computing. A comparative 
analysis of algorithms based on speed 
and complexity is performed.  

This work discusses the machine 
learning algorithms very briefly. This 
work can be extended to explore the 
algorithms in-depth and evaluate their 
significance in different quantum 
networks.  

Egger et al. 
[23] 2020  × ×  ×  ×  × L 

This work state that quantum 
computing may benefit issues in 
finance if properly used. Algorithms 
focuses in simulation, optimization, 
and machine learning problems for 
finance sector are identified.  

This survey focuses in-depth over use 
of quantum algorithms in finance 
sector. Challenges and future directions 
are discussed as well. This work can be 
extended to identify the use of similar 
algorithms in other application areas.  

Fernandez-
Carames [24] 2020  × ×       L 

This work has discussed the pre-
quantum and post-quantum security 
aspects, taxonomies and analysis in 
detail.  

This work is an in-depth analysis in 
specific domain with lot of statistics for 
comparative analysis.  

Fernández-
Caramès et 
al. [25] 

2020 × × ×  × × × ×  L 

This work focuses over PQC aspects 
and their integration with blockchain 
technology. A broad view of quantum 
attacks in PQC scenario is also 
discussed.  

This work covers lot os statistics to 
discuss the importance of PQC aspects 
and blockchain technology integration. 
This work can be extended to discusses 
these aspects for some specific 
applications.   

Saki et al. 
[26] 2021  × ×  × ×   × M 

This work provides study over 
quantum computer assests, programs, 
vulnerabilities, attacks, and other 
security issues. Study over 
vulnerabilities and possible safeguard 
is helpful in attack resilience.  

This work has provided a theoretical 
discussions and developments over 
various security aspects. This work can 
be extended to have comparative 
analysis of statistical analysis-based 
security properties.  

A: Quantum Computing, B: Quantum Drones, C: Quantum Satellites, D: Quantum Information Processing, E: Quantum Electronics (Registers, Gates, Circuits, Memories), 
F: Quantum technology-based applications for advanced technologies (like Big data, cloud computing, machine learning, artificial intelligence, serverless computing), G: 
Quantum Computers, H: Quantum Algorithms, I: Post-quantum Cryptography, J: Survey Type (Short(S) i.e. less than 10 pages, Medium (M) i.e. 11 to 20 pages, Long (L)). 
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multivariate-based, code-based, and symmetric key 
quantum resistance. The other security-related concepts in 
PQC are quantum resilient algorithms, quantum random 
number generation, and quantum cryptanalysis.  

 Quantum Sensing and Meteorology: This branch of 
quantum technology (i.e., Sensing and Meteorology) is 
farthest forward in timekeeping, sensing, or imaging. The 
term "quantum sensing" describes using a quantum system, 
quantum characteristics, or quantum events to measure a 
physical quantity. Atomic vapors and atomic clocks are 
historical examples of quantum sensors. Quantum sensing 
has quickly grown in the recent past, with the most popular 
platforms being spin qubits, trapped ions, and flux qubits. 
New possibilities, particularly concerning high sensitivity 
and accuracy, are anticipated in the field [31]. According 
to Shih [32], the objective of Quantum Imaging is to 
demonstrate that both the quantum mechanical 
characteristics of light and the fundamental and inherent 
parallelism of optical signals are feasible to develop new 
techniques for quantum information processing. This kind 
of research is a new subject for quantum optics and still has 
most of its characteristics in its infancy. A signal must be 
transmitted to the target, and the radar system must wait for 
the signal to be reflected. However, increased accuracy and 
additional capabilities may potentially be achieved via the 
quantum mechanical method. Another important 
component in meteorology is quantum radars. Like 
conventional radar systems, quantum radars send a signal 
transmitted to the target, and the radar system has to wait 
for the signal to be reflected. However, accuracy and 
additional capabilities may potentially be achieved via the 
quantum mechanical method using quantum radars.  

 Quantum Optimisations: The potential of solving NP-level 
complex problems makes quantum optimization an 
actively studied subject. Few well-known quantum 
optimization algorithms include quantum data fitting (like 
quantum least-squares fitting), quantum semidefinite 
programming, quantum combinatorial optimization, 
quantum approximate optimization algorithm, QAOA, 
QUBO, the quantum analogy of the least-squares provide, 
semidefinite programming, quantum algorithms for 
constraint satisfaction problems, and quantum basic linear 
algebra subroutines. There are difficulties with 
optimization across many industries, such as production, 
finance, and transit. Indeed, businesses like logistics are 
fully engaged in addressing issue optimization. Quantum-
based optimization is a viable way to address these issues. 
This is theoretically assumed to be the most cost-effective. 
In recent studies [21][33], various quantum optimization 
algorithms are discussed for real-time use. In quantum 
optimization, powerful global search, excellent robustness, 
parallel computing abilities, search speed, and intelligent 

optimization are some of the characteristics that can 
optimize an algorithm.  

 QML and QAI: Classical computers find it very difficult to 
tackle some problems with intricate connections between 
algorithm’s inputs and outputs, as quantum computers can. 
This indicates that quantum computer learning models may 
be more potent in specific applications, perhaps with 
quicker calculation, greater generalization on less, or both. 
So, in which cases such a "quantum advantage" might be 
obtained, it is of high importance to understand. QAI uses 
quantum computing for machine learning algorithm 
computation. Quantum computing has significant 
processing benefits that allow QAI to out-perform 
conventional computers in "quantum advantage". It is 
plausible to assume that quantum computers may be better 
at machine learning tasks than traditional computers, given 
that quantum systems display counter-intuitive patterns 
[34][35]. Biamonte et al. [34] discuss the importance of 
QMLfrom system design, optimization algorithms, and 
deep quantum learning perspectives. Further, the 
importance of quantum computing to quantum data 
processing is also explored.  

 Quantum Attacks: Security primitives and protocols must 
be thoroughly examined, given the impending 
development of quantum computing. Intractable 
computational issues are intensively studied and widely 
discussed quantum algorithms. 

 Quantum Drones and Satellites: In recent years, various 
developments have been observed in this area [36][37]. 
Choi et al. [36] discussed the first “quantum drone” 
developed for impenetrable air-to-ground data 
communication. Schirber et al. [37] discussed a kilometer-
long prototype of a drone-based quantum network that 
successfully sent a quantum signal. This experiment shows 
that quantum communication can ensure secure message 
exchange. Here, two users can share a pair of entangled 
photons with a unique mechanical relationship. Optical 
fibers are the viable option to send these photons. Schirber 
et al. [37] discussed the major challenges and shortcomings 
in this area as well. In [38][39], quantum satellites-based 
experimentations are discussed. QKD distribution using 
quantum satellites in less time or at fast speed experiments. 
Likewise, multimedia communications (audio, video, and 
text) using quantum satellites have also been experimented 
with in recent times, and it is expected to be the future.   

 Quantum Cybersecurity: Quantum cybersecurity deals 
with quantum defense capabilities, quantum attack 
capabilities, and security applications [29]. Quantum 
attacks are broadly classified into three major categories, 
including ECDLP, DLP, and IFP. Additionally, QIAs in 
classical cryptosystems, quantum-resistant cryptosystem, 
satellite, and UAV-based secure communication, Q-
repeater crypto network, and quantum-safe infrastructure 
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in fiber and wireless networks are some of the important 
areas considered in recent studies [40]-[47]. Abellan and 
Pruneri [48] discussed other dimensions in the quantum 
cybersecurity area, including quantum random number 
generator, its importance to applications, and association 
with encryption and decryption processes.  

 Quantum Warfare: In [29], various areas of quantum 
warfare are discussed in addition to quantum 
communication and computing. These areas include (i) 
network building for quantum inertial navigation and 
integration with quantum underwater warfare, (ii) quantum 
internet, (iii) quantum cybersecurity warfare, (iv) quantum 
computing-based applications, (v) design and development 
of advanced quantum computers, (vi) satellite-based 
quantum communications, (vii) quantum radar systems, 
(viii) quantum electronic, (ix) quantum chemical detection, 
(x) quantum-based tunnel and object detection, and (xi) 
quantum chemical and biological simulations. All of these 
areas are explored in different recent studies in detail.  

 Quantum Radar Technology: Quantum radar technology is 
widely used in various disciplines, including target 
detection, object identification, operate in areas having 
high background noise, easily detect and filter out 
deliberate jamming attempts, a potential anti-stealth 
technology, and many more. Daum [49] discusses quantum 
RADAR’s cost and practical issues compared to classical 
radars. In important findings, it has been observed that 
quantum radars are helpful in medical imaging, identifying 
stealthy targets in clutter, jamming, or chaff, and produce 
pure noise waveforms. Fang [50] presented the simulation 
and analysis work for the QRCS. This work detects 2D or 
3D targets, and the QRCS approach is helpful in 
simulation. This work is found to be extended for 
determining the diffraction effects and verification of 
experiments. Salmanogli and Gokcen [51] conducted 
experimentation to improve entanglement sustainability. 
Quantum entanglement is an important concept in QKD or 
object detection. Likewise, many application uses quantum 
entanglement for their purposes. In this experiment, it has 
been observed that some degrees of freedom are available 
to enhance the entanglement. Improvements are possible in 
coupling factor, retainment, and returned fields of quantum 
entanglement.  

 Other Areas: Among other areas, Quantum clocks, 
quantum radar, quantum antenna, quantum imaging, 
quantum search, and quantum walks, Q-ISTAR are 
important and valuable and can be explored in the future.   

The objectives of this work are: 
 To list and compare the importance of quantum computing 

approaches in drones network. Here, those quantum 
computing algorithms and architectures that make drone-

based communication and services secure and faster are 
analyzed and compared in-depth. 

 To identify and analyze the importance of quantum satellite 
and quantum drone-based integrated systems for different 
applications. With the success of quantum satellites, 
quantum drones, and their integrated system, their 
applications to real-time and futuristic scenarios are 
massive. Thus, the aim is to explore these approaches and 
associated research challenges.  

 To analyze the importance of quantum drones with AI and 
machine learning techniques.  

 To study the severity of quantum attacks to classical or 
lightweight cryptography-based cryptosystems. These 
attacks can affect drone-based systems, which are 
dependent on traditional security approaches for their 
services. Thus, the aim is to explore the impacts of these 
attacks in drone-based systems.  

 To study the PQC and/or quantum-safe cryptosystems that 
can secure futuristic scenarios. Here, the aim is to analyze 
those aspects as well that make PQC integration with 
drones.      

This work is organized as follows. Section II discusses 
quantum computations' power, the feasibility of integrating 
quantum computing features with a drone-based system, 
quantum algorithms useful for drone networks, security 
issues in drone-based networks, and futuristic research 
challenges. Section III presents the importance of quantum 
satellites in space. Here, the constellation of quantum 
satellites for futuristic applications is discussed. Section IV 
presents the integration of quantum drones with AI and 
machine learning approaches. This integration can lead to 
many futuristic applications. Thus, these technologies, their 
integration, and research challenges are discussed in detail. 
Section V presents the severity of quantum attacks to 
classical cryptosystems and real-time applications. Section 
VI discusses the importance of PQC in securing futuristic 
applications from quantum attacks. Section VII presents the 
recently discussed PQC approaches and developments. 
Section VIII presents the importance of QFA for drones and 
small devices. Section IX shows the futuristic research 
challenges in quantum drones and associated quantum 
computing areas. Finally, the conclusion is drawn in section 
IX. 
 
II. DRONE-BASED QUANTUM COMPUTING  
Scientists in China and Europe are developing quantum 
satellite networks, which enable satellite-to-ground long-
distance connections [52]. There are, however, several 
drawbacks to quantum satellites. These include: low-orbit 
satellites can only communicate with certain soil sites in a 
specific time frame, and space launch costs make it very 
expensive to set up a quantum satellite network. They 
eventually aim to develop a global quantum internet-based 
on quantum particles transmission and enabling ultrasecure 
communications to create secret codes for encrypting 
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messages using particles. A quantum web could also make it 
possible for remote quantum computers to work together or 
experiment in the limits of quantum physics. The use of 
fiber-optical cable quantum networks and the transmission 
of photons by a quantum satellite across China are already 
started. The advantages of being easily movable and 
relatively easier-to-use and cheap-to-use drones could serve 
as another technology.  
Nanjing University scientists in China have designed a 
'quantum drone' to be an airborne node in a quantum 
network, highlighted by the recent explosion advances in 
drone technology. "It has been used as a node and built the 
first quantum drone similar to the quantum satellites used," 
explained the quantum scientist Dmytro Vasylyev, who was 
not involved in this research at the University of Rostock in 
Germany. "Drones can be deployed in any given time and 
place for a mobile quantum connection," said Zhenda Xie of 
the University of Nanjing and one of the research team 
members. Drones can be repositioned easily to prevent fog 
or pollution. They can also be cheaper and more agile than 
satellite quantum systems, so that we have to concentrate on 
drone-based quantum technology research. This section 
describes the difference between classic and quantum 
computers, quantum algorithms and architectures, 
challenges of drone-based quantum computing, challenges 
of quantum-safe security, and vulnerable quantum 
cryptography.  

A. Classic and Quantum Computation 
The traditional computer stores all information as either 1 or 
0 on a memory device (binary system). Due to this logic, 
classic computers solve specific problems with additional 
resources. The next level of computers that use quantum 
theory principles for problem resolution is Quantum 
Computers. A qubit is a basic unit for the quantum computer. 
These types of computers allow the efficiency to exhibit 
many logical conditions simultaneously, such as 
superposition and interposition [53]. A qubit is 0 or 1 or a 
mixture or overlay in either state, whereas a binary bit can be 
considered only 0 or 1 [54]. Quantum computers and bit 
developments have been directed towards quantum 
technology, like quantum recreations, correspondence, 
calculation, climate, and sensors. Superposition and 
ensnarement are utilized in these advancements by tending 
to and controlling quantum states [55]. Just as 'classical', It 
depends on the foundation of interconnected QIT 

frameworks. One of the essential components of these 
frameworks is the "interconnect," a gadget or method for 
transferring data among various physical media such as 
electronic semiconductors, individual atoms, optical fiber 
light pulses, or microwave fields. Although the 
interconnections in traditional information technology have 
been well developed over decades, QUICs are particularly 
challenging because they should empower the transmission 
of delicate quantum states between actual parts or levels of 
framework opportunity. Additional challenges are associated 
with the variety of QIT platforms (superconducting, atomic, 
the center of color, optical, and so on) that structure a 
"Quantum Internet". Table 2 lists the difference between 
classical and quantum computing environments.  

B. Quantum Algorithms 
Quantum algorithms are designed with completely different 
principles than traditional algorithms. Even standard 
algorithms, like reversible algorithms, must be cast first 
before being operated on a quantum computer. Quantum 
speed algorithms utilize specific quantum algorithms or 
building blocks that are not classical. Progress in quantum 
algorithms is critical to the success of quantum computation. 
The QFT, QFSA, HAS, and ALA is the primary building 
blocks for quantum algorithms. Typically, there are n-
classical bits inputs to a quantum algorithm and standard n-
bits output. With the information of n-bits x string, the 
quantum computer takes n-qubits in state |𝑥⟩ as an entry. 
After that, several quantum actions are carried out. These 
actions convert the state of the n-qubits to some overlap ∑ ∝ |𝑦⟩ . Lastly, the result is the n-bit string ‘y’ with a 
probability ∝ . This is the final measurement, and it is a 
random output. Thus, there are three things to note in 
quantum computers: quantum state, gates, and measurement 
results. A comparative analysis of these three things with a 
classical computer is shown in Figure 2.  
At the beginning of the 1990s, there were just several 
significant quantum algorithms like Grover and Shor [56]. 
The variation quantum algorithm, based on both quantic and 
classic component combinations, is the most widely used 
among these. VQE algorithms showed excellent results for 
quantitative and quantum chemistry issues, machine learning 
issues on NISQ devices. Algebraic (like discrete or matrix 
verification products), searching (such as Grover and 
amplitude amplifies), and variation (like approximate 

Table 2: Differences between classical and quantum computing 
Classical computing Quantum computing 

Calculates with transistors, which can represent 
either 0 and 1 

Calculates with qubits, which can denote 0 and 1 at 
the same time 

Power increases in a 1:1 relationship with the 
number of transistors 

Power increases exponentially in proportion to the 
number of qubits 

Computers can operate at room temperature with low 
error rate 

Computers have high error rates and need to be kept 
ultracold 

Most everyday processing is best handled by 
classical computers 

Well suited for tasks like optimization problems, data 
analysis, and simulations  
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quantum optimization) are undoubtedly other important 
quantum algorithm categories. The quantum internet has 
scattered quantum nodes separated by various distances over 
which a quantum communication protocol can be used, such 
as distributed quantum calculation or distributed sensing. 
Here, many quantum communications and cryptographic 
protocols are available, with encryption distribution [57], 
random number beacon and personal devices number 
generation, secrecy sharing [58], quantum fingerprinting 
[59], etc. The "blind" quantic calculation [60] is of particular 
relevance. A distant user can program a quantum computer 
with a certain level of interference to his owners without 
revealing the algorithm or computational results and the 
distributed quantum processing. Table 3 lists some of the 
quantum algorithms and their applications.  

C. Quantum Architectures 
Many different quantum computer technologies undergo 
experimental research [61], but an open-ended research 
problem remains for each of these scalable systems 
architectures. Scalable systems architecture introduces 
DiVincenzo Criteria for sustainable quantum-computing 
expertise [62]. Further, Steane underlined the struggle of 
adequately developing systems that can correct quantic 
errors [63][64]. Different additional taxonomies were 
outlined to address large-scale systems' architectural needs 
[65][66]. Small interconnections were proposed for many 
technologies, but only a few researchers have addressed the 
difficulties of organizing subsystems using these 
technologies into the complete large-scale system 
architecture. In particular, relatively little attention has been 
paid to heterogeneity in system construction. Figure 3 
illustrates a quantum design with a layered architecture, yet 
the specific interfaces between layers fluctuate contingent 
upon actual equipment, quantum mistake revision plot, and 
many more [67]. The application layer is at the highest point 
of the control stack. This layer is for clients to furnish with a 
quantum calculation. The lower layers are utilized to help the 
actual crude cycles of the quantum computer. The virtual 
layer shapes a high exactness framework for the defective 
quantum measures in the solid computer states (quantum and 

coherent blunder remedy). In other words, a virtual layer is 
for open-loop error-cancellation, such as dynamic 
decoupling between physical and quantum error-correction 
layers. Another functionality of shortcoming tolerant qubits 
is at the application layer.  
Figure 4 illustrates a plan for a quantitative drone network 
from wide-scale to local. The local area network can be set 
up for fast connection to ground stations via plug-and-play 
drone nodes. While high-height UAVs in the course and 
associated with existing quantum satellites and ground-fiber 
organizations[68], the wide-going organization can frame. 
Various robots can provoke on-interest and multi-hub 
quantic network associations for continuous inclusion on 
different reality scales. They can be utilized from many 
meters to many miles across a comprehensive regional 
organization. A quantum net can be anticipated by 
associating such versatile quantum hubs with existing 
satellites with ground-based hubs, as demonstrated in Figure 
4.  

D. Challenges for Drone-based Quantum Computing 
One of the main problems in the development of quantum 
hardware is due to the decoherence of qubits. When the qubit 
loses its coherence due to the interaction with the 
environment, it means that the qubit is decoded into a 
classical bit and thus converted into an overlay bit (any). The 
state becomes quantum advantage weight loss. In NISQ, 
'Noisy' specifies how what's going on in the climate would 
upset the gadgets. A subsequent significant test is identified 
with the availability of qubits in the present quantum gadgets 
as it is non-trivial for performing the mapping with minor 
errors and less cost such as the number of CX gates, the 
specific qubit-tuple in the technology. These are the general 
challenges in designing quantum computers. Similar 
challenges could arise in hardware design for the drone as 
well.  For example, incorporating the quantum node into a 
small drone is the critical encounter for a drone-based 
entanglement.  Further,  spreading and tracking data with 
precision becomes a more challenging task. In classical 
communications, data is sent over in the form of packets. 
These packets can be copied and retransmitted if there is a 

 
Figure 2: Classical computer and Quantum computer’s input and output 
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loss. However,  the no-cloning statement and the postulate of 
quantum state measurement make it difficult to replicate or 
amplify qubits in quantum communication [69]. This 
presents many tough design challenges which make quantum 
drone-based network design functionalities more complex. 
Further, the generation and distribution of interconnections 
between different nodes across the network are among the 
biggest challenges for a quantum internet. This is not at all a 
problem in classical communication [70]. It is central to 
quantum mechanics. A qubit may overlap the two primary 
states and measure the quantum state in one of the actual 
states. Efforts are in process to resolve these problems in 
quantum networks.  

E. Challenges for quantum-safe security 
In recent decades new cryptographic techniques that protect 
against quantum threats came into existence. These practices 
are called "quantum-safe," together with strategies that 
prevent message interception based on light-quantum 
properties and classic computing techniques.  All of these 
have been used to accelerate the research arena of quantum 
design[71]. Over time, and after enough research, a security 
clearance that can now be regarded as quantum secure today 
may indicate that it will become vulnerable tomorrow. Two 
technologies are being developed to deal with this threat in 
response to quantum computers: PQA and QKD. However, 
the next significant obstacles in security culture must be 
identified and  resolved before achieving a secure quantum 
solution:  
a. Algorithm’s confidence: Some very much examined 

public key encryption alternatives might be utilized as a 
supplement for RSA or ECC, yet a considerable lot of 
these substitutes are not generally used. 

b. Security protocol rigidity: Since chronological protocol 
plan expectations and critical scope decisions in addition 
to message enlargement acceptance, the quantitative safe 
cipher may not fit into the established protocol. 

c. Non-urgency perception: There is an increasing global 
concern and steady progress that cannot be given an exact 
period for the appearance of the general use quantum 
calculation [72].  

Computer safety is weakened as quantum computing 
matures. Some companies require medium-term security 
because now worth protecting confidential information will 
also keep on complex and should continue to be retained 
isolated for some years or so shortly.  
 
Quantum-Vulnerable Cryptography: Quantum mechanics 
are thought to be 100% safe and unhackable to send/receive 
messages. QC is based on using the tiniest single particles 
known to be in nature, namely photons. These photons have 
a feature that allows them to exist in multiple states 
simultaneously and only change their status when estimated. 
This is the fundamental property utilized by calculations in 
QC. Cryptography is a strategy used to conceal accidental 
beneficiary data [73]. Although QC alludes to cryptographic 
measures for securing against quantum attacks, this is at the 
core of a security plan[74]. Data in a quantum framework 
can't be replicated or perused by a snoop. Old style 
information might be duplicated like notes from books or 
chalkboards can be set up by understudies with no 
aggravation; quantum data can't be replicated [75]. A few 
calculations and conventions are proposed in this field. Not 
all security rules and cryptographic intentions are vulnerable 
to quantum attacks; some are thought to be shielded, while 
others are known to be susceptible. Post-quantum secure 
correspondence is an incredibly dynamic space of 
examination on the ground of quantum processing. QKD is 
a protected correspondence that gives a secret information 
insurance layer and plays out a cryptographic convention 
with segments for quantal mechanics[76].  
On the off chance that quantum calculation turns into a 
reality, existing topsy-turvy measures become outdated. 
Web-based business, SSL/TLS, confirmation systems, and 
numerous different parts of organization security will be 

 
Figure 3: Layered architecture of quantum-computer 
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influenced. Online protection experts should comprehend the 
effect of quantum processing and the condition of the 
exploration in quantum verification calculations [91]-[93]. In 
an organization, quantum-safe and quantum weak items 
would exist together; now and again, decent progress is 
required. With the development of quantum estimation 
research, the window of opportunities for efficient 

advancement is contracting. The information that should be 
kept a mystery for a very long time to come may be shut.  

III. QUANTUM SATELLITES FOR DRONE-BASED 
NETWORK AND COMMUNICATIONS 
The future of wireless communication and initiatives were 
taken concerning internet security is the aim of quantum 

Table 3: Comparative analysis of quantum algorithms used in various areas 
Author Year A B C D E Applied Area   Key Findings 

  a b  c d e    
Anqi Shi et.al 
[77] 

2020 - - - - - X   Nondeterministic 
polynomial problem 

With the scale of the system, the adiabatic quantum algorithm grows 
exponentially. Finding the best Computation Time TE in the diabatic regime for a 
single evolution time. 

Mohamed Abd 
Elaziz et.al [78] 

2021 - - - - - - - X Multilevel image 
segmentation 

The proposed strategy for improving the Marine Predators Algorithm using 
Quantum Theory is a global optimization method. 

Akinori 
Hosoyamada 
et.al [7] 

2020 - - - - - - X - Multicollisions in 
cryptography 

The ℓ-collisions may be formed using only O(N1/2) quantum inquiries for any 
integer constant ℓ. It then gives a quantum technique for finding a ℓ-collision for 
a random function that has an average quantum query complexity of 
O(N(2ℓ−1−1)/(2ℓ−1)). 

Mohammad 
Mojrian et.al 
[80] 

2021 - - - - - - - X Automatic text 
summarization systems 

Processing stage employs a modified quantum-inspired genetic algorithm 
(QIGA). 

Yuxing Wang 
et.al [81] 

2021 - - - - - - - X Configurations of building 
with the low construction 
cost and low energy 
consumption to green 
building. 

The quantum genetic algorithm optimises the configuration of the office building 
envelope at the required ENVLOAD (energy load of the building envelope) 
value. 

A. Kaveh et.al 
[82] 

2021 - - - - X - - - Optimization algorithm 
improvement 

The Teaching-Learning-Based Optimization (TLBO) technique is enhanced by 
using the formulation gained from solving the time-independent Schrodinger 
equation to anticipate the likely placements of optimal solutions. 
By defining the quantum teacher phase, Quantum Teaching- Learning-Based 
Optimization improves the TLBO's stability and robustness. 

C. Ding et.al 
[83] 

2021 - - - - - - - X To tackle the big data 
challenge and to achieve 
exponential speedup for least 
squares SVM (LS-SVM). 

For sampling the kernel matrix and classifying, an improved fast sampling 
technique, termed indirect sampling, is given.  The LS-SVM with a linear kernel 
extended to nonlinear kernels. 

L. Braine et.al 
[84] 

2021 - - - X - - - - Combination of binary 
decision variables with 
continuous decision variable 
with inequality constraints 
via slack variables 

Extend quadratic unconstrained binary optimization issues to the class of mixed 
binary optimization problems using variational quantum optimization techniques. 
Propose two heuristics and use the problem of transaction settlement to illustrate 
them. The exchange of securities and cash between parties is known as 
transaction settlement, and it is an important aspect of the financial market 
infrastructure.  

Y. Kang and J. 
Heo [85] 

2020 - - X - - - - - Quantum circuit for 5-qubit 
searching 

Provide a complete process for accurately implementing the quantum minimal 
searching algorithm, as well as a quantum circuit for 5-qubit searching. 

T. Satoh et.al 
[86] 

2020 - - X - - - - - NISQ-aware algorithms in 
noisy intermediate-scale 
quantum (NISQ) machines  

A modification of Grover's algorithm that divides the phase flip into segments to 
eliminate the need for a digital counter and complicated phase flip decision logic. 

S. El Gaily and 
S. Imre [33] 

2021 - - X - - - - - Finding the extreme value of 
a constrained goal function 
or an unordered database 
with respect to a certain 
constraint. 

Explore analytically the classical and quantum certainty of a novel kind of 
quantum existence testing (QET). It restricted quantum relation testing (CQRT) 
with  how the CQRT can be used to convert the quantum extreme value searching 
algorithm (QEVSA) to a limited quantum optimization algorithm (CQOA). 

S. Mondal et.al 
[87] 

2021 - - - - - - - X Multiple-input multiple-
output (MIMO) 
communication system, 
quantum error correction and 
others with a polynomial 
order. 

The previous DHA and BBHT algorithms have been modified in two ways. In 
DHA, a semi-quantum framework in which non-solution points are deleted after 
each iteration in a classical framework. This iteratively reduces the size of the 
data set. To determine the Grover search number based on the Gamma 
distribution instead of the uniform one in the BBHT algorithm, which gives more 
possibilities to new greater values and improves the probability of success. When 
compared to their existing BBHT and DHA counterparts, the proposed QSAs 
show a credible improvement in search success performance. 

V. Bhatia and 
K. R. 
Ramkumar [88] 

2020 X - - - - - - - RSA algorithms Because entanglement and superposition of qubits aid fast computation, Shor's 
methodology outperforms traditional computer methods in breaking various 
encryption algorithms. 

]. D. Chivilikhin 
et.al.,[89] 

2020 - - - X - - - - Circuit topology The multiobjective genetic variational quantum eigensolver (MoG-VQE) is based 
on multiobjective Pareto optimization, in which the non-dominated sorting 
genetic algorithm is used to optimise the topology of the variational ansatz 
(NSGA-II). We use the covariance matrix adaptation evolution strategy (CMA-
ES), a derivative-free approach known to perform well for noisy black-box 
optimization, to optimise angles of single-qubit rotations for each circuit 
topology. 

Ji Guan, 
Qisheng Wang, 
Mingsheng 
Ying [90] 

2020 - X - - - - - - Computing hitting 
probabilities of quantum 
random walks 

Inverting a matrix can be used to compute quantum random walk striking 
probabilities. 

A: Quantum Fourier transformation algorithms(a: Shor's algorithm, b: HHL algorithm), B: Grover's algorithm, C: Hybrid quantum-classical algorithm (c: Variational quantum 
eigen solver (VQE), d: Quantum approximate optimization algorithm(QAOA), e: Adiabatic optimization), D: Quantum error mitigation, (Error extrapolation and quasi 
probability decomposition), E: Other methods 
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satellites. The first quantum satellite launched into space was 
accomplished in China [52] in August 2016. The testing 
done by launching the quantum satellite in space revealed 
that the technology is robust and it is hack-proof. The 
principle behind satellite communicating with earth used 
quantum entanglement, whereby subatomic particles 
become inextricably linked or “entangled”.  Since both are 
opposite ends of the universe, so changing one side will not 
allow changing the other part. This validates that hacking 
will not be possible easily even if attempted entangled 
particles. The improvement went further by demonstrating 
entanglement-based quantum-key distribution in 2017 to 
reduce the focus on the error detection rate by rendering 
secured communications[94]. The developments were 
further added on increasing the light-gathering efficiency 
and modified the filtering systems and other optical 
components that the low error rate is acquired for quantum-
key distribution.  
The work is also taken up by different countries to develop 
more secure communications between ground stations. 
National Space Quantum Laboratory was developed in the 
year 2018 that used the technology of lasers for acquiring 
secure connections in the international space station [95]. 
Quantum communication technology is being used by the 
USA for their defense projects also [96]. The diversions 
continued under a billion quantum flagship project under the 
quantum internet alliance by Europe. The launch of these 
projects took the space in generating their quantum 
communication-based satellite also with the UK in 2020 
[97].  
The limitations of the quantum communication methods can 
be extended by the applicability of the varied modern drones 
[98]. The other name of the drone is a UAV [99]-[101], and 
it has shown an immersive development [102] after the 
recognition of automatic flight control systems, and AI has 

taken place all over the world [103]. The drones have 
become popular because of the expansion of their weight 
coverage, altitude rise, and flight duration from grams to 
tons, from meters to more than 15 km, and covering more 
than 27 days, respectively [104]. This has successfully lead 
to the development of the mobile quantum network that 
could interconnect with satellites and fiber networks for 
further extension, which will finally form a practical, 
multifunctional global quantum network. In [98], the 
practical theory behind mobile quantum communication via 
entanglement distribution is explained, which is more robust 
against all weather conditions and can help in realizing full 
coverage over multiple space and time scales.  

A. Internet of Quantum Drones 
IoDs is a booming field that has diverted scientists and 
researchers. The particles of light are transmitted with a 
linkage of quantum known as entanglement. The bonded 
particles present in these quantum particles remain even if 
they are helpful at long distances. This behavior welcomes 
the new varieties of communication.  These claims to be 
ultra-secure and thus aid in developing the global quantum 
internet by generating the secret codes for encryption of 
messages. The feature allows connecting quantum 
computers located at distances to work with the help of a 
quantum internet facility [105].  The network uses fiber optic 
cables as quantum networks. The photons are transmitted 
with the use of quantum satellites across China Since drones 
are easily movable and portable as their deployment is quick 
and efficient. Gharibi et al. [106] made use of two drones for 
transmitting the photons using drone technology, one by 
enabling entangled particles, allowing to send one particle to 
a station located on the ground, and using other drones for 
communication. The particle was then transmitted by the 
machine and get received by the second ground station, 

 
 

Figure 4: A quantum network with drone-based link nodes 
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which is few distances away from the machine that 
transmitted the particle. This technique helps in transmitting 
the entangled particles to the different receivers located at 
different locations by using a group of drones. Another 
researcher, Schirber [107], explained how the small 
prototype of a drone-based quantum network relayed a 
quantum signal over a kilometer of free space.  

B. Quantum networks in space  
The exploration in space started back in 1957 when the 
Sputnik was launched and still has been in discussion with 
robotics missions. This paradigm shift has been well noticed 
and has been carried with Space 4.0 to have a human 
presence in celestial bodies in the solar system. A similar 
example has been shown with the development completed by 
ESA as the moon village concept [108]. The various space 
agencies like NASA, ESA, JAXA, and others have been 
continuously working to explore space transition activities. 
Further, a huge interest is to explore more resources present 
on asteroids and the moon. Quantum networks in space 
communications have taken an edge over the previous 
technologies in the exchange of information between two 
stations, which is very crucial for the intelligence agencies 
and national security [109]. Many different countries like 
Canada, China, and Japan have been making use of quantum 
communications via using entangled transmission of photons 
[110]. This very new and quantum communication between 
space and earth is achieved by developing the channel set up 
kilometers apart. The information transmitted between two 
stations as sender and receiver are unable to hack or steal. 
This is the beauty of quantum communications which 
ensures that security is crucial and critically important when 
attacks on sensitive information have been targeted on.  
The physical phenomenon is described by Quantum 
entanglement, which interconnects a group of particles in a 
complete system, and thus, the quantum state is also 
identified by the system as a whole [111].  The native 
quantum property of the particle will be changed by 
changing the overall system quantum state as well 
concerning the entangled particles. This property is induced 
as a measurement factor on an entangled pair, which is aware 
of this feature conducted on the other particle in transferring 
the information that can cover many kilometers in its range. 
The property in quantum mechanics, taken as one of the most 
counter-intuitive characteristics that consider the ideal 
correlations, is known as entanglement. These correlations 
are maintained between entangled systems and are also in 
exact conflict. The entanglement is one of the most 
counterintuitive features of quantum mechanics because of 
the perceptions related to classical physics [112]. These 
principles and theories, which are proposed to identify and 
apply the predictive modeling on the quantum entanglement, 
are limited to certain scales concerning the mass and length 
in environments that have gravity. To explore more on 
quantum mechanics for space communications, these 
theories have to be validated taken beyond long distances 
and velocities that can be acquired in experiments and in the 

places where the effects of the quantum phenomenon and 
relatively works. This is done to claims the fact that the 
quantum interference effects can occur with long distances 
and at faster speeds closer to relativistic speed.  
The encryption mechanism in quantum theory can be 
advantageous in the case of quantum entanglement as it is 
very useful in identifying the eavesdroppers who enter the 
communication loop. Their presence will be easily detected 
and will collapse the quantum states, which will 
automatically stop the information flow and will tell about 
all the operators who are trying to hack or steal. It is not 
possible to reverse engineer the encoded quantum key in the 
group of photons that are polarized. This property makes it 
secure concerning means of digital communication because 
of the property of inherited quantum mechanics feature 
[113].  

C. Traditional versus Quantum Satellites  
The earlier communications via satellites were limited by the 
use of hardware, software, and solution for the transmission 
between sender and receiver. Different secured 
communications with a lot of practical solutions are 
emerging with the advancement in the field of information 
technology and computer science [114]. The reduced size of 
transistors in the manufacturing process is a great 
advancement. The better tools and methodologies are the 
result of quantum computing, and Even the traditional 
complex issues have been resolved with the power of 
quantum computing [92][115].  The advantages and 
limitations illustrating the differences between the traditional 
and quantum satellites are presented in Table 4.  

D. Constellation of Quantum Satellite 
The blend of a satellite with a terrestrial network is the 
upcoming technology known as a quantum computing cloud. 
In this system of quantum computing, the entangled photons, 
which are the primary source of transmission, need to be 
developed by varied sources and inter-satellite quantum 
communications. This is done to ensure that the data rates 
fall in the range of megabit to gigabits per second to compete 
with traditional space-to-ground data links and optical 
communications using lasers. Furthermore, these will be 
tested with quantum entanglement by transferring the 
entangled quantum photons from the space to the different 
stations located at the ground spread over thousands of 
kilometers.  In [116][117], a detail on proposing a global-
scale quantum internet with a constellation of orbiting 
satellites for constant entanglement and distribution service 
to ground stations is discussed. Figure 5 explains the 
architecture of satellites at the global level. Figure 5 explains 
how the entangled photon pairs, which are distributed 
through satellite constellation in red color to the stations on 
the ground, separated at a farther distance. The hubs are 
known as stations that can connect with local nodes using 
communication channels, namely fiber optic. The 
entanglement is shared between two nodes through swapping 
technique enable using entanglement principle in quantum 
mechanics.  
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E. Future Research Directions in Quantum Satellites  
Owing to the history of quantum communication and its free 
space, QKD came with its implementation spread over an 
optical path in 1991, separated at a distance of 30 cm. Further 
research extended to be achieved in 2002 in the daytime to 
check whether photons transmitted in the sun can be safe or 
not. Further advancements in distances were extended in 
2006 to 144 km by international researchers [118]. Ground 
to ground and satellite to satellite quantum communication 
was done in the year 2008 [119], and this was one of the 
primary aims of the ESA and called quantum-based satellite 
communication till 2013 [120]. The major advantage listed 
under this domain is to acquire loss-free and distortion-free 
optical communication. Further advancements can be seen as 
cloud quantum [121] as a working constellation for quantum 
internet with the installation of satellite quantum repeaters. 
Nature has a beautiful property called entanglement, and that 
is explained by quantum theory. So if two particles are 
entangled, their state cannot be described by the individual 
states and need to be expressed jointly. This is a bizarre 
property found in the quantum world and has intrigued a lot 
of physicists. But this property gives the power to perform 
tasks that are impossible by just using the laws of a classical 
mechanic. Some of them include secret key sharing, 
quantum teleportation, dense coding, and many others. The 
subtlety lies in the experimental realization of such 
protocols. In an experiment, a system can never be isolated 
completely from the environment. So other undesirable 
effects, technically called “noise,” crop in and effects the 
system. Entanglement is such a fragile resource that a small 
amount of noise can destroy it. So it is a huge challenge to 

overcome this problem. Now, as the experimental setup 
increases, the amount of noise also increases. So it becomes 
all the more challenging. The Chinese sent a quantum 
satellite to space and fired entangled photons to ground 
stations, separated at a distance of 1203 km [122]. They did 
this using entangled photons which were sent from the 
satellite. The experiment was performed at night to avoid 
interactions with the photons from the sun. Still, future 
research directions can be looked forward to increasing the 
distance with noise amplifying power at larger distances.  
Quantum teleportation is also an emerging field and can be 
taken as a future scope in which an unknown state is prepared 
in some other place where both are spatially separated. This 
is one of the protocols that can be done only using entangled 
states when performed at larger distances. This paves the 
way for new means of secure communication that can be 
performed using the quantum states. This communication 
will be completely hack-proof.  This can be a target for 
something revolutionary in the field of communication, 
especially quantum computation. The series of 
communicating experiments are getting between the quantum 
science satellite and quantum communications stations on the 
ground [123]. The primary goal of setting up space 
communications digitally across the long-range channel 
between the ground station and satellite station will be 
implemented with the help of QKD as a result of secured 
experiments performed on the same. Many more running 
experiments are performed with the satellite by using its 
services as a repeater in order to connect the two QGS on 
Earth. However, the quantum entanglement is completely 
secure and robust, while still the challenges are there and no 

Table 4: Comparison showing the traditional and quantum satellites 
Parameters Traditional Satellites Quantum Satellites 

Distance Restricted to approximately hundreds 
kilometers, taking distance as a 
measure. 

Able to transmit photons over long distances with the 
help of free-space quantum cryptography  

Channels Limited to using optical fiber channels 
or terrestrial free limited to a few 
hundred kilometers  

Have power of exploiting satellite and space-based links 

Redundancy-
free solutions 

Redundancy free solutions are harder to 
achieve  

Redundancy-free communications with QEC 

Security No powerful provisions available to 
protect security of digital 
communication by attackers and service 
providers. 

To transmit information in a secured manner, novel 
mechanism using quantum cryptography is used. 

Robust Traditional public key cryptography 
does not guarantee to transmit 
information theoretically secure 

The unbreakable feature of security is provided by QKD 
[78] guaranteed by the law of physics, supported by 
transmitting photons of light encoded in quantum 
superposition states. 

Hacking Limited by advance techniques of 
encryption techniques, hacking cannot 
be prevented using traditional methods. 

Using encoding and decoding, share of strings of random 
bits is achieved by using secret keys which is secured to 
transmit information between two distant parties.  

Noise 
amplifying 
power 

No such facility of available in 
traditional satellites. 

Owing to the quantum theorem, the power of QKD with 
respect to quantum signal can be noiselessly amplified 
[79]. 
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facts are there for securing the quantum networks against 
attacks and other issues related to operational security. 
With the advancement of AI and ML techniques, the trend of 
identifying the applications of ML in communications and 
space has been growing widely [124]. The Satcom industries 
and other agencies are trying to find the potential solutions 
to address issues in satellite communications such as 
decreasing the effect of interference so that the coexistence 
of satellite systems and the terrestrial system can be further 
developed, optimal solutions in gaining spectrum power in 
radio resources can be looked upon. Also, the constellation 
satellites can be further investigated.  

IV. QUANTUM DRONES, AI AND ML  
This section explores quantum drones, quantum machine 
learning, QAI, future applications of quantum drones, and 
future research directions associating quantum machine 
learning, QAI, blockchain, and other disruptive 
technologies. Details are presented as follows. 
 
A. Quantum Drones 
UAVs or Drones as a disruptive technology have acquired 
impressive coverage in recent years because of the benefits 
they may provide and their operational agility [125]. UAVs 
can be utilized for a variety of purposes, including 
community security, logistics delivery, regions coverage, 
emergency events, traffic monitoring and congestion control, 
coast inspections, reforestation, among others. Nevertheless, 
one of the most significant drone technology issues is 
achieving optimal deployments [126][127]. UAVs are 
among the fastest expanding, high-level, and widely used 
unmanned aerial systems. Even so, collision detection and 
trajectory planning remain unresolved issues. This is 
because there still are practical and theoretical issues with 
the current practices [126]. Most importantly, in parallel with 
the impressive disruptions and innovations caused by UAVs 
in society, rapid developments in this field have been 
investigated by exploring the potential megatrend of 
quantum computing technologies.  

Quantum computing is considered a research area that 
integrates knowledge from engineering, physics, and 
computer science [128]. While Paul Benioff published the 
principles of quantum information in 1980, it is feasible to 
consider that the development of quantum computing began 
with Richard Feynman's works promoting non-classical 
physics studies [129]. A variety of computer tasks can now 
be performed exponentially quicker on a quantum processor 
than on a conventional central processing unit. Quantum 
computing is built on quantum physics foundations, 
including quantum superposition, the no-cloning theorem, 
and quantum entanglement [130]. Due to the lack of a 
classical counterpart for these processes, equivalent results 
cannot be produced using conventional computation. Several 
quantum computing experiments have previously been 
developed, and several investigations are now underway. In 
a recent study [131], quantum states of 53-qubits are 
successfully established using a processor built with 
superconductors qubits. According to the findings, the 
processor takes two hundred seconds to sample a million 
times one instance of a quantum circuit, while a 
supercomputer could take ten thousand years to make the 
same analyses. These findings show the possibilities of 
quantum calculations in various civil and strategic 
applications, such as, for example, with other cutting-edge 
technologies like drones.  
In [132], a survey is developed that examined the challenges 
of using UAVs in civil applications and offering several 
technological and scientific limitations that should de 
addressed. In [133], a drone-based QKD is recently tested to 
minimize various types of drone incidents. They evaluated 
essential subsystems, such as a QKD based on resonant-
cavity light-emitting diodes and a QKD based on a fiber-
coupled polarization modulator. The solution under test 
consisted of numerous cascade elements that provided route 
synchronization via infrared signals with gimbals and precise 
realignment via director mirrors with precise encoders and 
sensors. They concluded that constructing links using 
quantum communications across drones on air is a 
challenge for the prospective quantum system, including 

 
 

Figure 5: Global quantum communications network. 
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entanglement transmission, distributed quantum sensing, 
and quantum positioning confirmation. 
Quantum information processing opens up new possibilities 
in computing, communications, and networking [130]. 
Timely developments of quantum algorithms in the area of 
ML have led to sophisticated results demonstrating how 
quantum computers can be applied to solve issues of AI 
faster than classical methods [128]. These recent 
developments open new research fields integrating these 
disruptive technologies and inaugurate the field study on 
QML and QAI. These areas have the potential to lead to 
breakthrough developments and innovations in the use of 
drones for a variety of civil purposes such as logistics 
delivery, traffic monitoring, military, among others [130]. 
These advances from the extant literature are examined in the 
following sections. 
 
B. QML 
QML is a disruptive technology that requires a minimum 
direct involvement of humans that has gained significant 
relevance in both the scientific community and industry 
[134]. The QML intelligence benefit from the advantages of 
quantum computing applied to ML. In this case, the primary 
benefits are related to the unprecedented increase in 
processing dimensions. Typical potential realistic 
applications of ML algorithms included the development of 
quantum algorithms, information processing algorithms, 
circuits, devices, and materials [128]. Results from the 
literature present a cohesive framework on advances of QML 
in information processing. Schuld et al. [135] offered an 
analysis of existing QML notions and methodologies. They 
found that there are two distinct approaches to QML. In the 
first, search quantum methods that can replace classical 
MLalgorithms in a given problem and demonstrate the 
impact of increasing complexity. In the second approach to 
QML, the probabilistic quantum theory is used to explain 
stochastic processes. Pande and Mulay [136] investigated the 
research trends in the topic of QML. In the examined period 
(2016 to 2019), 148 technological patents were found, 
suggesting the applicability of the QML to real-world 
problems. Researchers also have demonstrated the quantum 
advantage in varied ML applications. Dunjko et al. [137] 
developed a model for the use of QML in information 
processing and discovered that quadratic gains are feasible. 
The model enabled an exponential increase in performance 
in a short amount of time. Riste et al. [138] demonstrated that 
a five-qubit quantum processor could handle and implement 
an Oracle-based dilemma with noise. They advised that 
complicated tolerant systems be used for experimental 
universal quantum computing. Benedetti et al. [139] 
investigated a quantum deep learning system used to extract 
a low-dimensional binary representation of data from 
industrial datasets in near-term machines. The proposed 
system is ideal for small quantum processors that can 
facilitate the training of an autonomous generative 
algorithm. Alvarez-Rodriguez et al. [140] investigated QML 
models that need any quantum measurements and developed 

a QML approach for addressing unitary operations issues 
efficiently. The system developed utilizes an iterative 
procedure that uses a quantum time-delayed equation for 
dynamical feedback and eliminates the need for quantum 
measurements. They claim that time-delayed equations can 
improve experimental QML approaches significantly. 
Another attractive area for QML is the use of quantum 
computation in recommendation systems [141]. For 
example, Kerenidis et al. [141] examined a QML algorithm 
for a recommendation system that operates in 
polylogarithmic time in the matrix. Quantum reinforcement 
learning algorithms have been constructed utilizing 
superconductive quantum circuits, allowing quantum 
information processing and quantum computation to be 
achieved [142]. The distributed training in sets of quantum 
computers might enhance the efficacy and time of the 
training process by sharing the learned models [143]. The 
authors introduced a federated training system based on 
QML, recognizing a quantum neural network with a 
conventional pre-trained convolutional framework. The 
research indicated that federated training based on QML 
ensures performance. Their results contribute to privacy-
preserving AI and quantum computing opening research 
avenues for the development of safe, scalable decentralized 
QML architecture. The research in Lim et al. [125] 
developed a federated learning system for facilitating 
cooperative ML in a federation of individual drones as a 
service (e.g., parking lot occupancy planning and traffic 
forecasting). The Gale-Shapley algorithm was used to 
determine which drone would be the cheapest option to 
operate in each segment. The literature presents the recent 
development of QML for activities of object-detection and 
visual identification integrating drones. Giusti et al. [144] 
proposed an alternate technique for recognizing forest and 
mountain pathways employing a deep neural network using 
supervised learning as a classifier for one monocular image 
from the drone's position. Outcomes suggested that the 
accuracy appears to be equivalent to those evaluated on the 
same image recognition activity. A system for assisting the 
searching and rescuing of people in avalanches was created 
by [145] utilizing drones equipped with vision cameras. The 
avalanche debris photos were examined through a pre-
trained convolutional neural network to extract discriminant 
information on images. A linear vector machine was 
connected to the neural network to find relevant objects. The 
classification method prioritizes prediction accuracy using 
HMM. Barbeau et al. [146] investigated the challenge of 
recognizing activities conducted by drone groups, 
exploring how traditional ML and QML might assist the 
development of viable solutions for drone swarms activity 
recognition. In [147], deep-learning-based object-detection 
models are applied to drones. The results demonstrate that a 
faster region-based convolutional neural network is the most 
accurate model, whereas ‘you only look once’ is the fastest. 
They found that using deep-learning-based detection 
algorithms in conjunction with UAV aerial data are useful to 
recognize birds in a variety of situations. Carrio et al. [148] 
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reviewed the developments and applications of deep learning 
for drones. They found that feature extraction is the type of 
system where deep learning systems are more usually 
applied in the literature on deep learning-based UAVs. Shan 
et al. [149] suggest a novel MLapproach to data analysis and 
model establishment for drone connectivity. Their results 
indicated that the solution developed can establish a more 
complex model with less effort. Approximately 80% of the 
training errors have an intensity of less than 5, meaning that 
the error performance is stable. 
Studies also have implemented ML to optimization problems 
in drones applications and wireless systems. Klaine et al. 
[150] designed and tested an intelligent system based on 
MLto discover the optimal placements for many drone small 
cells in an urban region where a calamity has happened, 
expanding the efficiency of served customers. The results 
indicate that the technology surpasses all other approaches 
on all parameters studied and that intelligent drone small 
cells are a viable alternative for deploying an urgent 
communications system quickly and efficiently. Instead of 
employing the computationally demanding local search 
technique with the central processing unit on limited-power 
devices, a neural network operating on induction chips may 
be more efficient and faster. This is critical in free-space 
QKD environments (e.g., drones, satellite-ground QKD, 
portable, etc.) with a restricted budget and request minimal 
real-time latency [151].  
Collision prevention, warming issues, and networking 
security-related concerns are constraints to be solved in 
practical applications of drones [132]. To address these 

limitations, several ML supervised learning, unsupervised, 
and reinforcement learning algorithms have been tested in 
drone applications, as shown in figure 6. 
Chen et al. [152] investigated the challenge of preemptive 
development of cache-enabled UAVs in a cloud radio 
architecture to improve wireless device quality of 
experience. They simulated cache-enabled UAVs using 
machine-learning architecture to give mobile subscribers 
services reduced power consumption. Individual data were 
collected (e.g., requested contents, visited locations, job, 
gender, and device) to anticipate the sharing of each 
individual's content requests and mobility patterns. ML was 
used to identify user request distribution and mobility 
standards and used UAVs to cache this information. Results 
showed that when compared to a benchmark algorithm 
without caching and without UAVs, the machine learning-
enabled algorithm can deliver gains in transmissions and 
users. The algorithm also allows echo state networks to 
segregate users' behavior into sets of patterns and learn these 
patterns using non-linear systems. Joint with QML, QAI is a 
key technological trend in modern times [137]. In the 
following section, we discussed several key contributions 
made to the field.  
 
C. QAI 
AI is a disruptive technology referring to computer methods 
for problem-solving that allows any machine (e.g., a robot, 
drones, etc.) to think intelligently when applied in isolation 
or combined with ML and other technologies [134]. AI is a 

 
 

Figure 6: Machine learning algorithms in UAVs applications [132]. 
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decisive technology for the next developments of 
computational devices based on quantum technologies [128]. 
Recently, Dunjko and Briegel [153] highlight the 
fundamental principles and recent progress in a wide range 
of research on ML and AI in the computational quantum 
field. Overall, they claim that the existing research is mainly 
theoretical and lacks tests illustrating how quantum 
technology can be used for ML and AI. Moret-Bonillo [154] 
explores synergies and possibilities of cooperation between 
QC and AI. They summarize the main contributions arguing 
that QC could aid in increasing the efficiency of current 
intelligent systems. Furthermore, there are interdisciplinary 
opportunities to examine synergies between QC and AI. As 
a result, the primary synergies between QC and AI could lead 
to new insights in areas as statistical inference, Bayesian 
networks, and pattern recognition (e.g., recognition and 
discrimination of quantum states and quantum operations 
applying AI) [154]. 
Disruptive advances of AI in isolation or integrated with ML, 
Blockchain, and other cutting-edge technologies 
demonstrated significant benefits in terms of precision and 
results. For example, an optimized artificial potential field 
algorithm for multi-UAV operation in a 3D dynamic 
environment to collision avoidance was tested [155]. To 
overcome common issues (e.g., unachievable targets) and 
certify that the drone does not collide with obstructions, the 
approach was evaluated with a distance factor and jump 
tactic. To achieve collaborative travels routes, the method 
considers drone companions as dynamic obstacles. Then, an 
optimized artificial algorithm for collision avoidance was 
tested in simulation models. The method was tested in a 
simulation model urban environment with satisfactory 
results [155]. Many security and authentication challenges 
arise while using drone-enabled IoT, also recognized as the 
IoDs. IoD enhances the performance of services by 
increasing the potential of data gathering, connectivity, and 
processing, improving the efficiency of missions in remote 
areas that offer risks for humans [156]. Drone-based 
quantum network communication prototypes have been 
suggested in recent experiments [157][158]. For example, 
Liu et al. [158] used drones to construct a pioneer optical 
relay to bend the wavefront of photons for their minimal 
diffraction losses in free-space communication. The first 
drone was used to distribute the entangled photons, while the 
second drone was utilized to function as a relay node. As a 
result, they produced entanglement distribution with 
Clauser-Horne-Shimony-Holt parameter (2.59 ± 0.11) at 1 
km proximity. Significant elements for linked source, 
tracker, and relay are designed to result in a scalable airborne 
system for multimode connection enabling mobile quantum 
systems. Drones may be positioned or repositioned at any 
time, making the IoD's particularly useful in urban and rural 
environments. Quantum signals are employed to exchange 
qubits across a short distance in these prototypes and small-
scale implementations. With this capability, hovering drones 
for quantum data exchange can be easily observed for 
various purposes [159].  

A recent study on the reliability of drone networks developed 
and implemented in a healthcare-based research study, a 
Blockchain-based architectural design employing a 5G 
communications system and AI [160]. The authors used a 
systematic literature review and case study. They developed 
an infrastructure adopting the InterPlanetary File System as 
an information storage platform that enhances the network 
performance, security mechanisms, and data protection 
while lowering the cost of storage. They contribute by 
addressing the communication weaknesses, challenges, and 
drawbacks of drones networking and suggesting a 
decentralized and stable architectural design for drone-based 
monitoring. 
Another exciting work [156] presented a supervision scheme 
integrating Blockchain and  AI where a group of drones 
facilitated by the IoD is embedded with AI is engaged to 
supervise crises scenarios autonomously. Two types of drone 
swarms were used to handle multiple tasks, a lightweight 
Blockchain was used to act in remote areas, and a two-phase 
lightweight security mechanism was adopted. The system 
was validated through experiments. Although the 
investigation requires a complete real-world application, the 
performance was satisfactory for supervision tasks. 
Recently, drone-based service providers for data gathering 
and AI model training have risen in importance. On the other 
hand, the strict restrictions regulating data security are 
difficult data sharing between individually operated UAVs 
[125].  
In quantum computing and AI, there are two directions that 
can give advantages to various futuristic applications. These 
directions include the importance of quantum computing for 
AI or related domains and applications and AI for quantum 
computing or related domains and applications. Various 
advantages of quantum computing for AI or related domains 
and applications are briefly explained as follows [161][162].  
 Solve Complex AI Problems Quickly: Google says that its 
quantum computer is about 100 million times faster than 
other existing models. With the help of quantum computers, 
AI-based complex problems can be answered in seconds. 
Verification will be successfully deal with such complex 
problems in a short amount of time. The use of quantum 
computing methods allows us to upgrade our machine 
learning approaches. The technique may be used for AI and 
machine learning before the end of the decade. 
 Solution Optimization: The more data we gather, the more 
detrimental it is to the computer industry's bottom line. 
Quantum computing will fundamentally alter how vast 
amounts of data are analyzed. In the domain of making better 
decisions, they provide considerable impact to businesses 
and consumers, respectively. 
 Fast Searching: A quantum computer is expected to 
quickly sift through large, unorganized data sets for patterns 
or anomalies. This is because quantum computers may be 
able to access all of your database items simultaneously, 
making it possible for them to discover these similarities 
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with great speed. It is conceivable that the data gathering is 
so extensive that it will never happen. 
 Fast Data Integration: Quantum computers are expected 
to be able to handle a wide range of data sets which is a trivial 
task for AI. Quantum computers will allow fast analysis and 
integration of large data collections. In large dataset 
integration, language semantics research is vital to AI. This 
is expected to be handle easily by quantum computers or 
computing. However, there will always be an option for an 
individual to assist the system in acquiring new abilities. 
 Improved Conventional Machine learning Algorithms: 
Deep learning training may either speed up or be enhanced 
by quantum computing. This is because of the speed and 
accuracy of quantum computing, and traditional machine 
learning algorithms may benefit by giving the optimal set of 
weights for artificial neural networks. 
 Faster Approach for Decision Making Algorithms: 
Quantum algorithms based on Hamiltonian time evolutions 
are helpful in solving problems that can be represented by a 
decision tree. This solution will be faster compared to 
random walks. Thus, AI-based complex problems whose 
efficiency reduces with branches can easily be solved with 
quantum computing algorithms based on Hamiltonian time 
evolutions.  
 Improved Game Theory using AI: Quantum game theory 
is an extension of classical game theory, which is important 
for AI. Quantum game theory is expected to overcome the 
critical issues of QAI.  
In addition to the above advantages, quantum computing 
would be useful to AI in various applications if it is able to 
handle critical issues. Some of the critical issues include: (i) 
designing and developing less error-prone and more 
powerful quantum approaches for AI, (ii) inventing open-
source modeling and training frameworks for the machine, 
deep, and reinforcement learning; and (iii) showing real-time 
results and improvements for AI-based applications using 
quantum computing and concepts compared to classical 
computing. The advantages can be taken in reverse 
directions, i.e., how AI is helpful for Quantum computing. 
Figure 7 shows the important usages of AI for Quantum 
Computing. The important AI application areas in quantum 
computing are briefly explained as follows [163].  
 AI can represent the qualitative spatial and temporal 

knowledge that can be widely used in geographical 
information science.   

 In quantum computing, AI can be helpful in constraint 
filtering, hard constraint solutions, accelerated inferences, 
optimization algorithms, and finding a solution to various 
approximation algorithms.  

 AI with quantum computing can handle a vast amount of 
data. Here, AI can help design testing algorithms, property 
measurement concepts, quantum embedding for data, and 
quantum kernel instead of classical machine learning. 

 Additionally, AI is useful in quantum computing-related 
areas, including Hamilton estimation and metrology, 
online and offline target evolutions, quantum 
experimentation monitoring and control, and quantum 
learning. 
 

D. Future Applications of Quantum Drones 
This section presents opportunities for future applications of 
quantum drones in isolation or integrated with other 
disruptive technologies. Most importantly, building 
strategies, data transfer, scalability (the significant rise in the 
number of qubits required for every calculation containing 
error correction), quantum algorithms and structures, and 
models are, until the moment, unanswered concerns within 
quantum computing [154].  
A disruptive technological advance on quantum drones is 
quantum associated services facilitating the work in industry 
and academia. In this case, quantum-accelerated cloud 
service providers, for example, are required to deliver 
practical quantum computers to academia and industry, 
allowing quantum computing to transcend through the death 
zone as a feasible succeeding computation technology [164].  
Consequently, these limitations should be considered to 
unlock the full potential of real-world applications of 
quantum drones. Future development in research is needed 
to test wireless charging approaches with energy harvesting, 
enabling drones to undertake detecting and training 
simultaneously. In addition, future applications of quantum 
drones could test deep reinforcement learning to optimize 
resource allocation in the federation of drones as a service 
[125]. The integration of drones with Blockchain and AI 
technologies also has the capacity to solve communication 
security questions. The extant literature is focused on 5G-
based drone communication, and drone communication 
lacks a more precise understanding of Blockchain and AI 
potentials in quantum drones applications [160]. 
Improvements in ML will provide solutions that could 
further be used for QAI practitioners' sophisticated creations 
[153]. These developments can be replicated to drones and 
quantum drones solutions. Finally, additional research is 
required to apply information from a variety of sensors and 
detect a variety of activity models considering the several 
types of drones group missions to the activity recognition 
issue [146]. Future applications of quantum drones in these 
related areas will contribute to the progress of knowledge in 
the field and potentially contribute to solving the current 
problem of social interest.  
 
E. Future Research Directions   
Outcomes from extant literature indicate that there is still a 
need to expand the empirical and theoretical research on 
quantum drones in isolation or when associated with QML, 
QAI, Blockchain, 5G, 6G, and other disruptive technologies. 
This section presents the main of them.  
Firstly, important thematic areas for future research 
directions on drones technologies remain unanswered until 
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today. According to [132], the primary specific topics for 
developments for drones include: 
 Battery capacity and good energy management are two 

issues that arise when it comes to charging (scheduling, 
planning, and replacement of battery). Because of their 
higher power density, proton exchange membrane fuel 
cells may be more convenient than Lithium-Ion in this 
instance. 

 Further innovations on wireless charging for drones and 
wireless power transfer systems are required to enable 
autonomous charging points with the accurate landing of 
the drones on the charging pad. Due to their efficiency at 
short and medium distances, solutions such as inductive 
and magnetic resonant coupling could be appropriate. 

 Solar-powered drones utilized in long-distance and high-
altitude flights also require better path planning and 
optimization.  

 Collision avoidance challenges with vision-based, sensor-
based, and hybrid techniques, as well as swarming, 
involve: (i) the convergence of laser range searcher sensors 
with vision or ultrasound sensors to prevent 
multidirectional collisions; (ii) the introduction of new 
technology control algorithms and deep learning methods 
with model predictive monitors, taking into account 
hardware limitations in on-board processing; and (iii) new 

algorithms for dynamic sense, avoid algorithms, image 
processing and path re-planning;  (iv) the establishment of 
international regulations and standardization rules. 

 FANETs are ad-hoc networks that connect drones. In this 
case, more research is needed to (i) develop new software-
defined networking services to improve reliability, 
reachability, mobility security, monitoring, and protection 
in FANETs; (ii) designing new safe path protocols and 
networking concepts for FANETs; (iii) replacing 
traditional network devices with decoupled software-
defined networking switching; (iv) development of 
customized end-to-end protocols, optimized virtual 
networks topologies, and dynamic networks; (v) 
development of new protocols to bandwidth requirement, 
conserve energy, and improve service levels; and (vi) 
confidentiality (e.g., key-loggers, malware, hijacking, 
social engineering, eavesdropping, etc.), availability (e.g., 
buffer overflow, flooding), and integrity (e.g., fabrication 
alteration, signal spoofing) are all issues involving 
cybersecurity attacks face  

In [156], the study is performed to add the following future 
research directions in drones technologies: (i) regarding data 
privacy, new studies are needed to ensure data protection, to 
develop mechanisms to ensure data privacy and accuracy as 
penalties, to define the appropriated hierarchies of data 
access (e.g., governments, service providers, other 

 
 

Figure 7: AI for Quantum Computing 
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individuals); (ii) flight management, efficient trajectory, and 
proper flight planning are a challenge to avoid collisions with 
drones; (iii) the efficient distribution and allocating in zones 
of swarms with drones also is a challenge that requires the 
development of new algorithms to reduce network overhead. 
The development of medium access control protocols for 
swarms with drones is required. 
Secondly, several future research directions exist to advance 
the knowledge on the potential of applications of QML. 
Scientific advances in these areas can derive new solutions 
and developments in quantum drones applications in the 
forthcoming years. In specific on QML advances, 
underexplored areas for future research directions include: 
(i) apply quantum computation to analyze learning methods 
of parameter optimization; (ii) the issue with quantum 
computing based on unitary quantum gates would be to 
parameterize and change the unit transitions that define the 
algorithm gradually; (iii) quantum computation solutions 
such as dissipative and measurement-based quantum 
computation can provide an attractive platform for QML 
[135]. Pande and Mulay [136] recommend that future 
researches on QML could investigate (i) how to use feature 
space in quantum computers with MLclassification 
problems. Further, how to integrate quantum algorithms for 
classification problems in supervised learning and big data 
classification; (ii) how to make transfer learning with hybrid 
classical-quantum neural networks; (iii) how to develop new 
quantum neural networks to improve the capacity of multi-
sensor approaches for routing of vehicles. Moreover, future 
studies could try alternative MLalgorithms to discover the 
ideal places for several drone small cells [150]. In [165], four 
fundamental issues are indicated to be addressed in further 
investigations in QML areas: 
 First, despite quantum algorithms' remarkable processing 

velocity, they rarely offer equal velocity to reading data. 
Consequently, in some instances, the costs of processing in 
the data input may dominate the costs of quantum 
algorithms. This is a problem related to output in QML. 

 Second, it takes an exponential amount of bits to obtain the 
complete result from specific quantum algorithms 
constraining various applications of QML. This may be 
avoided by examining statistics for the solution condition. 
This is a problem related to output in QML.  

 Third, the true number of gates required by QML 
algorithms is under-recognized.  Boundaries of 
complexities indicate that they will provide significant 
benefits for large problems, although it is unknown when 
that point will be reached. This is a problem regarding 
benchmarking.  

 Fourth, the claim that a quantum algorithm is always 
superior to classical algorithms is challenging because 
considerable benchmarking versus heuristic methods 
might be required. Lower constraints for QML can help to 
solve this problem in part. A promising alternative to these 
problems includes applying QML to classify and control 
quantum computers. 

Carrio et al. [148] claim that the main challenges and 
opportunities using deep learning-based UAVs include: (i) to 
depth the experiments on systems regarding higher-level 
abstractions, including the supervision of drones and 
planning systems; (ii) even systems that operate at lesser 
levels of abstraction, like feature extraction systems, require 
a lot of computing power. Such resources are still difficult to 
incorporate onboard UAVs. Furthermore, most 
computational resources are incompatible with online 
processing, limiting the applications that require responsive 
behavior. For this reason, future studies are needed to 
upgrade embedded hardware technology and to develop 
efficient deep learning frameworks. 
Furthermore, exciting unresolved issues regarding the 
integration of drones with Blockchain, AI, QAI, and 5G 
remain intact [166]. For example, (i) in terms of information 
privacy, there is an urgent need to develop new solutions to 
provide data privacy to Blockchain participants. The AI 
algorithms at the edge-AI layer are constrained by 
computing power and limited space. In our opinion, this 
problem could be solved by implementing the power of 
quantum computers; (ii) to resolve loopholes and software 
vulnerabilities, programmers need to conduct a risk 
assessment prior to deploying their code onto the Blockchain 
network; (iii) another issue is the Blockchain network's 
scalability. Additionally, QML can significantly help with 
AI limitations and scope, primarily through traditional ML 
learning algorithms [137]. Other promising and 
underexplored areas of applications include the use of deep 
learning in quantum entanglement [167], QML applications 
in near-term quantum computers [134], QAI in 
superconducting circuits [142], among others. Hence, there 
is still a need to expand the research associating the synergies 
between QML with QAI. 
Effective Blockchain governance models must be 
established to define who controls, administers, and debugs 
the Blockchain network, defines the norms, and resolves 
conflicts and policies in drones' Blockchain network [166]. 
Furthermore, a serious concern is that quantum computing 
can compromise Blockchain security in the near future. As a 
result, developing quantum-secure Blockchain networks is a 
current challenge. Additional challenges to be addressed 
include data processing delays and Blockchain 
standardization. Besides, the use of AI in UAVs is 
particularly needed through (i) deep learning to progress in 
areas such as battery scheduling and path planning; (ii) 
recurrent machine learning-based networks improving 
discharge models and precisely predicting the end of life of 
the charge; and (iii) convolutional neural networks to 
mapped charge stations and accurate landing in charging 
points [132]. 
We recognize the future research in these thematic areas will 
stimulate the consolidation of knowledge in the forthcoming 
years within relevant underexplored research topics of social 
relevance involving disruptive trends and technologies as 
quantum drones, QML, QAI, Blockchain,5G, 6G, among 
others disruptive trends.  
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V. QUANTUM ATTACKS 
This section explains quantum attacks in different possible 
scenarios [168]-[177]. Figure 8 shows the major 
classifications of quantum attacks on cryptosystems. Details 
are presented as follows.  

A. Quantum Attacks on IFP-Based Cryptosystems 
The problem of identifying the prime factors of large 
complex integers has aroused mathematical interest for 
centuries. It is indeed of practical relevance with the 
emergence of public-key cryptosystems, as the security of 
these cryptosystems, such as the RSA systems, is dependent 
on the complexity of scaling the public keys. Provided with 
the necessary computer capacity, the highest-profile integer 
factorization techniques have substantially gotten better, to 
the extent that it is now trivial to factor a 100-decimal digit 
number and conceivable to factor bigger than 250 decimal 
digits. The only various categories of realistic public-key 
cryptosystems [1] in use are those based on the ECDLP, IFP, 
and the DLP. Because no polynomial-time methods exist for 
these three implausible issues, the security of these 
cryptosystems is highly reliant on them. However, if a real 
quantum computer is available, non-exponential time 
quantum algorithms for ECDLP, IFP [2], and DLP exist. 
Mostly all existing quantum computing-based attacks on 
public-key cryptosystems are covered in Quantum Attacks 
on Public-Key Cryptosystems, with a focus on quantum 
algorithms for ECDLP, IFP, and DLP. This even goes over 
quantum-resistant cryptosystems that could replace ECDLP, 
IFP, and DLP-based cryptosystems. We are now encircled 
by technologies that capture and communicate personal 
information. The IFP and the DLP are now the two 
fundamental mathematical issues that ensure Internet 
security. Shor's quantum algorithm, on the other hand, can 
readily solve both difficulties. As a result, research into 
encryption algorithms that operate on regular computers but 
are resistant to quantum computers is important. PQC is a 
branch of cryptography that focuses on asymmetric 
cryptography.  As per a NIST study [3], quantum computers 

with cryptography capabilities are expected to debut around 
2030. Given the importance of data resources for the smooth 
functioning of the financial system, international banking, 
military security, and, inevitably, the global community as a 
whole, more efforts in PQC will be required in the coming 
years to address data security issues. There are numerous 
parameters to cryptographic attacks, and one of them is to 
target the encryption method itself. Since the dawn of 
mathematics and computer science, large integer 
factorization has remained a difficult issue. The RSA 
algorithm, a standard cryptographic procedure, necessitates 
the factorization of big numbers. There is no polynomial-
time method in traditional computation that can scale any 
huge unbounded number. Soni and Rasool [4] depict the 
methods for factoring numbers, including Shor's Algorithm, 
Quadratic Sieve Algorithm, and Trial Division, using 
flowcharts and implementations, and closes with the 
observable evidence and assessed findings.  
The difficulty of traditional issues plays a crucial role in 
assuring the security of a conventional, well-known 
cryptosystem. Although quantum processing is on the rise, 
several classical hard problems are becoming vulnerable to 
already-known quantum assaults, necessitating the 
development of a post-quantum cryptosystem to fend against 
quantum attacks. From the standpoint of cryptanalysis, it is 
important to outline existing quantum techniques and their 
dangers toward certain cryptographic insoluble issues to 
bridge the different technologies. The suggested technique, 
procedural approach, and advanced enhancement of 
mathematically difficult issues on which conventional 
cryptosystems depend, namely the distinct logarithmic 
problem, integer factorization challenge, and its variants, 
extrapolated dihedral coset problem, lattice problem, hidden 
subgroup problems, and dihedral problem, were discussed in 
[5]. It explained why some cryptosystems, such as ECC and 
RSA, are vulnerable to quantum assaults while others, such 
as lattice cryptosystems, are not. Photonic systems are now 
used in practical quantum applications. Alice provides 
photon pulses encoding quantum states, and Bob selects 
observations on such states in many of these systems. Bob 

 
Figure 8: Quantum Attacks on Cryptosystems 
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often uses single-photon threshold detectors, which are 
incapable of distinguishing between the numbers of photons 
in observed pulses. Bob is also required to notify the 
observed pulses due to losses and other flaws. As a result, a 
malevolent Alice can broadcast and monitor multi-photon 
pulses, gaining knowledge about Bob's measurement choices 
and therefore breaching the security of the protocols. In [6], 
the existing and new multi-photon assaults are described, as 
well as a theoretical framework for analyzing them. 

B. Quantum Attacks on DLP-Based Cryptosystems 
In [7], the use of Shor's techniques for phase discovery is 
highlighted, and the DLP as functions to build a quantum 
approach for calculating discrete logarithms in semigroups. 
As a consequence, recommended cryptosystems that depend 
on discrete logarithms in semigroups' presumed complexity 
are susceptible to quantum attacks. On the other hand, the 
paper showed that while some variants of the discrete 
logarithm issue are straightforward in groups, they are 
difficult in semigroups. On traditional computing systems, 
the DLP is unsolvable, and all available DLP solutions are 
ineffective. As with IFP for RSA, this ridiculous efficacy of 
DLP may also be exploited to build cryptographic systems. 
Furthermore, because methods from one issue are frequently 
modified to the other, DLP and IFP are twin sister issues. 
Among the most common DLP attacks, as well as some of 
the most extensively used DLP-based protocols and 
cryptographic systems, are impenetrable in polynomial time 
by all classical assaults.  

C. Quantum Attacks on ECDLP-Based Cryptosystems 
Elliptic curves are a key component of contemporary 
cryptography architecture. They are involved in constructing 
public-key methods like digital certificates and key exchange 
that are extensively employed in various cryptographic 
systems more than thirty years since its inception to 
cryptography. The complexity of computing discrete 
logarithms [8] in the ECDLP is used to secure elliptic curve 
encryption. In [9], a new quantum method that uniquely uses 
Simon's sub-processes is introduced. Mostly in the case of a 
quantum attacker confined to conventional requests and 
offline quantum calculations, we can exploit the 
mathematical nature of cryptosystems. Numerous security 
solutions rely on cryptographic hash functions as a 
foundation. A hash function preimage attack seeks to locate 
a message with a certain hash value. A cryptographic 
function's preimage should be resistant to assaults. In [10], a 
novel quantum technique for hash preimage assaults is 
discussed that can overcome preimage resistant as circuit 
complexity increases. Using Shor's factoring algorithm, the 
technique permits gate-level evaluations to latest resource 
estimations. The findings back up prior estimates by Proos 
and Zalka [175], indicating that the amount of qubits 
necessary to attack elliptic curves is fewer than that 
necessary to attack RSA for current parameters at 
comparable conventional security levels, implying that ECC 
is definitely an obvious option than RSA.  

A QIA is a typical case of man-in-the-middle assaults that 
re-emerged in the headlines as one of WikiLeaks chairperson 
Edward Snowden's top ten largest revelations [179]. To 
effectively assault the target, the adversary would require 
surveillance skills. When the quantum servers have won the 
race against the original answer, the attacker can hijack 
important data such as usernames and passwords, banking 
information, and payment information, or even disseminate 
spyware that can communicate with a botnet Command and 
control server. As shown in Figure 9, the adversary waits on 
the connection for the victim to initiate a connection with a 
specific website in this quantum assault. Every quantum 
server is set up to meet specific requirements. The attacker is 
alerted of any inquiry from the victim that meets this set of 
requirements. The quantum servers [11] then provide a reply 
to the perpetrator's initial request. The infected payload is 
sent to the target, and the adversary has complete control 
over the victim. The website's initial answer packets are 
ignored.  

D. Quantum Resistant Cryptosystems 
Although quantum computing is still in its infancy, its 
development poses a danger to the most widely used public-
key encryption schemes. Because of its capacity to handle 
the key distribution difficulty and provide strong protection 
in non-secure telecommunications systems that allow for 
online browsing, e-mailing, banking transactions, digitally 
signed documents, and military networks, digital signatures, 
or health information, such systems are critical for 
contemporary online security[180][181]. Researchers are 
working on techniques to combat quantum computing, 
which represents a lengthy threat to IoT device integrity. In 
[24], which provides a survey of what can be called post-
quantum IoT systems (IoT structures safeguarded from 
currently available quantum computing threats), the primary 
post-quantum cryptosystems and proposals are reviewed, the 
most relevant IoT designs and difficulties are analyzed, and 
the anticipated future patterns are demonstrated. In [40], the 
examination on how to improve blockchain cryptography to 
withstand quantum computing assaults using Shor's and 
Grover's algorithms, resulting in the construction of post-
quantum blockchains, is done. The paper initially presents a 
general overview of the present state of the art of post-
quantum cryptosystems to aid scientists in the creation of 
such blockchains. The most significant post-quantum 
cryptosystems for blockchains, as well as their primary 
obstacles, are examined. The predicted timeframe for an 
attack-capable quantum computer [41], as well as the 
solutions for minimizing the danger, will be improved before 
the approval of quantum-resistance specifications. A 
company should develop a roadmap that follows these 
advancements in their particular environment, and they 
should keep it up to date over the next few years before 
quantum-resistant protection is standardized, approved, and 
deployed. The difficulties and drawbacks of quantum-
resistant primitives, as well as the structure and possibilities 
of quantum computing, are well documented in the computer 
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science, physics, and engineering literature. As quantum 
computing and quantum-resistant technology progress, 
multiple extensively researched laboratories keep this corpus 
of knowledge up to date. Nevertheless, there is a significant 
gap between practical and methodological comprehension of 
these innovations on the one side, and economic 
ramifications on the other.  

E. Secure satellite and UAV networks with physical layer 
crypto 

UAVs are attracting overwhelming response across both 
civil and military applications to facilitate flexible satellite 
connectivity and deliver reliable communication due to their 
high agility and flexible deployment. Because UAV 
interactions are mostly conducted in an open environment, 
they can advantage from superior line-of-sight connectivity; 
nevertheless, this makes the UAVs more susceptible to 
unwanted monitoring or interference attempts. In [42], from 
the standpoint of PLS, a complete review of current advances 
in UAV-assisted wireless communications is done. The 
frequently used secrecy performance measures are reviewed, 
followed by a discussion of secrets performance evaluation 
and enhancement approaches for passively installed UAV 
systems. In the past few years, satellite communications 
scientific research has resurfaced in a big way. Due to the 
success of satellite communications' many telecom 
networks, safety concerns have grown, as the space 
information network is vulnerable to eavesdropping by illicit 
opponents in such a massive wireless network. PLS has 
recently evolved as a new security concept that uses the 
wireless channel's unpredictability to accomplish secrecy 
and verification. The PLS approach has been a success story 
for over a decade, and it continues to include a layer of 
security in satellite communications. In [43], a thorough 
examination of satellite communications is done, with a 
focus on PLS. 5G wireless technologies are a critical enabler 
for the emerging IoT infrastructures to fulfill their growing 
needs. PLS has lately attracted a lot of attention for wireless 
communication security in 5G IoT networks. In [44], a 
thorough overview of PLS approaches in 5G IoT 
communication systems is conducted. Perhaps one of the 

most formidable barriers to the incorporation of UAVs in 
commercial processes, including visual inspection, staff 
surveillance, and transportation, is the restricted source of 
energy and flight length of UAVs, as well as the necessity 
for qualified UAVs operators. In [45], the authors have 
proposed the AerialBlocks concept for blockchain-enabled 
UAV hybridization, intending to provide virtual UAV-as-a-
service for commercial processes. AerialBlocks also wants 
to provide end-users with safe and enduring UAV services, 
as well as a semi-decentralized blockchain platform that 
provides security, confidentiality, quality of service, and 
visibility. In [46], the authors presented a novel DF-based 
safe 3D mobile UAV transmitting scheme for HSTNs in the 
vicinity of an aerial eavesdropper operating in a round area 
around a functioning UAV relay. In [47], the authors looked 
at reliable communication in a HSTRN, in which an 
adversary can intercept communications sent from both the 
satellite and interim relays. We investigate collaborative 
blocking by the relays to successfully shield the information 
from eavesdropping in these two stages, in which the 
jamming frequencies are designed to maximize the detection 
accuracy underneath the complete power limit of relays.   

F. Q-repeater Crypto-network 
The establishment of a universal quantum network would be 
a huge scientific and technical success since it would allow 
the transmission of quantum entanglement and quantum 
states between any two points on the planet's surface. The 
very well use of such a channel would be the quantum key 
transmission, a cryptography technique that guarantees 
connectivity with safety assured by physical rules. 
Additional QC concepts supported by such a network 
include blind quantum computing, which lets a client execute 
computations on a quantum computer without the computer 
knowing what they are doing, and personal database queries. 
For larger spans of a few thousand miles, low-Earth-orbit 
satellite connections may be the best option. Eventually, 
distances greater than 5,000 km will very certainly need the 
use of more remote satellites [182], quantum repeaters with 
low-Earth-orbit satellite connections, or low-Earth-orbit 
satellites outfitted with quantum memory, or a mix of 

 
Figure 9: Quantum Insertion Attack 
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these technologies.  Long-distance coupling is a valuable 
asset, although it is difficult to distribute owing to light's 
exponential attenuation in optical fibers. Quantum repeaters 
relying on QEC or ES are one proposed approach. Satellite-
based free-space optical communications, on the other hand, 
can be used to achieve improved loss-distance scaling. In 
[183], it is suggested to combine these two elements, 
quantum repeaters, and satellite-based communications, into 
a method that achieves entanglement distribution across long 
distances with only a few untrusted intermediary nodes. The 
presence of entanglement between two access points is 
required for quantum communication. Because local 
quantum processes can only create entanglement, pieces of 
the entangled structure must be distributed across separate 
nodes. Figure 10 shows the basic architecture of a QR, in 
which satellites are the sources, and every connection 
comprises of a low-earth-orbit satellite with an entangled 
photon pair source and two base stations with quantum 
memory and quantum non-demolition measurement devices. 
The QND devices, which detect the existence of a photon 
non-destructively and without exposing its quantum state, 
signal the receipt of a photon at each base station. The 
entanglement is then retained in the memory until a 
neighboring connection receives information about 
successful entanglement construction. Moreover, using 
entanglement switching based on a BSM, the entanglement 
may be prolonged. Spreading entanglement across vast 
distances is nearly impossible because of the very seasonal 
character of entanglement and the presence of impediments 
in the communication channel. To overcome this difficulty, 
quantum repeaters have been developed [184]. These allow 
long-range entanglement to be established by separating the 
connection into smaller sections, producing entanglement 
between every portion, then joining them to make the whole 
connection.  

G. Quantum-Safe Infrastructure in Fiber and Wireless 
Networks  

The quantum computer poses a major threat to commonly 
used contemporary cryptography approaches, thanks to 
recent advancements in quantum computing and quantum 
cognitive science. That is because most cryptography issues 
that are unlikely to be resolved with traditional computing 
become quite simple with the supercomputer. In past times, 
lightweight encryption approaches have evolved that give 
security from quantum attacks. Such methods are referred to 
as "quantum-safe," and they include both methodologies 
based on quantum nature of light that prohibit message 
interference and vintage mathematical methods, all of which 
were developed to withstand quantum attacks evolving from 
the rapidly advancing field of quantum computation. 
Quantum-safe communication protocols are incompatible 
with approaches used in quantum-vulnerable goods [185]. 
There is a period when new goods are slowly phased in, and 
older goods are phased out in a well-ordered and cost-
effective technological transition. Quantum safe and 
quantum susceptible objects can now coexist in a 
connection; in certain circumstances, a well-ordered 
migration is possible. Nevertheless, the window of 
opportunity for a smooth transition is closing, and with the 
maturation of quantum computation studies, the possibility 
for transferring may already be closed for data that has to be 
kept secret for decades. Anything that has already been or 
will be communicated across a channel without quantum-
safe cryptography is subject to snooping and public 
exposure. In [186], a customized SDN facilitator is explored, 
which estimates or configures local networks based on 
demands while also adding encryption using QKD and other 
methods. SDN administration of network resources 
delivered segments automatically, allowing for the adoption 
of encrypted connections as needed, including those that use 
quantum-resistant algorithms, QKD, standard Diffie–
Hellman key exchange, or, as well as no encryption.  

H. Future Research Directions for handling Quantum 
Attacks  

 
Figure 10: Architecture of a Q-Repeater 
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Massive quantum computers and the additional processing 
capacity they will provide might have disastrous 
ramifications for cybersecurity. It is believed that major 
problems like factorization and the continuous log, whose 
supposed complexity maintains the security of many 
commonly used protocols, may be handled rapidly if a 
quantum computer is big enough, "fault resistant," and 
ubiquitous enough is constructed. There are several myths 
[187] if we discuss quantum computers. Some of them are 
mentioned below:  
 Quantum computers are not quicker in the respect that they 

can perform more calculations per second. Quantum 
computers accomplish their processing speed up by 
allowing procedures to include actions that are exceedingly 
difficult for conventional computers. 

 Quantum computers have an unusual technique of 
spanning the range of choices or computational branches. 
The behavior of quantum computers is analogous to that of 
conventional stochastic computers, with the key exception 
that quantum computers act as though they have 
"probabilities" that take model parameters. 

 It is a required requirement, but it is not adequate. A 
quantum attacker can take advantage of quantumness in a 
range of methods, not just to solve particular classical tasks 
faster. Following that, we present examples of such 
assaults (approximation assaults) and explain why both the 
security concepts as well as the proof methodologies must 
be changed. 

 BQP refers to a type of decision issue that quantum 
computers are capable of solving quickly. It is an 
(assumed) relationship to other classes. Even a small 
increase in speed may make a big difference in a lot of 
situations. It has an impact on the size of keys required to 
ensure a specified degree of protection in cybersecurity, for 
example. 

QC, QKD, QSeS, and quantum direct communication have 
all received a lot of attention in recent years. Because these 
representations may be utilized to give quantum 
authentication, a study in these disciplines has facilitated 
quantum authentication research [188]. An intruder cannot 
measure the quantum state in motion since the recipient will 
immediately recognize it. Moreover, due to the HUP, an 
attacker cannot successfully clone or duplicate a quantum 
state, according to the no-cloning hypothesis of quantum 
computing. As a result, an attacker will be unable to analyze 
and then copy a quantum state, offering additional privacy 
and security considerations.  

VI. QUANTUM ALGORITHMS AND DRONES 
Discussing recent updates on quantum algorithms and 
drones, we have divided this section into quantum genetic 
algorithms, quantum genetic algorithms and drones, and 
future research directions in quantum algorithms and drones. 

A. Quantum Genetic Algorithms 
Quantum computing relates to the engineering area that uses 
quantum mechanical properties to decipher computational 

problems [189]. With quantum mechanical phenomena, 
numerous optimization issues are often solved efficiently. 
The key aspects behind the development of Genetic 
algorithms [190] are the assortment of the fitness function, 
size of the population, crossover probability, and mutation 
probability. Genetic algorithms exhibit a replacement 
population and produce a much better average fitness value. 
The combination of mutative algorithms and quantum 
computers gains popularity that ends up in an honest 
exploration of the worldwide search area in formulating 
quantum genetic algorithms [191]. 
QEA is considered by the illustration of the chromosome, the 
assessment function, and the underlying population forces. 
Rather than numeric, twofold, or symbolization, QEA 
mainly practices a quantum-bit (qubit) for possibility 
illustration that is used as a data representation. The main 
advantage of a qubit is that it can be in a superposition of 
states in a state space, meaning it can exist in multiple states 
at the same time. Comparing other representations, the qubit 
illustration has a higher character of the population. The 
quantum rotation gate is employed since it might facilitate 
the examining direction to the best space, and it also 
increases the speed of the algorithm. The mixture of mutative 
procedures and the quantum-based process from quantum 
mechanics together comprise the total quantum mutative 
algorithm. The ultimate intention is to practice the quantum 
doctrines like the state superpositions, quantum gates, and 
quantum registers to beat the extraordinary quality of 
optimization complications. The notable contribution 
includes quantum encouraged mutative computing by Han et 
al. [192] for solving the combinatorial optimization problem 
[193].  
Quantum-encouraged genetic procedures do not need a real 
quantum system for solving the problem. Quantum 
principles which mainly comprise coherence, quantum 
parallelism, and superposition of states shown in Figure 11, 
rotation gates, and all possible spin of quantum registers, 
helps in maintaining the population diversity and also 
enlarge the scope. Lv & Liu [194] devised a quantum-
encouraged genetic algorithm for cracking single objective 
optimization techniques and multi-objective optimization 
problems. The probability amplitude of the quantum bit is 
used for encoding. Quantum encoding is combined with 
crossover and mutation operators to increase the range of the 
population contained by minor population size and also to 
extend the likelihood of finding the overall optimal solution. 
Figure 12 and figure 13 show examples of quantum 
crossover and mutation operators. Quantum Bit (qubit) 
representation, consider a sequence of m-qubits,  as given in 
(5.1)  
 𝛼𝛽 𝛼𝛽 𝛼𝛽 . . .. . . 𝛼𝛽 , 𝑎𝑛𝑑 |𝛼 | + |𝛽 | = 1, 𝑓𝑜𝑟 𝑖 =1,2, . . . , 𝑚                              (5.1) 
 
Quantum rotation gate [1], as given in (5.2), is used in 
quantum genetic algorithms.  
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𝑅(𝜃) = 𝑐𝑜𝑠 𝜃 − 𝑠𝑖𝑛 𝜃𝑠𝑖𝑛 𝜃 𝑐𝑜𝑠 𝜃 ,    (5.2) 
where 𝜃 is the rotation angle.  
 
Figure 11 depicts the states of a quantum bit in superposition 
form. Examples of 1 qubit, 2 qubit, and 3 qubit states are 
depicted. For example, a three-qubit state can compute and 
work parallel on all eight different values 000, 001, 010, 
011,100, 101, 110, and 111 at the same time.   

B. Quantum Genetic Algorithms and Drones 
Mousavi et al. [195] have proposed a leader-follower 
combination development procedure for a comprehensive 
UAV system. The authors propose multiple objective 
optimization algorithms while considering the subsequent 
cost minimization related to resource consumption of the 
combinations fashioned, increasing the trustworthiness of 
the fashioned combinations, and choosing the best suitable 
UAVs between them. Coalition Formation [196] could be a 
game theory problem in which the agents get together to 
create completely different teams with the most payoffs. 
There is no central controller because the failure of a 
controller can destroy the entire process, and also scaling up 
is difficult. A decentralized process of task allocation [197] 
is followed, where UAVs gain knowledge of the 
environment at runtime during the task [198]. UAV’s divide 
tasks among themselves. They do not apprehend target 
locations and required resources, UAV's locations, and 
available resources. An important factor in coalition 
formation is trustworthiness. During the mission, the leader 
UAV will perform the assigned task by choosing the UAVs 
that have the highest operational capabilities. Each UAV 

encompasses a search state. Once a target is identified by a 
UAV, that UAV becomes a leader and identifies the other 
UAV by passing messages that are available within a small 
distance from the target. These chosen UAV’s will have the 
required resources for completing the task. The leader and 
other identified UAV’s will then form a group and complete 
the task by following the instructions of the leader UAV. The 
authors performed simulations in various scenarios with a 
huge number of UAVs and compared them with existing 
algorithms [199].  
Yu et al. [200] considered the problem of optimizing SDS 
and cracked it using a quantum inherited procedure. First, 
from the dependency matrix of the faulty test and the 
diagnostic strategy, the amplitude of a quantum bit is 
constructed. The objective equation is framed as a dual 
equation by considering the expected test cost and the 
contributed tests. Finally, the mutative process is applied to 
obtain the optimum solution. The mutative process is 
obtained by using quantum encoding, which is constructed 
by considering quantum crossover and change operators. 
Figure 12 shows an example of a two-point quantum 
crossover. The benefit of using quantum encoding is, the 
population diversity can be increased even when a 
population of very small size is available. The global 
optimum of the problem can be reached by applying 
quantum Pauli rotation gates, quantum bit crossover 
operator, and quantum bit change operators. The authors 
applied their proposed algorithm to solve the control moment 
gyro system problem as a real-time application and proved 
that quantum genetic algorithms could solve sequential 
diagnostic problems in an optimized way.  

 
Figure 11: Superposition states of a quantum bit 
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Layeb [201] suggested a quantum-based coordination 
exploration procedure for solving the 0/1 optimization 
problem [202]. The author solved the problem of the 
multidimensional knapsack. Advantages of the algorithm are 
the representation of all possible solutions of a problem as a 
superposition of quantum states [203], quantum 
measurement as they are probabilistic offers a decent range 
to the problem [204], and quantum interference operation 
accentuates the search operation among the best solutions 
[205]. In a multidimensional knapsack, instead of 
considering one knapsack, m-knapsack of volume 𝑐 , 𝑗 =1, . . . , 𝑚 is considered. From the given items, the optimal 𝑥 ’s 
are selected, and the selected item must be present in all the 
knapsack, with their weights depending on the knapsack j, 
for sample, an element which is selected can take load 2 in 
the first knapsack, can have load 6 in the second knapsack, 
and can have load 4 in the third knapsack and so on. The 
main aim of the procedure is to identify a group of elements 
using which the profit can be maximized, and the other 
constraint is the selected items must be available in all 
knapsacks. The authors have shown that representing 
solution states in a superposition of quantum states and by 
using the quantum interference operation, they were able to 
search among the best solutions to achieve the ideal result in 
the state space.  
The idea of solving the pickup and delivery scheduling 
problem was considered by Rizk and Awad [206]. This is an 
important integration or application for the UAV system as 
well. The authors suggested a quantum-based genetic 

procedure for resolving the problem because a quantum 
algorithm has the capability of handling a huge set of 
combinations due to the state superpositions. Quantum 
encoding of states with equal probability of amplitudes for 
states 1 or 0 are used, and their mutation operator, for 
equality condition 𝛼 + 𝛽 = 1 to be satisfied, modifies 
only𝛼and 𝛽 is calculated inside the algorithm. The total 
estimate of the problem is framed by considering the 
positions of start and endpoint, the distance between source 
and destination, the number of agents involved, and also the 
environmental conditions and fitness function are 
reciprocally proportional to the total estimate. The authors 
prove that their formulation has led to an exponential 
increase in search space and shown that they are effective 
even in multiple scenarios.  
Gu et al. [207] present a quantum chromosomal procedure 
for solving job-shop planning. The algorithm consists of sub-
populations, and these sub-populations are further divided 
into clusters, and each cluster is called a cosmos [208]. The 
algorithm uses qubit representation, crossover, mutation, and 
rotation angle operators and also uses a calamity operator to 
evade early merging. First, the original population 
magnitude of all the populations, crossover likelihood, and 
mutation likelihood is initialized. Then represented the 
subpopulation in qubit representation, and for each 
subpopulation based on suitability value, quantum crossover 
and quantum mutation operator are applied. Next, apply the 
calamity operator. If early convergence has not occurred, 
apply the quantum rotation gate and recalculate the value. 

𝑃↓ 𝑃↓    

       ⎯⎯⎯⎯⎯⎯⎯ 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽  
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Figure 12: Example of Two Point Quantum Crossover 

 

 

  ⎯⎯⎯ 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽  ↕ Mutant Q-Bit 

 ′  ⎯⎯⎯⎯ 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛼𝛽 𝛽𝛼 𝛼𝛽 𝛼𝛽 𝛼𝛽  

 
Figure 13: Example of a quantum bit mutation operator 
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Next, the migration strategy is applied for each of the sub-
populations in the universe. For all the universes, the 
quantum crossover operator is applied, and for each 
subpopulation, the best schedule is recorded. The process is 
repeated for all the cosmoses, and finally, the optimum 
solution is displayed.  
Konar et al. [209] proposed a quantum-based genetic process 
and is used for solving multi-objective planning. First, a 
graph called a task graph is constructed along with priority. 
When the tasks arrive for execution, a queue is created. 
Based on the queue size, the size of the chromosome is set, 
and the initial population is randomly produced. The genes 
are evaluated, and a valid solution is selected using the 
capability function, and the capability value is calculated. 
Using the calculated capability value, the most suitable 
genetic material is chosen, and quantum replacement gates 
are applied on quantum bits constructed from the higher 
genetic material to generate a new population. The fitness 
value of each chromosome is evaluated in binary 
representation, and the appropriate chromosome is a 
selection from the population, and the job is scheduled in the 
selected workstation. The process is repeated for all tasks. 
Xing et al. [210] proposed an algorithm for cracking the 
feature of service multicast routing problems in WDM-based 
optical networks. The algorithm uses the ME mechanism to 
increase the convergence speed, AQM operation to avoid the 
algorithm from limited exploration, and a reparation method 
for calculating fitness. Initially, an N-qubit chromosome 𝑄(𝑡) is constructed, all legal paths are calculated using the 
reparation method and stored in 𝑝𝑎𝑡ℎ(𝑡). The finest 𝑝𝑎𝑡ℎ(𝑡) 
is chosen, and its fitness value is calculated and stored. The 
process is repeated till the termination condition is not met. 
Next, 𝑄(𝑡) − 1 is chosen, and  𝑝𝑎𝑡ℎ(𝑡) is constructed and 
evaluated. Find the best 𝑝𝑎𝑡ℎ(𝑡) and store it along with its 
fitness value and apply AQM operation in every iteration. 
The authors have proved that the algorithm performance has 
been improved drastically. 
Dahi et al. [211] proposed a quantum-based genetic 
procedure supported by a quantum rotation gate for 
deciphering the APP. The large quality and availability of the 
facilities projected by mobile networks have created a trade-
off with great standards. The algorithm starts with 

chromosome initialization, creates a mating pool by 
selecting a portion, applies qubit crossover, qubit mutation, 
and interference operators based on quantum principles, 
measures and evaluates the individuals, and replaces the old 
population with the new population. To calculate the 
measurability, productivity, and hardiness of the algorithm, 
the area of the experiment is unit administered on genuine, 
artificial, and arbitrary levels with totally diverse 
proportions, and the authors have shown that their approach 
can solve the APP problem efficiently. 

C. Future Research Directions in Quantum Algorithms 
and Drones  

It is observed that the Quantum drone area is not researched 
much. Quantum algorithms and drones will notice several 
applications in time-period systems, fog computing, and 
mobile-cellular networks. Soft real-time tasks and hard real-
time tasks are the major classifications of period tasks 
relying on deadline compliance. The principal characteristic 
of exhausting time-period systems is to ensure total point 
compliance, and failure to satisfy deadlines ends up in 
ruinous consequences. Contrastingly, the presentation 
amount of soft real-time-period schemes mainly exists 
within the improvement of point compliance. The assorted 
requests of time-period systems embrace medical purpose, 
method management, technical research, satellites, control, 
area systems, sensing element systems, automation, and 
drones. Quantum based genomic process suggested by 
Narayan and Moore [212] has been studied to resolve a large 
set of problems, which includes knapsack problem, 
calculation of the partition problem, blind signal separation 
problem in signal dispensation, IIR systems, traveling 
salesman problem, knapsack, Max Sat problem, and image 
registration. 
Quantum genetic algorithms are capable of solving several 
practical, inspiring difficulties in various manufacturing 
arenas, shipping, wrapping, and network-based areas, the 
feature assortment computation problem, traveling salesman 
computation problem, the variation flow-shop computation 
problem, the container packing computation problem, the 
knapsack computation problem, the lot-sizing computation 
problem, the job-shop computation problem, and the 
quadratic assignment computation problem. In the field of 

 

 
Figure 14:  Classical vs Quantum-Safe Cryptography vs Post-quantum Cryptography 
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fog computing [213], the main challenges to be faced are 
security and trait, mainly for a distributed environment. 
Major open research areas of fog computing include network 
information measures and resource allocation. 

VII. PQC  
Quantum and Post-quantum cryptosystems are different 
domains. QC is likewise based on the HUP. The principle 
says that a particle's momentum cannot be precisely 
quantified. QC applies the principles of quantum mechanics 
to ensure that only the legitimate recipient should be able to 
understand the information. With quantum computers, there 
is always a risk of breaking the keys. Thus, longer keys are 
required to make the communication secure. Post-quantum 
cryptosystems are sometimes referred to as quantum-proof, 
quantum-safe, or quantum-resistant mechanisms as well. 
Post-quantum cryptosystem is an approach that is 
theoretically proven to be secure from any cryptanalytic 
attack using a quantum computer.  A quantum computer 
attack may be blocked using PQC. Complex mathematical 
problems require conventional computers months or even 
years to solve. Quantum computers, if they use Shor's 
algorithm, can destroy math-based systems in just minutes. 
On the other hand, PQC utilizes principles of quantum 
physics to transmit secure communications, and unlike 
mathematical encryption, it is completely un-hackable. 
Figure 14 shows the difference between quantum-safe 
cryptography, classical cryptography, and post-quantum 
cryptography. This work discusses PQC aspects. Details are 
presented as follows.  
 
A. Types of PQC 
PQC is also referred to as a quantum-proof, quantum-safe, or 
quantum attack-resistant system. In the classical 
cryptosystem, there are three types of hard mathematical 
problems, including IFP, DLP, ECDLP. As discussed in the 
previous section, the classical cryptosystems are easy to 
break using Shor and Grover’s algorithms running over 
quantum computers [1].  This section discusses the 
importance of PQC to secure data and applications against 
quantum attacks. Table 5 presents the analysis of recent post-
quantum cryptosystems. In PQC, there are four major types 
of cryptosystems, including code, lattice, hash, and 
multivariate-based cryptosystems. The latest advancements 
in these cryptosystems are discussed as follows.    
 
B. Code-based Cryptosystems  
This section explores code-based cryptography, i.e., 
cryptography primitives that use error-correcting codes for 
security purposes. McEliece [214] cryptosystem was the first 
coding theory-based cryptosystem designed in 1978. In 
[215], Niederreiter’s public key cryptography-based error-
correcting codes scheme is proposed, whose security is 
found to be equivalent to the McEliece scheme. Presently, 
McEleiece and Niederreiter schemes or their variants are 
popularly used in error-correcting codes-based 
cryptosystems. These existing code-based primitives have 

large key sizes. However, attempts have been made to reduce 
the key sizes and improve the performance. A few of these 
schemes are discussed as follows.      
 
i. Code-based Signature Schemes 
This section discusses various code-based signature schemes 
in PQC [2]. In code-based signature schemes, hash-and-sign 
and Fiat-Shamir transformation are two important 
categories. Various variants of these schemes are briefly 
discussed as follows.  
Courtois et al. scheme: This scheme is known as the hash-
and-sign scheme. In 2001, CFS [216] proposed a code-based 
signature scheme with increased error correction capability 
and the ability to find the nearest word to a given codeword. 
This identification of codeword is tried to be identified with 
maximum probability. In the CFS scheme, signatures are 
generated using various operations like hashing, syndrome 
generation, multiplication in field, error pattern analysis, and 
counter value measurements. In this scheme, attacks are also 
observed [2]. For example, generalized birthday attack. To 
avoid such attacks with increased complexity, the signature 
generation time increases proportionately. Thus, this is not 
considered to be a good scheme.  
Stern’s identification scheme: This scheme is a type of 
Fiat-Shamir transformation-based approach in which 
identification schemes are modified to signature schemes. 
This type of scheme is considered to be secure because of the 
use of the random oracle model. In], this scheme is 
associated with a quantum-immune identification system. 
Further, the presence of quantum adversaries, security of 
quantum oracle model, presence of active adversaries, an 
association of Fiat-Shamir results with quantum oracle 
model, and modification of existing identification scheme to 
quantum immune digital signature scheme are some of the 
areas that are yet required to be explored.      
Kabatianskii et al.’s scheme: This is a digital signature 
scheme proposed in 1997 with four variants [217]. This 
scheme uses random error-correcting codes in the signature 
process. In [218], it is observed that this scheme is no more 
secure. Here, the condition to break the signature scheme is 
discussed. As a result, it is found that all three signature 
schemes proposed in the original work are not secure if at 
most 20 signatures are intercepted by an attacker. With this 
interception, an attacker will be able to recover the private 
key. In [218], recommendations are made to improve this 
scheme as well. The improved version has the provision to 
apply the multi-time signature formula. This makes the 
approach more secure compare to the original form.     
Zheng et al.’s scheme: In [219], this code-based ring 
signature scheme is proposed. This approach is an extended 
version of the McEliece-based digital signature scheme 
discussed by Courtois et al. [220]. In [220], it is observed that 
the McEliece-based digital signature scheme is having a 
large key size and signing cost. However, signature length 
and verification costs are very small. Thus, Courtois et al.’s 
extension is not a major variation of the McEliece-based 
digital signature scheme. Melchor et al. [221] observed that 
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Zheng et al.’s scheme is difficult to use in practice and slower 
compared to other approaches.  
Likewise, various code-based cryptography schemes are 
proposed in recent times [216][217][219][222][223]. These 

schemes presently suffer from various attacks (like Overbeck 
attack, attacks over twisted Reed-Solomon codes, and 
attacks over twisted Gabidulin codes). Additionally, there 
are many structural weaknesses in the proposed approaches. 

Table 5: Comparative Analysis of Recent Post-quantum Cryptosystems 
Author Year PQC PKE/DS Major Findings Major Shortcomings 

Courtois et 
al. [216] 

2001 Code-
based 

DS This work has proposed a McEliece-based digital 
signature scheme. The proposed security scheme 
support signature of 81-bits and it is strong 
against syndrome decoding problem.  

The major issues with McEliece-based digital signature are 
(i) large key size which causes implementation difficulties, 
(ii) large digital signature size transmission over limited 
bandwidth causes transmission errors, and (iii) easily prone 
to attacks if implemented in authentication processes.  

Kabatianskii 
et al. [217] 

1997 Code-
based 

DS In this work, random error-correcting codes-
based digital signature scheme. This scheme is 
based on the concept that inspite of the fact that 
the set of correctable syndroms is nonlinear in 
nature, it includes a sizable linear subspace. 

This scheme is old and thereafter many challenges were 
observed in code-based cryptosystems including large key 
size, large digital signature size, and chances of attacks.  

Zheng et al. 
[219] 

2007 Code-
based 

DS In this work, a code-based ring signature scheme 
is proposed. The signature size varies with 
number of members in the ring.  

This work has performed cost and length analysis. However, 
this work can be extended to perform comparative analysis 
with existing code-based approaches to uidentify its 
adaptability to both resourceful and resource-constrained 
environments.  

Malina et al. 
[222] 

2021 Code-
based 

PKE 
& DS 

This work has surveyed the important code-
based cryptography approaches including 
encryption, key exchange and signature-based 
schemes.  

This work has presented several use cases and hardware-
level discussions for PQC. This work can be extended to 
analyze attacks scenarios over use cases and hardware-
based implementation (theoretically or practically).  

Jäämeri [223] 2020 Code-
based 

DS This work has conducted in-depth survey of 
linear codes, and the important error-correcting 
codes that can be used in code-based 
cryptosystem. Further, important classes of 
code-based cryptography are presented with 
attacks and countermeasures.  

This work can be extended to identify the taxonomies in 
various concepts of code-based cryptosystem. Further, 
structural properties and weaknesses can be explored in-
depth. Likwewise, novel countermeasures including rank 
metric adoption in code-based cryptography are found to be 
susceptible to structural attacks. Thus, contruction of rank 
metric can be explored to avoid attacks.  

Kumar et al. 
[224] 

2020 Hash-
based 

DS This work has focused over the eXtended Merkle 
Signature Scheme (XMSS) and its integration with 
security operation center with FPGA-based 
implementation.  

This work is focused over specific use-case. This work can be 
extended for evaluation in other application domains with 
XMSS integration with other post quantum approaches. 
Here, more focus is drawn towards performance evaluation 
and comparative analysis. However, attack or vulnerability-
based analysis or scenarios can be taken in future.  

Lizama-Pérez 
et al. [225] 

2019 Hash-
based 

PKE 
& DS 

This work has proposed a digital signature 
scheme which is based on hash-based post 
quantum and public key cryptography. Here, 
performance of proposed approach is analyzed 
and it is observed that the proposed approach is 
good for mobile networks because of its high 
speed and low hardware requirements.  

This work is focuses over digital signature mechanism 
discussion, mobile network scenario discussion and 
performance analysis. Work can be extended to analyze the 
proposed approach over alternature hardware 
implementation and countermeasure against various 
attacks. Further, lightweightness property of proposed 
approach for resource-constrained devices in IoT network 
can be explored.  

Chalkias et 
al. [226] 

2018 Hash-
based 

PKE 
& DS 

Discussed the blockchain-based post quantum 
cryptography approaches and their advantages 
like short signature, computational efficiency, 
easy customizable option for applications,  

This work can be extended to address issues like how 
blockchain-based post quantum cryptosystem performance 
can be increased with reduction in signature size. Further, 
various graph-based structure and their importance to 
blockchain enabled post quantum approaches can be 
explored. In hash-based digital signature approaches, 
protocols in stateful, stateless and postquantum 
cryptography can be explored in depth.  

Butin et al. 
[227] 

2017 Hash-
based 

DS This work has proposed the integration of XMSS 
hash-based post quantum signature scheme with 
OpenSSL to ensure authentication.  

This work has integrated XMSS with OpenSSL and performed 
some testing and validation of proposed scheme in a specific 
scenario. This work can be extended to test the proposed 
approach against attacks. Further, the chances of 
vulnerabilities and loopholes in taken scenario can be 
considered.  

Potii et al. 
[228] 

2017 Hash-
based 

DS This work has carried out the analysis of digital 
signature algorithms based on hash functions. 
Here, XMSS algorithm is analyzed.  

This work has performed experimentation to analyze the 
delay in key generation, signature generation and 
verification, and priority approach. This work can be 
extended to have more in-depth delay and attack analysis 
with better result presentation.  

Wang et al. 
[229] 

2021 Lattice-
based 

PKE A LWE variant named Learning With Modulus 
(LWM) is proposed in this work. LWM properties 
with comparative to LWE with an addition of 
impromed performance which is comparable to 
Linder-Peikert (LP) scheme.  

This work can be extended to analyze the proposed scheme 
against various attacks. For example, broadcast, algebraic 
and generic attacks are few examples that can be explored 
against proposed scheme.  

Lu and 
Zhang [230] 

2021 Lattice -
based 

PKE This work is a short description of lattice-based 
public-key encryptions (PKEs) and signature 
schemes. Further, Key Encapsulation 
Mechanisms (KEMs) are briefly explored.  

In addition to in-depth computational problem issues, this 
work can be extended to include other challenges including 
attacks, vulnerabilities, algorithmic structures, and various 
comparative analysis of KEMs performances and challenges.  
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For example, rank metric codes are highly susceptible to 
structural attacks, the unfeasible key size is a major challenge 
to secure post-quantum approaches, and structures designed 
can not be uniformly applied to every code-based 
cryptography approach. Among others, syndrome decoding, 
low weight codewords, large weight ternary syndrome 

decoding, McEliece-Goppa syndrome decoding, rank-metric 
syndrome decoding, and syndrome decoding in various other 
metrics are important challenges to address in the future.  
 
C. Lattice-based Cryptosystems 

Table 5 (Continued): Comparative Analysis of Recent Post-quantum Cryptosystems 
Ravi et al. 
[16] 

2021 Lattice -
based 

PKE This work presented an in-depth 
survey over lattice-based key sharing 
schemes. This work has presented the 
algorithms, security aspects, attack 
scenarios and various comparative 
analysis.  

This work is focused over lattice-based schemes discussed in second round 
of NIST. However, work can be extended to focus over finalist scheme in third 
and final round.  

Bisheh-
Niasar et 
al. [231] 

2021 Lattice -
based 

PKE 
& 
DS 

This work has proposed various 
optimization strategies for improving 
different performance requirements 
for 3rd NIST round of PQC 
mechanisms. This work has discussed 
the hardware-based implementation, 
performance and security concerns.  

Here, implementation-based analysis and comparative performance 
measurements is conducted for number theoretic transform (NTT)-based 
polynomial ultiplication accelerator for CRYSTALS-Kyber. Here, major focus is 
drawn towards performance parameters like area, and frequency time.  This 
work can be extended for security parameters-based comparative  analysis. 
A tradeoff between implementation aspects and security parameters in 
comparative analysis would be an imteresting analysis. Further, analysis with 
variation in hardware parameters can be conducted.  

Mazzola et 
al. [232] 

2021 Lattice -
based 

PKE 
& 
DS 

This work has summarized the recent 
lattice-based cryptosystems. The 
performance of various lattice-based 
cryptosystem is compared. 
Additionally, security, vulnerabilities 
and important features of various 
approaches are discussed.  

Various lattice-based cryptosystem issues like side channel attack analysis, 
performance measurement and analysis of internet protocols, and 
hardware-based implementation ae yet to explore and investigate. Thus, a 
large number of issues are pending to resolve before proposing the 
guidelines to use lattice-based system to resourceful and resource-
contrained devices. An efficient system that protects the classical 
cryptosystems from quantum attacks is yet to work out.  

Raviv et al. 
[233] 

2021 Multivariate-
based 

PKE This work has proposed a new 
multivariate public key cryptosystem. 
The strongness of this system relies 
over MinRank algorithm. The 
proposed system is protected from 
kernel and minor attacks.  

This work can be extended to analysyze the proposed system against various 
other attacks (e.g. rank-based attack). The proposed system is tested against 
attack using statistical simulation-based approach. However, this work can 
be extended to apply various other testing and verification approaches.   

Dai [234] 2021 Multivariate-
based 

PKE This work has performed 
cryptanalysis of multivatirate 
cryptosystem based on extended 
clipped Hopfield neural network 
(eCHNN).  

The short cryptanalysis process proposed can be extended for verification 
under different assumptions (e.g. field variation) or using 
simulation/implementation.  

Øygarden 
et al. [229] 

2021 Multivariate-
based 

DS This work has discussed the rank 
attack over multivariate system. 
Thereafter, focus is how this attack is 
effected with projection 
modifications. Here, projection is 
considered as an important 
cryptanalysis tool.  

This work can be extended to include the analysis of direct attacks with 
potential multivariate parameters. Further, variations in parameters could 
result in more outcome-based accurate values and security confirmation.  

Kundu et 
al. [235] 

2020 Multivariate-
based 

DS A computationally faster and secure 
multivariate public key cryptography 
is proposed. A higher degree 
multivariate digital signature 
mechanism is proposed.  

The proposed digital signature-based process is verified using in-depth 
theoretical analysis. This work can be extended with implementation-based 
framework verification and analysis.  

Casanova 
et al. [237] 

2017 Multivariate-
based 

DS This work has discussed the 
properties of Great Multivariate Short 
Signature (GeMSS) briefly.  

The major challenges in this digital signature mechanism is public key size. 
Efforts need to be drawn in reducing the key size.  

Onuki and 
Moriya 
[238] 

2021 Isogeny-
based 

PKE This work discusses the open 
problems in isogeny based 
cryptosystem. A radical-isogeny 
formula of degree 3 and 4 is 
proposed. Elliptic curves are used in 
proposed system.  

This work has focused over open problem in isogeny-based cryptosystem and 
these issues are discussed over proposed system. However, open problems 
like adapatability of isogeny-based cryptosystem or proposed system can be 
discussed for resource-constrained environments. Lack of computational 
power raises challenge to proposed statistical approached to respond in real-
time.   

Buell et al. 
[239] 

2021 Isogeny-
based 

PKE This is a tutorial discussion over 
lattice-based cryptosystem. NTRU 
system is discussed in detail.  

This work can be extended with comparative analysis of NTRU properties 
with other lattice-based or PQC cryptosystems.  

Li et al. 
[240] 

2021 Isogeny-
based 

DS Lightweight, secure and efficient 
lattice-based signature scheme is 
proposed.  

In comparative analysis, major focus is drawn over signature size. Other 
parameters can be taken.  

Qian et al. 
[241] 

2021 Isogeny-
based 

DS Secure, lightweight and efficient 
scheme is proposed for residential 
network. 

Major focus is over lightweight property rather than  performing a formal 
analysis against attacks.  

Lu and 
Zhang 
[242] 

2021 Isogeny-
based 

_ Discuss the lattice-cryptosystem’s 
basic properties, computational 
challenges and security issues briefly. 

No formal, simulation or implementation scenario or aspects are discussed. 
Discussion are brief.  
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As shown in figure 15, there are 8 candidates (CRYSTALS-
DILITHIUM, Round5, CRYSTAL-KYBER, NTRU, 
SABER, FALCON, NTRU Prime, and qTESLA) in the 
lattice-based cryptosystem of NTRU's 2nd round. In the 3rd 
round, 2 finalists (CRYSTAL-KYBER and NTRU) and 1 
alternate (NTRU Prime) lies in public-key encryption, and 2 
(CRYSTALS-DILITHIUM, FALCON) lies in digital 
signature finalists. There are various recent studies 
conducted over lattice-based cryptosystem useful to various 
other technologies or areas. Few of these recent studies are 
discussed as follows.  
 Ravi et al. [16] prepared an in-depth study over lattice-

based cryptosystem. The important lattice-based 
cryptosystem that is discussed in this study includes two 
major classes: LWE/R-based schemes and NTRU-based 
schemes. This article has discussed the algorithms, scope, 
pros, and cons in detail.  

 Qian et al. [241] applied a data aggregation scheme in 
residential networks for smart grids. In this approach, 
lattice-based homomorphic cryptography is applied for 
resisting the networks against quantum attacks. The data 
aggregation approach is an aggregate signature scheme, 
and it is proven to be more secure because of its properties 
in implementing the security aspects, including PQC. In 
this work, the cryptographic algorithms are designed to be 
lightweight so that they can work in residential area 
networks and can give better performance. The proposed 
security model is lightweight, and it is measured with 
computational and communicational costs that occur 
during its implementation in the residential network. In 
terms of security, the proposed approach claims message 
consistency, user privacy, and strong against attacks.  

 Lu and Zhang [242] discussed the computational problems, 
security issues, and research challenges in lattice-based 
cryptography primitives. In this work, the major 
application areas of lattice-based cryptosystem are found 
to be in key exchanges, public key encryptions, and 
signature schemes. This work presents the importance of 
the most promising lattice-based candidates. For example, 
Hyber, LAC, LWE-variants, and few others. In this work, 
general observations of lattice-based cryptosystem and 
associated primitives are briefly explored.  

 Li et al. [240] proposed a lattice-based signature scheme. 
The proposed scheme is tried to be integrated with 
blockchain-enabled systems. In the proposed scheme uses 
bimodal Gaussian distribution to make it a more efficient 
and random oracle model to make it more secure. The 
proposed approach is simulated, and comparative analysis 
with RSA and ECC is drawn. Results show that an increase 
in signature size with an increase in security level is lesser 
compared to RSA and ECC approaches. This concludes 
that the stability of the proposed approach is higher 
compared to other approaches.    

 Buell et al. [239] discussed the basics of lattice-based 
cryptosystem and focused on NTRU public-key encryption 
approach. Discussion over the failure of the RSA 
cryptosystem and adoption of lattice-based cryptosystem is 

proposed in this work. This work discusses the recent 
trends of the problem of short vectors in lattices.      

Likewise, there are many lattice-based approaches proposed 
during recent times. These approaches fall largely in 
LWE/R-based Schemes (LPREncrypt PKE Scheme, and 
Noisy Diffie Hellman Key Exchange), Key Reuse in 
LWE/R-based Schemes, NTRU-based Schemes, or Use of 
Error-Correcting Codes in Lattice-based PKE/KEMs. The 
major challenges in lattice-based cryptosystems include (i) 
selecting the optimal parameters in lattice-based schemes 
that ensure protection against attacks and provide minimum 
distance between two moduli. This can ensure a secure 
lattice-based digital signature approach in the future, (ii) 
achieving an efficient and secure implementation of lattice-
based schemes is important to address, (iii) exploring the 
algebraic structures that provide an ideal lattice with 
optimization to modulo arithmetic can provide faster 
execution to lattice-based schemes, and (iv) memory 
footprint, efficiency, security assistance and applicability of 
implementation to different applications are important 
challenges in this cryptosystem.     
 
D. Hash-based Cryptosystems  
In [224]-[228], various hash-based post-quantum 
cryptosystems are proposed. The major challenges in this 
cryptosystem are (i) large message digest value which makes 
this category not appropriate for resource-constraint devices 
or fast response required resourceful devices. The strongest 
mechanism in this category of the algorithm includes LMSS 
or MSS. In terms of digital signatures, hash-based 
cryptography is an alternative to quantum-proof 
cryptography that is primarily geared at verifying digital 
signatures. Despite the challenges that quantum assaults 
provide for hash-based encryption, digital signatures 
produced by these methods are not number theory issues and 
are protected from attacks that quantum computers use to 
overcome existing cryptography. For each new 
communication, new keys must be produced, and keys from 
past messages must be monitored to avoid key recycling. The 
major challenges in this type of cryptography include large 
signature size, large key size, and complex key generation 
process, and optimization of parameters associated with 
public key encryption or digital signature.       
 
E. Isogeny-based Cryptosystems 
The major challenges identified in isogeny-based 
cryptosystem include [218][220][221][238]-[242]: (i) how to 
avoid fourth root attacks in isogeny walks and cryptanalysis 
processes, (ii) ensuring collision resistance or preimage 
resistance in the use of secure hash functions for graphs of 
supersingular isogenies, (iii) designing strong mechanisms 
that avoid generic (computational-based) and other (active or 
side channel) attacks, and (iv) designing software or libraries 
that improve isogeny-based approach’s performance on 
resource-constrained devices. Many efforts are made to 
propose a supersingular isogeny-based cryptography 
approach having a small key size. This makes an isogeny-
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based system suitable to those applications that required 
limited bandwidth, especially in IoT environments.  
 
F. Multivariate Cryptosystem 
In multivariate cryptosystem, the major challenges observed 
in recent study include: (i) public key size is large (tens of 
Kbytes). Thus, this cryptosystem is suitable for generic 
computers, but a smaller key size is expected to successfully 
implement over small devices having a scarcity of resources. 
In [243], small key size-based schemes are compared to 
identify the machine suitable for various available hardware. 
However, efforts need to be drawn to make it suitable for 
sensor or RFID devices. (ii) Presently, formal security proofs 
of multivariate public key schemes are not explored much. 
Thus, there is a need to focus on matching the theoretical 
results with experimental work, and (iii) The direct and 
structural forms of attacks (like rank and differential attacks) 
are yet required to be analyzed for multivariate 
cryptosystems. In addition to challenges, the multivariate 
approach provides various advantages, including [243]: (i) 
multivariate system provides fast execution compared to 
other post-quantum cryptosystem approaches, (ii) 
multivariate system is more suitable to resource-constrained 
devices (like smart cards, sensors, or RFID devices) because 
of use of simple arithmetic operations in these schemes, and 
(iii) smaller digital signature size compared to other PQC 
approaches is another advantage that this scheme offer to all 
types of devices for fast execution.  

VIII. QFA AND DRONES 
Drones and their application can serve many functions, from 
surveillance to humanitarian aid. The study based on QFA 
focuses on studying a mathematical model based on quantum 
systems with finite memory; QFA’s have outperformed the 
traditional counterparts, serving more straightforward 
techniques, offering relatively robust solutions to specific 
problems. The main three advantages offered by QFA are 
space efficiency in solving promise problems and language 

recognition. The quantum state of such automata is always 
finite-dimensional, helping to characterize the class of 
languages recognizable by QFAs. Some other results 
exploring the parallels between QFAs and Markov chains are 
also an added advantage. The two types of control systems 
as Discrete Event Systems and Continuous Variable 
Dynamic Systems can be studied, where drone applications 
can be explored to empower the measures of QFAs. The 
standard drone uses with QFA allows management to 
understand performance drivers in diagnostics.  
QFA theory can be applied to small devices like drones. 
Quantum superposition is faster compared to probabilistic 
superposition. Likewise, quantum shows many properties 
that give advantages over classical finite automata and can 
be preferred for small devices like drones. Quantum 
dynamics must be reversible, however, which may put 
computational constraints on machines having a scarcity of 
memory. Drones have a scarcity of resources. QFA is not yet 
explored for drones. However, finite state automata have 
shown various advantages to drones. For example, 
Hoffmann et al. [244] discussed the use case of drone 
control. Drone control feature is required in single drone 
movement for applications (like aid in disaster recovery, 
sanitization, medicine transfer) or multi-drone activity for 
collision avoidance. Drone states can be defined with 
automata network encoding, and the drone’s controlled and 
exogenous states can be defined. Figure 16 shows an 
example of a finite-state machine for quantum drone-based 
patrolling and data communication. This way, an in-depth 
analysis of drone states can be determined, and drone 
movements can be controlled. For example, the formation of 
the finite state machine for multiple UAVs to solve an 
assigned task is shown in figure 17. Zhou et al. [245] 
discussed the problem of solving the formation of multiple 
UAV’s using finite state automata. The steps followed for 
multiple UAV movement in finite machine are described as 
follows: 

 
Figure 15:  NTRU’s 2nd and 3rd Rounds of Post-quantum Cryptography 
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1. Models considered during UAV formation are free to fly 
M1, creating the initial formation M2, retaining the 
formation M2, update the formation M4, avoid formation 
M5. 

2. Based on the UAV formation in Step 1, updating the 
situation between the states of the two UAV’s is 
determined. UAV’s initial command for formation is 
named as C1; constraints are satisfied by the formation is 
named as C2, the existence of an obstacle within a range 
is defined as C3, No obstacle existence within a range is 
denoted as C4, a UAV joins the formation is denoted as 
C5, a UAV leaves the formation is named as C6, UAV’s 
start a combined task is defined as C7, UAV’s end a 
combined task is defined as C8, the command for 
destroying formation is denoted as C9. 

Small size QFA is also possible. Small-sized QFA exhibit 
periodic behaviors [246], making quantum computing and 
paradigm better than classical devices. Thus, this may be 
good for resource constraint devices like drones. Bianchi et 
al. [246] studied Bertoni’s statistical framework for the 
synthesis of small QFA. Further, efforts are made to improve 
the size of QFA by varying the modules. Additionally, the 
solution to promise problems on different QFA is important 
for resource-constrained devices. This is because of a 
significant reduction in the number of states as compared to 
classical finite automata. Hoffmann et al. [244] also 
discussed one case study of human-robot collaboration. This 
study helps determine the state of a machine or robot and 
how humans can efficiently control it. Similarly, work can 
be extended to study the importance of the promise problem 
in QFA and drones for reducing the states and achieving 
maximum efficiency in operations. There are three types of 
QFA that are widely discussed in recent studies. This 
includes (i) One-way QFA, (ii) Two-way QFA, and (iii) 
Enhanced QFA. The quantum interactive proof systems 
correlate with algebra and QFA models such as 1-way QFAs. 

Latvian QFAs can be hit on to the market and the needs with 
drone applications in terms of several parameters such as 
computational power, closure properties, comparison, and 
inclusive relation with the models used in QFAs.  

IX. CHALLENGES, LIMITATIONS, AND DISCUSSIONS 
This section discusses the important research challenges, 
limitations, and findings in quantum computing or related 
studies. Details are discussed as follows [247]-[258].   
 
A. Research Challenges 
Although the quantum area is not new, there is a wide scope 
of improvements in quantum associated applications, 
systems and  
 Lack of Efficient Devices: Universal quantum computer 

devices from IBM, Google, and Intel appear genuine. 
However, there is typically a lower number of qubits 
available for usage due to error correction. So, nowadays, 
even an average laptop can use software tools to simulate 
the functioning of 30–40 qubits, as shown by an ordinary 
laptop. 

 Quantum Computing and Healthcare: Quantum computing 
and storage facility may be a repository for Big Data 
analytics in the healthcare industry. Data is distributed 
widely across the healthcare industry, making it easier to 
extract data from. It is worth doing because of the 
fundamental units of Quantum computing in removing the 
heterogeneity or variety problem in Big data.  

 Gate error, relaxation, dephasing, readout error, and 
crosstalk are all examples of disturbances and defects that 
may occur in quantum computers in the contemporary age 
of quantum computing. Aside from that, they offer a 
limited number of qubits that are connected in a certain 
way. 

 Input and correlation cost: Quantum algorithms may be 
useful for processing data but are rarely advantageous for 

 
Figure 16:  An Example of Finite-state Machine for Quantum Drone-based Patrolling and Data Communication 
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reading data. The reading of the input in certain instances 
drives the cost of quantum algorithms. This needs further 
investigation. Further, quantum algorithms are needed to 
be explored for correlating inputs to outputs. In recent 
observations, quantum computing is found to be costly in 
this machine learning-integrated scenarios, i.e., learning 
the solution from quantum algorithm as a bit string makes 
QML inefficient.  

 Variation in performance: The performance of quantum 
algorithms varies with domain and application. In certain 
scenarios, heuristic approaches or post-quantum 
mechanisms are found to be better. Thus, there is a need to 
mark quantum algorithms before claiming them to be the 
most efficient approach.  

 Improvement in Quantum Entanglement: Recently, many 
studies realizes the importance of quantum entanglement 
in different applications. Likewise, simulations for 
quantum entanglement have proposed improvements in 
various factors like coupling, sustainability, and returned 
fields. However, this work needs to be extended in many 
other quantum entanglement improvement directions like 
pure states, ensembles, improving density metrics, and 
non-local or steerable states.  

 Cost Issues:  Quantum devices are costly as compared to 
classical devices. For example, efforts are performed to 
lower the cost of a cryogenic refrigerator [255].  

 Quantum radar issues: In quantum radars, there are many 
issues, including minimization of signal losses due to 
wires, design, material, diameter and length of wires, the 
architecture of signal flow, total cost reduction, optimal 
cooling units, and associated parameters, novel designs 
requiring low temperature-based operating conditions, 
cryogenic dilution refrigerators usage and improving 
transit power are few issues need to be handled.  

 Lack of hybrid quantum-classical algorithms: There is a 

lack of hybrid classical-quantum algorithms. Such 
algorithms are capable of executing the critical part over 
quantum computers and another bulky part over classical 
computers. This progression can make error-free 
computational feasibilities. Thus, it would be easier to 
handle the computational tasks with the present conditions 
of a noisy quantum computing environment.  

 Lack of large-scale quantum computing: To solve complex 
challenges, a quantum computer is expected in nearby 
future. Large scale computing is possible through various 
means, including efficient hardware (i.e., physical 
implementation), more qubit design computer, distributed 
topologies, algorithm optimization with less storage, MLor 
deep quantum learning, and quantum logic gates and 
circuits, variations in the type of qubits, and efficient 
electronic design for qubits.  

 Scope of new solutions: Quantum computing has the 
potential to provide environment-friendly technologies and 
solutions. Solutions like new energy and power system 
with heat, water, and wind would be interesting to 
investigate. Thus, it has wide research scope to explore.  

  
B. Limitations  
This section explores the major limitations in studied areas. 
Details are presented as follows.  
 The present quantum computing has the limitation of 

representing one classical result in output irrespective of 
the qubit property of holding multiple values. This property 
indicates that the output will be probabilistic rather than 
deterministic. Here, if the desired outcome is not achieved, 
then multiple and repeated runs must be executed.  

 The decoherence issue caused by vibrations, temperature 
variation, electromagnetic waves' nature, and other 
environment interaction destroys the quantum properties. 
Thus, the presently designed quantum computers are not 

 
Figure 17:  State diagram representation of Finite State Automata 
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expected to return correct results. The existing hardware to 
maintain coherence is not sufficient. Thus, there is a need 
to design and manufacture hardware that supports large-
scale computations.  

 The present quantum or classical computers are affected by 
various sources of errors. There are no QEC schemes that 
consume a large number of qubits for error correction. 
There is a need for such algorithms that handle storage, 
logic, and computational facilities efficiently by reducing 
the complexity of their execution.  

 The present quantum computers have 65-qubit availability, 
and efforts are in progress to make 1121-qubit computers 
by 2023 [256]. Thus, the present quantum computers have 
very limited quantum bits support, which is not sufficient 
to perform heavy computational tasks.  

 There is a lack of optimization algorithms and other 
algorithms that perform meaningful tasks. Without these 
algorithms, it would be difficult to perform useful tasks in 
a noisy environment. Thus, there is a need to overcome this 
limitation.   
 

C. Important Discussions 
Quantum areas for evolving day by day. Pakin and Coles [259] 
identified 6 key application areas of quantum technology. This 
includes quantum computing, communication, sensing, 
simulation, science, and AI. Quantum computing is itself a big 
domain. It incorporates various other concepts, including qubit 
implementations, gates, circuits, algorithms, interfaces, and 
software components. In [259], the important aspects, 
directions, application areas, and principles are discussed in 
detail. Further, the importance of quantum concepts, their 
relation to lack of international policy, inaction, and consensus 
and risks in various sectors are explored. Here, it is strongly 
emphasized that quantum technology is playing and will 
continue to plan an important role for entrepreneurs, scientists, 
programmers, and governments, provided this technology 
should ensure ethical guidelines. In a real-world scenario, 
quantum is having importance and applications in various 
areas, including finance, chemistry, traffic engineering, space 
exploration, cryptography, environment-friendly solutions, 
cloud computing, distributed navigation and coordination, and 
many more [259]. Among these, quantum drones, satellites, 
and networks can be popularly used for mission planning and 
scheduling, distributed navigations and coordination, object 
detection, environment cleaning, quantum internet, and space 
exploration. In another attempt, Liu et al. [260] discussed the 
first approach in designing mobile entanglement distribution 
using drones. This approach is designed to work in all weather 
conditions. This multi-weather system is flexible and cost-
effective in QKD teleportation, repeaters, and other areas. The 
quantum-based technologies can integrate existing 
infrastructure with long-distance connectivity and are helpful 
for space, air, and underwater technologies and networks. Ball 
et al. [261] discussed the importance of software tools in 
quantum control solutions. Real-time experiments-based 
observations are identified for reducing the error and noise and 
improving the performance of the quantum computer. In 

conclusion, various recent studies have opted for the design, 
development, and implementation of quantum-based software 
and hardware for different applications. Among these 
applications, space-based computing and network is an 
important area. Increasing the capabilities of quantum 
associated software and hardware can improve the technical 
capability in space as well, which has already shown its 
importance to various areas.    

X. CONCLUSION AND FUTURE DIRECTIONS 
This work has reviewed the recent studies over quantum 
drones, satellites, attacks, architectures, algorithms, and 
quantum and PQC aspects. Further, this work addresses the 
recent research directions, challenges, limitations, and 
futuristic aspects in these areas. As quantum computing and 
associated aspects are expected to hold tremendous potential 
in nearby times, this work will be useful to explore the various 
directions in the quantum area. Thus, this work describes 
various research directions, challenges, and futuristic aspects 
of quantum drones, architectures, algorithms, satellites, IoDs, 
a constellation of satellites, long-distance communication, 
attacks over quantum networks and communication, and PQC 
aspects. It has been observed that the area of quantum 
computing is not new, but there exist various concepts like a 
quantum drone, satellites, networks, and communication that 
are still in an infant stage.  
 
A. Future Directions    
This work can be extended in various directions. Details are 
presented as follows. 
 In-depth hybrid algorithm analysis: The present survey 

starts with taxonomy and covers the major issues in different 
domains. However, a specific topic like a hybrid algorithm ( 
i.e., algorithms that partially run over quantum computers 
and partially over hybrid computers) can be taken up for in-
depth study. Here, an analysis of the hybrid algorithm, its 
importance, and comparative analysis would be interesting 
to explore in the future.  

 Simulating network behaviors: quantum drones, quantum 
satellites, a constellation of quantum satellites, internet of 
quantum drones, and related areas are recently designed and 
developed. There are a large set of applications associated 
with this area. This includes environment cleaning, carbon 
dioxide and hydrogen control, clean technology, modeling 
energy systems (such as heat, water, and wind), the internet 
of planetary things, and many more. Most of these concepts 
may take time to develop. Thus, simulation software could 
be designed, developed, or explored that helps in advancing 
quantum-related applications or domains.  

 Quantum cybersecurity, attacks, and warfare: As discussed 
earlier, quantum networks may have multiple systems like 
radars, underwater drones, satellites, magnetometers, 
chemical detectors, transmitters, and receivers. A study of 
these systems and their properties would be useful to explore 
for identifying and handling associated challenges. In these 
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systems and their networks, the chances of cyberattacks can 
not be neglected. Thus, areas like quantum cybersecurity, 
attacks, and warfare can be explored to have prior 
knowledge and designing the countermeasures.  

 Quantum material and electronic developments: quantum 
matters like oxide-based quantum matter, electronic and 
magnetic structures, and transistors play an important role in 
major information and communication technologies. Thus, 
work can be extended to explore the feasibility of similar 
materials and their importance in designing new quantum 
directions.  

 Detailed study over numerical or statistical methods: This 
work can be extended to explore numerical and statistical 
methods used to predict quantum machine properties. For 
example, numerical methods for determining arbitrary 
quantum spin model behavior would be interesting to 
explore. 

 Quantum Computing for Trajectory Planning and UAVs: In 
[262]-[264], quantum computing is associated with UAVs, 
their trajectory planning, and their applications in real life. 
In [262] quantum-inspired reinforcement learning algorithm 
is proposed. In this algorithm, selection policy and 
reinforcement strategies are proposed to improve the results. 
Here, quantum computation theory is used. Likewise, this 
work can be extended to apply different quantum finite 
automata for analyzing the steps and optimizing the results.    

 Blind Quantum Computation: Quantum infrastructure can 
keep the privacy of resources in addition to fast processing. 
In blind quantum computation, input, computation function, 
and output are hidden from the computer. In recent studies, 
various efforts are made to propose frameworks and 
algorithms for blind quantum computations. However, its 
real advantages to applications are yet to be explored in 
detail, which help solve considerable challenges to quantum 
clouds. Thus there is a need to examine quantum clouds, 
blind quantum computations for clouds, and their usages to 
real-time applications.  
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