
Received February 27, 2021, accepted March 10, 2021, date of publication March 17, 2021, date of current version March 30, 2021.

Digital Object Identifier 10.1109/ACCESS.2021.3066778

Survey of Security Protocols and Vulnerabilities
in Unmanned Aerial Vehicles

ARSLAN SHAFIQUE 1, ABID MEHMOOD 2, (Member, IEEE), AND MOURAD ELHADEF2
1Department of Electrical Engineering, Riphah International University, Islamabad 46000, Pakistan
2Department of Computer Science and Information Technology, Abu Dhabi University, Abu Dhabi, United Arab Emirates

Corresponding author: Arslan Shafique (arslan.shafique@riphah.edu.pk)

This work was supported by Abu Dhabi University, UAE.

ABSTRACT With the rapid growth in technology, the use of Unmanned Aerial Vehicles (UAVs) have

increased in civil and military applications including rescue operations, disaster recovery, and military

operations. Despite the utility and advantages of UAVs, they may lead to major security breaches in the

context of hardware, software, and communication channel, due their ease of use and availability. UAVs are

vulnerable to various types of attacks such as spoofing, false data injection, jamming, fuzzing, availability,

confidentiality, and integrity attacks. To overcome these security threats, researchers have been investigating

strong security protocols to keep UAVs safe from the attackers. Nevertheless, there are many flaws in the

developed protocols which can be exploited by hackers. Therefore, it is becomes crucial to study and analyze

the existing security protocols used in UAVs to discover and address their vulnerabilities and weaknesses.

The purpose of this study is to explore the vulnerabilities in the security protocols and propose guidelines to

improve the security and provide future research directions.

INDEX TERMS Unmanned aerial vehicles (UAVs), security, vulnerabilities, attacks, drones, security threats.

I. INTRODUCTION

The Unmanned Aerial Vehicles (UAVs), also known as

drones, have the capability of flying with and without a

human pilot, and can be remotely controlled by wireless

connections such as WiFi or radio. Other flying objects such

as quadcopters and gliders can also be classified as UAVs.

Recently, military has intensified the use of UAVs for critical

operations in order to reduce the exposure of their valued

human resources in high-risk environments. Apart from mil-

itary uses, there are several other applications in the private

sectors as well. These applications include search and rescue

missions, surveillance, fire-fighting, courier services, . . . [1].

UAV applications are exponentially expanding because of its

rapid movement, lowmaintenance cost, and its ability to float

and monitor real-time environments.

Figure 1 shows a sample from the various applications of

UAVs. The advanced features of UAVs include the ability to

carry heavy payloads, detection of mines, and scanning of

unethical/unwanted activities in certain areas. All of these

features are made possible thanks to the recent advance-

ment in software and hardware technologies. In particu-

lar, Artificial Intelligence and Machine Learning have been
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FIGURE 1. Applications of UAVs.

playing a vital role in enabling UAVs to perform complex and

sophisticated tasks. This has resulted in making UAVs highly

susceptible to security threats.

UAVs are prone to different security threats and can be

attacked in various ways. The consequences of some attacks
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can be devastating. Even the expensive professional ones are

not secure [2], [3]. Some of the attacks focus on stealing

information affecting hence its integrity, confidentiality and

availability [4]. UAVs carry and transfer a lot of informa-

tion using their communication channels. Such information

exchange should be secured. The information can be in dif-

ferent forms such as images, text, audio and videos. Several

encryption schemes are available in the literature by which

one can encrypt the sensitive information [5], [6].

The fundamental security concern about the communica-

tion protocols is how to secure the data that is being sent

over an insecure connection such as WiFi. UAVs normally

send the data to the ground station over a wireless link which

can be easily targeted by the attackers. To prevent the data

from being intercepted by the attackers, the data should be

protected. One common mechanism used to protect the data

is use of encryption. For instance, the Advanced Encryption

Standard (AES) is one of the secure mechanisms used nowa-

days. However, it cannot be used efficiently in real-time appli-

cations because of the communication overhead, especially

where the data transfer rate is very high [7].

The other major concern about the security of UAVs is an

attacker interfering with the UAVs in various ways to either

take control of the UAVs or disabling the communication

between the UAVs and the ground control station (GCS).

Different attacks, which can be launched against UAVs to

either take control or disable the communication, include

jamming [8], spoofing [9], and false data injection [10]

attacks.

In this section, we will describe the different components

of a UAV system and how the information flows between

these components. We will also highlight the motivations

behind this study and discuss the contributions of this survey

paper.

A. UAV SYSTEM

Knowing the components of UAV systems and how the

information flows between them is crucial in analyzing their

vulnerabilities. In addition, UAVs are highly exposed to tech-

nical system failures. The basic components of UAVs and the

information flows between them are described in Figure 2.

The UAV base system is built for UAVs which is respon-

sible for linking all the components together. It is used

for inter-component communications, and for controlling

the sensors and the communication/navigation systems. The

UAV base system is also used for the integration of the

optional components, e.g., the weapon systems. The UAV

sensor system is composed of all the sensory equipment,

with integrated pre-processing functionalities, such as sen-

sors with cameras, GPS, and radars. The avionic system

is responsible for executing control commands received

from the controller such as engine commands, spoilers,

flaps, and stabilizers. UAVs rely mainly on a wireless com-

munication system which can either be a direct line of

sight communication or indirect communication through

satellites.

FIGURE 2. UAV components and information flows.

To attack a UAV, an attacker must influence the UAV exter-

nally unless the attacker has a physical access to its system.

Due to the wireless nature of UAVs’ communication system,

they are highly dependent on external inputs. This provides

various input channels for an attacker to attack their systems.

As shown in Figure 2, information flows between the UAV

and its environment through various channels. The bidirec-

tional communication between the communication system

and the GCS is the most exposed channel that can be used

in an attack. The second most critical component is the infor-

mation flow from the environment to the UAV sensors. These

two links are very receptive to manipulations. Furthermore,

the reliability of the sensors cannot be trusted. The key to

control a UAV during a cyber-attack is the host’s knowledge

about the receptiveness of the components to the commands.

There are various cyber-attacks which could be used to

exploit vulnerabilities of existing UAV systems. GPS jam-

ming and spoofing are one of them. Jamming refers to the

process of preventing the host from receiving the normal

signal. While, spoofing encompasses the process of sending a

malicious signal to foul the host to consider it as a legitimate

one. Another form of intrusion attacks that exploits the GPS

functionalities and that can be used to attack a UAV is the

‘‘GPS spoofing attack’’. I such intrusion, the attacker can

overlay the GPS signal by a spoofed GPS system with a

stronger signal. This leads to the false estimation of theUAV’s

current position. Attacks on UAVs have been continuously

investigated by researchers in order to explore them in depth

and to develop countermeasures that will make the future

generations of UAVs more secure and less prone to attacks.

B. MOTIVATIONS

In the last decades, several review papers related to the

security of UAVs were published [11]–[15]. Most of those

reviews are not comprehensive and addressed only few
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security concerns. In addition, the protocols discussed are not

properly scrutinized for security and vulnerabilities. To the

best of our knowledge, there is no exhaustive survey in the

literature that overviews all possible security threats and the

vulnerabilities that exist in the security protocols used in

UAVs. Our survey explores two major aspects which are:

• Security protocols used to secure the UAVs.

• Vulnerabilities in the existing security protocols.

The first generations of drones were initially used mainly

by the military for relief operations such as delivering of

goods and rescue operations as shown in Figure 1. Nowadays,

UAVs are widely used for civil applications such as capturing

images and videos of different areas. Due to the ease of

availability and the tremendous increase in their applications,

UAVs are becoming a very attractive target for cyber crim-

inals. As a matter of fact, it is riskier to execute sensitive

operations like rescue operations via UAVs without a strong

security protocol. The protocols that secure the UAVs must

be strong enough to resist different types of cyber-attacks on

availability, such as denial of service attacks (DoS), or confi-

dentiality and integrity attacks. The vulnerabilities that exist

in the security protocols can lead to different cyber-threats.

To prevent the UAVs from cyber-threats, the security pro-

tocols used in the UAVs should be free of vulnerabilities.

Several security protocols have been proposed recently and

some of them offer a very good sense of security. However,

it remains crucial to find out the vulnerabilities in the existing

security protocols. Exploring vulnerabilities and providing

solutions to the corresponding vulnerabilities is the basic

motivation behind the proposed survey.

C. CONTRIBUTIONS OF THIS SURVEY

Several survey papers were published recently highlighting

issues related to the security of UAVs such as, secure com-

munication, intrusion detection, and security of the routing

protocols used by UAVs [11], [16]–[19]. Most of these survey

papers have discussed UAVs’ security in a very sophisticated

manner, However, to the best of our knowledge, only few of

the existing survey papers have reflected upon the vulner-

abilities of the UAVs’ security protocols. In [16], security

vulnerabilities of UAVs were discussed. The survey paper

highlighted the vulnerabilities that can be used to attackUAVs

such as attacks on the communication and control systems,

spoofing, and jamming attacks. However, the paper did not

discuss on how to secure UAVs from the attacks.

Zhi et. al discussed security and privacy issues of UAVs

in [17]. The two major categories of attacks were covered:

i) spoofing attack, and ii) WiFi attacks. However, the survey

paper is not comprehensive as it lacks in-depth discussions on

UAVs’ vulnerabilities and attacks. In [18], secure communi-

cation protocols used in UAVs and their vulnerabilities were

discussed. Nevertheless, the review paper does not discuss

the techniques used to prevent cyber-attacks. A comparison

of the proposed survey and the most recent review papers

related to UAVs’ security is given in Table 1. In our survey

paper, we have covered all the important aspects such as UAV

security, vulnerabilities in the existing protocols, and their

countermeasures.

The contributions of this survey are as follows:

• We have done an in-depth literature review of the past

research work related to the security of UAVs.

• We have analyzed the vulnerabilities that exist in the

security protocols and provided possible solutions to

overcome the issues of the existing security protocols.

• We have explained and analysed how different vul-

nerabilities such as WiFi insecurity, jamming attacks,

fuzzing attacks, . . ., can be used to attack the UAVs.

• Wehave also highlighted the vulnerabilities in the packet

forwarding and routing protocols used in UAVs and how

they can be a threat to the security.

• Last, but not the least, we have highlighted the number

of possible future research directions to enhance the

security of the UAVs.

In this paper, we will highlight the existing security pro-

tocols for UAVs. We will also analyze the vulnerabilities in

the existing protocols. This research study is organized as

follows: Section II is devoted to the survey of the existing

security protocols which are designed in the past few years

to enhance the security of UAVs. In Section III, the vul-

nerabilities in the UAVs’ security protocols are discussed.

In Section V, we will propose potential research directions

and Section VI will conclude the paper.

II. SECURITY IN UAVS

The use of drones brought several advantages that include

commercial gains as well as personal benefits. However,

there are several drawbacks related to security, safety, and

privacy, which must be addressed before fully relying on

them [20], [21].

The drones used by cyber criminals or terrorists can invade

the privacy of the individuals as well as the privacy and

safety of the general public. A number of drone properties

are utilized in attacks that include high-level operations and

unauthorized inspections. Drone utilization involves unau-

thorized spying on individuals, resulting in safety and privacy

issues [22]. Drones must not be used to capture images of

individuals and record their videos without their prior con-

sent. The use of drones must be prohibited in residential areas

and public properties that cause privacy issues, as the images

captured by these drones may be used for illegal purposes

that include scamming. Most of the drones nowadays are

WiFi enabled so that the captured video can be broadcasted to

smart devices. Some drones also use WiFi for remote control

using smart mobile devices. As the WiFi connections are not

strongly protected due to weak passwords, the attackers can

easily access the WiFi and interfere with the communication,

especially when there is no encryption protocol applied to

WiFi passwords. [23].

Attackers can also use their unauthorized UAVs to destroy

the authorized UAVs by performing physical collisions.
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TABLE 1. Comparison of the current survey with existing review papers.

As the unauthorized and authorized UAVs come across

often, it is crucial to avoid any collision between them.

Several modes were investigated by researchers to prevent

UAVs from colliding [24]. The purpose was to design a

UAV-Sense-and-Avoid (SAA) system to sense and elude

the obstacles placed by the attackers. Another mode for

SAA was also introduced by Barfield in [25]. Barfield

proposed an autonomous collision avoidance system that

is fully capable to protect the UAVs from any unneces-

sary accidents. Practical trials showed no failure during

the tested the flights. The collision avoidance algorithms

were designed to accomplish some important challenges that

include Individual Collision Avoidance (ICA) and Group

Collision Avoidance (GCA) [26]. Another method was pre-

sented by Yang et al. in [27] was based on a UAV 3D path

planning, which consists of locating a collision-free path in

a 3D cluttered environment considering geometric, physical,

and temporal constraints. Different obstacle-collision avoid-

ance methods were also presented to overcome any obsta-

cle facing the UAVs. In [28], Ueno et al. presented a new

algorithm that enables an UAV to accurately locate objects

in its vicinity. In [29], Brandt et al. stated that quad-rotors

are more suitable to operate indoors due to their flexible

and fine-controlled operations in small and confined areas.

Furthermore, an algorithm was presented by Israelsen et al.

tomanually control UAVs using automatic Obstacle Collision

Avoidance (OCA) [30].

In addition to protecting the UAVs from collisions, it is

very important to protect the communication between the

UAVs and the GCS. For secure communication, several secu-

rity protocols are proposed. The use of security protocols

depends on the nature of the application which we will dis-

cuss later. The security protocols for UAVs can be broadly

classified into three categories: i) secure communication,

ii) physical layer security, and iii) intrusion detection system.

The schematic diagram for the security protocols used in

UAVs are shown in Figure 3.

A. SECURE COMMUNICATION IN UAVS

UAVs can be utilized for the surveillance of a large area

without any additional help from the network infrastructure.

During the flight, UAVs communicate with the GCS and

continuously exchange important information. This exchange

of information creates new challenges due to the dynamic

topology. UAVs are frequently used for data transmission

from one node to the GCS. The transmitted data can be

attacked in various ways. In most of the military applica-

tions, the sensitive information is sent between two authentic
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FIGURE 3. Security categories in UAVs.

users through the wireless communication channels. As the

wireless channel is an insecure medium, it is quite possible

to access the information by initiating cyber-attacks such as

integrity, availability, and confidentiality attacks. To protect

the information from the attackers, different types of security

protocols are used to secure the transmission and authenticate

the users. For example, symmetric and asymmetric security

protocols are used to secure the communication between the

UAV and the GCS. In symmetric security protocols, only

one private shared key can be used for the encryption and

decryption process. While in asymmetric security protocols,

two different keys, one private and one public, are used.

Public key is used for encryption whereas private key is

used for decryption. These two types of security protocols

are further discussed in sections II-A1 and II-A2. Section II-

A2 also highlights the authentication protocols that are used

to verify the identity the transmitter, i.e., guarantee that the

received message is authentic and was not sent by an attacker.

Section II-A3 presents lightweight authentication protocols

which are used where less memory and low computational

complexity are required.

1) CRYPTOGRAPHIC SYMMETRIC SECURITY PROTOCOLS

To ensure integrity, confidentiality, and availability, crypto-

graphic protocols are frequently used. In particular, symmet-

ric protocols are used to protect the sensitive data such as text,

images, audio, and video. In symmetric security protocols,

the same key is used to encrypt and decrypt the information,

i.e., the transmitter and receiver must have identical keys to

access the original information. One time pad (OTP) is an

example of symmetric security protocols, which is often used

to secure the transmission. To secure the data, OTP requires

the same key size as the size of the data. For example, in the

case of images, if an image contains M rows and N columns

of pixels, the key must be equal to the length of the original

image, i.e., M × N . In [31], the security of the wireless

communication MAV link is enhanced using OTP encryp-

tion. To secure the transmitted data, an encryption-decryption

function is used. There are several commands to control the

UAVs, such as start UAV, takeoff command, and autopilot

enable. All these commands are in the form of bits which

can be represented by 0 or 1. By combining the different bits,

a long text can be created which can be secured by using an

encryption scheme.

OTP-based encryption schemes have some drawbacks. For

instance, the key size must be equal to the length of the data.

If we want to send a large size data, we must share the key

with the receiver. Hence, key distribution becomes a problem

as it consumes a lot of bandwidth. Moreover, the key can be

only used once, which means for each secure transmission

there is a need for a new key [31]. The scheme proposed

in [31] can be improved in terms of security by applying some

robust transformation techniques such as discrete wavelet and

discrete cosine transforms. These techniques first convert the

original message into different frequency coefficients which

are completely different from the original message. More-

over, transformation performed using frequency coefficients

is faster as compared to transformation performed directly on

the original message [32], [33].

In [34], a chaotic Lorenz system is used that encrypts and

decrypts the original and transformed messages, respectively.

Chaotic Lorenze systems have long-term unpredictability and

can generate more randomness with minor changes in the

seed values. The UAV collects the data from the sensors and

camera, and passes them to the Lorenz chaotic based encoder.

It does not directly encrypt the plain message. All the infor-

mation is converted into bits and then undergoes encryption.

The bits are continuously encrypted till the end of the orig-

inal data. Following the encryption process, the UAV sends

the encrypted information to the receiver which decrypts

it by applying the reverse process of the chaotic Lorenze

system. The proposed encryption scheme is symmetric in

nature which means that the receiver uses the same key by

which the original data was encrypted by the transmitter.

However, the proposed protocol [34] has some weaknesses

as well. For instance, there is no data scrambling process in

the proposed technique. In fact, the security of any encryp-

tion scheme depends on both confusion (scrambling) and

diffusion [35].

2) CRYPTOGRAPHIC ASYMMETRIC SECURITY PROTOCOLS

In asymmetric security protocols, two different keys are used.

One is the public key, while the other is the private key.

The user at the transmitter and receiver ends encrypts and

decrypts the information using the public key and private key,

respectively. The secrecy of the public key is not necessary

because if anyone encrypts the information using the pub-

lic key, it cannot be decrypted with that same public key.

To retrieve the information, a secret (private) key must be

used instead of the public key. In [36], to check whether the

data received by the UAV is sent from the authentic ground

station or the eavesdropper, the authors have proposed a data

authentication protocol using an asymmetric key algorithm

technique.
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Asymmetric security protocols are used for the secure

transmission of messages between the UAV and the GCS.

However, because of the communication overhead, asymmet-

ric protocols are mostly used for the symmetric key exchange

between the UAV and the GCS. Asymmetric security proto-

cols are also used to ensure the integrity of the transmitted

data between different sensors or devices.

In [36], X.509 certificate with the elliptic curve cryptog-

raphy (ECC) is used. By using X.509, the generated sig-

nature is shorter in length which makes the authentication

process significantly faster. The scheme proposed in [37]

performs signature verification after receiving the data. Once

the UAV receives the data from the ground station or eaves-

dropper, the UAV executes the verification process to check

the authenticity of the data before performing the final action.

On the sender side, the 164 bits hash is generated using

the SHA-1 algorithm. The hash is then encrypted using

the public key before sending it to the other node. At the

receiver end, the hash will be decrypted using the private

key and then the hash of the original message is calculated

by the receiver. In the last step, the receiver will compare

both hashes, and if there is no difference between them,

the receivedmessage is deemed verified andwas notmodified

by an unauthorized person.

The asymmetric security protocols can enhance the secu-

rity of the Automatic Dependent Surveillance Broadcast

(ADS-B) [36]. The ADS-B is an air traffic surveillance pro-

tocol which is unacceptably insecure. The ADS-B is used

to detect the other UAVs flying in the surrounding area.

There are some major problems with the ADS-B which

include the lack of built-in security mechanisms such as

authentication codes and encryption modules that protect

against the tampering of data and eavesdroppers, respectively.

It is critical that the technology used in the ADS-B must

meet the security requirements. In [36], Wesson et al. have

raised a question; ‘‘Can an asymmetric cryptographic secu-

rity protocol enhance the security of ADS-B?’’. To address

this question, the existing cryptographic security protocols

that are designed for the information exchange between the

GCS and the UAV are evaluated on the basis of their char-

acteristics to make the ADS-B more secure. After evaluating

the cryptography in ADS-B, Wesson et al. declared that the

asymmetric-key elliptic curve digital signature algorithm is

viable. The use of asymmetric cryptography in ADS-B can

be more costly and time-inefficient because in asymmetric

cryptography different keys are used to encrypt and decrypt

the original message which can take some time to process.

The information authentication protocols are also used to

ensure the integrity of the transmitted data. To exchange

the key between the nodes, Diffie and Hellman proposed a

key exchange protocol that has been frequently used in the

past few decades [38]. When exchanging the keys between

two parties, they have no prior knowledge whether the keys

which are sent over an insecure channel (e.g., Internet) by

an authentic person or not. The authors in [39] have devel-

oped a public-key exchange protocol in which the sensor

nodes exchange the keys and communicate with each other

after authenticating their neighboring nodes. In the proposed

framework, two sensor nodes are considered as two com-

municating parties. One sensor node sends the public key

encrypted message; while the other sensor node decrypts

the encrypted message with the private key and its own

generated random number. Similarly, the second party sends

the encrypted message with the public key. The first party

decrypts the cipher message with the private key and with

its own generated random number. If the decrypted message

is exactly the replica of the encrypted message, the sensors

will be declared as an authentic entities and will continue

communicating.

In [40], Valentin et al. have proposed a trust-based proto-

col for the security of the UAVs. To check the correctness

and accuracy of the data, trust values are assigned to the

sensors which are determined by the UAV. The proposed

methodology consists of three modules: i) a direct trust value

determination phase, ii) an indirect trust value determination

phase and iii) the final trust value determination phase, cal-

culated by the UAV. In the whole environment, each sensor

will determine its own trust values. The UAV will use its own

trust values as well as indirect trust values generated from

the sensors. The sensors in the environment can be placed by

the attackers and those sensors will also generate their own

trust values. The final trust value will be determined by the

UAV. The trust values that will be received by the UAV are

compared with the values placed in the log file of the UAV.

If the final determined trust value is negative, the sensors

are not trusted and the UAV will avoid taking further data

from those sensors, and hence, the attacker will not be able

to interfere with the UAV. In contrast, if the final determined

trust value is positive, the communication between the UAV

and the sensors will be enabled. Whereas, zero trust value

means that the UAV requires more information to decide

whether the sensors are trusted or not.

In [41], Yoon et al. have proposed an authentication proto-

col to detect whether the information received by the UAV is

sent from the ground station or the attacker. In the proposed

protocol, the UAV sends encrypted random stream to the

GCS. After receiving the data, the GCS decrypts the random

stream using the private key, then it encrypts the data a second

time using its public key, and finally sends it to the UAV. The

UAVwill compare the received data with the data maintained

in its indexes. If the authentication is successful, the UAV is

ready to take off. On the other hand, if the authentication is

unsuccessful during the exchange of information between the

UAV and the ground station, it indicates that the attacker is

trying to take control of the UAV. Therefore, it disconnects the

communication channel. No further information is exchanged

between the sender and the receiver after that. In this protocol,

only the encryption of a randommessage and the comparison

method are used to check whether the UAV has been hijacked

or not. The proposed scheme provides information authenti-

cation. However, when large sized data is sent to the UAV for

authentication purposes, it requires a high bandwidth, cost,
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and processing time. To overcome these issues, we can use a

small hash for authentication instead of encrypting the whole

message.

In [42], to provide the authenticity and security to the data

which is stored in the UAV memory chips, Steinmann et al.

have proposed a key negotiation mechanism. In this method,

the basic theme is to make an algorithm that continuously

changes the random keys. For instance, the data encryption

can be done by the one-time pad technique in which the

key-size is equal to the original message length. Now, if the

attacker explores one key, the original message can easily be

revealed. So, the generation of random keys may enhance the

security of the keys and the original message. In the proposed

methodology, the first node sends the public key encrypted

data along with the hash code to the second node. The second

node decrypts the data with its private key, calculates the hash

value, and then compares the calculated and received hash

codes. If there is a match, it implies that the message was

not changed by an external entity (attacker). This proposed

methodology implements the authentication. However, it is

not feasible to keep the keys secret.

3) LIGHTWEIGHT AUTHENTICATION PROTOCOLS FOR UAV

Another way to conceal confidential information from the

attackers is by using lightweight encryption and authentica-

tion protocols. The use of these lightweight schemes might

help in encoding the information in less time. It also does

not consume heavy program memory which allows the UAV

to perform actions faster. In [43], a lightweight encryption

protocol was proposed that works appropriately with fre-

quent context switching in a heavily multi-tasked environ-

ment. A lightweight blockchain-based stable routing algo-

rithm for swarm unarmed aerial systems (UAS) networking

was proposed in [44]. Wang et al. have used the lightweight

blockchain as a bargaining chip to strengthen the routing

of swarm UAS networking that uses 5G cellular network

technology. The lightweight blockchain algorithm is different

than traditional routing algorithms as it can easily avoid the

vindictive connections from the attackers, identify malicious

UAS, and reduce the intensity of the attacks from spiteful

UASs. The suggested algorithms were swarm UAS pitched

that strives to expand the swarmUAS deployment networking

on a wide range.

The low-cost devices can be consolidated into UAVs to

secure the data from the attackers by using the Internet

of Things (IoT). To minimize the effects of cyber-attacks,

the data should be encoded with the use of session keys

familiar to the specific participating nodes. On the other

hand, the embodiment of the required abilities for both

generations of secure session keys and encoding/decoding

of the secret information is very tough in low-cost IoT

installations because of the performance limitations. In [45],

Demeri et al. have applied a combined secure and public key

data transfer system with a low-cost aerial platform that com-

bines different cryptographic accelerators. The components

are incorporated with the use of moldable and extensible

application programming interference (API) in a software-

hardware approached design that resulted in costless drones.

With the latest enhancement in the wireless communica-

tion system and miniaturization of all the electronic devices,

UAVs are offering a great relaxation to the public. More-

over, the UAV cybersecurity is getting more attention due to

upcoming security issues, strategic and financial information,

and the importance associated with Aerial applications.

In order to provide security and authentication to the com-

munication parties and to ensure the privacy of the data,

a lightweight authentication protocol was suggested in [46]

to offer secure communication between UAVs and ground

stations. The proposed scheme also mentioned a packet cap-

ture (PCAP) to ensure the secure communications between

two parties. The basic idea of the PCAP is that the UAV

and the ground station use the seed values of the chaotic

maps that randomly shuffle the original message according

to the generated chaotic sequence [46]. However, with the

advancement in the remote environments and the availability

of low resources, the UAVs are doubted for device capturing

and dabble attacks. This increases the risk of the data stored

in UAVs to be stolen by adversaries. In [47], Haque et al.

have focused only on the secure transmission of information

that UAVs send to the base station. In [47], the data security

and lightweightness was discussed and a new framework was

proposed to achieve the desired tasks. For the lightweightness

of the system, specific encryption is performed. In the pro-

posed scheme, apart from the cryptography, watermarking is

also incorporated to increase the integrity and confidentiality

of the data. The purpose of doing selective encryption is to

provide the stabilization between the UAVs under limited

resources. Selective encryption may also have advantages

especially in real-time applications where fast processing is

required.

To highlight information insecurity and authentication

issues, a two-phase lightweight mutual authentication proto-

col was introduced in [48]. In the proposed system, a well

suited software-defined networking (SDN) is supported with

multi UAV network installed in the required spying areas.

In addition, the security evidence of protocol was also intro-

duced to emphasize its security features. To apply the authen-

tication protocol more smartly in UAVs, a Smart Internet of

Drone (S-IoD) supported framework for a UAV environment

was proposed in [49]. The proposed scheme collects all the

required information independently. For the sake of reduc-

ing the computational cost of the authentication protocol,

a lightweight privacy-preserving scheme (L-PPS) was pre-

sented in [49]. The L-PPS offers robustness between the IoT

devices with an appropriate authentication time.

Furthermore, due to the limited availability of the resources

and risky environment around the UAV, different attacks

that include wireless attack, confidentiality attack, and the

man in the middle attack can be performed by the attackers.

To prevent the UAVs from such attacks, authentication is

quite urgent to be established before the UAVs start to com-

municate with each other and guaranteeing that an authentic
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drone in the network is the priority of UAV network security.

Whereas, the standard authentication system that contains

a username/password or dynamic key is not significantly

secure. RSA certification requires a long-lasting session key

that is not able to fulfill the lightweight requirement in the

UAV infrastructure.

In [50], a lightweight recognition authentication mode

backed by ECC (Elliptic Curve Cryptography) is suggested

that has three steps: i) ECC certification initiation, ii) iden-

tity authentication, and iii) key compatibility verification.

Teng et al. have mentioned that the first two steps are

fully compatible with the two-way authentication. Whereas,

the last step verifies the consistency of the verification key.

In contrast with the traditional authentication modes in the

UAV network, the perspective suggested in [50] is based

on short keys and less computing workload. Barka et al.

suggested a capable lightweight communication plan for the

aerial Named Data Networking (NDN) [51]. The proposed

technique can sustain the NDN security and it predicts with

80% accuracy while reducing the end-to-end delay to less

than 1 second in the worst-case scenario. The proposed

scheme also reduces the average use of energy.

In [52], a novel authentication scheme for UAV is

suggested. Since the UAV is supported by small-sized

batteries and contains limited memory, the lightweight secu-

rity methods are perfectly suited for them. In [52], Srini-

vas et al. suggested a temporal credential-based anonymous

lightweight authentication scheme (TCALAS) for the Inter-

net of Drone (IoD) networks. Contrary to the IoD surveillance

framework suggested by Srinivas et al., their scheme can

perform only in the situation when there is only one flying

zone that is not extensible. Moreover, despite their decla-

ration of robustness, the investigation done in [53] proves

that Srinivas et al.’s scheme does not stand with traceability

and availability attacks. With the use of lightweight sym-

metric key primitives and temporal credentials, an upgraded

scheme (uTCALAS) was suggested by Ali et al. in [53].

The suggested scheme offers security against several attacks

that include traceability and availability attacks while keep-

ing the lightweightness. It enhances extendibility and can

perform in the area where several flying zones are available

in the IoD network. Furthermore, Ali et al. have success-

fully achieved computationally fast authentication that takes

2.29ms to accomplish the authentication process.

B. PHYSICAL LAYER SECURITY IN UAVS

One extensively adopted performance metric in the physi-

cal layer security design is the so-called secrecy rate [54],

at which the information can transmit securely. Tradi-

tional encryption protocols have vulnerabilities in the key

distribution and high processing time. The analysis of the

physical properties of cellular channels can support secure

transmission. Physical layer security (PLS) is frequently used

to achieve the maximum secrecy rate of transmitted data

between the two different nodes. In fact, it is essential for

all security controls and communication devices mounted

in the UAV. Unlike the conventional cryptographic security

approaches, PLS takes advantage of the characteristics of cel-

lular channels such as fading, interference, and noise, to boost

the signal reception at the legitimate receiver and reduce the

received signal quality at the eavesdropper [55], [56]. PLS

can be achieved by incorporating the cryptographic proto-

cols. Several cryptographic security protocols are presented

in the literature that provides a significant level of security but

there is a no framework that offers an ideal security. Therefore

PLS is gaining serious attention.

To enhance and maximize the secrecy rate of wireless

communication in the UAVs, a variety of work have been pro-

posed on PLS [57]–[59]. In the past few decades, static relay

based communication systems were deployed to improve the

existing PLS schemes. With the fascinating development in

autonomous vehicles such as UAVs, a new model of rely-

ing technique known as UAV-enabled mobile relaying has

become a valuable technology. In [60], the authors have

proposed an improved version of a PLS scheme using UAV

enabled mobile relying. To improve the security of commu-

nication system, buffer-aided mobile relay is deployed which

allows data to arrive independently and more quickly which

is useful for real-time applications.

C. LEARNING-BASED INTRUSION DETECTION

A digital machine can perform different tasks based on some

instructions given by the user. To accomplish the automation

of the tasks, machine learning (ML), deep learning, and neu-

ral networks are frequently used. ML algorithms have two

phases, training and testing. In the training phase, the model

learns from the data and predicts future events based on the

training. The accuracy of the training model is evaluated in

the testing phase and can be improved by using different

strategies. The learning based techniques can be implemented

in UAVs for the intrusion detection by pattern recognition.

Once the UAV is trained, it is able to recognize the pattern of

the intrusion.

In [61], a deep reinforcement learning and a weighted least

squares algorithm [62] is incorporated to estimate the power

of the jamming signal with a convolution neural network

(CNN) [63]. In the first step of the proposed approach, a relay

power factor is selected based on the bit error rate (BER)

and the channel gain. To initialize the weights which will

be equal to the anti-jamming relays, a convolutional neu-

ral network is used. These weights are updated by using

a stochastic gradient descent algorithm [64]. After that,

the UAV receives the BER value from the ground station.

If the learning parameter is greater than the power factor of

the relay power, the device chooses a random relay power.

If it becomes greater than zero, the UAV sends the message

with the randomly selected value of the power by using a

reinforcement learning. Note that the randomly chosen relay

power can increase the error rate. Although the algorithm

can prevent the UAVs and communications from jamming

to some extent, it can be very costly in case of a high error

rate.
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In [65], an attack detection technique was proposed in

which two different machine learning algorithms such as

Support Vector Machine (SVM) and K-mean clustering are

used. These algorithms learn from the data and make deci-

sions for the upcoming samples. There are two phases in the

proposed technique. First, two parties send a signal to the

UAV, and second, the UAV transmits the received signal to

the third party for the detection of deviation. For this purpose,

machine Learning (ML) is incorporated. After receiving the

signal by the third party, it is required to build a data set

by which the ML algorithms classify the output labels. The

third-party will continuously receive the signal and it will

find the mean and standard deviation of each received signal.

As a result, the mean and the standard deviation are the two

feature points of the data set. After completing the training

of the model, when a third party received a new sample, it is

fed into the machine learning algorithm and according to the

calculated values of both the features, it gets assigned the

label 1 (Attacked) or label 2 (Not attacked).

In the machine learning algorithms, there must be more

features in the data set to increase the accuracy of themodel in

order to avoid any declassification of any event. In this mode,

only two features are used, as a result, the accuracy of the

model gets compromised.

D. RULES-BASED INTRUSION DETECTION

To make a device intelligent, some instructions should be

given to that device. In rule-based tasks, the user must define

some rules. Based on those rules, the device takes the decision

and sends the command to the base station. In the case of

UAVs, for each task, different rules are fed into the chip of

the UAV and threshold levels of the acceptance of each rule

are set. For example, if the threshold is 80%, it means that if

the UAV finds the true condition of the rules equal or greater

than 80 percent, the UAV performs the specific function and

vice versa. In [66], a new intrusion detection system was

proposed based on the specific behavior rules to minimize the

false negative predictions. In the proposed detection method,

seven different attacks were discussed which are related to the

availability, confidentiality, and integrity attacks. When the

UAV experiences anything from these seven attacks, the UAV

takes measures to defend itself. First, when the UAV reaches

outside to the safe space, it activates the weapons to defend

itself against the attack. Second, when the sensors readings

are different from the trusted node, actions are taken. Third,

when bad recommendations are received regarding the trusted

node and good recommendation are received regarding mis-

behaving UAV, appropriate actions are taken. The fourth

indicator handles the situation when UAV deploys landing

gear in an inappropriate area. These four attacks correspond

to integrity attacks. The fifth indicator is activated when the

UAV starts sending data to unauthorized parties. This attack

corresponds to the confidentiality attack. The sixth attack

indicator occurs when without analyzing any attack the UAV

uses its countermeasures. Seventh and last attack is when the

UAV uses more thrust to cross the limited altitude which is

defined by the authorized person. Sixth and seventh attack

correspond to the availability attack. These seven attacks are

taken into account and after detecting the attack, the UAV

defends initiates a defense phase to protect itself against the

above-mentioned attacks.

Intrusion detection systems (IDS) are also used to detect

the deviations that occur in the network. Henceforth, the IDSs

remove the effect of the attack in order to prevent the systems

from hazards. An IDS is a major mechanism in the UAVs

network which is used to detect the malicious nodes and

protect the authentic UAVs from the attacks.

In [67], intrusion detection and malicious node ejection

issues are addressed. A new intrusion detection techniquewas

proposed by using the Bayesian game model [68] to detect

the intruders more accurately. The main focus was to detect

the internal intruders and to eject the node which can be

harmful for the UAV network. In the first step, the intrusion

detectionmode is activated by the different nodes. To perform

this task, the IDS first computes the misbehavior rate (MR)

of any other UAV which is in the UAV network. If the MR

exceeds the threshold value, then the IDS starts monitoring

the neighboring nodes and activates the detection system.

Otherwise, the IDS does not perform any task. Similarly,

the intrusion ejection system computes the MR of the node.

If theMR exceeds the threshold value of the intrusion ejection

mechanism, it declares the node as malicious and rejects it

from the network. As far as the intrusion ejection is con-

cerned, the ejection of a node from the network immediately

is not a suitable approach. The node may misbehave for a

certain period due to the environmental condition. If we eject

the node immediately on the bases of the misbehavior rate,

the false positive rate may increase.

Table 2 and 3 shows the comparison of security protocols

used for secure communication and intrusion detection in

UAVs, respectively.

We have analyzed some statistical results of machine learn-

ing based techniques for UAVs which either incorporate

rule-based or learning-based techniques [65], [69]–[74]. The

results analyzed are displayed in Table 4. Four important

factors are used to analyze these techniques which are True

Positives (TP), True Negatives (TN), False Positives (FP) and

False Negatives (FP). The aforementioned factors are used

to find the statistical parameters such as accuracy, precision,

recall and F1-score. Accuracy tells us how many correct pre-

dictions aremade by anymodel. The higher number of correct

predictions will result in higher accuracy. The accuracy can

be calculated as follows:

Accuracy =
No. of correct predictions

Total number of predictions
(1)

OR

Accuracy =
TP + TN

TP + TN + FP + FN
(2)

The second parameter Precision is calculated by taking the

ratio between the true positives and the sum of true positives

and true negatives. High precision is required for a better
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TABLE 2. Comparison of different protocols used for secure communication in UAVs.

model. The precision for the model can be calculated as

follows:

Precision =
TP

TP + FP
(3)

The third statistical parameter Recall refers to the sensitiv-

ity of the system, and is calculated as follows:

Recall =
TP

TP + FN
(4)
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TABLE 3. Comparison of different protocols used for intrusion detection in UAVs.

The last parameter is called F-Score and it can be calcu-

lated from the recall and precision. In other words, F1-score

is the weighted average of recall and precision. The range of

F1-score lies between 0 and 1, whereas 1 indicates perfect

precision and recall and 0 indicates either the precision or

recall is 0. F1-score can be calculated as follows:

F1-Score =

[

(Recall)-1 + (Precision)-1

2

]−1

= 2

(

Precision × Recall

Precision + Recall

)

(5)

It can be seen from Table 4, the accuracy of the work

proposed in [72] is higher in comparison to other schemes.

This means that the percentage of TP predictions for the

scheme proposed in [72] is comparatively higher. However,

the accuracy for [71] is slightly less than the scheme proposed

in [72].

Moreover, we have also analyzed some schemes discussed

in section II in terms of applications and used technologies

in Table 5 and 6. As different types of UAVs are used for dif-

ferent applications such as wireless coverage, remote sensing,

real-time monitoring, search and rescue operations, surveil-

lance, and delivery of goods, it is important to choose the right

UAV and the suitable scheme for each specific application.

For instance, in Table 5, it can be seen that the scheme which

was developed in [75] is suitable for wireless coverage and

surveillance. Similarly, Table 6 provides an analysis of the

existing schemes in terms of used technologies. For example,

the scheme presented in [75] supports secure communication.

By incorporating the image processing technology, one can

securely communicate by sending the encrypted digital data

such as images.

III. VULNERABILITIES IN UAVS

Several methodologies have been proposed to enhance the

security of UAVs. However, there are shortcomings in the

proposed protocols which have made UAVs vulnerable to

certain security threats. In this section, we will discuss how

an attacker can breach the security of the protocols by

using different attacking strategies. Vulnerabilities and their

TABLE 4. Statistical results for learning and rules-based intrusion
detection.

countermeasures for the security protocols are highlighted

in Table 7 and the schematic diagram for the possible vul-

nerabilities is shown in Figure 4.

A. GLOBAL POSITIONING SYSTEM (GPS) SPOOFING

GPS spoofing is categorized as a cyber-attack by which an

attacker transmits a fake GPS signal with slightly higher

power to mislead the reception of the UAVs. Due to the

wireless connection between the GCS and the UAVs, the vul-

nerability factor inclines. Without the integration of complex

checks, i.e., whether the signal is received from the GCS or

the attacker, the UAVs may tend to perform actions from

an unauthorized signal as well. To recognize the authority

of a legitimate signal, a log-likelihood radio test method is

adopted in [87] to fight against the signal spoofing attack.

Prior information of the received signal frequency from

the GCS assists the UAVs to identify the signal trans-

mitter’s information and breakdown the legitimacy of the

received signal. In [87], a decision threshold methodol-

ogy was designed using the Neyman-Pearson criterion [88].

To select the appropriate threshold value, the false alarm

rate (FAR) value is set to be fixed. For the selection of

an appropriate FAR value, a cumulative distribution func-

tion is estimated, which helps in the detection of spoofed

signals.

In [89], Sedjelmaci et al. proposed a new methodology

for the detection of spoofed signals. A rule-based detection

technology, when incorporated with the protocols, helps in

achieving better accuracy. In this methodology, a comparison

between a specific threshold value and the transmitted signals
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TABLE 5. Analysis of existing schemes in terms of applications.

TABLE 6. Analysis of existing schemes in terms of used technologies.

FIGURE 4. Vulnerabilities in UAVs.

is performed. If the value of the transmitted signal (trans-

mitted by the attacker) becomes greater than the threshold

value, the UAV detects that the received signal is spoofed.

In [90], Qiao et al. proposed the use of a vision system

based technique to detect the GPS spoofing for UAVs in

which inertial measurement unit (IMU) sensors are used to
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TABLE 7. Vulnerabilities and their countermeasures for the security protocols used in UAVs.
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find the instantaneous acceleration and velocity of the UAV.

To make the model of the proposed system, Qiao et al.

considered three different coordinate systems which include

the body frame coordinates, the ground coordinate system,

and the image coordinates system. To find the GPS spoofing,

it compares the two kinds of velocities which are measured by

the Lucas-Kanade (LK) method [91] with root mean square

error (RMSE) values. If the value of RMSE becomes greater

than the threshold value then it will be declared that the UAV

is spoofed else it is in a normal state. In [82], another scheme

is proposed to detect GPS spoofing. It is supposed that the

UAV has an inertial measurement unit (IMU) sensor which is

helpful in monitoring the behavior of the UAV. The proposed

GPS spoofing detection is very simple to implement because

it just compares the strength of the signals and finds the

error rate. Based on the error, it declares whether the UAV

is spoofed or not. The concept is very much similar to the

idea proposed in [90]. There is a fixed threshold value and

it compares with the GPS signal strength and finds the error.

If the error is smaller than the threshold value, the UAV will

remain in the normal state and if the error is greater than the

threshold value, it means that the UAV is hijacked. As this

technique is so simple, it can be significantly improved by

placing the jammers in the UAV model, i.e., those jammers

will only block the signals which are greater than the thresh-

old value. By two this, two goals can be achieved: the first

is the detection of spoofing attacks which is already done

in [82], and the second is the protection of the UAV from the

spoofing attacks.

B. FALSE DATA INJECTION

False data injection is a technique by which an unauthorized

person sends the clone data to the UAV in order to take

control. UAVs are prone to vulnerable data based on the

technique implemented on their security and cannot differen-

tiate between the authentic and unauthentic data. To ensure

secure operations, UAVs must be able to detect the false data

injections. To address this issue, in [10], Abbaspour et al.

proposed a protocol for the detection of cyber-attacks, known

as false data injections (FDI). To perform a false data injec-

tion, intruders normally use their own sensors to inject the

fake information in the UAVs sensors in order to take control

of the UAVs. In Abbaspour et al.’s proposed system, neural

networks are incorporated to increase the learning ability

that will detect the FDI. Specifically, Abbaspour et al. have

focused on IMU sensors which provide the information of

angular and linear movement of the UAVs. Instead of direct

application of neural network, a neural network adaptive

structure (NNAS) was implemented. To improve the accu-

racy and time efficiency, an Embedded Kalman Filter (EKF)

was used to update the neural network parameters. In [92],

the ability to transmit fake information to take control on the

UAV was explored. To detect the fake inserted information,

a threshold based technique was adopted. The threshold val-

ues of the position and speed of the UAV are kept specific to

determine whether the signal is fake or original. Information

is flagged as fake when the values of the velocity and position

become larger than the threshold values. Detection of fake

information is not enough but it is important to equip the

UAVs to take the right action against such information. Major

issue with this type of techniques is that the UAV only detects

the fake information when the values of the received signal

raises above or decreases below the specified threshold value.

Researchers are trying to resolve the issue of insecure

transmission of the data over an insecure channel using

strong wireless communication security protocols [83], [84].

Although, the wireless connection (WiFi or Radio) security

has now improved to some extent but more advancements are

required in this area of research.

C. WIFI INSECURITY AND JAMMING ATTACK

UAVs can be connected via wireless channels such as WiFi.

WiFi based UAVs are vulnerable to the wireless attacks and

can be hacked by interrupting the communication between

the UAV and the GCS. For the secure communication using

WiFi, it can be protected via unique passwords. The anal-

ysis of the vulnerabilities of micro-air-vehicle communi-

cation (MAVLink) protocol was included in [93]. In the

MAVLink protocol, two specific issues can arise. First,

the MAVLink protocol does not encrypt the message which

is to be sent. As a result, integrity attacks can surely happen.

Secondly, if the MAVLink encrypts the message, a delay

can occur due to the encryption and decryption of the mes-

sages, which can lead to availability attacks. In the proposed

methodology in [93], it was supposed that the attacker has

already hacked the network and gathered all the relevant

information and can send this fabricated information to the

host. Based on the fabricated information, the attackers can

easily identify the position of the UAV. In this methodology,

although a counter attack against hackers can be carried

out, but the supposition can affect the overall efficiency of

the technique. There should be a feasible protocol without

pre-supposing any kind of attacks. Apart from the fabricated

information, jamming attacks are also often performed by the

eavesdropper to hack the information which is sent by the

UAV to the GS.

To distract the UAVs, jamming attacks are frequently

incorporated by the attackers. A jamming attack can also

be planned to discontinue the communication between the

authentic transmitter and the receiver. In wireless commu-

nication, jamming is a well-known research area. Many

defense mechanisms are proposed by the researchers. In [94],

full-duplex eavesdropping [95] is considered in which jam-

ming and eavesdropping can occur simultaneously. To avoid

the malicious jamming signals which are sent by the attack-

ers, a new mathematical model was proposed in which the

receiver values fall below the threshold. In the proposed

model, it was assumed that the source and the eavesdropper

have a line of sight (LoS) path [96] towards UAVs. The

probability of the LoS increases with the height of the UAVs.

To manage the LoS probability, path loss exponents are for-

mulated for the UAV. In addition, for the secure transmission
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of the information, an artificial noise (AN) is additionally

sent with the original information for effective confusion.

The eavesdropper will receive the jamming signals with the

original from the UAV simultaneously. Hence, a simulta-

neous transmission of the original signal along with the

noise can make it harder for the hacker to extract important

information.

Most of the researchers are using AN frequently over the

last few decades to protect the sensitive information. Pro-

tection of sensitive information from attackers has become

a great challenge for the researchers. In order to sort out

these issues, a new methodology was proposed in [75] for the

secure transmission of sensitive information from the UAV

to the GS. A protocol was proposed by Faraji et al. in [75]

to protect the information from malicious UAVs launched by

the attacker in the communication network, and the transmis-

sion of information from the UAV to the GS. The proposed

technique defines rules to spot malicious UAVs, so that the

information can only be sent to the authorized nodes. The

purpose to spot the malicious UAV was to get rid of these

UAVs in accordance to their behavior in the whole UAV

network. Hence, the exchange of fake information passed

on to the ground stations could be prevented. Though the

presented work is fully capable of removing the malicious

UAVs from the network in order to keep the information

secure, it is not able to keep the information secure form the

attackers due to the unencrypted nature of data. This means

the information could be hijacked. Therefore, the algorithm

needs to be improved and it requires the incorporation of a

powerful cryptographic protocol.

In [78], a novel scheme was suggested to secure the data

and to get rid of both the security and efficiency issues.

While, the purpose was to uncover the security and wireless

challenges that stood up in the context of a UAV-based

information transfer system [79]. To expose these challenges,

a solution based on ANN was suggested that enables UAVs

to adaptively exploit the wireless system resources while

safeguarding the operation in real-time. In [80], to prevent

confidential signals and information from the cyber-attacks

and hijacking, an artificial noise (AN) was incorporated.

By using the AN with the original signal, the resulting signal

is transmitted in a disordered form which makes it difficult

for the hacker to decrypt it and extract the original infor-

mation from it. To secure the information from the attack-

ers by incorporating friendly jamming in [66]. A friendly

jamming signal is a noisy signal, which is transmitted with

the original signal. Noisy signal is named friendly jamming

signal because it does not disturb the original signal, and its

purpose is to provide the security to the original signal. For

the friendly jamming signal, another reference UAV UAVj is

considered which transmits this noisy signal with the original

signal. However, to maximize the secrecy rate, a block suc-

cessive upper bound minimization technique (BSUBM) [97]

was developed in [66]. BSUMB is used to identify the user

scheduling, in which when one user is scheduled, the oth-

ers are unscheduled. The UAV sends messages only to the

scheduled users to protect the transmitted messages from

other unknown users. Once the scheduling process is com-

pleted, the transmitted power of UAVm (which transmits

the message) and UAVj (which transmit the friendly jam-

ming signal) is optimized just to send the information in

a more sophisticated way. The secure communication with

the friendly jamming signals is guaranteed for the scheduled

users.What if the jamming signal is trapped by the eavesdrop-

pers? There should also be a protocol to secure the friendly

jamming signal as well. Moreover, in the proposed algorithm,

the collision of UAVm and UAVm is also ignored. So, another

problem can be faced when UAVm and UAVj collide with

each other.

D. CONTROL SYSTEM VULNERABILITIES AND FUZZING

ATTACKS

Besides the choice of a suitable UAV type, it is also impor-

tant to analyze the control system which is mounted in the

UAVs. Most of the movements of UAVs are dependent on

the control system. In [98], Birnbaum et al. focused on two

major aspects. First, to develop such a system that controls the

performance and detects the hardware failures of the UAVs.

Secondly, to detect the different types of attacks such as

attacks against the flight control, the computer and, the nav-

igation sensors. To estimate the parameters such as the con-

trol parameters of the UAVs, a recursive least square (RLS)

method [85] was adopted that takes a certain input seed value

and generates the corresponding output values. The RLS

method detects the divergence of the system control param-

eter values by continuously comparing the predicted values

from the previously known values. If there is a significant

divergence of the control parameters, a fail-safe protocol is

executed which allows the UAVs to return on the designated

spot safely. The controllers are responsible for the security of

the UAVs, but it can be hacked by simple fuzzing attacks. It is

another common attack that can be used to hack the controller

of the UAVs.

In [86], the authors have proposed a methodology to

secure the UAVs from the basic attacks such as Daniel of

service (DoS) [99] and buffer overflow attacks [100] by

using a fuzzy technique. WiFi-based UAVs can become easy

targets of such attacks due to the wireless communication

links. Moreover, it is also demonstrated in [86] that the

protocols which are used to create a link between the con-

troller and the UAVs are insecure. To solve this problem,

three additional mechanisms were used which are: watch-

dog timer, hardline input data filtering, and anti-spoofing

mechanisms [101], [102]. The watchdog timer provides secu-

rity against the DoS attack and it works in the domain of

operating system (OS). This ensures that the non-navigational

processes are at low priority and allows access to the CPU

for only a definite period of time. The second mechanism,

i.e., hardline input data filtering, is able to decline the

non-authenticated process. It protects the UAVs from Buffer

overflow attacks that limit the data which is to be sent to the

UAVs. Lastly, an anti-spoofing mechanism is incorporated
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to prevent the UAVs from the Address Resolution Proto-

col (ARP) attack. This secures the network from unauthentic

information.

In the Fuzzy logic based UAVs, landing issues require

special attention. In [103], an issue of safety landing is

discussed and an algorithm is proposed using Fuzzy logic.

In this algorithm, a speed control mechanism is used for a

safe landing. Vertical speed and altitude are the two inputs.

Throttle positions are considered as an output parameter. The

most important factor that is ‘‘in ground effect’’ is considered

as a threshold value. Based on a threshold value, the UAV can

land safely. The major advantage of this fuzzy logic-based

methodology is that the processing time is less and the system

can operate quickly.

E. MALICIOUS UAV DETECTION

As far as the cost is concerned for the detection of mali-

cious UAVs, a vision-based detection system for UAVs with

radar sensors and cameras can be fairly expensive. In [73],

detection of malicious UAVs within a given time interval to

classify the data, and a machine learning-based technique are

proposed. There are two major concerns while using these

algorithms: i) the selection of the right features and ii) the

right identification of the event. In the data set of the detection

of UAVs, eight different types of UAVs are used. In order

to identify the UAV, the features such as packet size and

arrival time of traffic are first extracted. After that, packet

sizes for different packets and arrival times, in the data set, are

defined. The different sizes of the packets will take different

time to reach the destination. Based on the defined data set,

UAVs are classified as secure or insecure. For the detection

of malicious UAVs, the data set is used in this technique

contains only two features. We can further enhance the accu-

racy and minimize the declassification rate by selecting more

features.

In a UAV network, several UAVs exist to perform a specific

task. Within the UAVs network, the possibility of an external

attack is always there. In [104], a WiFi-based fingerprint

technique is proposed to detect the authentication of infor-

mation. In the WiFi-based channel, there are several types

of traffics. In order to observe the classification of traffics,

data mining algorithms were incorporated [105] which help

to detect the unauthentic UAVs. In the proposed technique,

fingerprint is considered as a feature vector. The technique

starts by capturing the traffic flow of the packets. From each

flow, one feature vector is extracted with different features,

i.e., if the total number of captured flows is ten, then the

total feature vectors will be ten, in which some of the feature

vectors are used for training purposes while others are used

for testing purposes. Different features are extracted from

feature vectors and are: the average packet length, the root

mean square value of the packet length, the total duration

of each flow, the average inter-arrival time of the packet,

the root mean square value of the packets inter-arrival times,

and the transmitter and receiver addresses. After capturing

the traffic flow, pre-processing is performed on the prepared

data. Finally, based on the extracted features authenticity of

the UAV is predicted.

F. VULNERABILITIES IN PACKET FORWARDING AND

ROUTING PROTOCOLS

Flying Ad-hoc Networks (FANETs) is a type of network in

which different UAVS are connected in an ad-hoc manner.

UAVs are organized into teams to achieve high level goals.

To establish a reliable communication between the UAVs

specialized routing and packet forwarding protocols are

needed.

Routing protocols are the set of defined rules used by the

routers to distribute the information between different nodes.

They are also used to update the routing tables so that the

routing decisions can be made. Updating the routing table

depends on the type of the used routing protocol and the

adopted forwarding technique. For instance, in static rout-

ing protocols, an administrator manually assigns the path

from the source to the destination. Moreover, other than the

administrator, no one can add/update the routes. Whereas

in dynamic routing protocols, a different route is chosen

dynamically in case if a link goes down. As the routing

protocols are also responsible for updating the routing tables

efficiently, it is necessary to ensure the right route is selected

to forward the packets to the destination. In addition, before

forwarding the packets through any route it is important to

ensure the integrity, confidentiality, repudiation, availability,

and authenticity of the forwarded messages. In the absence

of the aforementioned security services when using a week

routing protocol, the consequences are devastating and may

be in favor of the by allowing them to hack into the forwarded

packets.

Apart from the security protocols such as cryptography

and intrusion detection, routing protocols have their own

significance in FANETs. When data is sent by the UAV to

the destination, it follows a specific route. Packet forwarding

and routing protocols are a major building block of mod-

ern UAVs. However, the initial design of these protocols do

not consider security and vulnerability, hence, making it an

attractive target for the attackers. In this section, we will ana-

lyze the vulnerabilities in the routing protocols and discuss

their countermeasures. A comprehensive summary of routing

protocols, vulnerabilities and their countermeasures is given

in Table 8.

Securing the routing protocols has become a challenging

task, due to the excessive usage of wireless connections.

Typically, there are several motivations for the eavesdropper

to attack the routing protocols [112]. Routing protocols in

UAVs are vulnerable to different cyber-attacks because of

various reasons [112]–[114]. For instance, they rely heav-

ily on wireless connections which are highly vulnerable to

attacks such as data tampering, DoS attacks, and eavesdrop-

ping [115]. Furthermore, because of the dynamic topology of

FANETs, it is very hard to distinguish between a legitimate

and malicious node. A legitimate node may also misbehave

for a short period of time due to poor connection quality
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TABLE 8. Vulnerabilities and their countermeasures for the routing protocols used in UAVs security.

or loss of route [116]. Moreover, the UAV launched by the

attacker may behave properly for some time to gain trust, but

simultaneously, it may also create inconsistencies in the rout-

ing. For example, the attacker may broadcast a non-existing

link or produce a new routing message to mislead the other

nodes. Such attacks are very hard to tackle as the malicious

node may be a legitimate entity.

1) ANALYSIS OF SECURITY ISSUES IN ROUTING PROTOCOLS

Without proper security mechanisms, routing protocols may

be subject to information disclosure. The attacker may

collect information related to the network topology, the posi-

tion of UAVs, the commands and controls, and the traf-

fic payload. The confidentiality of the system is not

protected if an attacker can obtain all that information by

eavesdropping. Most of the routing protocols have this vul-

nerability [117]–[119].

Due to lack of authentication mechanisms, the attacker

may also collect information related to the commands and

controls, and the data traffic [107]. If the attacker can

successfully attract the control packets during the discov-

ery of a route, it can perform many attacks such as, dis-

connecting a specific link, rejecting the legitimate rout-

ing messages, cache poisoning, or modifying the control

packets [120], [121].

The attacker can also aim to breach existing routing proto-

cols to degrade the performance of a network or to modify

its topology [108]. The performance can be degraded by

perturbing the routing algorithm or by launching a DOS

attack. The attacker can add redundant traffics to the sys-

tem to increase the load thus decreasing the performance.

The attacker can also modify the topology of a network

by introducing non-existent nodes into the routing tables,

forging a route link or by performing a packet modification

attack.

2) ATTACKS ON ROUTING PROTOCOLS

Due to the security issues discussed in the previous section,

routing protocols are exposed to different types of threats. The

goal of the attacker is to control the network traffic, disrupt

the routing functions, or inject malicious nodes. The threats

can be classified based on the basic routing functionalities

into various types of attacks such as route discovery attacks,

route maintenance phase attacks, and data forwarding phase

attacks [122], as described below.

• The goal of the attacker while performing a route discov-

ery attack is to modify the network topology by adding

malicious nodes or by invalidating the routes. During

the route discovery process, a sender node searches for

a route to a destination node. The sender broadcasts

a route request and waits for a route response. The

discovery process of the route is very crucial as it con-

ditions other routing processes. A reliable route will be

found if the packets are properly exchanged without any

manipulation by the attacker. Otherwise, the attacker can

establish a false route containing malicious node [123].

• The attacks during the route maintenance phase are

conducted after route loss or when a link breaks due

the node movement [124]. To reduce the excessive over-

head required in discovering a new route and to achieve

stability, routing maintenance is necessary. It is done

by exchanging the beacon messages periodically. The

objective of the attacker is to degrade the performance

by adding redundant nodes, irrelevant traffic to increase

the routing load and add processing delay. Normally,

in a routing protocol, an error message is generated

to publish the broken routes. A malicious node may

exploit that functionality by broadcasting false route

error messages, and hence, prevents the source node

from communicating with the destination.
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• During the message forwarding phase attacks, the goal

of the attacker is to fail the mission by disrupting the

forwarding of the payload traffic [125]. A malicious

node may drop, replay, or modify the packets. In addi-

tion, the attacker can also delay/disrupt the time sensitive

communication by delaying the packets to their respec-

tive next-hop destinations.

3) SECURITY SOLUTIONS FOR ROUTING PROTOCOLS

To ensure the security of the routing protocols, it is necessary

to preserve the reliability, efficiency, and accuracy within the

malicious attacker’s environment. To preserve the integrity

and confidentiality of the routing packets, traditional methods

such as symmetric and asymmetric cryptography can be used

as discussed in Section II-A. The hashingmechanism or a dig-

ital signature can also be incorporated to achieve the desired

task. However, it adds to the computational complexity.

IV. LESSONS LEARNED

This section provides an overall picture of the proposed sur-

vey and emphasizes on the key lessons learned. The survey

consists of five major sections. Sections I highlighted the

issues with the security of UAVs and defined the scope of this

work. Section II and Section III were devoted to addressing

the security protocols used in UAVs and the vulnerabilities

in these protocols, respectively. The key lessons learned from

sections II and III are as follows:

1) With the exponential growth in UAVs technology and

their applications, the variety of algorithms associated

with the security of UAVs have been proposed. The

applications of UAVs include the information transmis-

sion from UAVs to the ground station, the data captur-

ing, and the transfer of goods. The secure transmission

of information between different components of UAVs

is very important. Several protocols are presented in the

literature to secure the transmitted data so that attackers

cannot access the sensitive information. Apart from

secure transmission, it is also very important for the

security protocols used in UAVs to verify the authen-

ticity of the data. |In fact, it is common for attackers

to send spoofed signals/information to trap the UAVs.

The suitability of different authentication protocols was

investigated and applied over the years. As UAVs have

limited resources in terms of memory and processing

power, it is often recommended to use lightweight

authentication to make the protocols efficient.

2) Although there are several security protocols in the

literature to secure the communication between the

different components of UAVs, most of them can

be attacked. Several weaknesses in the system can

be exploited to compromise the UAV system using

attacks such as GPS signal spoofing, false data injec-

tion attacks, WiFi insecurities, jamming attacks, etc.

The spoofing attacks can be performed using different

techniques. Commonly, the attackers use the spoofed

signals with greater frequency than the actual signals

sent by ground station to the UAV.

3) Routing and packet forwarding protocols are a major

part of FANETs. However, most of these protocols

did not consider security in the initial design. Security

features in the routing protocols have not yet been

explored in depth within the context of FANETs. The

routing protocols used in FANETs is an attractive target

for the attackers to control the network or disrupt the

normal operation.

For the successful deployment of UAVs in critical mis-

sions, it is very important that all the vulnerabilities in the

existing security protocols are identified and removed.

V. CHALLENGES AND FUTURE RESEARCH DIRECTIONS

With the advancement in recent UAV technology, the use and

applications of UAVs are growing exponentially. There are

many open research areas with elevated levels that should

be tackled in an efficient way in order to produce secure

and dependable future UAV generations. Furnishing new

arrangements must be limited with specific necessities and

limitations like low intricacy and unwavering quality. This

section discusses the conceivable future directions for secu-

rity correspondence frameworks.

A. CONNECTIVITY INSECURITY

There are two common ways to connect the UAVs to the

ground station. The first is the connection through WiFi and

the second is using the radio signals. Although wired con-

nections are more secure than wireless connections but there

are some range limitations in wired connections. So, most

of the UAVs are connected through wireless connections.

As the WiFi is protected with the password, the attacker

can easily break the barrier and can get access to the WiFi

connection. The WiFi password can either be in the form of

alphabets, special characters, numeric values, or the combi-

nation of all these three. There are two ways to provide more

security to the wireless connections: one is the encryption

methodology [126], and the other is the watermarking tech-

nology [127]. The novelty can be produced in the existing

security protocols by deploying Watermarking with cryptog-

raphy. The reason is that when anyone secures the text by

watermarking, the watermarked text retains its meaningful

content. Hence, there is a possibility that even after hacking

the password, the attacker may apply the cracked password

before applying the reverse process of the watermarking.

B. DATA INSECURITY

Most of the data capture by the UAVs is in the form of

images which must be protected before forwarding to the

destination. Many security protocols have been presented

by the researchers which are designed for the protection of

the data. However, for the secure transmission of the data

from the UAV to the ground station, robust secure algo-

rithms are required which must be incorporated with different
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transforms such as discrete cosine transform, discrete wavelet

transform, and discrete Fourier transform. In some of the

security algorithms, the key size is kept too large, due to

which a large bandwidth is required. As the large key size

is required to resist brute force attacks, and to significantly

reduce the large bandwidth requirements, the key size should

be only large enough to resist the brute force attacks.

C. AUTHENTICATION OBSTACLES IN UAVS

Authentication is a key aspect of the UAV network. In fact,

most of the eavesdroppers use fake information, that comes

in the form of signals such as GPS signals and WiFi signals,

to hijack the UAV. Spoofing techniques are frequently used

to distract the UAVs. In addition, the authentication is very

important to identify the right signal received by the UAVs.

Researchers are putting their efforts to tackle this research

area. Although a lot of information authentication protocols

have been proposed, there is still a need for improving the

existing works. For instance, in some of the existing authen-

tication protocols, a single random number is used for the

authentication process. A single random number can easily

be predicted by performing a brute force attack. Therefore,

instead of using a single random number, chaotic maps must

be used with an appropriate key for creating different random

numbers [128]–[131]. Less dimensional chaos cannot work

properly in order to produce more random substitution boxes

and more random numbers. One can use high dimensional

chaotic maps such as hyper chaotic map to solve the genera-

tion of truly random number [132].

D. INTRUSION DETECTION SYSTEMS (IDSS) IN UAVS

For intrusion detection, many machine learning algorithms

have been used. Machine learning algorithms predict future

events based on previously learned data. To increase the

accuracy of the machine learning models, the features should

be relevant. For instance, if the features that are used in the

data set are irrelevant, the predicted results may be inaccurate.

To improve the machine learning-based intrusion detection

techniques, deep learning should be incorporated that can

help in predicting the future events more accurately. Increas-

ing the number of features used to detect the intrusions can

also increase the accuracy of the model. Moreover, when

utilizing a larger number of features, some attributes become

useless, and hence, they will not contribute to the accuracy of

the machine learning model, and they must be removed using

well known methods such as correlation.

VI. CONCLUSION

In this paper, we have highlighted the issues with existing

security protocols for UAVs. Firstly, we studied the existing

security protocols used in the UAVs. Secondly, we identi-

fied the vulnerabilities in the existing protocols. Our survey

revealed that the existing security protocols need significant

improvements to make the UAVs more secure. Also, the vul-

nerabilities identified in the existing protocols need to be

addressed in order to secure the next generations of UAVs.

Furthermore, we have summarized some future research

directions in the area of UAV security. We believe that the

strong security in the UAVs is a fundamental concern and we

expect that the researchers will show their interest to make

the UAVs more secure in the forthcoming years.
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