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Abstract  

Blockchain is regarded as a significant innovation and shows a set of promising features that can 

certainly address existing issues in real time applications. Decentralization, greater transparency, 

improved traceability and secure architecture can revolutionize healthcare systems. With the help of 

advancement in computer technologies, most healthcare institutions try to store patient data digitally 

rather than on paper. Electronic health records are regarded as some of the most important assets in 

healthcare system and are required to be shared among different hospitals and other organizations to 

improve diagnosis efficiency. While sharing patients’ details, certain basic standards such as integrity 

and confidentiality of the information need to be considered. Blockchain technology provides the above 

standards with features of immutability and granting access to stored information only to authorized 

users. The examination approach depends on the Preferred Reporting Items for Systematic Reviews 

and Meta-Analyses (or PRISMA) rules and an efficient planned search convention is utilized to look 

through multiple scientific databases to recognize, investigate and separate every important 

publication. In this paper, we present a solid systematic review on the blockchain and healthcare 

domain to identify the existing challenges and benefits of applying blockchain technology in healthcare 

systems. More than 150 scientific papers published in the last ten years are surveyed, resulting in the 

identifications and summarization of observations made on the different privacy-preserving 

approaches and also assessment of their performances. We also present a significant architectural 

solutions of blockchain to achieve interoperability. Thereby, we attempt to analyse the ideas of 

blockchain in the medical domain, by assessing the advantages and limitations, subsequently giving 

guidance to other researchers in the area.  

Keywords 

Electronic healthcare records; EHR; Blockchain; Data privacy; Decentralize technology; Security; 

Interoperability. 

 

  

https://doi.org/10.18267/j.aip.187
https://www.vse.cz/english/
https://orcid.org/0000-0002-8575-6039
https://orcid.org/0000-0002-3769-9949


Acta Informatica Pragensia  Volume 12, 2023 

https://doi.org/10.18267/j.aip.187  161 

1 Introduction 

Blockchain technology is decentralized, immutable and tamper-proof in nature. The technology is known 

from the 1990s, but it has gained popularity based on the idea of a distributed ledger approach where each 

node associated in the network keeps a duplicate of the record (Dubovitskaya et al., 2019). Actually, it 

came into light in the year 2008, when Satoshi Nakamoto published the idea of digital forms of money and 

the idea was executed in 2009. Therefore, blockchain technology has advanced greatly and as a result of 

many benefits, the technology is now utilized in numerous areas. Numerous associations are benefiting 

from safety and security with the execution of blockchain technology. Blockchain technology guarantees 

the integrity of the information stored and guarantees that once the information is stored in the blockchain 

it cannot be changed (Zhuang et al., 2020). 

The first implementation of the Bitcoin code was released as open-source, which enabled others to 

contribute by modifying the code and create different blockchain generations.  Blockchain 1.0 includes 

technologies such as Monero, Dash, Litecoin with its main aim to bring public access and transparency to 

the financial system. Smart contacts are a new feature in Blockchain 2.0. This layer consists of a variety of 

financial assets, including derivatives, options, swaps, and bonds. At this level, applications that go 

beyond money, finance, and markets are included. Some framework examples of these generations are 

Ethereum, Hyperledger, NEO, QTUM and Ethereum Classic (Tanwar et al., 2020). 

Blockchain 3.0 technology was intended for non-financial blockchain applications such as healthcare, 

media, the arts, justice and government-related applications; it emerged around 2012. The latest 

generation of Blockchain X.0 addresses a dream of blockchain uniqueness where there would be a public 

blockchain administration that would be similar to a Google search engine that anyone can use. The future 

applications would be artificial intelligence-enabled blockchain (Mahajan et al., 2022). 

Healthcare applications have been considered the main region where a greater number of purpose cases 

have been distinguished. However, it needs to be investigated what blockchain-based healthcare 

applications have been created. This paper explains the constraints and the significant difficulties of the 

blockchain-based-healthcare framework and distinguishes how these difficulties are presently being 

addressed and their importance including some of the important points to that may not be known yet. 

Moreover, the existing traditional approach of the healthcare industry is considered rigid, and it is 

recommended to measure the facts of change and resistance to the adoption of new innovative practices. 

Some of the issues in the traditional centralized approach that have drawn attention of researchers 

worldwide are privacy, information security, third-party dependence and interoperability (Hathaliya and 

Tanwar, 2020). The HIPAA (Health Insurance Portability and Accountability Act) rules put restrictions on 

usage of patient health information, but privacy is victimized in many ways. 

For example, a patient may visit multiple healthcare centres for medical treatments due to availability of 

good healthcare infrastructure. As most healthcare service providers follow the centralized storage 

approach, patients do not have any control over their own data, and moreover they cannot share their 

medical history with other doctors, so it is important to share patient health information among different 

healthcare centres by maintaining integrity and confidentiality standards. That could reduce redundant 

diagnosis that may be done on the patient and in turn this saves doctors’ time to make a decision about 

the patient as well as expenses incurred by the patient. Other cloud-based solutions are available, but the 

challenge is all about the credibility of the third party. As such, blockchain technology provides a solution 

to the above issue in a better and efficient way that leads to a smart and efficient healthcare system. 

Interoperability in the medical service area is the capacity of medical service frameworks to share, 

interpret and utilize Electronic Healthcare Records (EHRs) seamlessly (Fang et al., 2021). EHR 

management and interoperability solutions are important for consistent exchanging of patients medical 

details, which can improve the effectiveness of healthcare services with decreased costs and time. 
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Moreover, the EHR guidelines of various medical care associations are not uniform, causing a low level 

of interoperability in medical care data frameworks among the associations (Rajput et al., 2021; Cunha et 

al., 2021); thus, interoperable EHR aims to maintain identical EHR structure. EHR sharing and 

interoperability among different medical care associations is an open research area. 

  

Figure 1. Goals of EHR interoperability. 

Patient-controlled interoperable solutions mean that EHRs are controlled by patients, and they grant or 

deny access to their records to different partners (Mayer et al., 2019). Consistent EHR sharing among 

various medical service partners is fundamental for superior medical services. The three main goals of 

EHR interoperability are shown in Figure 1. 

In summary, this survey aims to provide information about the blockchain process, the significance of 

using blockchain in healthcare services, the challenges, certain limitations of blockchain-based EHR and 

how they are currently being addressed. Based on the privacy and interoperability concerns, a systematic 

review is carried out to understand the different types of privacy-preserving approaches employed for 

EHRs and certain observations on the performance parameters considering the access-costs, storage-costs, 

retrieval time and security vulnerabilities. As there is no standard framework available to achieve EHR 

interoperability, the cross-chain and the semantic-based architectural styles are presented in this article as 

solutions to interoperability. 

 

2 Methods 

The study design is carried out by adopting the PRISMA guidelines (Fang et al., 2021). The main goal was 

to identify eligible articles on blockchain-based EHR and to summarize the current aspects, available 

design choices, and merits/demerits of adopting a blockchain-based approach and future directions. In 

this review process, the main intention was to understand the efforts and the ideas of researchers, so no 

quality assessment of various blockchain-based EHRs was performed. The following activities were 

defined and executed during the systematic review process. 

 

2.1 Research questions 

Following are research questions considered to address during this review.  
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Table 1. Research questions for literature review. 

Research questions Justifications Relevant sections of this article 

that deal with the question 

What are the benefits, 

challenges, limitations of 

applying blockchain in the 

field of healthcare and 

different available standard 

blockchain architectural 

styles? 

A basic study of blockchain is carried out-

to understand the needs, benefits, process 

and types of blockchain, as well as the 

challenges and limitations of blockchain-

based EHR and how they are currently 

being addressed. 

Results are presented in sections 3 

and 4. 

What are the different 

privacy-preserving 

approaches available to 

achieve privacy of patient 

data? 

EHRs are sensitive data, privacy is utmost 

important; thus, we present different types 

of privacy-preserving techniques employed 

for EHRs and summarize the observations 

made on the different privacy-preserving 

strategies of EHR and assess their 

performance. 

Results are presented in Section 5. 

How mature is blockchain 

technology for enabling EHR 

interoperability, and what 

are its challenges / 

limitations? Do any existing 

architectural styles achieve 

interoperability? 

As EHR information is shared across 

different stakeholders, it should be 

interoperable. In this regard the challenges 

and limitations of EHR interoperability are 

discussed, and consideration of existing 

interoperability solutions with architectural 

styles and blockchain engines to achieve 

EHR interoperability is carried out. 

Results are presented in Section 6. 

 

2.2 Search strategy 

Following is the search strings used: “blockchain”, AND (“electronic health records”) OR(“privacy and 

security“)OR(“interoperability”) OR(“medical records”) OR (“PHR”) OR (“EHR”) OR (“health records”). 

It was used to identify the suitable articles based from different academic publishers and repositories such 

as IEEE Xplore, Scopus, Springer Link, Web of Science, ACM, MEDLINE, Google Scholar and Science 

Direct. 

 

2.3 Article selection 

The following are the inclusion and exclusion steps carried out on the obtained articles to select 

appropriate research articles for the final review process. Electronic health records based on blockchain, 

patient-centric component, privacy techniques in the blockchain-based approaches and interoperability 

techniques are considered among inclusion criteria, while identical articles, survey articles, and articles 

with incomplete implementation information are excluded from the final selection. An overall stepwise 

selection process was performed. First, duplicate articles from different databases were excluded.  Besides, 

article titles that were not relevant to the topic of discussion were excluded. Finally, article abstracts were 

reviewed and those not on blockchain-based Patient Health Record (PHR)/EHR and review articles were 

also excluded. Table 2 describes the inclusion and exclusion criteria. 
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Table 2. Review inclusion and exclusion criteria. 

Topic of study Inclusion criteria Exclusion criteria 

 

Privacy-preserving 

approaches used in 

EHR 

The research work should refer to various 

privacy-preserving techniques utilized in EHR for 

data storage and patients data accessibility. Works 

mainly on blockchain-based approaches along 

with smart contracts for privacy-preserving EHR 

were incorporated. 

Privacy-preserving 

techniques applied to non-

medical cases were 

excluded. 

 

EHR 

interoperability 

The work must refer to EHR data standards or 

semantic-based approaches such as ontology, big 

data model approaches for EHR management. 

Websites/blogs describing mechanisms for 

interchanging of EHRs between different 

blockchain platforms. 

Papers presenting semantic 

representation and 

standards other than for 

healthcare records and big 

data for non-medical 

applications are excluded. 

 

2.4 Data abstraction 

Some of the design parameters were selected to complete the data abstraction process, such as type of 

blockchain architecture, data storage, scalability solutions, smart contracts, privacy and security 

standards, interoperability solutions, PHR type, ability to read and write information and user interface 

are used. The limitations, future directions and areas of improvement were identified and presented under 

specific topics. 

 

Figure 2. Article filtering steps in systematic review process. 
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3 Electronic Healthcare Records 

3.1 Brief overview of current literature 

This section starts with a brief overview of current literature on EHR and blockchain technology use. 

Azaria et al. (2016) proposed a framework called MedRec, a blockchain-based approach to achieving 

decentralization of health records. They utilized a public blockchain category that motivates scientists to 

mine new blocks in return for gaining access to anonymized clinical information. The authors claimed that 

their architecture increases the simplicity of healthcare records, security, and information privacy. The 

MedRec work was extended by Nchinda et al. (2019). They utilized blockchain to store consent contracts. 

In their work, suppliers could join the organization and grant patients and different elements access to 

their information bases utilizing their qualifications. 

Mikula and Jacobsen (2018) utilized a unified and permission based blockchain to investigate auditability. 

Their assessment of the framework showed that the mining time to add a new block to blockchain was 

around 2-3 minutes, for a block size of around 3.8 MB. Whereas Haque et al. (2020) used two different 

blockchains to achieve security and data protection: one of them to store only EHRs and the other to store 

EHR solid files. Haque et al. (2020) also utilized a secure hashing algorithm called SHA-256 hash 

calculation to create a novel and indistinguishable 256-cycle or 32-byte hash for a specific clinical record. 

Since there is no trusted central authority to manage in a public blockchain-based approach arriving at a 

consensus between untrusted nodes is a significant issue. Raikwar et al. (2019) proposed an encryption 

approach for sharing patient health records among shared networks and utilizing smart contracts to 

manage access control and interoperability between hospitals. 

For the consensus mechanism Zhang et al. (2021) proposed a blockchain-based framework and 

implemented a Practical Byzantine Fault Tolerance (PBFT), which is a consensus mechanism for 

exchanging information among patients and researchers. Compared to the previous consensus 

mechanism, the PBFT would consume less computation power and could be adopted for many other 

blockchain-based applications. The authors proposed a consensus calculation named Proof of 

Authenticity over the network for all clinical partners; thereby, clinics and healthcare centres are expected 

to perform the role of miners as well as valuators for adding a block to the distributed ledger. 

The utilization of the blockchain-based approach for handling healthcare information is a significant 

research. The on-chain method increases the weight of calculation and capacity in the blockchain even if 

entire EHRs may be stored directly in the blockchain architecture. To tackle these issues, many related 

examinations and applications have embraced a cross-breed storage design. This is an off-chain storage 

system where only the reference information stored in a blockchain, and the actual copy of the information 

may be stored using an Interplanetary File System (IPFS) by Pilares et al. (2022). 

3.2 Potential benefits of using blockchain in healthcare 

A critical part of healthcare information is the EHR which contains private clinical analysis data of a 

patient. Aside from EHR, there are different kinds of medical care information (Mayer et al., 2019). These 

include: 

a) PHR, which contains information such as the patients physiological health boundaries and sensitivity 

data. 

b) drug/medication information which stores data for medical prescriptions; and 

c) healthcare coverage information which includes data on the patients protection strategy, instalment 

data, and information on protection-related administrations. 

Potential benefits of using blockchain in healthcare applications are discussed in Table 3. 
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Table 3. List of potential benefits of using blockchain in healthcare. 

Decentralization In the healthcare system stakeholders are distributed and require the system to be 

decentralized. Blockchain can provide the solutions by making data management system 

distributed where all the stakeholders can control the healthcare records without the need 

for a centralized authority (Puneeth and Parthasarathy, 2021). 

Immutability Immutability is another important feature of blockchain that mainly provides the security 

of health records stored in it, where data once written cannot be modified, corrupted or 

altered (Tanwar et al., 2020). 

Smart contracts Patients need to own their data and be in control of how their data are used. The 

configuration of the blockchain features, such as smart contracts and cryptographic 

protocols can help meet their requirements (Nchinda et al., 2019). 

Robustness / 

Availability 

With the concept of decentralization, replicated copies of healthcare information are 

available across multiple participating nodes. Availability of the data can be guaranteed, 

so the system is resilient against data losses or corruption (Zhang et al., 2021). 

Transparency Blockchain is open and transparent in nature; it helps create a trusted atmosphere among 

distributed healthcare applications. 

Data verifiability Without accessing plaintexts stored in blockchain, the integrity and legitimacy of those 

records can be confirmed using the hash value stored in each block as root information 

about the whole set of information or transactions stored in a block. This element is 

extremely helpful in the field of medical services. 

Security All the records in blockchain are encoded, time-stamped and arranged in a sequential 

order. The use of suitable cryptographic keys can achieve data security and privacy of 

patient details (Xia et al., 2017; Raikwar et al., 2019). 

3.3 Difficulties and restrictions of blockchain-based EHR frameworks 

In this subsection, a few technical difficulties of the blockchain technology are listed, such as throughput, 

latency, scalability, privacy and security, interoperability and usability. 

Throughput: When the numbers of transactions and participating nodes in a network increases, more 

checks have to be carried out, leading to a network bottleneck. Therefore, throughput is a very important 

factor to be considered when working with healthcare ecosystems. Faster access to a required diagnosis 

could help doctors to save someone’s life. 

Latency: The time taken to complete the process of validating a block in a blockchain varies depending on 

the type of consensus mechanism along with the type of blockchain architecture. Healthcare systems are 

dynamic and information should be accessed within a time frame.  

Scalability: It is a critical issue particularly in connection to the volume of data involved in a healthcare 

system. Moreover it is not ideal, or even practicable in certain cases, to store high-volume biomedical 

information in the blockchain as this will undoubtedly cause performance degradation and also leads to 

an increase in latency (Yang and Yang, 2017; Lin et al., 2019; Yan et al., 2020). 

Interoperability: It is the process of exchanging of information between two different entities. 

Applications created by various vendors or on different framework platforms will be unable to 

interoperate. For example, if two healthcare systems are developed, one using Ethereum and another 

using Hyperledger Fabric platform, it is troublesome to exchange/ transfer data between the two different 

platforms (Belchior et al., 2021). 

Privacy and security: Issues with blockchain-based medical care providers' data privacy, for example, 

There is concern that, even using effective encryption techniques, it would still be feasible to find a 
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patient's personal information on a public blockchain. The secret blockchain keys used for information 

encoding and decoding are also susceptible to potential trade-offs, which might result in unauthorised 

access to the stored healthcare data. (Sonkamble et al., 2021; Sorace et al., 2019; Watford et al., 2019). 

A significant feature provided by blockchain called immutability, does not follow the general rules 

provided by the European Union’s General Data Protection Regulation (GDPR) "on the right to be 

forgotten", which specifies that the client has the option to demand total eradication of their information. 

Since data once written in a blockchain cannot be erased or changed, it could prove counterproductive 

when there is request to totally clear a patient’s clinical history.  

Usability is about how to enable patients to administer their own information in the blockchain. Moreover 

patients, of different ages may not be willing or ready to take part in the administration of their EHR. 

Some probable solutions to the above limitations to utilization of blockchain in healthcare applications 

have been proposed. For instance, as a corrective measure to the scalability issue, it is feasible to use an 

"off-chain," storage technique, where only the link/reference to the information is stored in the blockchain, 

whereas the actual data in encrypted form are stored using the IPFS (Pilares et al., 2022). This method of 

storage also resolves the GDPRs "right to be forgotten" issue, since in the off-chain approach, the original 

data are stored in IPFS, and can thus be erased forever. However, the reference to the information in the 

blockchain cannot be deleted. The use of permissioned blockchains such as private or consortium rather 

than public blockchains could be adopted. With the use of smart contracts, various standards can be 

characterized and modified to manage the process of storage and accessibility of patient data. 

4 Blockchain Technology 

4.1 Blockchain process 

Every transaction on the blockchain is included in a block, which is then cryptographically encrypted 

using SHA-256, MD5, or other hashing algorithms. As a result, each block generates a distinct value 

known as a hash value. The information from the preceding block is combined with a newly produced 

hash value in the next block. A genesis block is the first block created and added to the blockchain, a block 

can be added to the blockchain network by any node. Figure 3 shows how blockchain works (Fang et al., 

2021). 

The blockchain network is a consensus based network in which each of the nodes present needs to settle 

on the exchange made dependent on consensus algorithm. A consensus calculation/ algorithm is a process 

by which different nodes present in a distributed network settle upon a choice. The consensus 

calculation/algorithm gives unwavering quality to an appropriated network. There are numerous 

consensus algorithms, such as Proof of Work (POW), Proof of Stake (POS), Byzantine Fault Tolerance 

(BFT) (Hashim et al., 2021). 
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Figure 3. Primary Blockchain Process. 

4.2 Types of blockchain 

4.2.1 Public blockchain 

A public blockchain is a kind of blockchain that is available to all. Any client can interface with a public 

blockchain, and no authorization is needed to join the organization. Any user associated with the public 

blockchain has the authorization to add a block to the blockchain network after completing a consensus 

process. A public blockchain can be exceptionally helpful in managing cryptocurrency (Fan et al., 2018). 

4.2.2 Private blockchain 

Unlike a public blockchain, in a private blockchain or permissioned blockchain, any client who wishes to 

join the organization needs to receive consent to be added to the organization. Where miners are 

predefined, no unapproved client is permitted to join the organization (Puneeth and Parthasarathy, 2021). 

Blockchain enables businesses to transact efficiently; Hyperledger is an open-source umbrella that offers 

tools for developing blockchain. Ripple is a blockchain-based digital payment network. 

4.2.3 Consortium blockchain 

The consortium blockchain architecture is also called the “federated” blockchain architecture, where one 

or more organizations govern the platform. It is neither a public platform nor a permissioned platform. It 

is a fully open, decentralized system and centrally controlled. A blockchain consortium of like-minded 

service providers can hold information to improve accountability, workflows and transparency. Quorum 

is based on Ethereum, R3 Corda or Hyperledger, which are some of the most popular blockchain 

development platforms (Qiao et al., 2020). 
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4.2.4 Hybrid blockchain 

Hybrid blockchains lie close to private and public blockchains, contingent upon their design. A single 

corporation controls this blockchain, which combines public-private and public-permissioned blockchains 

to enable businesses to create private, permission-based systems alongside public, permissionless systems. 

IBM's hybrid blockchain serves as an illustration of integrating public and private blockchains (Yan et al., 

2020). 

 

Figure 4. Different types of blockchain. Source: Based on (Oodles, 2022). 

Figure 4 represents the public, private and hybrid blockchain structures, where the participating nodes in 

the blockchain are represented with the dots, where a green dot represents a mining node and a red dot 

indicates normal or participating nodes in a blockchain.  

4.3 Scalability 

Scalability is one of the issues of blockchain which brings the consideration straightforwardly to possible 

arrangements (Garrido et al., 2021). The Solution to Scalability of Blockchain is discussed below. 

a) Sharding: As a method of on-chain scaling, sharding is one of the common solutions for addressing 

the blockchain adaptation issue. In light of relevant data sets, sharding is a fantastic layer-1 scaling 

solution for blockchain networks. The process of "sharding" entails dividing information exchanges 

into smaller, discrete information groups. The organisation then processes the shards concurently. 

Data may be partitioned among several nodes with the use of sharding, which maintains data 

consistency. By using cross-shard correspondence rules, shards serve as the main chain's verification 

while maintaining their interconnectedness for the purpose of exchanging locations, general states, 

and balances. (Hashim et al., 2021). 

b) Nested blockchain: It is essentially a decentralised network foundation that uses the primary 

blockchain to provide limits for a larger network of secondary blockchains. It also ensures that trades 

will be carried out through a network of optional chains that are connected to one another. One of the 

layer-2 configurations that show promise in addressing the blockchain versatility issue is nested 

blockchain. (Mattila et al., 2022). 

c) Consensus mechanisms:  As a result, prominent blockchain organisations like Bitcoin use the Proof 

of Work consensus model. Even while the Proof of Work consensus tool provides strong security, it 

is quite slow. This is why many blockchain networks see the Proof-of-Stake consensus mechanism as 

a potential solution to the blockchain's flexibility problems. The POS consensus mechanism does not 

need miners to resolve cryptographic computations by employing significant amounts of processing 

power. Contrary to popular belief, it ensures consensus through the selection of validators, which is 

determined by organisational stakes. By advancing decentralised security, the adoption of POS 

consensus might kindly assist in overcoming the constraint of Ethereum networks. (Sonkamble et al., 

2021). 
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5 Privacy-Preserving Approaches Employed in EHRs 

Nowadays, most of the healthcare-related documents are digitized. Data are generated from different 

origins in the healthcare area such as radiology images, monitoring sensors and other sources. 

Traditionally, the patient details are stored in several databases, where some of the information may be 

very sensitive. However, the use of blockchain in these areas helps achieve the privacy and security of the 

required information mainly due to features provided such as data traceability and immutability. 

Nevertheless, one important requirement, the privacy issue of EHR in the blockchain, is not completely 

resolved. There is still a need to resolve the issues connected with security while exchanging information 

(Fan et al., 2018; Guo et al., 2018; Loukides et al., 2014; Raikwar et al., 2019). 

Identity privacy and transaction privacy are considered the main challenges to be handled efficiently in 

blockchains. Identity privacy is about maintaining the private identity of users such as patients and 

ensuring it is not relating to the transaction. Transaction privacy means to ensure that patient information 

is not obtained by any unauthorized users. To address this type of privacy, many techniques could be 

used such as k-anonymity or zero-knowledge proof (Lin et al., 2019), trusted execution environments, 

differential privacy, attribute based encryption method (Yan et al., 2020; Kim et al., 2020), identity-based 

encryption (Raikwar et al., 2019), elliptic curves cryptography (Shahnaz et al., 2019). Blockchain 

technology utilizes hashing and cryptographic techniques to achieve data security on data between nodes 

associated in a network, mainly SHA-256 or SHA-512 hashing algorithms. 

Homomorphic encryption (Qu et al., 2020) can also be used to address the patient data privacy issue in a 

blockchain, where one can utilize, homomorphic encryption to store data over a blockchain with no 

significant changes in the properties of the blockchain. It also offers privacy protection and enables some 

form of computation over encrypted data without revealing the actual data. The Ethereum platform may 

be used to create blockchain-based applications for enhanced privacy and control over patient data since 

it supports homomorphic encryption for data stored in the blockchain. 

Finally, as data security and privacy are crucial components of the healthcare system, using blockchain 

technology can assure accomplishing them. The selection of an appropriate privacy approach must be 

chosen very carefully because it might result in performance deterioration (Chenthara et al., 2020; 

Boumezbeur and Zarour, 2022). Different types of privacy-preserving approaches employed in EHR are 

presented and discussed in Table 4. 

Table 4. Represents the privacy preserving approaches employed for EHR. 

Privacy-preserving approaches 

Cryptography It aims to apply encryption methods to sensitive 

information in EHR. 

Asymmetric and symmetric techniques are utilized to check 

the legitimacy and authority of the information. 

Attribute level 

Privacy by design 

Patient controlled 

privacy 

Disassociation The process of disassociation is used to separate extremely 

sensitive traits from personality traits. 

This helps people with rare diseases keep their personalities 

hidden from potential adversaries. 

De-linking sensitive 

attributers. 

Privacy by design 

Anonymity Sensitive or private information is obscured in the EHR by 

replacing it with random characters or summarising it with 

broad characteristics to avoid attracting attention. 

K-anonymization 

algorithms,  

tools such as ARX- 

or Amnesia 

Blockchain-

based strategies 

Blockchain upholds pseudo-obscurity of patients in EHR. 

Smart contracts used in the blockchain can assist in 

managing the access rights of users. 

Role-based access 

management 

Smart contracts  
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Privacy-preserving approaches 

Dividing the EHR into on-chain and off-chain data to 

manage the data efficiently and effectively. 

Data storage 

partitioning 

Cloud based 

approaches 

As cloud suppliers offer administrations for clients, they 

use encryption procedures in the cloud to get information. 

Encryption 

techniques 

privacy by design 

Privacy levels Each medical care specialist has pre-defined roles and 

access privileges which characterize what, how, and where 

it can be accessed. 

User / role-based 

approaches 

Patient controlled 

privacy 

 

The privacy preservation methods for EHR offer data security but influence factors such as performance 

and storage. The throughput is affected by some of the operations related to information retrieval, 

encryption/decryption and compliance checks (Sonkamble et al., 2021). We summarize the observations 

made on the different privacy-preserving strategies for EHR and also assess their performance in Table 5. 

They are the on-premise approach (Loukides et al., 2014; Fan et al., 2018; Guo et al., 2018; Xia et al., 2017), 

the cloud-based approach (Tu et al., 2010; Hamid et al., 2017; Li et al., 2013; Liu et al., 2015) and the 

blockchain-based approach (Akhter Md Hasib et al., 2022; Chelladurai and Pandian, 2022; Mantey et al., 

2022; Mahajan et al., 2022).  

Table 5. Observation made on the different privacy preserving strategies of EHR. 

Observations on performance evaluation of privacy preservation approaches 

 Access costs Retrieval Time Storage costs Security 

vulnerability 

On-premise 

approach 

Higher when 

additional 

security 

standards are 

leveraged on 

EHR 

frameworks 

such as 

encryption and 

decryption 

overheads. 

Significantly 

shorter 

Capacity 

costs are 

affected by 

on-premise 

centralized 

approach. 

 

Denial of service         

(or DOS) attacks, 

data tampering, 

single point failure 

and performance 

bottlenecks are 

some of the 

vulnerabilities. 

Cloud-based 

approach 

Higher Higher than on- 

premise approach 

Storage costs 

may vary 

based on the 

service 

providers’ 

accounting 

model. 

Lack of trust by 

third-party service 

providers 

Blockchain-

based 

approach 

Much higher 

than on-premise 

and cloud-

based. 

As smart contracts 

are used to 

validate 

healthcare data 

and manage user 

authentication, 

retrieval time is 

longer than two 

approaches. 

Distributed 

replicated 

ledger is 

used, higher 

than two 

above 

approaches 

Basic security 

aspects such as 

data privacy, data 

integrity and 

confidentiality can 

be addressed 

easily. 
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6 Interoperable Healthcare Data Sharing 

6.1 EHRs interoperability: Role of blockchain 

Blockchain is considered instrumental to attain interoperability of information, and the process can work 

without the need of a customary intermediary. In future, interoperability is likely to have become more 

persistent and better control of access and sharing of EHR can be achieved by utilizing blockchain 

(Chenthara et al., 2020). The features and approaches are discussed in Table 6. 

Table 6. EHR interoperability. 

No. Features Approaches 

1 EHR accessibility  

⚫ The patient’s clinical information can be mapped with the 

patient’s public key. 

⚫ Role-based access control and attribute-based access control 

can be achieved using customized smart contracts in the 

blockchain. 

2 EHR aggregation  

⚫ Patients can consult different healthcare service providers; 

by using unique identification numbers information/history 

of details can be aggregated and communicated to the 

required entity. 

3 Health data liquidity 

⚫ An open blockchain may be used to share sensitive patient 

data, ensuring liquidity and ready access to information as 

needed. 

4 Patient identity 

⚫ Using unique ID such as Aadhaar-based (unique number 

for all residents in India) can be used to identify patient 

medical data. 

5 Data immutability 

⚫ Clinical data should be safely exchanged in order to 

guarantee accessibility and preserve data integrity. 

⚫ The fundamental characteristic of blockchain is 

immutability; once data has been recorded, it cannot be 

modified inside a block. If altered, the 

interconnections between the blocks are disconnected. 

6.2 Issues due to absence of interoperability 

There are a few issues caused by a shortfall in interoperability (Faheem et al., 2021): 

• Restricted information sharing: The dominant EHR types on the market today limit the free 

progression of patient data across different service providers. The medical service framework 

causes extra expenses because of clinical test duplications that occur due to limited data 

accessibility. 

• Non-accessibility of collaborative patient data for understanding perspective: The patient data 

with service providers are isolated from others which lead to data unavailability about the patient 

health history. There is no Application Programming Interface (API) that permits the different 

restrictive and frameworks to consistently impart information with one another. 

• Lack of significant information: Due to the lack of accurate information and the EHR vendors' 

reluctance to upgrade their user interfaces, the benefits of information mining and information 

warehousing are severely constrained. 
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6.3 Interoperability solution: Cross-chain interoperability 

Cross-chain interoperability is regarded as a mechanism by which one or more blockchains can 

communicate with each other across homogenous or heterogeneous platforms. In most of the published 

articles, EHR, are maintained and managed using a single blockchain framework approach. Moreover, 

EHRs can be shared across healthcare associations/organizations, using different frameworks. Thus, inter-

organizational EHR interoperability approach demands that cross-chain interoperability be examined for 

information sharing (Sonkamble et al., 2021). Table 7 shows the architecture of cross-chain interoperability 

for EHR management system. 

Table 7. Cross-chain interoperability architecture 

 

No. Type Key features Advantages Limitations 

1 
Hash 

locking 

⚫ Hash trigger 

⚫ A similar trigger 

activity will cause 

tasks across the two 

players. 

⚫ Non-

interceded 

⚫ Information 

privacy is 

ensured. 

⚫ Synchronous changes will 

be completed. 

2 
Relay or 

side-chain 

⚫ The record is 

replicated in an 

imperfect form. 

⚫ Non-

interceded 

⚫ Security of EHR should be 

authorized across the two 

players. 

3 Notary 

⚫ Trusted third party 

⚫ Multiple outsiders 

can increase 

legitimacy. 

⚫ Interceded ⚫ A non-intervened solution 

for EHR migrations cannot 

be created. 

⚫ Privacy of EHR will be 

compromised. 

 

6.4 Interoperability solution: Semantic interoperability 

A standard representation followed in structural interoperability characterizes the syntax, format and 

organization of information. In semantic interoperability, systems should agree on a common 

interpretation of data. Subsequent to sharing information, the significance of the information must be 

protected and unaltered. There are two levels of semantic interoperability, i.e., full and partial semantic 

interoperability. In the partial interoperability process data are converted to an intermediate standard 

form that is understandable to both the sender and the receiver. In full semantic interoperability, the 

receiver accepts the health records in the sender’s format, then converts and reproduces them based on 

the receiver’s local standards. Some popular healthcare ontologies and EHR standards are reviewed and 

a list is represented in Table 8 (Lyniate, 2020; SNOMED, 2020; ICD, 2022; GO, 2022; OWL, 2022). 

Table 8. Healthcare ontologies and EHR standards. 

Healthcare ontologies 

OWL Ontology representation as semantic web standards (generally applicable for knowledge 

representation) 

GO Generic information of species ranging from the molecular level to the organism level 

SNOMED Ontology based on general medical science 

CARO Facilitates interoperability between existing anatomy ontologies for different species 

ICD Used to classify diagnosis codes 

EHR standards 

HL7 Facilitates clinical and administrative data sharing among different stake holders in a hospital 
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DICOM Specifies the standard for medical data storage, interpretation and transmission 

SNOMED-CT Specifies the standard terms to be used in primary healthcare systems 

CDA Specifies EHR sharing in terms of documents  

HL7-DS Contains information in terms of image or coded data. 

HISA Architecture used to integrate healthcare information from different platforms 

Notes: OWL = Web Ontology Language; GO = Gene Ontology; SNOMED = Systematized Nomenclature of Medicine; CARO = Common 

Anatomy Reference Ontology; ICD = International Classification of Diseases; HL7 = Health Level 7; DICOM = Digital Imaging and 

Communications in Medicine; CDA = Clinical Document Architecture; HISA = Healthcare Information Systems Architecture. 

 

6.5 Limitations of interoperability for data sharing 

Table 9 lists some of the challenges and barriers that might prevent blockchain-enabled patient-driven 

interoperability as well as solutions for overcoming these obstacles. (Belchior et al., 2021). 

Table 9. Limitation of Interoperability. 

No. Limitations Remarks 

1 Incentives 

⚫ Investing in API frameworks to handle the competitive 

pressure from API-empowered frameworks while enabling 

non-empowered frameworks 

⚫ A reward for a debt-to-credit agreement with full disclosure 

2 Patient engagement 
⚫ Presentation of a patient-friendly application that allows 

patients to view their own records 

3 Privacy and Security 
⚫ Introducing the blockchain consortium – 

authorized/permitted openness to reduce public transparency 

 

7 Discussion 

This review of the literature successfully identified both objective and subjective features of research that 

attempted to gain a comprehensive understanding of the ecosystem around EHRs in a blockchain. By 

responding to research inquiries, it found several common study aspects. In relation to EHR and 

blockchains, the challenges were emphasised along with unresolved problems, present information types, 

related principles, objectives, designs, and functionalities. 

The main findings that are presented in this survey are related to the significance of realising EHR 

interoperability by means of the adoption of blockchain by healthcare service providers and the 

importance of open standards. In addition, different blockchain focus on addressing storage challenges 

(Mamun et al., 2022; Chelladurai and Pandian, 2022; Yang and Yang, 2017), such as better patient 

command over sensitive health information. Because of the sharing, accessibility, and integration of health 

information, these may be essential to improving healthcare management. 

Following that, we discussed several EHR-related privacy-preserving strategies. Even if they provide data 

security, research needs to take certain aspects like storage and performance into account. The throughput 

of a blockchain process is impacted by several procedures relating to information retrieval, 

encryption/decryption, and compliance checks, in addition to the privacy mechanism. We compiled 

findings on the various privacy-preserving EHR approaches and evaluated their effectiveness. The data 

access times and storage costs are relatively high compared to the other existing approaches but 

considering the data privacy, security, data integrity and interoperability factors, the use of blockchain 

could be a significant approach for healthcare systems (Akhter Md Hasib et al., 2022; Chelladurai and 

Pandian, 2022; Mantey et al., 202; Mahajan et al., 2022; Watford et al., 2019). 
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7.1 Open research issues 

The application of blockchain technology in the field of healthcare is an emerging field. More prototypes 

and proofs of concept are still to be developed by researchers to deepen the understanding of its 

applicability in the healthcare ecosystem. Methods, frameworks, models and architecture already 

proposed need to be verified thoroughly and evaluated to find out their pros and cons. 

To facilitate the possibility of interoperability of patient data among different healthcare organizations or 

service providers, there is a need for open standards, so it is important for researchers to explore the 

standardization process and interoperability solutions. Also the scalability issue is a critical research 

problem in the field of blockchain-based healthcare systems, because of the huge volumes of data 

involved. 

The storing of the huge volume of healthcare data in the blockchain is practically not possible, as it might 

lead to performance degradation. To improve the confidence of stakeholders in the use of blockchain 

technology, the challenges of patient data security, privacy, scalability and interoperability are considered 

to be the open research issues, yet more prototypes and efficient techniques are to be identified and 

applied to blockchain-based healthcare systems. Furthermore, the latency caused by the speed of 

processing transactions along with the time to load off-chain based information in a blockchain system 

need to be investigated. 

8 Conclusion 

This paper presented a systematic literature review conducted to understand the principal concepts of 

blockchain technology in managing data in the healthcare field. The main objective was to identify and 

consider the important issues, benefits, challenges of adopting blockchain in healthcare applications. The 

use of blockchain has extended beyond the financial sphere and shows a potential in the field of healthcare. 

Examining the outcomes that were derived from the literature review, we infer that blockchain technology 

offers a promising solution to the common problems in the field of healthcare, such as EHR 

interoperability, privacy and security, auditability, and allowing patients to have control over their health 

information, which would help them decide and share their information based on needs. However, the 

use of a security scheme composed of suitable cryptographic techniques could be more appropriate to 

achieve higher privacy and security. 

The results of our overview show that there is a need for more development in relation to semantic and 

cross-chain interoperability in frameworks that are currently employed by creating customised blockchain 

frameworks for interoperability. The most important research problem is to enable and provide a 

standardised mechanism for data exchange among various blockchain-based healthcare systems while 

protecting patient privacy. Future works and research may use this study as a foundation or source of 

inspiration. 
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