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ABSTRACT The constantly evolving cyber threat landscape is a latent problem for today’s companies. This

is especially true for the Small and Medium-sized Enterprises (SMEs) because they have limited resources

to face the threats but, as a group, represent an extensive payload for cybercriminals to exploit. Moreover, the

traditional cybersecurity approach of protecting against known threats cannot withstand the rapidly evolving

technologies and threats used by cybercriminals. This study claims that cyber resilience, a more holistic

approach to cybersecurity, could help SMEs anticipate, detect, withstand, recover from and evolve after

cyber incidents. However, to operationalize cyber resilience is not an easy task, and thus, the study presents

a framework with a corresponding implementation order for SMEs that could help them implement cyber

resilience practices. The framework is the result of using a variation of Design Science Research in which

Grounded Theory was used to induce the most important actions required to implement cyber resilience and

an iterative evaluation from experts to validate the actions and put them in a logical order. Therefore, this

study proposes that the framework could benefit SME managers to understand cyber resilience, as well as

help them start implementing it with concrete actions and an order dictated by the experience of experts.

This could potentially ease cyber resilience implementation for SMEs by making them aware of what cyber

resilience implies, which dimensions it includes and what actions can be implemented to increase their cyber

resilience.

INDEX TERMS Cyber resilience, design science research (DSR), framework, grounded theory, guidelines,

SMEs.

I. INTRODUCTION

Cyber threats are one of the main risks companies face today

[1], [2], and they affect a large percentage of companies

every year, especially Small and Medium-Sized Enterprises

(SMEs) [1]–[4]. The economic impact of cyber incidents can

cost between hundreds of thousands of euros to the millions

per company and per year in the European Union (EU) [5].

Globally this economic impact can vary from the lowest

average of 16,400 euros to the highest average of 14.1 million

euros [5]. This means that for an SME, a successful cyber-

attack could be catastrophic. In fact, 66% of the companies

in a survey of 250 SMEs reported that they went out of

business or had to close for a day or more after suffering

a cyberattack [6]. Moreover, SMEs are usually specifically

The associate editor coordinating the review of this manuscript and

approving it for publication was Luis Javier Garcia Villalba .

targeted by cyber criminals because they represent signifi-

cant cumulative payoff (from bank accounts, ransoms, credit

cards, etc.) with usually not enough means to cover all of

their cyber risks [7], [8]. Being targeted and having poor

survival rates to attacks can be worrying since SMEs are

arguably the most important group of companies in today’s

economic ecosystem. This is true, since they represent over

90% of companies in most regions [7], [9], [10] and are

crucial to the economic development of these regions due to

their creation of jobs [11]–[13]. However, SMEs often have

scarce resources [7], [10], [13]–[16], and limited workforce

focused on this issue to protect against cyber threats [14], [17]

which reinforces their cybersecurity problem.

On the other hand, the traditional cybersecurity approach

of an intended ‘‘fail-safe’’ protection cannot withstand the

ever-evolving environment of the cyber risks and technology

[8], [18], [19]. Therefore, the traditional cybersecurity point
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of view needs to shift into an approach that can deal with rapid

changes, that maintains business continuity despite unknown,

unexpected and adverse situations, and that is sustainable

regardless of the changes in the context [19]. An emerging

approach to deal with this problem is cyber resilience. This

approach is commonly defined as the ability to anticipate,

detect, withstand, recover, and evolve from cyber incidents,

from an organizational, technological, and human point of

view [20]–[23]. Cyber resilience’s main purpose, opposite to

traditional views of cybersecurity, is to prepare the company

to be a ‘‘safe-to-fail’’ system in order to maintain business

continuity despite any type of adverse situations, including

unexpected and unknown ones [19]–[21], [24].

However, cyber resilience is not easy to operationalize,

because it is a multi-dimensional concept that involves gover-

nance, awareness and training, and business continuity man-

agement [20], [25], [26] among other dimensions for which

SMEs usually do not have assigned resources [14], [17].

In addition, cyber resilience also involves the investment in

several policies such as preparing for unknown threats, main-

taining business continuity, cooperating with external stake-

holders, etc. [25], [27], [28] that were not usually considered

in traditional cybersecurity [29], [30]. These added policies

are complex since they require strategy, planning, testing,

coordinating with external entities, etc. and SMEs usually

lack the specialized resources to implement them [7], [10],

[14], [15]. In fact, most SMEs ignore the need to implement

these policies and have either a reactive attitude towards

security or the intent to become ‘‘fail-safe’’ with a traditional

cybersecurity approach and adopting several technical and

protective measures.

Given the importance of SMEs in the current economic

ecosystem [7], [9], [10] and their shortcomings for the imple-

mentation of cyber resilience [7], [10], [14], [15], [17],

an SME oriented approach to cyber resilience is needed.

Currently, several cybersecurity and cyber resilience frame-

works exist in the literature [25], [27], [31]. However, these

frameworks are not designed specifically for SMEs since they

often include hundreds of specific policies [23], [25], [26],

[32] that might not all be applicable for SMEs. Thus, it is

relevant to define a cyber resilience framework oriented for

SMEs.

Thus, the aim of this study is to present a cyber resilience

framework for SMEs and guidelines on how to implement it.

This framework will summarize the different dimensions that

cyber resilience implies and the policies that SMEs need to

implement them. In addition, the guidelines will be presented

in the form of an implementation order with the objective to

help SMEs address the framework’s policies in an order that

has a basis on experience. The combination of the framework

and guidelines for implementation are from hereafter referred

to as ‘‘framework’’.

This study’s framework could potentially help SMEs

understand cyber resilience, be aware of the dimensions and

actions it requires operationalize and have clear guidelines on

a possible order in which they could implement these actions.

Thus, the framework would aid in reducing the challenges

in the cyber resilience operationalization for SMEs. More-

over, this is unlike other solutions [23], [25], [32] in which

resources would have to be invested into the acquisition of

this information on which actions need to be implemented,

and in which order does it make sense to implement them in

order to operationalize cyber resilience.

Therefore, the contributions of this paper are:

• The definition of a complete yet synthesized cyber

resilience framework, with the essential cyber resilience

domains and policies needed for its operationalization.

• A high-level implementation order to serve as guidelines

for SMEs to better understand the relationship between

the framework’s domains and therefore as a starting

point for their cyber resilience operationalization pro-

cess.

These contributions, although based on the literature and

practitioners’ experience, still have the limitation of a the-

oretical scope and should be tested and iteratively improved

in real situations. These contributions are also limited to aid

SMEs that are starting their operationalization process and

that currently have limited knowledge in cyber resilience.

This limitation is because more experienced companies in the

field, in theory, would require frameworks that include more

details and nuances within the cyber resilience policies such

as the ones in the frameworks of the current literature [23],

[25], [32].

In the following section, a literature review shows the

state of the art of cyber resilience frameworks in the cur-

rent literature. Section 3 explains the methodology used

in this research. Section 4 presents how the methodol-

ogy was applied to obtain the cyber resilience framework.

Section 5 contains the development process and the final con-

sensus on a possible implementation order. Section 6 contains

suggestions on how to use the framework. Section 7 elabo-

rates on the results of the qualitative evaluation of the use-

fulness of the framework. Section 8 has a discussion on the

importance and uses of this framework for SMEs. Finally,

Section 9, highlights the conclusions drawn from this paper

and future lines of research.

II. STATE OF THE ART

With the evolution of technology, information security

evolved into the broader concept of cybersecurity [33]. The

concept of cybersecurity referred to the protection not only

of the Confidentiality, Integrity and Availability (CIA triad)

of information resources but also to other assets [33]. For

instance, remotely turning off the security measures (cam-

eras, alarms, etc.) in order to enter and burgle money from

a small shop would not directly affect the CIA triad, so it is

not an information security concern, but it is a cybersecurity

one [33]. However, over the past few decades, information

security and cybersecurity have been mostly based on pro-

tection and detection; it is not until this decade that incident

response has become a concern [30], [34]. Moreover, these
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FIGURE 1. Cyber Resilience Lifecycle.

concepts rely most of the time on technology and keeping

humans and human processes out of the equation [29].

These concerns about including the anticipate, detect,

withstand, recover, and evolve [20], [23], [25], [27] lifecycle

and the inclusion of humans into cybersecurity have led to

an emerging new approach called cyber resilience [20], [22],

[24], [27], [28].

Although some authors consider cyber resilience a part

of cybersecurity that is concerned with response [22], [35],

[36], other authors consider cyber resilience a more holistic

concept that includes the whole lifecycle (Figure 1) and that

includes strategic and human processes into cybersecurity

[20], [23], [27], [28]. This ambiguity of the cyber resilience

concept may be due to the continuously changing cyberse-

curity concept throughout the past few decades [30], [35],

[37]. However, there are clear differences between the cyber-

security and cyber resilience concepts. The main differences

include [21]:

• The objective of maintaining business continuity rather

than protecting Information Technology (IT) systems.

• The intention of being safe-to-fail rather than fail-safe.

• A holistic (network of organizations) approach rather

than the atomistic (one organization) approach.

Therefore, this article adopts the idea of cyber resilience

as a holistic approach to cybersecurity. In this sense the

article adopts the following definition of cyber resilience:

‘‘Ability of a process, business, organization or nation to

anticipate, [detect], withstand, recover, and evolve in order

to improve their capabilities in face of adverse conditions,

stress, or attacks to the cyber resources it needs to function’’

[20]. Since this definition includes cybersecurity within the

cyber resilience concept [24], cybersecurity will be consid-

ered part of cyber resilience from this point on. The adopted

definition also defines the stages of the cyber resilience

lifecycle: anticipate, detect, withstand, recover, and evolve

(Figure 1).

The holistic nature of cyber resilience makes it multi-

dimensional, and multi-disciplinary requiring several areas

of knowledge to be involved [25], [26], [38]. These areas of

knowledge or dimensions have several names in the literature

(e.g. domains, categories, capabilities, controls, etc.). How-

ever, in this study the term ‘‘domain’’ has been adopted to

refer to these categories, capabilities, controls, etc. since it is

the name used in several other studies [20], [31], [39].

Moreover, these domains have several actions, or measures

that SMEs can implement in order to implement the domain.

These actions are, within the context of this article, called

policies since in a generalizedmanner they represent concrete

actions that the managers of the company would need to

implement in order to operationalize cyber resilience.

Companies, however, and SMEs in particular, are propense

to being reactive and protective (‘‘fail-safe’’ approach) [30]

towards the implementation of cyber resilience. This makes

them propense to being less protected than they might

expect from the measures that they have implemented espe-

cially considering that incidents can be provoked by sev-

eral protective measures failing differently but simultane-

ously as explained by the complex linear incident model

(swiss cheese model) [40]. This model has been used in

the literature to explain that cybersecurity measures can

fail for multiple reasons (human error or latent conditions)

and that no measure, nor combination of measures is com-

pletely ‘‘fail-safe’’ [41]. Thus, companies not only require

cyber resilience operationalization, but also need a system-

atic and proactive approach towards this operationalization

because adding more protective measures does not always

correlate with more security. Therefore, cybersecurity and

cyber resilience frameworks can prove to be useful tools to

make cyber resilience operationalization more systematic.

The following subsections develops on the literature’s cur-

rent cyber resilience frameworks and the need for an SME

approach.

A. RESEARCH GAP IDENTIFICATION

Despite the need for implementing cyber resilience in compa-

nies and especially SMEs, these organizations still commonly

underinvest in its policies because of their lack of awareness

about its implications [14], [30]. Besides, SMEs’ usually do

not have enough means to invest in the required protection,

leaving significant risk uncovered [8]. This combination of a

lack of awareness and lack of resources make cyber resilience

difficult to implement since not being aware is also a cause

for not investing or underinvesting [42].

Due to this difficulty of implementation several frame-

works, standards, methodologies, maturity models, and

assessment tools have proliferated in the literature. Some

examples of these can be found in the following references:

[20], [23], [25], [27], [31], [32], [39].

A literature review on cyber resilience frameworks was

performed to select the documents that could aid companies

in the implementation of cyber resilience.

Since relevant cyber resilience documents could be

provided by intergovernmental organizations (IGOs), non-

governmental organizations (NGOs), corporations, and aca-

demic literature, the search strategy for this paper includes

gray literature search in addition to a search in Web of

Science (WOS). The keywords used to search were the

combination of: Cyber resilience, cyber-resilience, cyber
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resiliency, cyber-resiliency, cybersecurity, cyber security

and framework, metrics, guideline, manual, agenda, and

standard.

The search in WOS generated 88 results and the gray liter-

ature search generated 65 results, giving a total of 153 docu-

ments. These results were filtered using the criteria described

below.

The criteria for a document to be analyzed in this paper

were:

1. The document explicitly defines a cyber resilience

framework.

2. The document defines specific policies, actions, or best

practices to aid companies in the implementation of

cyber resilience or a dimension of cyber resilience.

3. Cyber resilience metrics or questionnaires with an

understandable conceptual model behind that could be

mapped to other frameworks that matched these inclu-

sion criteria.

The criteria to exclude documents from this paper’s analysis

were:

1. Documents that cannot be used by companies because

they contain policies meant for other entities (such as

countries) and the policies cannot be extrapolated for

companies.

2. Frameworks and other types of documents that do not

match criteria (2) or (3) from the inclusion criteria.

After searching and applying the criteria, 18 frameworkswere

selected and analyzed. Table 1 shows a list of the 18 identified

frameworks that matched these criteria.

A comparison of the 18 frameworks is shown inTable II.

The correlative numbers from 1 to 18 shown in Table 1 are

used to identify the articles in the first column. These

18 frameworks were compared using the following six prop-

erties: audience, profiling, lifecycle, focus, external aspects,

and implementation order. The following are definitions of

the six mentioned properties:

1. Audience: This property refers to the intended final

user of the documents. Ideally, for SMEs, the specific

audience should be companies or directly SMEs.

2. Profiling: This property refers to whether the identified

framework requires a customization or selection of a

set of policies within it before its implementation or if

it is defined to be used as it is. If the document requires

customization it is assigned a ‘‘yes’’ in Table 2, if not,

it is assigned a ‘‘no’’. Ideally for SMEs, the frame-

work should not require profiling since this character-

istic would require the awareness and knowledge from

SMEs to select the appropriate policies and these are

not common characteristics that SMEs have.

1. Lifecycle: This property refers to whether the frame-

work considers the cyber resilience lifecycle (see Fig-

ure 1) in its policies or if it does not. This category

puts special interest in whether the document considers

policies for when there is an incident because it would

indicate notions of a ‘‘safe-to-fail’’ approach instead

TABLE 1. List of analyzed frameworks.

of the traditional ‘‘fail-safe’’ approach [21]. In this

sense, the document is assigned a ‘‘yes’’ in Table 2

if it considers policies or actions for when there is

an incident or a ‘‘no’’ when there is none. Ideally

for SMEs a framework should consider the complete

cyber resilience lifecycle to give them awareness of
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TABLE 2. Comparison of cyber resilience frameworks.

the importance of preparing and becoming safe-to-fail

instead of trying to be fail-safe.

2. Focus: This property refers to whether the frame-

work is generalist by considering cyber resilience

as a whole or if it specializes in a specific dimen-

sion or aspect of cyber resilience. Ideally for SMEs a

framework should be generalist since this would give

them a complete perspective and let them build cyber

resilience in general and not overinvest in specific

domains of cyber resilience before investing in other

important ones.

3. External aspects: This property refers to whether the

framework considers external factors (such as sup-

ply chain resilience, collaboration with third parties,

etc.) that could affect cyber resilience or if it focuses

only on the internal factors. Similar to some of the

previous properties, the ideal for SMEs in external

aspects is to contain them since this would let SMEs

become more aware of the importance of consider-

ing these external aspects when operationalizing cyber

resilience.

4. Implementation order: This property refers to whether

the framework suggests an order in which the policies it

defines have to be implemented. In this sense, the doc-

ument is assigned a ‘‘yes’’ in Table 2 if it suggests

an implementation order for the policies or a ‘‘no’’

if it does not. For SMEs the ideal framework would

have guidelines on an order in which to implement the

suggested policies since this would require less aware-

ness and maturity than having to make the decision by

themselves.

Table 2 shows there are no frameworks that match all of

these ideal properties for a cyber resilience framework for

SMEs. This means there is no framework targeted for SMEs

to use as it is (without requiring a selection of policies), that

considers the whole cyber resilience lifecycle, has a general

cyber resilience approach, considers external aspects of cyber

resilience and gives them an implementation order. Although

individually these characteristics are highly adopted by cyber

resilience frameworks, as a group they are not present in any

of the analyzed frameworks.
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Moreover, SMEs need a cyber resilience approach that fits

these characteristics because without it, in the current threat

scenario, they risk going out of business and being targeted

[6]–[8]. For bigger companies, cyber incidents could also be a

big problem, but theywould not be as propense to going out of

business for a cyber incident as SMEs are. In addition, bigger

companies might be able to implement cyber resilience poli-

cies through consulting projects or big internal projects that

would not be possible for SMEs to finance. Instead, SMEs

require a systematic approach that builds cyber resilience

through a distribution of resources over time, otherwise, they

would not be able to implement these domains and policies.

Therefore, this study claims that a cyber resilience frame-

work that includes implementation guidelines such as an

implementation order to suit SME needs is required. For this

reason, this article aims to develop a framework with those

characteristics.

III. METHODOLOGY

In order to obtain the framework and help SMEs opera-

tionalize cyber resilience, a variation of the design science

research (DSR) methodology has been used. DSR method-

ology is used in this article because its core lies in find-

ing a solution to a problem through the scientifically-based

design and evaluation of an artifact (method, model, con-

struct, tool, etc.) [51]–[55]. In this case, there are two out-

puts or artifacts after using the DSR methodology. The two

artifacts would be a framework and an implementation order

that can potentially be useful for SMEs to implement cyber

resilience.

In this variation of DSR, the grounded theory methodol-

ogy has been used to identify common essential concepts

among the cyber resilience frameworks. Grounded theory is

useful for this purpose since it is a methodology designed

to extract concepts out of empirical data [56]. In this case

this methodology is used to define a framework for SMEs,

similar to the way it is used in other studies to extract essential

concepts [57]. Moreover, after the usage of the grounded

theory methodology, this process included the participation

of 11 experts. Six experts participated in an iterative process

in which through inputs from the literature and the experts’

feedback, the framework improved during four iterations.

During these experts’ feedback sessions, the framework’s

domains were also arranged in an implementation order that

the experts agreed upon to ultimately define the implementa-

tion order that they considered best according to their experi-

ence.

Finally, semi structured interviews with a set of 5 experts

were used to validate the adequacy of the framework to

qualitatively evaluate their usefulness in the specific scenario

of SMEs.

Figure 2 summarizes the followed methodology. Each

stage of the methodology is explained in the following sub-

sections.

A. GROUNDED THEORY

Grounded Theory methodology aims to find new theories

from the iterative process of coding and comparing the con-

cepts in the data [58]. Similar to the inductive methodology

the grounded theory methodology finds particular cases and

tries to generalize these cases into the general concepts that

govern them [56]. Many grounded theory analysis are based

in document analysis [57], [59] using the documents as a

mean of finding particular data that through a systematic pro-

cess of identifying common grounds can be generalized into a

theory [57]–[59]. In this sense, grounded theorymethodology

requires two stages: selecting documents to analyze and a

coding process to systematically identify common concepts

between these documents [58].

In this study, the documents used to start the grounded

theory analysis were the 18 frameworks identified in the

literature review from the previous section.

On the other hand, the systematic identification of concepts

and ideas in the documents was made in two phases: an open

coding approach followed by an axial coding approach with

iterative constant comparison of the codes [60]. Similar com-

binations of coding techniques within the grounded theory

methodology are commonly used, and encouraged by other

authors [57], [60], [61].

The open coding approach was used to assign codes, com-

pare, conceptualize, and categorize the available data [60],

[62], [63]. In this case, the available data was the policies,

domains and concepts in the cyber resilience frameworks. For

this reason, the frameworks were carefully read, the policies,

concepts, and domains were assigned a code and classified

into a set of groups based on similarities, and interrelation-

ships. After this, an axial coding approach was used to reor-

ganize categories, find links between them, and synthesize

the information as much as possible [60], [64]. In this phase,

groups of policies were joined based on their similarity, and

certain groups of policies were separated into several groups

when the subgroups were very recurrent in the literature.

After six iterations of open and axial coding, the codes

were grouped into categories. In the context of this study,

these categories have been called ‘‘domains’’ because it is

the name given to similar categories in the literature [31],

[39]. However, these domains would be equivalent to what is

found as ‘‘categories’’, ‘‘capabilities’’ or ‘‘controls’’ in other

frameworks [25], [26], [38].

Within the identified domains, concrete actions grouped

from different metrics, policies and actions suggested in the

documents. These were assigned as the domains’ ‘‘policies’’.

At the end of the process, the cyber resilience framework

contained 10 domains and 32 policies in total.

B. ITERATIVE DEVELOPMENT

After a result was reached from the Grounded Theory

methodology, six experts participated in an iterative review-

ing process. The six experts had wide experience in cyber
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FIGURE 2. Methodology diagram.

security for companies and were familiar with the cyber

resilience concept. The backgrounds of these experts are:

one director of an industrial cybersecurity center, one chief

operations officer from an industrial cybersecurity center,

one data protection officer, one chief information security

officer from a medium-sized company, and two cybersecurity

researchers.

In this stage, the experts were presented with the resulting

framework and were asked to review it and comment on its

completeness, structure, and adaptation to SMEs needs. The

experts were also asked to order the framework’s domains

in what they thought would be the ideal order of imple-

mentation. Once the comments from the different experts

were received and included, the process was repeated until

a consensus was reached. This process took four rounds of

feedback for consensus to be reached.

C. QUALITATIVE EVALUATION

To evaluate the usefulness of the framework (including its

implementation guidelines) developed in the previous steps of

this methodology, five experts participated in semi-structured

interviews. This set of experts had the following back-

grounds: one is an industrial cybersecurity researcher, two of

them are CISOs from medium sized companies with many

years of experience in that place, one is the CEO of two

companies (a medium-sized family company and a startup he

founded) and the last expert is a consultor in a cybersecurity

provider.

These experts were presented with the framework and

the implementation order defined with the literature and the

feedback of the previous 6 experts and asked several ques-

tions to evaluate adequacy of the domains, policies, identi-

fied dependencies for the implementation order and asked

questions such as: ‘‘Do you think the framework includes

all the essential cyber resilience domains?’’, ‘‘Do you think

the policies for each domain are adequate to implement that

domain?’’, ‘‘Do you believe that the dependencies identified

in the implementation order are correct and would represent

an effective order for cyber resilience implementation?’’, and

‘‘Do you consider the framework could help an SMEmanager

understand how cyber resilience can start to be operational-

ized?’’.

IV. CYBER RESILIENCE FRAMEWORK FOR SMEs

After applying the methodology described in the previ-

ous section, cyber resilience has been synthesized into

10 domains and 32 policies for SMEs to follow and imple-

ment. As mentioned in the previous section, the policies and

domains in this framework had to appear repeatedly as con-

cepts in the literature and had to be approved by the experts

as necessary for SMEs.

At the end of this section, a table with the summary of

the framework and a comparison to other frameworks in the

literature is given in Table 3.

A. GOVERNANCE

The reviewed cyber resilience frameworks often reference

concepts related to the role of the management in promot-

ing/sponsoring cyber resilience [31], [39], [43], [45], [46],

[49], [50], communicating cyber resilience plans [27], [28],

[39], [50], developing a cyber resilience strategy [25], [31],

[38], [45], [49], [50], assigning enough resources to develop
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cyber resilience activities [43], [46], [50], and complyingwith

cyber resilience-related regulation [28], [38], [45], [47], [48].

The framework has grouped this common theme under one

domain called ‘‘governance’’ since several of these frame-

works explicitly name similar groups under that name [25],

[38], [39], [46].

Based on these concepts and the experts’ reasoning,

the specific policies for the governance domain were sum-

marized as follows:

• Develop and communicate a cyber resilience strategy.

• Comply with cyber resilience-related regulation.

• Assign resources (funds, people, tools, etc.) to develop

cyber resilience activities.

Although it is not a specific action and thus it cannot be

written as a policy, this domain must stress the importance of

the management’s awareness, commitment and engagement.

In short, the management should lead the initiative in the

cyber resilience implementation process [18].

Governance is key for the anticipation stage of the cyber

resilience lifecycle since it is where the company’s manage-

ment decides where to put their efforts [18]. However, due to

the importance of governance in the implementation of other

cyber resilience domains that are explained in the following

subsections it can indirectly influence the detect, withstand,

recover, and evolve stages of the lifecycle.

Due to the characteristics of the governance domains, it is

important for every company, including SMEs, to implement

the policies in this domain, but especially to have cyber

resilience promoted by the strategic management to the com-

pany.

B. RISK MANAGEMENT

Another group of concepts that was often referenced in

the reviewed frameworks and was considered important in

the expert’s evaluations were the concepts related to cyber

risk. These concepts included the systematic identification

and documentation of risks [25], [31], [39], [43], [46]–[50],

the classification of these risks in order to determine pri-

orities [25], [26], [31], [39], [47], [48], [50], the determi-

nation of an acceptance threshold for risk [25], [31], [39],

[46], [48], [49], and the development of risk mitigation activ-

ities [25], [31], [32], [39], [43], [47]–[50]. In this article’s

framework, these concepts have been grouped under the ‘‘risk

management’’ domain. This title is recurrent in the reviewed

frameworks, along with ‘‘risk assessment’’, to group similar

concepts [25], [31], [32], [38], [39], [43], [46]–[50].

Due to the cited commonly found concepts and after iterat-

ing with the experts, the risk management domain’s policies

were written as follows:

• Systematically identify and document the company’s

cyber risks.

• Classify/prioritize the company’s cyber risk.

• Determine a risk tolerance threshold.

• Mitigate the risks that exceed the risk tolerance thresh-

old.

According to the experts, risk management should consider

internal and external risks. This statement is backed up in

the literature since many frameworks include the analysis of

external risks [25], [31], [39]. The external risks are important

to consider in order to implement cyber resilience since view-

ing the organization as one part of a network of organizations

is a key difference between cyber resilience and traditional

cybersecurity [21].

Risk management directly affects the anticipation and

detection stages of the cyber resilience lifecycle since it is in

the risk management where the company gets information on

the risks they might face [43], [49]. This knowledge can help

them put the appropriate measures to be prepared for known

risks and detect when those risks have been exploited.

In order to effectively operationalize cyber resilience,

SMEs must start by addressing known risks. It is impor-

tant for SMEs to prioritize these risks and address the most

impactful and the most propense to happen. The investment

in this domain and its policies would help them avoid future

incidents from these known risks and thus, in most cases,

avoid them going out of business for this [6].

C. ASSET MANAGEMENT

Many concepts in the reviewed cyber resilience frameworks

referred to the company’s assets (hardware, software, and

communications). These concepts include creating an inven-

tory of the company’s assets [20], [25], [26], [31], [32], [39],

[46]–[48], [50], creating and documenting a baseline con-

figuration of the assets and a configuration change policy

[25], [26], [31], [32], [39], [48], keeping the assets maintained

[20], [26], [31], [32], [39], [46]–[48], and identifying the

internal and external dependencies of those assets [27], [28],

[39], [46], [48]. The name of the domain that groups these

concepts in this article’s framework is ‘‘asset management’’

because it is a name commonly used to group these concepts

together in the reviewed frameworks [25], [39], [48], [50].

Based on these concepts and the experts’ input, the asset

management domain of the framework for this article con-

tains the following policies:

• Make an inventory that lists and classifies the company’s

assets and identifies the critical assets.

• Create and document a baseline configuration for the

company’s assets.

• Create a policy to manage the changes in the assets’

configurations.

• Create a policy to periodically maintain the company’s

assets.

• Identify and document the internal and external depen-

dencies of the company’s assets.

The asset management domain, according to the experts can

affect the anticipation stage of the cyber resilience domain.

This is because when implemented, asset management can

help the company know what to protect and prioritize the

protection of critical assets [27].
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Asset management also includes the analysis of dependen-

cies from the company’s assets with external systems. This is

important in order to include the external aspects that are key

for cyber resilience [21], [42].

In order for SMEs to protect themselves, SMEs need to

know what they have and what could be affected in case of a

compromised asset. Thus, experts agreed that it is important

to implement the asset management policies for the SMEs

to be aware of what they have to protect. Moreover, in order

to avoid unintended side effects of configuration changing,

the experts considered necessary to keep track of the base

configuration and the history of changes in order to be able

to revert to previous configurations, or to identify the cause

of a certain unwanted behavior of the assets.

D. THREAT AND VULNERABILITY MANAGEMENT

Other concepts found to be in several of the reviewed frame-

works and were relevant to the experts’ eyes were related

to threats and vulnerabilities. The most common of these

concepts included identifying and documenting the com-

pany’s threats and vulnerabilities [23], [27], [28], [31], [32],

[38], [39], [43], [44], [46], [50] and mitigating the com-

pany’s threats and vulnerabilities [23], [31], [38], [39], [43],

[44], [48], [50]. These concepts have been included under

the domain titled ‘‘threat and vulnerability management’’

because similar concepts can be found under the same or sim-

ilar titles in the reviewed frameworks [31], [38], [39], [47],

[50].

Due to these common concepts and after iterating with the

experts, the cyber resilience framework for SMEs includes

the threat and vulnerability management domain with the

following two main policies:

• Identify and document the company’s threats and vul-

nerabilities.

• Mitigate the company’s threats and vulnerabilities.

According to the experts, threat and vulnerability manage-

ment contributes to the anticipation and detection stages of

the cyber resilience lifecycle. In this sense, identifying and

mitigating threats and vulnerabilities help companies bemore

prepared against incidents, and knowing the threats and vul-

nerabilities that cannot be extinguished can help companies

set detection methods in case these are exploited.

E. INCIDENT ANALYSIS

Several of the reviewed frameworks also referred to a group

of concepts related to learning from the previously occurred

incidents. These concepts often included assessing the dam-

ages after an incident [20], [25], [27], [28], [39], [46], [47],

determining the causes, objectives, points of entry and meth-

ods that enabled the incident [25], [27], [28], [38], [39], [46],

[47], [50], and analyzing the responses and response selection

process after an incident occurred [25], [27], [28]. These

concepts are often mixed with the response to incidents

under an incident management domain or similar [20], [25],

[26], [38], [39], [46]–[48], [50]. However, the experts con-

sidered it important to separate the incident analysis from the

incident response in order to stress a somewhat implicit con-

cept in other frameworks related to learning from previously

suffered incidents [25], [27], [28], [32], [39], [47], [48], and

the management of the incidents was left for another domain.

Thus, the title for this domain was chosen to be ‘‘Incident

Analysis’’.

After grouping these concepts into the cyber resilience

framework for SMEs and iterating with the experts, the inci-

dent analysis domain has the following policies:

• Assess and document the damages suffered after an

incident.

• Analyze the suffered incidents to find as much informa-

tion as possible: causes, methods, objectives, point of

entry, etc.

• Evaluate the company’s response and response selection

to the incident.

• Identify lessons learned from the previous incidents

and implement measures to improve future responses,

response selections, and risk management.

The experts have agreed that incident analysis can help in all

of the cyber resilience lifecycle. They argued that knowing

what has happened in the past lets you improve for the future

(evolve), know how to resist the same incident in another

instance (withstand), know what to do in order to recover

from it (recover) and prepare so that it does not happen again

(anticipate and detect).

F. AWARENESS AND TRAINING

Another recurrent theme in the reviewed frameworks that the

experts considered important for a cyber resilience frame-

work for SMEs was related with maintaining the person-

nel trained and aware of their role in the company’s cyber

resilience. This includes creating training and awareness

plans [26], [31], [32], [48], making sure the company’s

employees had the adequate training for their roles in the

cyber resilience strategy [20], [23], [25], [26], [31], [32], [44],

[47], [48], [50], raising the company’s employees’ awareness

[25]–[28], [31], [32], [47], [48], and training the personnel

in technical skills [20], [23], [26], [31], [32], [45], [47], [48],

[50]. These concepts have been grouped under the ‘‘aware-

ness and training’’ domain, because the title is used in several

of the reviewed frameworks [25], [26], [32], [38], [39], [48].

Using these concepts and the experts’ opinion, the aware-

ness and training domain’s policies are:

• Define and document training and awareness plans.

• Evaluate the gaps in the personnel skills needed to per-

form their cyber resilience roles and include these gaps

in the training plans.

• Train the personnel with technical skills.

• Raise the personnel’s awareness through training pro-

grams.

According to the experts, awareness and training is another

domain that affects the whole cyber resilience lifecycle. It is

important for the management and the employees to be aware

174208 VOLUME 8, 2020



J. F. Carías et al.: Systematic Approach to Cyber Resilience Operationalization in SMEs

and well trained in order to anticipate, detect, withstand,

recover, and evolve [18], [22].

To make implementation of other domains cost effec-

tive, training is a very important domain. This domain can

help companies avoid social engineering attacks and can

help companies perform better in other domains. Thus,

to make cyber resilience implementation as cost effective

as possible for SMEs, this domain and its policies are

necessary.

G. INFORMATION SECURITY

The protection of confidentiality, integrity and availability

(CIA triad) of information was another group of concepts

found in most of the reviewed cyber resilience frameworks.

The protection of the CIA triad can be found either directly

mentioned or through commonly used practices to protect

them. After discussion with the experts and to maintain the

same level of specificity across the framework the practices

will not be listed as individual actions, but rather as examples

of the protection of one of the parts of the components of

the CIA triad. Based on this, the common concepts that

have been grouped are protecting the confidentiality through

network segmentation, cryptographic techniques in databases

and communications, and access control [23], [25], [31],

[32], [38], [39], [44], [47], [48], [50]. Protecting the integrity

through integrity checking mechanisms in data, hardware,

software, and firmware [23], [25], [26], [31], [32], [39], [44],

[47], [48]. Finally, protecting availability through back-ups,

redundancy and maintaining adequate capacity [23], [25],

[28], [31], [32], [39], [44], [47], [48]. The protection of the

CIA triad is often called ‘‘information security’’ [47], and

thus this is used as the title for the domain that groups these

concepts.

The final information security domain’s policies were writ-

ten as follows:

• Implement measures to protect confidentiality (e.g.

access control measures, network segmentation, cryp-

tographic techniques for data and communications,

etc.)

• Implement integrity checkingmechanisms for data, soft-

ware, hardware and firmware.

• Ensure availability through backups, redundancy, and

maintaining adequate capacity.

Information security mainly affects the anticipate and with-

stand stages of the cyber resilience lifecycle. According to

the experts this is because information security measures are

mainly used as protection which is preparation for known

threats [24], and to withstand in case those threats are

exploited.

The use of information security is crucial for SMEs to

mitigate their risks and try to avoid cyber incidents as much

as possible since these could potentially leave them out of

business [6]. Thus, although the investment in these policies

may be expensive, it is necessary for the mitigation of the

most important risks.

H. DETECTION PROCESSES AND CONTINUOUS

MONITORING

The reviewed frameworks commonly referenced mea-

sures to monitor the company’s assets and detect inci-

dents. Monitoring the company’s assets includes the use

of controls/sensors, Intrusion Detection Systems (IDS),

Network Intrusion Detection Systems (NIDS), etc. [20],

[23], [25]–[28], [31], [32], [38], [39], [44], [47], [48], [50].

And detecting incidents requires defining detection processes

that clearly state when to escalate anomalous activity into

incidents and have a protocol for notifying the appropriate

parties in case of detection to trigger the appropriate response

[20], [25]–[27], [39], [46], [48], [50]. These concepts are

often found in the reviewed frameworks as ‘‘continuous mon-

itoring’’ or similar [20], [25], [32], [48], however, to empha-

size the objective of the monitoring, this article uses ‘‘detec-

tion processes and continuous monitoring’’ as the title that

encompasses this group of concepts. The ‘‘detection process’’

is inspired by [25] in which both ‘‘continuous monitoring’’

and ‘‘detection processes’’ are part of the ‘‘detect’’ function.

Based on the common concepts found in the reviewed

frameworks and the experts’ inputs, the policies for this

domain were written as follows:

• Actively monitor the company’s assets (e.g. by imple-

menting controls/sensors, IDS, NIDS, etc.).

• Define a detection process that specifies when to esca-

late anomalies into incidents and notifies the appropriate

parties according to the type of detected incident.

According to the experts, the detection processes and contin-

uous monitoring domain contributes to the cyber resilience

lifecycle in the stages of anticipate, detect, and withstand.

Their reasoning was that monitoring, and detection help

prevent (anticipate) incidents, the monitoring and detection

processes are there to detect incidents in case of occurrence,

and detecting an incident early can be an important factor in

resisting the incident (withstand).

I. BUSINESS CONTINUITY MANAGEMENT

Another commonly referenced group of concepts that the

experts’ evaluations considered relevant is related to plan-

ning for contingencies. This group of concepts included the

definition of plans to maintain business operations despite

adverse conditions [20], [25], [31], [32], [39], [44]–[48], [50],

to determine actions and responsibilities in order to

recover normal operations and define Recovery Time Objec-

tives (RTOs) and Recovery Point Objectives (RPOs) [20],

[23], [25]–[28], [31], [32], [38], [39], [44], [46]–[48], [50],

and to test these business continuity plans periodically

to determine their effectiveness and adjust them accord-

ingly [20], [25], [26], [31], [39], [44], [46]–[48], [50]. These

concepts have been grouped under the domain titled ‘‘Busi-

ness Continuity Management’’ because ‘‘service continu-

ity management’’ and ‘‘business continuity management’’

are commonly used titles to group similar concepts in

the reviewed frameworks [20], [32], [44], [47], [48] and
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‘‘business continuity’’ was considered the better option by the

experts.

Considering these concepts and after iterating with the

experts, the policies for this domain of the cyber resilience

framework for SMEs were written as follows:

• Define and document plans to maintain the operations

despite different scenarios of adverse situations.

• Define and document plans to respond to and recover

from incidents that include recovery time objectives and

recovery point objectives.

• Periodically test the business continuity plans to evalu-

ate their adequacy and adjust them to achieve the best

possible operations under adverse situations.

Business continuity management mainly affects the stages of

withstand, recover and evolve in the cyber resilience lifecycle.

These plans are defined in order to resist the incidents as

much as possible with operations as normal as possible (with-

stand), recover the normal operations as quickly as possible

(recover), and learn from these experiences after the events

(evolve) [25], [39].

As mentioned before, SMEs are propense to having to stop

their activity and have such high costs due to cyber incidents

that many of them go out of business due to cyber incidents.

Thus, it is important for them to define plans of action in

which they could work despite adverse situations. This could

potentially help SMEs survive during and after an incident.

J. INFORMATION SHARING AND COMMUNICATION

Finally, the reviewed frameworks had a group of con-

cepts related to collaboration and communication. The

group of these concepts relevant for SMEs according

to the experts include cooperating with external par-

ties to receive and report useful information about cyber

resilience issues and receive assistance for business conti-

nuity [20], [25], [27], [28], [31], [39], [49], [50], defining

communication plans for emergency situations that include

management of public relations, reparation of the reputation,

and communication of the suffered incident to all the appro-

priate parties [20], [25], [31], [45], [50], and collaborating

with the company’s suppliers and third party partners to

implement the appropriate measures to meet the company’s

cyber resilience needs [25], [31], [32], [44], [45], [47]–[50].

This group was titled ‘‘information sharing and communica-

tions’’ because this title or a similar one are used by several

of the reviewed frameworks to group similar concepts [20],

[31], [49], [50] and it was considered the most appropriate by

the experts.

Based on the above-mentioned concepts and the experts’

input, the policies for this domain were written as follows:

• Define information sharing and cooperation agreements

with external private and public entities to improve the

company’s cyber resilience capabilities.

• Define and document a communication plan for emer-

gencies that takes into account themanagement of public

relations, the reparation of the company’s reputation

after an event, and the communication of the suffered

incident to the authorities and other important third par-

ties.

• Establish collaborative relationships with the company’s

external stakeholders (e.g. suppliers) to implement poli-

cies that help each other’s cyber resilience goals.

The information security and communication domain is

important for cyber resilience because it represents one of

the biggest expressions of the ‘‘network of organizations’’

approach that differentiates cyber resilience from the ‘‘one

organization’’ approach usually adopted in cyber security

[21]. It is this domain’s purpose that the company collaborates

with external entities including public and private organiza-

tions that surround them.

After describing the 10 domains and its policies’ origin,

Table 3 presents a summary of the domains, policies and the

references that include them. The contents of Table 3 display:

• A ‘‘#’’ when the reference in the column refers to the

policy in the corresponding row in the text of the docu-

ment, but not directly as a policy or domain.

• An ‘‘x’’ when the reference contains at least one policy,

control or question about the policy in the corresponding

row.

• A ‘‘?’’ when the reference contains a domain centered

around that policy.

• And an ‘‘!’’ when the policy in the corresponding row is

the main focus of the reference in the column.

Finally, the information security and communication

domain affects all of the cyber resilience lifecycle. Sharing

information can let the company be aware of newer threats,

know how to detect them, how to resist them (withstand), how

to recover from them and how to evolve afterwards [42].

SMEs can benefit most of all companies from collabo-

ration with other, more experienced companies since it is

an opportunity for the company to learn from them. In this

sense, this domain can help SMEs learn more about cyber

resilience implementation and take these lessons to imple-

ment other domains in this framework, thus reducing the

necessary resources for the implementation.

V. IMPLEMENTATION ORDER DEFINITION

Other frameworks existing in the literature help companies

identify policies and actions needed to operationalize cyber

resilience. However, only a few of them define some kind

of order in which these actions policies have to be imple-

mented. On the other hand, in the discussions with experts,

they considered that the policies’ implementation order could

influence their effectiveness. For instance, they argued that

trying to implement information security measures without

first classifying the assets could result in unnecessary invest-

ment in the protection of assets that are not critical to the

company’s process or business continuity and in a lack of

protection to those important assets. In turn, an incident that

affects an unprotected critical asset could represent high costs

[5], [65], [66] and a company that has invested considerably
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TABLE 3. Cyber resilience framework for SMEs and other frameworks influences.

in protecting other assets could lead to the assumption that

‘‘spending’’ in cyber resilience is not effective.

A. CURRENT IMPLEMENTATION ORDER

Before discussing an order of implementation, the experts

were asked what was, in their experience, the cyber resilience

domains’ implementation order companies follow today.

To answer this question the experts quickly agreed that today

companies are used to the traditional cybersecurity approach

where humans are kept out of the equation as much as

possible and technology is key for protection and detection

[29], [30]. In this sense, the experts agreed that, following

the nomenclature of the framework, the companies usually

do the following: They first implement the domains that

can be implemented through technological tools such as
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TABLE 3. (Continued.) Cyber resilience framework for SMEs and other frameworks influences.

information security, detection processes and continuous

monitoring, threat and vulnerability management, and

asset management because they argued that these can be

implemented by using products that are common in the mar-

ket and thus are the most popular measures and the easiest

to implement. This is consistent with the idea that traditional

cybersecurity is mainly technological [29], [30].

Then, according to the experts, risk management comes

almost as a result of implementing these technological tools

and becoming concerned about the possible cyber risks. From

the experts’ point of view, this is usually where companies

stop their cyber resilience implementation, which is about the

boundary between cybersecurity and cyber resilience. This is

consistent with the literature since studies show that this is a

false sense of security derived from feeling protected against

known threats [19], [67].

However, the experts stated that after an incident occurs,

the rest of domains start to become a concern. This reasoning

is similar to the raise in the management’s awareness after

an incident found in other studies [67]. In addition, after an

incident, the company starts to investigate what happened

and why (incident analysis domain). The company’s man-

agement start to get more involved because of the concern

and may start to promote strategies, implementing a part

of the governance domain. Then, the management wants

the company to be more prepared in case something hap-

pens again, so they start to implement business continuity

management, and they start to raise awareness and train the

personnel (awareness and training). Finally, the companies

that becomemore mature after this process start to implement

information sharing and communication to learn from oth-

ers how to improve in the other cyber resilience domains and

thus be more resilient. Figure 3 depicts the current implemen-

tation according to the experts as described before.

FIGURE 3. Current Cyber Resilience Domain Implementation Order.

On the other hand, the experts discussed that this order

could be inefficient for companies. The literature suggests,

for instance, that installing detection systems in a company
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where the personnel in charge of it does not have enough

experience could be counterproductive because they would

not handle false alerts correctly [68].

B. EXPERTS’ OPINIONS AND BACKGROUND

DIFFERENCES

Once they had established a clear basis on how companies

currently implement cyber resilience, the experts were asked

to give their opinion on how the current implementation order

should be improved to be more effective for SMEs. The

experts discussed their thoughts and experience on a way to

implement cyber resilience during 4 iterations. During these

discussions, it was obvious that the background of the experts

influenced the way they ordered the domains of the proposed

framework.

The two experts with a more technical background argued

that the first actions should be towards an effective tech-

nological implementation. In this sense, they argued that

the first steps towards cyber resilience should be the steps

towards a good risk management informed by the infor-

mation of the company’s assets (asset management), anal-

ysis of previous incidents (incident analysis), and threats

and vulnerabilities’ repositories (threat and vulnerability

management). A well-informed risk management would

let the company implement the necessary measures to protect

against known threats (information security) and implement

measures to detect incidents related to these threats (detec-

tion processes and continuous monitoring). According to

them, after implementing these technological measures is

when the management should start to get more involved (gov-

ernance). The management should promote the planning for

contingencies (business continuity management) and the

training and awareness of all the personnel in order to avoid

incidents due to human mistakes and to be prepared in case of

an incident. The final domain to implement according to the

experts in this background was the information sharing and

communication which they saw as an opportunity to build

further cyber resilience after they have achieved certain matu-

rity in the internal aspects of cyber resilience. Figure 4 depicts

the implementation order described above.

On the other hand, the 4 experts with a more strategical

background suggested that cyber resilience must be the ini-

tiative of the management (governance). The management

should be the one that strategizes what to protect, how, and

with how much resources. The experts argued that the man-

agement would naturally be concernedwith business continu-

ity, so the next steps were towards an early business continuity

management. In this sense, the second domain that should

be implemented according to them was asset management

to know what is it that the management wants to protect

the most. They argued that the personnel had to be trained

and be aware in order to implement any of the following

domains, so training and awareness was the third domain

for them. After this, the company should start to analyze

the most important risks (risk management) and plan for

how to maintain operations despite the exploitation of one

FIGURE 4. Initial Implementation Order for Experts with Technical
Background.

of those risks in the company (business continuity manage-

ment). After implementing these domains, the experts with

this background considered it was the moment to start pro-

tecting the company’s assets by implementing information

security, detection processes and continuous monitoring,

threat and vulnerability management and incident anal-

ysis. According to the experts, these four domains should

be implemented to mitigate risks identified in the risk man-

agement domain and in this way avoid as much as possible

having to need the business continuity plans (avoid having

incidents). Finally, and similar to the experts with a more

technical background, the experts in this group considered

that the last domain was information sharing and commu-

nication. They argued that it is important to cooperate, but

that to cooperate with others it is important to have a solid

base. Figure 5 shows the implementation order that experts

from this background suggested.

C. CONSENSUS ON AN IMPLEMENTATION ORDER

After discussion and 4 iterations, the experts reached a com-

promise establishing the following domain implementation

order as a viable approach for SMEs: the first thing that a

company should seek when implementing cyber resilience is

to define a strategy. This will help them achieve their goals in

a much more effective way since the cyber resilience strategy

will let them know what the company needs to protect and

how. The literature also shows that today’s context makes
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FIGURE 5. Initial Implementation Order for Experts with Strategical
Background.

strategy from the management more important than ever [18].

This is why the governance domain should be the first goal

for the companies. However, it is not possible to establish

a strategy that defines the security policies, the company’s

priorities, and the needed measures, without knowing what

risks and types of risks the company is exposed to, and thus,

an exhaustive and well-done risk management should be

done in order to define an effective strategy against those

risks.

Each of the assets that the company has could potentially be

attached to specific risks, especially the technological assets.

For this reason, in order to do an effective risk manage-

ment, companies must first know what they have inside their

companies, which of those assets are critical for their busi-

ness, and thus, they must implement the asset management

domain. After implementing the asset management domain,

companies must be aware of the threats and vulnerabilities

that their assets are exposed to. Thismeans they should imple-

ment the threat and vulnerability management domain.

The threats and vulnerabilities identified in this domain will

also help feed the risk management processes.

To aid the threat and vulnerability management, the com-

pany must include the analysis of what has happened pre-

viously and why. Thus, the company has to feed the threat

and vulnerability management with the incident analysis

domain. The combination of asset management, incident

analysis, and threat and vulnerability management resulting

in an effective risk management is also backed up by the

literature [43], [44].

After using these tools to develop a good cyber resilience

strategy, the company should start to think how they could

react in order to maintain their business running despite the

identified possible incidents and prepare for the situation in

which an unexpected incident occurs. This requires the com-

pany to implement the business continuity management

domain.

Besides finding ways to keep the operations running

despite the occurrence of an incident and now that the com-

pany has a defined strategy, the company needs to imple-

ment traditional cybersecurity measures. This means that the

company needs to find ways to detect incidents as early

as possible and be as effective as possible when reacting

to these incidents. To achieve this, the company needs to

define monitoring techniques for the critical assets and define

a detection process. This requires the company to imple-

ment the detection processes and continuous monitoring

domain. At the same time, the company should implement

good information security techniques in order to protect

these assets. According to the experts, solutions that protect

the company’s information security are very often technolog-

ical and/or part of a good configuration of the systems in the

company. However, companies should try to keep in mind the

information security principles in every way, including the

physical security.

The experts also emphasized that the last three domains

(i.e. business continuity planning, detection processes and

continuous monitoring, and information security) will also

be fed by the incident analysis domain, because the past

incidents will also help determine what happens when the

company suffers an incident. This knowledge could help

determine how to protect against the past incidents, detect

them and keep operations going despite them.

With all this in place, the company can start to cooper-

ate with other entities and share information to learn about

the best practices, threat trends, new vulnerabilities, more

effective ways of protecting, etc. This means, they should

put efforts in implementing the information sharing and

communication domain to transfer and receive useful infor-

mation that will help improve the company’s cyber resilience.

This domain too, should be improved with the practice of the

incident analysis in order to share the best possible informa-

tion and receive better information about what has happened

to the company and how to be more resilient towards it.

Finally, every domain mentioned in the framework has to

be supported by the awareness and trainingdomain. This is

because every aspect of cyber resilience requires the com-

pany’s management to be aware of the threat landscape, and

the personnel to be aware of the need for cyber resilience

and trained to perform the actions required to implement

each of the other domains in the best way possible. The

literature also emphasizes the importance of awareness and

training to be the base of other domains such as governance

[18], or detection processes and continuous monitoring [68].

The order of implementation according to the consensus of

the experts is depicted in Figure 6.
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FIGURE 6. Cyber Resilience Framework’s Implementation Order.

VI. FRAMEWORK APPLICATION

The presented framework is intended to aid companies in the

process of deciding which cyber resilience policies to imple-

ment and a suggested order. Moreover, the implementation

of the cyber resilience domains in the order specified in the

implementation order is intended to make the operationaliza-

tion of cyber resilience as attainable and comprehensive as

possible because the implementation of the policies from the

first domains would be the base of the implementation for the

rest.

However, the implementation of the policies can still

require considerable investment which could still be a prob-

lem for SMEs. This is especially true since the policies in the

presented framework can be interpreted from different matu-

rity states of cyber resilience implementation. For instance,

making an inventory and a classification of the company’s

assets can be interpreted as: a) A list of the company’s assets

with the identification of the most critical assets for the busi-

ness, or b) a list of the assets with their physical and network

location, that is updated through a defined protocol and that

has a scoring system or objective criteria for determining

criticality [25].

In order for SMEs to implement these policies, it cannot

be done at the highest maturity state from the beginning.

It would also be impossible for SMEs to implement all the

policies at once since it would require unreasonable amounts

of resources. Instead, in order to reduce the investment, it is

suggested that they do it through a stepwise refinement pro-

cess. In this kind of process, the policies would be imple-

mented at a certain level of maturity, but the implementation

would be, in a future iteration, improved upon.

Another important observation is that the implementation

of the framework’s policies does not necessarily need to be

done by the company itself. In some cases, for cost efficiency,

it might be a good option to outsource the implementation

of some cyber resilience policies. As argued in previous sec-

tions, cyber resilience policies require specialized knowledge

to implement. For instance, implementing network segmen-

tation can be complex and most current techniques depend

on manual configurations in which many companies make

mistakes [69]. Hiring a third party to implement some of these

cyber resilience policies can help the company implement

cyber resilience policies without previously acquiring that

specialized knowledge, and thus also reduce the time needed

to implement the policies.

The following subsections elaborate on both ideas, the use

of a stepwise refinement process and the use of outsourcing.

Notice that these two ideas are separated for clarity purposes

but can be combined in practice.

A. STEPWISE REFINEMENT PROCESS

Stepwise refinement is a software development paradigm in

which a complex problem is broken down into simpler, well-

defined tasks that are developed and later added to solve the

more complex problem [70]. This methodology has helped

software engineers conceptualize and add functionality grad-

ually to meet the requirements of clients in a more effective

manner [71].

In analogy, this kind ofmethodology can help SMEs imple-

ment cyber resilience policies effectively through iterative

steps in which the investment is distributed into smaller

implementations, this would also help the SME acquire

knowledge from experience of previous implementations to

improve upon the following iterations.

To use the combination of the framework and this method-

ology, companies can use the following process:

1. Choose some policies from the framework taking into

account their domain and the order of implementation

suggested by the implementation order, their capabili-

ties, and the available budget.

2. Define the objective implementation state of those poli-

cies’ implementation after an iteration of the method-

ology that fits the available budget, and the company’s

capabilities.

3. Evaluate whether these objectives can be achieved with

the internal resources or if they would be better imple-

mented through outsourcing by checking the criteria in

the next subsection of this article.

4. Implement the selected policies.

5. Evaluate the implementation of the policies and com-

pare to the objectives set in step 2.

6. Repeat the process.

This process also aligns with the philosophy of con-

tinuous improvement. In continuous improvement, the
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Plan-Do-Check-Act (PDCA) cycle is commonly used to

implement lean thinking, quality control and other concepts

[72]. The proposed process does not have to be followed

continuously (which would require high investments) but can

be directly compared to the iterative way in which the PDCA

cycle is used.

Stepwise refinement, iterative continuous improvement

and agile development methodologies, such as incremental

development [73], all help achieve complex tasks more effec-

tively [70], [72], [73]. Moreover, they all require a modu-

larized implementation in which the cost and understand-

ing of each iteration should be lower than in a complete

implementation thus making each investment easier to justify

and easier for less knowledgeable companies, such as SMEs,

to implement. Thus, the idea behind these methodologies can

be applied in the field of cyber resilience to achieve effective

implementation through smaller, iterative investments.

B. OUTSOURCING

As mentioned above, outsourcing can ease the implementa-

tion of policies in which specialized knowledge is required,

such as network segmentation [69]. Despite this being conve-

nient, outsourcing is not cheap and, on the contrary, it some-

times requires considerable investment. However, by follow-

ing certain criteria, it can be used to help the company oper-

ationalize cyber resilience policies effectively in less time

[74], [75].

A good practice in this sense would be to follow objec-

tive criteria such as the criteria that would be used to

outsource any kind of IT management. This is a highly

studied problem in the literature and would include to

consider and evaluate strategy, organizational characteris-

tics, economic and contractual factors, and technological

benefits of outsourcing to objectively make a decision of

whether to outsource or to centralize the implementation of a

policy [76]–[79].

In this case, in which the objective of outsourcing would

be to achieve effective implementation of cyber resilience

policies, this article presents three common reasons for which

companies use outsourcing:

1. Cost. Outsourcing is commonly used when the cost for

implementing an iteration of a cyber resilience policy

would be too high compared to the implementation by

a cyber resilience provider.

2. Availability. The next reason would be if the company

does not have the personnel with the expertise or if the

personnel with the expertise in the company does not

have the availability to implement the policy.

3. Time. Outsourcing can also be useful when the time

required to implement an iteration of a cyber resilience

policy with the company’s resources would be too high

and unreliable compared to the implementation by a

cyber resilience provider.

To illustrate these criteria, the next three subsections will give

an example of each of these cases.

1) OUTSOURCING FOR COST EXAMPLE

A theoretical example of outsourcing for cost in cyber

resilience implementation would be a small business that

wants to improve their detection and continuous monitoring.

To do so, would mean to buy the needed commercial tools

such as an Intrusion Detection System (IDS) and a Security

Information and Event Management (SIEM) and train the

personnel to use these tools. However, this kind of project is

provided by cyber resilience providers and can be outsourced.

Outsourcing this implementation will save the costs of buying

the tools and training the personnel and thus potentially save

costs for the company.

2) OUTSOURCING FOR AVAILABILITY EXAMPLE

An example of outsourcing for availability could be a small

industrial company that provides parts for an automobile fac-

tory wants to secure communications between their machines

through information security techniques. They would want

to do so in order to avoid sabotage, espionage, leaks of

intellectual property or even denial of service attacks, all

of which would lead to problems with their clients. Their

problem, most times would be that they do not have the

expertise to implement these measures. In order to focus on

the core of their business (the production of the parts for the

automobile factory), it would be a good decision to outsource

the implementation of these information security measures.

This way, the company can potentially save resources since

they do not have to hire new specialized personnel or hire new

personnel and send them to a specialized training.

3) OUTSOURCING FOR TIME EXAMPLE

A hypothetical example of outsourcing for time in cyber

resilience implementation would be a business who wants

to make a threat and vulnerability analysis of their systems.

If they do have the personnel, but do not have the tools nor

the knowledge to do so, the use of outsourcing would be a

faster way of achieving the implementation of these policies.

Since this is an automatic process, one person with training

and the correct tools should be able to do this faster than the

company who has to find the tools, and maybe even train a

person to do the analysis.

VII. QUALITATIVE EVALUATION OF USEFULNESS

As mentioned in previous sections, the framework was

developed with the contribution and iterative feedback from

6 experts. The remaining 5 experts were interviewed in order

to qualitatively evaluate the adequacy, viability and useful-

ness of the framework. These 5 experts were presented with

the framework without any background on how it was devel-

oped and asked to read carefully and do a face validation.

They were also asked to try to find missing information,

give their thoughts on the implementation order based on

their experience, and if needed to suggest changes. After

this, they were specifically asked to consider an SME with

low cyber resilience level and with almost no knowledge
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about cyber resilience implementation and try to judge from

that perspective if the information provided by the frame-

work would be useful to get started with cyber resilience

implementation.

The results from these interviews were the following:

• None of the experts thought that there were missing

domains nor policies in each domain.

• Two out of the five experts thought that in the infor-

mation security domain the dependencies can be very

variable depending on the sector of the company. For

instance, a hospital must prioritize confidentiality mea-

sures, but on the other hand, an industrial company

would more likely prioritize maximizing availability.

However, the experts recognized that for a general

framework it is very difficult to reflect this. Therefore,

to keep the framework as a useful starting point for all

SMEs regardless of their sector, these policies were left

as general guidelines for the company’s managers to

understand interrelationships between the domains and

policies. However, in order to get into more a detailed,

policy-level implementation, the company must adapt

according to their needs and circumstances.

• When asked about the dependencies between the

domains and the order of implementation one expert

pointed out that although the dependencies are correct,

in an implementation order the incident analysis domain

will not always be possible to implement at the begin-

ning for two reasons. The first is that the company must

have suffered an incident previously and have collected

information in order to analyze it. The second one is that

it probably requires a higher maturity level in order to

implement this domain. The implementation order, how-

ever, is meant to provide general guidelines for SMEs

to understand the interrelationships between the cyber

resilience domains. Thus, it depicts an ideal situation

but in case the company does not have the ability to

implement the domains in that order, it does not mean

they are operationalizing cyber resilience in a wrong

way, but rather, that their current situation requires a

slightly different approach. As the expert said, in the best

case scenario the dimensions should be implemented

that way, but if the company has not suffered inci-

dents or has not collected information from incidents,

they should only take into account that they could do so

in the future in order to improve their cyber resilience

operationalization.

• Finally, as for the usefulness of the framework and

implementation order, 4 out of the 5 experts considered

this combination to be useful as it is. The fifth expert

suggested that the results should be presented using a

more pedagogical approach. Work in progress related

to this comment is trying to adapt the concepts in the

framework and implementation order into a more com-

prehensible tool for evaluating the company’s current

cyber resilience level and propose actions to improve

upon the current level.

As shown by these results, the five experts who participated

in the qualitative validation considered the framework and

implementation order to be useful as guides to start to under-

stand and operationalize cyber resilience. Although a few of

opinions from these experts suggested certain nuances to the

current version of the framework and implementation order,

they all agreed that to a certain extent the combination of these

results could potentially help SME managers understand the

implications of cyber resilience and have clearer idea of the

way to operationalize it in their company.

VIII. DISCUSSION

This article tries to combine the literature and the experience

from cyber resilience experts to define a framework that is

specific for SMEs. Thus, the results of this paper can be very

useful for SMEs since, as argued in previous sections, they

usually have limited specialized resources and knowledge

about cyber resilience and using the synthesis presented in

this article’s framework can be more attainable than going

into the fine print of cyber resilience as many other frame-

works do.

Cyber resilience is a new approach that SMEs can have

trouble to operationalize because of its holistic nature. The

proposed cyber resilience framework for SMEs offers SMEs

a synthesized but complete picture of what they need to build

and operationalize cyber resilience, defining specific policies

to build it, and a guideline on how to implement them.

Although each of the cyber resilience policies found in the

proposed framework can be referenced to other frameworks,

it is interesting to notice in Table 3 that there is no policy

that exists in every framework. This means that there is a

lack of consensus between frameworks about the important

policies for each cyber resilience domain. This lack of con-

sensus could represent another problem for SMEs because

the decision of selecting the most appropriate cyber resilience

framework could be left for chance or be another investment

in time and resources in order to research the frameworks and

select one.

In addition, Table 3 also shows there is no framework that

contains all the policies that this article’s framework does.

This observation means that using any of the other cyber

resilience frameworks individually could leave important

information found in other frameworks behind. In practice,

this could mean that the implementation of cyber resilience

in that company is not as effective as it would be when using

the cyber resilience framework for SMEs because it would

lack some of the actions that are recurrent in many other cyber

resilience frameworks.

The two observations that can be made from Table 3 are

yet another reason why the cyber resilience framework for

SMEs proposed in this article could be useful for SMEs. The

implementation of this framework could be a starting point

to ensure the implementation of the most important policies

first.

This article also presents a cyber resilience implementa-

tion order that gives insight into the order in which cyber
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resilience domains can be implemented in order to be effec-

tive. This result is also important for companies since it shows

that cyber resilience has a completely different approach than

cybersecurity. Cybersecurity has traditionally been started to

be implemented through technology [29], [30], and other

studies show that technology is really important at some

points of the changing strategy to implement cyber resilience

[67]. However, the experts and some of the literature [43],

[49] agree that in order to implement cyber resilience effec-

tively, the use of technology cannot be the first step. This

means that the change in the approach will also mean that

some of the companies’ habits will have to change and few

of the frameworks in the current literature offer guidelines on

implementing their policies. The cyber resilience framework

for SMEs, on the other hand, gains value due to the addition

of the implementation order. This implementation order helps

companies implement the framework’s domains in an effec-

tive way by using the experience of experts as a basis. In turn,

this means that the company will have concrete actions with

a rough guide on what order they should be implemented

and considering that the framework already captures the most

important information from other frameworks in the litera-

ture, this implementation guidelines added to the framework

become a combination that could help companies with less

specialized resources and knowledge like SMEs [7], [10].

The methodology used to create this framework helps

synthesize cyber resilience into its essential policies and

domains. However, these are not the only policies that can

be implemented in order to operationalize cyber resilience.

In this framework several nuances have been omitted for the

sake of simplicity and for SMEs to be able to have a general

idea of how to operationalize cyber resilience. This can help

SMEs better understand the implications of cyber resilience

and leave SMEs on the correct path to continue their cyber

resilience operationalization journey, but the lack of nuances

and details will represent a handicap for the implementation

of cyber resilience in companies that have the capacity and

the resources to implement more advanced frameworks.

Thus, the framework must be treated as a guide and a start-

ing point for their cyber resilience implementation. In many

cases, the use of this combination can be used as presented

in this paper, but companies should also consider if their

situation may require changes to the order due to their cir-

cumstances. Although this might require a small investment

to avoid naïve misuse of the framework, it can still guide

companies in most of their implementation process. This can

help companies with a limited knowledge base and special-

ized resources like SMEs [7], [10], [14], [15], [17].

IX. CONCLUSION

With the objective of aiding SMEs in the operationalization of

cyber resilience, this article presents a framework that could

potentially be used by SMEs to understand what domains

and policies are implied in cyber resilience building process.

In addition, the framework has been also presented in the form

of an implementation order that SMEs can follow in order to

operationalize cyber resilience based on experts’ experience.

The usage of a Design Science Research approach in

which Grounded Theory and iterative evaluations with an

expert panel permitted the synthetization of cyber resilience

into its essential dimensions, actions, and implementation

order. This also allows the developed framework to be

considered a starting point for cyber resilience building in

companies, especially the ones with lower maturity level,

such as SMEs.

In this sense, the main idea of the framework is not to be

as specific and exhaustive as possible, but to be synthesized

and generalist for SMEs to be able to understand what cyber

resilience implies and start implementing it without being

overwhelmed. This characteristic however, trades-off with

the fact that companies with higher maturity levels should be

aware that the framework in this article is to be considered

a starting point and not an exhaustive guideline for cyber

resilience operationalization.

Therefore, the use of the framework and implementation

order could help SME managers in the process of cyber

resilience building by giving them a synthetic tool with the

essential actions and an order in which to implement them.

This could help them start the cyber resilience operational-

ization process in an effective way whilst the use of other

tools, that are more complex, would require them to select

the actions that suit their needs and decide the order in which

they should be implemented which in turn requires extensive

knowledge, maturity and awareness. Thus, this could address

the lack of specialized knowledge that SMEs have when

starting to operationalize cyber resilience.

The results presented in this study can be useful for SMEs

but are still limited to a theoretical approach with only a

qualitative evaluation of the usefulness of the results. Thus,

this article should pave the way for future lines of research

wherein these theoretical tools are subject to test in real SME

environments in order to reaffirm their validity and their

applicability.
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