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Abstract

The new and ground-breaking real-time remote monitoring in triage and priority-based sensor technology used in telemedicine
have significantly bounded and dispersed communication components. To examine these technologies and provide researchers
with a clear vision of this area, we must first be aware of the utilised approaches and existing limitations in this line of research. To
this end, an extensive search was conducted to find articles dealing with (a) telemedicine, (b) triage, (c) priority and (d) sensor; (e)
comprehensively review related applications and establish the coherent taxonomy of these articles. ScienceDirect, IEEE Xplore
and Web of Science databases were checked for articles on triage and priority-based sensor technology in telemedicine. The
retrieved articles were filtered according to the type of telemedicine technology explored. A total of 150 articles were selected and
classified into two categories. The first category includes reviews and surveys of triage and priority-based sensor technology in
telemedicine. The second category includes articles on the three-tiered architecture of telemedicine. Tier 1 represents the users.
Sensors acquire the vital signs of the users and send them to Tier 2, which is the personal gateway that uses local area network
protocols or wireless body area network. Medical data are sent from Tier 2 to Tier 3, which is the healthcare provider in medical
institutes. Then, the motivation for using triage and priority-based sensor technology in telemedicine, the issues related to the
obstruction of its application and the development and utilisation of telemedicine are examined on the basis of the findings
presented in the literature.

Keywords Telemedicine . Telehealth . Healthcare Services . Real-time remotemonitoring . Triage . Priority . Sensor

Introduction

Since the 1970s, telemedicine has become an essential ele-
ment in the utilisation of modern information and commu-
nication technologies for health services. The earliest men-
tion of telemedicine in cardiology dates to the early twenti-
eth century when electrocardiographic data were first trans-
mitted over telephonic wires [1]. Telemedicine is a remote
medical practice that allows coordination among different

individuals and facilitates their collaboration efforts in diag-
nosing or treating a disease through information technolo-
gies and telecommunication [2]. Thus, this domain needs
multidisciplinary advancements, particularly in the use of
telecommunication, computer science and instrumentation
for the exchange and administration of medical data [3]. A
related concept is telehealth, which usually refers to clinical
and non-clinical services, such as education, management or
research [4]. Telemedicine is hardly included in legislation,
yet national regulation and healthcare control affect the strat-
egy of healthcare assistance in several countries, such as
France. The French government had characterised some
demonstrations of telemedicine in announcement no. 2010–
1229 (19 October 2010), as follows:

– Remote advisement: A doctor provides a remote recom-
mendation to sick people who might be helped by health
professionals.
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– Remote proficiency: A doctor remotely requests a differ-
ent physician for checking and managing conditions.

– Medicinal telemonitoring: Caregivers monitor and de-
code the therapeutic indications of the sick person. Such
tasks can be accomplished by either hand or self-
regulating mode.

– Medicinal teleassistance: A doctor remotely helps another
doctor in performing a therapeutic demonstration.

– Medical coordination of emergency [5].

Currently, telemedicine has attracted considerable attention
in research owing to the development of new technologies [2].
Telemedicine is a proficient tool that allows coordinated ef-
forts among doctors and offers numerous benefits (e.g., en-
hanced care, cost investment funds, improved arrival and real-
time responses). Similar to medicinal training, telemedicine is
used for diagnosis; the conduct of preventive or post-curative
medicinal checking and monitoring and therapeutic proce-
dures; the prescription of medications and the provision of
services [2]. Telemedicine offers empowerment and superior
personal satisfaction and reduces the costs of treatments for
chronic diseases, such as cardiovascular infection, diabetes,
chronic respiratory malady and cancer [6]. Unfortunately, de-
spite these benefits, telemedicine still suffers from several
problems associated with the administration of learning re-
sources, enhancement of safety construction and hazard ad-
ministration in the context of persistent amelioration of
healthcare aides [5]. Moreover, telemedicine application has
many domains, such as disaster relief, schools and industrial
health [2]. Meanwhile, increasing healthcare costs and the
growing population of the elderly have spurred the develop-
ment of telemedicine networks for the delivery of several
healthcare services [7]. In particular, a general three-tiered
ubiquitous telemedicine system based on wireless body area
network (WBAN) has been used for real-time and constant
healthcare monitoring. In Tier 1, users obtain their vital signs
through sensors, such as electrocardiogram (ECG) for the
graphic measurement of heartbeat and oxygen saturation
(SpO2) for the measurement of oxygen concentration in the
blood. In Tier 2, the obtained readings are transmitted to per-
sonal gateways, such as handheld apparatus, personal digital
assistants (PDAs) and personal computer, all of which use
local area network (LAN) protocols (Bluetooth and Zigbee)
and WBAN. Medical data are the sent from Tier 2 to Tier 3
through extensive area wireless connection protocols or
Internet services. Tier 3 involves healthcare providers in med-
ical institutes (MIs) who apply a certain procedure and gener-
ate services that are sent back as responses to users. The entire
process of the system is shown in Fig. 1 [4].

Without a telemedicine system, users (patients) go to hos-
pitals to obtain healthcare services. The increasing number of
patients poses challenges to healthcare service providers, spe-
cifically challenges related to the prioritisation of emergency

cases and the limited medical resources. These problems are
often addressed by triaging patients to the emergency depart-
ment (ED). Triage is the system of sorting patients by order of
treatment necessity during a large-scale emergency and in-
volves the assessment and prioritisation of all patients and
casualties [4]. Modern healthcare systems have the following
triage stages: pre-hospital triage, in which an emergency ve-
hicle is sent and pre-hospital resources are prepared; triage on
site by the earliest available doctor managing the sick person
and triage at the entrance to the hospital [8]. A primary aim of
triage in the ED is to identify patients who can safely wait and
those who cannot [4]. The crucial portion of triage in the ED is
the monitoring of patients’ vital signs, bywhich the severity of
their conditions are determined [9]. The ED is a place where
many people have to be taken care of in a short time period
and where urgent cases can emerge. As soon as a patient
arrives at the ED, the medical staff present must implement
the triage process to identify the severity of the patient’s con-
dition for prioritisation. In actual practice, triage is often un-
timely implemented, and this situation increases the risk of
critical health complications [9]. In mass-casualty incidents
(MCIs), people need prompt medical care, and their health
situations must be documented for additional evaluation.
The number of patients often taxes the ability of healthcare
practitioners to provide medical care competently. Healthcare
practitioners generally design triage such that patients are
treated according to the severity of their conditions. Constant
monitoring of vital signs is essential to the assessment of a
patient’s clinical situation, and effective triage and actual-time
estimation are essential to conditions in which many patients
needmedical care, particularly during a catastrophe or disaster
scenarios, or to conditions in which healthcare resources are
limited. The assessment of vital signs aids the estimation of
the general physical well-being of patients, and the actual
monitoring of the vital signs affects the prioritisation of med-
ical help in emergency conditions [10]. Vital signs are impor-
tant in triage and prioritisation setting because they provide a
thematic complement to nurses’ experienced judgment and
optimise inter-rater consistency [4]. Meanwhile, on the basis
of the recent progress in autonomous sensor technology, a
new class of intelligent network, called WBAN, has been
developed [11]. Sensors in a telemedicine system (Fig. 1)
enable real-time healthcare monitoring and are affixed to or
inserted into the human body for the observation of vital signs
through WBAN. That is, the system ensures the constant and
reliable monitoring of extreme defects and conditions in a
human body; thus, it is preferred both by sick and healthy
people [12]. Healthcare implementations dependent on sen-
sors are increasingly gaining popularity in the medical field.
In WBANs, sensing data are collected from a group of knots
on a patient’s body and transmitted to a main server [13].
Meanwhile, sensors for wellness monitoring have been used
for a long time in healthcare networks. Whether these signal-
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anticipating instruments are used for the diagnosis and pre-
vention of diseases or situations in which patients are immo-
bile, they have a vital role in new healthcare services [14]. In
this study, we review the achievements of several studies on
modern technology, systematise the studies of smartphone
malware from the literature into a coherent taxonomy, deter-
mine the various characteristics that differentiate this develop-
ing field and show the distribution of these articles with refer-
ence to database type, country of production, smartphone op-
erating system and year of publication. The benefits of the
targeted goals are elaborated. Moreover, issues and concerns
are presented to identify the gaps in the literature.
Recommendations for different directions are presented to as-
sist researchers, providers and end users with regard to
smartphone malware.

Method

The scope of this study is covered by the most important
keywords, namely, ‘telemedicine’, ‘triage’, ‘priority’ and
‘sensor’. Our study is limited to English-language studies.
The following digital databases were selected to search for
target papers: (1) ScienceDirect, which provides access to pa-
pers and articles on science and technology in highly reliable
journals; (2) the IEEE Xplore digital database of scholarly and
technical literature, which provides the abstracts and complete
texts of papers on computer science, electrical engineering and
electronics and (3) the Web of Science (WoS) database, which
provides cross-disciplinary research on social science, sci-
ence, technologies, humanities and the arts. These databases
cover scientific and technical literature and provide extensive
insights into researchers’ efforts in a wide yet relevant area of

disciplines. Studies were selected by searching literature
sources, then screening and filtering were performed in three
iterations. In the first iteration, duplicate articles were exclud-
ed, and only articles published in the past six years (2012–
2017) were collected using the Mendeley software. In the
second iteration, the articles were filtered according to their
titles and abstracts, and articles outside of the scope of our
domain were excluded. In the third iteration, the articles were
filtered by reading the full text and excluding articles outside
of the scope of our domain and which do not meet our criteria,
as shown in Fig. 2. The same eligibility criteria were applied
in all three iterations by three authors who performed the
screening and were reviewed by four other authors. The
search was conducted on the ScienceDirect, IEEE Xplore
and WoS databases in January 2017. A mix of keywords in
different forms were used, such as ‘medical system’,
‘telemonitoring’, ‘e-health’, ‘telemedicine’, ‘telehealth’,
‘healthcare services’, ‘remote monitoring’ and ‘mobile doc-
tor’, combined with the ‘OR’ and ‘AND’ operators followed
by ‘triage’ and ‘priority’ or combined with the ‘OR’ and
‘AND’ operators followed by ‘sensor’. The explicit query text
is shown at the top of Fig. 2. We used other additional options
in the search engines of the three databases to ignore the chap-
ters of books and reports. We excluded journals and confer-
ence articles because we considered these two venues to be the
most likely to include up-to-date and appropriate scientific
works pertinent to our survey.

Eligibility criteria

The articles that satisfied our criteria shown in Fig. 2 were
included in our work. The initial target was to map the re-
search scope into a general and coarse-grained taxonomy that

Fig. 1 Three-tiered architecture
of a WBAN telemedicine system
for healthcare monitoring [4]
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consists of two categories derived from a previous study of the
literature with no restrictions (we usedGoogle Scholar to learn
the directions in the literature). After removing duplicate pa-
pers between databases, we excluded the articles through three
iterations of filtering and screening when the articles did not
meet our eligibility criteria. Articles were excluded if (1) they
are not written in English, (2) they focus on a particular aspect
of telemedicine technology and (3) their target is general tele-
medicine technology. Our work focuses on healthcare ser-
vices, patient prioritisation, patient triage, disaster manage-
ment, network failure, sensors in telemedicine and security
of telemedicine.

Data collection process

For the simplification of the filtering process, all includ-
ed articles were read, analysed and summarised accord-
ing to their initial categories and saved as Microsoft
Word and Excel files. The authors performed full-text
reading on all articles. Numerous highlights and notes
on the surveyed works and a running classification of
all the articles enabled us to create the proposed taxon-
omy. The comments were recorded as hard or soft copy
versions according to each author’s style. This process
was followed by another process of characterisation, de-
scription, tabulation and conclusion of the essential find-
ings. These findings are provided in the supplementary
materials as a complete reference for the results that
will be described in the subsequent section.

Result

The results of the initial query search of 3064 articles are as
follows: 911 articles from ScienceDirect, 1496 articles from
IEEE Xplore and 657 articles from WoS from 2007 to 2017.
We were unable to download two scientific articles fromWoS
because of accessibility issues. The articles were filtered ac-
cording to the sequence that was adopted in this research and
using two categories: 1612 papers were published in the past
six years (from 2012 to 2017) and 65 papers appeared in all
three databases, thereby resulting in 1547 papers. After a full
scan of the titles and abstracts of the papers, 1264 more papers
were excluded. Then, 133 papers were excluded after the final
full-text reading. The final set consisted of 150 papers, which
were divided into two major categories. The first category,
which contained 31 articles (20.66%), was survey and review,
in which researchers described and provided a general over-
view of triage and priority-based sensor technology in tele-
medicine. The second category was three-tiered telemedicine
architecture. Tier 1 represented the users who obtained their
vital signs through sensors and sent them to a personal gate-
way or Tier 2 through LAN protocols and WBAN. Medical
data were sent from Tier 2 to Tier 3, which was the healthcare
provider in MIs. This category contained 119 articles
(79.33%) and had three sections. The first section, containing
44 out of 119 articles, was the sensor-based gateway (Tier 1)
and described and summarised the issues and sensor technol-
ogies in telemedicine, which provided continuous and reliable
healthcare monitoring. The articles in this section were divid-
ed into six subsections: (1) energy efficiency (11/44 articles),

Query

‘medical system’ OR ‘telemonitoring’ OR ‘e health’ OR ‘telemedicine’ OR ‘telehealth’ OR ‘healthcare 

services’ OR ‘remote monitoring’ OR ‘mobile doctor’ AND ‘triage’ OR ‘priority’ AND ‘sensor’

First download

Web of Science

(n=657)
+

ScienceDirect

(n=911) +
Total papers (n 

=3064)

IEEE Xplore

(n=1496)
=

Inclusion criteria 

1) The article is an English journal or conference paper.

2) The main focus is telemedicine in healthcare in either one or more of the 

following aspects: 

Healthcare services

Patient prioritisation in telemedicine

Patient triage in telemedicine

Disaster management and network failure

Sensors in telemedicine

Security of telemedicine

Title and abstract scan

1547 – 1264 = 283

Collect last six years 

(2012–2017)

3064 – 1452 = 1612

= = Full text reading

283 – 133= 150

=Screen out duplicates

1,612 – 65 = 1,547

Final included set     = 

150

Fig. 2 Study selection flowchart
with exact query and inclusion
criteria
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(2) evaluation-and-assessment-based sensors (4/44 articles),
(3) ontology-based sensors (1/44 articles), (4) quality of ser-
vice (QoS) (5/44 articles), (5) security-and-privacy-based sen-
sors (5/44 articles) and (6) reliability (18/44 articles).
Reliability comprised four subsections: congestion control
(5/18 articles), electromagnetic interference (EMI; 2/18 arti-
cles), false alarm detection (1/18 articles) and link quality and
packet transmission delay (10/18 articles). The second section
was mobile health (mHealth) and gateway and included 32
articles. In this section, the tasks, fields and several areas of
mHealth and gateway technology were described and
summarised. Gateway technology was considered responsible
for aggregating and analysing data collected from all monitor-
ing devices equipped with sensors and for transmitting these
data to a server on the basis of the telemedicine architecture.
This section had eight subsections, namely, ambient assisted
living (AAL) (4/32 articles), integration and aggregation (5/32
articles), disaster management (6/32 articles), treatment sup-
port and disease surveillance (9/32 articles), evaluation-and-
assessment-based mHealth and gateway (1/32 articles), mo-
bile user interface (MUI) adaptation (1/32 articles), network
management (4/32 articles) and decision support system
(DSS) (2/32 articles). The third section was server based, with
43 out of 119 articles. In this section, the server-based aspect
(Tier 3) were described and summarised and healthcare pro-
vider in medical centres or MIs through wireless wide area
network or Internet services were considered. The healthcare
providers on the server side support the monitoring of patients
and apply certain processes to generate services to patients as
responses, as shown in Fig. 3. This tier also provides support
to professionals and manages the environment. This section
had six subsections as follows: (1) analysis process (2/43 ar-
ticles); (2) environmental management (3/43 articles); (3)
evaluation-and-assessment-based server (3/43 articles); (4)
security-and-privacy-based server (2/43 articles); (5) collabo-
ration fields (7/43 articles), which is further divided into co-
operative environment (2/7 articles) and tele-expertise be-
tween professionals (5/7 articles); and (6) remote monitoring
(26/43 articles), which is further divided into three subsec-
tions: patient prioritisation (2/26 articles), patient triage (8/26
articles) and providing services to the patient (16/26 articles).
We observed these patterns, rounded up the general categories
of articles and refined the classification into literature taxono-
my, as shown in Fig. 3. Several subcategories were identified
in the main classes, although overlaps emerged. The subse-
quent sections describe the observed categories, and simple
concomitant statistics are provided in the figures.

Reviews and surveys

The primary aim of review and survey articles on telemedicine
is to understand current thinking in this field and justify the
need for future research on related topics that have been

overlooked or understudied. Of the 150 selected articles, 31
were review and survey articles (20.66%). A survey of the
framework was conducted in [15] for the classification of
different types of emergency and non-emergency healthcare
facilities with regard to location management. A review of
robots in home healthcare, where sociotechnical factors are
critical in explaining the adoption intention of home
healthcare robots, was presented in [16]. A systematic review
of mixed-methods research using the PRISMA methodology
on human factors and ergonomics in healthcare was presented
in [17]. A survey on e-health, research projects and compara-
tive studies that introduced the standard components of
telemonitoring systems for the exploration of telemonitoring
architecture and its main issues was conducted in [3]. In [18],
a systematic review of digital health innovation ecosystems
was performed for the exploration of digital health, innovation
and digital ecosystems and for the creation of a conceptual
framework. A study on national domain and quality was con-
ducted and provided an overview of the US population health,
access to care, status of healthcare quality and disparities in
care experienced by different socioeconomic, racial and ethnic
groups [19]. Of the 31 studies, 13 reviewed themost important
implementations of techniques and methods for telemedicine
applications and mobile technologies and considered the inte-
gration of mobile technologies in the diagnosis and treatment
of various diseases, such as heart failure, acute cardiac disease
and acute stroke, and in cardiac rehabilitation services. Many
reviews emphasised the home blood glucose testing market,
that is, diabetes and glucose sensing, and focused on an auto-
matic early stress recognition system and mHealth technology
for military mental health, diagnoses and treatment of disor-
ders to improve the quality of care [1, 6, 20–30]. Other re-
views (5/31 articles) covered various topics and specifically
focused on mHealth services and applications. A review of
emerging technologies in emergency medical services
(EMS) that highlighted studies and resources supported by
the EMS for children was presented in [31]. A survey of
mHealth solutions in Brazil provided insights into how
the initiatives of mHealth are beginning to be used and
developed in emerging countries [32]. Related works iden-
tified the need for mHealth in China and presented major
mHealth products and technologies in this country [33]. A
comprehensive review and a thorough analysis of novel
mHealth services and applications proposed were conduct-
ed for the survey and review of state-of-the-art mHealth
services and applications [34]. In [35], a review of the
tools of mHealth was conducted to provide a new research
scope for compatible biomarkers in concert with different
types of data (e.g. global positioning and self-report sys-
tem data). Other works (3/31 articles) focused on the ag-
ing population from different aspects, and a systematic
review was conducted to evaluate the maturity of technol-
ogy among elderly people and provide evidence for home
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healthcare monitoring technologies and smart homes [36].
The strategies and effective measures for the promotion of
information and communications technology (ICT)-enabled
innovations in Japan were investigated [37]. A review of
the aging population (TigerPlace) in Missouri-sponsored
population aging facilities and the development of sensor
technologies was presented in [38]. Other works (2/31

articles) focused on the sensing technologies and WBAN
applications in telemedicine classification and the suitabil-
ity requirements of sensor technology for activity recogni-
tion [7, 39]. Out of 31 articles in this category, 2 reviewed
home-based consumer and healthcare technologies for
smart homes and research opportunities in the era of well-
ness medicine [40, 41].
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Telemedicine architecture

The second category is telemedicine architecture, which con-
sists of three tiers. In Tier 1, patients can measure their vital
signs through sensors (i.e. ECG, EEG and SpO2) and send
these signals to Tier 2, which is a personal gateway (e.g. hand-
held devices, PDAs and laptops) that uses LAN protocols (e.g.
Zigbee and Bluetooth) and WBAN. Medical data are sent
from Tier 2 to Tier 3, which is the healthcare provider in
MIs. This category contained 119 out of the 150 articles
(79.33%) and was divided into sensor based, gateway and
mHealth and server based.

Sensor based

This section describes and summarises the issues and technol-
ogies of sensors that can provide constant and reliable
healthcare monitoring. WBANs consist of small wireless sen-
sors that transfer and gather information on a patient’s vital
signs [42]. This section contained 44 out of the 150 articles
and was divided into five subsections according to the issues
and technologies in sensor-based telemedicine. Of the 44 ar-
ticles, 1 focused on the ontology-based sensor and extended
topology principles that characterise wearable sensor plat-
forms and composed of mainstream magnetic and inertial
measurement units (MIMUs) [43].

Reliability WBANs transmit physical data from patients
throughout a network and to a remote data centre and thus
require reliable connection. Biosensors with varying band-
width allocations need the simultaneous transmission of vital
data, and this mode of transmission leads to network conges-
tion [44, 45]. This subsection contained 18 out of 44 articles,
one of which focused on false alarm detection, particularly on
systems detecting and minimising false alarms generated by
monitoring sensors and ensuring that the smart alarm systems
of sensors have optimum performance in terms of accuracy
and efficiency [46]. The other articles covered congestion
control, link quality and packet delay and EMI perspective.

Link quality and packet delay This subsection consisted 10
out of 18 articles and focused on link quality and packet delay
in sensors. One article developed real-time publish–subscribe
(RTPS) middleware through healthcare systems. RTPS guar-
antees real-time and simultaneous data transmission while
preserving QoS [47]. The second article focused on decision
planners and investigated multi-attribute decision-making
methods [48]. The third article proposed two new scheduling
algorithms capable of overcoming the starvation mode of the
packets without the highest priority and satisfying the QoS
requirements in WBAN networks [49]. The fourth article in-
vestigated an architecture for handling dynamic behaviour and
heterogeneous traffic in WBAN for healthcare systems [11].

The fifth article examined a new traffic critical WBAN using
queueing discipline with non-preemptive priority [50]. The
sixth article proposed the use of medium access control
(MAC) protocol for the inclusion of the priorities of bio sig-
nals with various attributes; the purpose of this method is to
guarantee data effectiveness and arrange least packet defer-
ment period in order [51]. The seventh article focused on the
health surveillance scheme and a sensor structure with simu-
lation outcomes [52]. The eighth article presented an infra-
structure that depends on a technique ameliorating telehealth
programme characteristics through the control of the charac-
teristics and distribution of the Internet traffic among linked
devices in a home area network (HAN) environment [53]. The
ninth article improved the MAC protocol of WBANs by
adjusting resource allocations and prioritising traffic depend-
ing on the channel and health conditions of the user [54]. The
last article presented a compositional probabilistic response
time evaluation approach to probabilistic actual systems in
body area sensor networks with fixed-priority pre-emptive
scheduling [55].

Congestion control Congestion control is a challenge in
healthcareWBAN. Changeable traffic load, many-to-one con-
nection type and restricted bandwidth positions are among the
main causes of congestion in such applications [44, 45]. This
issue is familiar in any data network, such as wireless sensor
networks (WSNs), and results in packet loss, expanding end-
to-end lag and considerable energy consumption because of
repeated transmissions [56]. This subsection contained five
articles. Two articles focused on control protocol and conges-
tion detection for remote surveillance of patients’ health status
using WBANs [44, 45]. Two other articles presented a con-
gestion control protocol for adoption in healthcare
implementations in WSNs [56, 57]. One article proposed that
priority depends on a congestion avoidance hybrid schema for
WSNs, which not only prevents congestion but also provides
an efficient mechanism for energy conservation [58].

Electromagnetic interference Wireless connection enables
mobility and provides reliable service for various e-health
implementations, such as telemedicine, mobile hospital infor-
mation system and remote patient monitoring [59]. A crucial
problem in using wireless connections for healthcare scenarios
is EMI caused by radio frequency transmission. A high EMI
level can result in crucial defects in medicinal sensors. In such
instance, few clients who are not transferring urgent data
would need to lessen their transfer capacity or even disconnect
from the network for a short time to allow the regular opera-
tion of medicinal sensors and the transfer of urgent data [60].
Two article included in this study focused on EMI. One article
proposed a method that reduces the number of clients com-
pelled to disconnect from the network while maintaining the
EMI of medicinal sensors at an agreeable level [60]. The other
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article introduced a priority scheme for medical and non-
medical devices to support an effective wireless healthcare
service system [59].

Energy efficiencyDirectional antenna technology provides ad-
ditional possible options for the enhancement of energy effi-
ciency and reliable data transfer in wireless networks, partic-
ularly in battery-operated networks [12, 61]. This subsection
contained 11 articles, which were divided into traffic routing
and data transmission packet perspectives. Ten articles fo-
cused on data packet transmission, and six articles focused
on ensuring high energy efficiency and robust data transmis-
sion by prolonging the network lifetime, reducing energy con-
sumption and ensuring that tasks are completed without delay
by expanding the predictability of a system [12, 14, 61–64].
Three articles presented a priority-based time slot allocation
scheme for WBANs by using slot allocation schemes for
prioritisation and achieving energy efficiency for the WBAN
[65–67]. One article presented a green cloud-assisted
healthcare service on WBAN and determined the sensing fre-
quency of the physical signs of different body parts and the
data transportation between sensor knots of WBAN [68].
Only one article focused on the traffic routing perspective,
which guarantees dependable traffic dissemination and
personalised channel access to human body connections [69].

Quality of serviceAs the natural and physical data gathered by
multimodal sensors have various levels of importance, the
deployment of sensory data QoS in WBAN is a critical issue
[70]. This subsection contained five articles, which focused on
QoS for WBANs and provided parameters, such as delay,
queue length, packet loss rate and throughput, to extract
QoS execution measures [42, 70–73].

Security-and-privacy-based sensor The security of gathered
and transferred data from medicinal sensors is critical regard-
less of whether the data are located in the system or stored in
the main server. Efficient and secure data gathering is essential
because it ensures the integrity of data delivery and the priva-
cy of such data [74]. This subsection contained five articles
that focused on security-and-privacy-based sensor. The first
article implemented a model biomedical sensor application
that uses TinyECC to secure wireless communication among
sensor knots and assessed the feasibility of using TinyECC in
a real-time sensor network [75]. The second article focused on
the secure logging of information collected by knots in aWSN
[13]. The third article provided numerous levels of security
through encryption and a distance bounding test to prevent
long-distance attacks; the method is generally used in body
area networks for medicinal devices where security is imper-
ative [76]. The fourth article described a process in which
compressed data are encrypted and integrity is protected by
a cryptographic hash algorithm to maintain data integrity [74].

The fifth article proposed the comprehensive Integrating the
Healthcare Enterprise (IHE) initiative based on X73PHD ex-
pansion composed of additive layers adapted to various e-
health/mHealth applications after analysing the characteristics
of X73PHD (particularly its built-in security), IHE profiles
related to these implementations and other studies [77].

Evaluation-and-assessment-based sensorThis subsection pre-
sents evaluation and assessment studies of the sensor side of
telemedicine. Out of 44 articles, 4 cover this topic. One article
evaluated the performance of the IEEE 802.15.6 standard in
terms of latency, energy consumption, packet delivery rate and
packet breakdown at the MAC layer while satisfying the ISO/
IEEE 11073 requirements [78]. Another article evaluated the
performance of the IEEE 802.15.6 standard when used in
various sensors of the Cane Network eHealth Project [79].
Another article assessed the efficiency of wearable health sur-
veillance devices in decreasing elementary care patient load
and improved the connections across different healthcare units
[80]. The last article evaluated the miniature wireless vital
signs monitor for potential shock triage in an intensive care
unit [81].

mHealth and gateway based

mHealth or gateway is a general term for the use of mobile
phones (or any handheld device) and other wireless
technology and communication devices for disseminating
information about preventive healthcare services. This
section contained 32 out of 150 articles and was divided into
six subsections, as detailed below. A context-based and rule-
based approach for designing adaptableMUIs in mHealth was
proposed in [82]. Meanwhile, an evaluation study was con-
ducted on the technical feasibility of medical alert dissemina-
tion in an urban environment through a mobile device during
congestion or failure tolerance in a network infrastructure
[83].

Treatment support and disease surveillance The main roles of
both topics is to predict, observe, monitor and minimise the
harm caused by outbreak, epidemic and pandemic situations
and increase knowledge on exacerbating factors. This subsec-
tion contained 9 articles. Two articles proposed the concept of
allowing patients to monitor and manage chronic diseases and
vital signs, such as heart rate, body temperature and blood
pressure (BP), either through the use of biometrics, such as
(e.g. mobile machine learning model), or through an Arduino
Mega micro-system device [84, 85]. Two articles presented
applications that can be adapted to other diseases (e.g., high
or low blood pressure and diabetes) through biometric de-
vices, such as glucometers, tensiometers and thermometers
[86, 87]. Two articles described a social media system, such
as a mobile application or software, for the monitoring of
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vaccination coverage among children in rural communi-
ties [88]. A new system for detecting and preventing
dengue in Sri Lanka and in the rest of Southeast Asia
regions was developed in [89]. A mechanism for
personalised and adaptive daily interactive sessions (dai-
ly living) for the treatment of major depression was
developed in [90]. Continuous, non-invasive and wire-
less monitoring of patients with Parkinson’s disease was
presented in [91]. A new approach on personal coaching
systems (PCSs) for body sensing systems and integrated
with smart reasoning and context-aware feedback was
proposed in [92].

Disaster management Disaster management is the organisa-
tion and management of resources and responsibilities for
dealing with humanitarian aspects of emergencies (i.e., pre-
paredness, response and recovery) for the reduction or
minimisation of the negative effects of all hazards determined
by an mHealth management system for natural disasters. This
subsection contained six articles. Two articles used the
mHealth system in a tsunami disaster scenario and proposed
a platform for field accidents and a monitoring system for an
intelligent emergency centre [93, 94]. A real-time system for
patient assessment and monitoring via crowdsourcing through
mobile electronic triage and sensor-detected information was
demonstrated in [95]. Another proposed system provided sit-
uational awareness (SA) in indoor and outdoor settings for
urban search-and-rescue operations [96]. A process of track-
ing the safety of pilgrims in holy regions in case of a natural
disaster was presented in [97]. Project Ripple was conducted
for the production of an medical body area network (MBAN)
of sensors that can be used in realistic disaster scenarios and
that facilitates patient triaging and modern physiological data
collection [98].

Integration and aggregation The integration of information
from multiple heterogeneous and distributed data sources en-
ables the use of healthcare data in medical and clinic centres
and allows mobile operators to create solutions that connect
healthcare providers with patients. Otherwise, at the mobile
aggregation centre, data at the mobile aggregation centre are
accumulated. This approach ensures the scalability and flexi-
bility of the telemedicine system. This subsection contained 5
out of the 32 articles. Linear sequential data modelling with an
expert-centric priority-based approach was proposed in [99].
A theory-based approach and highlights of the design deci-
sions among technology, architecture and algorithmic solu-
tions were presented in [100]. Healthcare environments in
virtual organisations were integrated in [101]. Data were ag-
gregated either by using a cloud-assisted WBAN-based archi-
tecture in [102] or by using a priority-based health data aggre-
gation scheme for cloud-assisted WBANs with privacy pres-
ervation in [103].

Network managementMobile phones and wireless technolo-
gies support mHealth objectives, including the development
and enhancement of mobile healthcare network management,
through text messaging, wireless devices and mobile phone
applications. Four articles are included in this subsection. Of
these articles, two focused on an aspect beyond WBAN com-
munications either by introducing a priority-aware pricing-
based capacity sharing scheme for a radio resource allocation
scheme [104] or by proposing an incentive-compatible mech-
anism in e-health networks for transmission scheduling with
the delay sensitivity of medical packets [105]. A multi-user
sharing scheme with diverse medical information was pro-
posed in [106]. In the approach presented in [107], the reli-
ability of communication was enhanced through the classifi-
cation of challenges and by using a mobile ad hoc network for
the monitoring of patients.

Ambient-assisted living AAL allows the monitoring and
tracking of patients that lives alone at their homes, are treated
in hospitals and have decreasing independence. This subsec-
tion contained four articles. An ubiquitous system that uses
audio and video for the detection of falls of patients was de-
veloped in [108]. The design and implementation of a seman-
tic, data-driven and cloud-based backend platform through
information and knowledge-based services was conducted in
[109]. In [110], the activities of a single patient at home were
modelled for the simulation of daily activity. Developments in
ICTs, such as Internet of Things (IoT) and cyber-physical
systems (CPS) with more intelligent and prediction capabili-
ties both for daily life (home/office) and in hospitals, were
reported in [111].

Decision support systemDSS is a computer-based system that
aids the decision-making process to ensure correct diagnosis
of any disease or illness. This subsection contained two arti-
cles. A model for developing the quality of decisions in
mHealth; this model was found to enhance context awareness
and processing and improve the presentation of information to
healthcare professionals [112]. A lightweight rule-based rea-
soning system was designed and optimised in [113] for the
structuring of the knowledge base of DSSs that can be embed-
ded efficiently in mobile devices.

Server based

The third section of articles on telemedicine architecture is
server based (Tier 3). Server-based telemedicine uses a remote
computer for real-time monitoring. A remote monitoring serv-
er can help medical professionals analyse data in real time to
provide compatible services to patients, as well as and perform
management, organising and support functions for profes-
sionals in telemedicine. Server-based telemedicine includes
the MI server, patient history and database, and service
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generation [4]. This section contains 43 out of 119 articles and
is divided into six subsections according to the features and
contributions of server-based telemedicine architecture. All
these subsections are briefly described below.

Analysis process This subsection provides insights into data
analysis in telemedicine. In general, data analytics services
can monitor and detect vital signs and other measurements,
which can be provided to physicians or healthcare providers
for diagnosis [114]. Two studies analysed the process of
telemedicine servers. One of them focused on big data
analytics for sensing technologies; this approach consid-
erably improved the efficiency and effectiveness of
healthcare services [114]. While another focused on ac-
tivity pattern mining and showed that extracting fre-
quent patterns for the history log of smart home sensors
can contribute to activity pattern mining, which can fa-
cilitate the creation of an activity database [115].

Environmental management This subsection presents theman-
agement of environment and medical facilities. A focus on the
management of health institutions is important because of dy-
namic processes, distributed hospital organisation and long
waiting times in EDs, which may lead to death. Therefore,
health institutions must review the process of managing emer-
gency facilities and implement measures to preserve the quality
of care for patients [11]. This section consisted of three articles,
two of which focused on the management of sensors and data
collection for health monitoring of elderly people in hospitals
[116, 117]. One article focused on the approach of supporting
doctors for the enhancement of management and prediction of
problems caused by patient overcrowding [118].

Evaluation and assessment-based server This subsection pre-
sents evaluation and assessment studies on healthcare systems
based on the server side of telemedicine. This subsec-
tion contained three articles. Two studies evaluated the
features and effectiveness of common telehealthcare sys-
tems, which aim to set up a widespread, user-friendly
and centred patient system for patients and healthcare
providers, on the basis of clinical guidelines and inte-
grated personal electronic health records (EHRs) [119,
120]. Another study investigated the efficiency of a
Web-based healthcare system that allows users to record
their systolic BP, diastolic BP and body weight and the
number of steps they walked in a day [121].

Security and privacy-based server This subsection presents
the security and privacy issues faced by servers in telemedi-
cine architecture and contained only two articles. One article
focused on the security of medical data collected frommedical
sensor networks by proposing a mechanism that ensures in-
tegrity, confidentiality and fine-grained access control over

medical data [122]. The second article focused on the security
of an e-Healthcare society by using a proposed security sys-
tem called low-cost and secure (LCS) communication system,
which allows various actors of the e-Healthcare society to
communicate securely [123].

Collaboration fields This subsection reviews and describes
various activities and collaboration fields in the telemedicine
server. This subsection included seven articles and was divid-
ed into two subsections, namely, cooperative environment and
tele-expertise among professionals.

Cooperative environment Cooperative environment involves
ubiquitous healthcare (u-healthcare) environments in virtual
organisations. In particular, each individual in a physical envi-
ronment can share and exchange information and medical data
collected from the medical sensors, medical devices and desk-
top computer over LANs. This subsection contained two arti-
cles. One article focused on decentralised data, wherein elec-
tronic health records (EHRs) and personal health records
(PHRs) can be saved in distributed data centres, and
decentralised data can be accessed from other distributed data
centres with a high level of performance [124]. The second
article focused on enhancing healthcare information systems
and providing high-quality information anytime and anywhere
and offered distributed and heterogeneous resource access so-
lutions that meet user requirements in different contexts [125].

Tele-expertise between professionals This subsection pre-
sents the collaboration and exchange of experience among
physicians or professionals for the formulation of appropriate
decisions for diagnosis and treatment. This subsection con-
tains five articles, all of which focused on tele-expertise or
the sharing of knowledge and expert advice among health
and/or medical professionals; this approach facilitates the
decision-making process for diagnosis and treatment [2, 5,
126–128].

Remote monitoring (telemonitoring) This subject is the largest
section in the server-based category and provides clarifications
on telemonitoring in the telemedicine domain. The Heart
Rhythm Society defined remote monitoring as automatic data
transmission based on a pre-alert on device functionality, clin-
ical events and clinical status of patients [4]. In remote moni-
toring, medical professionals remotely monitor and interpret a
patients’ medical parameters, analyse data in real time, and
provide instant feedback [4]. Patients’ data can be recorded
and transmitted automatically by the patients themselves or
with the assistance of a healthcare professional [2]. This section
contained 26 articles and was divided into three subsections.

Patient prioritisation This subsection presents the
prioritisation of patients. Patients are listed in order of severity
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of condition before their treatment and transport to hospitals.
Two articles focused on remote prioritisation, which indicates
triaging patients for treatment and transportation to hospitals
by assessing their vital signs. Patients’ conditions should be
the primary assessment tool in determining the priority cate-
gory according to the medical guidelines [129, 130].

Patient triage ‘Triage’ comes from the French word trier,
which means ‘to sort’. The concept of triage was first applied
in warfare when a system was needed for the prioritisation of
casualties and provision of instant care to the most seriously
injured. In the hospital domain, triage has traditionally
depended on the ability of nurses to prioritise the status of
patients. Triaging involves the initial sorting of patients who
arrive at the ED and quick recognition of patients who require
instant care because of urgent and life-threatening conditions
[4]. This subsection contained eight articles, which are divid-
ed into two perspectives as follows: inside ED triage, which
was discussed in three articles [9, 10, 131] and outside ED
triage, which was discussed in five articles [4, 8, 132–134].

Provide services to patient Providing services to patient is a
key part of telemedicine because this is the patient treatment
process. Personalisationmeans understanding the needs of each
individual/user and addressing these needs in a given context
[4]. Personalisation mainly consists of two steps, namely, user
modelling/profiling and content/service recommendation ac-
cording to user profile [4]. This subsection contained 16 arti-
cles, six of which focused on the support for alert emergency
service generated when the vital signs of a patient becomes
abnormal. The alert is generated to emergency medical teams
for fast response [135–139]. Five articles presented services
such as telehealth consultation, drug prescriptions, tips, recom-
mendations and suggestions [140–144]. Two articles suggested
the selection of the nearest and appropriate specialised hospital
and available doctor depending on the patient’s status [145,
146]. One article studied the provision of healthcare services
on the fly among vehicles that seek access to healthcare services
while travelling [147]. One article focused on providing first aid
in an ambulance [148]. Another article presented a novel
telehealth eldercare service that connects the clinic of a remote
physical therapist and the home of a senior; this service pro-
vides verbal, auditory and visual cues to the elderly individual
to enable him or her to perform the correct exercise movements
[149]. One study presented a method for the management of
prescribed medication for patients with visual difficulties
through notifications on doses and drugs [150].

Distribution results

Figure 4 shows that many papers were published by the three
digital databases. The review and survey of this work

consisted of two primary categories, namely, review and sur-
vey papers and telemedicine architecture, which consisted of
three tiers as follows: sensor based, mHealth and gateway
based and server based.

WoS published 30 articles in different categories, which are
composed of review papers (3), sensor based (12), mHealth
and gateway based (5), and server based (10). IEEE Xplore
published 36 papers, which ware composed of sensor based
(19), mHealth and gateway based (8) and server based (9).
ScienceDirect published 84 articles, which were composed
of review papers (28), sensor based (13), mHealth and gate-
way based (19) and server based (24).

Distribution by publication years of articles

Figure 5 presents the number of included papers in the four
categories according to the year of publication. The distribu-
tion of the scientific papers from 2012 to 2017 is shown
below.

Nearly 46 papers have been published since 2015. Four
papers were published in 2012. Five papers have been pub-
lished since 2017. Twenty-four papers have been published
since 2013, 34 since 2016, and 37 since 2014.

Distribution by nationality of author

Figure 6 shows that 33 countries and nationalities implement-
ed triage and used priority-based sensor technology. We ob-
served that the literature studies were conducted in certain
countries or they covered cases in these countries.

The nationality distribution of the 150 telemedicine tech-
nologies papers in numbers and percentages shows that the
most productive authors are from the United States (27),
followed by India (12); China and France (11 each); Saudi
Arabia, Tunisia, Canada and Korea (7 each); Belgium,
Australia and Spain (6 each); Iran (4); the United Kingdom,
Italy, Malaysia, Japan, Indonesia, and Portugal (3 each);
Germany, Taiwan, Algeria, Columbia, Russia, Holland, and
Turkey (2 each); and Switzerland, Hungary, Bangladesh,
Brazil, Singapore, Cyprus and South Africa (1 each).

Discussion

This study aims to present updated and state-of-the-art triage
and priority technologies inspired by the use of sensors in tele-
medicine technologies. This study also aims to highlight the
research trends in this area. This survey is different from previ-
ous reviews because of its relevance, and it focuses on the
telemedicine application literature rather than on the applica-
tions themselves. A taxonomy of the related literature is pro-
posed. Developing the taxonomy of the literature in a research
area, particularly an emerging one, can provide several benefits.
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Firstly, a taxonomy of the published works organises publica-
tions. A new researcher who is studying triage and priority-
based sensor technology in telemedicine may be overwhelmed
by the large number of papers on the subject without any kind
type of structure and may fail to obtain an overview in this area.
Various articles address the topic from an introductory perspec-
tive. Other works examine a selected number of existing tele-
medicine technologies, whereas some may contribute real tech-
niques to the field. A taxonomy of the related literature, as
shown in Fig. 3, helps systematise these different studies and
activities into a meaningful, manageable and coherent layout.
Secondly, the structure introduced by the taxonomy provides
researchers with important insights into the subject in several
ways. Such structure outlines the potential research directions
in the field. For example, the taxonomy of telemedicine tech-
nologies in this work shows that researchers are inclined to
propose and develop healthcare service systems in hospitals
for monitoring and analysing vital signs collected from patients
to perform processes, generate services, provide support to pro-
fessionals and manage the environment. Other areas include
sensor technologies and mechanisms and their use at home
and in the medical environment for reliable health monitoring.
These sensors detects vital signs from patients for transmission
to remote monitoring systems. Other research directions identi-
fied in this taxonomy include the development of mHealth

applications and the enhancement of the features and capability
of mHealth in tracking and monitoring diseases. A taxonomy
can also reveal the gaps in telemedicine technologies. Mapping
the works on telemedicine technologies into distinct categories
highlights the weak and strong spots of research coverage. For
example, the taxonomy in this article shows how groups of
individual technologies are receiving considerable attention in
terms of review and telemedicine architecture (as reflected by
the proliferation of their categories) at the expense of integrated
solutions and frameworks and development efforts. In a survey
on an adequate and representative sample of the literature, the
taxonomy also highlights the lack of studies on developing
telemedicine technologies. Our taxonomy highlights some of
the fundamental aspects of telemedicine technologies, such as
monitoring devices, and those of mHealth and healthcare ser-
vice systems that have receivedmore attention from researchers
compared with traditional technologies. Researchers working
on an area of interest adopt a certain taxonomy by developing
a common language through which future works are shared and
discussed. For example, For example, for medical institute serv-
er that aims to classify patients and provide personalised
healthcare services from appropriate hospital according to tri-
age level of a patient with chronic heart disease; for mHealth
process of classifying patients according to emergency level to
provide personalised healthcare services in case of medical
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institute server failure happens by selecting an appropriate hos-
pital, and in case of network failure happens by providing a tips
to patient; patients with multi-chronic disease can be prioritised
as well. Related works could can take the form of a develop-
ment paper, a comparative study or an overview. Statistical data
on individual categories of the taxonomy identifies involved
sectors in telemedicine technologies to adapt with new trends
and strengthen less active areas. Similar to taxonomies in other
fields, a common language is developed among researchers to
communicate and discuss emerging works, such as develop-
ment papers, comparative studies and reviews on telemedicine
technologies. On the basis of the survey, three aspects of the
literature content are identified, namely, the motivations behind
developing telemedicine technologies, the challenges to the
successful utilisation of these technologies and recommenda-
tions to alleviate these difficulties.

Motivations

The field of telemedicine has been developed rapidly because it
offers obvious and compelling benefits. In this section, we pres-
ent its benefits as described in the literature, which are organised
into six categories according to related benefits. The correspond-
ing references are presented for further discussion (Fig. 7).

Benefits to healthcare security

Data security and privacy are serious requirements in different
applications. Securing medical information between health sta-
tions and sensing nodes (SNs) is important to patients and
health professionals. Security is crucial to the successful imple-
mentation of telemedicine applications. Poor security and pri-
vacy may reduce the quality of care, lead to a lack of trust in
healthcare services for both users and providers and cause legal
liability. The security and privacy of medical data collected
from patients should be guaranteed during transmission to the
medical centre and during storage [13, 74, 122]. Long-distance
attacks can be prevented by implementing multiple levels of
security protocol, including encryption and distance bounding
tests. [76]. The X73PHD-IHE model ensures secure connec-
tions to mobile aggregators and private sharing among different
personal health device users [77]. Furthermore, a biomedical
real-time sensor network can use TinyECC (public key cryp-
tography algorithm) to secure communication between sensors
and gateways [75]. Machine-to-machine (M2M) LCS commu-
nication systems use intelligent authentication by using a ran-
dom distributive keymanagement scheme, electronic certificate
distribution and modified realm Kerberos to guarantee secure
interactions in M2M electronic healthcare systems [123].
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Benefits to quality of network service

QoS for sensor data in WBANs is an important issue. This
section lists the benefits of improving the quality of network
services in terms of priority scheduler, congestion control,
packet loss, drop, delay, jitter and throughput. In WBANs,
priority scheduler is important because some biological sig-
nals are more significant than others. Furthermore, health data
are of different types, which have corresponding priorities.
Therefore, emergency data packets should be transmitted with
minimum delay. [42, 49, 50, 54, 66, 70, 102–104].
Infrastructure-based solutions for HAN management in case
of multiple devices are connected to the same HANs by
prioritising the bandwidth of HANs [53]. Hospital networks
are mostly grouped into wireless medical devices and wireless
non-medical devices. Spectrum-aware cluster-based network
architecture and EMI-aware communications protocols
prioritise wireless medical devices during transmission, there-
by contributing to the improvement of QoS and network effi-
ciency [59]. Overcoming issues such as packet loss, drop,
delay, jitter and throughput can improve the QoS of the

WBAN network [11, 47, 48, 51, 69, 71, 73, 105]. Signal
quality for physiological signal extraction can be enhanced
by a low-cost reflective photoplethysmography (PPG) system
for the postprocessing digital filter process [14]. The failure
rate of services for non-real-time consumer calls can be
minimised for service quality enhancement by using a multi-
user sharing scheme in the mobile healthcare system [106].
Overcoming congestion control in the network can increase
efficiency and improve QoS because congestion control is one
of the main concerns in the WBANs of healthcare applica-
tions. Congestion detection and control protocol for WBAN
with multiple biosensors is important in enhancing the quality
of network service [44, 45, 56–58].

Benefits to power efficiency

Increasing power efficiency is one of the most critical issues in
WBANs in the development of technologies for wireless med-
ical devices. Such devices do not need to be accessed over a
long time period to conserve their power, and power con-
sumption limits are needed to sustain the devices over many
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years. Many strategies for limiting power consumption in-
crease the lifetime of a network with battery-powered sensor
nodes. The lifetime of the node can be extended by easing
power consumption and integrating a scheduled access mech-
anism and directional antenna technology in the lifetime ex-
tended directional approach (LEDA MAC) protocol [12, 61].
Moreover, implementing a sleep time for sensor nodes can
increase power efficiency [62, 68]. A slot allocation scheme
for the MAC protocol can achieve energy efficiency for
WBANs [65, 67], and energy consumption can be reduced
and the lifetime of the network can be extended by decreasing
transmitting frequency and maximising the sleep times of
WBAN nodes [63]. Medical data transmitted by users can
be scheduled with a joint power and admission control algo-
rithm; this approach reduces the number of users required to
disconnect from the network and maintains the EMI levels of
medical sensors at an acceptable level [60]. The AAEEPMPM
protocol for body sensor networks has been designed and
implemented in a hardware platform for power efficiency
and improves network lifetime. AAEEPMPM conserves the
battery power of a sensor by using the activity context of the
wearer [32, 64]. A fog computing-based solution can be used
for the enhancement of the energy efficiency of IoT architec-
tures used in healthcare applications [111].

Benefits to patient

EDs are places where a large number of people must be
attended in a short time and where critical situations are expect-
ed to emerge. When a patient arrives at the ED, they need to be
classified according to the seriousness of their conditions for
prioritisation. A healthcare application remotely recognises pa-
tients with the most acute emergency case; the patient with the
most acute emergency case is the first to obtain a response from
the server [4, 9, 129, 130]. This system offers other benefits
during natural disasters and MCIs, such as tracking and moni-
toring the situations of the casualties in case of rapid destruction
of the telecommunication infrastructure. Communicating the
state and location of injured individuals is necessary during
medical emergencies. During the congestion/failure of
infrastructure-based communication networks, mobile/
wireless (ad hoc) networks can be used for the tracking and
monitoring of health conditions and sending an alert to hospi-
tals or medical field personnel [83, 93].Mobile ad hoc networks
can optimise the network coverage area and transmit from an
area without coverage from infrastructure-based networks
[107]. ZigBee is used for the monitoring and/or tracking of
pilgrims in areas hit by a natural disaster and sends heartbeat
signals to medical personnel. Healthcare systems can ensure the
safety of seniors and people with decreasing independence at
home by automatically detecting falls and distress situations to
call for help [91, 108]. The OCarePlatform intelligent
healthcare service system assists elderly people who have

chronic illnesses and are staying at home for a prolonged period
[109], and smart homes allow elders with Alzheimer’s disease
to stay in their home at a long time because they can automat-
ically receive real-time support for their daily activities [115].
Home healthcare robots canmake clinical information available
to patients at the right place and time, thereby decreasing error
and increasing quality and safety [16]. Meanwhile, the PTaaS
system connects a clinic with an elderly person at home and
allows the therapist to monitor a patient’s condition and provide
oral, auditory and vision cues for implementation of correct
practice movements [149]. A healthcare monitoring system
can be used for health monitoring, particularly of the elderly
and persons with disabilities and provide them with a service-
oriented emergency response when they suffer abnormal health
conditions [119, 136]. SERVANDO encourages the self-
management of diseases generated during the monitoring by
the patients through the inculcation of supervised exercises in
the home of patients [150]. The INCASA architecture com-
bines telehealth and telecare monitoring, enables the deploy-
ment of services during follow-ups, monitor the suitability of
in-house environmental conditions and determine deviations
from their regular activities [137]. A nursing home system is
useful in promoting early diagnosis and treatment [138], and
telemedicine improves the management and monitoring of var-
ious diseases, especially chronic disease, by using information
and communication technologies. Some systems can monitor
patients with diabetes and generate recommendations and ser-
vices [20, 86, 87, 99], while other systems monitor vital param-
eters of patient and generate alerts to the caregivers in case of
abnormal values, thus ensuring the safety of patients with
chronic diseases [24, 113, 135, 139]. DSS can support ambu-
lance cars and EMS responding to emergencies involving acute
coronary syndrome [145]. PCSs support people with chronic
conditions in developing and maintaining healthy habits [92].
Jeev tracks the vaccination of children [88]. High-quality and
evidence-based mHealth programs that can support self-
management of diseases and adjust education distribution [23]
provide clinical services to patients with mental illness [33].
Mo-Buzz, a mobile-based dengue communication system,
sends customised health messages to promote preventive be-
haviours and health awareness [89]. A high level of
personalisation of personal health systems based on users’
needs is necessary to support the remote treatment of people
who are recovering from a major depressive disorder [90]. A
diagnosis and monitoring system based on real-time and pre-
dictive data processing is proposed for patients with mental
disorders [143]. An automatic early stress recognition system
is important to detect stress in its early stages to for preventing
stress from becoming chronic and resulting in irreversible dam-
age [21]. A platform in which digital technologies facilitate
patients’ participation in the healthcare delivery process has
been developed [18]. An on-the-fly e-healthcare system is
needed to provide healthcare services to patients on the move
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because; providing prompt medical services can save millions
of lives [147]. A first-aid system in ambulances has been de-
veloped [148]. Meanwhile, measuring vital signs generally re-
quires the superficial attachment of physically or logistically
obtrusive sensors to subjects, thereby irritating the skin or ad-
versely influencing the subject. Thus, an approach that monitors
vital signs internally from the gastrointestinal tract is needed for
patient comfort [144]. An SOA framework has been developed
to improve the QoS for decision making and timely alert gen-
eration by providing clinical and non-clinical services; this
framework guarantees the availability of services to patients
with reduced throughput and response time [141]. A system
that enables the analysis of data collected from sensors in real
time can significantly improve user safety monitoring and the
accuracy of the event prediction process [114]. Telemedicine
services can effectively improve the quality of healthcare in
large centres and deliver these services to unserved and under-
served areas. A healthcare system can be used to recognise and
decrease morbidity by providing health consultations in un-
reached areas [32, 140, 146].

Benefits to medical organisations

Managing healthcare organisations is complex owing to the
dynamic operations and distribution of hospitals. Thus,
healthcare institutions must focus on this issue to meet the
requirements of patients. Multi-agent systems (MASs) manage
and enhance the function of paediatric emergency departments
(PEDs) experiencing stochastic arrival of patients and service
overcrowding [118]. Organisations can integrate real-time
RFID/sensor data into current and future IT applications to
increase SA, edge-based management, and dynamic capabili-
ties [100]. MAS is used in indoormedical environments for the
management of medical sensors and collection and storage of
medical data in databases [117], and it offers other benefits to
medical organisations linked to acquire patient information,
such as PHRs and EHRs, anytime and anywhere. The
ontology-oriented framework for pervasive applications and
services (ONOF-PAS) is used for the intelligent management
of the tasks, processes, resources, and messages among differ-
ent medical organisations [125]. A distributed system uses data
coherence protocol, wherein PHRs can be stored and accessed
by distributed medical data centres [124]. A u-healthcare agent
system enables patient information retrieval and inter- or intra-
management of healthcare workflow, disease progress moni-
toring or tracking and remote access of patient information for
multi-attribute decision making during an emergency [101].

Benefits to physicians

In a mass casualty situation, the emphasis shifts from ensuring
the best potential outcome for each individual patient to en-
suring the best potential outcome for the greatest number of

patients, helping medical teams acquire real-time information
of multiple casualties for timely and accurate treatment and
enabling rapid and optimal resource assignment according to
the seriousness of the status of the patients’ status [8, 10, 94,
95, 98, 131–134]. Incident commanders and responders can
communicate by using DIORAMA, which helps responders
gain real-time SA of the incident sites [96]. Tele-expertise can
assist knowledge sharing and decision support among physi-
cians across organisational and geographical boundaries. Such
a task is complex and important, and it is the core of the
cooperation among telehealth, health professionals, and med-
ical professionals; this cooperation enables them to make suit-
able decisions for patient diagnosis or treatment and effective-
ly manage the medical information of their patients [2, 5,
126–128]. Mobile technologies can facilitate the work of
healthcare professionals by improving the presentation of in-
formation to healthcare professionals and increasing the speed
of decision making, especially during emergencies. Context-
based and rule-based approaches for designing adaptableMUI
in mHealth provide the best possible means that increases the
efficiency of healthcare professionals [82]. In healthcare ap-
plications, a doctor should monitor and observe patients re-
gardless of time and place, and an efficient smart alarm
healthcare alarm system can detect and minimise false alarms
generated by patient-monitoring sensors [46, 112]. The
M4CVD system presents relevant and summarised informa-
tion on the status of a patient from all the acquired data; it
classifies a patient as ‘continued risk’ or ‘no longer at risk’ for
cardiovascular disease (CVD) [84]. Cloud computing enables
physicians and healthcare workers to recognise and treat non-
communicable diseases in rural and remote communities in
Bangladesh through an e-health consultancy system called
On-Cloud Healthcare Clinic [142].

Challenges

Many developers and researchers have conducted studies on
the various fields of telemedicine. Unfortunately, the studies
have no perfect solutions for the issues regarding the
healthcare service delivery inmany other domains. By survey-
ing these studies, we found that researchers are concerned
about the challenges in telemedicine related to sensors in
WBAN, smartphone applications, and servers in medical
healthcare centres. The main challenges in the adoption of
telemedicine are listed below, along with citations to refer-
ences for further discussion. Figure 8 shows the classification
of challenges according to their nature.

Concerns on network optimisation

The most persistent and critical challenges in telemedicine are
related to network optimisation. Various challenges, such as
QoS, congestion, interference, data priority, transmitting data,
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traffic management, failure tolerance and reliability, exist and
must be classified. For QoS provisioning of the delivery of
sensor data at multiple levels in WBANs, issues, such as like
packet loss, drop, delay, jitter and throughput should be ad-
dressed and WBAN performance must be improved. In this
regard, many researchers have proposed various means, such
as designing a reliable and efficient MAC protocol, establish-
ing traffic during emergencies, modelling various traffic gen-
erated from various events, response time analysis, and data
dissemination and medium access in WBAN [11, 51, 54, 55,
69, 71, 72]. Several other problems are related to QoS, partic-
ularly interoperability and subjectivity [73]; telemedicine and
interoperability among devices, such as laptops, desktops and
mobile devices [126]; reduced handover [48] and lack of sen-
sory data delivery at multiple levels in WBAN [70].
Congestion control is a major challenge in network optimisa-
tion; existing congestion control protocols do not focus on
signals carried in WBANs and thus cannot be applied directly
in WBAN [44, 45, 56–58]. Challenges exist in data transmis-
sion during a critical medical situation or between gateways
and remote medical centres [66, 104, 105, 116]. Other issues,
such as medical band and EMI in biomedical devices and the
delay-sensitive scheduling for wireless transmission beyond
the environment of mobile hospitals also exist [59, 60, 63].
Moreover, WBANs are inadequately implemented with re-
spect to data priority issue and the effect of user priorities on
the monitoring of cardiac patients, and non-linear and dynam-
ic changes in slot allocation schemes with data priority persist
[50, 65, 78]. An Internet traffic management system that en-
ables telehealth applications to acquire higher priority and
achieve long-term monitoring with limited battery power is
lacking [53, 106]. Challenges also exist with regard to the state
and position of injured and wounded people in crucial situa-
tions or crowd aggregations during urgent care and medical
emergencies [83]. Lastly, enhancing the reliability of commu-
nicating the status of individuals with the use of a mobile ad
hoc network remains difficult [107].

Concerns on disease monitoring

Disease monitoring is a major issue in telemedicine. Most stud-
ies addressed the challenges of monitoring patients with CVD
diseases by using algorithms to analyse heart rate signals in real
time for processing and summarising raw data; these algorithms
help healthcare professionals to make correct decisions when
the patient is outside the medical setting [9, 84, 85]. Diabetes
monitoring is ideal for a patient who has diabetes and needs
constant monitoring during normal activities. [86, 87] aimed to
develop a practical e-health solution for diabetic patients in
rural and remote communities in Bangladesh by using cloud
computing technologies to enhance healthcare services [142].
Psychological issues, such as stress, loneliness and anxiety, are
not included in the design of e-healthcare systems [123]. The

issue of effective monitoring of a patient with mental disorders
in the community and in a smart-psychiatric intensive care unit
has been raised [143]. Moreover, the delivery and management
of critical information on patients with conditions, such as ma-
jor depression, is lacking [90]. Patients with Parkinson’s disease
can also be monitored while they are at home; this approach
minimises the risk of fall and injury and enables the monitoring
of the effects of dosage changes [91].

Other reported challenges include the need for an integrat-
ed mHealth system that classifies limitations and enables the
prediction and prevention of diseases, such as dengue fever,
through the optimisation of social media [89, 121]. A vast
majority of military trauma deaths occur prehospital, and a
significant proportion of in-hospital mortality occurs in pa-
tients with no vital signs in the field. Thus, significant oppor-
tunities exist for reducing traumamortality through innovation
in the prehospital setting [81]. In developing countries, the
need to strengthen immunisation monitoring and surveillance
for the reduction of childhood deaths has been emphasised by
the World Health Organization (WHO) and UNICEF [88].
The complex problem of monitoring activities and drawing
suitable conclusions on the basis of low-level sensor informa-
tion was raised by [110]. The problem of morbidity (poor
health) in unreached communities and the manner by which
an e-health system can reduce this problem has also been
stated [140]. Low-profile external vital signs of monitoring
systems and extended monitoring in non-wearable formats
have been gradually developed [144]. Finally, in the Western
world, the challenges of healthcare services have been ad-
dressed substantially during the last decades. Quality and
quantity have to increase to meet healthcare requirements in
terms of care monitoring, especially for cases with chronic
diseases [92].

Concerns on general healthcare services

Current healthcare services face major challenges for which
health professionals should be prepared. Such challenges vary
in their concepts. Optimisation problems can be solved by
using the PSO algorithm, which has been used for real-time
applications in a changing environment; its use can create
solutions that optimise traditional health systems, thereby in-
creasing availability without requiring health professionals to
exert additional efforts [129, 139]. Challenges, such as scal-
ability, mobility, reliability, scalability and energy efficiency
in healthcare systems can be addressed by the recent develop-
ment of ICT technologies. Cloud computing, sensor technol-
ogies, IoT (activity recognition domain to model wearable
sensor networks) and big data analytics systems are emerging
technologies [43, 111, 114]. Dynamic environment problems
can be addressed by vehicular networks that provide
healthcare services on the fly and capable of delivering mul-
tiple real-time video streams during an emergency to a
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medical centre for efficient mHealth teleconsultation [147,
148]. Limited facilities and human resources challenges can
be addressed by providing smart healthcare services to elderly
people who are distributed in a particular location on a large
scale [130, 149]. The WHO stated that MUI adaptability is a
major problem in e-health tools and services, including
mHealth [82]. Problems in ubiquitous environments include
a large number of computing devices, informal operation
modes and non-standard privacy of healthcare devices, which
does not support compatibility across many devices [101].
Various challenges in telemedicine systems exist, such as
medical action scheduling, communication between a patient
and a hospital, knowledge management during monitoring,
and enhancement of security and risk management [5, 150].
Various benefits of healthcare system technologies cannot be
accessed by developing countries because of their limited

resources and infrastructure [128]. The dynamic reliability
management approach uses health information to determine
the remaining useful lifetime of processor cores in MP-SoC.
[52]. The weaknesses of CSMA/CA are emphasised in the
management of fairly heterogeneous traffic and considering
important data rates [79].

Concerns on healthcare data management

Several challenges exist in this field, including integration,
aggregation, big data, managing data and data fusion, exist
in this field. The integration of vital signs monitoring
(telehealth) with behaviour analysis on the basis of home care
sensors (telecare) has not yet been addressed on a large scale
[137]. However, most challenges in the development of het-
erogeneous integration systems and relevant data from other
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devices can be smoothly shared [47]. Although few CPS
healthcare architectures have been proposed for healthcare
application, they all lack efficient false alarm detection [46].
One issue is sensor integration and radio frequency device
(RFID tags) data in information technology applications
[100]. The context of body area network context presents
new problems for scheduling. Modern healthcare systems do
not integrate the mechanisms of inter-WBAN data scheduling
and aggregation [42]. No scheduler of priority frame aggrega-
tion is currently available for WBAN/WLAN bridging mod-
ules [49]. Data should be aggregated effectively and delivered
to the cloud platform with minimal delay during disasters
scenarios [102]. Thus, efficient aggregation of different kinds
of data in WBAN to the cloud server remains crucial [103]. In
the medical context, the current telehealth system does not
consider the relevance and timeliness of a large data system.
A large amount of real-time data are stored and sent to data
and medical centres, respectively [124]. The collection, re-
trieval, storage and analysis of the vital signs of patients and
the management, collection and storage of these data in a
database remain difficult during the processing large data
[117]. The problem of using multiple clinical guidelines to
handle frequently collected data is addressed by COMPOSE
in [127]. Data fusion is difficult, particularly when input data
are heterogeneous [4]. Another concern is the acquisition of a
unified dataset by fusing multiple heterogeneous datasets for
various types of high-level analysis, knowledge acquisition
and reasoning [99].

Concerns on power consumption (or) energy efficiency

Power consumption concerns exist, especially in a WBAN
that needs to be classified. Limited battery life remains an
issue in wearable sensors for continuous monitoring systems.
Maximising the lifetime of a network with energy constraints
on battery-powered sensor nodes and ensuring a reasonable
battery life are necessary to any sensor system that senses,
transmits and processes data in a critical medical situation
and to the minimisation of the sleep mode current [61, 62,
64, 66–68]. However, most MAC protocols adopt omnidirec-
tional antennas, which are a disadvantageous for power con-
sumption. Directional antenna and scheduled access mecha-
nisms in the EDAMAC protocol are adopted for the
minimisation of power consumption for the extension of
node’s lifetime [12]. Signals received at the photodetector cir-
cuit cannot be guaranteed because the signal-to-noise ratio is
negatively affected by short LEDs, and the process continu-
ously minimises average energy consumption [14].

Concerns on decision support system

The integration of DSS into telemedicine clinical practice is
increasingly important. In a telemedicine system, accurate

data, applicable knowledge and appropriate problem-solving
skills are some challenges in decision making. Remote mon-
itoring applications are also faced with the problem of embed-
ding knowledge-based decision support components for
seamless and ubiquitous management of chronically ill pa-
tients [113]. Challenges related to mobile computing, infor-
mation quality, healthcare professionals and interoperability
should be addressed for the enhancement of mHealth quality
[112]. In PEDs, the multi-skill healthcare task scheduling
problem has been addressed by an agent-based decision-mak-
ing support system [118]. The traceability of the decision-
making process to deal with tele-expertise opinions is another
issue [2]. Coordination and decision-making support chal-
lenges require the integration and processing of various data
sources within a single solution in cardiological ambulance
control [145]. Shortcomings during decision making exists
in non-predefined scenarios, and the decision making process
is required to meet the different needs of users in different
contextual situations [125]. An ubiquitous, user-friendly and
patient-centred mobile DSS has been implemented; it enables
patients and their caregivers to apply online for clinical guide-
lines and obtain semantically integrated electronic health re-
cords [119]. Creating systems that facilitate decision making
for problems and knowledge sharing among physicians across
geographical boundaries and organisations is essential to
telehealth [120].

Concerns on triage

Accurate and rapid triaging (assess, sort and count) of individ-
uals who need quick assistance is critical toMCIs [120]. Paper
triage tag is inefficient and insufficient because it cannot pro-
vide health updates [8]. Major problems, such as the distribu-
tion and coordination of available caregiver staff, medical de-
vices and transport services, exist inMCIs. Moreover, alerting
potentially essential additional forces becomes complicated
because an overview of all available information is not pro-
vided to the EEP [132]. Efficient healthcare services cannot be
provided when victims outnumber responders. A problem is
the automatic tagging of a large number of casualties with
various disorders after critical incidents and before the arrival
of paramedics [133]. Researchers have suggested the use of
wireless sensor tags for pulse monitoring [10, 131].
Supporting triage by continuous monitoring remains a chal-
lenge in the planning stages of rescue operation procedures
[134].

Concerns on security and privacy

Security and privacy challenges continue to adversely affect
the quality of telemedicine systems because of the expanded
use of new communication technologies, such as WBAN.
Rapid development in network technologies and sensor web
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enablement (SWE) allowed anytime–anywhere data access
for healthcare systems, although several challenges remain
with regard to security, privacy and scalability [76, 141].
Secure logging problems in WSN remain an issue [13]. A
fully secured mobile phone application that uses public key
cryptography is necessary to a computationally efficient over-
head. Remote sensors are incapable of pre-sharing because of
their restricted computational resources [75]. Moreover, de-
signing a secure and efficient system for MWSNs is a com-
plicated task owing to the high number of security require-
ments and security mechanisms [74]. However, e-health or
mHealth applications in fitness and remote healthcare moni-
toring, assisted living and disease management (i.e., the
X73PHD domains) require features, such as secure connec-
tion to mobile aggregators, device sharing across many indi-
viduals with privacy and interoperability with certain IHE-
compliant healthcare systems [77]. Developing a secure and
reliable remote healthcare system is essential to data privacy
when a multi-communication network integration technology
is used [138].

Concerns on disaster and emergency management

Emergency management for medical WSNs is another chal-
lenge in the triage process and general physiological data col-
lection during disasters [98, 122]. In [94], more than 24 aca-
demic and commercial body-worn healthcare monitoring sys-
tems were analysed and found to have no highly synchronised
multi-channel auscultation. A cloud computing system for
rural emergency healthcare is required for the reduction of
deaths due to time delays during patient transportation and
to delayed first aid treatment [146]. Urban search-and-rescue
poses important challenges to emergency responders and care-
givers, such as search and rescue of individuals, and to build-
ing structural assessment and initial medical stabilisation of
trapped patients [96]. Challenges with regard to disaster re-
covery exist in an environment that lacks functional telecom-
munication services [45, 93]. Problems also exist in tracking
and monitoring pilgrims in holy areas, such as Uttrakhand and
Mecca. In modern rescue operations, GPS technologies are
frequently used for locating an individual but become ineffec-
tive when they encounter problems with wireless networks
and weather conditions [97].

Concerns on ambient assisted living

The daily living challenges faced by elderly people pose prob-
lems for telemedicine systems. One of the major challenges is
the need for assistance at home as few people can provide care
for their elderly or disabled relatives. Numerous caregivers
and organisations offer such assistance [109, 136]. Reducing
primary care patient load, enhancing the communication
through many healthcare units [80] and encouraging the

elderly to stay home have become of great importance in
emergent countries owing to economic and societal motiva-
tions (support to well-being and autonomy, healthcare and
assistance) [108]. Patients with cognitive dysfunction, such
as Alzheimer’s disease, are rapidly becoming the main focus
of improved healthcare delivery systems [115].

Recommendations

We briefly provide some recommendations from the literature
that aim to mitigate the challenges faced by developers, re-
searchers, physicians and patients in the various fields of tele-
medicine. The recommendations are categorised categorized
according to their nature (Fig. 9).

Recommendations to designers/developers

Owing to the development of different systems, designers and
developers must follow most of the recommendations to for-
mulate solutions that can assist physicians and patients en-
countering technical problems regarding the use various med-
ical devices. A queuing prototype that includes various polling
schemes and a vast range of new applications related to wire-
less multimedia sensor networks that ensure QoS for all types
of implementations in WBANmust be explored [71, 72]. The
optimisation of the EDA-MAC protocol and inclusion of all
the access stages refine communication and enable the imple-
mentation of IEEE 802.15.6 and LEDAMAC experiments on
a large-scale WBAN with multiple sensor knots [12, 61]. The
sensitivity of the sensor should be increased for the enhance-
ment of the health monitoring prognostics of the target
Xentium processor [52]. Mainstream magnetic and inertial
measurement unit (MIMU)-Wear, an extensible ontology-
based system that is represented by wearable sensor platforms
that comprise mainstream MIMUs, should be improved in
terms of weight; such improvements are critical for wearable
systems. Locations on the user body could be extended to
make them more granular. or Alternatively, the orientation of
the MIMU for applications that require precise assessment of
the 3D situation of the sensor should be included in the model
for applications that require a precise assessment of the 3D
situation of the sensor [43]. Data security through encryption
with less overhead should be improved and made efficient for
multiple patient environments in terms of energy consumption
and battery life [64]. The development and design of an ad-
vanced and strong editor that addresses multiple file formats
should be considered for the expansion of a system’s usability
[99], and decision table techniques can be used as bases for the
design of complete and consistent MUI context adaptation
rules for mobile applications with other user categories [82].
This framework is used as a guide for designers, aiding to aid
the min the many complex design decisions, and provides the
tools needed to design and implement effective and efficient
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sensor-based IT solutions in healthcare applications [100]. A
secure architecture that enhances cloud computing technology
should be used for the distribution of attribute-based encryp-
tion multi-healthcare authorities [122]. A convenient and in-
expensive BP-detecting technique [9] must be developed.
This approach can be applied to many real-world projects,
and the feedback and cooperation of hospitals should be ob-
tained. Hidden Markov model can be used for the consolida-
tion of the estimation of bandwidth performance [124]. The
following major directions require focus: (1) the development
of modern services for monitoring the elderly on the basis of a
sensor network infrastructure at home in an ambient and in-
telligence context and (2) the development of clinical trials in
adherence to protocols and the advancement of self-
administration [150]. The implementation of the proposed
MSHA in an actual application in the entire architecture of
wireless healthcare telemonitoring systems [4], and an ade-
quate programme that can facilitate the analytics processes
for various healthcare-related complex data sources (e.g. im-
ages, streams) are needed [114].

Recommendations to researchers

This section provides recommendations to researchers in this
particular field of healthcare. We recommend determining
how other services can be added to a priority-dependent com-
pressed data gathering scheme while maintaining integrity to
improve the efficiency of the collection of various types of
health data is recommended to be investigated [74]. Future
studies should cover modern techniques and methods to en-
hance HANs and facilitate telehealth applications [53]. In this
research, we recommend the investigation of the efficiency of
optimised congestion management protocol for healthcare
WSNs when mobile patients are in the city or in a hospital
[56]. Researchers should conduct a pilot test of Jeev to track
the inoculation coverage of children in rural Haiti, research its
efficiency, and identify socio-cultural issues that must be ad-
dressed during large-scale deployment [88]. Researchers
should also study a wire-based medical and monitoring envi-
ronment to derive an enhanced approach that guarantees sta-
ble QoS in a dynamic environment [51]. Furthermore, studies
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should focus on the combined effect of remote management at
the patient’s local environment and that of enhanced quality of
care, which may result in significant cost savings in the future
because of reduced complications, hospitalisations and clini-
cal visits [119]. Researchers should also investigate social
factors, including aging population and cost and implications
of medical insurance, to improve the effectiveness of remote
healthcare monitoring systems [121]. In the health communi-
ty, the impact of threats on the decision process, particularly
those that determine the security flexibility of LCS, should be
analysed, and how LCS can be incorporated into other appli-
cation domains, such as smart home, smart grid and industrial
automation, should be studied [123]. Researchers can also
study complicated healthcare quality problems to extend their
content on research techniques to include mixed techniques
research on human factors and ergonomics research on
healthcare [17]. The application of the components of the
digital health innovation ecosystems conceptual framework
in developed and developing countries can also be examined
[18]. Other randomised trials of telehealth interventions, the
high-quality evaluation of ongoing telehealth services for
CVD, and the high-quality evaluation of ongoing telehealth
services for CVD are required [27]. Technologies that aid the
modern models of person-centric auspices for the self-
management of health by older adults, social support and
self-reported health measures incorporated into personal
health records PHRs, community health registries, and elec-
tronic medical records can be examined [40].

Recommendations to physicians/medical organisations

Patients with different types of diseases require recommenda-
tions from physicians, who are critical to the treatment and
diagnosis of various diseases. RTPS middleware can be used
for the integration of diverse medicinal devices in a WAN
[47]. The implementation of a priority-based cross-layer
routing protocol for healthcare applications in a real WBAN-
based environment is required [69], and using a false alarm
detection architecture in a healthcare scenario and exploring
security issues are also recommended [46]. Meanwhile, the
heterogeneity criterion of data for aggregation should be con-
sidered. The installation of health data collected from body
sensors can be used to make the data more significant and
informative for medical professionals [102]. Semantic inter-
operability issue and argumentative reasoning for explaining
medical decisions in research require attention [126]. State-of-
the-art machine learning mechanisms, such as cooperative fil-
tering, can be used for data mining on alert outcomes and for
the automatic provision of recommendations [137]. Sensors
that can monitor vital parameters and send alerts to caregivers
and medical emergency teams are needed by people who need
constant monitoring, especially patients with Alzheimer’s dis-
ease or diabetes [142]. As a scientific approach that supports

the assessment and diagnosis of data and medicinal histories
from intermediary healthcare workers or community clinics is
imperative [142], an electronic triage system should be de-
ployed in EDs, and possible issues that may emerge when
the system is incorporated to the triage workflow in a hospital
should be determined [8]. Furthermore, exploring practice-
centred metrics, as a quantifiable measure, is needed for as-
sessment systems that aid work, cooperation and decision
making [128].

Recommendations to patients and users

Many users with different diseases need advice and recom-
mendations that can direct them to follow safe and healthy
practices in their daily lives. Users need personalised services,
taking into account interoperability requirements and investi-
gating new strategies for information storage, to enrich the
relationship between collective knowledge and territorial in-
telligence by adding new data sources, such as emergent smart
sensors [87]. A system presents recommendations for the
analysis of collected big data and the transformation of a da-
tabase into a knowledge base so that patients, researchers and
ordinary users can use the system as a beneficial source of
information [140]. Web services can be used for uploading
sensor data into the cloud, and an optimal scheduling tech-
nique that increases service capacity, such as a global standard
service, a service interface for sensor data monitoring, sensor
tuning and alert notificationcan be created [141]. An IoT-
based patient surveillance system is useful in assisting patients
with chronic diseases because it enables measurements
through sensors and provides advice on workout routines
and eating habits [135]. Expanded home experiments can sup-
port systems that can revolutionise diabetes care and improve
the daily lives of patients with diabetes easier [30].

Conclusion

The number of studies on telemedicine continues to increase.
However, these studies have some limitations that remain un-
addressed. Telemedicine is an emerging topic that warrants
further investigation. The main contribution of this article is
a comprehensive survey and classification of works related to
the topic. Some Specific patterns in the literature are observed.
The retrieved articles are grouped into two categories, namely,
telemedicine architecture and review and survey. We compre-
hensively analysed some articles to highlight the challenges,
benefits, and recommendations related to triage and priority-
based sensor technology in telemedicine and found some
gaps. Several recommendations in handling and controlling
these components are provided accordingly. These instruc-
tions must be followed by developers, researchers, physicians,
and patients in various fields of telemedicine. These
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recommendations provide future research with solutions to the
many challenges that are related to triage and priority-based
sensor technology in telemedicine. Most of these challenges
are linked to network optimisation, disease monitoring, gen-
eral healthcare services, healthcare data management, power
consumption (or) energy efficiency, DSS, triage, security and
privacy, disaster and emergency management and AAL. This
review also summarises the ideas presented in the related lit-
erature, thereby providing a valuable reference for researchers.
Topics related to telemedicine need should be updated.

Contribution This work contribute to the body of knowledge
on the subject. Future researchers could use this taxonomy to
extract the gaps in telemedicine.
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