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Abstract. With the availability of various digital image edit tools, see-
ing is no longer believing. In this paper, we focus on tampered region
localization for image forensics. We propose an algorithm which can lo-
cate tampered region(s) in a lossless compressed tampered image when
its unchanged region is output of JPEG decompressor. We find the tam-
pered region and the unchanged region have different responses for JPEG
compression. The tampered region has stronger high frequency quanti-
zation noise than the unchanged region. We employ PCA to separate
different spatial frequencies quantization noises, i.e. low, medium and
high frequency quantization noise, and extract high frequency quantiza-
tion noise for tampered region localization. Post-processing is involved
to get final localization result. The experimental results prove the effec-
tiveness of our proposed method.

Keywords: Image forensics, Tampered region localization, JPEG
compression noise, PCA.

1 Introduction

Along with the rapid development of image editing software (e.g. Adobe Pho-
toshop), digital images can be easily manipulated and tampered images can
hardly be detected by human eyes. Seeing is no longer believing. It is necessary
to develop authentication techniques to verify the integrity of a digital image.

Generally speaking, there are two types of approaches for image authenti-
cation: active [3, 4] and passive [13, 19] approaches. Active approaches often
require pre-processing (e.g. watermark embedding or signature generating), and
they are not desired for practical use in daily life since the image capture devices
are not usually all integrated with watermarking embedding module. Passive ap-
proaches, which gather evidence of tampering from images themselves, however,
have more potential for practical use and gains more attention among researches
in image forensics.

We focus on passive approaches and try to locate the tampered region in a
tampered image. Tampered region(s) localization in tampered image is more
meaningful and convincible than simple detection of existence of tampered im-
age for image forensics. Tampered image detection can only tell us whether an
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image is tampered or not. However, we do not know whether it is the tampering
operation or other operations (e.g. JPEG compression) that affect information
for tampered images. Whereas, tampered region localization can directly imply
where the tampering operation occurs. In this paper, we will propose an algo-
rithm which can locate tampered region(s) in a lossless compressed tampered
image when its unchanged region is output of JPEG decompressor.

For such a tampered image, we find the tampered region and the unchanged
region have different responses for JPEG compression. The unchanged region
has weaker high frequency quantization noise than the tampered region. We
then employ principle component analysis (PCA) to separate different spatial
frequencies quantization noises, i.e. low, medium and high frequency quantiza-
tion noise, and extract high frequency noise for tampered region localization.

The rest of this paper is organized as follows. Some related works are in-
troduced in Section 2. Section 3 mainly introduces our proposed algorithm for
tampered region localization. The experimental results and analysis are given in
Section 4. Conclusions are drawn in Section 5.

2 Related Works

In recent years, many researchers focus on digital image tampering detection and
have proposed a number of techniques. There are several methods for passive
image tampering detection proposed in the recent literature [2, 5, 6, 7, 8, 9, 10,
11, 15, 16, 17, 18, 20, 21].

Farid et al. have done pioneering work in this area. In [6] and [7], Johnson and
Farid developed a technique of tampering detection by analyzing the inconsis-
tency of lighting in image. But it may fail when source images used for tampering
are taken under similar lighting conditions. Besides, it needs to manually select
the points near the boundary of suspicious object. Popescu and Farid [17] argued
that color interpolation (demosaicing) introduced specific correlations between
neighboring pixels of a color image, while image tampering might destroy or alter
them and based on this they proposed an image tampering detection algorithm
to check the periodicity of these correlations. Actually, they did not try their
method on real tampered examples. Besides, in [2], Dirik and Memon utilized
artifacts created by Color Filter Array (CFA) to detect image tampering. They
proposed two features for tampering detection. One is based on CFA pattern
estimation and the other is based on the fact that sensor noise power in CFA
interpolated pixels should be significantly lower than non-interpolated pixels due
to the low pass nature of CFA demosaicing. Actually, CFA artifacts are hardly
detected for many images with heavy JPEG compression. In [11] and [16], au-
thors assumed that image tampering would involve resampling. They proposed
approaches to detect periodicity of correlations introduced by resampling. How-
ever, they did not give enough real examples for tampered region localization.
Lukáš et al. [10] proposed a digital image tampering detection method to detect
camera pattern noise which is considered as a unique stochastic characteris-
tic of imaging sensor. The tampered region is determined when image region is
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detected as lacking of the pattern noise. However, this method is only applicable
when the tampered image is claimed to have been taken by a known camera or
at least we have images taken by the camera before. In [8], Krawetz proposed a
suit of tools to analyze images and do forensics. He did a series of experiments
rather than deep analysis. Shi et al. [18] proposed a splicing detection method
using effective features extracted from image Markov transfer matrices. Experi-
ments were carried on Columbia image splicing detection evaluation dataset [14]
and the results were satisfying. Aiming at color image tampering detection, we
proposed an effective color image tampering detection approach based on image
chroma [20, 21]. We found that the analysis on chroma of color image was more
reasonable for tampered image detection than on illuminance because chroma
could reflect more information left by tampering which human eyes might not
observe. If we use the proposed methods in [10, 11, 16, 17, 18, 20, 21] to find the
tampered region by sliding window within an image, we should carefully choose
the window size. Too small will not have enough statistical information while
too big will not locate accurately.

There are also some methods for JPEG image forensics since JPEG is the
most widely used image format. Double JPEG compression can be a cue for
image tampering, but detecting double JPEG compression [12, 15] does not nec-
essarily prove malicious tampering. He et al. [5, 9] proposed a workable method
by using the double JPEG quantization effect hidden among the DCT coef-
ficients to automatically detect the tampered regions of images. They agreed
that the unchanged region in a tampered JPEG image undergoing double JPEG
compression while the tampered region undergoing only once. They tried to use
the inconsistency to locate the tampered region. However, the average detection
rate both in image level and region level are below 65%; and their method are
sensitive to the estimation of the period.

3 Proposed Approach

Basically, all image manipulations can be roughly classified into local changing
and global changing operations. In this paper, we focus on local changing oper-
ation. We want to locate the local changing, i.e. tampered region. We define a
tampered image as in [5, 9]. Lin et al. regards an image as tampered one when
part of its content has been altered. In other words, that an image is tampered
implies that it must contain two parts: the unchanged region and the tampered
region.

Since JPEG is the most widely used image format, we mainly focus on locating
tampered regions in a lossless compressed image when the unchanged region of
the image is output of JPEG decompressor. We will utilize properties of JPEG
compression to locate the tampered region.

3.1 JPEG Compression Noise

JPEG compression noise can be simply calculated by subtracting a given
image from its JPEG compressed version. Different responses can be get if we
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(a) Original image in TIFF
format

(b) JPEG compression
noise of (a) with Q=80

(c) JPEG compression
noise of (a) with Q=50

(d) JPEG format of (a)
with Q=75

(e) JPEG compression
noise of (d) with Q=80

(f) JPEG compression
noise of (d) with Q=50

Fig. 1. JPEG compression noises

compress image originally stored in lossless compressed format and the same one
in JPEG compressed format respectively. Fig. 1 shows noise images of JPEG
compressions of TIFF image and its JPEG version. All the JPEG compressions
use the standard JPEG quantization tables recommended by Independent JPEG
Group (IJG). From Fig. 1, we find that (b) and (c) have different kinds of noise
from (e) and (f). Hence, we can draw a conclusion that with the same quality
Q, JPEG compression noise of an original lossless compressed image is quite
different from that of its JPEG compressed version no matter the compression
quality of the JPEG compressed version is smaller or bigger than Q. However,
we prefer bigger one since there are much more difference between Fig.1(b) and
(e) than that between (c) and (f).

As long as the unchanged region of a tampered image has been compressed by
JPEG previously, the JPEG compression noise of unchanged region is different
from that of the tampered region if we compress the whole tampered image with
high quality. There are several reasons [9]:

1. If the tampered region comes from the a BMP image or other lossless com-
pressed format image, the tampered region will have different noise as we
see in Fig. 1.

2. If the tampered region comes from other JPEG image and its JPEG grid1

is mismatched with that of the unchanged region, we can consider it as
without undergoing JPEG compression before (see Fig. 2). Fig. 2 illustrates

1 A JPEG grid is the horizontal lines and the vertical lines that partition an image
into 8 × 8 blocks during JPEG compression.
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(a) JPEG grids of two JPEG image (b) The tampered im-
age of (a)

Fig. 2. Illustration of tampering two JPEG image. The JPEG grids of the blue region
and the red region in (b) are mismatched.

the tampering operation of two JPEG images. If we compress Fig. 2(b),
the tampered region (blue grid) can be considered as only undergoing once
JPEG compression while the unchanged region (red grid) undergoing twice.
Besides, the tampered region may undergo pre-processing (e.g. resizing or
(and) rotation) which makes it like never JPEG compressed before. Hence,
the JPEG compression noise should be different between these two regions.

3. Even if the JPEG grids of the tampered region and the unchanged region
are matched, the 8 × 8 blocks along the boundary of the tampered region
will consist of pixels in the tampered region and also pixels in the unchanged
region. These blocks have different noise from others.

When a tampered image is compressed, the unchanged region actually under-
goes double JPEG compression and the tampered region can be considered as
being compressed only once. If the compression is with high quality (compressed
slightly), for the unchanged region, most high frequencies are erased by previous
JPEG compression, hence, for the second JPEG compression, the noise almost
comes from quantization of low and medium frequencies. High frequency DCT
coefficients are already quantized to zeros by previous JPEG compression. How-
ever, for the tampered region, which only undergoes once JPEG compression, its
compression noise contains low, medium and high frequency quantization noise.
Therefore, the JPEG compression noise of the tampered image consists of two
different regions. This is the basic idea of our approach for locating tampered
region. It motivates us to use JPEG compression to compress a suspicious image
and check whether its noise contains two different regions, just like in Fig. 3.
The tampered image in Fig. 3 is generated by two different JPEG images. The
animal in the right-bottom of the image is copied from another JPEG image.
From Fig. 3 we can see that the unchanged region and the tampered region have
different noises for JPEG compression with Q = 95.

The idea in this section is enlightened by [8]. Krawetz calls this phenomenon
error level analysis. He intentionally resaves a given image at a known JPEG
compression quality and calculates the difference between these two images. The
tampered region will be found by just watching the difference.
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(a) A tampered image (b) JPEG compression
noise with Q=95

Fig. 3. A real example of a tampered image. The animal in the right-bottom of the
image is the tampered region. The tampered image is generated by two different JPEG
images.

(a) A tampered image (b) JPEG compression
noise with Q=95

(c) High spatial frequency
quantization noise of (b)

(d) Normalized highspa-
tial frequency quantization
noise

(e) The mask of the tam-
pered region location of (a)

Fig. 4. Tampered region localization of a tampered image. The animal in the middle
left of the image is the tampered region.

3.2 Principal Component Analysis

Actually, only using the above idea is not enough for locating the tampered
region. We are hardly able to tell the tampered region from the unchanged one
sometimes just by human visual perception of JPEG compression noise. Fig. 4
shows an example of tampered image and its JPEG compression noise with
quality of 95. The animal in the middle left of the image is the tampered region.
However, someone may think the red shorts of the girl is tampered after seeing
Fig 4(b). We need deeper analysis. As we mentioned above, JPEG compression
noise is related to the quantization step. It can be roughly divided into three
components: low, medium and high spatial frequency quantization noise. Low
spatial frequency quantization noise comes from quantizing low frequencies DCT
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coefficients while high frequency noise comes from quantizing high frequencies
DCT coefficients. The biggest difference between the noises of two regions of
a tampered image is high spatial frequency quantization noise. However, the
noises in the above figures appear in RGB color space. In other words, they are
composed of red, green and blue spectrum compression noises. Hence, how to
extract high spatial frequency quantization noise from the apparent spectrum
noise of JPEG compression should be a key point of tampered region localization.

For each pixel of an image, each component value (R, G, B) can be expressed
as weighted combination of 8×8 DCT coefficients, as shown in equation (1). Each
pixel can be considered as contains 64 spatial frequencies information. Hence,
we can extract spatial frequency information from RGB values.

f(x, y) =
8

∑

µ=0

8
∑

ν=0

α(µ)α(ν)C(µ, ν) cos[
π(2x + 1)µ

16
] cos[

π(2y + 1)ν

16
], (1)

where f(x, y) is component value at location (x, y) in spatial domain and C(µ, ν)
is DCT coefficient. α(µ) is defined as

α(µ) =

{

√

1/8 for µ = 0
√

2/8 for µ �= 0
,

It is well known that DCT is used in JPEG compression since it can decor-
relate image data to achieve better compression. Different frequencies of DCT
coefficients are nearly uncorrelated which can be justify by Fig 5. Fig 5 shows
correlation coefficients distribution of 8×8 block DCT frequencies coefficients of
an authentic image. We can find most of correlation coefficients are below 0.15
which means different frequencies coefficients are uncorrelated.

Therefore, different spatial frequencies quantization noise of JPEG compres-
sion should be uncorrelated. We employ PCA to extract them from RGB values,
because PCA involves a mathematical procedure that transforms possibly cor-
related variables into uncorrelated variables (components). The first principal
component accounts for as much of the variability in the data as possible, and
each succeeding component accounts for as much of the remaining variability
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Fig. 5. Correlation coefficients distribution of 8× 8 block DCT frequencies coefficients
of an authentic image
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(a) (b)

(c) (d)

Fig. 6. PCA of an uncompressed image. (a)an uncompressed color image. (b) first PCA
component of (a). (c) second PCA component of (a). (d) third PCA component of (a).

as possible [22]. PCA is theoretically the optimum transform for given data in
least square terms. Fig 6 shows an example of PCA of an uncompressed color
image, from which we can find that the third component of PCA is actually high
frequency information (noise).

Hence, for JPEG compression noise of a given image, we take each pixel as an
observation and its RGB value, i.e. red, green and blue spectrum compression
noise as variables. In this way, we can get the original data set X . X is an N ×3
matrix where N is the number of pixels of the given image. Our goal is to get
another N × 3 matrix by a linear transformation P , as shown in equation (2),
so that components of re-expressed data are de-correlated.

Y = XP . (2)

Of the re-expressed JPEG compression noise, high spatial frequency quantiza-
tion noise should be the smallest variance component. As stated above, JPEG
compression noise of the tampered region has stronger high spatial frequency
quantization noise than that of the unchanged region. Hence, we extract high
spatial frequency quantization noise to locate the tampered region.

3.3 Post-Processing

In this section, we introduce post-processing operations on the high frequency
quantization noise to try to locate the tampered region. The high frequency
quantization noise of a tampered image should have obviously two parts: con-
centrated high values region (probably the tampered region) and low values
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region (probably the unchanged region). In its high values region, there may
be low noise values scattered because not everywhere in the tampered region
is high frequency information. We want to find these high noise values and use
morphology operation to locate the tampered region.

We first employ sigmoid function (3) to normalize the high frequency noise
value t to P (t) within range of [0, 1].

P (t) =
1

1 + e−a(t−b)
, (3)

where a controls the shape of function and b is determined by the high frequency
noise. Fig. 4(d) shows normalized high frequency quantization noise for which
a = 3 and b equals mean of high frequency noise plus three times of its variance.

Beyond normalizing, we also explore some morphology operations since the
high value noise is not very close to each other but they are concentrated. Fig 4(e)
shows the tampered region locating result of Fig 4(a).

3.4 Algorithm Overview

To summarize, our proposed algorithm for tampered region localization of digital
color image are shown as follows:

Algorithm 1. Our tampered region localization algorithm

Input:

a suspicious image I

Output:

a mask of the tampered region localization result M ;
1: Resave image I to JPEG image I ′ with quality Q;
2: Noise = I − I ′;
3: [repreNoise] = PCA(Noise);
4: Extract high frequency noise High Noise = repreNoise(:, :, 3);
5: Normalize the high frequency noise using sigmoid function. High Noise Norm =

sigmoid(High Noise, a, b);
6: Post-processing normalized high frequency noise using morphology operations M =

imopen(imclose(High Noise Norm));
7: return M ;

4 Experiments

We used our public color image dataset CASIA TIDE v2.0 [1] in our experi-
ments. It consists of 7,491 authentic and 5,123 sophisticatedly tampered color
images of different sizes, varying from 240×160 to 900×600. We randomly chose
some tampered image in TIFF format to show here to check the effectiveness of
our proposed approach. In our experiments, we set JPEG compression quality
to 95 to get compression noise. We also let a = 3 and b equals mean of high
frequency noise plus three times of its variance for sigmoid function (3). For
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Fig. 7. Experimental results of tampered images. First column shows tampered images
with ground truth marked by red or green contour. Second column is the normalized
highspatial frequency quantization noises. Last column shows the masks of the tam-
pered region locations given by our proposed algorithm.
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(a)

(b)

(c)

Fig. 8. Experimental results of authentic images. First column shows authentic images.
Second column shows the masks of the tampered region locations given by our proposed
algorithm. No tampered regions were found except some false alarm points.

morphology operations, we used matlab morphology function imclose with 8×8
square structure which followed by imopen operation with 3×3 square structure
to get locations of tampered regions. All these parameters were set empirically.
Fig. 7 shows the localization results of some tampered images in CASIA TIDE
v2.0. First column shows tampered images with ground truth marked by red or
green contour. Second column is their normalized highspatial frequency quan-
tization noises. Last column shows the masks of the tampered region locations
given by our proposed algorithm. Fig. 8 shows the localization results of some
authentic images in CASIA TIDE v2.0. First column shows authentic images.
Second column shows localizations results with no tampered regions being found
except some false alarm points. Since not all tampered regions have enough high
frequency information, the localization results of the tampered region, i.e. the
white regions in masks are not always connected.

Fig. 9 shows some unsuccessful cases in our experiments, in which (a) and
(b) are tampered images and its localization results, while (c) is an authentic
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(a) A tampered image with background (sky) being
substituted and its localization result.

(b) A tampered image of adding a flower bud in right bottom of the image and
its localization result in middle column. Last column shows its localization results
with JPEG compression quality Q = 100.

(c) An authentic image and its localization result in middle column. Last column
shows its localization results with JPEG compression quality Q = 100.

Fig. 9. Some unsuccessful cases. (b) is a tampered image based on (c). (c) is original
saved in JPEG format with quality Q=100.

image with its localization results. The image in (a) is a tampered image with
background (sky) being substituted. Since the sky is almost low frequency in-
formation, we cannot use its high frequency JPEG compression noise to locate
it. However, our algorithm successfully located the boundary of the tampered
region. The boundary consists of pixels from the unchanged region and the tam-
pered region. It can be considered as never JPEG compressed region. That is
why our algorithm can locate it. Nonetheless, we cannot tell which part of the
image is tampered from the located boundary. Hence, when the tampered region
has little high frequency information, our method may fail. The image in (b) is
a tampered image of (c) by adding a flower bud in the bottom right of it. Since
the unchanged region of the image in (b), i.e. parts of the image in (c) is JPEG
compressed with quality Q = 100 which can be considered as with no lossy com-
pression, if we use Q = 95 to compress the image to get its JPEG compression
noise, both the unchanged region and the tampered region will have strong high
frequency noise. The localization result will not be correct, like middle column
shows in (b). When we use Q = 100 to compress the image, the localization
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result (last column in (b)) are correct. For the authentic image in (c), we will
get false tampered region(s) localization result by compressing it with Q = 95,
while using Q = 100 we can get the correct localization result. Fig. 9 (b) and
(c) failed because of our underlying assumption that all JPEG format images
used for tampering are saved with a quality below a reasonable value (in our
experiments, we assume this value is 95). We will focus more on the estimation
of Q factor in our future work.

5 Conclusions

In this paper, we have proposed an algorithm which can locate the tampered
region in a lossless compressed tampered image when its unchanged region is
output of JPEG decompressor. We have utilized different responses for JPEG
compression of the tampered region and the unchanged region as the cue for tam-
pered region localization. The tampered region always has some high frequency
information while that of the unchanged region is almost erased by previously
JPEG compression. The experimental results have proved the effectiveness of
our proposed algorithm. However, if the tampered region of a tampered image
has little high frequency information or the source image of its the unchanged
region saved in JPEG format with higher quality than the quality we used in our
experiments, our algorithm may fail. The unsuccessful cases in later situation
alert us that we should estimate the JPEG compression history of a given image
first and then use the reasonable quantization matrices to compress the image
to do further analysis in our future work. Beside, making use of double JPEG
effect like He et al. [5, 9] proposed approach to improve our proposed approach
should also be considered in our future work.
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