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Abstract

Due to the rapid proliferation of image capturing de-
vices and user-friendly editing software suites, image ma-
nipulation is at everyone’s hand. For this reason, the foren-
sic community has developed a series of techniques to de-
termine image authenticity. In this paper, we propose an
algorithm for image tampering detection and localization,
leveraging characteristic footprints left on images by dif-
ferent camera models. The rationale behind our algorithm
is that all pixels of pristine images should be detected as
being shot with a single device. Conversely, if a picture
is obtained through image composition, traces of multiple
devices can be detected. The proposed algorithm exploits
a convolutional neural network (CNN) to extract charac-
teristic camera model features from image patches. These
features are then analyzed by means of iterative clustering
techniques in order to detect whether an image has been
forged, and localize the alien region.

1. Introduction

The widespread availability of image processing soft-
ware, both for personal computers and smartphones, allows
almost every user to modify and publish digital images. The
kind of processing varies from visual enhancement tailored
to improve viewing experience, to image combination and
manipulation, with the goal of modifying image content’s
semantic. In order to restore faith in digital photography, in
the last decade, a considerable number of works have ad-
dressed the problem of determining origin and authenticity
of digital images [34.35].

Detecting whether an image has been edited is possible
as all non-invertible operations applied to a picture leave pe-
culiar footprints, which can be detected to expose forgeries
[31]. Among the many techniques developed in the image
forensic literature, some are tailored to the detection of a
single trace left by a specific operation on the whole pic-

ture (i.e. tampering detection). Other techniques focus on
localizing regions that present traces of editing (i.e. tamper-
ing localization). As an example of algorithms belonging
to the former category, [32} [19] present some techniques to
expose traces of resampling. In [6, [20]], the authors focused
on detecting the use of median filter. In [28] [29], the au-
thors presented the possibility of attributing a digital image
to the camera used to shot it exploiting photo-response non
uniformity (PRNU), even after different kinds of transfor-
mations [[17]. Moreover, many works have been presented
to study traces left by JPEG compression [3} 18, [38]]. Con-
sidering tampering localization problem, copy-move forg-
eries detectors via keypoints matching [[1], gaussian mod-
els and auto-encoders on co-occurrences of high-pass im-
age components [41} [10], fusion of phylogeny, PRNU and
patch matching techniques [15] are just a few examples of
methods devoted to determine where manipulation occurred
based on different footprints.

In this paper we address tampering detection and lo-
calization problem for images obtained through splicing
of content originally shot from different camera models.
Specifically, we analyze images in a patch-wise fashion,
and aim to detect whether different patches belong to differ-
ent camera models (i.e. the image has been forged) exploit-
ing descriptors learned by a convolutional neural network
(CNN) [4].

As a matter of fact, back in 1998, LeCun et al. [24]]
showed how CNNs applied to handwritten digits recog-
nition could open a new era to computer vision. How-
ever, only starting from 2012 [23] the availability of fast
and parallel computing devices (e.g. GPUs) really made
CNNs at researchers’ hands. AlexNet [23], Network in Net-
work [26] and GoogLeNet [36] are just three examples of
data-driven Deep Learning models that showed impressive
accuracy improvements in image classification and local-
ization tasks over the previously widespread handcrafted
features [37, 18, 39]. In the last few years, image foren-
sics and Deep Learning started to talk. Chen et al. [[7]] and
Qian et al. [33]] worked respectively on CNN tailored to me-
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dian filtering detection and steganalysis, showing that also
in forensic scenarios CNNs could improve state-of-the-art
results. Generic image manipulation detection trough high-
pass enforced convolutional layers [2] has shown that foren-
sic tasks might require some prior to be accounted for in a
purely Deep Learning data-driven approach. More recently,
video forgery detection [9] and camera model identifica-
tion with CNNs [40} 4] showed that learning traces hidden
behind image content is possible even when small image
patches are considered.

Based on this idea, our image tampering detection and
localization approach leverages descriptors learned for cam-
era model identification using the convolutional neural net-
work (CNN) proposed in [4]. These descriptors extracted
from small image patches are analyzed by means of an iter-
ative clustering technique to expose regions of an image that
appear to be obtained from different camera models. Re-
sults obtained on 2 000 images in different conditions show
that the proposed solution outperforms several state-of-the-
art detectors [43]].

The rest of the paper is structured as follows. Section 2]
reports some background on image tampering localization
and CNNs necessary to understand the rest of the work.
Section [3] presents all details of the proposed algorithm.
Section 4| reports all the performed experiments and the
achieved results. Finally, Section 5| concludes the paper.

2. Background

Before addressing the problem of image tampering de-
tection and localization exploiting recent results in camera
model identification, in this section we provide the reader
with some background on image tampering detection and
localization, and on Convolutional Neural Networks for
camera model identification.

2.1. Image Tampering Detection and Localization

Image tampering detection and localization techniques
have been developed over time by a number of researchers
focusing on copy-move forgeries, splice forgeries, inpaint-
ing, image-wise adjustments (resizing, histogram equaliza-
tion, cropping, etc.) and many more. Following the survey
presented by Zampoglou et al. [43], we provide an overview
of the literature methods against which our algorithm will
be compared. Specifically, we focus on algorithms that do
not need any prior information (e.g. JPEG header, additional
inputs such as reference PRNUEs, etc.), and follow the nam-
ing convention used in [43] and the derived toolbox.

ADQ1 Aligned Double Quantization detection, devel-
oped by Lin et al. in [27] aims at discovering the absence of
double JPEG compression traces in tampered 8 x 8 image
blocks. Posterior probabilities for each block being possibly

tampered are generated through voting among discrete co-
sine transform (DCT) coefficients histograms collected for
all blocks in the image.

BLK Due to its nature, JPEG compression introduces 8 x
8 periodic artifacts on images that can be highlighted thanks
to Block Artifact Grids (BAG) technique from Li et al. [25].
Detecting disturbances in the BAG allows to find traces of
image cropping (grid misalignment), painted regions, copy-
move portions.

CFA1 At acquisition time, color images undergo Color
Filter Array (CFA) interpolation due to the nature of acqui-
sition process. Detecting anomalies in the statistics of CFA
interpolation patters allows Ferrara ez al. [13] to build a tam-
pering localization system. A mixture of Gaussian distribu-
tions is estimated from all the 2 x 2 blocks of the image,
resulting in a fine-grained tamper probability map.

CFA2 By estimating CFA patterns within four common
Bayer patterns, Dirik and Memon [[11]] show that if none of
the candidate patterns fits sufficiently better than the other
in a neighborhood, it is likely that tampering occurred. In
fact, weak traces of interpolation left by the de-mosaicking
algorithm are hidden by typical splicing operations like re-
sizing and rotations.

DCT Inconsistencies in JPEG DCT coefficients his-
tograms are detected in [42] by first estimating the quan-
tization matrix from trusted image blocks, then evaluating
suspicious areas with a blocking artifact measure (BAM).

ELA Error Level Analysis [22]] aims to detect parts of the
image that have undergone fewer JPEG compressions than
the rest of the image. It works by intentionally re-saving
the image at a known error rate and then computing the dif-
ference between the original and the re-compressed image.
Local minima in image difference indicate original regions,
whereas local maximums are symptoms of image tamper-
ing.

GHO JPEG Ghosts detection by Farid [12] is an effec-
tive technique to identify parts of the image that were previ-
ously compressed with smaller quality factors. The method
is based on finding local minimum in the sum of squared
differences between the image under analysis and its re-
compressed version with varying quality factors.

NOI1 Mahdian ef al. [30] build their tampering detector
upon the hypothesis that usually Gaussian noise is added to
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tampered regions with the goal of deceiving classical im-
age tampering detection algorithms. Modeling the local im-
age noise variance trough wavelet filtering, a segmentation
method based on homogeneous noise levels is used to pro-
vide an estimate of the tampered regions within an image.

NOI4 A statistical framework aimed at fusing several
sources of information about image tampering is presented
by Fontani et al. [14]. Information provided by different
forensic tools yields to a global judgment about the au-
thenticity of an image. Outcomes from several JPEG-based
algorithms are modeled and fused using Dempster-Shafer
Theory of Evidence, being capable of handling uncertain
answers and lack of knowledge about prior probabilities.

2.2. CNN for Camera Model Identification

Convolutional Neural Networks are a complex non-
linear interconnection of neurons inspired by biology of hu-
man vision system. Successfully used in object recogni-
tion, face identification, image segmentation, etc., the use
of CNN:ss in forensics is relatively recent. Inspired by results
obtained by Bondi et al. [4]], we take the proposed CNN as
a feature extractor for each patch of the input image. The
structure of a CNN is divided into several blocks, called lay-
ers. Each layer £; takes as input either an H; x W; x P;
feature map or a feature vector of size P; and produces as
output either an H; 1 X W41 X P;; feature map or a fea-
ture vector of size P; 1. Layer types used in this work are

e Convolutional layer Performs convolution, with
stride S, and S, along first two axes, between in-
put feature maps and a set of P;;; filters with size
K, x K, x P;. Output feature maps have size H; 1 =

|-Hl_57};ih+1j’ Wi+1 = L%wwﬂj and Pi+1.

e Max-pooling layer Performs maximum element ex-
traction, with stride Sy, and S,, along first two axes,
from a neighborhood of size K; x K, over each 2D
slice of input feature map. Output feature maps have
size Hiy1 = fosiIZhH], Wit = f%ﬂj’“] and
P =P

e Fully-connected layer Performs dot multiplication
between input feature vector (or flattened feature
maps) and a weights matrix with P;;; rows and P; (or
H, - W; - P;) columns. Output feature vector has P;
elements.

e ReLU layer Performs element-wise non linear activa-
tion. Given a single neuron z, it is transformed in a
single neuron y with y = max(0, ).

¢ Softmax layer Turns an input feature vector to a vec-
tor with the same number of elements summing to 1.
Given an input vector = with P; neurons z; i € [1, P;],

each input neuron produces a corresponding output
P — ezj

neuron y; ST

The network proposed in [4] is an 11 layer CNN structured

as follows.

e An RGB color input patch of size 64 x 64 is fed as
input to the first Convolutional layer with kernel size
4 x4 x 3 producing 32 feature maps as output. Filtering
is applied with stride 1.

e The resulting 63 x 63 x 32 feature maps are aggregated
with a Max-Pooling layer with kernel size 2 x 2 applied
with stride 2, producing 32 x 32 x 32 feature maps.

e A second Convolutional layer with 48 filters of size
5 x 5 x 32 applied with stride 1 generates 28 x 28 x 48
feature maps.

e A Max-Pooling layer with kernel size 2 x 2 applied
with stride 2 produces a 14 x 14 x 48 feature maps.

o A third Convolutional layer with 64 filters of size 5 X
5 x 48 applied with stride 1 generates 10 x 10 x 64
feature maps.

e A Max-Pooling layer with kernel size 2 x 2 applied
with stride 2 produces a 5 x 5 x 64 feature map.

e A fourth Convolutional layer with 128 filters of size
5 % 5 x 64 applied with stride 1 generates a vector of
128 elements.

e A fully connected layer with 128 output neurons fol-
lowed by a ReLU layer produces the 128 element fea-
ture vector.

e A last fully connected layer with N¢,ys output neurons
followed by a Softmax layer acts as logistic regres-
sion classifier during CNN training phase. Ncams 1S the
number of camera model used at CNN training stage.

As shown in [4], the trained CNN is able to extract mean-
ingful information about camera models even from images
belonging to cameras never used for training the network.
This property is paramount for our proposed tampering
detection and localization solution, as it enables exposing
forgeries operated also with unknown camera models.

3. Proposed Method

In this section we present the proposed method for image
forgery detection and localization in case of images gen-
erated through composition of pictures shot with different
camera models. In this scenario, we consider that pristine
images are pictures directly obtained from a camera. Con-
versely, forged images are those created taking a pristine
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Figure 1. Pipeline of the proposed method. An image I is split into patches P (i, 7). Each patch is described by a feature vector £(i, j)
extracted through a CNN, and a confidence score Q(i, 7). A custom clustering algorithm produces a tampering mask prediction M, which
is also used for detection.

image, and pasting onto it one or more small regions taken camera model used for CNN training, f(3, j) should present
from pictures shot with different camera models with re- a maximum close to 1 in a single position indicating the
spect to the one used for the pristine shot. Under these used camera model. However, in case of cameras never
assumptions, the proposed method is devised to estimate seen by the network, or simply due to noise, f(i,7) may
whether the totality of image patches come from a single present different behaviors. However, as shown in [4], this
camera (i.e. the image is pristine), or some portions of the feature vector is capable of extracting camera model infor-
image are not coherent with the rest of the picture in terms mation that generalizes to models never used in training.
of camera attribution (i.e. the image is forged). If this is the Therefore, we expect that f (4, j) for patches coming from a
case, we also localize the forged region. single camera are coherent and can be clustered together in

Figure [I] outlines the proposed pipeline used to detect the feature space. This enables localization of pixel regions
and localize tampered regions within images. An image I coming from different devices, even if unknown.

is first divided into non-overlapping patches. Each patch

P is fed as input to a pre-trained CNN to extract a feature 3.2. Confidence Computation

vector f of Neums elements. Information about patch po- As shown in [5]], the output of the used CNN is more
sition, feature vectors f and patch confidence are given as reliable on some image patches than others. Indeed, not
input to the clustering algorithm that estimates a tampering all patches contain enough statistical information about the
mask. The final output M is a binary mask, where Os indi- used camera model. Therefore, we associate a confidence
cate patches belonging to the pristine region and 1s indicate value to each patch defined as

forged patches. If no (or just a few) forged pixels are de- 1

tected, the image is considered pristine. In the following, Qi,j) == Z [a- B (te — uc2) +(1—a)(1—e"7°)],
we report a detailed explanation of each algorithmic step. c€[R,G,B] 0
3.1. Feature Extraction where «, 3 and ~ are set to 0.7, 4 and In(0.01) in [3],

whereas p. and 0., ¢ € [R,G, B] are the average and
standard deviation of red, green and blue components (in
range [0,1]) of patch P(7,j), respectively. Notice that
Q(i,7) € [0,1] for convenience. The lower the value, the

The first step of our algorithm consists in splitting an
image into 64 x 64 color patches, and extracting a feature
vector containing camera model information from each one

of them.
Formally, let us define with I(z,y), z € [1,N,], y € less confident the CNN is about the patch.
[1, N,] the pixel in position (x, y) of the image I under anal- 3.3. Tampering Mask Estimation
ysis. Similarly, let us define 64 x 64 patches as P (¢, j), i € . o o
[1,N;],j € [1,N;], where N; = = and N; = % Once we obtalp gonﬁdence Q(i,5) aqd .feature f(u])
are the numbers of patches per column and row, respec- for each patch P(i, j), we mAake use of this information to
tively. In other words a patch P (i, j) corresponds to pixels estimate a tampering mask M(é, j). This mask is a binary
I(x,y), z € [64(i—1)+1,64-i], y € [64(j —1)+1, 64-7]. matrix, where M(i, ) = 0 indicates that P(i, ) is pristine,
Each patch is fed to the pre-trained CNN presented in Sec- whereas M (4, j) = 1 indicates that P (4, j) is an alien patch.
tion |Z[, which outputs a N,ms-dimensional feature vector To initialize M(i, j), we assume that the majority of
f(i,j) after its Softmax layer. patches come from a single camera, whereas only spliced
Notice that features f(i, j) are vectors whose elements regions come from different camera models. Therefore, the
are positive and add to 1. Ideally, if a patch comes from a majority of vectors f(i,5) should be coherent (i.e. those
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Figure 2. Example of forged images and intermediate outputs of the proposed localization algorithm. Forgeries are highlighted in red dashed
lines. K-means detected clusters are mapped to different colors. White and black pixels represent 0 and 1 values of M, respectively.

belonging to the pristine region), whereas other features
should group into different clusters (e.g. due to noise, low
confidence, or because they belong to alien regions). We
therefore apply K-means clustering algorithm to features
f(i,7) to perform a first rough detection of which patches
belong to the pristine portion of the image. In order to be
robust in this initialization step, we set the initial number of
clusters Nepsers = O (i.e. greater than the expected number
of cameras used for the forgery). We then set M(7, j) = 0
if £(4,7) belongs to the cluster with the highest cardinal-
ity (i.e. pristine region). Conversely, we set M(i, j) = 1
if £(i,j) belongs to any other cluster (i.e. possibly forged
region). An example of this step output is shown for two
forged images in Figure 2]

After mask initialization, we need to refine our estimate
about all patches initialized as forged. To this purpose, we
apply the following iterative procedure:

1. We compute the centroid f of all features f(i, j) for
which M(4, j) = 0 (i.e. pristine ones). Formally,

f = average({£(i, )} j) M jy=0)» @

where average(-) computes the average vector in the
set.

2. We compute the Bray-Curtis distance between f and
each f(i, j) for which M(4, j) = 1 defined as

et 18y )i — £, )i
wor (B g)e + £ 5))
where f (4, j) is the k-th element of vector f (4, j). No-

J
tice that all considered vectors add to 1, thus d(3, j) €
[0,1].

d(i,j) = (3)

3. We refine pristine region in the feature space by con-
sidering as pristine all patches with feature vector close
to the pristine centroid f. Formally,

M(i,j) =0 if d(,5) < Tases (4)

where T'gs is a threshold selected in range [0, 1] bal-
ancing probability of true positive and true negative
detections, as shall be explained in the experimental
section.

4. We finally refine pristine region estimate in the geo-
metric space, by aggregating to pristine region spuri-
ous isolated patches considered forged. The idea is
that each forgery should not be smaller than a given
pixel size. Formally, we achieve this goal using open-
ing morphological operator to M with a 2 x 2 struc-
turing element of ones. Notice that this means we con-
sider that the smallest possible forgery is a 128 x 128
pixel region.

This procedure is iterated until convergence (i.e. all patches
are identified as pristine, or M estimate does not change
with respect to previous step).

After last iteration, we take into account feature confi-
dence for each patch, i.e. Q(%, j). Specifically, we decide to
be conservative and set as pristine all patches for which we
are not confident enough about their camera model estima-
tion. Formally,

M(i,5) =0 if Q(i,4) < Deont, (5)

where T'conr is a threshold selected in range [0, 1] (i.e. 0
means we do not take confidence into account, 1 sets all
patches as pristine). For the sake of clarity, the pseudo-code
is reported in Algorithm [T} Figure [2] shows an example of
estimated masks for two forged images.
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3.4. Tampering Detection

Once mask M has been estimated, we decide whether
image I is pristine or not based on the amount of estimated
forged pixels. Formally,

{I is pristine  if py; < Tgers (6)

I isforged if puyy > Taers

where puy, is the average value of M which spans the range
[0, 1], and T4, is a threshold indicating how many pixels we
need to identify as forged to estimate that the image is actu-
ally forged (i.e. 0 means that images are considered pristine
only if all patches are detected as pristine, 1 means that im-
ages are always considered pristine).

4. Experimental Results

In this section we present all achieved experimental re-
sults. To this purpose, we first present the used dataset.
Then, we provide implementation details about CNN train-
ing procedure. Finally, we report numeric results on tam-
pering detection and tampering localization, also comparing
against different state-of-the-art methods [43]].

4.1. Dataset

The reference dataset used to validate the proposed
method is the Dresden Image Database [16]. The dataset
consist of more than 16k images from 26 different camera
models depicting a total of 83 scenes. As suggested in [21]]
Nikon D70 and Nikon D70s are considered as the same cam-
era model. In a first phase aimed at training the CNN, the
18 camera models with more than one device per model
are taken into account and split into a training Dy, vali-
dation Dy, and evaluation Dg sets. One camera instance
per model is selected for D, whereas all other camera in-
stances are in D and Dy . Shots from same scene (e.g.
outdoor, indoor, etc.) are only in one of the three sets.
This replicates the splitting strategy adopted in [4], aimed
at avoiding that the CNN trained on D7 and Dy over-fits
on image content rather than learning camera specific fea-
tures.

In a second phase two distinct tampered datasets are gen-
erated: i) the known dataset made from images in Dg, and;
ii) the unknown dataset containing images from the 8 sin-
gle instance camera models never seen by the CNN. It is
important in our opinion to evaluate our algorithm on both
datasets to study performance differences in case known or
unknown cameras are used. Indeed, working with cam-
era models known by the CNN should be a more favorable
working condition. However, it is important that the algo-
rithm shows robust also to unknown cameras.

Both known and unknown datasets contain 500 pristine
images and 500 tampered images generated according to
the following procedure:

Algorithm 1: Tampering mask estimation

Data: Feature vectors f(i, 5),4 € [1, N;],j € [1, Ny]
Confidence Q(%,5),¢ € [1, N;], 7 € [1, N;]
Input: Thresholds I'gisc and Iconr
Kmeans number of clusters Nejuters
Output: Tampering mask M
begin
// Mask initialization
cluster(¢, j) = Kmeans({f (¢, 7) }v(s,5), Neluters)
foreach (i, j) do
if cluster(i, j) is the largest one then
| M) =0
else
| MG, j) =1
end
end
// Refinement procedure
do
// Centroid estimation
f= average({f(i:j)}(i,j) | M(i,j):o)
// Feature space refinement
foreach (i, j) | M(i,j) = 1 do
N r Y .
. et 1£(4,5) e —£(4,9) k|
d = Sk=l
(09) = SR w o o)
if d(7,j) < Lais then
| M(i,5) =0
end

end

// Geometric space refinement

M = opening(M)

while M changes from previous iteration

// Confidence thresholding
foreach (i, j) do

if Q(4,7) < Tconr then

end
end

end
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1. Select a random receiver image I, from the dataset.
2. Generate an empty mask M with the same size of I.,.

3. Randomly chose the number of donor alien images Ny
in[1,2].

4. For each donor d € [1, Nyl:

- Select a random donor image I from the dataset,
taking care it comes from a different camera model
than I,.,.

- Copy a rectangular random region with width and



height in [128, 1024] from I and paste it in a random
location of I,y (not paying attention to any grid align-
ment).

- Update M accordingly.

5. Store I, and M as forged image and ground-truth
mask.

4.2. CNN training and feature extraction

The first step toward feature extraction is training the
CNN architecture described in Section From each im-
age in Dr and Dy we extracted the 32 highest scoring
64 x 64 patches according to the confidence function (T).
Patches from Dr are fed to the CNN in batch of 128, train-
ing the network with back-propagation based on Stochastic
Gradient Descent with momentum 0.9, weights decay set to
7.5 - 1073 and exponentially decreasing learning rate start-
ing from 0.01. After every training epoch we compute the
average loss on validation patches extracted from Dy and
we stop the training process as validation loss converges to
its minimum value. Notice that the CNN is only trained on
pristine images.

Once the CNN is trained, each image I from the known
and the unknown dataset is split into non overlapping 64 x
64 patches. Each patch P(, j) is fed to the CNN and the
Softmax layer output is used as a feature vector f(i, j) rela-
tive to P (4, j).

4.3. Tampering Detection

The proposed algorithm for tampering detection depends
on three thresholds (i.e. T'gis, Iconr and T'ger), all taking val-
ues inrange [0, 1]. Figure[3|shows detection performance on
both known and unknown datasets in terms of receiver oper-
ating characteristic (ROC) curves moving detection thresh-
old I'ge and fixing T'gisr and T'cone. Results in terms of area
under the curve (AUC) show that, on both datasets, the best
detection performance are obtained for gy = 0.9 and
Teonf = 0.6. Using Ty close to 1 means that we only
consider as forged, patches whose feature vector is pretty
far from the estimated pristine centroid. Using ['cope # 0
means that taking into account confidence score Q(4, j) ac-
tually helps refining detection results.

However, as the role of Iy is to decide how many forged
blocks should be detected in an image in order to decide that
the picture is forged, we also computed some additional re-
sults by setting I'ger = 0. This case means we only detect as
pristine, images for which M(4, j) = 0 for all (i, 5). Table
shows results in terms of: i) true positive rate (TPR), i.e.
the percentage of forged images correctly detected as such;
ii) true negative rate (TNR), i.e. the percentage of pristine
images correctly detected as such; iii) accuracy (ACC), i.e.
the average between TPR and TNR. threshold I'g¢er = best,
means we selected 'y values maximizing accuracy accord-
ing to ROC results. Notice that, setting I'qe; = 0 always

—— AUC=0.808 (Tqis=0.8, T'conr=0.0)
—— AUC=0.921 (T'4i5=0.8, Teonr=0.6)
~ AUC=0.910 (I'15=0.9, Teons=0.0)
—— AUC=0.944 (T'4i5=0.9, Teonr=0.6)

TPR
o
ot
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(a) known dataset

—
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TPR

—— AUC=0.758 (T'qis=0.8, Teonr=0.0)
—— AUC=0.823 (Tgist=0.8, Teonr=0.6)
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Figure 3. ROC curves of tampering detection algorithm tested on
known (a) and unknown (b) datasets using different thresholds I'qis
and I'conr values.

Table 1. Tampering detection results. I'qeq = best is the threshold
maximizing accuracy.

Dataset | Taissx Leonr Laet | ACC TPR TNR
0 ]0.720 0.994 0.446

08 00 s | 0.800 0914 0.686

0 | 0832 0980 0.684

B 08 06 s | 0888 0916 0.860
nown 09 0o 0 | 0823 0966 0680
: ~ best | 0.877 0878 0.876

0 | 0.890 0.942 0.838

0.9 06 st | 0.908 0888 0.928

0 ] 0.668 0.968 0.368

08 00 st | 0731 0860 0.602

0 | 0.742 0954 0.530

L 08 06 | 0784 0856 0712
unknown 00 0o 0 | 0741 0864 0618
: ~ best | 0.785 0.786 0.784

0 | 0.788 0.83d 0.742

0.9 06 s | 0810 0772 0.848

provide better TPR results, albeit a different threshold (i.e.
the one maximizing accuracy) is more suitable to balance
TPR and TNR.

4.4. Tampering Localization

As far as tampering localization is concerned, we com-
pared the proposed algorithm on forged images against
nine methods reviewed in [43]], whose implementation were
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Figure 4. Accuracy and TPR on known (a) and unknown (b)
datasets using our algorithm (left hand side of dashed line) with
different thresholds (I'sist, I'conr) and state-of-the-art algorithms
(right hand side of dashed gray line). Our best accuracy and TPR
results are reported with dashed blue and orange lines.

made available in the toolbox presented in the same paper.
More specifically, we took into account all algorithms pre-
sented in Section[2] as they do not need any additional prior
information on images under analysis (e.g. PRNUs, JPEG
quantization matrix, etc.).

As evaluation metrics, we decided to rely on: i) true
positive rate (TPR), i.e. the percentage of forged pixels
correctly detected as such; ii) balanced accuracy (ACC),
i.e. the average between TPR and the percentage of cor-
rectly detected pristine pixels. However, differently from
our method, state-of-the-art considered ones output a float
tampering mask. In order to enable a fair comparison, we
binarized float masks using the threshold that maximizes
each state-of-the-art algorithm accuracy.

Figure [ shows results obtained with our method for dif-
ferent values of thresholds T'g and I'cons, together with
state-of-the-art methods. Notice that, our method achieves
best results when I'co,f = 0. This means that for localiza-
tion purpose, it is better to discard confidence Q(%, j) infor-
mation, which instead turned to be paramount for detection
purpose. Regarding comparison against state-of-the-art, it
is possible to notice that our algorithm outperforms all con-
sidered baseline solutions. This is due to the fact that con-

sidered baselines are tailored to different kinds of tamper-
ing operations. Even more interesting, the proposed method
achieves promising results even on the unknown dataset.
This means that we are able to cope with composition forg-
eries even when used cameras do not belong to the CNN
training set. Moreover, it is possible to notice that even by
slightly varying thresholds I'gjs; and I'¢opnf, our results do not
drop under baselines performance, showing a good degree
of robustness also to the choice of sub-optimal parameters.

5. Conclusions

In this paper we presented an algorithm for tampering
detection and localization to expose splicing forgeries oper-
ated using images from different camera models. The pro-
posed method exploits a CNN to extract features capturing
camera model traces from image patches. Features are clus-
tered into two groups (i.e. pristine or forged) using an iter-
ative algorithm, and information about patches locations is
further used to refine forgery localization estimation.

Evaluation carried out on a dataset of 2 (000 images ob-
tained from 26 camera models shows that the proposed al-
gorithm is able to detect forged images with accuracy of
0.91 if camera models involved in forgeries have been used
during CNN training. If camera models involved in forg-
eries have never been used for training, detection accuracy
still remains as high as 0.81. Results on tampering localiza-
tion shows that it is possible to detect forged regions with
accuracy about 0.90 and 0.82 depending on the knowledge
(or not) of the used camera models at training stage. This
makes the proposed method more accurate than alternative
baseline solutions selected from [43]].

Future work will follow two parallel research lines. On
one hand, we will explore the possibility of specializing the
used CNN to learn characteristics of additional processing
steps in addition to traces of camera models (e.g. resizing,
rotations, blurring, etc.). On the other hand, we will study
how to use CNN capabilities directly for localization pur-
pose by training also on forged images.
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