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Abstract 

 
This article investigates the problem of identifying a person on the Internet by legal and technical means. The practice 
of identifying people in Russia and the UK was studied and compared. Russia was selected because its legislation is 
well known to the authors, and the UK was selected as it has developed a mature system for the online identification of 
individuals and relationships and a certain legal regulation in this sphere. An analysis of two government programs was 
made, namely: the UK Identity Assurance Programme of the Government Digital Service and the Russian Government 
Decree on “The development of the Federal state information system”. In terms of technological background for 
person’s identification, the practice of using IPv4 and IPv6 was explored. Russia's specific problems are analysed via 
the protection of privacy in the case of personal identification and the processing of personal data on the Internet.  The 
authors draw conclusions about the division of the concepts of identification and individualization of people on the 
Internet. We introduce our own definition of personal identification on the Internet and propose an amendment to the 
Russian concept of personal data: the definition of personal data should include the IP address of a person.  
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1. Introduction 

 

The spread of information technology allows the creation of false personal data on the Internet and the abuse of 

opportunities, which leads to the emergence of anonymous individuals and anonymous relationships. Anonymity is 

solved many countries through the implementation of procedures to identify a person on the Internet. The question of 

personal identification is particularly acute in cases of the provision of public services and the legal resolution of illegal 

activity on the Internet. The reason is that the anonymous user does not have the nominative attributes typical for a 

person in the offline environment and by which the other participants of online relationships can be assured that the 

actions carried out are by a particular person. There is the substitution of one person by another, who may not exist in 

the (offline) world. 
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This person is a virtual entity who undertakes action having legally significant consequences, for example, the 

person can make purchases or disseminate information [1]. Reza Etemad-Sajadi and Lassaad Ghachem [2] examine in 

detail the actions of online avatars. Transactions are concluded by non-existent persons. This anonymous person "lives" 

only on the Internet but this person is a real offline person who is immersed in the Internet using false personal data. 

From the point of view of law, this virtual person should be seen as inauthentic and his activity should be seen as a 

simulation. In terms of legal classification the actions committed by a virtual person should be considered wrongful.  
The problem is collecting and processing real personal data on the Internet, because the legal identification of a 

person is possible only by personal data [3]. This situation will exist until legislation understands personal data only as 

real data [4]. 
Of course, the collection of personal information is related to the principle of non-interference in the privacy of a 

person. It is necessary to strike a balance between privacy protection and the interests of other participants in online 

relationships. Most countries require the consent of the person for the collection of personal information. However, 

there are situations in which a person refuses to provide this information voluntarily or the data does not correspond to 

reality. Most countries believe there is a need to develop the regulatory and technological requirements for activities 

carried out on the Internet. "Today, security has become a top priority subject on many countries' agendas, as 

governments find themselves faced with continuous radical strategic challenges related to identity management and 

verification". Two questions arise: 

What are the administrative and technological regulations for obtaining data which must be developed on a country 

level?  

What is the legal framework in these relationships?  

 

It should be understood that we cannot solve these problems only by legal norms. We can eliminate the existing 

legal uncertainty only by combining legal and technical/technological methods of individual identification. The rest of 

the paper is organized as follows. In the beginning, Section 2 introduces personal identification problem on the Internet 

and existing legal and technical solutions that should allow people to be identified while providing adequate 

information security. In Section 3, problems of personal identification in Russian landscape are discussed in details. It 

presents issues of a legal identification of a person based on differences in the legal regulation of relationships in the 

virtual and in the real environment system. Also a personal identification by technical means in legal acts is discussed. 

Then, in Section 4, the systems of identity confirmation for the provision of public services in the UK and Russia are 

discussed and compared that comprises certain procedures, municipal services and technical means or tools to assure 

identity. Finally, section 5 summarizes the research findings and suggests some future developments. 

 

2. The issue of personal identification on the Internet 

 

In Russia, to resolve the problems of personal identification on the Internet and for the development of legislative 

proposals, the basic research and strategic objectives were identified. The Office of the President of the Russian 

Federation identifies the following areas of research in the field of information security on the Internet: the development 

of “a state system of trust management for information to ensure the protection of personal data and cross-border 

transfers;  the development of Internet content and increased confidence in the Internet; the development of methods to 

qualify the hostile use of information and communication technologies and models of an inter-state system of 

monitoring threats to international information security” [5]. 

The Concept of the Convention “On ensuring international information security in the Russian Federation” refers to 

"uncertainty in identifying the source of hostile action, especially in view of the increasing activity of individuals, 

groups and organizations, including criminal organizations which carry out mediation of on behalf of others" (The 

Concept of Convention on ensuring international information security) [6]. 

The main requirement of Russian law on the right of personal data processing is the obligation to obtain consent 

from the individual. Unfortunately, in Russia there is no unified technological system of interaction between state 

structures which could provide data interchange at the request of one of the services. Currently, for each service, the 

state structure or the organization should themselves receive personal data from the individual. If the consent of the 

person was not received by the organization, then the organization is not entitled to handle such data. This gives rise to 

the strange situation where for example, the rescue service “112” is called.  They ask the person about his location and 

offer to call to the others emergency services.  Thus, in Russia the problem of identification person is quite acute. 

Roscini [7] writes on problem of identification, “[it] presents significant technological problems. Anonymity is in 

fact one of the greatest advantages of cyberspace… Nonetheless, the challenges in the identification of attackers should 

not be an excuse not to tackle the international legal aspects of cyber operations. After all, identifying the authors of 

hostile actions is a problem also in other contexts, for instance international terrorism”.  

The website of the US Department of Justice says that “identity theft and identity fraud are terms used to refer to all 

types of crime in which someone wrongfully obtains and uses another person's personal data in some way that involves 

fraud or deception” (US Department of Justice). In cases of the illegal use of other people's data, the US Department of 

Justice specifies obtaining economic benefits [8]. However, cases of non-economic relationships raise the question of 

the use of false personal data. 
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Moreover, the data which confirm the identity of the person on the Internet needs to be identified. Is it being a 

violation if, by coincidence, we have the same (nick)name as another person?  

Identification and privacy are inextricably linked. In many countries, the concept has been fused with data 

protection, which interprets privacy in terms of the management of personal information. Russian legislation interprets 

privacy in terms of the management of personal information [9].  Para. 1. of Decree No 188 defines personal data as 

"information about the facts, events and circumstances of the private life of a citizen, which allows the person to be 

identified, except the information that is disseminated in the mass media in the cases established by federal laws." The 

Russian Constitution protects privacy and it attributes to privacy both family secrets and personal secrets (art. 23). I 

consider absolutely correct the separation of privacy at different levels, each of which should be determined by specific 

criteria. Stelios Dritsas, Dimitris Gritzalis and Costas Lambrinoudakis [10] offer the following four-part classification 

of privacy: “Territorial privacy: the protection of the physical area surrounding a person. Bodily privacy: the physical 

protection of a person against undue interference.  Informational privacy: the awareness and control of whether and how 

personal data can be gathered, stored, processed and communicated. Privacy of communications: the protection of data 

communicated among persons, which prevents the monitoring of the transmitted data by third parties”.  

In order to ensure information security both technological and legal requirements for personal identification on the 

Internet must be provided.  For example, Ayoade John and Kosuge Toshio [11] propose the establishment of the 

Solution to Privacy and Lawful Access Conflict (SPLC). “This process will allow users their privacy by using security 

techniques that meet their needs, but users will need to notify the SPLC about the transmission of the secret 

information”. 

Such technology will disadvantage people. However, in order to ensure information security for other people both 

the technological and legal requirements should allow people to be identified. Therefore, we must decide what 

guarantees that the person on the screen is a real person. Kevin Aquilina [12] writes “computer systems should be 

created with the idea of developing computer security and privacy, both with regard to hardware and software, so that 

they are designed with security and privacy in mind. Privacy should not be considered as a side effect in the 

development of new technologies incorporating security features. In this way technology is developed right from the 

beginning as being security and privacy compliant and the industry would not need, at a later stage, to develop privacy 

enhancing technologies to fill in the gap by redesigning the already existing privacy intrusive technology” [12]. 

 

3. Problems of personal identification 

 

3.1. The legal identification of a person in accordance with Russian legislation  

 

Let us consider the differences in the legal regulation of relationships in the virtual and in the real environment. In 

criminal law, anonymity is prohibited. In criminal proceedings there is a mandatory procedure of establishing a person's 

identity. The exception is for the protection of witnesses, but in this procedure anonymity is limited because the witness 

is unknown to the participants of the process but not to government officials. The Russian Civil Code defines the 

possibility of the individualization of the citizen by name, which includes the surname, first name and patronymic if this 

is required by law or national custom. However, the Civil Code provides limited cases for the use of a pseudonym. For 

example, there are legal procedures in which a person may be anonymous: the right of an author to use a pseudonym or 

publish the result of intellectual activity without his name (art. 1265 Civil Code); the right of a person to change his 

name (para. 1 and 2 of art. 19 of the Civil Code) and the right of a blogger to use his name or a nickname for expressing 

personal judgments and evaluations on their site or page on the Internet (art. 10.2 Federal Law "On Information"). 

The Civil Code defines that a citizen cannot acquire rights and duties for himself under the name of another person, 

but he can act on behalf of another citizen as his representative in accordance with the contract or law for the emergence 

of the legal effects on the side of the submitter (para. 1, para. 1, Art. 28, para. 2, Art. 29, para. 1, para. 1, Art. 182, para. 

1, Art. 971, para. 3 para. 1 of Art. 1005 of the Civil Code). 

There a clear difference between an individual acting on behalf of another person in accordance with a contract, and 

an individual acting on behalf of a non-existent person. For example, in November 2015 in Japan, a man was arrested 

who visited Facebook 18 times under assumed names [13]. There are examples of actions undertaken on the Internet 

using false personal information. These are described in the article by Reza Etemad-Sajadi and Lassaad Ghachem [2]. 

They state that “the avatar can (1) welcome users to the website, (2) assist the users to browse the website, (3) answer 

users’ questions, (4) simulate a real-time conversation, (5) have several parallel conversations, (6) reduce costs for the 

company through acting in lieu of a customer service operator, (7) collect data on users and their needs, (8) reinforce 

the company’s brand, (9) create an enjoyable or ‘fun’ experience for users, (10) manage relationships with current and 

potential clients, (11) increase users’ desire to visit the company, and finally (12) create a positive experience that can 

be passed on by word of mouth. Despite very optimistic literatures, the virtual agents do not seem to always live up to 

all their promise” [2]. 

A person who enters into relationships on the Internet can easily hide the name which has been determined by the 

legislation. The only way to identify him is the IP-address by which a person joined the network. Some countries have 

implemented the requirement to identify a person by attaching a copy of his passport at the time of registration on a site. 

However, this method of identification does not solve problem, for creating a fake copy of a passport is technologically 

easy. 
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If the platform for the organization of personal relationships is ICT-based, then the method of identifying person 

uses other techniques to determine the entry point of the person on the network and can correlate this fact with previous 

information [14] such as information about the IP-address or of the provider by which a person has joined the Internet.  

 

3.2. Identification by technological methods in legal Act  

 

The Declaration of Principles Building the Information Society states, “A global challenge in the new Millennium 

indicates the need to use the next-generation IPv6 by which the citizens can gain easier access to government services” 

(Declaration of Principles Building) [15]. For this purpose, the Declaration calls to unite the efforts of the member 

states to create a single information space.  

According to 2013 information, only 3% of the population are using the updated IPv6 protocol (IPv6 in 2013). 

“IPv6 traffic on the Internet is still in 2015 only app. 4% of total traffic[….] Even though, there has been a considerable 

growth in the adoption of IPv6 in the past three years, from less than 1% in 2012 to 4% in 2015” [16, 17]. 

Another side of the use of IPv6, relates to information security. Marco Roscini writes “further developments in 

computer technology and internet regulations, such as the introduction of the new internet protocol IPv6, might also 

make identification easier” [7]. However, network users can create anonymity on different levels. Firstly, this 

opportunity is created by the developers of the site at where information is exchanged [18]. Secondly, the participants 

can create an anonymous presence on the Internet using, for example, the tor-network. 

These levels differ by the possibility of finding the IP-address with which a person violates the law. In the first 

situation, with the presence of a number of legal, organizational and technical requirements, the network provider can 

identify the IP-address. In the second case, the participant creates a situation in which a provider cannot determine the 

IP-address or it is too difficult and expensive. It should be taken into account that technology is constantly evolving and  

new mechanisms for the creation of anonymity on the Internet constantly arise. Although there is the meaning that 

“technological privacy enhancement mechanisms are not catching up” [12]. 

Technology creates such opportunities for relationships must be regulated by technology on the Internet [19]. For 

example, the authentication method of information technology is used in "Identity Management". In the description of 

this technology it is specified that "technological digital identity is carried over individuals, group of individuals or 

entities, the software, any device that can request the use of a resource of the Internet. In turn, the resource can be a 

Web-site, a piece of data in the database, the transaction by a credit card and so on” [20]. 

Despite advanced technology, in Russia access to the Internet public access remained problematic before 2014. In 

Russia, August 18, 2014, the Government Resolution on the prohibition of anonymous entry via Wi-Fi zone was signed. 

In addition, Russia introduced technology to pre-filter sites and pages of sites for harmful information. This pre-

filtration is conducted on two levels: by lists of banned sites placed on the Federal Service for the Supervision of 

Communications, Information Technology, and Mass Media (Roskomnadzor), and a system of recognition of harmful 

information. Recognition of harmful information can be possible only for the following categories of information such 

as suicide, drugs and child pornography. In 2013, the Russian Federation adopted an Order on behalf of the three 

executive authorities with competence in this field (these are the Federal Service for the Supervision of 

Communications, Information Technology, and Mass Media; the Federal Service for Drug Control of Russia and the 

Federal Service for Supervision in the Sphere Consumer Rights Protection and Human Welfare) which determines 

harmful information by the criteria determined in this Order [21].  

To solve the problem of identification, the scientists proposed to use a certified Internet technology. Lawrence 

Lessig writes that “certification in cyberspace could be much more narrowly tailored. If a site required that only adults 

enter, you could—using certification technologies—certify that you were an adult, without also revealing who you were 

or where you came from. The technology could make it possible to selectively certify facts about you, while 

withholding other facts about you. The technology could function under a "least-revealing-means" test in cyberspace 

even if it cannot in real space” [22]. It should be borne in mind that each country determines independently the degree 

of harmfulness of information, and in this regard, common regulatory rules are impossible to develop. As a solution, we 

propose the mandatory implementation of the principle of interoperability. This principle allows the preservation of the 

uniqueness of each information technology, and facilitating the integration of one technology with another, including 

technologies of different states [23].  

We conclude that the absence of developed technological procedures which allow any person to accept or to reject 

identification leads to "legal fiction".  Dritsas S. et. al. [10], described the need of such technological procedures. The 

essence of the phenomenon is that a non-existing fact is recognized as existing, or vice versa. A fictitious, anonymous 

person exists only in a virtual environment and is absent in the real world. Such non-existing people enter into legal 

relationships. For government relations, identification should be a mandatory procedure. Let us consider which actions 

are taken by states to create a network of trusted relationships on the Internet. 

 

4. The systems of identity confirmation for the provision of public services: Examples of the UK and of the RF  

 

The need for the reliable, fast and secure identification of people and their actions on the Internet has been 

recognized in the UK and Russia (and elsewhere) as a key factor in the successful use of the Internet. 
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Those responsible for the provision of public and social services are in a position where the disregard of safety and 

the necessity to identify and authenticate can have serious financial and administrative implications. “The Identity 

Assurance Programme” has operated in the UK since 2014. The program is a key element of the reforms implemented 

in digital services. It focuses on the development of systems to ensure the online identity of the person in the UK, in 

order that citizens, businesses and public authorities are able to safely and securely use information online. For these 

purposes, a system of identification and authentication has been implemented, the tasks of which are reducing the 

burden of the management of user data and the creation of a confidential information environment.  

The system Electronic Government State Service (Government service) operates in the Russian Federation. The 

basis of the functioning of this service is the Government Decree on “The development of the Federal state information 

system”, a unified system of identification and authentication providing information and technological interaction 

between information systems for the provision of public and municipal services in electronic form [24]. The Unified 

system must provide personal registration and identification. This allows users to get different government services.  

Registration is carried out using passport and insurance data. In this case a person can get state services which do 

not require a physical human identification. Registration in the unified system can be implemented by simple electronic 

signatures or qualified electronic signatures (e-signatures) [25]. To obtain a passport requires additional steps of 

confirming the identity, requiring a person to obtain an activation code at the Russian postal service (or an organization 

which will give a code which can also be sent to a mobile phone). However, a mobile number is given by the passport 

data only, so in this case the person has been physically identified. 

The unified system can require the use of a qualified electronic signature for certain purposes. These actions also 

complicate the use of this system. A qualified electronic signature is the most difficult to obtain. This signature cannot 

be formed by the users themselves it should be obtained from the Certification Authority issuing e-signatures. 

In addition, the use of qualified e-signatures initially should be agreed on between the participants of relationships. 

In accordance with the Federal Law "On electronic signatures" [25], the use of this signature eliminates issues of human 

identification. However, despite its versatility, getting such a signature is expensive and requires a physical presence at 

the Certification Authority. To summarize in Russia to receive public services online a person requires physical 

identification. 

The procedure of identification and authentication in the unified system is founded on a comparison between the 

participant identification data (ID) or the ID of its information system which are introduced by the participant in the 

system and information about a participant or its information system that is in the Government basic information 

registry. The ID of the information system or of the individual is a unique sequence of characters, the use of which 

accesses information contained in the Government information registry. 

The main drawback of the unified system is the narrow focus associated with the provision of public and municipal 

services in electronic form. The system cannot be used for the detection of persons who have committed offences in the 

Internet. Figure 1 gives the scheme for the provision of public services in Russia [26]. 

 

 

Fig.1. Steps to accessing a secure government service of Russia 

 

For comparison, Figure 2 gives the scheme for the UK [27]. The “Identity Assurance Programme” specifies that 

“identity assurance is only required for secure transactions or personal information. The individual chooses the identity 

provider. This is a federated approach to identity assurance. There are currently 5 identity providers. The individual 

gives the identity provider information for registration. The identity provider reviews the evidence to confirm the 

identity. The identity provider gives the individual log-in details. The identity provider systems confirm the identity and 

notify departmental services. Departments match the individual’s identity with their service records. The individual 

signs in securely with their identity provider to access digital services” [28]. 

1. Registration on the Portal of public services.

To register, you need  :

a. passport 

b. certificate of insurance
2. Obtaining the activation code

2.1. You can get the code at the 
service center "Rostelecom". 

This code is issued upon 
presentation of passport and 
insurance number individual 

account of a citizen in the system 
of compulsory pension insurance. 

2.2. You can get the code by 
Russian Post Service 

3.Confirmation of registration

The activation code is entered in 
the portal of public services

4. Login to the portal of public 
services
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Fig. 2. Steps to accessing a secure government service of UK. 

 

4.1. Comparing systems 

 

Comparing these schemes, providing services in the Russian Federation is only possible after a person’s identity is 

confirmed by a public authority. To get a qualified signature, the physical verification of the person who has been 

issued the signature is required [29]. 

In the UK identification is done by identity providers. “Through a standards based approach, contracted and certified 

private sector organisations (identity providers) enable citizens to use evidence they own as part of the process for 

validating and verifying their identity” (Identity assurance: delivering trusted transactions). 

The UK system is a more mobile system, not directly linked to a public authority. The partnerships between identity 

providers allow the use of this system in the majority of Internet relationships. The Russian identification system does 

not provide for the expansion of the number of Internet relationships, i.e. outside government services. 

In the UK, standards of identification and authentication on the Internet have been jointly developed, agreed on and 

certified by the public and the private sector. This allows identity providers to provide services of good quality, and 

users have greater guarantees in the commission of such operations. In one day, the identity provider has identified the 

person and established relationships with the user; it has the rights and obligations to verify the user's identity in 

specified situations or at the request of the user. 

In Russia, there are no generally accepted standards of identification and authentication for the verification of a 

person on the Internet. Currently, the private sector itself solves this problem of lack of a unified trusted space on the 

Internet. For example, Russian banks are developing their own identification system to ensure the identity of the bank 

customer. At present in Russia the reliable online identification of the person is possible only when using a qualified 

electronic signature (art. 5 Federal law "On electronic signature"). All other cases use a simple electronic signature, IP-

addresses, a domain name, username and password and can be recognized false [3]. 

 

5. Conclusion 

 

To determine the relevance of the issue of information security through the identification of a person as a participant 

of the online relationships a review of the literature was carried out, which points to the need to address the problems 

identified. The article draws a parallel between the regulations and the opinions of technical specialists, who point out 

the problems of implementing the regulations. The research methodology is based on an analysis of Russia legislation, 

the literature review, and an analysis and observations of research articles that were accessible between 2000 and 2018. 
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Choose identity 

provider

Registration in 

Access secure 

services

Citizen: accesses online government services on  

GOV.U K 

Identity assurance is only required for secure 

transactions or  personal information

Individual  chooses  identity provider

This is a federated approach to identity assurance 

There are currently 5 identity providers

Individual gives identity provider information for 

registration 

Identity provider reviews evidence to confirm 

identity

Identity provider gives individual log-in details

Identity provider systems confirm identity and 
notify departmental services

Departments match individual’s identity with their 
service records

Individual signs in securely with their identity 
provider to access digital services 
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An analysis of two government programs was made—the UK Identity Assurance Programme of the Government 

Digital Service; and the Russian Government Decree on “The development of the Federal state information system”. 

The latter is a unified system of identification and authentication providing information and technological interaction 

between information systems which are used for the provision of public and municipal services in electronic form. The 

analysis showed different approaches to the identification of a person both at the level of technological development 

and at the level of the organizational and legal regulation. 

In Russia, the concepts of the identification and individualization of a person are divided. Identification is the 

process of confirming a person by both technological and regulatory procedures on the Internet. Individualization is the 

detection of true personal data of the person which is based on legal norms. Thus the Russian experience shows that 

personal data must include an IP address and other identification data. 

The identification of a person is an essential factor to ensure information security. However, it is necessary to strike 

a balance between the freedoms of individuals on the Internet; their rights should not be violated. There is a need to 

develop legal rules and the technical regulations which enable the identification of a person if a person undertakes 

legally significant actions.  It is important to develop a system of standards for identification.    
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