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ABSTRACT The Internet is a powerful political instrument, iefh is increasingly
employed by terrorists to forward their goals. TThe most prominent contemporary
terrorist uses of the Net are information provisifinancing, networking, recruitment,
and information gathering. This article describesl &xplains each of these uses and
follows up with examples. The final section of thaper describes the responses of
government, law enforcement, intelligence agen@esd, others to the terrorism-Internet
nexus. There is a particular emphasis within theé ¢& the UK experience, although
examples from other jurisdictions are also employed

“Terrorists use the Internet just like everybodges|
- Richard Clarke (2004)

INTRODUCTION

With over 600 million Internet users worldwide 005, today the Internet is recognized
as a powerful political instrument. David Resnickshdentified three types of Internet

politics:

! As quoted in New 2004. Clarke was the White Hougzer security chief during the tenures of botH Bil
Clinton and George W. Bush. He resigned in Jan2@63.



1. Politics Within the Net: This refers to the poldldife of cyber-communities
and other Internet activities that have minimal &cipon life off the Net.

2. Politics Which Impacts the Net: This refers to Huest of public policy issues
raised by the Internet both as a new form of massneunication and a
vehicle for commerce.

3. Political Uses of the Net: This refers to the emgplent of the Internet by
ordinary citizens, political activists, organisedterests, governments, and
others to achieve political goals having littlenmthing to do with the Internet

per se&(i.e. to influence political activities offline) @88, 55-56).

This article is centrally concerned with ‘Politiddkes of the Net,” specifically the use(s)
made of the Internet by terrorist groups, with gipalar focus on the United Kingdom’s
experience in this regard. What are terrorist gsoafpempting to do by gaining a foothold
in cyberspace? A small number of researchers hdgteessed this question in the past
five years (see Cohen 2002; Furnell & Warren 1988%mas 2003). Probably the best
known of these analyses is Gabriel Weimann's refpartthe US Institute of Peace
entitledwww.terrorism.comHow Modern Terrorism Uses the Interr(8004). Weimann
identifies eight major ways in which, he says,dasts currently use the Internet. These
are psychological warfare, publicity and propagand&ta mining, fundraising,
recruitment and mobilization, networking, infornmati sharing, and planning and
coordination (2004, 5-11). Having considered Weimartategorization in conjunction

with those suggested by Fred Cohen, Steve FumelMatthew Warren, and Timothy L.



Thomas (see Conway forthcoming 2006), the analysiew relies upon what have been
determined to be the five core terrorist uses efNlet: information provision, financing,
networking, recruitment, and information gatheririfach of these is explained and

analyzed in more detail below.

CORE TERRORIST USES OF THE INTERNET

Information Provision

This refers to efforts by terrorists to engage ublity, propaganda and, ultimately,
psychological warfare. The Internet, and the adweétihe World Wide Web in particular,
have significantly increased the opportunities tharorists to secure publicity. This can
take the form of historical information, profile§ leaders, manifestos, etc. But terrorists
can also use the Internet as a tool of psycholbgiearfare through spreading
disinformation, delivering threats, and dissemimgithorrific images.

The most well-known example of the latter in thi€ i9 the kidnap and murder of
Liverpudlian Kenneth Bigley who was shatched frois fouse in Baghdad, along with
two American colleagues, on 16 September, 200418september, the Tawhid and
Jihad group, allegedly headed by Abu Musab al-Zargeeleased a video of the three
men kneeling in front of a Tawhid and Jihad bantte;kidnappers said they would Kkill
the men within 48 hours if their demands for tHease of Iragi women prisoners held by

coalition forces were not met. Armstrong was bebdadn September 20 when the



deadline expired, Hensley some 24 hours later;oad# these killings were posted on
the Internet shortly after the events took place.

A second video was released by Bigley's captor@d®eptember. In this video
Bigley is shown pleading for his life; he directhetitions the British Prime Minister
saying, “l need you to help me now, Mr Blair, besawyou are the only person on God’s
earth who can help me.” The video was posted omraber of Islamist websites and
shown on Arab satellite television station al-Jaaed third video was released on 29
September showing Bigley, wearing an orange bal@t, chained inside a small
chicken-wire cage. In this video, Bigley is heaaging, “Tony Blair is lying. He doesn't
care about me. I'm just one person.” Bigley wasdaeled on 7 October, 2004. The
kidnappers filmed Bigley’'s murder and these imagese subsequently posted on a
number of Islamist sites and on at least one U®8ckhwebsite. According to news
reports, the video shows Bigley reading out a siatdé, before one of the kidnappers
steps forward and cuts off his head with a knife.

Another Briton, Margaret Hassan, was kidnapped #nOttober, 2004 and is
thought to have been murdered some weeks latervideo released of her in captivity,
Hassan pleads for the withdrawal of British trofqesn Iraq, stating “these might be my
last hours...Please help me. The British peopleMeBlair to take the troops out of Iraq
and not bring them here to Baghdad.” She also ‘ajen’t want to die like Bigley.” In
November 2004, al-Jazeera reported that it hadivetea tape allegedly showing
Hassan’s murder, but was unable to confirm its entibity. The video shows a woman,
referred to as Hassan, being shot by a masked gunkhargaret Hassan’s body was

never recovered. The kidnaps, video-based appeald, subsequent murders and



attendant video footage of both Bigley and Hassa&eived widespread attention on the
Internet and in the mass media, both in Britainaonddwide.

Until the advent of the Internet, terrorists’ hopEswinning publicity for their
causes and activities depended on attracting thatamn of television, radio, or the print
media. Such attention remains attractive but, agriaden points out, “these traditional
media have ‘selection thresholds’ (multistage pssee of editorial selection) that
terrorists often cannot reach” (2004a, 6). The santeria do not, of course, apply to the
terrorists’ own websites. The Internet thus offensorist groups an unprecedented level
of direct control over the content of their mesgadt considerably extends their ability
to shape how different target audiences perceigentand to manipulate not only their
own image, but also the image of their enemieshdgh, for many groups, their target
audience may be small, an Internet presence istiielees expected. Regardless of the
number of hits a site receives, a well-designed wetl-maintained Web site gives a
group an aura of legitimacy and increasingly atsattention from the mass media in

and of itself.

Financing

This refers to efforts by terrorist groups to rafseds for their activities. Money is
terrorism’s lifeline; it is “the engine of the arohestruggle” (Napoleoni 2004, 1). The
immediacy and interactive nature of Internet comication, combined with its high-
reach properties, opens up a huge potential foeased financial donations as has been

demonstrated by a host of non-violent political asrigations and civil society actors.



Terrorists seek financing both via their Web saad by using the Internet infrastructure
to engage in resource mobilization using illegabnge

Direct Solicitation Via Terrorist Web Sites

Numerous terrorist groups request funds directynf\WWeb surfers who visit their sites.
Such requests may take the form of general statsm@derlining the organizations need
for money, more often than not however requestsmayee direct urging supporters to
donate immediately and supplying either bank acta@tails or an Internet payment
option. At one time, indeed, the Ulster Loyalistoiation Service, which was affiliated
with the Loyalist Volunteer Force (LVF), and aceaptfunds via PayPal, invited those
who were “uncomfortable with making monetary doolas’ to donate other items,
including bulletproof vests.

Another way in which groups raise funds is throtigé establishment of online
stores and the sale of items such as books, andiwideo tapes, flags, t-shirts, etc. In a
twist on this scenario, a website linked to the Gaunty Sovereignty Movement, an
organization regarded as the political wing of Beal IRA,carried a link to the Internet-
based book retailer Amazon.com on its top pagechvsked visitors to “support our
prisoners by shopping through the following linkgbmmissions generated by any
purchases generated through linking from the &igtween three and five per cent of
sales prices--would have been contributed from Amdp the site owners. The link was
removed in November 2000 shortly after it had gloree A spokesperson for the retailer

was reported to have said “no purchases were madieswveb page so no money--not



one penny--has been paid or will be paid by Amatoithe group” (Hyde 2000, 2).

Exploitation of E-Commerce Tools & Entities

The Internet facilitates terrorist financing in anmber of other ways besides direct
solicitation via terrorist Web sites. According dean-Francois Ricard, one of France’s
top anti-terrorism investigators, many Islamistrderplots are financed through credit
card fraud (Thomas 2003, 117). Imam Samudra, seatieto death for his part in the
Bali bombing of 2002, has published a prison memabsome 280 pages, which includes
a chapter that acts as a primer on ‘carding’ (Sgr2004, A19). According to Dutch
experts, there is strong evidence from internatitava enforcement agencies such as the
FBI that at least some terrorist groups are finagdheir activities via advanced fee
fraud, such as Nigerian-style scam e-mails. To,dabavever, solid evidence for such
claims has not entered the public realm (Libber@@42.

There is ample evidence, however, to support thetecdion that terrorist-
affiliated entities and individuals have establheternet-related front businesses as a
means of raising money to support their activitiEer example, in December 2002,
InfoCom, a Texas-based ISP, was indicted along igtidividual corporate officers on
thirty-three counts relating to its provision ofnemunication services, in-kind support,
and funds to terrorist organizations including Hansand its affiliate the Holy Land

Foundation for Relief and Development (HLFRDpfoCom’s capital was donated



primarily by Nadia Elashi Marzook, wife of Hamagudrehead Mousa Abu Marzook

(Hinnen 2004, 18; see also Emerson 2002, 11-12)& 16

Exploitation of Charities and Fronts

Terrorist organizations have a history of expl@timot just businesses, but also charities
as undercover fundraising vehicles. This is paldity popular with Islamist terrorist
groups, probably because of the injunction thateolmt Muslims make regular
charitable donations. In some cases, terrorist mzgéions have actually established
charities with allegedly humanitarian purpodésamples of such undertakings include
Mercy InternationalWafa al-lgatha al-Islamiya, Rabita Trust, Al Ragshdeust, Global
Relief Fund, Benevolence International Foundatamg Help The Needy. Along with
advertising in sympathetic communities’ press, ¢hésharities’ also advertised on
websites and chat rooms with Islamic themes, painiterested parties to their Internet
homepages.

The case of Benevolence International Founda@dR)(stands out as this charity
had links to Babar Ahmad, the British man curremtgld in Belmarsh prison, awaiting
extradition to the United States. BIF was base@hicago and run by Enaam Arnaout. A
Web site maintained by Ahmad, Qoqaz.net, was usesblicit funds to support the
mujahideen in Chechnya, which were subsequentlgdiled through BIF. At that time,

the leader of the Chechen mujahideen was one llhattab who, through the Qogaz



website, told supporters to wait until a “trustwgrtaid organization” to work with them

could be identified. The Qogaz site later postedfthiowing:

There is one trusted agency that has set up opesat the region and we will be
posting their contact and bank details, etc. onitkernet very soon insha-Allah.
This is the only aid agency that the Qogaz welsditest and recommend the

people to give their donations to.

Shortly after this posting, the Qogaz site createtive donations links to two charities;
one was BIF. Between January and April of 2000, Bife-transferred nearly $700,000
to Chechen separatist-linked bank accounts in GeoAgzerbaijan, Russia, and Latvia.
Arnaout was indicted, along with BIF, in the US 2002 on a number of charges,
including perjury and racketeering. Prosecutorsl ghey had proof, in the form of

correspondence and photos, of ties between ArreamdiOsama bin Laden. In February
2003, Arnaout reached a plea agreement with prasescine pled guilty to one count of
racketeering conspiracy, related to directing Bibhations to purchase clothing and
equipment for ‘fighters’ in Bosnia and Chechnyatheut disclosing this use of funds to
donors (ISTS 2004, 31-32).

Terrorists have also infiltrated branches of #xgs charities to raise funds
clandestinely. Many such organizations provide hlsenanitarian services advertised:
feeding, clothing, and educating the poor anceiiéite, and providing medical care for the
sick. As Todd Hinnen has pointed out, “it is im@ort not to presume that charitable

organizations have terrorist affiliations simplychase they serve regions or religious or



ideological communities with which terrorism may associated” (2004, 17; see also
Emerson 2002, 3). For example, Rachel Ehrenfel@4p@nd others (see, for example,
Emerson 2002, 25) have claimed that the most adHeenas front organization
worldwide is the London-based Palestinians Relief Bevelopment Fund (Interpaf)in
2003 alone, according to Ehrenfeld, this organimatsent more than $20 million to
different Hamas organizations in the Palestiniarittgies® Recently, however, the UK’s
Charity Commission has cleared this charity of awyongdoing (UK Charity
Commission 2004). As a result, Interpal’s trusteage said that they will now seek to
have their organization removed from the US Treaddepartment’'s list of terror
organizations. Nonetheless, some such organizationsaaddition to pursuing their
publicly stated mission of providing humanitariaid,aalso pursue a covert agenda of
providing material support to militant groups. T@esrganizations’ publicity materials

may or may not provide hints as to their secreppses.

Networking

This refers to groups’ efforts to flatten their anjzational structures and act in a more
decentralized manner through the use of the Intemtgich allows dispersed actors to
communicate quickly and coordinate effectivelyat Icost. The Internet allows not only
for intra-group communication, but also inter-groopnnections. The Web enhances

terrorists’ capacities to transform their structusnd build these links because of the

2 http://www.interpal.org/index.html
% According to the UK Charity Commission, Interpatisome for 2001 was around £4 million.
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alternative space it provides for communication disgussion and the hypertext nature
of the Web, which allows for groups to link to thaiternal sub-groups and external

organizations around the globe from their centrabWite.

Transforming Organizational Structures

Rand’s John Arquilla, David Ronfeldt, and Michelanihi have been pointing to the
emergence of new forms of terrorist organizatidaregd to the information age for some
time. They contend, “terrorists will continue to weo from hierarchical toward
information-age network designs. More effort willo ginto building arrays of
transnationally internetted groups than into buigdstand alone groups” (Arquilket al
1999, 41). This type of organizational structurguslitatively different from traditional
hierarchical designs. Terrorists are ever mordylike be organized to act in a more fully
networked, decentralized, ‘all-channel’ manner.ale there is no single, central
leadership, command, or headquarters. Within tiwor& as a whole there is little or no
hierarchy and there may be multiple leaders depgndpon the size of the group. In
other words, there is no specific heart or heatidha be targeted. To realize its potential,
such a network must utilize the latest informatéma communications technologies. The
Internet is becoming an integral component of sugfanizations, according to the Rand

analysts (Arquilleet al 1999, 48-53; Arquilla & Ronfeldt 2001a).

Planning and Coordination
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“Many terrorist groups share a common goal with matxteam organizations and
institutions: the search for greater efficiencyotigh the Internet” (Margulies 2004, 2).
Several reasons have been put forward to explainmddern IT systems, especially the
Internet, are so useful for terrorists in estalighand maintaining networks. New
technologies clearly enable quicker, cheaper, awdensecure information flows. In
addition, the integration of computing with commuations has substantially increased
the variety and complexity of the information tieah be shared. (Weimann 2004a, 9).

This led Michele Zanini to hypothesize that “tlgreater the degree of
organizational networking in a terrorist group, thgher the likelihood that IT is used to
support the network’s decision making” (1999, 2%anini’'s hypothesis appears to be
borne out by recent events. For example, many efteéhrorists indicted by the United
States government since 9/11 communicated via é-if@&@ indictment of four members
of the Armed Islamic Group (Gama’a al-Islamiyy#gges that computers were used “to
transmit, pass and disseminate messages, commangaind information between and
among |G leaders and members in the United Staekewhere around the world.”
Similarly, six individuals indicted in Oregon in @D allegedly communicated via e-mail
regarding their efforts to travel to Afghanistanaiol al-Qaeda and the Taliban in their
fight against the United Stat@dinnen 2004, 38Y.

The Internet has the ability to connect not omlgmbers of the same terrorist

organizations but also members of different grodfus. example, hundreds of so-called

* Indictment, United States v. Sattar, No. 02-CRI85311 (S.D.N.Y Apr. 9, 2002). Available online at
http://news.findlaw.com/hdocs/docs/terrorism/uss@#0902ind. pdf

® Indictment, United States v. Battle, No. CR 02-389, 5 (D.Or. Oct. 2, 2002). Available online at
http://news.findlaw.com/hdocs/docs/terrorism/ugdbaf0302ind.pdf
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‘ihadist’ sites exist that express support foraesm. These sites and related forums
permit terrorists in places as far-flung as CheehrBalestine, Indonesia, Afghanistan,
Turkey, Iraq, Malaysia, the Philippines, and Lebario exchange not only ideas and
suggestions, but also practical information aboaw o build bombs, establish terror
cells, and ultimately perpetrate attacks. An eakample of such a site was that
established by Egyptian Islamic Jihad in 2000, Wwhitustrates not just the Internet
contacts amongst radicals alluded to above, batthks integration of high-tech and what
might be termed ‘no-tech’ communicative circuits cargst the latter. According to
reports in theWall Street Journal Abu Qatada--a Muslim preacher of Jordanian
citizenship and Palestinian origin who is currenblging held in the high-security
Belmarsh prison in south-east London--was one oféhresponsible for uploading
information onto the jihadi Web site; Qatada ids@i have received instructions about
uploading the information via e-mail, but to haeeeived the actual content for posting
on a computer disc that was hand-delivered to bisdon home. The newspaper report
goes on to say that a computer retrieved byWad Street Journaln Kabul indicated
that Qatada had extensive contacts with radicalsAfighanistan and, further, that
“European investigators say Abu Qatada acted ds &atpiritual guide and a liaison
officer, passing messages between scattered alaQa#ld” (Higgins, Leggett & Cullison

2002).

Mitigation of Risk
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As terrorist groups come under increasing pressane law enforcement, they have been
forced to evolve and become more decentralizeds iBha structure to which the Internet
is perfectly suited. The Net offers a way for likerded people located in different
communities to interact easily, which is particlyamportant when operatives may be
isolated and having to ‘lie low.” Denied a physigdhce to meet and organize, many
terrorist groups are alleged to have created Vitammmunities through chat rooms and
Web sites in order to continue spreading their pgamda, teaching, and training.
Clearly, “information technology gives terroristganizations global power and reach
without necessarily compromising their invisibifitfTibbetts 2002, 5). It puts distance

between those planning the attack and their targftsd] provides terrorists a place to
plan without the risks normally associated withl celsatellite phones” (Thomas 2003,

119).

Recruitment

This refers to groups’ efforts to recruit and mudel sympathizers to more actively
support terrorist causes or activities. The Welbrsfi number of ways for achieving this:
it makes information gathering easier for potentearuits by offering more information,
more quickly, and in multimedia format; the glolbahch of the Web allows groups to
publicize events to more people; and by increashmg possibilities for interactive
communication, new opportunities for assisting goware offered, along with more

chances for contacting the group directly. Finallypugh the use of discussion forums, it
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is also possible for members of the public--whethgrporters or detractors of a group--
to engage in debate with one another. This magtas terrorist group in adjusting their
position and tactics and, potentially, increasingjrtlevels of support and general appeal
(Gibson & Ward 2000, 305-306; Soo Hoo, Goodman &d&aberg 1997, 140; Weimann
2004a, 8). Online recruitment by terrorist orgati@es is said to be widespread.
Weimann suggests that terrorist recruiters may intgactive Internet technology to
roam online chat rooms looking for receptive merabmrthe public, particularly young
people. Electronic bulletin boards could also seagevehicles for reaching out to

potential recruits (20044, 8).

Information Gathering

This refers to the capacity of Internet users teas huge volumes of information, which
was previously extremely difficult to retrieve asresult of its being stored in widely
differing formats and locations. Today, there aierally hundreds of Internet tools that
aid in information gathering; these include a ranfjsearch engines, millions of subject-
specific email distribution lists, and an almoshitless selection of esoteric chat and
discussion groups. One of the major uses of therriet by terrorist organizations is
thought to be information gathering. Unlike the estluses mentioned above terrorists’
information gathering activities rely not on theeogtion of their own Web sites, but on
the information contributed by others to “the vdgjital library” that is the Internet

(Weimann 2004a, 6). There are two major issuestaduressed here. The first may be
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termed ‘data mining’ and refers to terrorists usihg Internet to collect and assemble
information about specific targeting opportunitiehe second issue is ‘information

sharing,” which refers to more general online infation collection by terrorists.

Data Mining

In January 2003, US Defence Secretary Donald Rudhefarned in a directive sent to
military units that too much unclassified, but pdtally harmful material was appearing
on Department of Defence (DoD) Web sites. Rumgfetdinded military personnel that
an al-Qaeda training manual recovered in Afghanistates: “Using public sources
openly and without resorting to illegal means,sitpossible to gather at least eighty
percent of information about the enemy.” He went tonsay, “at more than 700
gigabytes, the DoD Web-based data makes a vadilyreaailable source of information
on DoD plans, programs and activities. One mustlcoie our enemies access DoD Web
sites on a regular basis” (McCullagh 2003).

In addition to information provided by and aboue thrmed forces, the free
availability of information on the Internet abodtet location and operation of nuclear
reactors and related facilities was of particulanaern to public officials post 9/11. Roy
Zimmerman, director of the US Nuclear Regulatorymfussion’s (NRC) Office of
Nuclear Security and Incident Response, said thé @ttacks highlighted the need to
safeguard sensitive information. In the days immisdly after the attacks, the NRC took

their Web site entirely off line. When it was restit weeks later, it had been purged of
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more than 1,000 sensitive documents. Initially, thgency decided to withhold
documents if “the release would provide clear aigghiicant benefit to a terrorist in
planning an attack.” Later, the NRC tightened tlestriction, opting to exclude
information “that could be useful or could reasdgdie useful to a terrorist.” According
to Zimmerman, “it is currently unlikely that thefammation on our Web site would
provide significant advantage to assist a terro¢slers 2004).

The measures taken by the NRC were not excefptidweaording to a report
produced by OMB Watchsince 9/11 thousands of documents and tremendoosrds
of data have been removed from US government Sites.difficulty, however, is that
much of the same information remains available vate sector Web sites (McCullagh
2003; Bass & Moulton 2002). Patrick Tibbetts poirits the Animated Software
Company's Web site which has off-topic documentgaining locations, status, security
procedures and other technical information conogrmiozens of U.S. nuclear reactbrs,
while the Virtual Nuclear Tourist site contains 8an information. The latter site is
particularly detailed on specific security measutes may be implemented at various
nuclear plants worldwidgTibbetts 2002, 15).

Many people view such information as a potent@tignine for terrorists. Their
fears appear well founded given the capture of ag#d@ computer expert Muhammad
Naeem Noor Khan in Pakistan in July 2004, whichldgd a computer filled with
photographs and floor diagrams of buildings in th&. that terrorists may have been

planning to attack (Jehl & Johnston 2004; VertoiM&arian 2004). The Australian press

® OMB Watch is a watchdog group based in Washin@i6n Their home page is at
http://www.ombwatch.org

7 Seehttp://www.animatedsoftware.com/environm/no_nukekétist1.htm

8 Seehttp://www.nucleartourist.com/

17



has also reported that a man charged with terroafences there had used Australian
government Web sites to get maps, data, and satefiages of potential targets. The
government of New South Wales was said to be censgl restricting the range of
information available on their Web sites as a teABC 2004).

Terrorists can also use the Internet to leaouthntiterrorism measures. Gabriel
Weimann suggests that a simple strategy like cdimpavord searches of online
newspapers and journals could allow a terrorisittmly the means designed to counter

attacks, or the vulnerabilities of these measuz864b, 15).

Sharing Information

Policymakers, law enforcement agencies, and othees also concerned about the
proliferation of ‘how to’ Web pages devoted to eiping, for example, the technical
intricacies of making homemade bombs. Many suchcdevmay be constructed using
lethal combinations of otherwise innocuous matsritday, there are hundreds of freely
available online manuals containing such infornratids early as April 1997, the US
Department of Justice had concluded that the awbilaof this information played a
significant role in facilitating terrorist and otheriminal acts (US Department of Justice
1997, 15-16).

As an example, Jessica Stern pointB&sateriological Warfare: A Major Threat
to North Americg1995), which is described on the Internet asaklfor helping readers
survive a biological weapons attack and is subtit&hat Your Family Can Do Before

and After.” However, it also describes the repraducand growth of biological agents
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and includes a chapter entitled ‘Bacteria LikelyB® Used By the Terrorist.” The text is
available for download, in various edited and corsgel formats, from a number of sites
while hard copies of the book are available forchase over the Internet from sites such
as Barnesandnoble.com for as little as $13 (St@89,151).

More recently, an Al Qaeda laptop found in Afgiséan had been used to visit the
Web site of the French Anonymous Society (FAS) evegal occasions. The FAS site
publishes a two-voluméabotage Handbookhat contains sections on planning an
assassination and anti-surveillance methods amoogsrs (Thomas 2003, 115;
Weimann 2004a, 9). A much larger manual, nicknaifteel Encyclopedia of Jihaaind
prepared by al Qaeda, runs to thousands of pag&sibdted via the Web, it offers
detailed instructions on how to establish an unaengd organization and execute terror
attacks (Weimann 2004a, 9).

This kind of information is sought out not jusy lsophisticated terrorist
organizations but also by disaffected individualepared to use terrorist tactics to
advance their idiosyncratic agendas. In 1999, figtaince, right-wing extremist David
Copeland planted nail bombs in three different si@falLondon: multiracial Brixton, the
largely Bangladeshi community of Brick Lane, ané thay quarter in Soho. Over the
course of three weeks, he killed three people ajuddad 139. At his trial, he revealed that
he had learned his deadly techniques from the riateby downloading copies dte
Terrorist's Handbookand How to Make Bombs: Book TwBoth titles are still easily
accessible (Weimann 2004a, 10). It has also beggested that Kamel Bourgass,

convicted of conspiring to cause a public nuisanceslation to the British ‘ricin terror
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plot,” may have downloaded his flawed ricin recipem the Web site of an American

extremist group (Dodd 2005; Phillips 2005; Rid&D5).

FIGHTING BACK

Use of the Internet is a double-edged sword faotets. They are not the only groups
utilizing the Net to forward their goals, which cant as a valuable instrumental power
source for anti-terrorist forces also. The moreotest groups use the Internet to move
information, money, and recruits around the gldhe, more data that is available with
which to trail them. Since 9/11 a number of grobpse undertaken initiatives to disrupt
terrorist use of the Internet, although a small benof such efforts were also undertaken
previous to the attacks. Law enforcement agen@aes been the chief instigators of such
initiatives, but they have been joined in their eabrs by other government agencies as

well as concerned individuals and groups of hacitisv

The Role of Law Enforcement and Intelligence Agenes

Intelligence Gathering

The bulk of this chapter has been concerned wittwsig how the Internet can act as a
significant source of instrumental power for teisbrgroups. Use of the Internet can

nonetheless also result in significant undesiraffiects for the same groups. First, unless
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terrorists are extremely careful in their use af thternet for e-mail communication,
general information provision, and other activitidésey may unwittingly supply law
enforcement agencies with a path direct to theard8econd, by putting their positions
and ideological beliefs in the public domain, telsbgroups invite opposing sides to
respond to these. The ensuing war of words mayurabon the terrorists as adherents
and potential recruits are drawn away (Soo Hoo,dd@m & Greenberg 1997, 140).
Perhaps most importantly, however, the Internet t@nrist Web sites can serve as a
provider of open source intelligence for statedeliigence agencies. Although spy
agencies are loathe to publicly admit it, it is ggatly agreed that the Web is playing an
ever-growing role in the spy business.

The July 2005 London bombings provided the sputhe British government to
act against terrorist Web sites operating out efW. In the immediate aftermath of the
attacks Charles Clarke, the British Home Secretadicated in a parliamentary speech
that he would be seeking to extend the state’s povite deal with those who foment
terrorism, or seek to provoke others to commitotgst acts.” In his speech Clarke
referred specifically to the inclusion within thenkit of these new powers “running
websites or writing articles that are intendedamént or provoke terrorisni.His plans
were endorsed by Britain’s Association of Chief i@l Officers who themselves
requested new legislation be drawn up giving lafo®ment agencies “powers to
attack identified websites” The UK Prevention of Terrorism Bill 2005, whichrrawly

avoided defeat in Westminster in October, will bibject to a second reading in March

® The full text of Clarke’s remarks may be accessdihe at
http://www.publications.parliament.uk/pa/cm200506@ansrd/cm050720/debtext/50720-04.htm
9 The APCO proposals are outlined in a press releasiable online at
http://www.acpo.police.uk/asp/news/PRDisplay.aspXPRID={423FD3C2-2791-403A-B5D0-
8FC6B5476BOR.
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2006. Opposition centers on two key measures: r@iweppowers to detain suspects for
up to 90 days without charges, and a proposed s¥feh“encouragement or glorification
of terrorism.” One of the main reasons suggestethi® former was that suspects needed
to be detained without charge for longer than 1l¥sdaecause of the difficulty and
complexity of decrypting computer hard drives, ggastion which has been challenged
by both the UK Intelligence Services Commissionad ahe UK Interception of
Communications Commissioner. With regard to therifipation of terrorism, such a
measure would clearly criminalize the establishmergintenance, and hosting of many
Web sites currently operational within the UK. Trhajor criticism, of course, is that the
latter clause may serve to stifle legitimate pcéditi speech. Several other measures
included in the Bill that may also impact terrorigternet use in the UK, such as the
outlawing of “acts preparatory to terrorism” ance thiving or receiving of “terrorism

training,” went largely uncontested in the parliantaey debate.

Other Innovations

Shortly after 9/11, MI5 took the unprecedented steposting an appeal for information
about potential terrorists on dissident Arab wedssiThe message, in Arabic, was placed
on sites that the authorities knew were accesseexbemists, including ‘Islah.org,” a
Saudi Arabian opposition site, and ‘Qogaz.com,’re€hen site which advocatghad.

The message read:
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The atrocities that took place in the USA on 11tSeyber led to the deaths of
about five thousand people, including a large nunaéeMuslims and people of
other faiths. MI5 (the British Security Service) lissponsible for countering
terrorism to protect all UK citizens of whateveittfieor ethnic group. If you think
you can help us to prevent future outrages calinusonfidence on 020-7930

9000.

MI5 were hopeful of eliciting information from penss on the margins of extremist
groups or communities who were sufficiently shockgdthe events of 9/11 to want to
contact the agency. The agency had intended tatlppshessage on a further fifteen sites
known to be accessed by radicals, but many of tivese shut down by the FBI in the
aftermath of the attacks (Gruner & Naik 2001; Noficaylor 2001).

More recently, British intelligence agencies asgdsto have been planning the
infiltration of Islamic extremist networks via tHaternet. In April 2005, documents
leaked to The Observernewspaper revealed details of the proposals, whiehe
contained in a letter from the head of the intellige arm of the British Foreign Office
(FCO). The confidential 2004 lettérfrom the Foreign Office's top intelligence offiia
William Ehrman, to the government's security aneliilgence co-ordinator, Sir David
Omand, proposed that intelligence agents shouilr&té extremist chat rooms posing as
radicals and work to dissuade extremists from tagpto violence. It was suggested that
while radicals would not listen to the traditiortallls for peace in the Middle East, they

might listen to religious arguments about the reatof jihad that, while anti-Western,

A pdf copy of the letter is available onlinetaitp://image.guardian.co.uk/sys-
files/Observer/documents/2005/09/04/Confidentidl.pd
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eschewed terrorism. Ehrman’s major concerns wegie gimilar operations during the
Cold War “had a mixed record” and that he might have the linguists and Islamic
experts necessary to follow through with the plan.

The events of 9/11 also prompted numerous statéslligence agencies to
reappraise their online presence. Since 2001, Mtbsbstantially enhanced its Web site,

while MI6 launched its very first site in 2005.

Hackers and Hacktivists

Since 9/11 a number of Web-based organisations baem established to monitor
terrorist Web sites. One of the most well-knowrsoth sites is Internet Hagangrself-

described as “an internet counterinsurgency.” Atsominent is the Washington DC-
based Search for International Terrorist Entiti&TE) Instituté® that, like Internet

Haganah, focuses on Islamic terror groups. CliaitsSITE's fee-based intelligence
service are said to include the FBI, Office of Htemel Security, and various media
organizations. SITE's co-founder and director, Kitgdz, has commented: “It is actually
to our benefit to have some of these terror sipeand running by American companies.
If the servers are in the US, this is to our adagaetwhen it comes to monitoring
activities” (as quoted in Lasker 2005). Aaron Weigh who runs Internet Haganah out
of his home in Southern lllinois, says his goataskeep the extremists moving from

address to address: “The object isn't to sileneentkthe object is to keep them moving,

2|n Hebrew, ‘Haganah’ means defense. Internet Halgasonline at
http://www.haganah.org.il/lhaganah/index.html
13 The SITE Web site is 4ittp://www.siteinstitute.org/
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keep them talking, force them to make mistakesysaan gather as much information
about them as we can, each step of the way” (aeduo Lasker 2005). In the UK, Niall
Doyle has come to prominence as a result of hik Beoror Tracker(2005) in which he
claims to have used the Internet, particularly Mudlundamentalist Web sites and chat

rooms, to track suspected Islamic militants opegatiut of the UK.

CONCLUSION

With regard to analyses of terrorism and the Irgerim the wake of 9/11 the question on
many people’s lips was ‘Is Cyberterrorism Next?e(iing 2001). The potential threat
posed by cyberterrorism received a great dealtehtbn in the media, particularly in the
United States, both before and after 9/11. In Ndwem?2002, for example, Omar Bakri
Muhammed, a UK-based Muslim cleric and leader of Mihajiroun, granted an
exclusive interview t€omputerworldnagazine, in which he claimed that al-Qaeda was
planning to use cyber attack techniques againstanir targets, specifically the New
York, London, and Tokyo stock markets. Muhammesdimarks received wide coverage
in the news media, but the veracity of his alletyeks to Osama bin Laden and al-Qaeda
were questioned by a number of experts, includiognér top CIA counterterrorism
official Vince Cannistraro who called Muhammed ‘“aefbreather” with no special
knowledge of al-Qaeda’s plans (ISTS 2004, 50). Tdeus has since shifted from

cyberterrorism to terrorist use of the Net.
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The case of Babar Ahmad is an interesting oneigrdgard. Ahmad, a British
citizen, was the publisher of two prominent jih&deb sites, azzam.com and qogaz.com,
which were hosted in the United States, and throwbich he is accused of raising
money for Islamic militants in Chechnya and elsessh@he UK government has agreed
to a US extradition request and Ahmad is to beltmethe US on charges relating to a
number of the terrorist uses of the Internet idediin this article, which fall under the
heading of “conspiracy to provide material supgorterrorists.” This includes not just
the solicitation of financial support referred tooae but also, according to an affidavit
filed in US District Court in Connecticut in 2004rging all Muslims to “use every means
at their disposal to undertake military and physicaining for jihad,” and providing
“explicit instructions” about how to raise fundsdafiunnel these to violent fundamentalist
organizations through conduits such as BIF, whiels veferred to earlier.

Similar charges as those pending against Ahmad haea brought against US
residents who engaged in similar activities inrdaeent past; however, due to high levels
of speech protection in the United States, at leastdefendants have so far been tried
and freed without charge. These are Sami Omas Abkélgen, a PhD candidate in
computer science at the University of Idaho, whtaldsshed and maintained a radical
Web site, and Sami Amin Al-Arian, a Professor a& tniversity of South Florida, who
was tried on charges relating to, amongst othergiyihis utilization of the Internet to
publish and catalogue acts of violence committedPlajestinian Islamic Jihad. Babar
Ahmad’s trial will serve as yet another test of tieav US antiterrorism law that makes it

a crime to provide material support in the formegpert advice or assistance to terrorists,
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including IT support. Clearly, Ahmad’s case will bee to watch in terms of its impact
on terrorism-related Internet-based speech.

In the meantime, researchers are still unclear henahe ability to communicate
online worldwide has contributed to the increaseterrorist violence. It is agreed,
however, that online activities substantially imgpgdhe ability of such terrorist groups to
raise funds, lure new faithful, and reach a masteage. The most popular terrorist sites
draw tens of thousands of visitors each month. @lsly, the Internet is not the only tool
that a terrorist group needs to ‘succeed.” Howethes,Net can add new dimensions to
existing assets that groups can utilize to achiege goals as well as providing new and
innovative avenues for expression, fundraisingiuigment, etc. At the same time, there
are also tradeoffs to be made. High levels of iligthincrease levels of vulnerability,
both to scrutiny and security breaches. Nonethetassproliferation of official terrorist
sites appears to indicate that the payoffs, in $eofmpublicity and propaganda value, are

understood by many groups to be worth the risks.
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