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INTRODUCTION

• Everybody agrees now that the Internet has 
become essential in everyday life.

• A growth of malicious activity in the Internet.

• More and more vulnerabilities are discovered, 
and nearly every day, new security advisories 
are published.
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AN INTRUSION-TOLERANT WEB 
SERVER( 1/4 )
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AN INTRUSION-TOLERANT WEB 
SERVER( 2/4 )

• The architecture is based on the principles of 
redundancy and diversification.

– Redundancy is used to increase system availability.

– Diversification is used to increase independence 
between redundant subsystems .
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AN INTRUSION-TOLERANT WEB 
SERVER( 3/4)

• Adaptive Redundancy Level

– In order to minimize the performance degradation 
of the system.

– The regime is the number of Web servers that 
process each client request.
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AN INTRUSION-TOLERANT WEB 
SERVER( 4/ 4)
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Detection Mechanisms(1/8)

• Agreement Protocol

– It is used to validate server responses when the 
system is running in a nonsimplex regime and is 
executed by the leader.

Internet leader

web1

web2

web3
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Detection Mechanisms(2/8)

• Intrusion Detection

– SNORT

• an open source software based on misuse detection.

– EMERALD

• developed at SRI International

• which combines misuse detection and anomaly 
detection.
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Detection Mechanisms(3/8)

• Challenge/Response Protocol

– The IDSs are efficient in detecting known attacks 
but are less efficient in detecting new attacks with 
a slow propagation or low frequency.
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Detection Mechanisms(4/8)
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Detection Mechanisms(5/8)

• The number of challenges should be such that

M > fc / fr

– 1.  fc: the frequency of the CRP for the same file 

– 2.  fr: the reboot frequency.
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Detection Mechanisms(6/8)

• Runtime Verification

– A runtime verifier  checks the behavior of each 
proxy during its execution.

– This technique detects with good credibility any 
injection of malicious code in the proxies.
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Detection Mechanisms(7/8)

14



Detection Mechanisms(8/8)

• Database Access
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Alert Manager(1/2)

• illustrates the proxy architecture
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Alert Manager(2/2)
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PERFORMANCE MEASUREMENTS(1/3)

• Performances According to the Regime
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PERFORMANCE MEASUREMENTS(2/3)

• Performance of Database Accesses
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PERFORMANCE MEASUREMENTS(3/3)

• Performance of Isolation and Reboot of a 
Corrupted Server
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CONCLUSION

• In this paper propose a generic intrusion 
tolerant architecture based on redundancy 
and diversification.

• The efficiency of intrusion tolerance is strongly 
dependent on the deployed detection 
mechanisms. 
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