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ABSTRACT The Internet of Things (IoT) refers to the network of devices which contain electronics,

sensors or software that enables them to connect at anytimeand anywhere through a cyber-physical system.

Before the establishment of such a system, it should be considered to what extent the users are ready to adopt

and use it in their daily routines. Therefore, this paper explores users’ attitudestowardsusing IoT technologies

to receive healthcare services. This is in contrast to most previous research, which has studied the technical

requirements or devices of the IoT that are required in healthcare services, or ways in which connectivity and

performance can be improved using the IoT. Based on knownmodels of technology acceptance, an integrated

framework was developed to investigate the impact of security and privacy concerns, and familiarity with the

technology, on users’ trust in the IoT, and then to measure the effect of that trust on Omani users’ attitudes

regarding use ofIoT technologies to receive healthcare services. This framework enabled the measurement of

risk perception as a mediator between user trust and their attitudes towards using the IoT. Data were collected

from 387 respondents and were analysed using SPSS 25 and AMOS 25 statistics software. Exploratory and

confirmatory analysis and structural equation modelling were applied. The findings showed that levels of

security, privacy and familiarity affected trustin the IoT. Furthermore, these levels of trust in the IoT were

found to affect both users’ perceptions of risk in, and their attitude towards, using the IoT. The users’ risk

perception partially mediated the relations between users’ trustand their attitude regarding use of the IoT.

The framework was supported and interpreted by 40 per cent of the variance in the attitude towards usingthe

IoT in healthcare, while the mediator showed 47 per cent of the variance in the attitude towards using the

IoT inhealthcare.

INDEX TERMS Security, privacy, familiarity, trust, riskperception, healthcare, Internet of Things (IoT).

I. INTRODUCTION

The main support of change in most business processes is

technology-driven innovation [1]. Among recent advanced

technologies, the Internet of Things (IoT) has become a criti-

cal part of that support as companies build digital transforma-

tion into their processes and business models to enhance their

competitive advantage. The IoT refers to a network of devices

that contain electronics, sensors or software, and this enables

them to connect at anytime and anywhere through a cyber-

physical system [2], [3]. However, the potential of the IoT

The associate editor coordinating the review of this article and approving
it for publication was Mahmoud Barhamgi.

stretches beyond improvement of business strategies to the

empowerment of employees through delegation of responsi-

bilities, and to the personalisation of user services [4].

The potential effect of the IoT on society and the economy

has increased due to the massive changes it heralds [3]. It is

estimated that by 2030 there will be more than 500 billion

devices connected to the Internet [4]. Global expenditure on

the IoT reached US$772.5 million in 2018 and is forecast

to surpass US$1 billion by 2020, reaching US$1.1 billion

by 2021.

A global survey in 2018 that comprised 300 respondents

from each of Brazil, France, Germany, Japan and the UK, and

500 respondents from each of the US and China, asked what
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the participants expected of their IoT experience by 2030.

Among the responses were expectations that the IoT would

play a part throughout the respondents’ daily lives, from

waking them to offering help with reading or listening to the

news based on their chosen headlines, through preparation of

a suggested menu for the day based on the contents of the

refrigerator, to control of heating or air-conditioning to save

energy in homes and workplaces, managing and prioritising

urgent emails, reserving car parking spaces and turning on the

computer before the respondents arrived at the work place,

and organising shopping with completion of the purchase

involved. Ofthe participants, 71 per cent believed that the IoT

had the potential to improve their lives, while 79 per cent

of them would like to use the IoT both inside and outside

the home. From a healthcare perspective, they also expected

the IoT to provide daily recommendations of what they

should eat, remind them regarding any medicines they should

take, and propose sport or exercise they should undertake to

improve their wellbeing, taking into consideration their daily

schedules and their health conditions [5].

Some healthcare providers already use IoT applications

to provide important medical services such as: embedded

context prediction; embedded gateway configuration; indi-

rect emergency treatment; semantic medical access; wearable

device access; health information regarding children; com-

munity healthcare; and adverse drug reactions. Beneficiaries

of this information can receive these services using various

medical IoT applications, such as: healthcare solutions that

use smart phones, wheelchair and medication management;

rehabilitation systems; and systems to monitor oxygen sat-

uration, body temperature, blood pressure and electrocar-

diograms; and sensing of blood glucose level [6]. Use of

these IoT applications can reduce medical services’ costs,

improve the users’ experiences and serve more patients with

the limited availability of healthcare resources.

To prepare people for, and provide people with, per-

sonalised services, healthcare providers and associated

businesses require authentication for online transactions.

However, these transactions are risky for both service

providers and users. Thus, users’ behavioural patterns should

be considered to authenticate them securely when delivering

online services. However, information technology can be

used to build and maintain continuous behavioural biomet-

rics, which in turn can be utilised to create seamless, per-

sonalised, and secure user experiences that can lead to silent

authentication in which the IoT is the main technology used

for this purpose [7]. Concerns regarding security and privacy

have grown with increasing use of the IoT [4], and this trend

is expected to continue. Users fear that their personal data

is not protected adequately, especially because unauthorised

parties may monitor their devices. This reflects the crucial

importance of IoT security [5]. Service providers can lose the

trust of their users if they do not consider ways to reduce this

anxiety or/and maintain insufficient privacy tools to protect

their users’ data. Karahoca, Karahoca, and Aksözinvestigated

the differences betweenmale and female users regarding their

intentions to adopt the IoT in healthcare [8]. Their results

suggested that for males, the perceived advantages of using

the IoT were the main influence on the perceived ease of

use, while for women, the ability to test the system and

compatibility with their lifestyles had greater influence on the

perceived ease of use [8]. Yet their study was limited to one

factor while missing other important social and technological

factors. Behavioural reasoning theory suggests that users’

adoption of IoT-based wearables will be increased if the

reasons for and against their use have been embedded in the

marketing strategy, along with the steps taken by companies

to reduce the number and severity of anti-adoption factors [9].

Another study by L. Gao and X. Bai examined the factors that

affected consumers’ adoption of the IoT by testing a Tech-

nology Acceptance Model (TAM) that combined three con-

structs. These were: individual characteristics of consumers

(perceived behavioural control and perceived enjoyment);

factors linked to the technology (trust in the system, perceived

usefulness, and perceived ease of use); and social influence.

The study concluded that trust in the technology was the key

factor affecting consumers’ intention to adopt the IoT. The

findings also revealed that perceived psychological effects

influenced consumers’ interest in using the IoT, while their

assessment and experience of the use of the IoT offset the

perceived privacy risk [10].

These researchers used only experience theory and the

TAM to examine the users’ general experiences in the use of

the IoT, but discoveringtheusers’ acceptance of the use of IoT

systems in healthcare was limited [11]. Thus, there is a need

to explore the end users’ perspective regarding the adoption

of IoT technologies in healthcare services. The current study

delves further into this subject and adds support factors such

as familiarity with the technology, risk perception, and the

attitude towardsusing IoT to provide more holistic overview

forusers’ willingness to adopt IoT when receiving health-

care services. The main aim of this study is to discover

the influence of security, privacy, familiarity, trust, and risk

perception on Omani users’ attitudes towards the use of IoT

technologies to receive healthcare services. The outcomes of

this research will deliver a thorough understanding of how

levels of security, privacy and familiarity affect users’ trust in

the IoT, and how trust can affect users’ attitudes towards using

IoT technologies. In addition, it will measure the ways in

which risk perception canmediate in the relationship between

the users’ trust and their attitudes. Consequently, the findings

will recommend ways in which IoT technology producers

and IoT-based healthcare providers should either improve the

security and privacy levels embedded in their IoT devices

and applications, or/and prepare awareness programmes that

can teach methods of safe use of the IoT and reduce risk

perception.

II. USE OF INTERNET OF THINGS IN HEALTHCARE AND

THE STUDY FRAMEWORK

The Internet of Things (IoT) has become a new buzz phrase in

industry and academia. It has many applications in numerous
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fields including healthcare and medicine. However, most of

the current research into the use of the IoT in healthcare

has focused on the technical requirements and devices of the

IoT and ways in which the connectivity and performance

can be improved using the IoT. For example, in 2017 Park,

Park, and Lee proposed a remote IoT monitoring system for

patients at home [12]. The system was constructed and evalu-

ated by running several experiments showing that the system

had performed effectively, and that the protocol conversion

process had functioned efficiently for the IoT environment.

Another study conducted by Li and Pan suggested a physi-

ological monitoring system for patients using the IoT [13].

It encompassed physiological multi-parameter measurement

of vital signs using a smart mobile device, online analysis

and emergency detection. All sensors and microprocessors in

this system were integrated into one device. The smart phone

played a key role in connecting the patient to the telemedicine

center.These studies defined the technical elements of the IoT

that would improve service quality [12], [13] but they did not

consider the processing of the data.

Rathore, Paul, Ahmad, Anisetti, and Jeon suggested an

intelligent care system relied on IoT-based sharing big data

among all the devices in a healthcare system [14]. This system

has advanced tools and features for collection of data gen-

erated by connected devices to the network. In this system,

the collected data through various sensors could be attached

to a user’s body (such as wearable devices) to measure health

parameters which would be conveyed to a primary mobile

device. The collected data would then be submitted through

the Internet to a main station where the data would be fully

analysed to identify whether something wrong related to

health conditions is going on or not.

In the same vein, Rathore, Ahmad, Paul, Wan, and Zhang

proposed a real-time medical-emergency response system

involving IoT-based medical sensors deployed on a user’s

body while data analysis was responsible for the anal-

ysis and decision making [15]. The system was evalu-

ated successfully for its feasibility and efficiency using an

UBUNTU 14.04 LTS core TMi machine.

These scholars emphasised the importance of the technical

requirements of the IoT and ways in which healthcare data

could be analysed. However, they did not examine how the

system could be designed or provide any suggested archi-

tectures or approaches for the adoption of the IoT in the

healthcare discipline. The design methodologies presented

were not suitable from a designer’s perspective, and did not

consider the requirements of the contractor or the potential

user. This aspect would require consideration of multifarious

constraints, including the system lifetime, energy usage, com-

fort of use and even the price [16].

Javdani and Kashanian in 2018 investigated the application

of the IoT in medicine with a service-oriented and security

approach [17]. The researchers compared previous studies on

the use of the IoT in healthcare systems and concluded that

service-oriented architecture offered many benefits such as:

wearable devices for smart healthcare; efficient use of limited

resources; Cloud-based storage and transmission of medical

data and images; wireless health monitoring; ubiquitous elec-

tronic healthcare; and systems that could accommodate the

weak and elderly people. Since then, more emphasis has been

placed on the use of service-oriented architecture in the IoT.

Regarding the user needs, Prayoga and Abraham investi-

gated variables that could predict a potential user’s intention

to utilise an IoT health device, and integrated them into a

theoretical model [18]. They analysed users’ approval of the

technology through a TAM, using perceived usefulness as

the main predictor for behavioural intention. They integrated

personality traits and facilitated appropriation as factors

to determine perceived usefulness, and used the cultural-

value orientations at the individual level to determine the

antecedents of facilitated appropriation. The researchers

found that the users’ intentions to use the IoT as part of a

health device depended on their perception of the device’s

usefulness.

Dziak et al. [16] considered an IoT-based home-care infor-

mation system for indoor and outdoor use by the elderly

individuals. The researchers suggested the use of the fol-

lowing technologies for localisation of the signals: radio-

frequency identification (RFID), Wi-Fi, Bluetooth, the global

positioning system (GPS) or the global system for mobile

communications (GSM). Technologies suggested for the

recognition of activity and behaviour classification involved

artificial intelligence and machine-learning algorithms with

an accelerometer, while monitoring of vital signs required use

of an electrocardiogram. An inter-integrated circuit was used

for control.

None of the above studies focused on security and pri-

vacy issues linked with the use of the IoT in healthcare,

although some [19], [20] discussed the significance of these

issues in the IoT environment. Various researchers have

discussed other security-related concerns, such as that by

Riazul Islam et al. [6] which threw light on the issue of

accessibility of the wireless network to third parties [6].

Jing et al. [21] explained common security and privacy

issues in denial of service attacks on the wireless IoT,

forgery/middle attacks, and heterogeneous-network attacks.

The researchers suggested that an IoT environment was more

vulnerable to security issues than was a traditional network.

Improvements were suggested, including: use of light-touch

security solutions such as key management, access authen-

tication and access control; and the imposition of a divi-

sion between applications that required different computation

complexities and different security levels.

Pulkkis, Karlsson, Westerlund and Tana discussed secu-

rity, and privacy in an IoT-based system in the context of

the implementation of the general data protection regulation

issued by the European Union.According to the researchers,

the data generated by the sensors needed to be reliable

and correct to conform to the legislation. Meta data should

be recorded that described the rights of access to the data

source and the justification for storing such information.

In addition to these IoT security requirements, healthcare
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applications were required to protect the privacy of users

and provide practically fault-free reliability to safeguard the

users [19].

Baek et al. [22] advised that a m-healthcare system which

relied on IoT should have enhanced privacy by ensuring

anonymous connection among the patient and the med-

ical staff. To achieve data privacy and system security,

the researchers proposed that aliases be put in place to facil-

itate the transfer of patients’ biometric data and anonymous

communication. This system would prevent linkage between

stored data and users by a malicious Coud provider. Every

message in every communication step would be encrypted to

prevent eavesdropping.

Roman, Zhou and Lopez discussed the benefits and chal-

lenges of security, privacy and reliability in the case of the

distributed IoT. The researchers reported that a distributed

system showed many advantages over a centralised system

with regard to privacy and data management, as the data was

not generated, processed or stored at a single location. How-

ever, security still posed a challenge in regard to issues such

as complex identification and authentication. Security could

be improved through separate policies regarding access con-

trol, identification of unknown peers, complexity and flexible

governance. Wide availability of service providers would

improve reliability, ensuring that if one service provider

failed, the system would use another entity that managed

a similar data set. However, the performance could deteri-

orate because of data exchanges between different service

providers [20].

To the best of our knowledge, no study has examined the

ways in which security, privacy and familiarity can affect trust

in the IoT, and in turn how trust can affect risk perception

and attitudes towards using the IoT. In addition, no research

has considered ways in which risk perception can mediate

in and perhaps strengthen the relationship between trust in

the IoT and the users’ attitudes towards using IoT in the

healthcare area. Therefore, this study will shed light on this

important aspect of use of the IoT in the healthcare sector by

developing a framework to measure the causes and effects of

these contingency factors, and how they can influence users’

attitudes towards using the IoT in the health sector. In the next

section, these factors are discussed in more detail to pave the

way for developing the conceptual framework.

A. SECURITY

Security can be defined as the protection of resource hard-

ware and software from damage, disruption, misdirection,

misuse, malfunction or unauthorised access. As most IoT

devices are wireless, this poses many security challenges

such as intrusion, denial of service, forgery or heterogeneous

network attack [6], [20], [21], [23]–[25]. These systems are

also vulnerable to physical attack and damage [2], [26].

Many researchers [26]–[29] have offered several solutions

to these security challenges such as use of intrusion detec-

tion, cryptography and stenography. Roman et al. [30] and

Mahalle et al. [31] also recommended the use of personal

identification and authentication, identification of malicious

activities and similar functions to avoid such risks.

Moreover, Albalawi and Joshi showed the relationship

between trust and security in their work [32]. The authors

discussed a design solution at system level that would offer

security and flexibility of the IoT. They proposed that to

ensure the management of privacy and the secure operation of

the system the functional components should be engaged in a

security function group. They observed that, since CP-ABE

was delegated to not restricted devices with the proposition

that these devices were trusted, the producer encrypted the

data. Data was protected through symmetric key solutions

and the use of the advanced encryption standard (AES) and

attribute-based encryption (ABE) schemes.

B. PRIVACY

The Merriam-Webster dictionary defines privacy as freedom

from unauthorised intrusion. Privacy is an important chal-

lenge in the IoT environment, due to availability of sensory

devices, and the speed and volume of information flow [33].

Any compromise of privacy may lead to problems such as

eavesdropping [34], [35], unauthorised access to, or alter-

ation or destruction of, information [36], hacking, identity

theft, forgery and social engineering [37]. Some organisations

are reluctant to adopt the IoT because of fears of privacy com-

promises [38], [39], particularly in cases that involve medical

data, in which maintaining the privacy and anonymity of the

user is of the utmost importance [22], [40]–[42] because of

legal and statutory requirements, which in turn affect trust to

adopt the IoT in the healthcare domain.

C. FAMILIARITY

Familiarity, according to the Cambridge dictionary, means

good knowledge of some fact, or an understanding based on

previous interactions [43]. Work by Gefen [44]showed the

importance of familiarity and trust in an e-commerce prospec-

tive.Also,Komiak and Benbasat [45] argued that familiarity

had an indirect positive influence on the intention to adopt

recommended agents. Use of familiar features also increased

product acceptance, usage and adoption [46].

D. TRUST IN IoT

Farahani et al. [47] in 2018 used a conventional trust frame-

work to discuss security in mobile networks as the key anchor

of IoT trust in terms of monitoring of device behaviours,

device identification, connection protocols and the connec-

tion process to devices. Security measures at device level,

could be adopted to enhance security. At the network level,

security could be improved by using point-to-point encryp-

tion techniques based on cryptographic algorithms, message

integrity verification techniques, and trusted routing mecha-

nisms. The research reported that security measures to pre-

vent data security and privacy were required to be adopted

at Cloud level, and appropriate training regarding awareness

was needed at human level.
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The heterogeneity and dynamicity in IoT systems lead

to difficulties in ensuring a build-up of trust during use of

the IoT. Ferraris et al. [48] proposed a design of a trust

framework and suggested that trust be included in the devel-

opment of any IoT entity, taking into consideration all the

phases of the system life-cycle. They concluded that trust in

the IoT system lifecycle was necessary to guarantee deliv-

ery of a good service for the entire system. Bao and Chen

developed a dynamic protocol for trust management which

enables IoT systems to deal with misbehaving nodes whose

status or behaviour might change dynamically. The proposed

protocol was capable of adaptively and dynamically adjusting

the best trust parameter settings to maximise the application

performance [49].

Another study, by Kotis and Vouros [50] presented an

extensible trust model that was seamlessly integrated into

the IoT ontology. The authors focused on IoT-trust mod-

elling, reusing existing trust models and ontology as well

as a framework for fuzzy semantics. The Kotis and Vouros

model showed through semantics that it could enable trust in

the IoT and ensure effective deployment in many contexts.

Machara, Chabridon, and Taconet, in their work, designed

meta-models for contractors by defining privacy and quality-

of-context conventions independently from those of the users

and the creators. The convenes were the key to the indepen-

dentmanagement of quality-of-context and privacy in the IoT.

However, these convenes would contribute to the building of

trust among all IoT participants [51].

Using a different method, Gu et al. [52] established a

formal trust-management control mechanism based on the

architecture modelling of the IoT. The authors deconstructed

the IoT into three layers: the sensor, core and application

layers. Each layer was controlled by separate sets of

trust management for self-organisation, effective routing

and multi-service tools respectively. The final decision-

making was performed by a service requester according to

the collected trust information and the requester’s policy.

To realise all these trust mechanisms, the authors used for-

mal semantics-based and fuzzy theory. The result was the

production of a general framework for development of trust

models for the IoT [52]. However, Leister and Schulzcriti-

cised the complicated nature of the framework, stating that

the composition of nodes and channels to complex networks

was a challenge in itself. The lack of consideration of trust

in relation to the quality of experience (QoE) was also seen

as a shortcoming. This relates to the user experiences of a

service and the authors stated that it should be considered in

the framework [53].

Distrust of information technology can increase if

a result arrives later than expected or is inaccurate.

Fernandez-Gago et al. [54] introduced a framework to assist

developers by involving trust in IoT scenarios, taking in

consideration identity and privacy requirements to provide

different services that allowed the inclusion of trust in the IoT.

One of the important challenges regarding trust in the

IoT is the establishment of remote IoT devices. This is

typically achieved by performing a distant ratification [55].

The researcher argued that most of the surveyed attestation

techniques, from the perspective of IoT devices had a role to

play in the establishment of trust in the IoT.

E. RISK PERCEPTION

Risk perception is the subjective judgment that people make

about the characteristics and severity of a risk. Asplund

and Tehrani [56] in a survey found that respondents were

not in consensus regarding the perception of risk. Many

researchers found that perceived risk influenced consumers’

online behaviour [57]–[60]. Jalali et al. [61] concluded that

the perceived risk was a major obstacle in IoT adoption.

Li [62] studied risk perception among users of smart devices

linked to the IoT at home and found that the risk percep-

tion was associated with knowledge of and anxiety regard-

ing the devices. Hsu and Lin [63] also reported that risk

perception was a key factor in determining IoT adoption.

Regarding user needs,AlHogail and AlShahrani stated that

trust was crucial when adopting IoT to ensure satisfactory

and expected transaction results. The authors developed a

conceptual model for trust that contained the main constructs

influencing trust towards the adoption of IoT technology:

three domain product-related factors, social influence-related

factors such as the consumer’s social network and community

interest, and security-related factors such as security of prod-

uct or services and perceived risk of product or services. Its

design was based on the theory of the TAM. Their findings

indicated that trust in the IoT affected positively the users’

perception of risk and uncertainty, and it enhanced the users’

acceptance of the technology that then had a positive impact

on the intention to adopt the IoT. [64].

F. ATTITUDE TOWARD USING IoT

Attitude can be defined as afeeling or opinion regarding

something or someone, or a way of behaving that is caused

by something or someone. Achituv and Haiman [65] found

that doctors held positive attitudes towards IoT-basedmedical

devices, whichmeant that they were aware of and ready to use

this technology. Kim [66] found that most IoT users show

a positive attitude towards using IoT devices, and ascribe a

greater quality to the information transmitted. Liu et al. [67]

reported that most users of the IoT in healthcare held positive

views regarding valuable functions and preferred solutions in

areas such as inventory or material tracking, and identifica-

tion and authentication that could make healthcare services

more effective, convenient and safe. Barsaum et al. [68] found

that even patients held favourable views towards using IoT

devices.

Accordingly, the theoretical framework for this study was

designed to reflect the literature discussed above. It is shown

in Figure 1.

The hypotheses that were developed from this theoretical

framework were:

H1: Security has a positive effect on trust in the IoT.

H2: Privacy has a positive effect on trust in the IoT.
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FIGURE 1. Theoretical framework.

H3: Familiarity has a positive effect on trust in the IoT.

H4: Trust positively affects the attitude toward using the

IoT

H5: Trust in the IoT has a positive effect on risk perception.

H6: Risk perception has a positive effect on the attitude

towards using the IoT.

H7: Risk perception mediates in the relationship between

trust in the IoT and users’ attitude towards using the IoT.

III. METHODOLOGY

The population of the research included all residents of

Oman, whether as citizens or expatriates, aged between

18 years and 60 years. The population of Oman was stated

in NCSI in 2018 to be 4,654,722. Of this number, 55.9 per

cent were Omani while the other 44.1 per cent were expa-

triates [69]. However, this study targeted only owners of

smart phones which had an available Internet connection.

A paper-based survey was adopted from a previously vali-

dated instrument to collect primary data for the study. This

survey was then adapted for an Omani context by adding a

few questions. Five members of the college of commerce and

business administration at Dhofar University, two of whom

had authored publications related to the IoT, reviewed the

first draft of the questionnaire to ensure that the questions

were understandable, readable and appropriate in the context

of the study. The questionnaire was required to be distributed

to Arabic speakers, and therefore, copies were translated from

English into Arabic. Two bilingual faculty members checked

and reviewed both the English and Arabic questionnaires.

Afterwards, a pilot study was conducted at Dhofar University

among part-time students studying commerce and business

administration. Most of these students are employees with an

average age of 30 years. The feedback from the pilot study

was utilised to modify the final survey.

To ensure confidentiality, all respondents were asked to

sign consent forms that explained the purpose of the study and

contained a guide regarding ways to answer the questions.

An ethics form was provided which assured respondents

of their anonymity when completing the questionnaire, and

explained how the data would be stored and for how long,

how it would be processed and how it would be destroyed at

the end of the study.

This study used the following previously validated instru-

ments: 1) The security and reliability items adapted from

previous work [70]–[73]; 2) The privacy items adapted from

former studies [71], [72]; 3) The familiarity items adapted

from [44]; 4) The risk perception items adapted from [71];

5) The items related to trust in the IoT adapted from [73];

and 6) The measurement of attitude towards using the IoT

adapted from [44].

Five hundred respondents were targeted. They were

required to own a smart device (smart phone, tablet or I pad)

with Internet access and a medical account in the national

medical system that is adopted in Oman. A non-probability

and convenient sampling method was used to target the

respondents, and all were selected on the basis of their acces-

sibility. All questionnaires were distributed in the Dhofar

Governorate which is the second-largest governorate inOman

after Muscat Governorate (the capital of Oman) in term of

population.

Of the 500 questionnaires distributed,426 were returned,

with 39 of these rejected as they were not completed, did

not comply with the research conditions, or all questions

were given the same answer. Then, 387 valid question-

naires, or 77.4 per cent of those distributed, were analysed

using the statistical analysis software SPSS 25 and AMOS

25. Exploratory and confirmatory analysis was applied for the

purpose of validating the instrument, while the hypotheses

were tested using the structural equation modeling.The fol-

lowing sections explain these instruments and how they were

applied in this study.

IV. DATA ANALYSIS AND RESULTS

A. EXPLORATORY STUDY

To remove any insignificant items from the adapted scale,

the study implemented the corrected item-total correlation

(CITC) analysis. Consequently, all the items of the study

scale exceeded the accepted threshold value of 0.30 [74], [75].

Removing items that fall outside this value helps to refine the

dataset and reduce the probability of it affecting the outcome

of the exploratory factor analysis. The result of the Skewness

and Kurtosis statistical test for each construct was between

+2 and −2 [76], showing that the responses regarding the

study’s constructs were normally distributed. Furthermore,

the Cronbach’s alpha shown in Table (2) indicate that all the

constructs were above the acceptable level of 0.70 [77].

To identify whether exploratory factor analysis (EFA) was

suitable for the collected data, the authors of this study con-

ducted Bartlett’s test of sphericity and the Kaiser-Meyer-

Oklin (KMO) test of sampling adequacy. The value of

Bartlett’s test of sphericity was less than 0.001, and the KMO

value was greater than 0.60, which meant that the EFA was

suitable for use with the collected data [78].

Furthermore, the results of the EFA using the principal

component analysis with varimax rotation showed that the

loadings of the measured items on their linked factors were

greater than 0.40 [79]. Therefore, these results confirmed that

EFA was suitable for the collected data.
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TABLE 1. KMO and bartlett’s test.

TABLE 2. Descriptive analysis and EFA factor loadings.

To check whether the common method bias was detected

in this study, all the items were loaded into one common

factor using Harman’s single factor score. From the data

in Table (3), it can be seen that the total variance for a

TABLE 3. One factor model (CMV).

single factor was less than 50 per cent [80], which means the

common method bias had no effect on the collected data.

B. CONFIRMATORY STUDY

Following the first set of analyses using EFA, the confirma-

tory factor analysis (CFA) was applied. To determine how

well the number of constructs was represented by the mea-

sured variables, the fit indices of a confirmatory model were

applied. Table (4) shows that all fit indices were within the

acceptable range.

TABLE 4. Fit indices of confirmatory model.

Table (5) presents the results of the CFA, which shows

how the convergent validity has been determined [81]. The

composite reliability of all constructs registered more than

0.70, and this result was confirmed by the test of average

variance explained (AVE). All constructs were within the

acceptable level of 0.50 [82]–[84]. Moreover, all the val-

ues of standardised factor loadings exceeded the acceptable

threshold of 0.50. Hence, the next step was to examine the

discriminant validity.

To confirm the discriminant validity [85], [86], the

Chi-square difference test was performed. Two models

resulted: model 1 showed that the constructs were not cor-

related, while in model 2, all constructs were correlated to

each other (see Figures 2 and 3). Thereafter, the Chi-square

difference was calculated, as demonstrated in Table 6.
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TABLE 5. Confirmatory factor analysis results.

TABLE 6. Model 1 & 2 of Chi-square difference test.

This confirmed a significant level at p = 0.00 <0.05, which

in turn determined the adequacy of the discriminant validity

test.

C. TESTING THE STRUCTURAL MODEL

The proposed model of the study was examined using struc-

tural equation modeling (SEM) as presented in Figure 4.

The structural model illustrates a good fit as all the fit

indices represented in Table (7) were within the recom-

mended values. Hence, with acceptable fit indices, the last

phase of the analysis could be performed, which was the

hypotheses test.

The study hypotheses were tested using the structural

model figures and by calculating the p-values with their

standard regression weights. The results obtained from the

structural model analysis are summarised in Table 8. The

accepted and/or rejected hypotheses are shown. The results

in Table 8 also revealed that security, privacy, and familiarity

FIGURE 2. CFA, constructs are not correlate.

TABLE 7. Fit indices of structural model.

indicated standard regression weights of 0.21 (p = 0.01),

0.23 (p = 0.00), and 0.56 (p = 0.00) respectively, inter-

preting 20 per cent of variance in the amount of trust as a

dependent variable. Trust in the IoT could be seen to show a

positive effect on both attitudes towards the use of the IoT and

the perceived risk, with standard regression weights of 0.40

(p = 0.00), and 0.92 (p = 0.00), correspondingly, with44 per
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FIGURE 3. CFA, constructs are corelate.

cent of the variance in the attitude towards using the IoT, and

26 per cent of the variance in the perceived risk.

However, the most interesting results of this study were

that the perceived risk positively affected the attitude

towards using the IoT, with standard regression weight of

0.57 (p = 0.00) explaining 57 per cent of the variance in

the attitude towards using the IoT. Also, the perceived risk

partially mediated the relation between trust and the attitude

towards using the IoT, with standard regressionweight of 0.47

(p = 0.00). The following section discusses the findings in

more detail.

FIGURE 4. Tested model.

V. DISCUSSION AND IMPLICATIONS

This study aimed to understand users’ attitudes towards the

use of the IoT in the healthcare sector by adapting and

extending prior work that involved rich conceptualisations

of technology acceptance models. A model that examined

the effect of a set of factors on attitudes toward the use of

the IoT was developed based on previous studies. Five key

contextual factors related to the acceptance of technology

were determined and involved in this model. To validate

the adapted model, a quantitative study was applied, which

revealed that the model was supported and interpreted 40 per

cent of the variance in the attitudes towards using the IoT in

healthcare. Themediator explained 47 per cent of the variance

in the attitudes toward using the IoT in the healthcare field.

A. THEORETICAL IMPLICATIONS

This work contributes to the body of knowledge in many

ways. First, it contributes to the literature regarding accep-

tance of technology in general and particularly of the IoT.

Whereas most prior studies have examined the technical

aspects of the IoT and its use [87]–[94], this work extends

the prior work by adapting a rich conceptualisation of IoT

adoption and incorporating important technology acceptance

factors with the aim of developing a better understanding of

the user attitude towards using the IoT in the health sector.

Traditional statistical analysis in the form of regression

analysis enables only the measurement of the causal rela-

tionship between the independent variables, such as security,

privacy, and familiarity, and the dependent variables, such
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TABLE 8. Results of hypothesis test.

as trust in the IoT or users’ attitudes towards using the IoT.

Yet no study has examined ways in which these factors can

affect attitudes towards the use of the IoT, or whether any

factor mediates in this relationship between two other fac-

tors. This paper addresses the challenges of implementing

the IoT by integrating multilevel statistical analysis, starting

with purification of the collected data and the removal of all

insignificant items, and ending with a hypotheses test that

uses the structural equation modelling method.

The study found that users’ trust was likely to increase

when users believed that no one could access their health

data without their permission. This was especially the case if

they had been protected through the use of various security

measures put in place by healthcare providers. Moreover,

users’ trust in the use of IoT increased when the healthcare

providers ensured that personal data would not be misused,

and when they used modern technologies to protect the

users’ data from hacking. A positive correlation was found

between user familiarity in using the new technologies, such

as devices, applications and the Internet, and their trust in

those technologies, and therefore they were more likely to

use healthcare services provided through the IoT.

Further, high levels of certainty, reliability and guarantees

offered through the IoT healthcare providers reduced the

users’ perception of the risks involved in use of the IoT and

therefore improved their attitude towards using the IoT.

Another contribution of this study was the demonstration

that risk perception mediates in and strengthens the relation-

ship between trust in the IoT and users’ attitude towards the

use of the IoT. Therefore, this study shed light on another

important aspect of IoT use in the healthcare sector.

By demonstrating the positive influence of security, pri-

vacy and familiarity on users’ trust in the IoT, this work

produced evidence of the importance of security, privacy,

and familiarity to emphasise the effectiveness role of overall

healthcare providers. This study also extended the research

regarding digital transformation by extending such studies

to the context of the IoT, and by developing a better under-

standing of ways in which risk perception mediated in the

relationship between trust in the IoT and users’ attitudes

towards using the IoT.

Users’ acceptance of information technology has been

investigated in a wide range of prior research [95]–[101], but

the users’ attitudes towards the use of the IoT had not been

adequately understood. Generally, the results of this research

were in agreement with many previous findings. However,

in some cases they were not in consonance with former

studies: for example, in other studies, security was perceived

to be the most critical factor affecting consumers’ decisions

to trust an IoT product [102]. Also, although some people

were concerned about the consequences of safety and secu-

rity [103], there was a significant effect but weak correlation

between security awareness and adoption of the IoT [104].

Yildirim and Ali-Eldin [105] observed that privacy concerns

regarding the collection of data did not have a significant

effect on the behavioural intention of using a wearable device

at the workplace. However, privacy was among the high-

est priorities of technology companies to ensure consumers’

trust [102], and it was found that privacy worries caused a sig-

nificant negative impact on consumers’ intentions to use the

IoT service [106], [107].

In the same context, previous experiences, or familiarity,

were found to have strong positive influence on online con-

sumers’ trust [72], while any reduction in perceived risk also

positively influenced the intention to use the IoT service.
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Any negative effect of perceived risk was at a medium level,

in line with the results from Yildirim and Ali-Eldin [105].

In other studies, respondents were reported to show less

concern about perceived risks, and trust in the IoT showed

a statistically significant positive relationship with users’

intentions to adopt the IoT [105], [108]. In contrast, another

study showed that trust was not a significant predictor of user

acceptance of the use of IoT technologies [10].

B. PRACTICAL IMPLICATIONS

This paper sought to determine the factors that affected users’

trust in the IoT to receive healthcare services, and how risk

perception mediated in the relationship between users’ trust

and users’ attitudes towards the use of the IoT. In this context

and given this study’s findings, healthcare providers need

to focus on improving their IoT infrastructure in order to

enhance their security and privacy levels. They should also

pay more attention to their users’ awareness of IoT use in

general, and consider ways in which they can augment and

sustain their clients’ security and privacy. Additionally, moti-

vating the public to use the IoT in the healthcare sector is

a key aim for healthcare providers, and they could consider

methods such as acknowledging or/and rewarding users for

genuine reviews or for referring a healthcare provider’s IoT

app to other users.

Regarding familiarity with the IoT, healthcare providers

could recruit well-known users who play critical roles in their

communities, particularly through social media, train them

on the use of the IoT in the healthcare sector, raise their

awareness regarding the pros and cons of that use, and then

present them as ambassadors to the target community.

The results indicated also that the influence of trust in the

IoT on users’ attitudes toward using it in the healthcare sector

was stronger when the perception of the risks involved was

small. This highlights the importance of risk perception and

its effect on users ‘attitudes toward using the IoT. Healthcare

providers should reinforce awareness regarding the use of the

IoT in the healthcare sector, and use legal methods such as

cookies to track people who are likely to adopt the IoT for

their healthcare services. To increase the potential of these

methods, healthcare providers should maintain up-to-date

records regarding potential IoT users to develop and manage

good relationships with these users. Moreover, healthcare

providers can prepare users by offering training on how to

receive healthcare services through the IoT, with the emphasis

on the high level of security, and on ways to check and

maintain their privacy. This type of training would reduce risk

perception and encourage users to adopt IoT tools.

VI. LIMITATIONS AND FUTURE RESEARCH

Despite the significant findings of this study, there were limi-

tations which could be addressed in future research. First, this

paper explored the attitude toward using IoT technologies to

receive healthcare services. Future research may investigate

the application of this model to other potential uses of the

IoT such as in-house electricity control, remote control of the

users’ cars, and reserving car parking spaces.

Second, this study examined the users’ attitudes only;

actual usage behaviour of the IoT to receive healthcare ser-

vices was not measured. This could be added into the model

and would enable the addition of factors that considered

outcomes of using IoT technology, such as the perceived

value.

Third, this paper inspected the attitudes towards using the

IoT in a developing economy, and the sample was selected

from only one country. Future studies are advised to expand

the study to cover the Gulf region. Additionally, the proposed

model could be utilised in a comparative study to determine

and compare users’ attitudes in developing and developed

economies.

Fourth, in this paper, a mediation role was embedded in

the proposed model, yet other moderators such as the cultural

dimension, gender and propensity to trust could be added

to future research. Lastly, the study investigated the effect

of levels of security and privacy without examining their

components, or ways in which other factors might affect

them. Therefore, future studies could investigate the main

factors that affect security and privacy, thereby increasing

users’ acceptance of IoT technologies.

VII. CONCLUSION

The main purpose of this study was to investigate the impact

of security, privacy and familiarity on users’ trust in the IoT,

and to explore the effect of trust on users’ attitudes towards

using IoT technologies to receive healthcare services. It also

measured ways in which risk perception mediated in the

relationship between user trust and attitudes towards using

the IoT.

To validate an existing adapted instrument, exploratory and

confirmatory analysis were applied, while structural equation

modelling was applied to test the proposed hypotheses.

It was found that security, privacy and familiarity all

affected the users’ trust in the IoT in the healthcare area. Trust

in the IoT was also affected by both the users’ risk perception

and their attitudes towards using the IoT. Finally, the level

of risk perception was found to affect the users’ attitudes and

partially mediated in the relationship between users’ trust and

users’ attitudes towards using the IoT.

This study contributes to literature regarding IoT adoption

by developing a thorough understanding of ways in which

security, privacy and familiarity affect user trust in the IoT,

and how that trust affects user attitudes towards using IoT

technologies. In addition, it measured how levels of risk per-

ception mediated in the relations between the users’ trust and

their attitudes. Consequently, the findings recommended that

IoT technology producers and IoT-based healthcare providers

needed to improve the sophistication of the security and pri-

vacy embedded in their IoT devices and applications, or/and

to design high-quality awareness programmes to teach the

public ways in which they could use the IoT safely, and to

reduce the users’ perception of the risks of this technology.
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