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Abstract: The interplay between finance and technology with the use of the internet triggered the
emergence of digital payment technologies. Such technological innovation in the payment industry
is the foundation for financial inclusion. However, despite the continuous progress and potential of
moving the payment landscape towards digital payments and connecting the population to the ubiq-
uitous digital environment, some critical issues need to be addressed to achieve a more harmonious
inclusive and sustainable cashless society. The study aims to provide a comprehensive literature
review on the emerging digital payment technologies and associated challenges. By systematically
reviewing existing empirical studies, this study puts forward the state-of-the-art classification of
digital payment technologies and presents four categories of digital payment technologies: card
payment, e-payment, mobile payment and cryptocurrencies. Subsequently, the paper presents the key
challenges in digital payment technologies categorized into broad themes: social, economic, technical,
awareness and legal. The classification and categorization of payment technologies and associated
challenges can be useful to both researchers and practitioners to understand, elucidate and develop a
coherent digital payment strategy.

Keywords: digital payment technology; digital payment system; mobile payment; e-payment;
cryptocurrency; card payment; challenges; systematic review

1. Introduction

Modern-day transactions are constantly shifting from cash-based transactions to those
that are electronic-based. The ubiquitous connectivity of ICT contributes enormously to the
transformation of the financial business market and their operations [1]. The trend towards
digitalization and the use of the internet has brought about major changes in the ways
the global economy functions. The emergence of a broad range of financial technology
(FinTech) applications enables consumers to move beyond the conventional cash-based
payment system. Digital payments are becoming the norm in people’s daily lives. These
rapid developments in the financial sector lead to the invention of many digital payment
technologies, through which payers and payees both use digital apps to send and receive
money. Thus, the payment system is rapidly changing from coin-based and paper-based
money to digital forms of payments that are convenient, fast and cost effective [2].

The COVID-19 pandemic brought the payment industry to this new normal. The
pandemic escalated the use of digital payments and pushed industries to higher levels
of collaboration and innovation. According to the world payment report 2020 [3], the
increasing usage of non-cash transactions is questioning the future of cash as a payment.
As per the report, global non-cash transactions grew more than 14% in 2019, the highest
in the past few decades, to reach over 708 billion transactions [3]. Subsequently, in 2020,
the digital payment portion of all transactions had a global transaction value of USD
5204 billion and is the largest segment within FinTech, as per the digital payment report
2021 [4]. As COVID-19 accelerates the digital shift, new regulatory initiatives and industry
changes are fostering innovation, which is boosting trust, increasing collaboration and
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stemming pandemic-driven uncertainty. The payment industry is rapidly prioritizing
digital transformation to stay competitive [3]. Therefore, as firms embrace these new
changes, we will become more engaged and aligned with their customer payment journeys.

The benefits of using digital payment technologies go beyond convenience. Digital
payments expand the potential customer base for merchants, reduce cash-handling costs and
bring many informal shadow economies to the fore, increasing tax revenues for governments.
All of these factors and other advantages of using digital payment technologies can help
in reducing economic friction [5]. As a result, overall spending and consumption will be
increased, leading to greater production, an increased number of jobs, higher wages and
economic growth [6]. However, despite the numerous benefits, there are a lot of challenges
associated with digital payment technologies. For example, the payment industry seems to be
burdened with an increased risk of privacy [7], cybersecurity, fraud and other threats [8,9]. The
security breaches and lack of knowledge about payment technologies among users are some
of the primary concerns for individuals and organizations [10]. Furthermore, the need for
infrastructure modernization and digital transformation has been highlighted together with a
call for attention to banks’ navigational strategies in light of new risks and ‘unpredictable and
unforeseen’ situations, such as the COVID-19 pandemic [3].

Although there are many existing studies on digital payments addressing various issues
(e.g., business model [11,12], technological infrastructure [13,14], technology adoption [15,16]),
there is a lack of research, which provides a comprehensive synthesis and a universal clas-
sification of digital payment technologies and associated challenges. For instance, there are
some forms of payment technologies referred to in previous studies [15,17,18]. Nevertheless,
these studies concentrate on a single mode of payments. For example, the classification by
Casino et al. [17] is on blockchain technology-based cryptocurrencies and Dahlberg et al. [18]
is on mobile payments. Furthermore, the challenges associated were mostly mentioned as
part of the adoption studies. For example, Ahmad and Hamzah [15] emphasized challenges
in mobile payment technologies in emerging economies and Kabir et al. [19] studied issues
related to the adoption of e-payment systems. Thus, this study aims to bridge these gaps,
provide an overall picture and a state-of-the-art overview of the widely dispersed knowledge
on the emerging digital payment technologies and their challenges and answer the two over-
arching research questions: (1) What are the emerging digital payment technologies and (2) what are
the challenges associated with them?

The remainder of this paper is organized as follows. The next section presents the
research background, including the definition of digital payment technology and other related
terms used in the review context, as well as related work, which identifies the research gap
and rationale for this review. The methodology is covered in Sections 3 and 4 is devoted to the
findings and discussions. In Section 5, the limitations of the study with some recommendations
for further work are presented and Section 6 contains the conclusion.

2. Research Background
2.1. Digital Payment and Digital Payment Technologies

Digital payment refers to transactions that occur through digital or online means
without physically exchanging cash. The payer and payee both use a digital medium for
the transaction, for example, making payments for your purchase using a mobile device
(smart phone) via wireless connection or other communication technology means [18].
Digital payment also refers to electronic transactions that take place via the internet, e.g.,
payment by credit or debit card, whether online or in person at a supermarket or another
shop [20]. It also includes payments made through cryptocurrencies, such as bitcoin, which
facilitates an encrypted, peer-to-peer digital barter [21].

The digital payment services are made possible through digital payment technologies.
The technologies used for digital payment transactions include e-payment technologies, such
as eChecks and BNPL solutions (Buy Now, Pay Later), which initiate transactions between
parties digitally. With online shopping gaining popularity, e-payment technologies are the
most-used payment technologies. Similarly, card payment technologies include credit and
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debit cards that can be used both online and in person and can include the use of Near-Field
Communication (NFC) chips when used in person. Touch-free payment using NFC enables
connection between two electronic devices over a short distance. This contactless payment
has become more popular due to its convenience, speed and reliability, and has proved more
useful during the pandemic because of health restrictions and safety precautions [22]. Other
popular payment technologies include mobile payments, e.g., mobile e-wallets, such as Apple
Pay, PayPal, Samsung Pay and Google Pay. These are virtual wallets, which provide great
convenience and more secure financial services to the consumers. Similarly, cryptocurrencies
are another form of emerging digital payment technology. For example, the blockchain-based
cryptocurrency ‘bitcoin’ has the potential to revolutionize the digital financial market by
creating a free-flowing trading system without fees [21].

The ‘emerging digital payment technologies’ in this study context refer to the digital
payment systems or digital payment methods or technologies used to make payments for
transactions. They are relatively new and characterized by persistent growth over time
with potential socio-economic impacts. Thus, the use of these digital payment technologies
generally will yield benefit for the wider population at large [23].

2.2. Related Work

The related work in this research was explored in order to spot the research gap in
the existing literature (see Table 1). Similar to this review study, Diniz et al. [24] carried
out an extensive literature review of 192 papers to synthesize knowledge about actors
and institutions of mobile payment technologies. Similarly, Karsen et al. [25] conducted a
review on the key technological factors related to mobile payments. Their study identified
17 key technological factors for using mobile payment technologies. Another review
study by Dahlberg et al. [18] focused on the past, present and future of mobile payment
technology. They focused on the impacts of the social and cultural aspects of mobile
payment methods. The study also included comparisons between mobile and traditional
payment services. Ahmad and Hamzah [15] reviewed a growing volume of studies on
mobile e-wallet adoption in developing countries. The study found that electronic wallets
have emerged as one of the most popular digital payment methods and gained more
attention from researchers. Kabir et al. [19] reviewed 51 papers on e-payment adoption and
highlighted the use of scope, methodology and information system models.

Table 1. Previous reviews vs. this review.

Review by No. of Papers Focus of the Study

Our review (2021) 58 Emerging technologies of digital payment and
challenges associated with them

Ahmad and Hamzah [15] 77 Mobile e-wallet in emerging economies

Kabir, Saidin and Ahmi [19] 51 Adoption of e-payment systems

Casino, Dasaklis and Patsakis [17] 54 Applications related to blockchain technology

Diniz, Porto and Cernev [24] 192 Mobile money and payment

Dahlberg et al. [18] 73 Past, present and future of mobile payment technology

Patil, Dwivedi and Rana [26] 21 Adoption of digital payment technologies

Karsen, Chandra and Juwitasary [25] 54 Technological factors of mobile payment

Casino et al. [17] conducted a review of 54 papers concerning blockchain-enabled
applications. The study included a systematic classification of applications related to
blockchain technology and established trends and key areas of research. Their study
highlighted the potential disruption of blockchain technology to revolutionize ‘business-as-
usual’ practices. Another study by Patil et al. [26] explored 21 articles to determine factors
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influencing the adoption of digital payments, showing the drivers and inhibitors for the
adoption of the digital payment technologies.

As mentioned above, the previously published literature reviews were mostly focused
on the adoption of digital payment technologies, such as the adoption of e-payment
systems and mobile e-wallet payment methods’ adoption in developing countries. The
previous reviews also focused on a particular technology used for digital payments, such as
blockchain-based applications, mobile money, e-wallet and mobile payments. In contrast,
this paper provides a systematic summary of the widely dispersed knowledge on emerging
technologies used in digital payment systems. Digital payments occur through a variety
of technologies, such as debit cards, credit cards, ATMs, online transactions and mobile
phones. Through a systematic literature review (SLR) of empirical studies on digital
payments, the paper aims to map out the existing knowledge on emerging digital payment
technologies and the challenges associated with them.

3. Methodology

To provide a systematic, transparent and reproducible literature review of digital
payment technologies, the 8-step guidelines suggested by Okoli and Schabram [27] for
conducting a systematic literature review of information system research were followed.
The step-by-step review process is as Figure 1:
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Figure 1. Illustrating Systematic Review Process (Okoli and Schabram, 2010).

Step 1: Purpose—The purpose of this research was to synthesize the existing empirical
knowledge on the emerging digital payment technologies and associated challenges.

Step 2: Protocol—Predefined eligibility criteria were set before the initial ‘search pro-
cess’ (step 3). The protocol consists of the ‘inclusion and exclusion’ criteria. The articles
meeting the delimitation criteria are to be included for the review (e.g., articles written in
English, published journal articles and conference proceedings), whereas articles written in
languages other than English, research in progress or ‘articles in press’ are to be excluded
based on the criteria set in Table 2.

The study includes only empirical articles; thus, conceptual papers, such as literature
reviews and book chapters, are to be excluded. However, the insights gathered from those
articles are considered in the theoretical background of the study.

Step 3: Literature Search—This step shows the search process and initial selection of
papers, including the keywords and databases used, the applied delimitation criteria set in
Table 2 above and the number of articles found through the search process (see Table 3). The
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literature search was carried out in August 2021. We searched two main databases—‘Web
of Science’ (WoS) and ‘Scopus’—with the keywords identified in Table 3. The keywords
were searched in the articles’ titles, abstracts and keywords. As defined in step 2 (protocol),
only peer-reviewed scholarly articles from journals and conferences were considered, with
no date restrictions. The search was not limited by date because although the field of study
is growing and digital payment technologies are changing rapidly to cope with the latest
challenges, there is a lack of relevant empirical studies on this overarching topic.

Table 2. Inclusion and exclusion criteria.

Selection Criteria Eligibility Criteria

Inclusion

Empirical studies only: Peer-reviewed research articles
(final stage), conference proceedings and reviewed papers

(in English language)
Without time-frame restrictions

Exclusion

During title screening and prior to downloading the article

- Non-English articles, articles with missing abstracts,
articles in press

During abstract screening

- Literature review articles (secondary source),
inaccessible to full text

During full-text screening

- Conceptual papers and book chapters

Table 3. The searching and selection process.

Keywords Searched Database Delimitation Criteria No. of Papers

“digital payment” AND “digital
payment system” OR

“digital payment” AND emerging AND
technology OR

“digital payment”AND risks OR
“digital payment”AND challenges

Web of Science Publication stage: Final
Publication years: No time-frame restrictions

Document types:
(Journal Articles and proceeding reviewed papers)

Language: (english)

37

Scopus 106

Total 143

Subtracted “Papers with no full text access” −21

Subtracted “Duplications” −22

Total articles retrieved through the search process (downloaded for reading) 100

The initial search was conducted in the WoS database as it is known for its in-depth
coverage of peer-reviewed articles with high-quality content [28]. The WoS search was sup-
plemented by searching the Scopus database, which offers a wider range of journal articles
compared to WoS [28]. Through the initial search process, 143 articles were retrieved. We
then compiled the articles from both the databases and found 22 duplicates and 21 articles
without full-text access. After subtracting the duplicates and no-full-text-access articles, we
were left with a total of 100 articles, as shown in Table 3 above.

Step 4: Practical Screen—The 100 articles obtained via the ‘literature search’ step above
were then put to practical screening by carefully reading the ‘abstract’ of each article. The ar-
ticles were screened out based on content applicability with regard to the research questions.
This step is to refine the searched articles so that the study is practically manageable [27].
The generalized studies related to digital payment technology with no information on
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specific applications, published book chapters, lecture notes and grey literature, such as
company reports, working papers and government documents, were excluded. In total,
26 articles were weeded out in this step and only 74 articles were considered for quality
screening in the next step (see Table 4).

Table 4. Articles selected through (Step 4 and 5)—practical and quality screening.

Article
from

Search
Process

Practical Screening Quality Screening

Eligibility Criteria
Articles

Screened-
Out

Articles
Selected Eligibility Criteria

Article
Screen-

Out

Article
Selected

100

Inclusion criteria:

â Content applicable to the
research question

â Studies related to digital
payment technologies

â Articles on challenges
associated with Digital
payment technologies

Exclusion criteria:

â Generic reports related to
digital payment
technology without
describing the specific
application

â Grey literature e.g.,
published book chapters,
Lecture notes,

â No full-text access to
some relevant papers,
therefore excluded

26 74

Inclusion criteria:

â Empirical studies which use
the appropriate
methodology and data
collection strategies

â Studies provide clear and
valid practical and
theoretical contributions

â Studies present quality
arguments with reliability
and validity.

Exclusion criteria:

â Literature Review papers
using secondary sources

â Conceptual papers which
do not present original data

â The central statement lacks
a sufficient quality of
argumentation that contains
fallacies.

22 52

Articles selected through backward citation search +6

Total No. of empirical studies used for the review 58

Step 5: Quality Screen—The 74 eligible articles selected through the previous step were
then screened for quality by closely reading through the content (full text) of each article.
Since only empirical studies were included in this study to ensure the quality of the review,
the quality screening mainly judged the methodological validity and reliability of the findings.
Thus, the articles were screened out based on assessment of methodology employed in the
study, including the data collection methods and findings [29]. For example, quantitative
studies were assessed based on the reliability of the methodology, such as to check if the study
applied acceptable statistical methods. For scoring qualitative studies, the guidelines from
Hart [30] were used, which highlight the importance of argumentation analysis. The studies
were examined on the basis of how the arguments were built and if the basis of the arguments
was derived from inference, assertion or supposition [30]. Thus, the studies providing valid
and quality arguments for their claims were included. Additionally, the articles’ practical
and theoretical contributions were assessed and studies with clear and valid contributions
were included. As a result of this step, 22 articles were screened out and only 52 articles were
selected for the final review. Further, 6 additional relevant articles were selected through
backward citation searching and, in total, 58 empirical articles were finally confirmed and
selected for the review (see Table 4).

Step 6: Data Extraction—With practical and quality screening completed, a final set
of 58 articles was selected and confirmed for the review. After completing the reading,
we started extracting the data from each article. The data extraction form (excel form),
defined and piloted during the protocol (step 2), was used to record the data accurately [31].
The process for extracting and preparing the data included identifying and recording the
digital payment technologies investigated in the articles, along with the key findings, to
specifically address the first research question. Then, the different risks and challenges
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associated with digital payment technologies were gathered to prepare data for answering
the second research question.

Step 7: Data Synthesis—The data extracted were then analyzed, compared and or-
ganized into different key themes [32] that help to define the broad topic area of digital
payment technologies and associated challenges. We strategized and formed a logical ap-
proach for categorizing and presenting the data we extracted [33]. We synthesized the data
by categorizing and discussing each broad theme for digital payment technologies, such
as card payments, e-payments, mobile payments and cryptocurrencies, and for associated
challenges, such as social, economic, technical, awareness and legal challenges. The figures
and tables were used to effectively communicate the findings in the next section.

Step 8: Writing the Review—The previous 7 steps sufficiently documented the review
method; any future researcher should be able to reproduce the same results [27]. The review
report is thoroughly discussed and conceptualized jointly by the authors, with a consensus
on writing ideas and layout styles. In order to make the review write-up presentable and
increase the chances of the study being widely disseminated, the authors focused on stating
the findings concisely and clearly as well as making them understandable to readers [34].

4. Results and Discussion

This section presents the findings of the review.

4.1. Emerging Digital Payment Technologies

Figures 2 and 3 and Table 5 below present key themes identified for digital payment
technologies. They are broadly classified into four main modes of digital payment technolo-
gies, namely, card payments, e-payments, mobile payments and cryptocurrencies. Each
digital payment technology is grouped under one of these theme categories and each theme
is discussed below and supported by relevant studies.
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Table 5. Empirical studies conducted on digital payment technologies.

Digital Payment Technologies References

Card Payments
(Credit/Debit card, Prepaid card) [11,13,35–46]

E-Payments
(SADAD, E-Wallets, Electronic fund transfer, e-banking, eCheck, EFTPOS,

PagoPA, IrFM, Belt & Road silk Currency, Digital cheques, P2P fund
transfer, Russian PayCash, OPERA (Google Wallet, Apple Pay,

Samsung Pay), GoPay & OVO)

[11,13,16,37,41,44–60]

Mobile Payments
(Mobile Wallets, P2P fund transfer, NFC based POS, mobile app (venmo),
MWR app, OPERA (Google Wallet, Apple Pay, Samsung Pay), GoPay &

OVO, SWIPP, UPI (Unified Payment Interface) iRFM, JoMoPay)

[8,11–13,35–38,40,41,45,46,61–73]

Cryptocurrencies
(Bitcoin, Ethereum, Qtum -based on Blockchain, DCC—Digital

Community Currency (virtual), Digicash, ID-based blind signature
scheme, Other Blockchain cryptocurrencies)

[49,54,64,74–83]

4.1.1. Card Payments

Card payments are one of the digital payment technology services made available
by banks and other financial institutions to their customers. It is a more conventional
form of payment compared to other categories, such as e-payments, mobile payments
and cryptocurrencies. The cardholders have access to their bank accounts through the
use of bank cards and make payments online or via POS machines. All card payment
technologies are regarded as easy and convenient ways of making payments. However,
they operate with some key differences. Debit cards allow the cardholder to pay from a
deposit previously made at the bank, whereas credit cards let the cardholder spend money
or withdraw cash from the ATM by taking a certain amount of money from the card service
provider [84]. On the other hand, prepaid cards are a convenient way to pay for things
when not carrying cash. A prepaid card is a card bought with money loaded on it, so that



Future Internet 2023, 15, 21 9 of 21

we can use the card to spend up to that amount. Prepaid cards work like debit cards, but
the difference is we do not need a bank account to obtain a prepaid card.

Out of 58 reviewed papers, 14 examined card payments (Table 5 and Figures 2 and 3)
in India, Sweden, Denmark, India, Ukraine, Indonesia and Kyrgyz Republic. The majority
of the empirical studies examined card payments in the context of India. This is mainly
because several studies were conducted during the period of demonetization to empirically
examine the adoption of digital payment systems to provide valuable insights to economists,
policy makers and payment service providers. Demonetization triggered citizens to adopt
digital payment systems [13,14,45,46,69]. Post demonetization, and particularly during
the COVID-19 pandemic, there was a sudden increase in the usage of card payments in
India. For instance, vendors and other small businesses, such as cafés, small restaurants
and shops, auto-rickshaw drivers, etc., started using card payment technologies. The
government further encouraged citizens to adopt digital forms of payments by offering
financial incentives [39,45].

Dimitrova et al. [37] studied Sweden, a country known for being a role model of a
cashless society. In Sweden, it is the norm for people to pay by card and other methods of
digital payment services. The use of digital payment technologies, such as card payment
transactions, is increasing in everyday payment processes [37]. Similarly, Pizzol et al. [42]
studied new possibilities of combining card payment data as society becomes more digital-
ized. They studied the neighboring country, Denmark, where most purchases use credit
cards. In their study, the card payment data were used to determine consumer expenditure
and environmental footprints of consumption patterns [42]. Card payments also signifi-
cantly impacted the economy [43]. Ravikumar et al. [43] confirmed that USD 983 billion
was added to the GDP of 56 countries through card payments from 2008 to 2012, and this
increased consumption by an average of 0.7%.

4.1.2. E-Payments

E-payments or electronic payments are generally known as payment technologies
that do not involve physical cash, bank drafts or cheques [9] and the transactions usually
take place through using internet services. It can also refer to the banking products and
services that are being delivered to customers automatically via the internet [85]. In this
study, e-payment and mobile payment technologies are categorized differently (see Figure 2
and Table 5). E-payment technologies refer to online payments that may or may not use
mobile devices to complete transactions, whereas mobile payments use mobile phones
for transactions. E-payments can be accessed either online through an e-payment website
or online applications using, e.g., a laptop, tablet or desktop computer, while a mobile
payment technology can be installed on a mobile device as an application and allows for
“tap to pay” while shopping, often using an NFC chip. The payment through mobile
payment technologies is normally made by tapping a POS machine (contactless payments)
or scanning a QR code with a mobile phone. In general, mobile payment technologies can
be seen as part of e-payment technologies. Some digital payment technologies (e.g., Google
Wallet, Apple Pay, Samsung Pay) can be classified as both E-payments and mobile payments.
However, there are some mobile payment technologies specially designed for mobile
phones. For instance, the Swish app in Sweden is only available for use on mobile phones
(e.g., iPhone, Android Phone). Swish is not available for use on laptops or desktops.
Therefore, it is necessary to have a separate payment mode on mobile payments, which is
described in Section 4.1.3.

As shown in (Table 5 and Figures 2 and 3), 22 studies out of 58 focused on e-payment
technologies in countries, such as India, Sweden, Zimbabwe, Italy, Nigeria, Ukraine, Indonesia,
China, Jordan and the UK. The emerging e-payment technologies found in these studies
include SADAD, E-Wallets, electronic fund transfer, e-banking, eCheck, EFTPOS, PagoPA,
“The Belt & Road” silk currency, OPERA (Google Wallet, Apple Pay, Samsung Pay), GoPay &
OVO (Indonesia) and P2P fund transfer, etc. One of the most used e-payment technologies is
the ‘e-wallet’, which uses electronic devices, such as computers or tablets or mobile phones,
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to carry out transactions. There is a notable increase in the use of e-wallets because of their
relative advantages as compared to debit and credit card payments. Although an e-wallet
works the same as card payments, it has attractive cashback functions, a reward system, more
convenient and better security features and, unlike debit or credit cards, e-wallets do not
charge transaction fees [62]. Another similar e-payment technology is the ‘digital wallet’ [53],
where users can transact online by linking their bank accounts. Digital wallets use electronic
devices, e.g., Apple Pay is only available on Apple devices and Samsung Pay is on Android,
whereas PayPal is on both Apple and Android devices. Several factors influence the adoption
of digital wallets, e.g., in India, the government’s vision of transforming the country into a
cashless economy triggered growth [53]. Contrary to the digital wallet and e-wallet, which
are both online payment systems, OPERA is an offline payment system for digital cash
transactions between peer to peer [66]. OPERA addresses the limitations of other e-payment
systems in terms of maintaining the key features of offline cash payments. Through the
use of a ’one-time readable memory’ and digital token, it enables a standard offline digital
technology, which is unique to digital cash [66]. The electronic device EFTPOS stands for
Electronic Funds Transfer at Point-of-Sale terminal. EFTPOS assists in initiating the transaction
between a customer’s personal bank account and a merchant’s account. The use of EFTPOS
reduces the demand for cash and lowers the overall use of currency [16]. Another interesting
and emerging e-payment technology is ‘The Belt & Road’ silk currency, which is China’s new
generation e-payment system applied in ‘The Belt and Road’ initiative. Studies show that
this e-payment technology will evolve into ‘one main stem with many other branches’ in the
future [54]. The mechanism design of the four e-payment systems to be used in the future
of “The Belt and Road” is: “The Belt and Road” ‘silk currency’ system based on the Euro
mechanism, ‘Silk Road’ currency, one main stem with many other branches of e-payment
systems and eSDR-based digital currency payment system for super-sovereign states [54].

4.1.3. Mobile Payments

Mobile payments refer to payments for goods and services using mobile devices, includ-
ing wireless handsets, PDAs, radio frequency devices and NFC-based devices [86]. Through
the usage of mobile devices, mobile banking allows customers to perform various banking ac-
tivities. Mobile banking activities are conducted by using mobile internet technologies (Chong,
2013). Out of 58 studies reviewed, 28 studies (Table 5 and Figures 2 and 3) investigated emerg-
ing mobile payment technologies. These studies were conducted in various countries, such
as India, Sweden, USA, Indonesia, 6 GCC (Saudi Arabia, Kuwait, the United Arab Emirates,
Qatar, Bahrain, and Oman), Denmark and Kyrgyz Republic. The prominent mobile payment
technologies mentioned are: Mobile Wallets, P2P fund transfer, NFC-based mobile payment,
mobile app (Venmo), MWR app, OPERA (Google Wallet, Apple Pay, Samsung Pay), GoPay &
OVO (Indonesia), SWIPP and UPI. For example, India is emerging as a global competitor in
innovative payment systems, and various mobile payment technologies have been introduced
nationwide, such as UPI (Unified Payment Interface), mobile banking and mobile wallets.
Subsequently, challenges in terms of acceptance of digital payment by users belonging to
different age groups were also identified [65].

Mobile payment technologies are increasingly popular for transactions as they offer
relatively high security online as well as in physical shops [37]. For example, Swipp, a
common bank-sector mobile payment app that was launched in the Danish market in 2013,
allows for secure P2P payments. Swipp is used by customers of some of the largest banks
in Denmark—Nordea, Nykredit, Jyske Bank, Sydbank, Arbejdernes landsbank and Spar
Nord—and some local banks. Eighty-one banks in Denmark are in partnership with the
Swipp network and it is integrated with the mobile banking app of each of the participating
banks. This app makes transactions easy as a user could send money to anyone who
also has Swipp, regardless of which mobile banking app they were using. Swipp is an
account-based mobile payment technology that is used for transferring money through a
mobile phone number [71].
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Mobile payment technologies are mostly adopted by millennials. A study conducted
by Singh and Mudang [69] in India shows that mobile phones are particularly popular
amongst Generation Y and that they are not merely used as a music player, a navigation
device or a camera device but largely for their payment services [69]. India has been the
world’s second-largest smartphone consumer since 2016 and has launched several mobile
wallet options, such as Paytm, Mobikwik, m-Pesa, Airtel Money, etc. One of the latest trends
in short-range wireless technology that is widely used in the payment industry is the NFC
chip. The use of NFC in mobile payment technology has gained popularity mainly because
it is fast, efficient and reliable. NFC-based mobile payments are made through “touch and
go” apps, which are relatively easy to use [38].

4.1.4. Cryptocurrencies

Cryptocurrency is a form of digital currency secured by cryptography that makes it
nearly impossible to counterfeit or double spend. Most cryptocurrencies are decentral-
ized networks based on blockchain technology and are secured by encryption. There are
13 studies on cryptocurrencies out of 58 reviewed articles (Table 5 and Figures 2 and 3).
These studies were concentrated in the US, EU, Russia and across international boundaries.
The cryptocurrencies studied include Bitcoin, Digicash, DCC—Digital Community Cur-
rency (virtual)—ID-based blind signature scheme and other blockchain-based cryptocur-
rencies. For example, Bitcoin, as an emerging digital payment technology, is revolutionary
in financial markets. It emerged as a peer-to-peer payment system combining modern
cryptology and communications technology and can meet the need of decentralization,
controlling of money supply, estimating the amount of money in circulation and reducing
inflation. Some of the studies focused on the fluctuation in price and investment oppor-
tunities in digital cryptocurrencies represented by Bitcoin, e.g., [82], while other studies,
e.g., [49], explored the characteristics of cryptocurrency and its potential vulnerabilities to
money laundering (ML) and financing terrorism (FT) and recommended assessments of
the risks associated with cryptocurrencies in terms of ML and FT against their functions in
the financial system.

Some of the studies evaluated user privacy in Bitcoin. For example, the privacy standard
of Bitcoin in a university setting was investigated [76] and the findings revealed that the
privacy measures offered by Bitcoin were inadequate to safeguard user privacy. Thus, the
study recommended measures to enhance the privacy protection features of Bitcoin, which
ultimately helped in reducing the concerns raised over the privacy issues of Bitcoin. Similarly,
other studies explored the factors influencing consumers’ adoption of Bitcoin as a form of
payment, e.g., a study by Almarashdeh et al. [74] showed significant factors, such as self-
efficacy, transaction processing, securing and control and perceived trust for the adoption
of Bitcoin. Additionally, they suggested further research on experience, age, gender and
educational level [74]. The other form of cryptocurrency is virtual currency, referring to
unregulated digital money created and owned by its developers and adopted by virtual
community members. This type of digital money functions like any other currency in certain
situations; however, it lacks some of the features of real money [78]. Thus, the DCCs are
used for some transactions within a particular group of geographical locations or interest.
A study by Diniz et al. [78] inspected 22 DCC platforms and identified 4 distinct groups of
DCC, which contributed towards providing more knowledge to investigate a specific case of
a DCC platform. It was reported that the use of DCC has been increasing because of financial
crises and increased use of digital devices. For example, the Icelandic nationwide blockchain
cryptocurrency “Auroracoin” was developed in response to the 2008 financial crisis [87].
Studies have also shown that even though DCC helps in social and financial inclusion, digital
payment studies have not considered an in-depth study on DCC [78].

4.2. Challenges

Digital payment systems, despite their numerous benefits, come with their own chal-
lenges. These challenges vary from country to country, depending on the socio-economic
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factors as well as technical, legal (regulations) and awareness level of citizens. For instance,
in some developing countries, the digital payment systems successfully drive financial
inclusion (e.g., M-Pesa in Kenya). However, in some developed countries (e.g., in Scandi-
navian countries, especially Sweden), where the use of cash is rapidly declining and the
country is becoming cashless, there is a challenge in terms of digital divide, as businesses
decide not to accept cash. Businesses prefer digital payments because handling cash is
expensive for them as it incurs expenses in obtaining cash from banks, reconciling the cash
at the end of each day, storing cash and transferring the cash back to their bank accounts.
Thus, in this section, we address research question 2: What are the challenges associated with
the digital payment technologies? The challenges are classified into five main themes (Figure 4
and Table 6), namely social, economic, technical, awareness and legal.
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4.2.1. Social Challenges

Social challenges of digital payment technologies are associated with social influence,
which is connected to a person’s feelings that their friends and acquaintances think that
they must use certain technologies. The behavior of individuals is influenced by their social
circle, as this may preserve interrelationships and social harmony [91]. Out of 58 studies,
20 studies mentioned social challenges associated with digital payment technologies, such
as trust, impersonalization (no human touch), risks, adoption, demands, culture, satis-
faction, loyalty, social media impact, user perception and acceptance by age group (see
Table 6). For example, Vines et al. [59] investigated the joy of cheques in the UK. Their
qualitative study that explored the banking experiences of 23 people over eighty years
old found that the case for retaining and enhancing physical cheques is stronger. Thus,
there was a challenge of “acceptance by age group” and rather than replacing cheques with
e-cheques, designing ways of making them less costly to process was the only option [59].

The challenges of “trust” for the emerging digital payment technologies were high-
lighted by several studies. Trust refers to the accumulation of customer beliefs of integrity,
benevolence and ability that could increase customer willingness to use the technology
easily. Rana et al. [12] investigated “trust” as one of the main barriers to emerging digital
payment technologies. They found that security concerns related to e-banking and mobile
banking, i.e., monetary loss due to transaction error or bank account misuse, led to a “lack
of trust”. People see more risks in mobile devices, as they can be misplaced or stolen
and may result in the exposure of confidential information [12]. Similarly, it was also
confirmed that overcoming the issue of lack of trust is the most challenging task for the
digital wallet service provider. A study by Bagla and Sancheti [62] investigated customer
satisfaction with digital wallets and found that high risk and uncertainty are involved
in digital payment systems. The study further highlighted that in e-transactions, trust
is affected by design aesthetics, usefulness, ease of use and customization [62]. Thus, as
pointed out by Dimitrova et al. [37], despite being increasingly popular and ubiquitous for
transactions and having relatively high security, consumers still perceive digital payments
as risky, unsecure and untrustworthy [37].

4.2.2. Technical Challenges

Compared to other challenges, more studies have covered technical challenges associ-
ated with emerging digital payment technologies. Thus, 32 studies out of 58 (see Table 6)
included technical issues, such as privacy, security, access, fraud, lack of infrastructure,
design and communication issues, speed, reliability, user anonymity, disruptive technol-
ogy, operation, data management and instability (power outage). Overall, the technical
challenges relate to ‘safety and reliability issues’ and ‘privacy issues’. The studies highlighted
security breaches and lack of protection against fraud and cyberattacks as reasons for
reducing consumers’ use of digital payment technologies. Similarly, in terms of ‘privacy’,
the interception of confidential information, incomplete and interrupted transactions and
frequent service denial faced by consumers lowered their trust and engagement towards
digital payment technologies. It was indicated that the scope and magnitude of privacy risk
had substantial effects on consumers’ confidence and negatively impacted the global econ-
omy in general. Furthermore, it was found that although there are other negative impacts
imposed by the privacy risks, the significant effect is the loss of customer trust [8]. Digital
payment technologies have their own share of technical glitches. The payments do not
always run smoothly. For example, UPI-based payment technology in India called BHIM
(Bharath Interface for Money) reported having problems when installing and operating [14].
This shows that although consumers are ready to use digital payment technologies, there
are challenges regarding infrastructure and availability. Furthermore, network failures
negatively impacted system popularity [14]. Similarly, Kaleeth and Chellammal [13] em-
phasized improving infrastructure facilities in the rural areas of India where poor network
connectivity disrupts a transaction to result in incomplete transactions.
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Studies have also spotlighted issues related to cryptocurrencies, e.g., it was found that
the existing privacy measures of Bitcoin are not sufficient to safeguard user privacy. Studies
confirmed that Bitcoin users’ privacy is compromised, even when the users are in strict
compliance with the Bitcoin security requirements [76]. Subsequently, it was discovered that
in the process of the fast-paced development of Bitcoin, it has been frequently exposed to
various security threats where numerous accidents occur, such as Bitcoin trading platforms
being stolen by hackers. This has made the future development of Bitcoin unforeseeable [82].

4.2.3. Economic Challenges

Out of 58 studies reviewed, 11 empirical studies concentrated on the economic chal-
lenges associated with the technologies used in digital payments. Economic, in this review
context, means the management of financial matters for a community, business or family
and the digital payment technology challenges include internal and external conflict, cost,
government stability, corruption, tax and security implications, sustainability, inflation, or
volatility, retaining cheques and demonetization (see Table 6). For instance, internal and
external conflict poses a great economic imbalance, e.g., if there is political violence in a
country, which negatively impacts governance. Similarly, external conflicts can be related
to a risk faced by the incumbent government from foreign action, ranging from non-violent
external pressure to violent external pressure [8]. Thus, the government or the digital
payment regulators need to enhance their countries’ data privacy and protection practices
to reduce risks of data misuse. They should be able to gain the trust of both their citizens
and other international communities for the digital payment technologies to function at
optimum, which, in turn, contributes to the overall economy [8].

Other issues related to digital payment technologies include the cost of using the
technology. The digital payment apps should be affordable for users to use the system. For
example, studies have shown that the use of a digital wallet is costing more than other forms
of payment, e.g., cash payment, which posed challenges to consumers’ sustainability [62].
Consumers prefer cash because, compared to digital wallets, it does not involve any sig-
nificant cost. Therefore, to meet consumers’ demand and to have a competitive edge over
cash payment, digital wallets must be safe and secure at a very nominal cost or else a
user may switch to cash at any time [62]. Apart from cost, there is also a challenge of
digital payment technologies being transparent and traceable. For example, in India, small
retail merchants are reluctant to use digital payment technologies because of potential tax
implications. They choose cash payment over digital means as they do not want to record
their transactions in the system to evade taxes later [14]. As a first full-fledged decentral-
ized digital payment technology, the emergence of Bitcoin is considered revolutionary in
financial markets. Nonetheless, Bitcoin is still examined as a speculative tool as it makes it
difficult to resist inflation because of its highly volatile nature in terms of price [82].

4.2.4. Awareness Challenges

The lack of knowledge and awareness was highlighted as a challenge in digital pay-
ment technologies in 10 studies. For example, in order to curb the black money business,
India encouraged electronic payments and enabled the nation to move towards a cashless
society. The shift in the payment system from cash-based transactions to digital was part of
the Digital India campaign, launched for the welfare of the public. Therefore, the move
was anticipated to be fast and smooth [57]. However, studies showed that people pay
through cash more than they do electronically. Although trust was one of the reasons
behind skepticisms, comparatively, it was found that educated people are using more
cashless transactions, e.g., out of 100 digital payment technology users, 79 are in the ed-
ucated group (12th standard to graduate-level degree) [57]. This shows that the lack of
knowledge and awareness about digital payment technologies affects people’s willingness
to shift from cash to digital payments [57]. Furthermore, it was highlighted that the ‘lack of
literacy or digital literacy’ is one of the key challenges of using digital financial services [12].
Additionally, other studies emphasized that the lack of digital literacy, language barrier and
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awareness of digital payments discouraged people from using digital payment systems [13].
Thus, it was suggested to establish digital literacy kiosks or help desks in rural areas [13].

Another big challenge was the ‘inability to reach a critical mass of consumers’ and the
issues concerning financial inclusion. Shah and Dubhashi [92] highlighted that mostly low
income, unemployed, disabled and illiterate people and women are excluded from formal
financial services due to emerging digital payment technologies. Therefore, the study advised
that an integrated approach should be adopted for achieving trust on the usage of digital
payment technologies. It was further stated that people should be educated with information
relevant to the application of digital payment systems and their security concerns. Further,
policymakers and regulatory bodies must make clear guidelines in an easily understandable
format for the usage of digital payment technologies and attached benefits [92].

4.2.5. Legal Challenges

Out of 58 studies, 9 scrutinized legitimacy challenges of digital payment technologies.
There are challenges in legitimacy concerns, mostly cryptocurrencies, such as Bitcoin,
that run on blockchain technology. Several governments all over the world view future
development of cryptocurrencies, such as Bitcoin, as likely to be limited [82]. Studies
provide suggestions for investors to consider the price trend, security risks and legal
policies concerning Bitcoin when investing [82]. It was further confirmed that Bitcoin
investment can be improved by legislation and the value of Bitcoin can be recognized and
can become a legal investment only if it is supported by legislation.

Likewise, studies have also explored the phenomenon of cryptocurrencies, such
as Bitcoin and Digicash, to examine their potential vulnerabilities [49]. They focused
particularly on the in-depth analysis of what challenges these cryptocurrencies may pose
to the global anti-money-laundering and financing of terrorism. Their research shows that
anonymity is the most criticized characteristic of cryptocurrencies, which is likely to make it
unpopular among consumers. Despite ‘anonymity’ being an important feature for privacy,
it brings numerous risks to the customer, for instance, if the user is unable to keep the right
of property in case of loss or theft. The study highlights the challenges of understanding
the nature of cryptocurrencies to assess the potential risks of digital payment systems being
abused by criminals [49].

4.3. Remarks on the Identified Challenges

While the future of mobile payment technologies may be bright, many challenges
must still be overcome. The challenges of digital payment technologies found in this review
are categorized under five key themes (see Figure 5). The majority of the studies (39%)
covered the technical challenges in digital payment technologies (32 studies). As pointed
out by Sharif and Pal [44], this is mainly because there has been a significant change in the
means of making and receiving payments and that the number of modes of payments has
been increased substantially due to technological infrastructure and policy changes.

The technical challenges in privacy, security and lack of technical infrastructure were cited
the most in some studies (e.g., [8,37,44,55,72]). It was evident that consumers face security
problems and poor network connectivity issues while making cashless transactions [44].
Similarly, their lack of awareness in existing security controls causes vulnerabilities in
payment technologies, which severely compromise the users’ privacy and users’ data
communications [72]. Thus, it is crucial to incorporate smart security features technically
into the payment systems, so that the users can use digital payment technologies without
the fear of security and privacy threats. Furthermore, it was confirmed that privacy
and security factors influence payment technologies amongst micro, small and medium
enterprises [55]. Additionally, an assessment of country-level privacy risk for digital
payment systems highlighted the privacy risks from cyberattacks and the threat of data
misuse from the analysis of mobile wallets and remittance privacy policies [8].
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The social challenges were mentioned in 20 studies, which constituted 25% of the
articles reviewed. Although the social challenges of digital payment technologies cover
various social aspects, most studies discussed ‘trust’ as the core challenge associated with
payment technologies. It is important to note that digital payments are not simply about
technology. The social aspects play a vital role for consumers. Many studies (e.g., [11,14,69])
highlighted the ‘trust issues’ in digital payment technology adoption, which involves
consideration, such as how consumers react to payment technologies and how comfortable
they feel with transacting digitally. Most findings suggested that the intention to use digital
payments was determined by the perceived ease of usage, perceived usefulness, attitude
towards digital payment and, particularly, by trust [11]. For example, millennials’ choice
of payment technologies depends on how much they trust the ability of digital payment
technologies to protect their privacy. Thus, their faith depends on the reputation of the
payment technology [69]. Similarly, a lack of trust in regulation is one of the main challenges
faced by small retail stores in the context of adopting digital payment technologies [14].

From the consumer perspective, the economic challenges caused by digital payment tech-
nologies are mostly concerned with the cost of using the technology itself [62,82]. Compared
to handling cash, which does not cost anything for consumers, digital payment technologies,
such as digital wallets from banks, incurred monthly fees for simply using the payment
technology. Another economic issue that comes to the fore is the problem of inflation rate
caused by the high volatility of cryptocurrencies resulting in speculative markets.

The awareness challenges highlighted a lack of digital literacy and awareness about
digital payments that discouraged people from using digital payment technologies [13,57]
Similarly, legal challenges concern the legitimacy of cryptocurrencies, such as Bitcoin, which
completely decentralized the digital payment system and revolutionized financial markets.

5. Limitations

While this study builds a knowledge base on digital payment technologies and chal-
lenges, there are some limitations. Firstly, the articles used in this study were searched
from the ‘Web of Science’ and Scopus. Although these two databases complement each
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other and contain all the peer-reviewed journal articles and conference papers required for
the review, there may be a limited number of other studies available for review from other
databases. Therefore, future reviews could consider searching a wider range of databases.
Secondly, this review is purely based on empirical studies as the source of data; however,
the sample size in some of the studies is comparatively small to generalize the findings,
and most of the studies were conducted based on a single-group sample where data were
gathered through questionnaires and online surveys (21 studies used questionnaires and
surveys, e.g., [13,39,45,57]). Thus, future systematic reviews could focus more on studies
conducted with other methods where data are collected through case studies, interviews,
experiments, observations, etc.

Another limitation of this study is that, to ensure the quality of the review, only
peer-reviewed articles were used and other conceptual papers, such as white papers, book
chapters, organizational reports and literature reviews, which relied on secondary data
sources, were left out. Including such publications would have added more insights to this
review. Future research could draw more knowledge and add value into the review by
considering such documents.

6. Conclusions

Using the eight-step systematic literature review method of Okoli and Schabram to
validate the quality of the literature, 58 final articles were reviewed for this study. From the
review results, the digital payment technologies were classified into four modes of payment
methods: card payments, e-payments, mobile payments and cryptocurrencies. This classification
of the emerging digital payment technologies provides a state-of-the-art overview of the
widely dispersed knowledge of digital payment systems. Thus, the study provides insights
into the latest trends in digital payment technologies and improves education about digital
finance. The classification can also help future researchers obtain quality references for
research in the field of cashless payment systems.

From the review findings, the challenges with digital payment technologies were
categorized into five key themes: social, economic, technical, awareness and legal challenges. It
was found that the majority of the studies (39%) covered technical challenges. The technical
issues of privacy, security and ‘lack of technical infrastructure’ were the main challenges
associated with the emerging digital payment technologies. In terms of social challenges,
‘trust’ was found to be the core challenge for the emerging payment technologies. The cost
and inflation rate caused by volatility of cryptocurrencies were highlighted as economic
challenges, whereas the legitimacy concerning cryptocurrencies was considered as the
primary cause of concern under legal challenges and ‘digital literacy’. Awareness about
digital payment technologies was found to be the most critical awareness challenge.

The categorization of digital payment technology challenges into key themes and high-
lighting key findings under each challenge theme will help practitioners, such as bank directors
and policy makers, to advance their understanding of digital payment technological chal-
lenges in various cultural settings and dynamics. It will also enable them to enhance their
knowledge about the constantly evolving digital payment technology issues.

To the best of our knowledge, this is the first comprehensive review study, which
collected and classified the emerging digital payment technologies and associated chal-
lenges that provide theoretical and practical directions. This study offers some insight for
future researchers in the field of digital payments, by (1) complementing previous literature
review studies on digital payment technologies, (2) highlighting challenges associated
with digital payment technologies and (3) providing a ground for building a sound digital
payment ecosystem to overcome the challenges with digital payment technologies.
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