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Supposing however that the Act [at issue] had said in terms, that though a
person sued in the island [of Tobago] had never been present within the juris-
diction, yet that it should bind him upon proof of nailing up the summons at
the Court door; how could that be obligatory upon the subjects of other coun-
tries? Can the island of Tobago pass a law to bind the rights of the whole
world? Would the world submit to such an assumed jurisdiction?1
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[This] is a plea to grant all collective behavior entailing systematic under-
standings of our commitments to future worlds equal claim to the word “law.”
The upshot of such a claim, of course, is to deny to the nation state any special
status for the collective behavior of its officials or for their systematic under-
standings of some special set of “governing” norms. The status of such “offi-
cial” behavior and “official” norms is not denied the dignity of “law.” But it
must share the dignity with thousands of other social understandings. In each
case the question of what is law and for whom is a question of fact about what
certain communities believe and with what commitments to those beliefs.”

L I R

Citizenship ought to be theorized as one of the multiple subject positions
occupied by people as members of diversely spatialized, partially overlapping,
or nonoverlapping collectivities. The structures of feeling that constitute na-
tionalism need to be set in the context of other forms of imagining community,
other means of endowing significance to space in the production of location
and “home.”
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In this context, what we need—we, who aspire to be academics, who aspire
to work things out—is permission to work things out freely. We need a space
where we can experiment with ideas without condemnation reigning [sic]
down around us. . . .

... [T]his is cyberspace, where no one has the right to declare truth is on
their side; and where no one should claim the right to condemn. This is a
space where we need the space to try out different, and even heretical, ideals.
In this space, the heroes will be lunatics . . . or crazies . . . .
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' Buchanan v. Rucker, 103 Eng. Rep. 546, 547 (K.B. 1808).

2 Robert Cover, The Folktales of Justice: Tales of Jurisdiction, in NARRATIVE,
VIOLENCE, AND THE LAW: THE ESSAYS OF ROBERT COVER 173, 176 (Martha Minow et al.
eds., 1992) (footnote omitted).

3 Akhil Gupta, The Song of the Nonaligned World: Transnational Identities and the
Reinscription of Space in Late Capitalism, in CULTURE, POWER, PLACE: EXPLORATIONS IN
CRITICAL ANTHROPOLOGY 179, 193 (Akhil Gupta & James Ferguson eds., 1997).
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... We need to imagine these problems differently, and we need to encour-
age people to imagine them differently.
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INTRODUCTION

In the past decade, the terms “cyberspace” and “globalization™ have be-
come buzzwords of a new generation. And it is probably not surprising that
the two have entered the lexicon simultaneously. From its beginning, the
Internet heralded a new world order of interconnection and decentraliza-
tion,” while the word “globalization™ conjured for many the specter of in-
creasing transnational and supranational governance as well as the growing

> See, e. g., DEIRDRE M. CURTIN, POSTNATIONAL DEMOCRACY: THE EUROPEAN UNION
IN SEARCH OF A POLITICAL PHILOSOPHY 4 (1997) (“Just think of how global computer-based
communications cut across territorial borders, creating a new realm of human activity and un-
dermining the feasibility—and legitimacy—of applying laws based on geographic boundaries
to this new sphere.”).

I use the term “globalization” to mean both the worldwide process of liberalizing state
controls on the international movement of goods, services, and capital and the social, eco-
nomic, and political consequences of liberalization. See generally SASKIA SASSEN,
GLOBALIZATION AND ITS DISCONTENTS (1998) (analyzing globalization and its economic,
political, and cultural effects on the world). In addition, when I speak of globalization, I also
mean the attitude about the world that tends to come into being as a result of frequent use of
that term. Indeed, in a certain sense it does not really matter whether, as an empirical matter,
the world is more or less “globalized” than it used to be. More important is the fact that peo-
ple, whether governmental actors, corporations, scholars, or general citizens think and act as if
the world is more interconnected and treat globalization as a real phenomenon. See, e.g., infia
note 7 (citing sources describing various scholars’ view of globalization).
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mobility of persons and capital across geographical boundaries.” Thus, both
terms have reflected a perception that territorial borders might no longer be
as significant as they once were.®

On the other hand, nation-state governments have been quick to reassert
themselves. For example, there was a heady moment circa 1995 when it
seemed as if the rise of cyberspace might cause us to rethink the relevance
of nation-state boundaries. Most famously, David Johnson and David Post
argued that cyberspace could not legitimately be governed by territorially
based sovereigns and that the online world should create its own legal juris-
diction (or multiple jurisdictions).” Predictably, nation-states pushed in the
opposite direction, passing a slew of laws purporting to regulate almost
every conceivable online activity from gambling' to chat rooms'' to auc-

7 See, e.g., MICHAEL EDWARDS, FUTURE POSITIVE: INTERNATIONAL CO-OPERATION IN
THE 21ST CENTURY 5-6 (1999) (“Globalisation challenges the authority of nation states and
international institutions to influence events, while the scale of private flows of capital, tech-
nology, information and ideas makes official transfers look increasingly marginal.”);
ANTHONY GIDDENS, RUNAWAY WORLD: HOW GLOBALIZATION IS RESHAPING OUR LIVES
24-37 (2000) (pointing to the increased level of trade, finance, and capital flows, and describ-
ing the effects of the weakening hold of older nation-states); Arjun Appadurai, Disjuncture
and Difference in the Global Cultural Economy, in MODERNITY AT LARGE: CULTURAL
DIMENSIONS OF GLOBALIZATION 27, 27-29 (1996) (“[T]oday’s world involves interactions of
a new order and intensity. . .. [W]ith the advent of the steamship, the automobile, the air-
plane, the camera, the computer and the telephone, we have entered into an altogether new
condition of neighborliness, even with those most distant from ourselves.”).

8 See, e.g., MATHEW HORSMAN & ANDREW MARSHALL, AFTER THE NATION-STATE:
CITIZENS, TRIBALISM AND THE NEW WORLD DISORDER, at ix (1994) (“The traditional nation-
state, the fruit of centuries of political, social and economic evolution, is under threat.”);
George J. Demko & William B. Wood, Introduction: International Relations Through the
Prism of Geography, in REORDERING THE WORLD: GEOPOLITICAL PERSPECTIVES ON THE
TWENTY-FIRST CENTURY 3, 10 (George J. Demko & William B. Wood eds., 1994) (“Once
sacrosanct, the concept of a state’s sovereignty—-the immutability of its international bounda-
ries—-is now under serious threat.”); Seyla Benhabib, Strange Multiplicities: Democracy and
Identity in a Global Era: Lecture 1, at 33 (on file with author) (“In the era of globalization,
the integrative powers of the nation-state . . . are challenged.”).

° David R. Johnson & David Post, Law and Borders—-The Rise of Law in Cyberspace,
48 STAN. L. REV. 1367 (1996); see also, e.g., David Post, Governing Cyberspace, 43 WAYNE
L. REV. 155, 165-71 (1996) (arguing that cyberspace should be governed through decentral-
ized processes whereby network access providers decide what rules to impose and individual
users choose which online communities to join).

10 E.g., Interactive Gambling Act, 2001, pts. 2 & 2A (Austl.) (prohibiting online gam-
bling services to customers in Australia and other designated countries), available at
http://www.noie.gov.au/projects/confidence/Archive/gambling/banact.pdf (last visited Oct.
22, 2002); see also Humphrey ex rel. Minnesota v. Granite Gate Resorts, Inc., 568 N.W.2d
715, 721 (Minn. Ct. App. 1997) (asserting personal jurisdiction over nonresident corporation
and its principal for deceptive trade practices, false advertising, and consumer fraud in con-
nection with an Internet gambling site); Vacco ex rel. People v. World Interactive Gaming
Corp., 714 N.Y.S.2d 844, 851-54 (N.Y. Sup. Ct. 1999) (enforcing state and federal laws to
ban foreign corporation; its Antiguan subsidiary; and their principals, officers, and directors
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tion sites,'* and seeking to enforce territorially based rules regarding trade-
marks, "

contractual relations,'* privacy norms,” “indecent” content,'® and crime,'’
among others.

from operating or offering gambling over the Internet).

" E.g.,47 US.C. § 254())(1)(A)(ii) (2001) (requiring schools and libraries to adopt and
implement policies to ensure the safety and security of minors when using chat rooms); NEV.
REV. STAT. § 176A.413 (2001) (restricting ownership and use of online chatrooms by people
previously convicted of cyber-stalking).

'2 E.g., IND. CODE §§ 26-2-8-101 to -302 (2001) (containing the Uniform Electronic
Transactions Act, which facilitates the use of online auction sites by giving legal effect to
electronic signatures and contracts); N.C. GEN. STAT. §§ 66-311 to -330 (2001) (same); T.G.I.
Paris, Nov. 20, 2000, http://www juriscom.net/txt/jurisfr/cti/
tgiparis200001120.pdf (enjoining Yahoo.com from permitting French users’ access to Nazi
memorabilia via Yahoo!’s auction sites). For further discussion of this case, see infra text
accompanying notes 77-84.

13 E.g., Anticybersquatting Consumer Protection Act, Pub. L. No. 106-113, 113 Stat.
1501 (1999) (codified as amended in scattered sections of 15, 16, and 28 U.S.C.) (providing
for the “registration and protection of trademarks used in commerce”); Rachel Ross, China
Demands Jurisdiction over Domain Names in Chinese, TORONTO STAR, Nov. 13, 2000,
LEXIS, Tstar File (reporting that China is seeking to ensure that it controls the distribution
and administration of all Chinese-character domain names).

“E g., Electronic Transactions Act, 1999 (Austl.) (creating a regulatory regime intended
to support and encourage business and consumer confidence in the use of electronic com-
merce),  http://www.law.gov.au/publications/ecommerce/;  UNIF. COMPUTER  INFO.
TRANSACTIONS ACT, 7 U.L.A. 200 (2002) (providing a model uniform state law to govern
online contracts), available at http://www.law .upenn.edu/bll/ulc/
ucita/cital Ost.doc.

15 E.g., Electronic Communications Privacy Act, 18 U.S.C. § 2701(a)(1) (2000) (prohib-
iting unauthorized access to a “facility through which an electronic communication service is
provided”); Data Protection Act, 1998, c. 29 (Eng.) (requiring technical and organizational
measures against unauthorized or unlawful processing of personal data and against accidental
loss of, destruction of, or damage to personal data),
http://www.hmso.gov.uk/acts/acts1998/19980029.htm.

' See, e. g, 18 U.S.C. § 2252A (2000) (prohibiting the receipt or distribution of sexually
explicit photos of minors by any means including by computer); Reno v. ACLU, 521 U.S.
844, 885 (1997) (striking down, on First Amendment grounds, provisions of the Communica-
tions Decency Act, 47 U.S.C. § 223 (Supp. II 1996), that criminalized certain content trans-
mitted via online communication); ACLU v. Reno, 217 F.3d 162, 181 (3d Cir. 2000) (affirm-
ing, on First Amendment grounds, preliminary injunction preventing the enforcement of the
Child Online Protection Act, 47 U.S.C. § 231 (Supp. IV 1998), which also criminalized cer-
tain content sent via online communication), vacated sub nom. Ashcroft v. ACLU, 122 S. Ct.
1700 (2002); Regina v. Pecciarich, [1995] O.R.3d 748 (Prov. Ct.) (Can.) (holding that the dis-
tribution of child pornography by uploading photos to an electronic bulletin board was in vio-
lation of criminal statutes).

17 E.g., Computer Fraud and Abuse Act, 18 U.S.C. § 1030 (2000) (applying federal law
to newly discovered forms of computer abuse and providing civil remedies for certain types of
computer crimes); Regulation of Investigatory Powers Act, 2000, c. 23 (Eng.) (defining
criminal penalties for interception of traffic on all postal and telecommunications networks
and any action that may cause the content of a message to become known to people other than
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Yet these assertions of national authority have raised many of the legal
conundrums regarding nation-state sovereignty, territorial borders, and legal
jurisdiction that Johnson and Post predicted.”® For example, if a person
posts content online that is legal where it was posted but is illegal in some
place where it is viewed, can that person be subject to suit in the far-off lo-
cation? Is online activity sufficient to make one “present” in a jurisdiction
for tax purposes? Is a patchwork of national copyright laws feasible given
the ability to transfer digital information around the globe instantaneously?
How might national rules regarding the investigation and definition of
criminal activity complicate efforts to combat international computer crime?
Should the law of trademarks, which historically has permitted two firms to
retain the same name as long as they operated in different geographical ar-
eas, be expanded to provide an international cause of action regarding the
ownership of an easily identifiable domain name? And, if so, should such a
system be enforced by national courts (and in which country) or by an inter-
national body (and how should such a body be constituted)? And on and
on.

In the meantime, on the globalization front, annual meetings of the
world’s industrialized countries have become sites for the expression of un-
certainty and resentment about the effect of international trade and monetary
policy on local labor forces, the environment, and nation-state sovereignty.'”
Similar debates recur in the context of international human rights, where,
increasingly, countries are asserting extraterritorial jurisdiction to try those
accused of genocide and crimes against humanity in international or foreign
domestic courts.”

Although all of these issues, questions, and conundrums arise in a vari-
ety of doctrinal areas and may involve a wide range of different legal and

the sender or intended recipient); see also Am. Online, Inc. v. LCGM, Inc., 46 F. Supp. 2d
444, 446, 448 (E.D. Va. 1998) (holding that defendants who harvested e-mail addresses of
AOL members using an extractor program and then used those addresses to send unauthorized
bulk e-mail advertising their pornographic web sites were in violation of federal and state
statutes).

'® See Johnson & Post, supra note 9, at 1371-76 (suggesting that the unique nature of
cyberspace, particularly the absence of any physical location, creates regulatory and jurisdic-
tional problems for governments).

19 See, e.g., After Genoa, THE NATION, Aug. 6, 2001, at 3 (quoting French President
Chirac as saying, “[t]here is no demonstration drawing 100,000, 150,000 people without hav-
ing a valid reason”); Michael Hardt & Antonio Negri, What the Protesters in Genoa Want,
N.Y. TiMmES, July 20, 2001, at A21 (arguing that “[t]he protests themselves have become
global movements, and one of the clearest objectives is the democratization of globalizing
processes”); Jerry Useem, There’s Something Happening Here, FORTUNE, May 15, 2000, at
234 (describing a “new breed of economic activism [that] has appeared not only in Seattle but
also in Davos, Switzerland; the City, London; and now Washington, D.C.”).

20 See infra Part LI (describing transnational and international human rights activity).
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policy concerns, they have at least one common element: they all touch on
the idea of legal jurisdiction—the circumstances under which a juridical
body can assert authority to adjudicate or apply its legal norms to a dis-
pute.”' And, in each of these cases, the question is complicated by the fact
that jurisdiction may be asserted in one physical location over activities or
parties located in a different physical location. Thus, the issue of jurisdic-
tion is deeply enmeshed with precisely the fixed conception of territorial
boundaries that contemporary events are challenging.

The problem, of course, is that local communities are now far more
likely to be affected by activities and entities with no local presence. Cross-
border interaction obviously is not a new phenomenon, but in an electroni-
cally connected world the effects of any given action may immediately be
felt elsewhere with no relationship to physical geography at all. Thus, al-
though it is not surprising that local communities might feel the need to ap-
ply their norms to extraterritorial activities based simply on the local harms
such activities cause, assertions of jurisdiction on this basis will almost in-
evitably tend toward a system of universal jurisdiction because so many ac-
tivities will have effects far beyond their immediate geographical bounda-
ries. Such a system, for better or worse, would jettison any idea that the
application of legal norms to a party depends in some way on the party’s
having consented to be governed by those norms.

Even more important, while courts, policy makers, and scholars are

2! Under international law, the concept of jurisdiction is generally divided into three
categories: (1) jurisdiction to prescribe, i.e., to apply a community’s norms to a dispute
(which I will also call choice of law); (2) jurisdiction to adjudicate, i.e., to subject persons or
things to legal process; and (3) jurisdiction to enforce, i.e., to induce or compel compliance
with a determination reached. RESTATEMENT (THIRD) OF THE FOREIGN RELATIONS LAW OF
THE UNITED STATES § 401 (1987). In speaking of the assertion of jurisdiction in this Article,
I refer to the first two categories. It is true that some of the policy concerns underlying juris-
diction and choice of law might be different. For example, the question of adjudicative juris-
diction implicates issues of convenience to the parties in deciding a case in a given location,
whereas choice of law addresses the actual norms to be applied. Nevertheless, both involve
the symbolic assertion of a community’s dominion over a dispute and therefore many of the
same concerns about territorial borders, community definition, and the nation-state apply to
debates about both adjudicatory jurisdiction and choice of law. The third category, enforce-
ment jurisdiction, is separately addressed in this Article, not so much as a question of jurisdic-
tion, but as the corollary question of recognition and enforcement of judgments. In addition,
this Article focuses primarily on jurisdiction over parties (what in the United States is known
as personal jurisdiction, see generally Int’l Shoe Co. v. Washington, 326 U.S. 310 (1945) (de-
scribing the minimum requirements necessary for a court to assert personal jurisdiction)),
rather than jurisdiction over particular subject matter. Subject matter jurisdiction is a separate
inquiry that addresses both which #ype of court in a given location is permitted to hear a case
and what constitutes a legitimate “case” for adjudicative purposes. Although my analysis here
may have significant implications for subject matter jurisdiction, exploration of those implica-
tions is beyond the scope of this Article.
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scrambling simply to adapt existing jurisdictional models to the new social
context in order to “solve” these tensions in particular situations, they are
doing so without giving sufficient consideration to the theoretical basis for
the exercise of legal jurisdiction in an increasingly interconnected world. [
aim to take a different approach. I believe the time is ripe to take a step
back and reflect on the jurisdictional principles we are seeking to adapt. By
doing so, I attempt to lay the groundwork for a theoretical model that will
allow us better to understand and evaluate the increasing globalization of
legal jurisdiction.

To construct such a model, we first need to remind ourselves that con-
ceptions of legal jurisdiction (by which I mean to include both the jurisdic-
tion to decide a dispute and the determination that a jurisdiction’s law will
apply)22 are more than simply ideas about the appropriate boundaries for
state regulation or the efficient allocation of governing authority. Jurisdic-
tion is also the locus for debates about community definition, sovereignty,
and legitimacy. Moreover, the idea of legal jurisdiction both reflects and
reinforces social conceptions of space, distance, and identity. Too often,
however, contemporary frameworks for thinking about jurisdictional author-
ity unreflectively accept the assumption that nation-states defined by fixed
territorial borders are the only relevant jurisdictional entities, without exam-
ining how people actually experience allegiance to community or under-
stand their relationship to geographical distance and territorial borders.
Moreover, by side-stepping these questions of community definition, bor-
ders, and the experience of place, legal thinkers are ignoring a voluminous
literature in anthropology, cultural studies, and the social sciences concern-
ing such issues.”

Indeed, even a cursory examination reveals that our current territorially
based rules for jurisdiction (and conflict of laws) were developed in an era
when physical geography was more meaningful than it is today and during a
brief historical moment when the ideas of nation and state were being joined
by a hyphen to create an historically contingent Westphalian order.* Yetif

2 See supra note 21 (discussing international law’s tripartite classification scheme for
jurisdiction in international law).

3 Cf. Peter J. Spiro, Globalization, International Law, and the Academy, 32 N.Y.U. J.
INT’L L. & POL. 567, 568 n.2 (2000) (noting that, although the term “postnational” has crept
into other disciplines, international law scholars have been slow to use it, having “only re-
cently caught on to ‘globalization’”).

** The Peace of Westphalia ended the Thirty Years War. See Treaty of Peace Between
Sweden and the Empire and Treaty of Peace between France and the Empire, Oct. 14, 1648, 1
Consol. T.S. 119, 119-356 [hereinafter Westphalia Treaties] (outlining agreements among al-
most every state in Europe at that time); Leo Gross, The Peace of Westphalia, 1648-1948, in 1
ESSAYS ON INTERNATIONAL LAW AND ORGANIZATION 3, 5 (1984) (explaining that the Thirty
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the ideas of geographical territory and the nation-state are no longer treated
as givens for defining communi‘[y,25 an entirely new set of questions can be
asked. How are communities appropriately defined in today’s world? In
what ways might we say that the nation-state is an imagined community,*®
and what other imaginings are possible? How do people actually experi-
ence the idea of membership in multiple, overlapping communities? Should
citizenship be theorized as one of the many subject positions occupied by
people as members of diverse, sometimes non-territorial, collectivities? In
what ways is our sense of place and community membership constructed
through social forces? And if ideas such as “place,” “community,” “mem-
ber,” “nation,” “citizen,” “boundary,” and “stranger”27 are not natural and
inevitable, but are instead constructed, imagined, and (sometimes) imposed,
what does that say about the presumed “naturalness” of our geographically
based jurisdiction and choice-of-law rules?

This Article will ask these questions, drawing on humanities and social
science literature that complicates many of the premises most lawmakers
and legal scholars take for granted concerning jurisdiction. This literature
insists that we recognize the constructed nature of our ideas about bounda-
ries and community definition and that we acknowledge the historical con-
tingency of the nation-state. Moreover, by analyzing the social meaning of
our affiliations across space, we can think about alternative conceptions of
community that are subnational, transnational, supranational, or cosmopoli-
tan. Such an analysis provides a better understanding of the world of ex-
perience on which the legal world is mapped and is therefore essential in
order to develop a richer descriptive account of what it means for a juridical

99 6

9 <

Years War began partly because of religious intolerance and that the Peace of Westphalia
“consecrated the principle of toleration”). Westphalia is generally thought to have ushered in
an international legal order based on individual state sovereignty. See infia notes 594-600 and
accompanying text (discussing the terms of the treaties and how the sovereign state became
the primary political unit). The historically contingent nature of the nation-state is discussed
further infra at Part [V.B.

% See Gupta, supra note 3, at 179 (“The nation is so deeply implicated in the texture of
everyday life and so thoroughly presupposed in academic discourses on ‘culture’ and ‘society’
[and jurisdiction] that it becomes difficult to remember that it is only one, relatively recent,
historically contingent form of organizing space in the world.”).

% See generally BENEDICT ANDERSON, IMAGINED COMMUNITIES (rev. ed. 1991) (ana-
lyzin;g7 the nation-state as an imagined community).

~" See, e.g., Georg Simmel, The Stranger, in THE SOCIOLOGY OF GEORG SIMMEL 402,
402 (Kurt H. Wolff ed., 1950) (arguing that the stranger “is fixed within a particular spatial
group, or within a group whose boundaries are similar to spatial boundaries,” but that “his
position in this group is determined, essentially, by the fact that he has not belonged to it from
the beginning, that he imports qualities into it, which do not and cannot stem from the group
itself”).
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body to assert jurisdiction over a controversy.**

In addition, moving from the descriptive to the normative, I set about
the task of theorizing the idea of jurisdiction in a way that might take into
consideration the contested and constantly shifting process by which people
imagine communities and their membership in them. I argue that, just as a
rigidly territorial conception of jurisdiction eventually gave way in the first
part of the twentieth century to the idea of jurisdiction based on contacts
with a sovereign entity, so too a contacts-based approach must now yield to
a conception of jurisdiction based on community definition. In this Article,
I offer one such conception, which I call a cosmopolitan pluralist conception
of jurisdiction.

A cosmopolitan® approach allows us to think of community not as a
geographically determined territory circumscribed by fixed boundaries, but
as “articulated moments in networks of social relations and understand-
ings.” This dynamic understanding of the relationship between the “local”
community and other forms of community affiliation (regional, national,
transnational, international, cosmopolitan) permits us to conceptualize legal
jurisdiction in terms of social interactions that are fluid processes, not mo-
tionless demarcations frozen in time and space. A court in one country
might therefore appropriately assert community dominion over a legal dis-
pute even if the court’s territorially based contacts with the dispute are

® Cf. PAUL W. KAHN, THE CULTURAL STUDY OF LAW: RECONSTRUCTING LEGAL
SCHOLARSHIP 91 (1999) (encouraging those studying law as a cultural system to move “away
from normative inquiries into particular reforms and toward thick description of the world of
meaning that is the rule of law”); Austin Sarat & Susan Silbey, The Pull of the Policy Audi-
ence, 10 L. & POL’Y 97, 97 (1988) (arguing that sociolegal scholars would benefit from resist-
ing the demand for normative proposals). But see Paul Schiff Berman, The Cultural Life of
Capital Punishment: Surveying the Benefits of a Cultural Analysis of Law, 102 COLUM. L.
REV. 1129, 1134 (2002) (book review) (arguing that “the cultural analysis of law is both a vi-
tal field of academic knowledge in its own right and a way of shedding new light on practical
questions concerning legal rules and institutions”).

29 By “cosmopolitan,” I refer to a multivalent perspective that recognizes the wide vari-
ety of affiliations people feel toward a range of communities, from the most local to the most
global. I therefore distinguish cosmopolitanism from a universalist vision (often associated
with cosmopolitanism), which sees people solely, or primarily, as members of one world
community. See infra text accompanying notes 778-782 (explaining cosmopolitanism’s rec-
ognition of the “multi-rootedness™ of individuals). Cosmopolitanism, as I use the term, in-
volves an ideal of multiple attachments; it does not necessarily entail the erasure of nonglobal
community affiliations. See, e.g., Bruce Robbins, /ntroduction Part I: Actually Existing
Cosmopolitanism, in COSMOPOLITICS: THINKING AND FEELING BEYOND THE NATION 1, 3
(Pheng Cheah & Bruce Robbins eds., 1998) (“[I|nstead of an ideal of detachment, actually
existing cosmopolitanism is a reality of (re)attachment, multiple attachment, or attachment at
a distance.”).

DOREEN MASSEY, SPACE, PLACE, AND GENDER 154 (1994).
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minimal.>’ Conversely, a country that has certain “contacts” with a dispute
might nevertheless be unable to establish a tie between a local community
and a distant defendant sufficient to justify asserting its dominion.

A cosmopolitan interrogation of conceptions of community, therefore,
might rein in some assertions of jurisdiction over distant acts while permit-
ting other extraterritorial assertions of jurisdiction that are currently unrec-
ognized. Accordingly, the cosmopolitan pluralist conception of jurisdiction
I propose seeks to capture a middle ground between strict territorialism on
the one hand and a system of complete universal jurisdiction on the other.
In any event, the jurisdictional inquiry would no longer be based on a reified
counting of contacts with, effects on, or interests of a territorially-bounded
population. Rather, courts would take seriously the multiple definitions of
community that might be available, the symbolic significance of asserting
jurisdiction over an actor, and the normative desirability of conceptualizing
the parties before the court as members of the same legal jurisdiction.™

In addition, if nation-states are imagined, historically contingent com-
munities defined by admittedly arbitrary geographical boundaries, and if
those nation-states—-because of transnational flows of information, capital,
and people—no longer define unified communities (if they ever did), then
there is no conceptual justification for conceiving of nation-states as pos-
sessing a monopoly on the assertion of jurisdiction. Instead, any compre-
hensive theory of jurisdiction must acknowledge that non-state communities
also assert various claims to jurisdictional authority and articulate alterna-
tive norms that are often incorporated into more “official” legal regimes.
This pluralist® understanding of jurisdiction helps us to see that law is not
merely the coercive command of a sovereign power, but a language for

3 of course, even if a court asserted jurisdiction over a dispute, other doctrines, such as
standing or causation, might still lead a court to limit the scope of the available relief.

% This broader conception of jurisdiction would necessarily affect choice of law as well,
but a more detailed exploration of how these ideas apply to choice of law must await further
elaboration in a future project.

33 Political pluralism includes “theories that seek to organize and conceptualize political
phenomena on the basis of the plurality of groups to which individuals belong and by which
individuals seek to advance and, more important, to develop, their interests.” AVIGAIL I.
EISENBERG, RECONSTRUCTING POLITICAL PLURALISM 2 (1995). Thus, I use the term to refer
to situations where “two or more legal systems coexist in the same social field,” Sally Engel
Merry, Legal Pluralism, 22 L. & SOC’Y REV. 869, 870 (1988), even if one or both of those
legal systems is not an “official,” state-based system. For further discussions of legal plural-
ism, see CAROL WEISBROD, EMBLEMS OF PLURALISM: CULTURAL DIFFERENCES AND THE
STATE (2002); David Engel, Legal Pluralism in an American Community: Perspectives on a
Civil Trial Court, 1980 AM. B. FOUND. RES. J. 425; Marc Galanter, Justice in Many Rooms:
Courts, Private Ordering, and Indigenous Law, 19 J. LEGAL PLURALISM & UNOFFICIAL L. 1,
28-34 (1981); John Griffiths, What Is Legal Pluralism?, 24 J. LEGAL PLURALISM &
UNOFFICIAL L. 1 (1986).
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imagining alternative future worlds. Moreover, various norm-generating
communities (not just the sovereign) are always contesting the shape of
such worlds.

Of course, not all assertions of jurisdiction ultimately possess the coer-
cive force we often associate with law. One of the obvious reasons that na-
tion-states have been the primary jurisdictional entities of the past several
hundred years is that those states have wielded the power to enforce their
judgments. In contrast, many jurisdictional assertions may never have such
coercive force behind them. Crucial to my argument, however, is the dis-
tinction between the assertion of jurisdiction and the ability to enforce a
judgment. The assertion of jurisdiction opens a space for the articulation of
anorm. Then, communities asserting jurisdiction must convince those with
greater coercive power to enforce those norms. For example, when a Span-
ish judge chose to assert jurisdiction over former Chilean dictator Augusto
Pinochet,* that seizure of jurisdiction had no literal power unless the judge
could rhetorically persuade other countries to recognize the judgment.*® Al-
though the Spanish prosecution ultimately did not proceed,™ the rhetorical

34 Spanish magistrate Baltasar Garzon issued an arrest order stating that Pinochet was
“the leader of an international organization created . . . to conceive, develop, and execute the
systematic planning of illegal detentions, [kidnappings], torture, forced relocations, assassina-
tions and/or disappearances of numerous persons, including Argentines, Spaniards, Britons,
Americans, Chileans, and other nationalities.” Anne Swardson, Pinochet Case Tries Spanish
Legal Establishment, WASH. POST, Oct. 22, 1998, at A27. On October 30, 1998, the Spanish
National Court ruled unanimously that Spanish courts had jurisdiction over the matter based
both on the principle of universal jurisdiction (that crimes against humanity can be tried any-
where at any time) and the passive personality principle of jurisdiction (that courts may try
cases if their nationals are victims of crime, regardless of where the crime was committed).
For an English translation of the opinion, see S Audiencia Nacional, Nov. 5, 1998 (No.
173/98), reprinted in THE PINOCHET PAPERS: THE CASE OF AUGUSTO PINOCHET IN SPAIN
AND BRITAIN 95, 107 (Reed Brody & Michael Ratner eds., 2000) [hereinafter PINOCHET
PAPERS]. The Office of the Special Prosecutor had alleged that Spaniards living in Chile were
among those killed under Pinochet’s rule. PINOCHET PAPERS, supra, at 106; see also infra
text accompanying notes 186-88 (discussing the Pinochet case).

In this instance, Pinochet was physically in Great Britain. The British House of Lords
ultimately ruled that Pinochet was not entitled to head-of-state immunity for acts of torture
and could be extradited to Spain. See Regina v. Bow St. Metro. Stipendiary Magistrate, 1
A.C. 147 (H.L. 1999) (holding that the International Convention Against Torture, incorpo-
rated into United Kingdom law in 1988, prevented Pinochet from claiming head-of-state im-
munity after 1988, because the universal jurisdiction contemplated by the Convention is in-
consistent with immunity for ex-heads of state).

3° The British government refused to extradite, citing Pinochet’s failing health, see For-
eign Secretary Jack Straw, Statement in the House of Commons (Mar. 2, 2000), in PINOCHET
PAPERS, supra note 34, at 481, 482 (“[I]n the light of th[e] medical evidence . . . I conclude[d]
that no purpose would be served by continuing the Spanish extradition request.”), and Pino-
chet was returned to Chile where, after domestic proceedings, he was deemed mentally unfit
to stand trial, see Pinochet Unfit for Trial, Chilean Court Rules, N.Y. TIMES, July 10, 2001, at
A2 (“An appeals court ruled that Gen. Augusto Pinochet, 85, is mentally unfit to stand trial
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force of the assertion of jurisdiction has changed the environment for future
international human rights prosecutions.”” In a very real sense then, the as-
sertion of jurisdiction has shaped the future world.

Thus, if a community asserts jurisdiction, it must—if it wants its judg-
ment enforced—convince others of the justice of its ruling and the legiti-
macy of its assertion of community dominion. As a result, jurisdiction be-
comes the rhetorical site for discussions of multiple overlapping and shifting
conceptions of community, and recognition of judgments becomes the ter-
rain on which these alternative conceptions of community vie for persuasive
power and legitimacy.

The cosmopolitan pluralist jurisdictional framework I propose, there-
fore, has two distinct normative components. First, it offers state-
sanctioned courts an approach to questions of jurisdiction that attends to the
social meaning of community definition and the construction of space. This
approach, I argue, is not only more satisfying conceptually, but also identi-
fies and makes explicit the sort of analysis judges are already intuitively be-
ginning to use as they struggle to fashion jurisdictional rules in difficult
cases. Second, my framework provides a way of both recognizing and
evaluating non-state jurisdictional assertions that bind sub-, supra-, or trans-
national communities. Such non-state jurisdictional assertions include a
wide range of entities, from official transnational and international regula-
tory and adjudicative bodies, to non-governmental quasi-legal tribunals, to
private standard-setting or regulatory organizations. More broadly, the idea
of a non-state jurisdictional assertion seeks to capture the development of
transnational common law through the accretion of norms in practice.

My discussion proceeds in five parts. First, I describe some of the chal-
lenges that the rise of cyberspace and globalization pose to a legal system
based on territorially based jurisdiction and fixed borders. The existence of
such challenges suggests that, in a wide variety of legal settings, the rise of
online interaction (and global interconnectedness more broadly) has raised
difficult questions about the extraterritorial assertion of legal norms or adju-
dicatory authority. Second, I summarize several leading theories regarding
how to adapt (if necessary) existing legal doctrine to address these chal-
lenges. These theories include schemes that seek large changes in contem-
porary legal regimes, as well as arguments that cyberspace and globalization

2

37 See Philippe Sands, Turtles and Torturers: The Transformation of International Law,
33 N.Y.U.J.INT’L L. & POL. 527, 536 (2001) (“In a way that was not necessarily predictable,
a national court . . . [has] made a connection between international law and a broader set of
values than those to which states have given express approval.”); see also infra Parts 1.1,
V.B3.
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present no true practical problem at all, and a number of positions in be-
tween. Although both the challenges and the responses have been major
topics in the legal literature over the past few years, I believe that simply
surveying conceptual difficulties that cut across a variety of doctrinal areas
affords a more comprehensive view of the way in which territorially based
understandings of legal rules have become problematic. Third, I argue that
these various theories are unsatisfying because they fail to pay sufficient at-
tention to the social meaning of legal jurisdiction and community definition.
Then I begin to develop a more complex portrait of jurisdiction and its so-
cial meaning by identifying four different ways in which jurisdiction oper-
ates to constitute communities and define borders. Fourth, I survey some of
the literature from other disciplines that complicates our understanding of
the nation-state, community definition, territorial borders, and belonging.
This literature reveals that far from having fixed geographical boundaries,
community alliances are multiple, overlapping, and often contested, and that
they frequently operate at a sub-, supra-, or transnational level. Moreover,
the definition of community emerges as a politically charged (and some-
times hegemonic) social construction. Fifth, drawing on this literature, I
begin to construct a cosmopolitan pluralist model for understanding the
globalization of jurisdiction. In this model, jurisdictional assertions and
contests about judgment recognition are placed at the center of debates
about community definition and norm development. Finally, I discuss how
such a conception might operate—and in some cases already is operating—
in both cyberspace and international law practice, revisiting a few of the
challenges discussed in Part 1. This discussion suggests ways in which a
cosmopolitan pluralist framework might contribute both to a more satisfying
framework for state-sanctioned courts considering jurisdictional issues and a
more detailed understanding of the wide variety of non-state assertions of
jurisdiction.

One must always be wary of claims that the environment we live in to-
day is radically different from anything that has come before. And, un-
doubtedly, some of the breathless quality of globalization and cyberspace
literature is unwarranted. Indeed, by some measures, the world was just as
“global” and interconnected at the end of the nineteenth century as it is to-
day,”® and we have been communicating over wires across nation-state bor-
ders for over a hundred years. In addition, although nation-states are his-
torically contingent, they are, of course, significantly embedded in
historical, social, and political contexts and continue to exert a powerful

38 See, e.g., Nicholas D. Kristof, At This Rate, We'll Be Global in Another Hundred
Years, N.Y. TIMES, May 23, 1999, at 5 (suggesting that labor, goods, and capital moved
across nation-state borders at least as much in the period from 1860 to 1900 as in the 1990s).
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psychological and symbolic hold on the psyche of many. Thus, the idea of
nation-state sovereignty is not likely to end anytime soon, though the nature
of that sovereignty certainly is shifting.

It is not my intention, however, to prove conclusively that the twin en-
gines of globalization and online interaction are necessarily creating an en-
tirely new crisis that must be “solved” by revisiting the concept of legal ju-
risdiction (though I do not rule out that possibility either). Nor does my
argument depend on any idea that the nation-state is dying or that it will
cease to function as a primary means of defining political community any-
time soon. Nevertheless, although it is dubious to assume that everything
has changed in the past decade, it is also dubious to assume that nothing has.
And while people in almost any given geographical location undoubtedly
have always been affected by extraterritorial activities to some degree, in
the past those effects were far more likely to be at least somewhat related to
geographical proximity than they are today.” Even a cursory glance at a
major newspaper on most days indicates, at the very least, that territorially
based sovereigns are facing challenges regulating in this new environ-
ment."’

Such periods of challenge and adaptation are also moments of opportu-
nity. Just as the increasing use of legal fictions in an area of law often indi-
cates that the area is in flux, so too the widespread acknowledgment that
new social developments challenge traditional legal rules indicates that
those rules may benefit from reexamination. Thus, my aim in this Article is
more limited: to lay out some of the conceptual challenges nation-states
currently face in attempting to maintain distinctive territorially based regu-
latory regimes; to enrich our descriptive understanding of what it means in
social as well as legal terms to assert jurisdiction over a territorially distant
act or actor; to consider whether territorially based legal regimes fit people’s
experience of place, borders, and community affiliation; and to begin con-
structing a model that might allow the jurisdictional inquiry to correspond
more accurately to this lived experience.

39 See David G. Post, Against “Against Cyberanarchy,” 18 BERKELEY TECH. L.J. (forth-
coming 2002) (manuscript at 18, on file with author) (“A plot of the location of all events and
transactions taking place in cyberspace that have an effect on persons and property in [any
particular location] will have virtually no geographic structure at all.””), available at
http://www.temple.edu/lawschool/dpost/Cyberanarchy. PDF (last visited Dec. 4, 2002).

0 See, e.g, T. Alexander Aleinikoff, Sovereignty Studies in Constitutional Law: A
Comment, 17 CONST. COMMENT. 197, 201-02 (2000) (noting that “there is no reason to as-
sume that the nation-state form will be around forever” and identifying “serious challenges to
nation-state sovereignty from three directions[:] supra-national norms and structures [(includ-
ing international human rights and trade law),] subnational groups . . . demanding (and receiv-
ing) increasing degrees of autonomy, [and] ‘transnationalism’—the presence within state bor-
ders of communities of non-nationals with significant ties across borders”).
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Although I offer one possible alternative approach to jurisdiction, it is
less important that others embrace this particular framework than that what-
ever models they develop attend to the social meaning of legal jurisdiction
as an important field of discourse and study. Indeed, those who argue that
we need not change our jurisdictional framework at all will at least be
forced to articulate a coherent understanding of community from which that
framework arises and then test the framework against the experience of
people who supposedly belong to such communities. Thus, if scholars wish
to defend the nation-state as the only relevant jurisdictional entity or adopt a
particular test for evaluating various assertions of jurisdiction, they must
justify their normative choices; they cannot simply assume the jurisdictional
world they assert is natural or inevitable.

In the end, this Article is premised on the belief that a more nuanced
appreciation of the social meaning of jurisdiction helps bring together cen-
tral strands of thought within cyberspace law, international law, civil proce-
dure, and the cultural analysis of law. By viewing the problem of jurisdic-
tion from all of these disciplinary perspectives at once, we can see that the
traditional doctrinal boundaries interfere with a fuller understanding of ju-
risdictional rules. Indeed, it seems to me that cyberspace legal theory and
international law increasingly are merging and that the place of intersection
is the domain of jurisdiction and its social meaning. Like civil procedure,
international law has long since moved away from a model of strict territo-
riality, yet its conceptualization of jurisdictional rules is similarly unsuc-
cessful in addressing the broad range of legal challenges and the multitude
of community affiliations at play in today’s world. Even the recent U.S.
government efforts to detain and possibly prosecute suspected Al Qaeda ter-
rorists can perhaps more usefully be analyzed through a conception of legal
jurisdiction and community membership that focuses on social meaning.*'
Thus, the idea of jurisdiction provides a particularly fruitful cross-
disciplinary site for investigating the effects of globalization on legal sys-
tems.

I. TEN CHALLENGES

This Part surveys some of the conceptual challenges that have arisen in
the past few years concerning the extraterritorial assertion of legal norms or
adjudicatory authority to activity that, in one way or another, creates effects
across borders. Although the list of challenges is by no means exhaustive,

4 See infra text accompanying notes 930-43 (applying a cosmopolitan pluralist model to
the question of determining the community membership of U.S. citizens accused of aiding Al
Qaeda terrorists).
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my goal is to suggest that in a wide array of doctrinal areas the rise of online
communication and global interconnectedness has forced courts and policy
makers to wrestle with the difficulty of mapping a jurisdictional system
based on fixed borders onto a world that resists—-in a myriad of ways—-
such neat divisions."”” Moreover, many of the examples also challenge terri-
torially based assumptions about nation-state sovereignty. Indeed, the tradi-
tional understanding of inviolate national boundaries has been called into
question by the increase of cross-border interaction and the rise of transna-
tional and international administrative and judicial bodies. Thus, the precise
contours of both extraterritorial adjudication and nation-state sovereignty
are in flux.

For those who follow the legal literature on Internet-related develop-
ments, none of these scenarios—except possibly the challenge of interna-
tional human rights—is new. Indeed, many of these issues have been ex-
plored by various scholars during the past several years, and many
“solutions” to the challenges have been proposed. Nevertheless, although
some (or perhaps all) of these challenges might be resolved without rethink-
ing the concept of jurisdiction, I believe the existence of so many challenges
creates the space for such rethinking to occur. To take one example, dis-
cussed in more detail below,* it certainly is the case that U.S. courts are ca-
pable of adapting the International Shoe minimum contacts test* to the
online environment. And perhaps this approach is best. But it seems to me
that, before the new adaptations become too entrenched, we might take this
moment of transition to ask the fundamental questions that a narrow focus
on adaptation never permits one to ask. Moreover, as | discuss later in the
Article,”” there is at least some evidence that courts and policymakers are
already embracing more flexible understandings of jurisdiction and national
boundaries, and not simply adapting settled jurisdictional and choice-of-law
rules. Thus, the time for reexamination is now. The challenges discussed
below may give some sense of why.

2 Such a jurisdictional system includes both adjudicatory jurisdiction and prescriptive
jurisdiction (or choice of law). In this Article, I refer to both inquiries as issues of jurisdiction
writ large. See supra note 21 (outlining the classification scheme for jurisdiction and discuss-
ing the types of jurisdiction treated in this Article).

See infra Part 11.J.1 (discussing various efforts to apply the /nternational Shoe mini-
mum contacts test to online interaction).

4 See Int’l Shoe Co. v. Washington, 326 U.S. 310, 316 (1945) (establishing a test for
determining whether an assertion of personal jurisdiction comports with the Due Process
Clause of the U.S. Constitution based on whether the defendant had sufficient contacts with
the relevant state “such that maintenance of the suit does not offend ‘traditional notions of fair
play and substantial justice™).

* Infra Part IL.J.1.



2002] GLOBALIZATION OF JURISDICTION 329

A. The Challenge of “Minimum Contacts” in Cyberspace

The U.S. Supreme Court’s International Shoe test for determining
whether an assertion of personal jurisdiction comports with the Due Process
Clause of the U.S. Constitution asks whether the defendant has sufficient
contact with the relevant state “such that ... maintenance of the suit does
not offend ‘traditional notions of fair play and substantial justice.”*® This
“minimum contacts” test is satisfied as long as the “quality and nature of the
activity” of the defendant within the forum state is sufficient “in relation to
the fair and orderly administration of the laws which it was the purpose of
the due process clause to insure.”"’ Although this test is obviously a matter
of U.S. constitutional law and therefore not binding on courts elsewhere, it
provides a useful starting point because the problems of extraterritorial ac-
tivity affect all territorially based jurisdictional systems, even those that de-
fine the scope of jurisdiction (or choice of law) somewhat differently.

Since 1945, the minimum contacts test has provided the framework for
determining the outer limits of personal jurisdiction under the U.S. Constitu-
tion.® Nevertheless, although the test’s flexibility is its greatest strength,
such flexibility has meant that the minimum contacts analysis does not pro-
vide a clearly defined rule because it relies instead on a highly particular-
ized, fact-specific inquiry. Accordingly, it is difficult to be certain in ad-
vance how many and what sort of contacts will be enough for a state to
exercise personal jurisdiction under the Federal Constitution. The Supreme
Court has variously looked to whether defendants have “purposefully
avail[ed]” themselves of the state’s laws," whether they could “reasonably

% Int’l Shoe, 326 U.S. at 316.

7 1d. at 319.

8 The minimum contacts test, of course, establishes only the outer limit for the exercise
of personal jurisdiction. Although states cannot assert jurisdiction beyond that which the Fed-
eral Constitution allows, they may choose to exercise /ess than the full authority granted by
the Constitution. Some states have crafted their own statutes that voluntarily restrict their ju-
risdiction over out-of-state defendants beyond that which the Federal Constitution requires.
See, e.g., N.Y. C.P.L.R. 302 (McKinney 2002) (restricting New York’s jurisdiction more than
is required by the Federal Constitution); see also FLEMING JAMES, JR. ET AL., CIVIL
PROCEDURE 75 (5th ed. 2001) (noting that “legislatures adopting these [jurisdictional] stat-
utes . . . presumably do not wish to reach the Constitutional limit”). In those states, courts
may exercise personal jurisdiction only if the case falls within the limits of the state statute
and jurisdiction is permitted under the Federal Constitution. See LARRY L. TEPLY & RALPH
V. WHITTEN, CIVIL PROCEDURE 277 (1994) (“In addition to the issues of constitutional valid-
ity that arise whenever any long-arm statute is applied to the facts of a specific case, there also
exist %uestions of statutory applicability that must be worked out on a case-by-case basis.”).

4 See Hanson v. Denckla, 357 U.S. 235, 253 (1958) (“[I]t is essential in each case that
there be some act by which the defendant purposefully avails itself of the privilege of con-
ducting activities within the forum State, thus invoking the benefits and protections of its
laws.”).
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anticipate” that they would be sued there,”’ or whether the interests of the
state in adjudicating a dispute outweighed the defendants’ concerns about
increased cost, inconvenience, or potential bias.”' In addition, some mem-
bers of the Court have indicated that a state may assert personal jurisdiction
even when the only link to the forum state is that a corporation “‘delivers its
products into the stream of commerce with the expectation that they will be
purchased by consumers in the forum State.””*

Not surprisingly, the growth of the Internet has added new wrinkles to
the minimum contacts test. After all, when I post information on a website,
it is immediately accessible throughout the world. Have I then “purposely
availed” myself of any jurisdiction where someone views that website? Can
I “reasonably anticipate” that the information posted will be viewed else-
where? Have I placed my site into the “stream of commerce” and if so,
does that mean I should be amenable to suit wherever the site is available?

B. The Challenge of E-Commerce

If a consumer purchases goods online, what law should apply to the
transaction, and which jurisdiction will adjudicate any subsequent dispute?
In many cases, the consumer will not know whether the website she has just
accessed is “located” on a server just down the street or on a different conti-
nent (and indeed a single website may have elements that reside on multiple

%0 See World-Wide Volkswagen Corp. v. Woodson, 444 U.S. 286, 297 (1980) (“[T]he
foreseeability that is critical to [the exercise of state-court jurisdiction] . . . is that the defen-
dant’s conduct and connection with the forum State are such that he should reasonably antici-
pate being haled into court there.”).

31 See Burger King Corp. v. Rudzewicz, 471 U.S. 462, 476-77 (1985) (allowing a court
to consider establishment of minimum contacts “in light of other factors,” such as “‘the bur-
den on the defendant’ and “‘the forum State’s interest in adjudicating the dispute’” (quoting
World-Wide Volkswagen, 444 U.S. at 292)).

52 Asahi Metal Indus. Co. v. Superior Court, 480 U.S. 102, 119-20 (1987) (Brennan, J.,
concurring in part and concurring in the judgment) (emphasis added) (quoting World-Wide
Volkswagen, 444 U.S. at 298). In Asahi, four Justices indicated that simply placing a product
into the stream of commerce would not be sufficient to establish jurisdiction wherever that
product happened to end up. Id. at 112 (O’Connor, J., joined by Rehnquist, C.J., Powell,
Scalia, JJ.). Instead, these Justices would require some sort of “additional conduct” by the
defendant that would demonstrate that the defendant had the specific “intent or purpose to
serve the market” in the state exercising jurisdiction. /d. Four other Justices (including Jus-
tice Brennan) disagreed, arguing that simply placing a product into the stream of commerce
was sufficient. /d. at 117 (Brennan, J., concurring in part and concurring in the judgment).
The ninth Justice, Justice Stevens, found that, based on the facts of the case, jurisdiction was
improper under either test and therefore declined to choose between them. /d. at 121-22 (Ste-
vens, J., concurring in part and concurring in the judgment). As a result, neither rationale
achieved a majority, and the Supreme Court has not directly addressed the stream-of-
commerce question since.

29> e
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servers in multiple locations). For example, if a French consumer accesses
a “Swedish” website, has she somehow “entered” Sweden for purposes of
jurisdiction and choice of law?

Moreover, the possibility that the site itself might require the consumer
to agree to contractual terms that include choice-of-law and forum selection
clauses may not fully resolve the dilemma.” Some countries may deter-
mine that such “clickstream” agreements are enforceable,”® while others
might view them as not being true bargains because the bargaining power
among the participants might be unequal.”> Or countries might determine
that consumer protection issues implicate public values that cannot simply
be contracted away by parties to a transaction.”® If so, which jurisdiction’s
consumer protection law should apply?

The European Union (EU), in an attempt to address these challenges,
adopted a directive’’ in early summer 2000 enshrining the “country of ori-
gin” principle for such sales. Under the directive, the law of the country of
the merchant or service provider applies in the event of a dispute.58 Several

>3 Cf Siegelman v. Cunard White Star Ltd., 221 F.2d 189, 204-06 (2d Cir. 1955) (Frank,
J., dissenting) (arguing that a choice-of-law provision in a contract of adhesion should not be
honored). See generally, Albert A. Ehrenzweig, Adhesion Contracts in the Conflict of Laws,
53 CoLuMm. L. REV. 1072, 1089-90 (1953) (arguing that American courts should justify not
enforcing choice-of-law provisions in adhesion contracts by recognizing that the principle of
party autonomy has no place in conflicts law, rather than by misconstruing contract law).

> See, e.g., Kilgallen v. Network Solutions Inc., 99 F. Supp. 2d 125, 129 (D. Mass.
2000) (holding that forum selection clauses are enforceable unless proven unreasonable under
the circumstances); Forrest v. Verizon Communications, Inc., 805 A.2d 1007, 1010-11 (D.C.
2002) (holding that a consumer received adequate notice of the forum selection clause in an
electronic contract); Rudder v. Microsoft Corp., [1999] 2 C.P.R.4th 474 (Ont. Super. Ct. J.)
(holding that to find the forum selection clause unenforceable would undermine the integrity
of an;/5 agreement entered into through the web).

See, e.g., Specht v. Netscape Communications Corp., No. 01-7870, 2002 WL
31166784, at *2-4 (2d Cir. Oct. 1, 2002) (ruling that Internet users could not be bound by a
license agreement mandating arbitration when the provision was buried on the second page of
a free software download program); Comb v. PayPal, Inc., No. C-02-1227JF, 2002 WL
2002171, at *6-9 (N.D. Cal. Aug. 30, 2002) (refusing to enforce an arbitration clause in an
electronic contract on grounds of procedural and substantive unconscionability).

56 See, e.g., Williams v. Am. Online, Inc., No. 00-0962, 2001 WL 135825, at *3 (Mass.
Super. Ct. Feb. 8, 2001) (refusing to enforce forum selection clause contained in America
Online’s Terms of Service agreement in part because “[pJublic policy suggests that Massachu-
setts consumers who individually have damages of only a few hundred dollars should not have
to pursue AOL in Virginia”).

T A directive by the European Union is binding legislation on the Member States as to
the result(s) achieved, but allows national authorities the choice of various methods of imple-
mentation. See TREATY ESTABLISHING THE EUROPEAN COMMUNITY, Nov. 10, 1997, art.
249, 0.J. (C 340) 2 (1997) [hereinafter EC TREATY].

38 See Council Directive 2000/31, art. 22, 2000 O.J. (L 178) 1, 4 (“[I]nformation socicty
services should . . . be subject to the law of the Member State in which the service provider is
established.”).
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months later, however, the European Commission’” indicated that it might
adopt the so-called Rome II Regulation, which would reverse the directive
and make the laws of the comsumer’s country apply in cross-border e-
commerce disputes, absent contractual provisions to the contrary.”’ Since
then, under heavy pressure from business interests, the EU has backed off
the idea of enacting Rome I1.*" These flip-flops demonstrate how conten-
tious the question of jurisdiction over e-commerce activities has become.

C. The Challenge of International Taxation

Historically, taxation regimes have been based on geography and have
depended on the traditional nation-state structure.”” Thus, the issue of who
gets to collect a tax generally boils down to questions such as: Where did
the transaction take place? Where did the income stream arise? Where is
the company located? Needless to say, these questions can be quite difficult
to resolve in the context of digital transactions. Indeed, one commentator
has noted: “[T]he basic assumption underlying economic governance in the

%% The European Commission is the EU’s functional equivalent to the executive branch
in the United States. See EC TREATY, supra note 57, at arts. 211-19 (establishing the Euro-
pean Commission and describing its powers and duties).

%0 See Communication from the Commission to the Council and the European Parlia-
ment on E-commerce and Financial Services, COM(01)66 final at 8 (holding that, in the ab-
sence of a choice-of-law provision in a consumer contract, the contract is governed by the law
of the consumer’s “habitual residence™).

1 See John Duckers, Regulation Tide Begins to Recede, BIRMINGHAM POST, Feb. 15,
2002, at 24, 2002 WL 13710809 (reporting that the European Commission has “shelved” its
Rome II negotiations, indicating that “‘business is making its voice heard in Europe’s corri-
dors of power’ (quoting Andrew Sparrow, Partner, Lee Crowder Solicitors)); Paul Meller,
Europe Panel Is Rethinking How It Views E-Commerce, N.Y. TIMES, June 27, 2001, at W1
(noting the EC’s reversal on the country-of-destination approach).

52 See Michael J. Graetz, Taxing International Income: Inadequate Principles, Outdated
Concepts, and Unsatisfactory Policies, 54 TAX L. REV. 261, 277-82 (2001) (discussing the
history of, and justifications for, the focus in tax policy on the prerogatives and interests of
nation-states). In fact, most modern countries have based their tax policies on traditional no-
tions of a nation-state’s sovereign authority over its subjects. See Stephen G. Utz, Tax Har-
monization and Coordination in Europe and America, 9 CONN. J. INT'L L. 767, 769 (1994)
[hereinafter Utz, Tax Harmonization] (“Until recently, discussions of tax policy usually as-
sumed that a taxing sovereign could . . . [tax] almost exclusively . . . the economic conduct of
its own citizens.”). Early tax policy analysts assumed that the geographically fixed nation-
state possessed inherent taxing authority, reflecting the unrivalled view that “nations were
natural units and that within their bounds national governments were sovereign for all pur-
poses.” STEPHEN G. UTZ, TAX POLICY: AN INTRODUCTION AND SURVEY OF THE PRINCIPAL
DEBATES 56 (1993). Under this vision, nation-states “claim full taxing authority over people,
property, and transactions ‘within’ their territory.” Id. at 195.
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modern era is that, regardless of how international the world economy, any
transaction can be located precisely in two dimensional geographic space.”63
He goes on to state bluntly, however, that “[g]eography does not map on
cyberspace.”*

For example, imagine a company that provides online data services or
that transmits wireless messages via satellite. Should the profits from these
services be taxed in any country where the business has customers? The
overwhelming majority of bilateral income tax agreements allow taxation if
a business maintains a “permanent establishment” (PE) in a particular juris-
diction, but otherwise does not allow taxation of “business profits” derived
from that jurisdiction.”” In an e-commerce world, the need to have such a
permanent establishment is dramatically reduced. A company may maintain
no particular physical presence in the country at issue. Or the only presence
may be a server located in the country, but normally that server is owned or
operated by someone else. Are the electronic signals passing through the
server sufficient to create a presence or “permanent establishment” so as to
justify taxation?

The Committee on Fiscal Affairs of the Organization for Economic Co-
operation and Development (OECD), which administers the model income
tax convention that forms the basis of most bilateral agreements, recently
attempted to clarify the definition of what constitutes a “permanent estab-
lishment” (PE):

[TThe clarification states that a web site cannot, in itself, constitute a PE; that a

web site hosting arrangement typically does not result in a PE for the enter-

prise that carries on business through that web site; that an Internet service
provider normally will not constitute a dependent agent of another enterprise

so as to constitute a PE for that enterprise and that while a place where com-

puter equipment, such as a server, is located may in certain circumstances con-

stitute a permanent establishment, this requires that the functions performed at

that place be significant as well as an essential or core part of the business ac-
tivity of the enterprise.

63 Stephen J. Kobrin, Taxing Internet Transactions, 21 U. PA. J. INT’L ECON. L. 666, 671
(2000).
o4 1

63 See, e.g., MODEL TAX CONVENTION ON INCOME AND ON CAPITAL art. 7, § 1 (Org. for
Econ. Cooperation & Dev. Comm. on Fiscal Affairs 1997) (stating that an enterprise of one
state doing business in another shall not be taxed in the second state unless it has a permanent
establishment there).

% Press Release, Technical Advisory Group, Organization for Economic Cooperation
and Development, OECD Progresses Towards Achieving an International Consensus on the
Tax Treatment of E-Commerce (Dec. 2, 2001), at http://www.oecd.org/
EN/document/0,, EN-document-590-17-n0-12-6697-590,00.html; see also OECD Committee
on Fiscal Affairs, Clarification on the Application of the Permanent Establishment Definition
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While this clarification may sound reasonable, it poses a major problem for
developing countries that rely on tax revenue from foreign investment be-
cause corporations can now more easily avoid local taxation by maintaining
only an “e-presence” in a given country.”’

Turning from income taxes to consumption taxes, while local govern-
ments can impose a tax on residents’ purchases from distant vendors, they
will find it difficult to impose an obligation on those vendors to collect the
tax absent a physical presence in the locality.”® In addition, increasing e-
commerce may lead to the gradual elimination of intermediaries, who have
been crucial for identifying taxpayers.”” Finally, although so-called “low
value” shipments across borders historically have been granted de minimis
relief from customs duties and taxes, the rise of e-commerce may increase
the number of direct orders from foreign suppliers, leading either to substan-
tial loss of tax revenue or higher customs collection costs.”” Thus, as with
income taxes, there are fears that e-commerce will result in an erosion of the
consumption tax base, which might disproportionately affect the economies

in E-Commerce: Changes to the Commentary on the Model Tax Convention on Article 5 para.
3., Organization for Economic Co-operation and Development 3 (Dec. 22, 2000), at
http://www.oecd.org/daf/fa/e_com/ec_1 PE Eng.pdf (providing the language used in the
press release). Similarly, language on taxation in the Restatement of Foreign Relations Law
requires that corporations have a physical presence within a jurisdiction before a state can tax
its income. See RESTATEMENT (THIRD) OF THE FOREIGN RELATIONS LAW OF THE UNITED
STATES § 412 (1987) (noting that a state may tax corporations if they have a physical pres-
ence within the state or conduct business within the state).

%7 Even within the United States, the issue of physical nexus is controversial. For exam-
ple, California’s State Board of Equalization recently issued an opinion asserting that Bor-
ders.com can be required to collect California sales tax despite the fact that Borders.com has
no property or employees in California. See Borders Online, Inc., SC OHA 97-638364 56270,
at 4 (Cal. Bd. Equalization Sept. 26, 2001) (mem.),
http://www.boe.ca.gov/legal/pdf/borders.pdf) (holding that Borders.com’s in-state authorized
representatives for receiving product returns created a “substantial nexus” between Bor-
ders.com and the state). The board based its opinion on the fact that Borders Books stores—a
separate corporation that does have a physical presence in California—accepts returns of
books purchased online at Borders.com, thus establishing the requisite “nexus” between the
two. Id. at 5. While it is beyond the scope of this Article to debate whether this particular
determination is justified, the tenuous nature of the nexus inquiry is clear.

%8 See Richard Jones & Subhajit Basu, Taxation of Electronic Commerce: A Developing
Problem, 16 INT’L REV. L. COMPUTERS & TECH. 35, 38 (2002) (“Whereas states can impose a
tax on residents’ purchases from out-of-state vendors, they cannot impose an obligation on
those vendors to collect the tax unless the vendor has a substantial presence, or nexus, in the
state.”).

% See id. at 37 (arguing that e-commerce “leads to the gradual elimination of intermedi-
aries, such as wholesalers or local retailers, who in the past have been critical for identifying
taxpayers, especially private consumers”).

See id. at 37-38 (explaining the challenge that tax and customs authorities face from
an increase in “low value” shipments since the amount of tax due on such shipments is lower
than the cost of collection).
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of developing countries.”'

Stephen J. Kobrin, Director of the Wharton School’s Institute of Man-
agement and International Studies, recently offered an example of the diffi-
culties.”” Assume a software programmer in India is working in real time to
upgrade a bank’s computer system in New York; using the bank’s servers,
which are in New Jersey; so that the bank’s accounting office, located in
Ireland, can function more efficiently. Certainly an economically valuable
service is being rendered, but where does the taxable transaction take
place?73

Kobrin argues that in discussions of Internet taxation issues such as this
one, four assumptions are generally at work. First, taxation should be eco-
nomically neutral—that is, it should not influence the location or form of
economic activity. Second, transactions that are either doubly or triply
taxed, or not taxed at all, should be avoided. Third, there should be an equi-
table distribution of tax revenue. Fourth, fiscal sovereignty based on geo-
graphically defined nation-states should be maintained.” As the question of
permanent establishment indicates, however, it will be difficult to satisfy all
four of these principles simultaneously. Indeed, given the nongeographic
nature of digital transactions, “it may be impossible to resolve ‘jurisdic-
tional’ issues, distribute revenue, or even collect sufficient revenues to sus-
tain governmental activities while maintaining the practice or principle of
mutually exclusive jurisdiction—political and economic control exercised
through control over geography.”” According to Kobrin, an efficient and
just tax system may ultimately require a far greater degree of international
coo%eration and redistribution than we have seen in global tax policy thus
far.

D. The Challenge of Extraterritorial Regulation of Speech

Cyberspace creates the possibility (and perhaps even the likelihood)
that content posted online by a person in one physical location will violate

" See id. at 41 (discussing a study indicating that, although developing countries account
for only sixteen percent of world imports of digitized goods, their share of tariff revenue loss
for such goods is almost double that of industrialized countries).

72 K obrin, supra note 63, at 670-71.

3 See id. (posing a hypothetical that presents the same problem).

™ Id at 672.

5 4

76 See id. (“In the digital age, effective, efficient, and just tax systems may require sub-
stantive international cooperation.”); see also Jones & Basu, supra note 68, at 49 (arguing that
the OECD is “dominated by the U.S. and the developed world,” resulting in “solutions de-
vised for and beneficial to the developed world”). See generally Utz, Tax Harmonization,
supra note 62, at 767-72 (describing the difficulties of forging international tax policy).
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the law in some other physical location. In such circumstances there is an
inevitable problem of extraterritoriality. Will the person who posts the con-
tent be required to conform her activities to the norms of the most restrictive
community of readers? Or, alternatively, will the community of readers,
which has adopted a norm regarding Internet content, be subjected to the
proscribed material regardless of its wishes? The answers to these questions
depend in part on whether the community of readers asserts the jurisdic-
tional authority to impose its norms on the foreign content provider.

Recently, a French court addressed this jurisdictional issue and claimed
the power to regulate the content of an American website accessible in
France. On May 22, 2000, the Tribunal de Grande Instance de Paris issued
a preliminary injunction against Yahoo.com, ordering the site to take all
possible measures to dissuade and prevent access in France of Yahoo! auc-
tion sites that sell Nazi memorabilia or other items that are sympathetic to
Nazism or constitute holocaust denial.”” Undisputedly, selling such mer-
chandise in France would violate French law,78 and Yahoo.fr, Yahoo!’s
French subsidiary, complied with requests that access to such sites be
blocked.” What made this action noteworthy was the fact that the suit was
brought not only against Yahoo.fr, but against Yahoo.com, an American
corporation, and the fact that the court sought to enjoin access to non-
French websites stored on Yahoo!’s non-French servers.

Of course, one can easily see why the court and the complainants in this
action would have taken this additional step. Shutting down access to web
pages on Yahoo.fr does no good at all if French citizens can, with the click
of a mouse, simply go to Yahoo.com and access those same pages. On the
other hand, Yahoo! argued that the French assertion of jurisdiction was
impermissibly extraterritorial in scope.* According to Yahoo!, in order to
comply with the injunction it would need to remove the pages from its serv-
ers altogether (not just for French people), thereby denying such material to
non-French citizens, many of whom have the right to access the materials
under the laws of their countries.’’ Most important, Yahoo! argued that

TGIL  Paris, May 22, 2000, http://www.juriscom.net/txt/jurisfr/cti/
tgiparis2000522.htm. An example of the type of auction page at issue can be found at
http://www.legalis.net/jnet/illustration/yahoo_auctions.htm (last visited Oct. 22, 2002).

78 See CODE PENAL [C. PEN.] art. R. 645-1 (Fr.) (prohibiting the public display of Nazi
memorabilia except for the purposes of an historical film, show, or exhibit).

" See T.G.L Paris, Nov. 20, 2000 (noting that Yahoo! France had posted warnings on its
site that through Yahoo! U.S., the user could access revisionist sites, the visiting of which is
prohibited  and  punishable by  French  law),  http://www juriscom.net/txt/
Jjurisfr/cti/tgiparis20001120.htm.

80 14

81 Id
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such extraterritorial censoring of American web content would run afoul of
the First Amendment of the U.S. Constitution.* Thus, Yahoo! and others®
contended that the French assertion of jurisdiction was an impermissible at-
tempt by France to impose global rules for Internet expression.**

Interestingly, an Australian case decided the previous year had adopted
this same logic in refusing to enjoin material posted on the Internet by a per-
son in the United States that was allegedly defamatory under Australian
law.® According to the court, “Once published on the Internet material can
be received anywhere, and it does not lie within the competence of the pub-
lisher to restrict the reach of the publication.”® The court went on to ex-
plain:

The difficulties are obvious. An injunction to restrain defamation in NSW

[New South Wales] is designed to ensure compliance with the laws of NSW,

and to protect the rights of plaintiffs, as those rights are defined by the law of

NSW. Such an injunction is not designed to superimpose the law of NSW re-

lating to defamation on every other state, territory and country of the world.

Yet that would be the effect of an order restraining publication on the Internet.

It is not to be assumed that the law of defamation in other countries is coexten-

sive with that of NSW, and indeed, one knows that it is not. It may very well

be that, according to the law of the Bahamas, Tazhakistan, or Mongolia, the

defendant has an unfettered right to publish the material. To make an order in-

terfering with such a right would exceed the proper limits of the use of the in-

junctive power of this court.®’

Thus, the court adopted precisely the type of argument Yahoo! made before
the French investigating judge and declined to make a ruling that it saw as
unavoidably extraterritorial in scope.®®

821d

8 See, e.g., Carl S. Kaplan, Experts See Online Speech Case as Bellwether, N.Y. TIMES,
Jan. 5, 2001, ar http://www.nytimes.com/2001/01/05/technology/05SCYBERLAW.
html?pagewanted=print (quoting the warning of Barry Steinhardt, associate director of the
American Civil Liberties Union, that if “litigants and governments in other countries . . . go
after American service providers . . . we could easily wind up with a lowest common denomi-
nator standard for protected speech on the Net™).

As Greg Wrenn, associate general counsel for Yahoo!’s international division, put it:
“We are not going to acquiesce in the notion that foreign countries have unlimited jurisdiction
to re%;llate the content of U.S.-based sites.” /d.

See Macquarie Bank Ltd. v. Berg (N.S.W.S. Ct. June 2, 1999) (refusing to grant an
order restraining the publication of allegedly defamatory material on the Internet because such
an order would impose the defamation laws of New South Wales on other countries),
http://www.austlii.edu.au/au/cases/nsw/supreme_ct.

8 14 at para. 12.

8 1d. at para. 14.

88 But see Gutnick v. Dow Jones & Co., (V.S. Ct. Aug. 28, 2001) (asserting jurisdiction
over an American publisher for publishing on its website an article allegedly defaming an
Australian citizen), http://www.austlii.edu.au/cgi-bin/disp.pl/au/cases/
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The French judge took a different tack, however, and decided to inves-
tigate the empirical basis for Yahoo!’s position. Thus, the court engaged a
panel of three technical experts to determine whether Yahoo! could, under
existing technology, identify and filter out French users from the auction
sites in question, while maintaining access to those sites for other users.”
The panel, though partially divided,” ultimately concluded that for ap-
proximately seventy percent of the French users of Yahoo.com, identifying
the location of the user would be feasible.”’ Armed with that information,
the court then reissued its injunction.”” Meanwhile, a group of Auschwitz
survivors initiated a separate action in France against Yahoo! CEO Timothy
Koogle because of the availability of Nazi-related goods on the site.”

Rather than filter out French users, Yahoo! decided to remove the auc-
tion sites from its servers altogether. Although Yahoo! claimed that its de-
cision was “voluntary” and unrelated to the French court ruling,” civil liber-

vic/VSC/2001/305 . html?query=title+%28+%22gutnick%22+%29.

8 See T.G.1. Paris, Aug. 11, 2000 (ordering the formation of a panel of technical experts
to determine whether Yahoo could identify and filter out French users from the sites found to
violate French law), http://www legalis.net/cgi-iddn/french/
affiche-jnet.cgi?droite=decisions/responsabilite/ord_tgi-paris_110800.htm.

% One of the three members, Vinton Cerf, objected to the part of the experts’ report rec-
ommending that Yahoo! be forced to ask users their location upon accessing the site. See
T.G.L. Paris,  Nov. 20, 2000  (providing  Cerf’s  objections),  http://
www_juriscom.net/txt/jurisfr/cti/tgiparis20001120.htm. According to Cerf, such a require-
ment would be both ineffectual (because users could lie and because Yahoo! could not force
sites accessed through Yahoo! to ask about location) and an invasion of privacy. /d. In addi-
tion, Cerf argued that any order should not extend to French citizens who are not in French
territory at the time of their access to the Internet because the court’s jurisdiction as to those
individuals is unclear. /d. Although a second member of the expert panel, Ben Laurie, did
not dissent from the recommendation, he subsequently posted to the web an open letter, titled
“An Expert’s Apology.” Open Letter from Ben Laurie, An Expert’s Apology (Nov. 21,
2000), at http://www.apache-ssl.org/apology.html. In the letter, Laurie explained that though
the panel had attempted to answer the narrow question posed by the court (to what extent was
it technically possible for Yahoo! to comply with the court’s order), the expert report did not
necessarily reflect his policy opinion on the question. /d. Laurie also argued that any geo-
graphical filtering would be “inaccurate, ineffective and trivially avoid[able]” and would im-
pose a tremendous burden on services such as Yahoo!, which would be required “to maintain
a huge matrix of pages versus jurisdictions to see who can and can’t see what.” /d.

ol See T.G.L Paris, Nov. 6, 2000 (setting forth the report of court-appointed experts),
http://www juriscom.net/txt/jurisfr/cti/tgiparis20001106-rp.htm.

2 See T.G.I. Paris, Nov. 20, 2000, supra note 90 (ordering Yahoo! to comply with the
court’s order of May 22, 2000).

93 See, e.g., French Auschwitz Group Sues Yahoo!, REUTERS, Jan. 23, 2001, at http://
news.zdnet.co.uk/story/0,,t269-s2083893,00.html (reporting that the group seeks “a symbolic
one franc of damages”).

See Press Release, Yahoo!, Yahoo! Enhances Commerce Sites for Higher Quality
Online Experience (Jan. 2, 2001), at http://docs.yahoo.com/docs/pr/release675.html (announc-
ing new product guidelines for its auction sites that prohibit “items that are associated with
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tarians viewed Yahoo!’s capitulation as evidence that the French court had
successfully engaged in extraterritorial censorship.95 Indeed, on its face, the
French ruling looked like the classic 1808 case in which Lord Ellenborough
ruled that a default judgment against a British citizen issued in Tobago
should not be enforced and asked rhetorically, “Can the island of Tobago
pass a law to bind the rights of the whole world?”*®

Although in conflict with the Australian defamation case, the French
judgment is not anomalous. Shortly after the French court ruling, Italy’s
highest court, in an appeal of an online defamation case, ruled that Italian
courts can assert jurisdiction over foreign-based websites and shut them
down if they do not abide by Italian law.”” The court determined, as in Ya-
hoo!, that Italian courts have jurisdiction either when an act or omission has
actually been committed on Italian territory or when simply the effects or
consequences of an act are felt in Italy.”® Likewise, Germany’s second-
highest court ruled that an Australian website owner—-whose website ques-
tioning the Holocaust is illegal in Germany but not in Australia—-could be
jailed for violating German speech laws.” Germany’s interior minister sub-
sequently announced that he was examining “the possibilities of using
[German] civil laws to sue the creators of right-wing web sites based in the

groups which promote or glorify hatred and violence™). But cf. Troy Wolverton & Jeff Pel-
line, Yahoo to Charge Auction Fees, Ban Hate Materials, CNET NEWS.COM, Jan. 2, 2001, at
http://news.cnet.com/news/0-1007-200-4352889.html (noting that Yahoo!’s new policy re-
garding hate-related materials followed action by the French court).

% See, e.g., Center for Democracy and Technology, A Briefing on Public Policy Issues
Affecting Civil Liberties Online, 6 CDT PoLIcY PosT (Nov. 21, 2000), at http://
www.cdt.org/publications/pp_6.20.shtml (discussing the dangerous precedent set for countries
seeking to restrict free expression outside their borders); see also Jen Muehlbauer, Borderless
Net, RIP?, INDUSTRY STANDARD, Nov. 21, 2000, at http:/
thestandard.com/article/display/0,1151,20331,00.html (criticizing the French court’s ruling on
the ground that it imposed international censorship on the Internet).

% Buchanan v. Rucker, 103 Eng. Rep. 546, 547 (K.B. 1808).

7 Cass., 27 dec. 2000, translated at http://www.cdt.org/speech/international/
001227italiandecision.pdf; see also Italy: Foreign 'Net Sites Can Be Closed, UPI, Jan. 10,
2001, LEXIS, UPI File (reporting decision and noting that “[i]t was not immediately clear,
however, how [an order to shut down a foreign web site] could be implemented or enforced”).
The case was brought by a Jewish man who said he was defamed by a number of websites that
claimed he was holding his two daughters captive in the city of Genoa and was preventing
them from practicing Judaism. Cass., 27 dec. 2000, supra. In fact, the man had been granted
sole custody of the girls after his wife had taken them to Israel and married an ultra-orthodox
rabbi. /d.

% Cass., 27 dec. 2000, supra note 97.

% See Australian Faces Trial for Holocaust Denial, REUTERS, Dec. 14, 2000, at http://
www.zdnet.com.au/newstech/news/story/0,2000025345,20107617,00.htm (“[TThe Federal Su-
preme Court in Germany ruled that the former school teacher could be charged with inciting
racial hatred under German law because the offending material, which denied the deaths of
millions of Jews during the Nazi era, could be accessed by German Internet users.”).
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USA that have an effect in Germany.”'” Even in Australia, a second ruling

has been issued in a separate online defamation case that contradicts the ear-
lier one.'”!

Most recently, the Canadian Human Rights Tribunal ordered Ernst
Ziindel, a former Canadian resident now living in the United States, to re-
move anti-Semitic hate speech from his California-based Internet site.'”?
The Tribunal’s order recognized that the Tribunal might have difficulty en-
forcing its ruling, but determined that there would be “a significant sym-
bolic value in the public denunciation” of Ziindel’s actions and a “potential
educative and ultimately larger preventative benefit that can be achieved by
open discussion of the principles enunciated in [its] decision.”'”

For its part, Yahoo! continued its legal battle and recently won a judg-
ment in U.S. District Court in California declaring that the French court rul-
ing cannot be recognized or enforced in the United States largely because
the French judgment ran counter to the First Amendment.'” An appeal of
that judgment is still pending.'” No matter how the American case is ulti-
mately resolved, though, the French court’s willingness to assert its norms
over cyberspace content originating elsewhere demonstrates some of the
difficulties that result from the ease with which online content crosses terri-
torial borders.

E. The Challenge of the Dormant Commerce Clause

In the United States, courts have begun to invoke many of the same ex-

1 Ned Stafford, German Official Seeks Help to Shut U.S.-Based Hate Sites,
NEWSBYTES, Aug. 6, 2001, LEXIS, Newsbytes File.

%" Gutnick v. Dow Jones & Co. (V.S. Ct. 2001), http://www.austlii.edu.au/cgi-bin/
disp.Pgé au/cases/vic/VSC/2001/305 . html?query=title+%28+%22gutnick%22+%?29.

Citron v. Ziindel (Canadian Human Rights Trib. Jan. 18, 2002), http://
www.chrt-tcdp.ge.ca/decisions/docs/citron-e.htm; see also Peter Cameron, Hate Web Sites
Have “No Place in Canadian Society”: Commission, LONDON FREE PRESS, Jan. 19, 2002, at
BS5 (describing a ruling that held “an Internet site that promotes hate against any group contra-
venes the Canadian Human Rights Act” because “hate messaging has no place in Canadian
Society”).

13 Citron v. Ziindel, para. 57 (Canadian Human Rights Trib. Jan. 18, 2002),
http://www.chrt-tcdp.gc.ca/decisions/docs/citron-e.htm; see also Cameron, supra note 102
(quoting a Commission spokesperson as acknowledging that “[w]e have no experience with
enforcing compliance in cases involving the Internet™).

104 Yahoo!, Inc. v. La Ligue Contre Le Racisme et L’Antisemitisme, 169 F. Supp. 2d
1181, 1192 (N.D. Cal. 2001).

Similar issues of regulatory “spillover” from one jurisdiction to another have been
raised in the United States in the context of the so-called “dormant” Commerce Clause. See
infra Part LE.
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traterritoriality concerns raised by Yahoo! to strike down state regulation of
Internet activity under the so-called “dormant” Commerce Clause.'” Gen-
erally speaking, the dormant Commerce Clause limits state regulations
based on their effects outside the state.'”” Thus, as in the jurisdictional in-
quiry, the dormant Commerce Clause analysis is premised upon the impor-
tance of fixed geographical boundaries and the presumed danger of extrater-
ritorial regulation. In the cyberspace context, such an emphasis on
territorial boundaries threatens the validity of many state efforts to regulate
Internet activity. For example, in one of the first cases to apply the dormant
Commerce Clause to cyberspace, American Library Association v.
Pataki,'® a federal district court enjoined enforcement of a New York stat-
ute that prohibited the intentional use of the Internet “to initiate or engage”
in certain pornographic communications deemed to be “harmful to mi-
nors.”'® The court reasoned that, because materials posted to the web any-
where are accessible in New York, application of the statute might chill the
activities of non-New York content providers and force them to conform
their behavior to New York’s standard.''® Moreover, according to the court,
because states regulate pornographic communications differently, “a single
actor might be subject to haphazard, uncoordinated, and even outright in-
consistent regulation by states that the actor never intended to reach and

1% The Commerce Clause grants Congress the power “To regulate Commerce with For-

eign nations, and among the several States.” U.S. CONST. art. I, § 8, cl. 3. Implicit in this af-
firmative grant is the negative or “dormant” Commerce Clause—-the principle that the states
impermissibly intrude on this federal power when they enact laws that unduly burden inter-
state commerce. This idea is usually traced to Justice Johnson’s concurrence in Gibbons v.
Ogden, where he stated:
And since the power to [regulate commerce] necessarily implies the power to deter-
mine what shall remain unrestrained, it follows, that the power must be exclusive; it
can reside but in one potentate; and hence, the grant of this power carries with it the
whole subject, leaving nothing for the State to act upon.
22 U.S. (9 Wheat.) 1, 227 (1824) (Johnson, J., concurring).
" The Supreme Court has formulated the dormant Commerce Clause analysis as fol-
lows:
Where the statute regulates evenhandedly to effectuate a legitimate local public in-
terest, and its effects on interstate commerce are only incidental, it will be upheld
unless the burden imposed on such commerce is clearly excessive in relation to the
putative local benefits. If a legitimate local purpose is found, then the question be-
comes one of degree. And the extent of the burden that will be tolerated will of
course depend on the nature of the local interest involved, and on whether it could be
promoted as well with a lesser impact on interstate activities.
Pike v. Bruce Church, Inc., 397 U.S. 137, 142 (1970) (citation omitted).
1% 969 F. Supp. 160 (S.D.N.Y. 1997).
199 4. at 183-84 (enjoining enforcement of N.Y. PENAL LAW §§ 235.20(6), 235.21(3)
(McKinney 2000)).
"0 1d at177.
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possibly was unaware were being accessed.”"" Thus, the court determined
that the New York statute impermissibly regulated interstate commerce.

Other courts have struck down state Internet regulations concerning
pornographic content on similar grounds. For example, courts have used
the dormant Commerce Clause to issue preliminary injunctions against the
enforcement of a New Mexico statute criminalizing dissemination by com-
puter of materials harmful to minors,''* a Virginia law regulating porno-
graphic communications,'” and a Michigan statute criminalizing the use of
computers to distribute sexually explicit materials to minors.'"

But the reach of the dormant Commerce Clause has extended far more
broadly than that. Indeed, as commentators have pointed out, under the
logic of American Library, “nearly every state regulation of Internet com-
munications will have the extraterritorial consequences the court be-
moaned,” including “state antigambling laws, computer crime laws, various
consumer protection laws, libel laws, licensing laws, and many more.”'"> A
court in California, for example, invalidated, under the dormant Commerce
Clause, a state law regulating “junk” e-mail.''® Likewise, the First Circuit
ruled that a Massachusetts cigar advertising law, if applied to Internet adver-
tising, would violate the dormant Commerce Clause,''” and a federal district

111
112

1d. at 168-69.

See ACLU v. Johnson, 194 F.3d 1149, 1160-63 (10th Cir. 1999) (deciding that the
statute, N.M. STAT. ANN. § 30-37-3.2(A) (Michie 1998), violates the Commerce Clause be-
cause it regulates conduct that occurs wholly outside of New Mexico, burdens interstate and
foreign commerce unreasonably, and subjects “interstate use of the Internet to inconsistent
state regulation”).

'3 See PSINet, Inc. v. Chapman, 108 F. Supp. 2d 611, 626 (W.D. Va. 2000) (“[Virginia
Code] § 18.2-391 constitutes an undue burden on interstate commerce because it attempts to
regulate commercial conduct wholly outside of Virginia’s borders.”).

4 See Cyberspace Communications, Inc. v. Engler, 55 F. Supp. 2d 737, 751 (E.D.
Mich. 1999) (“The Act is, as a direct regulation of interstate commerce, a per se violation of
the Commerce Clause.”).

5 Jack L. Goldsmith & Alan O. Sykes, The Internet and the Dormant Commerce
Clause, 110 YALE L.J. 785, 787 (2001).

10 See Ferguson v. Friendfinders, Inc., 115 Cal. Rptr. 2d 258, 267-68 (Cal. App. Dep’t
Super. Ct. 2002) (affirming the lower court’s ruling sustaining demurrer); see also Evan Han-
sen, Court Kills Key Parts of Bulk Email Law, CNET NEWS.cOM, June 9, 2000, at
http://news.com.com/2100-1023-241711.html?legacy=chet (discussing Ferguson v. Friend-
finders), Carl S. Kaplan, In Spam Case, Another Defeat for State Internet Laws, N.Y. TIMES ,
Mar. 24, 2000, at http://www.nytimes.com/library/tech/00/03/
cyber/cyberlaw/24law.html (discussing the “string of decisions questioning the ability of
states to enforce their own Internet laws™). But see State v. Heckel, 24 P.3d 404 (Wash. 2001)
(upholding, in the face of a dormant Commerce Clause challenge, a Washington state law that
prohibits both the transmission of commercial electronic mail from an Internet domain with-
out permission of a third party who owns the domain and the transmission of e-mail that is
false or misleading).

"7 Consol. Cigar Corp. v. Reilly, 218 F.3d 30, 56-57 (1st Cir. 2000) (holding that requir-
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court in Illinois similarly enjoined enforcement of a state statute prohibiting
advertising of certain controlled substances, in part because the pharmaceu-
tical company challenging the ban would not be able to comply with the
statute unless it canceled all Internet advertising.'"®

Scholars are divided on whether the emerging dormant Commerce
Clause jurisprudence in cyberspace is justiﬁed,m but it is clear that the
same concerns about cross-border regulation of the Internet that appear in
the international context raise challenges within a federal system as well.
The most recent wrinkle on this question is the Jurisdictional Certainty Over
Digital Commerce Act,'® which was recently introduced in Congress. The
bill would reserve to Congress exclusively the right to regulate “commercial
transactions of digital goods and services conducted through the Inter-

net,”"*! thus seemingly preempting all state regulation of online activity.122

ing warnings on interstate advertisement is unconstitutional), aff’d in pt., rev’d in pt. on other
grounds sub nom., Lorillard Tobacco Co. v. Reilly, 533 U.S. 525 (2001); see aiso Carl S.
Kaplan, Ruling Favors Tobacco Companies, N.Y. TIMES ON THE WEB, Nov. 17, 2000, at
http://www.nytimes.com/2000/11/17/technology/17CYBERLAW html (discussing a ruling in
the Southern District of New York “that a New York law effectively banning the direct sale of
cigarettes to New Yorkers via the Internet is likely to be unconstitutional™); c¢f. Santa Fe Natu-
ral Tobacco Co. v. Spitzer, No. 00 Civ. 7274 (LAP), 2001 U.S. Dist. LEXIS 7548, at *97
(S.DN.Y. June 8, 2001) (permanently enjoining, on dormant Commerce Clause grounds, en-
forcement of a state law that effectively prohibits Internet and mail order sales of cigarettes).

"% See Knoll Pharm. Co. v. Sherman, 57 F. Supp. 2d 615, 623 (N.D. Ill. 1999)
(“[O]verwhelming evidence has been submitted showing that the practical effect of a ban
against advertising Meridia in Illinois would . . . force the removal of advertising in nationally
distributed publications and broadcasts . . . . There is no technological or commercially realis-
tic means to black Illinois out of a national advertising market.”).

9" Compare Dan L. Burk, Federalism in Cyberspace, 28 CONN. L. REV. 1095, 1123-34
(1996) (arguing that the dormant Commerce Clause is an appropriate and “significant check to
individual states’ regulation of Internet activity”), Bruce P. Keller, The Game’s the Same:
Why Gambling in Cyberspace Violates Federal Law, 108 YALE L.J. 1569, 1593-96 (1999)
(arguing that dormant Commerce Clause problems can be avoided by focusing on federal
regulation and prosecution), Glenn Harlan Reynolds, Virtual Reality and “Virtual Welters”:
A Note on the Commerce Clause Implications of Regulating Cyberporn, 82 VA. L. REV. 535,
540 (1996) (pointing out that state regulation of the Internet on obscenity grounds probably
violates the dormant Commerce Clause), and David Post, Gambling on Internet Laws, AM.
LAw., Sept. 1998, at 95 (arguing that state attempts to regulate the Internet likely violate the
Constitution), with Goldsmith & Sykes, supra note 115, at 827 (highlighting the errors made
when courts have applied the dormant Commerce Clause to the Internet).

120 1 R. 2421, 107th Cong. (2001).

2

'22 For a discussion of the bill, see Margaret Kane, Digital Commerce Sparks Tax
Tango, CNET NEWws.coM, July 20, 2001, at http:/news.cnet.com/news/0-1007-200-
6614719.html.
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F. The Challenge of International Copyright

In the online environment, works such as videos, recordings of musical
performances, and texts can be posted anywhere in the world, retrieved
from databases in foreign countries, or made available by online service
providers to subscribers located throughout the globe. Our system of inter-
national copyright protection, however, historically has been based on the
application of national copyright laws with strictly territorial effects and on
the application of choice-of-law rules to determine which country’s copy-
right laws would apply.'”’

Such a network of national codes may have sufficed in an era when the
distribution or performance of works occurred within easily identifiable and
discrete geographic boundaries. However, “instant and simultaneous
worldwide access to copyrighted works over digital networks . . . fundamen-
tally challenges territorial notions in copyright”'** and complicates tradi-
tional choice-of-law doctrine because it is often difficult to determine where
particular acts have occurred in order to determine which copyright law to
apply.'” Thus, as one commentator has asked: “[I]f authors and their
works are no longer territorially tethered, can changes in the fundamental
legal conceptions of existing regimes for the protection of authors be far be-
hind?”'*® These changes, though not literally concerned with the scope of
adjudicatory jurisdiction, are arguably necessary precisely because copy-
right laws, like laws concerning jurisdiction, rely upon geographical
boundaries among nation-states that may not be maintainable in the new
online context."?’

For example, let us assume that a publisher produces a web page that
resides on a server in Holland.'”® The web page includes photos taken by

'2 See Paul Edward Geller, International Intellectual Property, Conflicts of Laws and

Internet Remedies, 22 EUROP. INTELL. PROP. REV. 125, 126-27 (2000) (describing reliance of
copyright treaties on national treatment and reliance of classic conflicts rule for intellectual
property disputes on the “place of infringing acts”).

2% Andreas P. Reindl, Choosing Law in Cyberspace: Copyright Conflicts on Global
Networks, 19 MICH. J. INT’L L. 799, 800-01 (1998) (footnote omitted).

125 See Geller, supra note 123, at 126 (“The points where acts of infringement begin and
end become indistinguishable as transactions cross multiple borders simultaneously in global,
interactive networks.” (footnote omitted)).

126 Jane C. Ginsburg, The Cyberian Captivity of Copyright: Territoriality and Authors’
Rights in a Networked World, 15 SANTA CLARA COMPUTER & HIGH TECH. L.J. 347, 348-49
(1999).
127 See, e.g., Geller, supra note 123, at 126-27 (describing the “ambiguity of territorial-
ity” with regard to the application of intellectual property laws).

8 This example is drawn from Ginsburg, supra note 126, at 349-50, and is based on a
controversy in France involving “the unauthorized scanning and uploading to a cybercafe’s
website of Le Grand Secret, a banned biography of the late French President [Frangois] Mit-
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both American and French authors. Some of the photos are taken from
magazines that the publisher has scanned and uploaded without permission
and other photos are simply copied from other websites, again without per-
mission. Assume further that the photographers now claim that the pub-
lisher has violated U.S. copyright law on a theory similar to the one used by
the French court in Yahoo!: that the photos are available to be accessed by
U.S. users via the website.

This scenario raises a number of challenges. First, with respect to the
photos that were simply copied from other sites, were those photos ever
“published” and what are their countries of origin? Both of these are impor-
tant considerations under many copyright regimes. Second, which coun-
try’s copyright law applies? If we use Holland’s, where the website resides,
we will encourage web publishers seeking to evade onerous copyright re-
gimes simply to locate their sites in a less restrictive jurisdiction. On the
other hand, if we are free to use the law of any country where the work is
accessible, then again we potentially have the Yahoo! dilemma that the law
of the most restrictive country would in effect apply extraterritorially
throughout the world.

G. The Challenge of Domain Names as Trademarks

Historically, the boundaries of trademark law have been delineated in
part by reference to physical geography. Thus, if I own a store in New York
City called “Berman’s,” I will not, as a general matter, be able to prevent a
person in Australia from opening a store that is also called “Berman’s,”
even if [ have previously established a trademark in my name. The idea is
that customers would be unlikely to confuse the two stores because they are
in markets that are spatially distinct.'"” In the online world such clear spa-
tial boundaries are collapsed because, as the domain name system is cur-
rently organized, there can be only one bermans.com domain name, and it
can only point to one of the two stores.

terand,” id. at 349 n.3.

129 See Hanover Milling Co. v. Metcalf, 240 U.S. 403, 415 (1915) (“But where two par-
ties independently are employing the same mark upon goods of the same class, but in separate
markets wholly remote the one from the other, the question of prior appropriation is legally
insignificant . . . [except in cases of bad faith].”), quoted in United Drug Co. v. Theodore Rec-
tanus Co., 248 U.S. 90, 101 (1918). This is not an absolute rule, of course, because “famous
or well-known marks may well leap oceans and rivers, cross national borders, and span lan-
guage barriers to achieve international recognition.” Dan L. Burk, Trademark Doctrines for
Global Electronic Commerce, 49 S.C. L. REV. 695, 720 (1998); see, e.g., Vaudable v. Mont-
marte, Inc., 193 N.Y.S.2d 332 (N.Y. Sup. Ct. 1959) (enjoining the use by a restaurant in New
York of the name and décor of Maxim’s Restaurant in Paris). Nevertheless, the likelihood-of-
confusion standard historically has tended to imbed a geographical limitation.
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In the early to mid-1990s, as corporations and entrepreneurs began to
understand the potential value of a recognizable domain name, pressure in-
creased to create trademark rights in domain names. For example, one early
Internet domain name dispute involved the Panavision Corporation, which
holds a trademark in the name “Panavision.”’®" In 1995, Panavision at-
tempted to establish a website with the domain name panavision.com, but
found that the name had already been registered to Dennis Toeppen."'
When contacted by Panavision, Toeppen offered to relinquish the name in
exchange for $13,000."** Panavision sued, arguing that Toeppen’s registra-
tion violated trademark law despite the fact that Toeppen’s Panavision site
(which included photographs of the city of Pana, Illinois) could hardly be
confused with the Panavision Corporation."”> The Ninth Circuit agreed with
the trial court that Panavision’s inability to use the panavision.com website
“diminished the ‘capacity of the Panavision marks to identify and distin-
guish Panavision’s goods and services on the Internet.””** In so doing, the
court was, in effect, expanding the geographical reach of trademark law, at
least with regard to domain names. While I still could not sue the Berman’s
store in Australia for violating my trademark, I might now have a cause of
action concerning the bermans.com domain name if the Australian store
registered the name ahead of me.

The U.S. Congress subsequently enacted legislation confirming this ex-
pansion of trademark law. Under pressure from trademark holders, Con-
gress first passed the Federal Trademark Dilution Act'®’ and then the Anti-
cybersquatting Consumer Protection Act (ACPA), which provides an
explicit federal remedy to combat so-called “cybersquatting.”® According
to the congressional reports, the ACPA is meant to address cases like
Panavision, where non-trademark holders register well-known trademarks
as domain names and then try to “ransom” the names back to the trademark

137
owners.

139 panavision Int’l v. Toeppen, 141 F.3d 1316, 1318-19 (9th Cir. 1998).

Pl 1d at 1319,

32

133

B4 1d at 1326 (quoting Panavision Int’l v. Toeppen, 945 F. Supp. 1296, 1304 (C.D. Cal.
1996)).
135 Eederal Trademark Dilution Act of 1995, Pub. L. No. 104-98, 109 Stat. 985 (codified
at 15 U.S.C. §§ 1125, 1127 (Supp. 1996)).

136 Anticybersquatting Consumer Protection Act of 1999, Pub. L. No. 106-113, § 3001,
113 Stat. 545, 548-49 (1999); see H.R. REP. NO. 106-479, at 115 (1999) (detailing the Act).

137 See H.R. REP. NO. 106-412, at 5-7 (1999) (noting that “[s]ometimes these pirates put
pornographic materials on theses sights [sic] in an effort to increase the likelihood of collect-
ing ransom by damaging the integrity of a [trade]mark”); S. REP. NO. 106-140, at 4-7 (1999)
(highlighting testimony regarding attempts to ransom domain names to the highest bidder).
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Nevertheless, even if one believes that reining in “cybersquatters” is a
laudable goal (and even that goal has been debated),138 there can be little
doubt that the application of trademark law to domain names has meant that
trademark law has become unmoored to physical geography and is now
more likely to operate extraterritorially. Potentially, even those who are le-
gitimately using a website that happens to bear the name of a famous mark
held by an entity across the globe could be forced to relinquish the name."”’
In addition, as Graeme Dinwoodie has noted, this unmooring of trademarks
from territory creates the possibility that individual countries will interpret
their trademark laws expansively, thereby reducing trademark rights “to
their most destructive form™: the mutual ability to block (or at least inter-

8 For example, Yochai Benkler has argued that the strong protection of trademarks in
domain names has “maintain[ed] the value of brand names at the expense of the efficiency of
electronic commerce.” Yochai Benkler, Net Regulation: Taking Stock and Looking Forward,
71 U. Coro. L. REV. 1203, 1256 (2000). According to Benkler, the current approach assumes
that consumers will, for the foreseeable future, seek out websites primarily by typing into their
browser a uniform resource locator (URL) such as http://www.brandname.com, rather than by
using search engines or product review sites. This assumption is then employed to justify
permitting the owner of the trademark in a brand name to control use of that brand name in a
URL. Id. at 1256-57. Such a legal determination, however, does not just assume a static
model for the digital environment where customer habits, browser configurations, and search
engines will continue as they are, but also enforces such a static model backed by the power of
law. Id. at 1257. As Benkler points out:

The private stakes for those corporations who have invested in building brand recog-

nition and plan to recoup their investments by exercising some price discipline using

the value of their brand name as a search-cost saving device for consumers are obvi-

ous. The public benefits of protecting these costs by encouraging consumers not to

take advantage of the reduced search costs in the electronic commerce environment

are more questionable.

Id. He suggests that we might instead “accept the declining importance of trademarks [in the
digital environment,] . . . limit legal protection to situations where competitors try to use a
mark to confuse consumers, and . . . abandon the notion of dilution as protection of goodwill,
which developed to protect the famous marks most useful in the old environment.” /Id. at
1249; ¢f,, Manchester Airport PLC v. Club Club Ltd., Case No. D2000-0638, WIPO Arbitra-
tion and Mediation Center Administrative Panel Decision (Aug. 22, 2000), at
http://www.arbiter.wipo.int/domains/decisions/htm1/2000/

d2000-0638.html (stating that respondent attempted to sell the domain name to the complain-
ant “for an amount well in excess of the registration fees,” but noting that “selling a domain
name is not per se prohibited by the ICANN [Internet Corporation for Assigned Names and
Numbers] Policy (nor is it illegal or even, in a capitalist system, ethically reprehensible)”).

In response to this problem, the World Intellectual Property Organization adopted, in
the fall of 2001, a Joint Recommendation calling for a definition of “use” for purposes of
trademark law that would protect legitimate users of marks who disclaimed any intent to en-
gage in commerce in a particular country. Joint Recommendation Concerning Provisions on
the Protection of Marks, and Other Industrial Property Rights in Signs on the Internet art. 2
(2001), http://www.wipo.org/about-ip/en/
index.html?wipo_content_frame=/about-ip/en/trademarks.html.
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fere with) the online use of marks recognized in other countries.'*’
Moreover, each of the parties claiming ownership in a trademark could
sue in a different country, and, because of differences in substantive law,
each party could win."*' Thus, with the increasing scope of trademark law
in cyberspace, the next question becomes: how shall any domain name de-
cision be enforced? The ACPA attempts to address this problem by provid-
ing in rem jurisdiction over the domain name itself wherever that name is
regis‘[ered.142 Thus, for example, if people register domain names online via
a website owned by Network Solutions, a domain name registrar'** corpora-
tion located in Virginia, they potentially can be forced, under the ACPA, to
defend a trademark action in Virginia whether or not they have ever set foot
in Virginia or knew Network Solutions was a Virginia corporation. This in
rem provision has proven to be controversial,'** however, and it remains to

140 See Graeme B. Dinwoodie, Private International Aspects of the Protection of Trade-

marks 27, Paper Presented at the WIPO Forum on Private International Law and Intellectual
Property (Jan. 30-31, 2001) (WIPO Doc. No. WIPO/PIL/01/4 2001) (noting that “[t]his ‘mu-
tual blocking’ capacity is neither efficient nor a positive contribution to the globalization of
markets or the development of ecommerce”), http:/
www.wipo.org/pil-forum/en/documents/doc/pil_01_4.doc. Catherine T. Struve and R. Polk
Wagner have also raised the specter that realspace sovereigns may increasingly attempt to
segment the domain system itself, to insure that any trademark action involving domain names
will have the requisite territorial nexus to support the assertion of jurisdiction. Catherine T.
Struve & R. Polk Wagner, Realspace Sovereigns in Cyberspace: The Case of Domain Names,
17 BERKELEY TECH. L.J. 989, 1031-1034 (2002). As Struve and Wagner point out, such terri-
torially based segmentation of the domain name system would result in “the dramatic reduc-
tion in utility provided by the system itself.” /d. at 1031.

1 See, e.g., Mecklermedia Corp. v. D.C. Cong. G.m.b.H., 1998 Ch. 40, 53 (Eng.) (not-
ing that the cause of action for using trademarked language is different in Germany and Eng-
land and, thus, simultaneous proceedings could continue).

142 See 15 US.C. § 1125(d) (2000) (“In an in rem action ... a domain name shall be
deemed to have its situs in the judicial district in which . . . the domain name registrar . . . is
located.”).

A registrar is one of several entities, for a given top-level domain (such as .com, .edu,
.gov, .uk, etc.) that is authorized by the Internet Corporation for Assigned Names and Num-
bers to grant registration of domain names. DAVID BENDER, COMPUTER LAW § 3D.05[3], at
3D-104.
4 Compare FleetBoston Fin. Corp. v. Fleetbostonfinancial.com, 138 F. Supp. 2d 121,
135 (D. Mass. 2001) (finding that in rem provisions of ACPA violate due process when do-
main name registration paper is subsequently transferred to a district other than the district
where the domain name registry, registrar, or other domain name authority is located),
Heathmount A.E. Corp. v. Technodome.com, 106 F. Supp. 2d 860, 865-66 (E.D. Va. 2000)
(finding that the registration of a domain name, without further contact, does not constitute
sufficient minimum contacts for the purposes of in personam jurisdiction), and Am. Online,
Inc. v. Chih-Hsien Huang, 106 F. Supp. 2d 848, 855-59 (E.D. Va. 2000) (finding that filing an
online domain name registration agreement with Network Solutions is not sufficient contact
with Virginia to justify in personam jurisdiction), with Harrods Ltd. v. Sixty Internet Domain
Names, 302 F.3d 214, 224-25 (4th Cir. 2002) (ruling that because the lawsuit concerns the
property itself, assertion of in rem jurisdiction comports with due process), Caesars World,
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be seen whether courts will find that such assertions of jurisdiction comport
with constitutional due process guarantees.145

In the meantime, domain name trademark disputes are increasingly re-
solved through online arbitration under the auspices of the Internet Corpora-
tion for Assigned Names and Numbers, a not-for-profit corporation that
administers the domain name sys‘[em,146 and the World Intellectual Property
Organization, a United Nations administrative body. While the ability of
these organizations to govern domain names transcends geographical bor-
ders, they face their own legitimacy problems because they are quasi-
governmental entities exercising de facto governing power over the Internet
without structures of democratic accountability or transparency that some
think may be necessary.'” Thus, even this alternative to the problem of ter-
ritorially based Internet governance faces substantial challenges.

Inc. v. Caesars-Palace.com, 112 F. Supp. 2d 502, 504 (E.D. Va. 2000) (finding sufficient con-
tacts for purposes of in rem jurisdiction because the domain name was registered in the state),
and Lucent Techs., Inc. v. Lucentsucks.com, 95 F. Supp. 2d 528, 531 n.5 (E.D. Va. 2000)
(finding that registration is sufficient minimum contact for in personam jurisdiction). For a
more detailed discussion of the ACPA in rem provisions, see Struve & Wagner, supra note
140, at 1006-19.

%5 The resolution of this question probably rests ultimately on whether courts interpret
the U.S. Supreme Court’s decision in Shaffer v. Heitner, 433 U.S. 186 (1977), to have ex-
tended the constitutional requirements of /nternational Shoe to all in rem actions (or at least
those that do not involve real property). Some courts read Shaffer narrowly. See, e.g., Cae-
sars World, 112 F. Supp. 2d at 504 (“[U]nder Shaffer, there must be minimum contacts to
support personal jurisdiction only in those in rem proceedings where the underlying cause of
action is unrelated to the property which is located in the forum state.”). Even some members
of the U.S. Supreme Court have taken that approach. See Burnham v. Superior Court, 495
U.S. 604, 620-21 (1990) (Scalia, J., joined by Rehnquist, C.J., Kennedy, J.) (limiting Shaffer
to quasi in rem actions unaccompanied by in-state service of process). On the other hand,
dicta in Shaffer suggests that the Supreme Court intended its holding to extend the minimum
contacts test of /nternational Shoe to all in rem jurisdiction, not solely to the subcategory of in
rem cases specifically at issue in Shaffer itself. See, e.g., Shaffer, 433 U.S. at 212 (stating that,
henceforth, “all assertions of state-court jurisdiction must be evaluated according to the stan-
dards set forth in /nternational Shoe and its progeny.” (emphasis added) (footnote omitted));
id. (“The fiction that an assertion of jurisdiction over property is anything but an assertion of
jurisdiction over the owner of the property supports an ancient form without substantial mod-
ern justification.”). Thus, Shaffer may be taken to stand for the proposition that Congress
cannot avoid the constitutional requirements of fair play and substantial justice simply by call-
ing an action “in rem” and limiting recovery to the res itself.

"¢ For a brief description of ICANN and its history, see generally Developments in the
Law—-The Law of Cyberspace, 112 HARV. L. REV. 1574, 1657-80 (1999). For a more de-
tailed discussion of many issues surrounding the development of ICANN and the idea of
internet governance, see generally MILTON L. MUELLER, RULING THE ROOT: INTERNET
GOVERNANCE AND THE TAMING OF CYBERSPACE (2002).

M7 For example, a recent study of ICANN and WIPO’s Uniform Dispute Resolution Pol-
icy suggests that the arbitration system is fundamentally biased in favor of trademark holders.
See Michael Geist, Fair.com?: An Examination of the Allegations of Systemic Unfairness in
the ICANN UDRP, 27 BROOK. J. INT’L L. 903, 903-13 (2002) [hereinafter Geist, Fair.com?]
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H. The Challenge of International Computer Crime 148

In the past few years, the increasing problem of computer crime has
captured public attention. In the year 2000 alone, several incidents illumi-
nated the scope of the challenge. In February, the websites of at least eight
major U.S.-based Internet companies were crippled by so-called “denial of
service” attacks unleashed by a computer hacker.'"* A few months later, the
“I Love You” virus infected forty-five million computers worldwide."*

(noting that the system is biased in favor of trademark holders); Steven Bonisteel, Law Expert
Charges Bias in Domain-Dispute Arbitrations, NEWSBYTES, Aug. 20, 2001 (on file with au-
thor) (“[T]rademark holders who launch complaints under [WIPO’s Uniform Dispute Resolu-
tion Policy] win in an overwhelming majority of cases.”) see also MICHAEL GEIST,
FUNDAMENTALLY FAIR.COM? AN UPDATE ON BIAS ALLEGATIONS AND THE ICANN UDRP
8 (2002), at http://aix1.uottawa.ca/~geist/
fairupdate.pdf (updating study, responding to methodological criticisms, and stating that bias
continues). For criticisms of [CANN from the perspective of democratic legitimacy and ad-
ministrative transparency, see, for example, A. Michael Froomkin, Wrong Turn in Cyber-
space, Using ICANN to Route Around the APA and the Constitution, 50 DUKE L.J. 17, 18
(2000) [hereinafter Froomkin, Wrong Turn in Cyberspace], Jonathan Weinberg, /[CANN and
the Problem of Legitimacy, 50 DUKE L.J. 187, 188 (2000);, David Post, Governing Cyber-
space, or “Where Is James Madison when We Need Him?,” ICANN Watch, at
http://www.icannwatch.org/archive/governing_cyberspace.htm (June 6, 1999); Centre for
Global Studies, Enhancing Legitimacy in the Internet Corporation for Assigning Names and
Numbers: Accountable and Transparent Governance Structures, Markle Foundation, at
http://www.markle.org/News/ICANN_Final Septl18.pdf (Sept. 18, 2002). In addition, see
generally www.ICANNWatch.org (last visited Nov. 20, 2002). For similar criticisms of
WIPO, see, for example, A. Michael Froomkin, Of Governments and Governance, 14
BERKELEY TECH. L.J. 617, 618 (1999):

As an international body all too willing to take up the reins of global governance,

WIPO attempted to create global e-commerce friendly rules by a process that, left to

itself, seemed likely to consist predominantly of meeting with commercial interest

groups and giving little more than lip service to privacy and freedom of expression
concerns.

1% This subsection is largely derived from Patricia L. Bellia, Chasing Bits Across Bor-
ders, 2001 U. CHI. LEGAL F. 35 (2001). For another recent article, which addresses similar
issues in the context of international computer fraud, see generally Ellen S. Podgor, /nterna-
tional Computer Fraud: A Paradigm for Limiting National Jurisdiction, 35 U.C. DAVIS L.
REV. 267 (2002).

149 The targeted sites included Amazon.com, Buy.com, CNN.com, eBay, E*Trade,
MSN.com, Yahoo!, and ZDNet. See Charles Cooper, New Cybersport: Taking Out Web
Sites?, ZDNET NEWS, Feb. 9, 2000, at http://www.zdnet.com/zdnn/stories/news/
0,4586,2435899,00.html (listing targeted sites). For a description of the attacks, see /nternet
Denial of Service Attacks and the Federal Response: Joint Hearing Before the Subcomm. on
Crime of the House Comm. on the Judiciary and the Subcomm. on Criminal Justice Oversight
of the S. Comm. on the Judiciary, 106th Cong. 35-37 (2000) (statement of Michael A. Vatis,
Director, National Infrastructure Protection Center, Federal Bureau of Investigation); Cyber-
crime: Hearing Before a Subcomm. of the S. Comm. on Appropriations, 106th Cong. 23-37
(2000) (statement of Louis J. Freeh, Director, Federal Bureau of Investigation).

10" See Electronic Communications Privacy Act of 2000, Digital Privacy Act of 2000 and
Notice of Electronic Monitoring Act: Hearing on H.R. 5018, HR. 4987, and H.R. 4908 Be-
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And in November, FBI investigators conducted a controversial sting opera-
tion in which they lured two Russians suspected of participating in a hack-
ing ring to the United States, captured their passwords, and then used the
passwords to connect to a Russian computer network and download in-
criminating data from the hackers’ Russian servers, all before obtaining a
search warrant.""'

Moreover, criminal conduct involving computers extends far beyond
crimes perpetrated against computer networks, such as hacking. For exam-
ple, computer networks can be used to facilitate online forms of traditional
crimes, such as gambling,'* child pornography,'*® fraud,"* and software
piracy.'” In addition, a computer may simply contain evidence relevant to

fore the Subcomm. on the Constitution of the House Comm. on the Judiciary, 106th Cong. 16-
27 (2000) (statement of Kevin DiGregory, Deputy Assistant Attorney General, Criminal Divi-
sion, Department of Justice) (describing the reach and cost of the “I Love You” virus); Paul
Festa & Joe Wilcox, Experts Estimate Damages in the Billions for Bug, CNET NEWS.COM,
May 5, 2000, at http://news.cnet.com/news/0-1003-200-1814907.html (describing the cost of
the “I Love You” virus as exceeding several billion dollars).

11 See Mike Carter, E-sting Nets 2 Russian Hackers;, FBI Alleges Pair Stole Credit Info,
SEATTLE TIMES, Apr. 23, 2001, at Al (outlining how the two hackers were caught); Robert
Lemos, FBI “Hack” Raises Global Security Concerns, CNET NEWS.coM, May 1, 2001, at
http://news.cnet.com/news/0-1003-202-5785729.html (discussing the concerns that some se-
curity experts and lawyers have over the techniques used by the FBI); Robert Lemos, FB/
Nabs Russian Hackers, ZDNET NEWS, Apr. 23, 2001, at
http://www.zdnet.com/zdnnn/stories/news/0,4586,508199,00.html (discussing the indictment
of the two Russians). In May 2001, a district court denied a motion to suppress the evidence
downloaded from the Russian servers. United States v. Gorshkov, No. CR00-500C, 2001 WL
1024026, at *5 (W.D. Wash. May 23, 2001).

152 See generally NAT'L GAMBLING IMPACT STUDY COMM’N, FINAL REPORT ch. 5
(1999) (describing the emergence, rapid growth, and various forms of Internet gambling and
recommending methods of  federal regulation), available at http://
govinfo.library.unt.edu/ngisc/reports/5.pdf.

153 See PRESIDENT’S WORKING GROUP ON UNLAWFUL CONDUCT ON THE INTERNET,
THE ELECTRONIC FRONTIER: THE CHALLENGE OF UNLAWFUL CONDUCT INVOLVING THE
USE OF THE INTERNET app. C (2000) (addressing online child pornography, child luring, and
related offenses and discussing federal laws and initiatives to protect children), available at
http://www.cybercrime.gov/append.pdf.

134 See Robin Fields, Fake Emulex Release Was Sent via E-Mail, L.A. TIMES, Aug. 31,
2000, at C3 (describing how e-mail and the Internet were used to distribute a false press re-
lease); John F.X. Peloso & Ben A. Indek, Overview of SEC’s Response to the Internet in Se-
curities Markets, N.Y. L.J., Oct. 19, 2000, at 3 (explaining various SEC actions taken in re-
sponse to the rise in cases of Internet securities fraud).

PRESIDENT’S WORKING GROUP ON UNLAWFUL CONDUCT ON THE INTERNET, supra
note 153, at app. I (discussing software piracy and intellectual property theft and describing
federal laws and initiatives to prevent such crimes). The question of extraterritoriality in
combating such piracy has arisen in the prosecution of Russian computer programmer Dmitry
Sklyarov for violations of the Digital Millennium Copyright Act of 1998, Pub. L. No. 105-
304, 112 Stat. 2860 (codified as amended in scattered sections of 17 U.S.C.). Sklyarov was
accused of violating the Act based on his activities in Russia, where they were legal. See Rus-
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a criminal investigation.'”® Certainly, with the heightened interest of gov-
ernments worldwide in combating terrorism, tracking crime through elec-
tronic means is increasingly a priority.

In these circumstances, nation-state borders may be inconsequential
both to the commission of the crime and the location of the relevant evi-
dence. The denial of service attacks on U.S. websites originated in Can-
ada.””” The “I Love You” virus originated in the Philippines."”® Gam-
bling," child pornography,'® or “spam™'®" operations targeting users in
one jurisdiction will often locate their servers elsewhere. And, as online ac-
tivities become ubiquitous, even cases that do not otherwise have a com-
puter component will increasingly require electronic evidence that may or
may not be located within the jurisdiction. Indeed,

[t]he physical location of electronic evidence . . . often depends upon the fortu-

ity of network architecture: an American subsidiary of a French corporation
may house all of its data on a server that is physically located in France; two

sian Police Say Programmer Arrested in U.S. Broke No Russian Laws, SiliconValley.com
(July 27, 2001) (on file with author). For more on the Sklyarov controversy, see, for example,
Lawrence Lessig, Jail Time in the Digital Age, N.Y. TIMES, July 30, 2001, at A17 (comment-
ing on Skylarov’s plight).

Commentators frequently distinguish among these three types of criminal conduct:
computer as target, computer as tool, and computer as incidental storage of material related to
the crime. For examples of the use of this classification scheme, see PRESIDENT’S WORKING
GROUP ON UNLAWFUL CONDUCT ON THE INTERNET, supra note 153, at 7-9; Bellia, supra
note 148, at 37 n.11; Scott Charney & Kent Alexander, Computer Crime, 45 EMORY L.J. 931,
934 (1996); Marc D. Goodman, Why the Police Don't Care About Computer Crime, 10
HARV. J.L. & TECH. 465, 468-69 (1997); Michael A. Sussmann, The Critical Challenges from
International High-Tech and Computer-Related Crime at the Millennium, 9 DUKE J. COMP. &
INT’L L. 451, 455 (1999).

157 See Canada Broadens Its Case Against Suspected Hacker, N.Y TIMES, Aug 4, 2000,
at C5 (highlighting a Canadian youth’s denial-of-service attacks, which paralyzed several U.S.
websites, including Yahoo!, Amazon, and eBay).

158 See ISP Tracks “Love” Bug Through Caller ID, CNET NEWS.COM, May 15, 2000, at
http://news.cnet.com/news/0-1003-200-1877238.html (stating that virus apparently originated
in Manila); “Love” Bug Release May Have Been Accidental, CNET NEWS.COM, May 11,
2000, at http://news.cnet.com/news/0-1003-200-1855997.html (reporting that a Filipino com-
puter student may have accidentally released the virus).

159 See, e.g., People v. World Interactive Gaming Corp., 714 N.Y.S.2d 844, 847 (N.Y.
Sup. Ct. 1999) (involving an Antiguan corporation that installed computer servers in Antigua
“to allow users [from] around the world to gamble from their home computers™).

160 See, e.g., Crackdown on Net Child Porn, CNET NEWS.coM, Sept. 2, 1998, at
http://news.cnet.com/news/0-1005-200-332841 . html (describing coordinated, world-wide
raids on pedophiles operating on the Internet, resulting in the arrest of over one hundred peo-
ple in twelve countries).

161 See, e.g., Declan McCullagh, Spam Oozes Past Border Patrol, WIRED.COM, Feb. 23,
2001, at http://www.wired.com/news/print/0,1294,41860,00.html (reporting that an increasing
amount of unsolicited commercial e-mail sent to the U.S. is originating from overseas sites
and flowing through non-U.S. servers).
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Japanese citizens might subscribe to A{I()lerica Online and have their electronic
mail stored on AOL’s Virginia servers.

Or, a criminal might deliberately store computer files in a jurisdiction that
affords greater privacy protection.'®’

Moreover, as the FBI sting operation involving the Russian hackers
demonstrates, the jurisdictional challenges of international computer crime
include not only the enforcement of criminal laws across borders, but also
the investigation of the crimes themselves. As one commentator has ob-
served:

A state conducting a cross-border search and the target state are likely to have
different perspectives on the issue. The searching state may view its actions as
merely advancing a claimed power to regulate extraterritorial conduct causing
harmful effects within its own borders. The target state, however, may view a
ri;note 1c6r40$s-border search itself as extraterritorial conduct with harmful local
effects.

Indeed, the target state might well decide that it needs to protect its citizens
from the extraterritorial investigations of other countries either by imposing
privacy or property protections that limit the scope of investigations or by
attempting to bar the investigations altogether.'®® Thus, as computers are
increasingly involved in international criminal activities, we can expect con-
tinued debate about whether, and under what circumstances, cross-border
searches, international investigations, and extraterritorial enforcement ac-
tions are permissible or legitimate.'®®

162 Bellia, supra note 148, at 56 (citation omitted).

163 See Jonathan I. Edelstein, Note, Anonymity and International Law Enforcement in
Cyberspace, 7 FORDHAM INTELL. PROP. MEDIA & ENT. L.J. 231, 265-66 (1996) (discussing
the possibility of countries’ using anonymous remailers and computer secrecy laws to create
database havens for criminals).

164 Bellia, supra note 148, at 42.

165 See id. at 42-43 (“The target state may believe that principles of territorial sover-
eignty likewise permit it to ‘regulate’ this harmful extraterritorial conduct—for example, by
invoking certain privacy or property protections that prohibit the searching officials’ conduct
or by objecting to such conduct through diplomatic channels.”).

In the United States, the Supreme Court has made clear that crimes can only be
prosecuted in the district where the acts constituting the criminal offense occurred. See
United States v. Cabrales, 524 U.S. 1, 8 (1998) (ruling that a money laundering charge could
only be prosecuted in the district where the alleged acts of laundering took place, not in the
district where the crimes generating the money allegedly occurred). Needless to say, deter-
mining the precise geographic location of criminal acts that occur in cyberspace may pose dif-
ficulties under the Cabrales standard.
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. The Challenge of International and Transnational
Human Rights Enforcement

International law has traditionally been viewed as a set of rules agreed
upon by countries and meant to govern the relations among them.'”’” In-
deed, until the twentieth century, the state was the primary entity in interna-
tional law, and the need to protect its sovereignty was paramount. As one
commentator has observed, “[t]here were relatively few rules of interna-
tional law—-and certainly no rules protecting fundamental human rights or
the environment which could be invoked to override immunity or to claim
an interest in activities beyond a state’s ‘[erritory.”168 For example, in 1876,
when an American citizen asked a New York state court to assert jurisdic-
tion over Buenaventura Baez, the former President of the Dominican Re-
public, for injuries caused by Baez when he was President, the court refused
to hear the case despite the fact that Baez was physically present in New
York at the time.'® According to the court, Baez was immune from juris-
diction because such immunity was “essential to preserve the peace and
harmony of nations.”" "’

The world of international law looks very different today. As Peter J.
Sprio notes, “[w]e appear to be in the midst of a sweeping away of founda-
tions that had been in place if not for a millennium then at least for several
centuries.”’”" Increasingly, international law is no longer simply the pre-
serve of nation-states, effective over a narrow range of issues. Rather, we
have seen the creation of regional and global institutions, treaties, and other
international obligations that have established limits on sovereign auton-
omy.172 Moreover, non-state actors, including non-governmental organiza-

17 See BARRY E. CARTER & PHILLIP R. TRIMBLE, INTERNATIONAL LAW 2 (2d. ed.

1995) (describing how international law was defined in James Brierly’s classic treatise, The
Law of Nations, as “the body of rules and principles of action which are binding upon civi-
lized states in their relations with one another™).

168 Sands, supra note 37, at 529.

' Hatch v. Baez, 14 N.Y. Sup. Ct. 596, 599-600 (N.Y. Gen. Term 1876).

"% 1d. at 600.

7 Spiro, supra note 23, at 567.

172 See, e.g., Michael Byers, The Law and Politics of the Pinochet Case, 10 DUKE J.
CoMp. & INT’L L. 415, 441 (2000) (arguing that “[t]he development of international human
rights and the more recent growth of an ‘international civil society’ reflect an international
system that is slowly but surely embracing the rule of law” and that, when global institutions
and rules exist, individuals and groups have the space to “challenge the prerogatives of state
sovereignty (along with its cynical politics and reliance on military and economic power),
with moral authority and the slow but sure evolution of binding rules and effective judicial
processes”). Philippe Sands has made a similar observation:

Regional and global institutions were created [in the twentieth century]. Treaties and

other international obligations were adopted across a broad range of subject areas,
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tions (NGOs), multinational corporations, worldwide religious movements,
subnational governmental and administrative bodies, and regional and inter-
national institutions, are playing a larger role.'” What arises from these
changes is “the development of a new consciousness of international public
law governing legal relations beyond the nation-state, available to influence
public and administrative law at the national level and accessible to an
emergent international civil society.”'”*

These developments challenge international law’s traditional jurisdic-
tional framework, which, though different from the U.S. minimum contacts
approach, is similarly problematic because it is so focused on the nation-
state, its boundaries, and its prerogatives. Indeed, the two most common
traditional bases for jurisdiction in international law are territory (jurisdic-
tion over activities within a state’s borders)'”” and nationality (jurisdiction
over a state’s citizens).'” Thus, jurisdictional debates historically have
been limited to whether territorial sovereignty should be impinged upon
even to admit a principle of jurisdiction based on nationality.'”” A focus

establishing limits on sovereign freedoms. New standards were adopted seeking to

protect and promote fundamental human rights and, more recently, conserve the en-

vironment. Gradually, new actors emerged with an international voice, of which
corporations and NGOs were to become the most active. Inherent in these develop-

ments—-but not explicitly conceived—-were the seeds for change . . . .

Sands, supra note 37, at 530.

173 See Harold Hongju Koh, The Globalization of Freedom, 26 YALE J. INT’L L. 305,
305 (2001) (“[T]he most striking change in the law since I graduated from law school more
than two decades ago is the rise of a body of law that is genuinely transnational—neither fish
nor fowl, in the sense that it is neither traditionally domestic nor traditionally international.”),
see also Boutros Boutros-Ghali, An Agenda for Democratization: Democratization at the In-
ternational Level, UN. GAOR, 51st Sess., Agenda Item 41, at para. 73, UN. Doc. A/51/761
(1996) (observing that international relations “are increasingly shaped not only by the States
themselves but also by an expanding array of non-State actors on the ‘international’ scene™).

174 Sands, supra note 37, at 530; see also Kanishka Jayasuriya, Globalization, Law, and
the Transformation of Sovereignty: The Emergence of Global Regulatory Governance, 6 IND.
J. GLOBAL LEGAL STUD. 425, 425 (1999) (arguing that “globalization is transforming tradi-
tional conceptions and constructions of sovereignty,” and that “the conventional image of a
sovereignty associated with exclusive territorial jurisdiction . . . is no longer theoretically or
empirically serviceable in the face of the internationalization of economic and social activ-
ity”); Phillip R. Trimble, Globalization, International Institutions, and the Erosion of National
Sovereignty and Democracy, 95 MICH. L. REV. 1944, 1946 (1997) (“[T]he new conditions
loosely associated under the platitudinous rubric of ‘globalism’ pose new and quite visible
challenges to national sovereignty.”).

17> RESTATEMENT (THIRD) OF THE FOREIGN RELATIONS LAW OF THE UNITED STATES §
402(1) (1987). For a discussion of territorial jurisdiction, see BARRY E. CARTER & PHILLIP R.
TRIMBLE, INTERNATIONAL LAW 728-33 (2d ed. 1995).

176 RESTATEMENT (THIRD) OF THE FOREIGN RELATIONS LAW OF THE UNITED STATES §
402(2) (1987). For a discussion of jurisdiction based on nationality, see CARTER & TRIMBLE,
supra note 175, at 728, 733-34.

77 For example, in discussing the territoriality principle, Lord Macmillan stated: “It is
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solely on territoriality or nationality, however, is unduly narrow and fails to
respond adequately to increasing cross-border interaction, flexible commu-
nity affiliations, and awareness of the transnational effects of seemingly lo-
cal activities. For example, even though the territorial basis for jurisdiction
permits some extraterritorial application by including within its scope “con-
duct outside [a state’s] territory that has or is intended to have substantial
effect within its territory,”"”® such a definition is likely to be overinclusive,
because so much activity can be deemed to have cross-border effects.'”
Two other less often invoked international law bases of jurisdiction, the pro-
tective principle' and the passive personality principle,'®' contemplate ex-

an essential attribute of the sovereignty of this realm, as it is of all sovereign independent
states, that it should possess jurisdiction over all persons and things within its territorial limits,
and in all causes, civil and criminal, arising within these limits.” Compania Naviera Vascon-
gada v. Steamship Christina, 1938 App. Cas. 485 (appeal taken from Eng.); see also Gross,
supra note 24, at 3 (articulating the notion of a Westphalian legal order based on “states exer-
cising untrammeled sovereignty over certain territories and subordinated to no earthly author-
ity”); Harold G. Maier, Jurisdictional Rules in Customary International Law, in
EXTRATERRITORIAL JURISDICTION IN THEORY AND PRACTICE 64, 67 (Karl M. Meessen ed.,
1996) (asserting that the territoriality principle “is the most universally recognised [principle]
because control over defined territory is not only a legal prerequisite for statehood but is also
essential to permit a state’s government to be responsible to other nations for internal compli-
ance with its external community commitments”).

'78 RESTATEMENT (THIRD) OF THE FOREIGN RELATIONS LAW OF THE UNITED STATES §
402(1)(c) (1987); see also, e.g., United States v. Aluminum Co. of Am., 148 F.2d 416, 443
(2d Cir. 1945) (“[A]ny state may impose liabilities, even upon persons not within its alle-
giance, for conduct outside its borders that has consequences within its borders which the state
reprehends; and these liabilities other states will ordinarily recognize.”).

For example, the application of U.S. antitrust and securities laws to acts committed
abroad has generated resistance from foreign courts as well as the passage of “blocking stat-
utes” aimed at limiting the extraterritorial reach of U.S. laws. See CARTER & TRIMBLE, supra
note 175, at 738 (stating that foreign countries have responded to the controversial practice of
applying U.S. laws extraterritorially by passing statutes that make it “illegal to comply with
extraterritorial judicial orders and forbidding enforcement of judgments based on extraterrito-
rial application of law”). Although the Restatement of Foreign Relations invokes a reason-
ableness standard to limit jurisdictional assertions, see RESTATEMENT (THIRD) OF THE
FOREIGN RELATIONS LAW OF THE UNITED STATES § 403(1) (1987) (“[A] state may not exer-
cise jurisdiction to prescribe law with respect to a person or activity having connections with
another state when the exercise of such jurisdiction is unreasonable.”), such a standard is
unlikely to be effective absent a more detailed theoretical framework for determining when a
jurisdictional assertion is reasonable. For more discussion of the use of an “effects test” for
determining jurisdiction in cases involving online interaction, see infia text accompanying
notes 432-443.

180 See RESTATEMENT (THIRD) OF THE FOREIGN RELATIONS LAW OF THE UNITED
STATES § 402(3) (1987) (“[A] state has jurisdiction to prescribe law with respect to . . . cer-
tain conduct outside its territory by persons not its nationals that is directed against the secu-
rity of the state or against a limited class of other state interests.””). Under the protective prin-
ciple, a state may assert jurisdiction over conduct occurring outside its territory and not
performed by its nationals if such conduct threatens the security of the state or certain other
classes of state functions, such as counterfeiting the state’s seal or currency, espionage, or per-
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traterritorial jurisdiction, but they do so based solely on the prerogative of a
state to exercise jurisdiction for reasons of national security or in response
to harm to one of its citizens abroad. Accordingly, none of the established
bases of jurisdiction under international law sufficiently comes to grips with
the increasingly non-territorial nature of international activity.

The most striking challenge to international law’s traditional jurisdic-
tional scheme has been the increasing willingness of states to apply princi-
ples of universal jurisdiction.'"® As Mary Robinson, former United Nations
High Commissioner on Human Rights, recently explained, “universal juris-
diction is based on the notion that certain crimes are so harmful to interna-
tional interests that states are entitled—and even obliged—-to bring pro-
ceedings against the perpetrator, regardless of the location of the crime or
the nationality of the perpetrator or the victim.”"® While the principle of
universal jurisdiction has long existed, it is rapidly becoming a significant
challenge to the assumed prerogatives of national sovereignty.'

Similarly, we are seeing an erosion of longstanding sovereignty princi-
ples that gave heads of state immunity from prosecution before foreign or
international tribunals.'®® For example, on October 16, 1998, a magistrate
in London issued a provisional warrant for the arrest of Senator Augusto Pi-
nochet Ugarte, pursuant to an extradition request arising from a prosecution
initiated by Spanish judge Juan Garzon, who asserted universal jurisdiction
over acts of genocide, hostage taking, and torture while Pinochet was
Chile’s head of state.'® Although Pinochet claimed immunity, the British

jury before consular officials. See id. § 402 cmt. f (identifying section 402(3) as the protective
princigle and discussing its application).

1 See id, § 402 cmt. g (explaining that under the passive personality principle, a state
may exercise jurisdiction whenever one of its nationals is harmed, even if the harm occurred
completely beyond the state’s borders). This principle is not widely recognized beyond cir-
cumstances involving international terrorism or other organized attacks on a state’s nationals
because of their nationality. /d.

82 Universal jurisdiction derives from the idea that some crimes are “recognized by the
community of nations” to be “of universal concern” and therefore can be prosecuted any-
where. /d. at §404.

183 Mary Robinson, Foreword to THE PRINCETON PRINCIPLES ON UNIVERSAL
JURISDICTION 15-16 (2001).

184 See Harold Hongju Koh, Transnational Public Law Litigation, 100 YALE L.J. 2347,
2348-49 (1991) (discussing the increasing use of transnational public law litigation invoking
“claims of right based not solely on domestic or international law, but rather, on a body of
‘transnational’ law that blends the two™); see also Robinson, supra note 183, at 25 (offering a
set of “principles to guide, as well as to give greater coherence and legitimacy to, the exercise
of universal jurisdiction”).

185 See Amber Fitzgerald, The Pinochet Case: Head of State Immunity Within the
United States, 22 WHITTIER L. REV. 987, 1011-12 (2001) (citing cases that indicate an “inter-
national trend of denying immunity to heads of state”).

186 See Provisional Arrest Warrant by Nicholas Evans, Metropolitan Magistrate, Bow
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House of Lords ruled, in contrast to the New York court ruling in Baez a
century before,' that Pinochet had no entitlement to claim immunity for
the crimes of which he was accused.'*®

Pinochet appears not to be an isolated case. In February 2000, a Sene-
galese court indicted Chad’s exiled former dictator, Hisséne Habré, on tor-
ture charges and placed him under virtual house arrest, marking the first
time an African country had brought human rights charges against another
country’s head of state.'® Likewise, Slobodan Milogevié, the former Ser-
bian leader, was compelled to stand trial before an international tribunal.'”’

Street Magistrates’ Court, London, England for Augusto Pinochet Ugarte (Oct. 16, 1998), in
PINOCHET PAPERS, supra note 34, at 61 (asserting Spanish jurisdiction over Augusto Pinochet
Ugarte). Although the House of Lords, in its final decision, ultimately determined that the
International Convention Against Torture (rather than general principles of universal jurisdic-
tion) provided its source of jurisdiction, Regina v. Bow St. Metro. Stipendiary Magistrate (No.
3), 1 A.C. 147, 189 (H.L. 1999), the convention itself can be seen as codifying the principles
of universal jurisdiction, see id. at 201 (“[I]f the states with the most obvious jurisdiction . . .
do not seek to extradite, the state where the alleged torturer is found must prosecute or, appar-
ently, extradite to another country, i.e. there is universal jurisdiction.”).

187 Hatch v. Baez, 14 N.Y. Sup. Ct. 596, 599-600 (N.Y. Gen. Term 1876); see supra text
accompanying notes 169-170 (discussing the Baez case).

88 Bow St. Metro. Stipendiary Magistrate, 1 A.C. at 205. For the various Spanish and
English court documents in the Pinochet case, see generally PINOCHET PAPERS, supra note
34. For further discussion of the case, see generally THE PINOCHET CASE: A LEGAL AND
CONSTITUTIONAL ANALYSIS (Diana Woodhouse ed., 2000); J. Craig Barker, The Future of
Former Head of State Immunity After Ex Parte Pinochet, 48 INT'L & Comp. L.Q. 937 (1999);
Andrea Bianchi, Immunity Versus Human Rights: The Pinochet Case, 10 EUR. J. INT’L L. 237
(1999); Michael Byers, Decisions of British Courts During 1999 Involving Questions of Pub-
lic or Private International Law, 1999 BRIT. Y.B. INT’L L. 277, 277-95; Byers, supra note
172; Christine M. Chinkin, /nternational Decision, United Kingdom House of Lords: Regina
v. Bow Street Stipendiary Magistrate, Ex Parte Pinochet Ugarte: Spanish Request for Extra-
dition, 93 AM. J. INT’L L. 703 (1999); Hazel Fox, The Pinochet Case No. 3, 48 INT'L &
CoMp. L.Q. 687 (1999); Colin Warbrick, Extradition Law Aspects of Pinochet 3, 48 INT'L &
Comp. L.Q. 958 (1999).

? Reed Brody, The Prosecution of Hissene Habré—An “African Pinochet,” 35 NEW
ENG. L. REV. 321, 333-34 (2001). An appeals court subsequently quashed the indictment. /d.
at 330. In March 2001, Senegal’s highest court ruled that Senegal had no jurisdiction to pur-
sue crimes not committed in the country. Press Release, Human Rights Watch, Senegal Bars
Charges Against Ex Chad Dictator (Mar. 20, 2001), at
http://www.hrw.org/press/2001/03/habre0320.htm. For background on the case, see Brody,
supra; Inbal Sansani, The Pinochet Precedent in Afirica: Prosecution of Hisséne Habré, 8
HuM. RTs. BRIEF, Winter 2001, at 32.

190 See, e.g., R. Jeffrey Smith, Serb Leaders Hand over Milosevic for Trial by War
Crimes Tribunal, WASH. POST, June 29, 2001, at Al (discussing the extradition of former
Yugoslav president Milosevi¢ “to face a U.N. tribunal in the Netherlands on charges of crimes
against humanity committed during the Kosovo conflict of 1999”); see also Peter Finn, Tribu-
nal Lives up to Its Promise, WASH. POST, June 29, 2001, at A1 (“When the war crimes tribu-
nal for the former Yugoslavia was created by the United Nations in 1993, its underlying prom-
ise was that no one ... was beyond the reach of international justice. Today, in the most
dramatic moment in its history, the tribunal made good on that pledge.”).
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In addition, over the past two decades, aliens have begun to bring hu-
man rights suits in the United States against foreign and U.S. governments
and officials under the Alien Tort Claims Act (ATCA)."”" Although the ju-
risdictional reach of this Act is governed by the same due process/minimum
contacts limitations as all other suits, the Act does grant federal courts
original subject matter jurisdiction over “any civil action by an alien for a
tort only, committed in violation of the law of nations or a treaty of the
United States.”" Enacted as part of the Judiciary Act of 1789, this statute,
according to a 1980 ruling by the Second Circuit, permits federal courts to
hear suits by aliens alleging torture committed by officials of foreign gov-
ernments.'” Later decisions have upheld suits for genocide; war crimes;
summary execution; disappearance; prolonged arbitrary detention; and
cruel, inhuman, or degrading treatment.'” More recently, Congress passed
the Torture Victim Protection Act of 1991 (TVPA),"”* which reinforces and
expands the ATCA by defining specific causes of action for torture and
summary execution and by permitting U.S. citizens as well as aliens to bring
suit."”® Successful suits have been brought under these statutes against vari-
ous members of the Guatemalan military,'” the estate of former Philippine
leader Ferdinand Marcos,'”® and Serbian leader Radovan Karadzi¢.'”” Al-
though these are civil cases, and many of the monetary judgments issued
may never actually be paid, the suits have strong symbolic and emotional
value to the victims—they may deter potential defendants from entering
U.S. territory, and they reinforce the principle of universal, or at least trans-
national, jurisdiction.””

12; 28 U.S.C. § 1350 (2000).
1

Id.

1953 Filartiga v. Pena-Irala, 630 F.2d 876, 887 (2d Cir. 1980).

1o4 See BETH STEPHENS & MICHAEL RATNER, INTERNATIONAL HUMAN RIGHTS
LITIGATION IN U.S. COURTS 343-48 (1996) (summarizing ATCA cases); see also William
Glaberson, U.S. Courts Become Arbiters of Global Rights and Wrongs, N.Y. TIMES, June 21,
2001, at Al (discussing “the growing use of the American legal system to judge rights and
wrongs all over the globe™).

195 pub. L. No. 102-256, 106 Stat. 73 (1992).

196

Id.

17 See Xuncax v. Gramajo, 886 F. Supp. 162, 179 (D. Mass. 1995) (holding that the
alien plaintiffs could establish subject matter jurisdiction and a federal private cause of action
for tortious violations of international law under the ATCA).

198 See Hilao v. Estate of Marcos, 103 F.3d 789, 791-92 (9th Cir. 1996) (approving the
district court’s assertion of federal jurisdiction under the ATCA).

199 See Kadic v. Karadzi¢, 70 F.3d 232, 241-44 (2d Cir. 1995) (finding subject matter
jurisdiction exists under the ATCA to bring claims of genocide, war crimes, and torture
against the Bosnian-Serb leader).

200 See STEPHENS & RATNER, supra note 194, at 234-38 (emphasizing the substantial
nonmonetary impact of ATCA and TVPA claims).
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International human rights suits against former and current governmen-
tal officials have been brought in courts outside the United States as well.
For example, in addition to the Pinochet and Habré cases, lawyers repre-
senting survivors of the 1982 Israeli invasion of Lebanon have asked a Bel-
gian court to indict Israeli Prime Minister Ariel Sharon, who was then the
Defense Minister, for war crimes.””' Indeed, the Israeli government takes
the threat of foreign assertions of jurisdiction over human rights claims so
seriously that it recently issued an advisory to all government, security, and
army officials, warning them that foreign travel could subject them to law-
suits.””®  Although the International Court of Justice recently halted a Bel-
gian prosecution of the former Foreign Affairs Minister of the Democratic
Republic of Congo, citing the need for governmental immunity in

some circumstances,”” the sharp criticism this decision evoked®™ demon-
strates that the overall landscape for international human rights suits has

2 See The Complaint Against Ariel Sharon for His Involvement in the Massacres at

Sabra and Shatila, The Palestinian Society for the Protection of Human Rights & the Envi-
ronment, at http://www.mallat.com/articles/complaintenglish.htm (last visited Nov. 18, 2002)
(claiming grave violations of international humanitarian laws). For press coverage of the
case, see, for example, Nicholas Blanford, Sharon Begins to Take War-Crimes Lawsuit Seri-
ously, CHRISTIAN SCI. MONITOR, July 30, 2001, at 7; Clyde Haberman, Israel Is Wary of
Long Reach in Rights Cases, N.Y. TIMES, July 28, 2001, at A1; Constant Brand, Court Asked
to Indict Sharon over Palestinian Massacre, INDEP., June 18, 2001,
http://www.independent.co.uk/story jsp?story=78822.

2 See Blanford, supra note 201 (“Israel is taking the threat of possible prosecutions so
seriously that it has begun to draw a map of countries where Israeli leaders could face trial for
war crimes.”).

% See Arrest Warrant of 11 April 2000 (Democratic Republic of the Congo v. Bel-
gium), General List No. 121, § 70 (Feb. 14, 2002), at http://www.icj-cij.org/icijwww/
idocket/icobe/icobejudgment/icobe_ijudgment 20020214.pdf (“[Gliven the nature and pur-
pose of the warrant, its mere issue violated the immunity which Mr. Yerodia enjoyed as the
Congo’s incumbent Minister of Foreign Affairs.”).

* For example, the dissenting judges in this case forcefully objected to the majority’s
position that there are no exceptions to the immunity of high-ranking state officials, even
when they are accused of crimes against humanity. Democratic Republic of the Congo v.
Belgium (Al-Khasawneh, J, dissenting), at  http://'www.icj-cij.org/icjwww/
idocket/iCOBE/icobejudgment/icobe_ijudgment 20020214 al-khasawneh.pdf; see also, e.g.,
Press Release, International Commission of Jurists, International Court of Justice’s Ruling on
Belgian Arrest Warrant Undermines International Law (Feb. 15, 2002), at
http://www.icj.org/article.php?sid=166 (“International humanitarian law and international
human rights law have accorded national States jurisdiction over persons committing interna-
tional crimes in order to combat impunity. Yesterday’s decision is one that might have been
expected sixty years ago, but not in the light of present-day law.”).
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changed.

Finally, a permanent International Criminal Court (ICC) has now been
established,”® after languishing during the Cold War era because of con-
cerns about incursions on national sovereignty.”® The court’s jurisdiction is
limited only to the most serious crimes, such as war crimes, genocide, and
crimes against humani‘[y.207 Further, the court is intended to function only
in cases where there is little or no prospect of offenders being duly tried in
national courts.””® Nevertheless, the ICC represents another step along the
path away from the national sovereignty paradigm that has traditionally
dominated international relations.””

205 Rome Statute of the International Criminal Court, art. 5, para. 1, UN. Doc.
A/CONF.183/9 (1998), available at http://www.un.org/icc.

2% See Benjamin B. Ferencz, An International Criminal Code and Court: Where They
Stand and Where They re Going, 30 COLUM. J. TRANSNAT’L L. 375, 383 (1992) (“[S]ome
sovereign states . . . were not prepared to live by a universally binding rule of international
criminal law.”); Robert Rosenstock, Remarks Made at the Pace International Law Review
Symposium (Oct. 23, 1993), in 6 PACE INT’L L. REV. 83, 84 (1994) (“The split between East
and West was such as to make any creation of an institution such as an International Criminal
Court . . . all but unattainable.”). Indeed, the United Nations Committee on International
Criminal Jurisdiction first submitted a draft statute for an international criminal court as early
as 1953. Revised Draft Statute for an International Criminal Court (Annex to the Report of
the 1953 Committee on International Criminal Jurisdiction), UN. GAOR, 9th Sess., Supp.
No. 17%% at 23, UN. Doc. A/2645 (1954).

7" Rome Statute of the International Criminal Court, supra note 205, at art. 5, para. 1.

28 See, e. g., id. at art. 20, para. 3 (stating that the ICC does not have jurisdiction to retry
someone who has been tried in another court for conduct proscribed by the Rome Statute
“unless the proceedings in the other court . . . were not conducted independently or impartially
in accordance with the norms of due process . . . and were conducted in a manner which, in
the circumstances, was inconsistent with an intent to bring the person concerned to justice”).

29 The Bush administration continues to object to the ICC on the ground that it will un-
duly interfere with U.S. sovereignty. See, e.g., Norman Kempster, U.S. May Back Creation
of Special Atrocity Tribunals, L.A. TIMES, Aug. 2, 2001, at A4 (“Opponents of a global [war
crimes] court have raised concerns that such a tribunal could be used to prosecute American
soldiers who are carrying out humanitarian missions.”); Why America Says No, OMAHA
WORLD-HERALD, July 22, 2001, at 18A (supporting the Bush administration’s opposition to a
permanent ICC because America’s potential exposure to misuse of the court is greater than
that of most other nations); Bush Administration Ponders Position Towards International
Criminal Court, 17 INT'L ENFORCEMENT L. REP. (2001) (describing the Bush administra-
tion’s resistance to the ICC on the ground that the court “infring[es] on the United States sov-
ereignty and maneuverability in national security policies™),
http://www.globalpolicy.org/intljustice/icc/2001/05icc.htm; Jim Lobe, Rights-US: Republi-
cans Urge Clinton to Oppose ICC, Inter Press Service, at http://
www.oneworld.org/ips2/jul98/22_32_097.html (July 23, 1998) (describing Republican sena-
tors’ opposition to the ratification of the Rome Treaty, particularly to the court’s jurisdiction
over the actions of a state that did not join the treaty); Brett D. Schaefer, Overturning Clin-
ton’s Midnight Action on the International Criminal Court, EXECUTIVE MEMORANDUM
(Heritage Found., D.C.), Jan. 9, 2001 (arguing that the U.S. should not ratify the Rome Treaty
because it contains “significant flaws that threaten the rights of Americans and legitimate ac-
tivities of the u.s. military”), at http:/
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J. The Challenge of International Trade

We can see similar incursions to traditional ideas of nation-state sover-
eignty in the area of international commercial relations. Indeed, although
this field is often considered a part of “private international law,” interna-
tional trade issues are increasingly seen to implicate important societal val-
ues such as environmental protection and labor standards. Therefore, it may
be that the traditional distinction between “public” and “private” interna-
tional law should be revisited.”'’

Traditionally, international law did not recognize the legitimacy of pub-
lic-law-type claims in international commercial disputes. For example, in
1893, when the U.S. government tried to prevent British fur traders from
trapping seals, arguing that the seals were in danger of extinction, an inter-
national arbitral tribunal overwhelmingly rejected the claim because there
was no basis in international law for the U.S. to apply its standards of con-
servation to measures taking place outside its territory.”'' Likewise, in the

www.heritage.org/Research/International Organizations/loader.cfm?url=/commonspot/security
/getfile.cfm&PagelD=3411; Press Release, Office of U.S. Representative Ron Paul, Paul In-
troduces Resolution Opposing International Criminal Court (Feb. 7, 2001) (introducing H.R.
Con. Res. 23, a resolution calling for Congress and the President to oppose the ICC, and
“pointing out the threat to U.S. sovereignty posed by a court with international jurisdiction™),
at http://www.house.gov/paul/press/
press2001/pr020701.htm.

210 According to Black’s Law Dictionary, public law consists generally “of constitu-
tional, administrative, criminal, and international law, concerned with the organization of the
state, the relations between the state and the people who compose it, the responsibilities of
public officers to the state, to each other, and to private persons, and the relations of states to
one another.” BLACK’S LAW DICTIONARY 1230 (6th ed. 1990). Private law, in contrast, is
defined as “[t]hat portion of the law which defines, regulates, enforces, and administers rela-
tionships among individuals, associations, and corporations.” Id. at 1196. As Robert Post has
pointed out, however, this distinction is difficult to maintain in light of the American legal
realist critique challenging the so-called public/private distinction. See Robert Post, The Chal-
lenge of Globalization to American Public Law Scholarship, 2 THEORETICAL INQUIRIES L.
323, 324 (2001) (noting that “legal realists relentlessly demonstrated that rules of ‘private’
property actually structured social relations and thus were subject to evaluation in terms of the
social structures they created”). From this perspective, government is always in the back-
ground, regulating social life to establish and maintain the type of “private” relationships
deemed appropriate or desirable. Moreover, such regulation is always directed toward the
achievement of public goals. “All private law therefore ultimately involves ‘the relations be-
tween the state and the people who compose it.”” /d. (quoting BLACK’S LAW DICTIONARY,
supra, at 1230).

' See 1 JOHN BASSETT MOORE, HISTORY & DIGEST OF THE INTERNATIONAL
ARBITRATIONS TO WHICH THE UNITED STATES HAS BEEN A PARTY 755-961 (Washington,
Government Printing Office 1898) (containing records from Pacific Fur Seal Arbitration
(U.S. v. Gr. Brit.)); see also Sands, supra note 37, at 529 (summarizing the case). Until the
Shrimp/Turtle case, discussed infira text accompanying notes 213-18, tribunals had generally
followed these same principles. Indeed, as recently as the early 1990s, the territorial sover-
eignty doctrine in international trade disputes seemed alive and well. See GATT Dispute Set-
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nineteenth century there were no international organizations and no perma-
nent international courts, and if one state refused to submit a trade claim to
arbitration, the possibilities for enforcement were minimal.>'>

Yet, here too the assumption that national sovereignty trumps other
claims is under attack. Indeed, the same week that Pinochet was arrested in
London, the appellate body of the World Trade Organization (WTO)
handed down a decision that, for the first time, recognized that one country
can have a legitimate legal interest in activities carried out in another coun-
try, at least when those activities are harmful to migratory endangered spe-
cies.”” This case arose from a U.S. government decision to ban the import
of shrimp harvested in the waters of India, Malaysia, the Philippines, and
Thailand because the shrimp were being caught using a method that inci-
dentally killed sea turtles. The four Asian countries objected to the U.S.
ban, arguing that it violated WTO free trade rules. Contrary to the decision
in the seal case,”™* the WTO appellate body ruled that the U.S. measures
were “provisionally justified” because the U.S. had a legal interest in the
protection of the sea turtles.””” In other words, as in the human rights cases,

tlement Panel Report on United States Restrictions on Imports of Tuna, 33 I.L.M. 839, 898
(1994) (finding that the U.S., in pursuit of its environmental objectives, could not “impose
trade embargoes to secure changes in the policies which other contracting parties pursued
within their own jurisdiction); United States Restrictions on Imports of Tuna, Aug. 16, 1991,
GATT B.L.S.D. (39th Supp.) at 155-205 (1993) (noting that although a party can adopt its own
conservation policies, the panel rejects the extrajurisdictional application of those policies);
see also Benedict Kingsbury, The Tuna-Dolphin Controversy, The World Trade Organization,
and the Liberal Project to Reconceptualize International Law, 5 Y.B. INT'L ENVTL. L. 1, 20-
21 (1994) (“The GATT Secretariat . . . treat[s] territory (and perhaps nationality) as the essen-
tial basis for jurisdiction regardless of the trans-boundary or extra-jurisdictional dimensions of
many environmental and economic interests. ... The WTO model is of state environmental
autonomy (from trade measures) within territorially-defined spheres of jurisdiction.”); Torsten
H. Strom, Another Kick at the Can: Tuna/Dolphin II, 33 CANADIAN Y.B. INT’L L. 149, 160
(1995) (describing the panel’s “fear of extrajurisdictionality and unilateralism”); Friedl Weiss,
The Second Tuna GATT Panel Report, 8 LEIDEN J. INT’L L. 135, 148-49 (1995) (“[U]nilateral
actions to deal with environmental challenges outside the jurisdiction of the importing country
should be avoided.” (citations omitted)); Stephen Fleischer, Note, The Mexico-U.S.
Tuna/Dolphin Dispute in GATT: Exploring the Use of Trade Restrictions to Enforce Envi-
ronmental Standards, 3 TRANSNAT’L L. & CONTEMP. PROBS. 515, 547-48 (1993) (discussing
the Panel’s ruling that the United States may not employ unilateral trade restrictions to impose
conservation policies on other members).

212 See Sands, supra note 37, at 529-30 (describing the international legal order at the
close of the nineteenth century).

213 Appellate Body Report on United States-Import Prohibition of Certain Shrimp and
Shrimp Products, WT/DS58/AB/R, at 75 (Oct. 12, 1998), http://www.wto.org/
english/tratop_e/dispu_e/distabase_wto_members4_e.htm.

' See supra note 211 and accompanying text (discussing that case).

213 Appellate Body Report on United States-Import Prohibition of Certain Shrimp and

Shrimp Products, supra note 213, at 51.
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there is increasing recognition that “what one state does or permits to be
done within its territory can be of legitimate interest in another state, how-
ever distant.™"¢

Not only does this decision represent a change in the way we conceive
of state sovereignty, it is also significant that this case (and most of the hu-
man rights cases discussed previously) originated with non-state actors,
rather than with actions taken by the executive branch of a sovereign state.
Thus, in the Shrimp/Turtle case, the U.S. export restrictions at issue’’’ were
the result of legal proceedings initiated in federal courts by the Earth Island
Institute, a non-governmental organization.218 In the Pinochet case, the ex-
tradition request was the result of an investigation and charges initiated by a
judge based on a complaint brought by non-state actors.”"’

Non-state actors can also initiate transnational legal proceedings under
Chapter 11 of the North American Free Trade Agreement (NAFTA),”*
which authorizes individuals and corporations to file claims with arbitral
panels221 (rather than national courts) if the complainant’s government is

216 Sands, supra note 37, at 535. For an empirical analysis of the efficacy of unilateral

trade sanctions to protect the global environmental commons, see Richard W. Parker, The Use
and Abuse of Trade Leverage to Protect the Global Commons: What We Can Learn from the
Tuna-Dolphin Conflict, 12 GEO. INT’L ENVTL. L. REV. 1 (1999).

217 See Revised Notice of Guidelines for Determining Comparability of Foreign Pro-
grams for the Protection of Turtles in Shrimp Trawl Fishing Operations, 61 Fed. Reg. 17,342
(Apr. 19, 1996) (revising guidelines used to determine whether a shrimp import prohibition
should apply to a nation).

*!% See Earth Island Inst. v. Christopher, 948 F. Supp. 1062, 1070 (Ct. Int’l Trade 1996)
(denying motion to stay judgment clarifying embargo pending appeal), vacated sub nom.
Earth Island Inst. v. Albright, 147 F.3d 1352 (Fed. Cir. 1998); Earth Island Inst. v. Christo-
pher, 942 F. Supp. 597, 617 (Ct. Int’l Trade 1996) (clarifying that an embargo enacted by
Congress in response to earlier legal proceedings does not allow entry into the U.S. of any
shrimp harvested by citizens or vessels of nations not certified under 16 U.S.C. 1537 (2000)),
vacated sub nom. Earth Island Inst., 147 F.3d at 1352; Earth Island Inst. v. Christopher, 922
F. Supp. 616, 627 (Ct. Int’l Trade 1996) (denying federal officials’ request for extension of
time for enforcing the Endangered Species Act (ESA) internationally), vacated sub nom.
Earth Island Inst., 147 F.3d at 1352; Earth Island Inst. v. Christopher, 913 F. Supp. 559, 575
(Ct. Int’l Trade 1995) (holding that federal officials are required to enforce the ESA on a
worldwide basis), vacated sub nom. Earth Island Inst., 147 F.3d at 1352.

219 For a description of the process in Spain and links to Spanish official documents re-
lating to the Pinochet case, see the websites of Diplomatie Judiciaire, at http:/
www.diplomatiejudiciaire.com/Chili/Pinochet.htm, and Derechos Human Rights, at
http://www.derechos.org/nizkor/chile/juicio/eng.html. For materials relating to the Pinochet
case,7t2)gginning with the general’s arrest, see PINOCHET PAPERS, supra note 34.

7" North American Free Trade Agreement, Dec. 17, 1992, 32 .L.M. 605 (1993), avail-
able %lhtm://wwwnafta-sec-alena4org/english/indexhtm

" Article 1120 of NAFTA provides that investor claimants may seek relief under one of
three sets of arbitral rules: (1) the International Centre for the Settlement of Investment Dis-
putes (ICSID) Rules; (2) the ICSID Additional Facility Rules; or (3) the United Nations Cen-
tre for International Trade Law (UNCITRAL) Arbitration Rules. 32 [.L.M. at 643.
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alleged to have “expropriated” the complainant’s investment.””> Moreover,
to take this step, no prior authorization is required from either the North
American Free Trade Commission or the Canadian, Mexican, or U.S. gov-
ernments.”> NAFTA’s arbitration panels are even permitted to award the
complainant monetary damages if it is determined that the government vio-
lated or is violating NAFTA’s investment provisions.”**

Elsewhere, we see the widespread use of international non-
governmental regulatory frameworks. For example, the Apparel Industry
Partnership, a joint undertaking of non-governmental organizations, interna-
tional clothing manufacturers, and American universities, has established its
own quasi-governmental (but non-state) regulatory regime to help safeguard
public values concerning international labor standards. The partnership has
adopted a code of conduct on issues such as child labor, hours of work, and
health and safety conditions, along with a detailed structure for monitoring
compliance (including a third-party complaint procedure).””> In the Internet

22 The relevant language of Article 1110 provides that “[no] party may directly or indi-
rectly . . . expropriate an investment . . . or take a measure tantamount to . . . expropriation . . .
except: (a) for a public purpose; (b) on a non-discriminatory basis; (c) in accordance with due
process of law and Article 1105(1); and (d) on payment of compensation.” 32 .L.M. at 641.
For these purposes, Article 201 defines “measure” to include “any law, regulation, procedure,
requirement or practice.” 32 LL.M. 298. For analyses of NAFTA’s Chapter 11 investment
expropriation provisions, see David A. Gantz, Reconciling Environmental Protection and In-
vestor Rights Under Chapter 11 of NAFTA, 31 Envtl. L. Rep. (Envtl. L. Inst.) 10,646 (2001);
Paul S. Kibel, Awkward Evolution: Citizen Enforcement at the North American Environ-
mental Commission, 32 Envtl. L. Rep. (Envtl. L. Inst.) 10,769 (2002); J. Martin Wagner, /n-
ternational Investment, Expropriation and Environmental Protection, 29 GOLDEN GATE U. L.
REV. 465 (1999); Daniel A. Seligman, The Treaty ltself Undermines Environmental Protec-
tion, ENVTL. F., Mar./Apr. 2001, at 36.

3 See Kibel, supra note 222, at 10,775 (highlighting the strong enforcement mechanism
for trade-investment law compared to the weak enforcement mechanism for environmental
law under NAFTA due to the fact that under Chapter 11, corporations can force countries into
binding arbitration without prior approval from either the Commission or any of the govern-
ments involved).

See id. (noting that the monetary damages power under Chapter 11 has resulted in
troubling environmental outcomes as corporations have challenged and won large settlements
from governments over environmental regulation); see also Vicki Been & Joel C. Beauvais,
The Global Fifth Amendment: NAFTA's Investment Protections and the Misguided Quest for
an International “Regulatory Takings” Doctrine, 78 N.Y.U. L. REV. (forthcoming 2003) (ar-
guing that NAFTA tribunal decisions exceed U.S. regulatory takings laws in several substan-
tive and procedural respects, particularly in adoption of a broader definition of property, im-
position of a higher level of scrutiny over the political process, and institution of procedural
advantages as compared to litigation under the U.S. Fifth Amendment); Steve Louthan, Note,
A Brave New Lochner Era? The Constitutionality of NAFTA Chapter 11, 34 VAND. J.
TRANSNAT’L L. 1443, 1445 (2001) (arguing that Chapter 11 constitutes “the most significant
evisceration of state police power since the Supreme Court freed the states from Lochner’s
shackels in 1937”).

2 See Workplace Code of Conduct, Apparel Industry Partnership (providing a “set of
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context, the “TRUSTe” coalition of service providers, software companies,
privacy advocates, and other actors has developed (and monitors) widely
adopted privacy standards for websites.”*® Similarly, the Global Business
Dialogue on Electronic Commerce has formed a series of working groups to
develop uniform policies and standards regarding a variety of e-commerce
issues.””” And, of course, the Internet Corporation for Assigned Names and
Numbers, discussed previously,”® is a non-state governmental body admin-
istering the domain name system.

L I R

I do not mean to suggest that any of the challenges surveyed in this sec-
tion are unsolvable. Nor do I argue that these challenges, even taken to-
gether, mean that nation-states are on an inevitable path toward irrelevance
or dissolution.””’ Indeed, in the next section, I will provide an overview of
various approaches that have been advanced to meet these challenges.

Nevertheless, although this tour through the contemporary legal land-
scape has necessarily been brief, it should lead even the most skeptical ob-
server to believe that the challenges discussed are real ones that require our
attention. Moreover, these challenges share a common tendency to compli-
cate or unsettle our traditional assumption that the world order is and must
be built from the ideas of territorially based state sovereignty and fixed, im-
permeable borders. And if that is true, then this moment of unsettledness,
when we are struggling to adapt to changes across a wide variety of doc-
trinal areas, provides an opportunity to rethink the assumption rather than
simply try to stabilize it.

II. TEN RESPONSES

For those scholars, judges, and policy makers who have confronted cy-
berspace legal issues during the past decade, most of the ten challenges dis-

standards defining decent and humane working conditions™), at http://www.dol.gov/
esa/nosweat/partnership/report.htm (last visited Oct. 23, 2002).

% See The TRUSTe Program: How It Protects Your Privacy, TRUSTe, at http://
www.truste.org/consumers/users_how.html (last visited Nov. 18, 2002) (describing its pro-
gram 2(; ensure the protection of customer privacy).

=" See Global Business Dialogue on Electronic Commerce, at http://www.gbde.org (de-
scribing working groups as “a framework through which consensus continues to be achieved
between companies of different countries, cultures and sectors . . . using the tools of the digital
medium with minimal bureaucroacy [sic]”).

228 See supra text accompanying notes 146-47 (discussing ICANN).

2 See, e. g., Michael Mann, Nation-States in Europe and Other Continents: Diversify-
ing, Developing, Not Dying, 122 DADALUS 115, 139 (1993) (“The nation-state is not hege-
monic, nor is it obsolete, either as a reality or as an ideal.”).
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cussed in the previous section are not new. To the contrary, numerous arti-
cles, judicial decisions, and domestic and international legislative and ad-
ministrative bodies have wrestled with these challenges, and the debate
about appropriate responses has been robust. In this Part, [ identify ten re-
sponses that appear to have received the most attention, summarize each of
the arguments, and briefly describe some of the criticisms most often raised
about each response. Significantly, however, though both the responses and
the criticisms are widely varied, they are primarily grounded either in politi-
cal philosophy and its abstract conceptions of sovereignty and democratic
models of governance, or legal policy analysis, which focuses on the devel-
opment of effective and efficient rules. None attempts to explore in detail
either the social meaning of jurisdiction or the multiple conceptions of
space, borders, and community allegiance that people experience on the
ground and that might complicate the governance models being dis-
cussed.”®  Thus, although many arguments for and against the various
strategies are outlined here, the debates are being waged within an overly
limited field of analysis. Neither the responses nor the critiques they have
engendered go far enough in articulating a rich descriptive account of juris-
diction in a global era.

A. E Pluribus Cyberspace

David Johnson and David Post were among the first legal scholars to
think seriously about the issues of jurisdiction and sovereignty in cyber-
space. Since 1996 they have staked out a simple but radical position. They
argue (both in co-authored articles and in articles written by Post alone) that
cyberspace should be deemed a distinct “place” for purposes of law-making
sovereignty,”"' and that the law applicable to interactions in cyberspace

Y Even David Johnson and David Post, who come the closest to this sort of inquiry,
focus on jurisdiction as an issue primarily concerning the legitimate scope of sovereignty as a
matter of political philosophy and efficient organization. See infra notes 231-48 and accom-
panyin% text (discussing the arguments Johnson and Post have put forth).

31 See Johnson & Post, supra note 9, at 1378-79 (arguing that cyberspace is a unique
“space” and cannot be governed by laws that rely on traditional territorial borders, instead re-
quiring creation of a distinct and separate doctrine to be applied to cyberspace); see also Post,
supra note 9 (arguing that the nature of the Internet destroys the significance of physical loca-
tion, eliminating the possibility of a single, uniform legal standard); David G. Post, Of Black
Holes and Decentralized Law-Making in Cyberspace, 2 VAND. J. ENT. L. & PRAC. 70, 74-75
(2000) [hereinafter Post, Black Holes] (applying a theory of decentralized lawmaking to the
regulation of junk e-mail); David G. Post, The “Unsettled Paradox”: The Internet, the State,
and the Consent of the Governed, 5 IND. J. GLOBAL LEGAL STUD. 521, 527 (1998) (using the
dilemma of Internet governance to question the basis of state sovereignty); David G. Post &
David R. Johnson, “Chaos Prevailing on Every Continent”: Towards a New Theory of De-
centralized Decision-Making in Complex Systems, 73 CHI.-KENT L. REV. 1055, 1084-90
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“will not, could not, and should not be the same law as that applicable to
physical, geographically-defined territories.” Thus, they contend that cy-
berspace should be its own jurisdictional entity. Given the onslaught of ter-
ritorially based regulation in cyberspace, this idea seems almost quaint a
mere six years after it was written. Nevertheless, the set of concerns John-
son and Post articulate still haunt the cyberspace regulatory landscape.

Post’s article Governing Cyberspace™ summarizes what 1 am calling
the “e pluribus cyberspace” view quite nicely. Post starts with the question:
When is it legitimate for a court, or a territorial sovereign, to exercise juris-
diction over someone? His answer is that “[l]Jaw-making sovereignty . . . is
defined . . . by control over a physical territory.”**

(1998) (using a problem-solving dilemma to argue in favor of decentralized decision making
over the Internet); David G. Post, Anarchy, State, and the Internet: An Essay on Law-Making
in Cyberspace, 1995 J. ONLINE L. art. 3, at
http://warthog.cc.wm.edu/law/publications/jol/articles.post.

shtml [hereinafter Post, Anarchy| (examining the various groups and organizations that can
impose substantive rules on the Internet and arguing that the lack of physical borders in cyber-
space 3%revents effective rule making by centralized governments).

7 Johnson & Post, supra note 9, at 1402. Others have expressed similar skepticism
about the ability of territorial sovereigns to regulate cyberspace, at least in traditional forms.
See James Boyle, Foucault in Cyberspace: Surveillance, Sovereignty, and Hardwired Cen-
sors, 66 U. CIN. L. REV. 177, 205 (1997) (recognizing the difficulties states have in regulating
the global network, but arguing that certain private filtering and control mechanisms will ul-
timately facilitate far greater state regulation); John T. Delacourt, The International Impact of
Internet Regulation, 38 HARV. INT’L L.J. 207, 234-35 (1997) (contending that national regula-
tion of the Internet is inappropriate and that a consensual regime of user self-regulation should
be adopted); Joel R. Reidenberg, Governing Networks and Rule-Making in Cyberspace, 45
EMORY L.J. 911, 926 (1996) (arguing that the transnational nature of the Internet requires
gove’r)g?nce by a collection of state, business, technical, and citizen forces).

~77 Post, supra note 9.

B4 14 at 158. For this proposition, Post cites the RESTATEMENT (THIRD) OF THE
FOREIGN RELATIONS LAW OF THE UNITED STATES § 201 (1987) (“Under international law, a
state is an entity that has a defined territory and a permanent population, under the control of
its own government . . . .”") and MALCOLM N. SHAW, INTERNATIONAL LAW 276-314 (3d ed.
1991) (“International law is based on the concept of the state [which] in its turn lies upon the
foundation of sovereignty [which itself] is founded upon the fact of territory. Without terri-
tory, a legal person cannot be a state.”). Post, supra note 9, at 158 n.10. Nevertheless, this
vision of sovereignty may be overly simplistic. See, e.g., Henry H. Perritt, Jr., The Internet as
a Threat to Sovereignty? Thoughts on the Internet’s Role in Strengthening National and
Global Governance, 5 IND. J. GLOBAL LEGAL STUD. 423, 424-25 (1998) (arguing that the
“Internet as a threat to sovereignty” thesis only threatens a “Realist” theory of international
relations, not the “liberal tradition of international relations” that already accounts for the in-
teraction of non-state actors across borders); see also, e.g., Anne-Marie Slaughter, Liberal
International Relations Theory and International Economic Law, 10 AM. U. J. INT’'L L. &
PoL’y 717, 723 (1995) (distinguishing the liberal theory of international relations from real-
ism, on the grounds that realism assumes “that the primary actors are states, and define[s]
states as monolithic units identifiable only by the functional characteristics that constitute
them as states”). The question of how we might complicate the concept of sovereignty will be
taken up later in this Article. /nfra Part IV.
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Starting from this premise, Post then argues that cyberspace destroys
the significance of physical location in three ways. First, he notes, events in
cyberspace do not merely cross geographical boundaries the way pollution
does; they “ignore the existence of the boundaries altogether.”™ For ex-
ample, the “cost and speed of message transmission from one point on the
net to any other is entirely independent of physical location: messages can
be transmitted between physical locations without any distance- or location-
based degradation, decay, or delay.”® Second, even if in some cases there
are physical connections to a geographical locality, such as a server, many
cyberspace transactions “consist of continuously changing collections of
messages that are routed from one network to another across the global net,
with no centralized location at all.”**” Third, Post argues that it is incoher-
ent to discuss physical location with respect to cyberspace because “the net
enables simultaneous transactions between large numbers of people who do
not and cannot know the physical location of the other par‘[y.”238 Moreover,
according to Post, even if one tried to premise jurisdiction on whether an act
had a substantial effect within a particular state’s territory (as Italy’s highest
court has a‘c‘temp‘ced),23 ? the formulation would be incoherent because “[t]he
effects of cyberspace transactions are felt everywhere, simultaneously and
equally in all corners of the global network.”**’

The problem, Johnson and Post contend, is that “[t]raditional legal doc-
trine treats the [Internet] as a mere transmission medium that facilitates the
exchange of messages sent from one legally significant geographical loca-
tion to another, each of which has its own applicable laws.”**! Instead,
“ImJany of the jurisdictional and substantive quandaries raised by border-
crossing electronic communications could be resolved by one simple princi-
ple: conceiving of [c]yberspace as a distinct ‘place’ for purposes of legal
analysis by recognizing a legally significant border between [c]yberspace
and the ‘real world.””**> Thus, they argue for the creation of an indigenous
law of cyberspace. According to Johnson and Post, such a law not only

235 Post, supra note 9, at 159.

7 14 at 160.

237 1

78 1d at 161.

29 See supra notes 97-98 and accompanying text (relating the facts of an Internet juris-
diction case before the Italian Court of Cassation). American courts elaborating a test for
minimum contacts in cyberspace have also attempted to base jurisdiction on the effects of
online activity. See infra text accompanying notes 432—443 (providing a sampling of such

cases).
240

Post, supra note 9, at 162.
241

Johnson & Post, supra note 9, at 1378.
42
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would sidestep most of the territorial dilemmas we encountered in the pre-
vious Section, it would also allow for new law to develop that would take
into account many of the distinctive features of online interaction.”*’

Finally, Johnson and Post summon a radically decentralized vision of
law formation and enforcement wherein cyberspace will be its own self-
regulating jurisdiction.”** In his subsequent article, Anarchy, State, and the
Internet,”® for example, Post argues that communities in cyberspace will be
governed by “rule-sets.” These rule-sets are the underlying restrictions on
behavior that are either promulgated in a contractual document (such as
America Online’s Terms of Service Agreement) or embedded in the archi-
tecture of the website (such as a screen that prevents the user from accessing
information unless personal information or a credit card number is pro-
vided). Post envisions a kind of free market in law, whereby users will
“vote” with their browsers and only frequent those parts of cyberspace with
rule-sets to their liking.*® Thus, one could theoretically opt out of the
“law” of eBay and go somewhere else. Similarly, if AOL’s terms of service
are distasteful, other Internet Service Providers (ISPs) are available. In
Post’s view, this will mean that “[t]he ‘law of the Internet’ . . . emerges, not
from the decision of some higher authority, but as the aggregate of the
choices made by individual system operators about what rules to impose,
and by individual users about which online communities to join.”**’ In ad-
dition, to the extent necessary, territorial sovereigns would enforce cyber-
space law as a matter of comity.248

While their “e pluribus cyberspace” view is provocative and has forced
scholars to grapple with important dilemmas, the Johnson and Post ap-
proach is problematic in several respects. First, they appear to have se-
verely underestimated the ability of territorially based sovereigns to regulate
cyberspace. Indeed, their implicit vision of the state and its exercise of
power is unduly limited. As James Boyle has pointed out,**’ their cyber-

2 See id. at 1380-87 (applying the theory to various substantive areas of cyberspace

regulation).

24 See id. at 1396-1400 (arguing that as the development of distinct “rule-sets” in cyber-
space proceeds, groups will come together to define the conduct and content acceptable in
their;grea” of cyberspace).

" Post, Anarchy, supra note 231.

26 See Post, supra note 9, at 169 (arguing that subscribers’ ability to “vote with their
electrons” creates a veritable free market wherein subscribers will be able to choose a set of
rules that orders their online experience according to their preferences); see also Post, Black
Hole;v‘,1 7supra note 231, at 70-73 (applying his approach to the problem of junk e-mail).

" Post, supra note 9, at 167.

248 See Johnson & Post, supra note 9, at 1391-95.

29 See Boyle, supra note 232, at 184-85 (positing that cyber-libertarians can only con-
ceive of the law as “command[s] backed by threats, issued by a sovereign who acknowledges
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libertarian approach only makes sense if one has an “Austinian™>>° positivist
vision of a lumbering state asserting sovereign prerogatives only by enact-
ing laws and arresting people who disobey them. From that perspective,
perhaps, states may face difficulties regulating cyberspace (though the re-
cent success of authorities in China and elsewhere to censor online con-
tent™' suggests that states may have maintained even this type of regulatory
power). But enacting laws and arresting people is neither the only nor even
the most effective way in which states regulate. Boyle posits a more subtle
“Foucauldian”*? view, in which government regulates by changing the ar-
chitecture of the space itself.**® Thus, by affecting how the “code” of cy-
berspace is constructed, governments might well be able to control online
behavior even more effectively than they control behavior in the “real
world.”

Second, even as a matter of political theory, the Johnson and Post con-
ception of sovereignty as necessarily tied to physical power and territorial

no superior, directed to a geographically defined population which renders that sovereign ha-
bitual obedience™).

0 See generally JOHN AUSTIN, THE PROVINCE OF JURISPRUDENCE DETERMINED
(Isaiah Berlin et al. eds., Weidenfeld & Nicholson 1954) (1832) (presenting a positivist theory
of law, whereby law is seen as merely the command of the sovereign).

31 See, e.g., SHANTHI KALATHIL & TAYLOR C. BOAS, THE INTERNET AND STATE
CONTROL IN AUTHORITARIAN REGIMES: CHINA, CUBA, AND THE COUNTERREVOLUTION 4-
10 (Carnegie Endowment for Int’] Peace, Working Paper No. 21, 2001) (detailing the success
of Chinese authorities in curtailing potentially challenging uses of the Internet), available at
http://www.ceip.org/files/pdf/2 1kalathilboas.pdf, Chen May Yee, Playing by Strict Rules
Online, ASIAN WALL ST. J., June 22, 2001, at N1 (describing Yahoo! China’s acquiescence in
removing Taiwanese content at the behest of the Chinese government); Freedom of Expres-
sion and the Internet in China, Human Rights Watch (Aug. 1, 2001), af
http://www.hrw.org/backgrounder/asia/china-bck-0701.htm (describing the success of Chi-
nese efforts to curb Internet use through regulation and enforcement actions). But see Jennifer
Lee, Punching Holes in Internet Walls, N.Y. TIMES, Apr. 26, 2001, at G1 (describing efforts
of various web services to help users circumvent government restrictions and technical gate-
ways).

2 See generally MICHEL FOUCAULT, DISCIPLINE AND PUNISH (Alan Sheridan trans.,
Vintage Books 2d ed. 1995) (1978) (exploring how the eighteenth-century development of the
panopticon prison architecture, with its centralized and omniscient gaze, pervaded the mass
psyche by conditioning individuals to internalize discipline and behave as if the authoritative,
punitive gaze were always watching them).

253 Lawrence Lessig’s discussion of cyberspace regulation and policy takes a similar ap-
proach. See, e.g., LAWRENCE LESSIG, CODE AND OTHER LAWS OF CYBERSPACE 43-60
(1999) (describing ways in which government can regulate by controlling or dictating techni-
cal architecture); see also Boyle, supra note 232, at 202-04 (discussing potential means for
regulating cyberspace through hardware and regulatory solutions); Alan Hunt, Foucault’s Ex-
pulsion of Law: Toward a Retrieval, 17 LAW & SOC. INQUIRY 1, 8 (1992) (describing Fou-
cault’s belief that law—-understood as centralized juridical state power—had lost its impor-
tance in modernity and had been eclipsed by power that is specific, local, fragmentary, and
dispersed).
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boundaries may be overly simplistic. As we will see later in this Article,
alternative conceptions of sovereignty pose challenges to the Johnson and
Post view.”*

Third, their vision of competing rule-sets makes sense if, and only if, al-
ternative rule-sets are always available. For example, it is all well and good
to say that a user who does not like AOL’s terms of service can go else-
where. But if there are no other ISPs or, more realistically, if all other pro-
viders with similar capabilities to AOL also have the same terms of service,
the rule-set competition is meaningless.”> Johnson and Post seem to as-
sume that, in cyberspace, the cost to start a competing service or website
will always be low enough that options will continue to be available. This
assumption may or may not be true, particularly as the online market be-
comes dominated by large multinational content providers that could effec-
tively monopolize a given market. Johnson and Post might argue that anti-
trust laws would prevent such an accretion of market power. Such laws,
however, would require the involvement of the state (or perhaps multiple
states) in the regulation of anticompetitive activities in cyberspace, which
Johnson and Post wish to avoid.

Finally, the need for antitrust enforcement illustrates a larger problem
underlying Johnson and Post’s libertarian approach. They appear to assume
that some state will be there to enforce underlying background rules, most
particularly rules of contract and property. Both the legal realists, in their
attacks on laissez-faire in the 1920s and 1930s,>® and members of the Criti-
cal Legal Studies movement, in their efforts to challenge the public-private
distinction,””” however, have repeatedly argued that this sort of assumption

% Infra Part 1V.

3 See Patricia Fusco, Top U.S. ISPs by Subscriber: Q2 2001—Market Insights, ISP
Planet (Aug. 17, 2001), at http://www.isp-planet.com/research/rankings/usa_history
q22001.html (indicating that AOL’s market share in the United States is one-third and that “it
would take United Online, EarthLink and MSN combined to rival AOL’s current market
share”). As a practical matter, the switching costs may also be more burdensome for most
consumers than Johnson and Post assume.

2 See, e.g., Morris R. Cohen, Property and Sovereignty, 13 CORNELL L.Q. 8, 11-30
(1927) (discussing the treatment of property in American courts in a critique of laissez-faire
philosophy); Robert L. Hale, Force and the State: A Comparison of “Political” and “Eco-
nomic” Compulsion, 35 COLUM. L. REV. 149, 199 (1935) (arguing for an expanded role of the
Fourteenth Amendment to curb the abuses of laissez-faire). See generally BARBARA H.
FRIED, THE PROGRESSIVE ASSAULT ON LAISSEZ FAIRE: ROBERT HALE AND THE FIRST LAW
AND ECONOMICS MOVEMENT (1998) (discussing the work of Robert Hale and the realist cri-
tique7§)7f libertarianism and the laissez-faire tradition).

“ See, e.g., MARK KELMAN, A GUIDE TO CRITICAL LEGAL STUDIES 242-68 (1987)
(describing the Critical Legal Studies approach to the role of law in creating society and soci-
ety’s actors); Kenneth M. Casebeer, Toward a Critical Jurisprudence—A First Step by Way of
the Public-Private Distinction in Constitutional Law, 37 U. MIAMI L. REV. 379, 380 (1983)
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undermines the whole idea of “private ordering” because it presupposes a
“public” regime of enforcement and policing as well as a baseline of back-
ground rights. If this is the case, the Johnson and Post scheme will run into
the very jurisdictional problems they seek to avoid because territorial sover-
eigns will inevitably be called upon to establish and enforce those back-
ground rights. Although a detailed discussion of this longstanding public-
private debate is far beyond the scope of this Article, it is worth recognizing
that the issue resurfaces in the context of cyberspace.””®

B. Coase in Cyberspace

The Johnson and Post approach assumes that contract law increasingly
will become the primary law of cyberspace. Without embracing the entirety
of Johnson and Post’s vision, a number of other scholars have similarly ar-
gued that the best response to the conundrums of cyberspace governance is
to rely on the fact that cyberspace, by reducing both transaction costs and
barriers to entry and exit, enables a more perfect Coasean world.”” Such a
world, premised on contractual relations, seems to offer a way around juris-
dictional puzzles by allowing parties to construct their own legal relations,
opt for a particular set of legal rules, and designate the forum of their choice
for dispute resolution.

Nevertheless, this vision has been controversial because it does not pro-
vide sufficient space for public, noncontractual values. The battle has been
particularly fierce in the field of intellectual property.”®® Increasingly, the

(critiquing “the public-private distinction in constitutional law”); Clare Dalton, 4n Essay in
the Deconstruction of Contract Doctrine, 94 YALE L.J. 997, 1010-14 (1985) (considering the
development of contract doctrine in light of the public-private distinction and the realist cri-
tique); Duncan Kennedy, The Stages of the Decline of the Public/Private Distinction, 130 U.
PA. L. REV. 1349, 1350-57 (1982) (reviewing the decline of the public-private distinction in
six stages); Frances E. Olsen, The Myth of State Intervention in the Family, 18 U. MICH. J.L.
REFORM 835, 842-58 (1985) (contending that the distinction between public and private ac-
tion is meaningless in the family law context because court actions take the form of state-
sponsored policy decisions); Gary Peller, The Metaphysics of American Law, 73 CAL. L. REV.
1151, 1196 (1985) (describing the “public/private” metaphor for representing the social world
as “one of the primary representational constructs for the liberty of contract jurisprudence”).

For further discussions of the public-private distinction with respect to cyberspace,
see Paul Schiff Berman, Cyberspace and the State Action Debate: The Cultural Value of Ap-
plying Constitutional Norms to “Private” Regulation, 71 U. COLO. L. REV. 1263 (2000);
Margaret Jane Radin & R. Polk Wagner, The Myth of Private Ordering: Rediscovering Legal
Realism in Cyberspace, 73 CHL-KENT L. REV. 1295, 1295 (1998).

29 See generally R.H. Coase, The Problem of Social Cost, 3 J.L. & ECON. 1 (1960) (ex-
amining legal solutions to the problem of harmful effects in an ideal market with no transac-
tion costs).

0 For a sampling of articles staking out positions concerning the use of contract and
other “private ordering” models for regulating intellectual property, see generally Tom W.
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creators of intellectual products are relying less on traditional intellectual
property regimes to enable them to limit access to their material, and more
on a combination of contractual rights and technological protections.

For example, if I purchase a book from a bookstore, American copy-
right law grants me various entitlements. Under the so-called “first sale”
doctrine, I can sell it to a used bookstore or give it to a friend to read.”!
Likewise, under the fair use doctrine, I can create my own parody of the
book or excerpt passages for critical or educational use.”  And there are
various other copyright doctrines that aim to strike a balance between grant-
ing incentives to copyright holders and allowing the broadest possible dis-
semination of information.**’

Bell, Fair Use vs. Fared Use: The Impact of Automated Rights Management on Copyright’s
Fair Use Doctrine, 76 N.C. L. REV. 557, 579-600 (1998); James Boyle, Cruel, Mean, or Lav-
ish? Economic Analysis, Price Discrimination and Digital Intellectual Property, 53 VAND. L.
REV. 2007, 2010-21 (2000); Julie E. Cohen, Copyright and the Jurisprudence of Self-Help, 13
BERKELEY TECH. L.J. 1089, 1101-18 (1998); Julie E. Cohen, Copyright and the Perfect
Curve, 53 VAND. L. REV. 1799 (2000) [hereinafter Cohen, Perfect Curve]; Niva Elkin-Koren,
Copyright Policy and the Limits of Freedom of Contract, 12 BERKELEY TECH. L.J. 93, 108-13
(1997); William W. Fisher II1, Property and Contract on the Internet, 73 CHL-KENT L. REV.
1203, 1218-40 (1998); David Friedman, /n Defense of Private Orderings: Comments on Julie
Cohen’s * Copyright and the Jurisprudence of Self-Help,” 13 BERKELEY TECH. L.J. 1151,
1163-71 (1998); Michael J. Meurer, Price Discrimination, Personal Use and Piracy: Copy-
right Protection of Digital Works, 45 BUFF. L. REV. 845, 876-93 (1997); Raymond T. Nim-
mer, Breaking Barriers: The Relation Between Contract and Intellectual Property Law, 13
BERKELEY TECH. L.J. 827, 844-60 (1998); Maureen A. O’Rourke, Copyright Preemption Af-
ter the ProCD Case: A Market-Based Approach, 12 BERKELEY TECH. L.J. 53, 81-91 (1997).

21 See 17 US.C. § 109(a) (2000) (“[T]he owner of a particular copy ... is entitled,
without the authority of the copyright owner, to sell or otherwise dispose of the possession of
that copy . . ..”). For a discussion of the history of the first sale doctrine and concerns that the
doctrine may be overly restricted in the digital environment, see generally JESSICA LITMAN,
DIGITAL COPYRIGHT 81-83 (2001).

* Fair use, which began life as a judge-made defense to copyright infringement, is now
statutorily recognized under U.S. law. See 17 U.S.C. § 107 (2000) (“[T]he fair use of a copy-
righted work, including such use by reproduction in copies . . . for purposes such as . . . teach-
ing . . . is not an infringement of copyright.”).

293 For example, the U.S. Supreme Court has made clear that, in order to serve both First
Amendment goals and the Copyright Clause’s stated objective of “promot[ing] the Progress of
Science and the useful Arts,” U.S. CONST. art. [, § 8, cl. 8, copyright doctrine “assures authors
the right to their original expression, but encourages others to build freely upon the ideas and
information conveyed by a work.” Feist Publ’ns, Inc. v. Rural Tel. Serv. Co., 499 U.S. 340,
349-50 (1991). This conception underlies the traditional copyright distinction between ideas,
which are not copyrightable, and the expressions of those ideas, which are copyrightable, see
Baker v. Selden, 101 U.S. 99, 104 (1879) (holding that the publication of an accounting sys-
tem is copyrightable, but not the system itself), as well as the doctrine that expression must
have a “modicum” of originality in order to be protected, see Feist Publ’ns, 499 U.S. at 345
(“The sine qua non of copyright is originality.””). Whether or not these doctrines sufficiently
protect First Amendment values has been the subject of debate. See, e.g., Neil Weinstock
Netanel, Locating Copyright Within the First Amendment Skein, 54 STAN. L. REV. 1 (2001)
(arguing that copyright doctrines must be subjected to independent First Amendment scru-
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If the same book were downloaded in electronic format, however, the
set of entitlements could well be different. Thus, the copyright holder could
provide me with a copy of the book only if I agree to various conditions.
These conditions, furthermore, could be unrelated to the rights that users
hold under copyright law. For example, I could be required to agree to pur-
chase my electronic copy on the condition that I neither give it to a friend
nor sell it to a third party. Such concessions would be extracted through a
license whereby I would be required to “click” an icon indicating agreement
to a set of terms.

So far, nothing about the Internet context has substantially changed the
analysis. After all, the bookstore theoretically could have made the same
demands. But with an electronic version, individualized agreements are
more feasible because transaction costs are lower. More significantly, tech-
nology increasingly makes it possible for the owner actually to enforce such
agreements. For example, the electronic file could be encoded with infor-
mation that would make it impossible for me to distribute the file electroni-
cally to someone else without paying additional money. Alternatively, it
could be coded so that the product can be used only a prescribed number of
times or for a prescribed period of time.

Such agreements, and the technology to enforce them, would be gov-
erned by contract law, not copyright law. Thus, a coded work could prevent
me from electronically excerpting a passage even if it were for scholarly or
educational purposes. My “fair use” rights under copyright law would be
irrelevant because the contract would be enforced through technological
self-help. According to one commentator:

Programs might be tied to unique identifier numbers embedded in software or
hardware. Content providers will declare that content is not being “sold,”
merely licensed subject to numerous restrictions. Self-help sub-routines might
be used to encrypt user-files in the event of contractual violation, with the key
only being provided on payment of a fee and a return to proper behavior. Digi-
tal fingerprints and watermarks will help to identify texts. Encryption will be
used to protect programs against decompilation, or to scramble source code so
that it cannot be parsed.

Moreover, although theoretically I could develop a tool to circumvent the
protection, the controversial Digital Millennium Copyright Act makes such
circumvention (even for fair use purposes) a crime.”®’

tiny).

204 Boyle, supra note 260, at 2025.

295 See 17 US.C. § 1201 (2000) (setting forth the relevant provisions regarding circum-
vention of copyright protection systems). Critics have argued that the Digital Millennium
Copyright Act (DMCA) has overly enhanced the ability of copyright owners to wield elec-
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There are, of course, certain advantages to a contractarian system such
as this. Most significantly, scholars have pointed out that content providers,
armed with technological protection, could engage in finely-grained price
discrimination, potentially permitting more people to access material at a
price closer to what they are able to afford.*® To conceptualize this, as-
sume there is a book that person A values at $10, person B values at $20,
and person C values at $30. If the book is priced at $20, B and C will buy
it, but A will not. The producer has lost $20 that might have been reaped
from the sale: the $10 A would have spent, as well as the additional $10 C
would have been willing to pay. In addition, A will not be able to buy the
book, which we might see as a social loss. If, however, the producer were
able to identify these individual valuations and could charge different prices
to different customers, both the producer’s loss and the social loss would
disappear. Now C would be charged the full $30, and A could get the book
for $10.

This hypothetical scenario assumes, of course, that a producer would be
able to determine various buyers’ actual valuations. Historically, one way
of doing so has been by creating a variety of different versions of a product

tronic protective measures to control new kinds of exploitation of their works. See, e.g.,
LITMAN, supra note 261, at 81-86 (describing ways in which technological self-help, enforced
by the DMCA, could lead to the overexpansion of copyright); Julie E. Cohen, WIPO Copy-
right Treaty Implementation in the United States: Will Fair Use Survive?, 21 EUR. INTELL.
PROP. REV. 236, 237-39 (1999) (arguing that the DMCA will likely improperly narrow the
fair use doctrine); Robert C. Denicola, Freedom to Copy, 108 YALE L.J. 1661, 1683-86 (1999)
(expressing concern about recent expansion of private rights in copyright law); Robert C.
Denicola, Mostly Dead? Copyright Law in the New Millennium, 47 J. COPYRIGHT SOC’Y USA
193, 204-07 (2000) (arguing that the balance between incentives for copyright holders and
public access has shifted toward “a free market in property rights rooted in the natural enti-
tlement of creators”); L. Ray Patterson, Understanding the Copyright Clause, 47 J.
COPYRIGHT SOC’Y USA 365, 387-89 (2000) (arguing that Congress inappropriately granted a
“natural law monopoly” in the DMCA “comprised of rights for the creator to the exclusion of
any duties”); Pamela Samuelson, Intellectual Property and the Digital Economy: Why the
Anti-Circumvention Regulations Need to Be Revised, 14 BERKELEY TECH. L.J. 519, 566
(1999) (arguing that certain provisions of the DMCA are overbroad and warning of “its poten-
tial for substantial unintended detrimental consequences”); Yochai Benkler, The Battle over
the Institutional Ecosystem in the Digital Environment, 44 COMM. ASS’N COMPUTING
MACHINERY 84, 86 (2001) (arguing that “the expansion of exclusive private rights in informa-
tion tilts the institutional ecosystem within which information is produced against peer pro-
duction and in favor of industrial production™). But see, e.g., Jane C. Ginsburg, Copyright and
Control over New Technologies of Dissemination, 101 COLUM. L. REV. 1613, 1616-17 (2001)
(arguing that proper “resolution of tensions between the exercise of control under copyright
on the one hand and the availability of new technology on the other . . . notwithstanding cur-
rent critiques, supports a continued role for control in a new technological environment,” and
suggesting that “the logic underlying [the DMCA] is consistent with earlier approaches to
copyright/technology conflicts”).

2 See, e.g., Fisher, supra note 260, at 1239-40 (setting forth a hypothetical whereby
technology could be used to maximize returns while differentially charging consumers).



2002] GLOBALIZATION OF JURISDICTION 377

with different price points. Some versions may have stripped down fea-
tures. Some versions simply may be available sooner. The methods can
also be combined: hardcover books are generally distributed first at a
higher cost, and lower-cost paperbacks are distributed some time later.

Obviously, these mechanisms result in only rough approximations.
Moreover, there is nothing to prevent a secondary used book market from
developing, thereby skewing the price discrimination altogether. Thus,
“[e]ffective price discrimination requires restrictions on transfer of the work
to other users; price discrimination will not work if high-value arbitrageurs
can obtain low-cost access from redistributors.”*®” Accordingly, advocates
of such a contractarian approach argue that copyright owners need to be
able to contract around some of the ground rules of copyright law. They ar-
gue that there will be greater access to information and more incentive to
create original material if contract is allowed free reign.

There are, however, at least three problems with this approach. First,
the contractual price discrimination model may well favor certain types of
new creation over others. For example, fair use of copyrighted expression
would no longer be permitted, and new creation that uses existing uncopy-
rightable material would suddenly be subject to licensing schemes. Second,
such a model assumes that access to information is a purely private matter
implicating concerns only about efficiency and agreement among parties.
However, “licensing decisions designed to maximize individual or private
welfare may not maximize society’s.”*®® Thus, the public as a whole may
benefit from access to information that no one individual would value suffi-
ciently to purchase. And even if an individual were to purchase the infor-
mation, there is no guarantee that the information would be disseminated to
those who could not afford it. Third, online licensing contracts are often not
true bargains. Rather, they are simply “clickstream” agreements that are en-
tered into by parties of different bargaining power and sophistication. In-
deed, the recent battle over proposed Article 2B of the Uniform Commercial
Code and the subsequent Uniform Computer Information Transactions Act
(UCITA) has been waged in part over the issue of whether such contracts
should be binding in all circumstances.”® Finally, as discussed previously,

267 Cohen, Perfect Curve, supra note 260, at 1804.

*% 1d_at 1809.

 UCITA was formerly draft Article 2B of the U.C.C., until the American Law Insti-
tute withdrew its support. UCITA would enforce these so-called “clickwrap” licenses in the
mass-market context where the licensee manifests assent either before or during the initial use.
See UNIF. COMPUTER INFO. TRANSACTIONS ACT § 209, 7 U.L.A. 288 (1999) (“A party adopts
the terms of a mass-market license . . . only if the party agrees to the license, such as by mani-
festing assent, before or during the party’s initial performance or use of or access to the in-
formation.”), available at http://www.law.
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these contractual “solutions” do not actually remove the need for state inter-
vention because some government must always be in the background to en-
force any contractual agreement.

C. A World of Online Passports

In response to the French lawsuit concerning access to Nazi memora-
bilia, Yahoo! argued that it could not feasibly block French users from ac-
cessing the offensive websites without censoring those sites altogether.”””
According to Yahoo!, “no existing technology could effectively keep all
French users from seeing” the sites at issue.””' Ultimately, the French court
appointed a panel of three experts to test Yahoo!’s technical argumen‘[.272

The panel estimated that, for approximately seventy percent of those
accessing the web from France, the Internet Protocol (IP) address of the user
is associated with a French Internet Service Provider and can be filtered ac-
cordingly.273 The IP addresses for French users of America Online, how-
ever, would appear to originate in Virginia, where the headquarters of
AOL’s network is located.?” Similarly, IP addresses on the private net-
works of large corporations might indicate the location of the server rather
than the user.””> Finally, the panel noted that users could actively conceal

upenn.edu/bll/ulc/ucita/cital Ost.doc. One of the principal points of contention about both Ar-
ticle 2B and UCITA is that they would make most of their default rules subject to change by
“agreement of the parties,” including provisions on choice of law, choice of forum, the reme-
dies to be awarded, and the implied warranties of noninfringement, merchantability, and pro-
gram content. Thus, as Mark Lemley has argued, “a software vendor with a good lawyer can
quite easily enforce virtually whatever terms it likes simply by putting them ‘conspicuously’
in a multi-page document that the user cannot even see (much less agree to) until after buying,
installing, and beginning to run the software.” Mark A. Lemley, Beyond Preemption: The
Law and Policy of Intellectual Property Licensing, 87 CAL. L. REv. 111, 122 (1999). And,
although there is the possibility of such a contract being deemed unconscionable, that possibil-
ity is relatively remote given courts’ general reluctance to void contracts on unconscionability
grounds.
270 See Angela Doland, French Oppose Yahoo! on Nazi Items, ASSOCIATED PRESS, July
24, 2000 (“[A]ln expert witness called by Yahoo! testified [at today’s hearing] ... that it
would be technically impossible to keep French cybernauts off the disputed Web sites.”),

http://www.codoh.com/newsdesk/2000/000724ap.html.
271

2 TGI  Pars, Aug. 11, 2000, http:/www.legalis.net/cgi-iddn/french/

affiche-jnet.cgi?droite=decisions/responsabilite/ord_tgi-paris_110800.htm (ordering the for-
mation of a panel of technical experts to determine whether Yahoo! could identify and filter
out French users from the sites found to violate French law).

"> Document de travail sur le rapport d’expertise, T.G.I. Paris, Nov. 6, 2000,
http://www juriscom.net/txt/jurisfr/cti/tgiparis20001106-rp.htm (presenting the report of the
three experts who tested whether Yahoo! could identify and filter out French users).

275 1d
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their location by using “anonymization sites” that replace the user’s IP ad-
dress with a different one from another location.””® Thus, the panel con-
cluded that one hundred percent geographical identification was infeasi-
ble.””’

Nevertheless, in imposing its order the French court appeared to em-
brace the position that, even if Yahoo! could not block all French users from
sites displaying Nazi memorabilia, enough users could be identified so as to
make the judgment effective. Thus, although for years cyber-libertarians
have argued that cyberspace is unregulatable by geographically based sov-
ereigns, the Yahoo! decision reflects the idea that, even if perfect regulation
is impossible, such regulation can still be effective. After all, the fact that
locks can be picked does not render locks useless as regulatory devices.””®

Moreover, the technology to zone cyberspace based on physical geog-
raphy is rapidly improving. In the past several years, companies such as
DoubleClick, Akamai, NetGeo, Digital Island, Quova, and Digital Envoy
have been racing to compile databases that match up the 4.3 billion possible
Internet “locations” with physical geography.279 Significantly, although
commentators initially warned that governments might try to impose a digi-
tal identification requirement on cyberspace,” it appears to be private in-
dustry and not government that is leading the charge. For businesses, geo-
graphical tracking permits marketing campaigns tailored to customers in
specific locations™' and the ability to sell more targeted advertising.”*’
Nevertheless, once the technology exists, government regulators may insist
(just as the French judge in Yahoo! did) that sites employ this technology to
enforce local laws.

276
277

Id.
Id.

278 This example is drawn from LESSIG, supra note 253, at 57.

279 We Know Where You Live, FORBES.COM (Nov. 13, 2000), ar www.forbes.com/
global/2000/1113/0323130a_print.html; see Michael Geist, E-Borders Loom, for Better or
Worse, TORONTO GLOBE & MAIL, June 28, 2001 (discussing Internet content providers’
growing interest in determining the physical location of web resources and the people who
access them), http://www.globetechnology.com/servlet/GAMArticleHTML
Template?tf=globetechnology/; Stefanie Olsen, Geographic Tracking Raises Opportunities,
Fears, CNET NEws.coM (Nov. 8, 2000), at http://news.cnet.com/2102-1023-248274 html
(discussing Internet providers’ efforts to “pinpoint the physical location of Web surfers”).

20 See, e.g., LESSIG, supra note 253, at 49-53 (discussing the alternatives governments
could use to impose digital identification).

Bl See Olsen, supra note 279 (“[A] traditional retailer such as Banana Republic could
hawk swimming suits to Web visitors from Los Angeles as it pushes parkas to online shoppers
from New York.”).

? See Geist, supra note 279 (“[N]ational and global Web sites may now use geographic
identification technology to guarantee advertisers that their ads will only be displayed to a lo-
cal audience.”).
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If geographical tracking technology becomes more accurate and more
widely used, then it is not hard to envision a cyberworld of digital passports,
where users entering a website are immediately identified by country (or
state, city, town, or zip code) and then offered content that has been zoned
for members of that geographical community. A recent legal battle con-
cerning iCraveTV.com, a Canadian corporation, illustrates how this would
work. In 1999, the company began offering a streaming version of seven-
teen Canadian and American broadcast television stations online, uncut, and
uninterrup‘[ed.283 When challenged, the company argued that such retrans-
mission was permitted under Canadian copyright law,”®" and that the site
was intended for Canadian viewers only.”® Nevertheless, the steps taken by
the site to block access to Americans were trivially easy to circumvent.
First, a potential user was required to enter his or her local area code. If the
area code entered were not a Canadian area code, the user would be denied
access to the service.”®® Users who negotiated the first step were then con-
fronted with two icons: “I’'m in Canada” and “Not in Canada” and were
asked to click one.”®” Ultimately, a federal judge in Pittsburgh ruled that
“acts of [United States copyright] infringement were committed within the
United States when United States citizens received and viewed defendants’
streaming of the copyrighted materials.””® The judge issued a temporary
restraining order against the Internet company,”® which subsequently set-
tled the case®® and later went out of business.””' Since that time, however,

283 See Nat'l Football League v. TVRadioNow Corp., 53 U.S.P.Q.2d (BNA) 1831, 1834
(W.D. Pa. 2000) (alleging that “defendants have captured United States programming from
television stations in Buffalo, New York and elsewhere, converted these television signals
into . . . data and streamed them over the Internet from [their] website”). For more details on
the allegations, see John Borland, Broadcasters Win Battle Against iCraveTV.com, CNET
NEWS.COM, Jan. 28, 2000, at http://news.cnet.com/
news/0-1004-200-1535528 html (reporting on the legal battle between the Internet-based tele-
vision company and American broadcasters).

84 Because the suit was ultimately decided under U.S. law and then settled, this conten-
tion was never tested. For a discussion of the Canadian law with regard to this case, see Mi-
chael A. Geist, iCraveTV and the New Rules of Internet Broadcasting, 23 U. ARK. LITTLE
ROCK L. REV. 223, 225-37 (2000).

285 See TVRadioNow Corp., 53 U.S.P.Q.2d (BNA) at 1834 (recounting the defense ar-
guments).

286 See Geist, supra note 284, at 225-26 (noting that “this approach was viewed, with
some justification, as rather gimmicky since iCraveTV’s own Toronto area code was posted
on the site”).

7 1d.at 226.

fzz TVRadioNow Corp., 53 U.S.P.Q.2d (BNA) at 1834-35.

"7 Id. at 1833.

2% See Etan Vlessing, iCraveTV Settles, Wraps Webcast, 361 HOLLYWOOD REP., Feb.
29,2000, at 4.

2V Panel II: Digital Video, 11 FORDHAM INTELL. PROP. MEDIA & ENT. L.J. 317, 338
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a new corporation called JumpTV.com has announced its intention to
launch a similar service in Canada, claiming that it will use geographic
identification technology to ensure that only Canadians will be able to ac-
cess

the site.*”” In a world of digital passports, a company like JumpTV could go
one step farther and automatically “read” the digital identification of each
user attempting to access the site, which would more effectively block ac-
cess to those without Canadian identification.

Geographical tracing and digital identification technology therefore ap-
pear to “solve” the problem raised in cases such as Yahoo! and TVRa-
dioNow. Using this technology, website operators or Internet Service Pro-
viders can simply allow access to some users while denying access to
others, based on the geographical location of the user.

Nevertheless, at least three difficulties remain. First, website operators
arguably would be required to monitor continuously the laws of every juris-
diction in order to determine which users to admit.*” Second, Internet users
(and regulators) worried about online privacy may balk at technology that
would pierce geographical anonymity and link physical location to other
data, such as the sites that the user visits. Such links might lead to increased
invasion of privacy by marketers.””* Even more ominous is the possibility
that the loss of geographical anonymity might make people more reluctant
to visit certain sites, for fear that they may be identified.”®> Finally, if, as in
Yahoo!, a website operator in the United States refuses to block French citi-
zens accessing the site, how will France enforce its wishes? Thus, the juris-
dictional puzzle may not be completely solved.

(2001) (remarks of Jeffrey Cunard).

22 See Geist, supra note 279 (“Canada’s JumpTV has garnered considerable publicity
from its plans to use geographic identification technology to limit its Internet retransmission
of TV signals to Canadians.”); Ed Hore, JumpTV Wants to Put TV Signals on the Internet,
LAW. WKLY, Jan. 12, 2001.

23 See Open Letter from Ben Laurie, supra note 90 (arguing that geographical filtering
would impose a tremendous burden on services such as Yahoo!, which would be required “to
maintain a huge matrix of pages versus jurisdictions to see who can and can’t see what”).

204 See, e.g., Jessica Litman, Privacy and E-Commerce, 7 B.U. J. SCI. & TECH. L. 223,
225 (2001) (arguing that cases such as Yahoo! and TVRadioNow, which give ISPs some re-
sponsibility for controlling access to people in different geographic areas, will exacerbate pri-
vacy concerns because, if an ISP has to know where you are, then there will be greater incen-
tives}goé link web profiles with physical locations).

77 See, e.g., Jonathan D. Glater, Hemming in the World Wide Web, N.Y. TIMES, Jan. 7,
2001, § 4, at 5 (““A lot of times people are looking for information on the Internet that they
wouldn’t want people to know they’re looking for.”” (quoting Shari Steele, a lawyer for the
not-for-profit Electronic Frontier Foundation)).
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D. You Enforce My Laws, I'll Enforce Yours

Lawrence Lessig, in his book Code and Other Laws of Cyberspace,”

offers a theory of international regulation of cyberspace activity that at-
tempts to solve the question that the technological response in the previous
Section leaves open: even if a website operator could easily identify the ter-
ritorial location of each user, what is it that would compel a website opera-
tor to enforce the laws enacted in other jurisdictions? One answer, of
course, is that, at least for commercial sites, the desire to operate interna-
tionally will exert a strong persuasive force, as Yahoo!’s “voluntary” capitu-
lation to the French order demonstrates. Nevertheless, Lessig’s approach
goes farther than that by involving governments in a series of reciprocal en-
forcement arrangements.

Lessig starts by outlining the standard cyber-libertarian argument that
the Internet is unregulatable.””’ This argument, reminiscent of the Johnson
and Post approach discussed previously,298 proceeds along the following
lines: Suppose the legislature of New York passes a statute banning online
gambling. In the wake of the legislation, New York’s Attorney General
moves to shut down all gambling sites located on servers in New York. The
sites can simply move their servers to Connecticut, and New York citizens
can still access online gambling activities as easily as before. If the New
York Attorney General is persistent, she may decide to seek prosecution in
Connecticut as well and may be able to persuade the Connecticut Attorney
General to shut down the servers, even if Connecticut does not have the
same anti-gambling policy as New York. But then the website operators
simply move their servers offshore, to the Grand Caymans or the Bahamas,
or somewhere else where they will not be prosecuted. It is still no more dif-
ficult for American citizens to gain access to the gambling sites, and territo-
rial regulation appears to have failed.””

Lessig answers this dilemma with the concept of reciprocal enforce-
ment. According to Lessig, “[e]ach state [or nation] would promise to en-
force on servers within its jurisdiction the regulations of other states for citi-
zens from those other states, in exchange for having its own regulations

396 LESSIG, supra note 253.

27 See id. at 54-55 (describing Minnesota’s attempt to enforce a law banning gambling
online and recounting the argument that it is “practically impossible for geographically limited
governments to enforce their rules over actors on the [Internet]”).

Supra text accompanying notes 231-58.
Cf. LESSIG, supra note 253, at 54-55 (explaining that “[n]Jo matter what Minnesota
does, it seems the [Internet] helps its citizens beat the government™).

299
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enforced in other jurisdictions.”” Lessig argues that although states do not

necessarily have the same regulatory goals, they all at least have some laws
that they wish to have enforced extraterritorially. Thus, New York may
have an interest in preventing its citizens from accessing gambling sites,
while Florida may have an interest in restricting access to pornography. In
Lessig’s scheme, Florida would simply require servers within Florida to
block the access of New Yorkers to gambling sites, in exchange for New
York’s keeping Florida citizens away from New York servers offering con-
tent deemed impermissible in Florida. According to Lessig, “[w]ith a sim-
ple way to verify citizenship, a simple way to verify that servers are dis-
criminating on the basis of citizenship, and a federal commitment to support
such local discrimination, we could easily imagine an architecture that en-
ables local regulation of Internet behavior.™' Indeed, such architecture
would be similar to the online passports discussed in the previous Section.
Moreover, Lessig envisions this system of reciprocal enforcement operating
internationally as well. He states, albeit without explanation, that “[t]here is
the same interest internationally in enforcing local laws as there is nation-
ally—indeed, the interest is most likely even higher.”"*

A selective certification system would, as Lessig observes, “dramati-
cally increase the power of local governments to impose requirements on
their citizens.””> Websites would condition access on the presentation of
digital certificates, and rules imposed by local jurisdictions would be en-
forced by sites worldwide.

The effect, in short, would be to zone cyberspace based on the qualifications
carried by individual users. It would enable a degree of control of cyberspace
that few have ever imagined. Cyberspace would go from being an unregulable
space to, depending on the depth of the certificates in the space, the most regu-
lable space imaginable.” 4

Nevertheless, one wonders whether countries would be as quick to sign
up for this kind of mutual enforcement scheme as Lessig imagines. Take
the Yahoo! case, for example. Had Yahoo! not chosen to comply with the
French order, how likely is it that the U.S. government or its courts would
have required Yahoo! to block access to French users? After all, the Ameri-
can commitment to First Amendment values is quite strong, and any gov-
ernmental efforts to help France enforce its order would surely be met by
fierce opposition (and lawsuits) within the United States. Indeed, the fed-

300
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Id. at 55.
Id. at 55-56.
392 14 at 56.
39 14 at 56-57.
394 14 at 57.
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eral district court order declaring the French judgment unenforceable in the
United States articulated such First Amendment concerns as part of its
justification.**

Moreover, Yahoo! and other businesses would likely argue that the zon-
ing scheme Lessig envisions would be costly to enforce even if the technol-
ogy to identify users geographically were cheap. As the U.S. Chamber of
Commerce recently argued in an amicus brief filed in Yahoo!’s U.S. de-
claratory judgment action:

Technology alone is not the issue. . .. Under the French court’s jurisdictional
theory . . . each individual or company with a presence on the internet would
have to constantly monitor the laws of every country in the world, search out
content that might be prohibited by one or more of those countries, and imple-
ment some sort of blocking software that would screen different categories of
material from users in different countries. This would be obviously too bur-
densome for even enormous companies like Yahoo!, and would literally be a
death knell for smaller companies and non-profit organizations.”

Such arguments might well persuade jurisdictions to forgo reciprocal en-
forcement in many cases.

Finally, as the discussion of Yahoo! indicates, there is very little
global consensus about what constitutes appropriate web material. France
and Germany want to block Nazi sites; states within the U.S. try to prose-
cute gambling sites;””® and governments in China, Saudi Arabia, Singapore

305 1t jg unclear, however, whether or not the mere enforcement of a foreign order should
be deemed sufficient state action to trigger constitutional concerns. In Shelley v. Kraemer,
334 U.S. 1 (1948), the U.S. Supreme Court ruled that judicial enforcement of racially restric-
tive covenants would violate the Equal Protection Clause of the Fourteenth Amendment, U.S.
CONST. amend. XIV, § 1. Kramer, 334 U.S. at 20-21. On the other hand, Shelley’s logic
“consistently applied, would require individuals to conform their private agreements to consti-
tutional standards whenever, as almost always, the individuals might later seek the security of
potential judicial enforcement.” LAURENCE H. TRIBE, AMERICAN CONSTITUTIONAL LAW
1697 (2d ed. 1988). This question, of course, implicates longstanding debates about the co-
herence of trying to draw a distinction between “private” and “public” action for constitu-
tional purposes. For a discussion of such debates, see Berman, supra note 258. 1 am grateful
to Mark Rosen for noting some of the problems inherent in the application of the state action
doctrine to the judicial enforcement of foreign “unconstitutional” judgments.

3% Brief of Amici Curiae Chamber of Commerce of the United States et al. at 6-7, Ya-
hoo!, Inc. v. La Ligue Contre Le Racisme et L’ Antisemitisme, 169 F. Supp. 2d 1181 (N.D.
Cal. 2001) (No. 00-21275).

307 Supra Part 1.D.

3% See, e.g., Humphrey ex rel. State v. Granite Gates Resorts, Inc., 568 N.W.2d 715, 721
(Minn. Ct. App. 1997) (affirming the exercise of jurisdiction over a non-resident corporation
and its principal for deceptive trade practices, false advertising, and consumer fraud in con-
nection with an Internet gambling site); Vacco ex rel. People v. World Interactive Gaming
Corp., 714 N.Y.S.2d 844, 854 (N.Y. Sup. Ct. 1999) (declaring that the Attorney General of
New York is entitled to injunctive relief against a non-resident corporation and subsidiaries
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and elsewhere try to block access to sites for political or religious rea-
sons.*”” Countries may be able to regulate such sites within their borders,
but they may well find it difficult to convince other countries to enforce
their restrictions, even in the reciprocal scheme Lessig envisions. More-
over, efforts to enforce local norms might run counter to the current trend of
increasing international norm-creation in the human rights area.’'’ Thus,
many would argue that other nations’ “sensitivities should not serve as an
excuse to block sites that promote the protection of human rights.™"!

Lessig recognizes both that the “architecture” he describes may never
be universally enforced and that some individuals—if they desire it
enough-—will probably always be able to avoid technologies of identity.
Nevertheless, he argues that even partial control would have powerful ef-
fects. According to Lessig, “it is as likely that the majority of people would
resist these small but efficient regulators of the [Internet] as it is that cows
would resist wire fences.”"

An even more fundamental objection to this approach, one that Lessig
himself seems to share,’”® is more normative. A cyberspace where indi-
viduals could only access content that was approved by their government
would be a very different cyberspace from the one most people have experi-
enced so far. Indeed, many of the most highly touted features of the Internet
are functions of its relatively open architecture. Thus, observers have

for offering Internet gambling to residents of New York).

39 See, e. g., Mary Kwang, Internet Dreams: China’s New Generation, STRAITS TIMES
(Singapore), July 16, 2001 (quoting a Washington-based official of Human Rights Watch as
complaining that “China’s attempts to control access to the Internet through politically-
motivated regulations and detentions blatantly violate users’ rights to free expression’”); Tan
Tarn How, Foreign Websites That Refuse to Register “Can Be Blocked,” STRAITS TIMES
(Singapore), Sept. 1, 2001 (reporting that Singapore’s government may block access to for-
eign websites that do not register in Singapore as political websites as required by a new law
that limits political campaigning by websites during an election); Tougher Regulations on
Internet Cafes Planned, MIDDLE EAST NEWSFILE (Saudi Arabia), Sept. 9, 2001, at LEXIS,
Moclip File (describing regulations on Internet cafés that would bar access to websites
deemed offensive to Islam and the political system).

0 See supra Part L1 (discussing the challenge that international and transnational human
rights enforcement poses for jurisdiction).

3 Glater, supra note 295 (quoting William F. Schulz, Executive Director of U.S. Op-
erations for Amnesty International).

312 | ESSIG, supra note 253, at 57.

313 Lessig addresses the reader directly to make this point:

Stop. Don’t turn away. | know at least some of the thousands of reasons you have

for rejecting the structure I’ve just described. Some of those reasons are normative-

—ryou hate the world I am describing. Or you hate the idea that cyberspace would

become like this world. 7 do too. 1 am not promoting an idea, I am arguing that this

is the world we are moving to.
1d. at 56.
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lauded the Internet’s power (or at least potential) to democratize where peo-
ple get their news;’'* to make more accessible all forms of poli‘[ical315 and
artistic expression;’'® to alert the international community about environ-
mental’"’ and human

rights abuses’'® occurring anywhere in the world; and to facilitate political
organizing.”"> Without these benefits, we may lose some of the attributes

314 See, e. g., ANDREW L. SHAPIRO, THE CONTROL REVOLUTION 34-38 (1999) (describ-

ing the way in which the Internet facilitated resistance to a 1995 Time magazine article about
the availability of pornography online); see also id. at 40-43 (citing Matt Drudge’s online re-
porting of the Clinton-Lewinsky affair as an example of shifting power away from exclusive
reliance on mainstream news sources).

315 See, e.g., Glater, supra note 295 (“[T]he Web allowed Amnesty International to get
information into China about the Universal Declaration of Human Rights and about Chinese
human rights violations, despite the government’s efforts to block them.” (quoting William F.
Schulz, Executive Director of U.S. Operations for Amnesty International)).

316 See, e.g., John Perry Barlow, Selling Wine Without Bottles: The Economy of Mind on
the Global Net, Electronic Frontier Foundation, at http://www.eff.org/Publications/
John Perry Barlow/idea_economy.article (last visited Nov. 20, 2002) (“[A]ll the goods of the
Information Age—all of the expressions once contained in books or film strips or records or
newsletters—will exist either as pure thought or something very much like thought: voltage
conditions darting around the Net at the speed of light . . . .”).

317 See, e.g., Environmentalists Use High Tech to Delay Dolphin Massacre; Internet Im-
ages Key to Strategy, Says BlueVoice.org Director, ASCRIBE NEWSWIRE, Oct. 26, 2001,
LEXIS, Ascrbe File (““The Internet is absolutely crucial to [the] strategy of stopping these . . .
environmental abuses.”” (quoting Hardy Jones, Executive Director of BlueVoice.org)); Jeffrey
B. Gracer, Green Risks on the Rise, LATINFINANCE, Sept. 2000, LEXIS, Lafn File (“As a re-
sult of, among other things, democratization and the Internet, the days of environmental im-
punity in the region are numbered. Opposition political parties, the media, local and interna-
tional non-governmental organizations (NGOs), and indigenous groups are effectively shining
the spotlight on companies and projects with significant environmental impacts.”); Graham
Searjeant, Globalisation Can Work Better if We Try, TIMES (London), Jan. 25, 2001, LEXIS,
Ttimes File (“The global power of information, often via the Internet, is already helping
Western consumers to voice their views on distant environmental abuse . . . .”); Mel Wilson &
Rosie Lombardi, Globalization and Its Discontents: The Arrival of Triple-Bottom Line Re-
porting, IVEY BUSINESS JOURNAL, Sept./Oct. 2001, LEXIS, Allnews File (linking the rise in
anti-globalization sentiment with the rise of the Internet in the mid-1990s, when ““[r]eport after
report about the alleged environmental and human rights misdeeds of corporations appeared in
mainstream media, as advocacy groups used the Internet to organize and publicize their
causes”).

318 As William F. Schulz, Executive Director of Amnesty International’s United States
Operations, puts it:

Now it is virtually impossible for a violation to take place, or at least violations in

public, in any part of the world without being known almost instantaneously around

the world. There has been virtually no development in the last five years that has

been any more important to the success of the human rights movement than the

growth of the Web.
Glater, supra note 295.
19 See Henry H. Perritt, Jr., The Internet Is Changing the Public International Legal
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that have made the Internet both so popular and so significant.

E. Teaching the World to Sing in Perfect Harmony I: Treaties

One obvious response to the challenges of globalization and online
communication is to seek increased international harmonization of legal re-
gimes. After all, if a universal substantive law were applied around the
world, many of the concerns about borders, conflicting law, and impermis-
sible extraterritorial regulation would disappear. Nevertheless, as the dis-
cussions in the next two sections indicate, international norms are often dif-
ficult both to establish practically and to justify normatively.

The classical model of international harmonization is through bilateral
and multilateral treaties. Two examples of such a treaty-based approach
will suffice to indicate its limitations. First, I will examine an older treaty,
the Berne Convention for the Protection of Literary and Artistic Works,
which was designed to harmonize the various national copyright regimes.
Second, I will outline the debates concerning the still-ongoing Convention
on Jurisdiction and Foreign Judgments in Civil and Commercial Matters,
which is being developed under the auspices of the Hague Conference on
Private International Law.**'

1. The Berne Convention

During the first meetings in 1883 to form the Berne Convention, an at-
tempt was made to institute a uniform international copyright system.’”> By

System, 88 Ky. L.J. 885, 899 (1999-2000) (arguing that “[t]he Internet’s low economic barri-
ers to entry provide a voice to political actors who otherwise would be denied effective access
to the public arena,” and that “[b]ecause the Internet gives them access, and is inherently
global, these actors can find like-minded people in other states, thus enabling them to build
political movements across national lines”).

20 Paris Act Relating to the Berne Convention for the Protection of Literary and Artistic
Works of September 9, 1886, concluded July 24, 1971, 1161 UN.T.S. 3 [hereinafter Berne
Convention]. The first version of the Berne Convention was concluded in 1886, and after
several revisions the Convention was ultimately concluded in 1971. See generally SAM
RICKETSON, THE BERNE CONVENTION FOR THE PROTECTION OF LITERARY AND ARTISTIC
WORKS: 1886-1986, at 3-125 (1987) (tracing the development of the Berne Convention).

2! See Hague Conference on Private International Law, Preliminary Draft Convention
on Jurisdiction and Foreign Judgments in Civil and Commercial Matters, Oct. 30, 1999, at
http://www.hcch.net/e/workprog/jdgm.html. Because the Hague Convention focuses on the
enforcement of individual nation-state judgments, it is not truly aimed at the harmonization of
substantive norms. Nevertheless, the Convention does seek to harmonize nation-state proce-
dural rules for recognition and enforcement of judgments. Moreover, the controversies sur-
rounding the Convention illustrate some of the difficulties such formal international efforts are
likely to encounter, even when the goal is something less than substantive harmonization.

322 See Jane C. Ginsburg, International Copyright: From a “Bundle” of National Copy-
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the time the Convention concluded three years later, however, that ambition
had been rebuffed, and the Berne Convention stopped far short of true har-
monization.”” Instead, the participating countries agreed to a system of
“national treatment,” whereby member states agreed to give authors from
other signatory states the same rights as those states apply to domestic au-
thors.”** Moreover, the Convention established a set of minimum require-
ments for copyright protection to which all signatory states must adhere.**’
While this idea of minimum standards could in theory have resulted in a
strong set of international norms, the actual minimum requirements set by
the Convention were extremely weak and relatively easy to meet.*?

Thus, the Convention allowed great latitude for signatory states to de-
velop their own copyright regimes and create their own norms regarding, for
example, how to define the “author” for purposes of copyright protection327

right Laws to a Supranational Code?, 47 J. COPYRIGHT SOC’Y USA 265, 268 (2000) (“The
German delegation, in a diplomatic questionnaire, asked whether it might be better to abandon
the national treatment principle in favor of a treaty that would codify the international law of
copyright and establish a uniform law among all contracting states.”). According to Ginsburg,
“[a]lthough most participating countries viewed the proposition as a desirable one, they voted
against it because it would have required great modifications of their domestic laws, which
many countries could not implement all at once.” /d.

33 See Graeme B. Dinwoodie, 4 New Copyright Order: Why National Courts Should
Create Global Norms, 149 U. PA. L. REV. 469, 490 (2000) (‘“Proponents of this universalist
vision were rebuffed. . . . Instead, pragmatism prevailed.”); Ginsburg, supra note 322, at 269
(“In general, in comparison to the universalist draft adopted at the 1883 Conference, the . . .
draft of 1884 moved away from the idea of a comprehensive uniform international law of
copyright.”). But see id. at 270 (“Although the Convention did not achieve every goal out-
lined at the first Congress of 1858, it represented a major step towards international copyright
protection. . . . [It also] la[id] the groundwork for later evolution toward the more universalist
ideal expressed in earlier drafts.”).

* See Berne Convention, supra note 320, at 35 (“Authors shall enjoy, in respect of
works for which they are protected under this Convention, in countries of the Union other than
the country of origin, the rights which their respective laws do now or may hereafter grant to
their nationals . . . .”).

See Dinwoodie, supra note 323, at 490-91 (discussing minimum substantive stan-
dards agreed upon in the Berne Convention).

326 See RICKETSON, supra note 320, at 53, 73-74 (noting that in order to include as many
countries as possible, the conference elected to set up a flexible convention).

327 See STEPHEN M. STEWART, INTERNATIONAL COPYRIGHT AND NEIGHBOURING
RIGHTS § 4.46 (2d ed. 1989) (“The Convention does not define the term ‘author’ which it uses
throughout. . . . In the absence of convention law it is, therefore, for national legislation to
decide who the owner of the copyright is.”). For example, U.S. copyright law, taking a mar-
ket-oriented approach, recognizes employers as authors of works prepared by employees
within the scope of their employment, see 17 U.S.C. § 201(b) (2000) (providing that “the em-
ployer or other person for whom the work is prepared is considered the author” of a work
made for hire); 17 U.S.C. § 101 (2000) (defining “work made for hire” to include “a work
prepared by an employee within the scope of his employment™), whereas French law, focusing
on the moral rights of the creator, treats the employee as the author regardless of the employ-
ment relationship, see Law No. 92-597 of July 1, 1992, J.O., July 3, 1992, p.4, D.S.L. 1997
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and how to carve out exceptions to copyright to respond to free speech con-
cerns>>® or effectuate other social policies.m Throughout the twentieth cen-
tury, “[t]he process of public international copyright lawmaking tended to
be slow and unwieldy because it operated by way of consensus among . . .
countries with a diverse range of social and economic perspectives.” As
a result, changes to the Berne Convention have generally represented mere
codifications of commonly accepted policies that, in many cases, had al-
ready been implemented in the national laws of most member states before
being incorporated into the Convention.” Moreover, such changes have
always been developed through the laborious process of treaty revision.”*’

2. The Hague Convention

The Hague Convention has been beset by similar difficulties. The
treaty got its start in 1992, when the United States approached the other
countries that belong to the Hague Conference on Private International Law
and suggested that the conference attempt to harmonize international rules
for enforcement of judgments across borders.”” Almost ten years later, that
goal continues to elude convention delegates, largely because of a lack of
consensus about adjudicatory jurisdiction generally, and about jurisdiction
over online commercial transactions in particular.”** Indeed, the disagree-

(amended Mar. 27, 1997) (Fr.) (providing for copyright ownership by employers only with
respect to software).

328 For example, U.S. copyright law, unlike the law in most civil law countries, permits
unauthorized parodies of copyrighted works under the rubric of fair use. See Campbell v.
Acuff-Rose Music, Inc., 510 U.S. 569, 594 (1994) (holding that a rap group could, under the
fair use doctrine, create a parody of another song even if the use was commercial).

32 See Dinwoodie, supra note 323, at 492 (“Although these different [national] ap-
proaches inevitably privilege many similar acts—-such as core educational or research uses,
or uses implicating free speech concerns—many also reflect the exigencies of national cultural
policy (or political demands).”); see also Sam Ricketson, The Boundaries of Copyright: lIts
Proper Limitations and Exceptions: International Conventions and Treaties, 1999 INTELL.
PROP. Q. 56, 93 (using Australian copyright law as a “test case” in order to demonstrate that
“the present Berne text, together with the useful overlay of implied minor exceptions, do[es]
provide national legislators with a reasonable degree of flexibility”).

339 Dinwoodie, supra note 323, at 492-93 (citation omitted).

31 See id. at 493 (arguing that the agreements produced were codifications of commonly
held %(;licies).

See id. at 494 (describing treaty revision as “a means of updating the [C]onvention™).

333 See Marc E. Hankin, Proposed Hague Convention Would Help IP Owners, NAT'L
L.J., July 23,2001, at C20 (describing the U.S. government’s request “that the Hague Confer-
ence on Private International Law, of which the United States is a member state, negotiate and
draft a convention on jurisdiction and the enforcement of judgments in foreign countries™).

334 See, e.g., Paul Hotheinz, Birth Pangs for Web Treaty Seem Endless, WALL ST. J.,
Aug. 16,2001, at A11 (“Should a German shopper be able to sue a U.S. Internet retailer in a
Munich court if he is unhappy with something he bought online? Delegations from 53 coun-
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ments are now so entrenched that at the most recent meeting of delegates,
the primary agreement reached was to have an informal working group de-

velop a new draft text to be submitted in 2003.>*

k ok ok ok ok 3k

Both of these attempts at international harmonization reveal the princi-
pal drawback of attempting to establish international norms through multi-
lateral treaties. Almost by definition, these treaties will demand prior con-
sensus among many countries with different social policies and economic
interests. Thus, the treaties will tend merely to codify painstakingly devel-
oped conventional wisdom about recognized problems.336 As a result, such
treaties are rarely the best mechanism for developing new solutions to
emerging issues on which there are widely divergent traditions and interests.
Yet “technological pressures demand a rapidity of lawmaking, a dynamic
disposition, and a forward-looking perspective.”’ Accordingly, the classi-
cal model of public international lawmaking may not be the appropriate
mechanism for achieving international harmonization in a fast-changing
world.

F. Teaching the World to Sing in Perfect Harmony I1: Supranational
Administrative/Adjudicative Bodies

Given the cumbersome nature of public international lawmaking, inter-
national harmonization efforts, unsurprisingly, have shifted in recent years
to a somewhat more dynamic model, particularly in fields of rapid techno-
logical development. For example, since the 1994 Uruguay Round Revision
of the General Agreement on Tariffs and Trade (GATT),™® commercial
trade issues that were formerly hashed out through diplomatic channels are
now addressed by WTO dispute resolution panels in a more adjudicatory

tries have worked on an answer for more than two years, and it continues to elude them.”).

335 Andrea Schulz, Reflection Paper to Assist in the Preparation of a Convention on
Jurisdiction and Recognition and Enforcement of Foreign Judgments in Civil and
Commercial ~ Matters, Hague Conference on Private International Law, at
ftp:/ftp.hech.net/doc/
jdgnt$di0e.dog. (Aug. Ki2BARAN, The Know-How Gap in the TRIPS Agreement: Why Soft-
ware Fared Badly, and What Are the Solutions, 17 HASTINGS COMM. & ENT. L.J. 763, 765
(1995) (arguing that “both the strengths and weaknesses of [one international treaty] stem
from [the treaty’s] essentially backwards-looking character”).

Dinwoodie, supra note 323, at 494.

See Understanding on Rules and Procedures Governing the Settlement of Disputes,
Dec. 15, 1993, Marrakesh Agreement Establishing the World Trade Organization, Annex 2,
LEGAL TEXTS—THE RESULTS OF THE URUGUAY ROUND OF MULTILATERAL TRADE
NEGOTIATIONS, 33 I.L.M. 112 (1994) [hereinafter DSU] (establishing the rules and proce-
dures to be used in WTO dispute settlement proceedings).
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fashion.”” Likewise, the Arbitration and Mediation Center of the World In-
tellectual Property Organization (WIPO) adjudicates fifty-eight percent of
the trademark disputes filed under the Internet Corporation for Assigned
Names and Numbers’s Uniform Dispute Resolution Policy.**

The advantages of the more dynamic model are obvious. International
institutions with some form of adjudicatory body can react far more quickly
to new developments without the need for diplomatic conferences or com-
plete consensus.™' And if the amount of activity is a sign of success, then it
appears that the more dynamic model is catching on. In the first three years
of the WTO dispute settlement system, as many cases were filed as in the
entire forty-seven-year period preceding the Uruguay Round.***

Nevertheless, there are several reasons to resist this dynamic model.
First, the Dispute Settlement Understanding of the WTO makes clear that its
rulings “cannot add to or diminish the rights and obligations provided in the
covered agreements.”" Although the panels may, over time, expand their
ability to “interpret” (and thereby define or change) international law, the
governing documents seem designed to constrain any truly creative admin-
istrative or judicial role.

Second, as the violent protests at international gatherings over the last
few years’ indicate, bodies such as the WTO and the WIPO face serious
objections from the perspective of procedural transparency and democratic
legitimacy.”* Perhaps because they were developed in the context of inter-

339 See Dinwoodie, supra note 323, at 502 (“The diplomatic model of the GATT gave

way to the judicial model of the WTO, reflecting an attempt to shift from a power-based to a
rule-based procedure.”); see also Adrian T.L. Chua, Precedent and Principles of WTO Panel
Jurisprudence, 16 BERKELEY J. INT'L L. 171, 171-72 (1998) (describing the shift to a
rule-based model of dispute settlement within the WTO); Kim Van der Borght, 7he Review of
the WTO Understanding on Dispute Settlement: Some Reflections on the Current Debate, 14
AM. U. INT’L L. REV. 1223, 1224-25 (1999) (describing the ways in which the Uruguay
Round changed the nature of the dispute settlement process “from a power-based to a
rule-based procedure”). To the extent that parties perceive WTO rulings as more readily en-
forceable, this perception could also help account for the increase in actions filed.
40 Geist, Fair.Com?, supra note 147.

3 See Dinwoodie, supra note 323, at 494-95 (arguing that “efforts to enable interna-
tional institutions to react more quickly to new developments without the need for diplomatic
conferences or complete consensus™ are one aspect of the new public international model).

32 See Chua, supra note 339, at 172 (reporting in 1998 that “GATT dispute settlement
panels resolved more than 100 cases between 1947 and 1994, but “[s]ince the implementa-
tion of the DSU in 1995, the WTO has received over 100 trade disputes with 28 cases pro-
ceeding to a dispute settlement panel” (citations omitted)).

343 DSU, supra note 338, at art. 3.2.

3 See supra note 19 (citing sources that discuss such protests).

345 As David Post has argued:

[T]he problem of scale in governmental institutions is one we have to think about

again, because 1 don’t see any good solutions, right now at least, to how we build
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national diplomacy, these bodies assume a model of mediation, negotiation,
conciliation, and secrecy that might make us pause before endowing them
with the power to create international norms.>*® For example, many observ-
ers have urged that the procedures of these bodies be made more transpar-
ent, through open hearings, greater access to the submissions of parties, and
the ability of non-state parties to participate.”*’ Even beyond procedural is-
sues, however, WTO panels face the objection that they are not accountable
to any electorate. Although all unelected adjudicatory bodies are insulated
from democratic pressures to some extent, accountability is usually built
into the system at some stage in the process, through, for example, appoint-
ment, confirmation, or removal of decision makers. In contrast, WTO panel
members are selected through an obscure process,348 and no democratically
accountable official is involved.*"

global institutions that have the trust of the people who are subjected to their rules

and regulations. I think this is related to what we might call the Seattle phenomenon

(or the WTO protests), if you will. I think there is a very real phenomenon that is

going to play itself out on the Net as people ask themselves: Who or what are these

international institutions who have the authority to make the rules for this global en-
vironment? It’s an essential problem and a very difficult one.
Thomas E. Baker ed., A Roundtable Discussion with Lawrence Lessig, David G. Post & Jef-
frey Rosen, 49 DRAKE L. REV. 441, 443 (2001).

346 See David Palmeter, National Sovereignty and the World Trade Organization, 2 J.
WORLD INTELL. PROP. 77, 80-81 (1999) (arguing that the WTO’s diplomatic model does not
fit a traditional legalistic model).

347 See Van der Borght, supra note 339, at 1241-42 (describing WTO procedures and
suggested reforms); see also Sands, supra note 37, at 543-46 (praising recent decisions of the
WTO Appellate Body that have begun to permit non-state actors to play a role in WTO pro-
ceedings).

348 Article 8 of the DSU, supra note 338, provides the rules for the composition of pan-
els. The WTO Secretariat proposes nominations to the panel, which can be disputed only for
compelling reasons. /Id. at art. 8§(6). The Secretariat maintains a list of qualified governmental
and non-governmental individuals. /d. at art. 8(4). The qualifications are general. The panel-
ists must be

well-qualified governmental and/or non-governmental individuals, including persons

who have served on or presented a case to a panel, served as a representative of a

[WTO] Member or of a contracting party to GATT 1947 or as a representative to the

Council or Committee of any covered agreement or its predecessor agreement, or in

the Secretariat, taught or published on international trade law or policy, or served as

a senior trade policy official of a Member.

Id. at art. 8(1). Further, the panel members should be “selected with a view to ensuring the
independence of the members, a sufficiently diverse background and a wide spectrum of ex-
perience.” Id. at art. 8(2). The panelists generally cannot be from the disputant country, id. at
art. 8(3), and must “serve in their individual capacities and not as government representatives,
nor as representatives of any organization,” id. at art. 8(9).

39 See Dinwoodie, supra note 323, at 506 (pointing out the poor representational legiti-
macy of the WTO panels because they are “insulated from democratic pressures”); David M.
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Thus, we see a “democratic deficit”*® because lawmakers lack electoral re-
sponsibility to the ““people’ whose ‘sovereignty’” they exercise.””’ As one
commentator has argued, “the GATT is not the world constitution, and the
WTO is not the World Supreme Court. They both fail to adhere to some of
the essential standards required of institutions that would claim to exercise
prescriptive authority over individuals throughout the world.”*** Not sur-
prisingly, such unmoored legal authority faces resistance on the ground.
Third, the structure of the WTO process, in which complaints are
brought by countries rather than by individual parties, may tend to produce
norms skewed toward a limited range of interests. For example, in the
copyright context, the United States Trade Representative may well take the
position in disputes before the WTO or WIPO that greater copyright protec-
tion is beneficial to U.S. industry as a whole. This position would ignore
those who might advocate a lower level of protection in order to create
greater distributional equity between countries or to protect non-trade inter-
ests, such as privacy or free speech. In addition, the lack of procedural
transparency or democratic accountability may make such international ad-
ministrative/adjudicative bodies more readily subject to industry capture.
For example, a recent study of domain name trademark decisions reached
by WIPO’s Arbitration and Mediation Center found that WIPO arbitrators

Driesen, What Is Free Trade?: The Real Issue Lurking Behind the Trade and Environment
Debate, 41 VA. J. INT’L L. 279, 315-16 (2001) (explaining that the WTO lacks democratic
legitimacy because the officials are not selected by citizens or legislative bodies, but generally
by the GATT Secretariat); Richard Falk & Andrew Strauss, On the Creation of a Global Peo-
ples Assembly: Legitimacy and the Power of Popular Sovereignty, 36 STAN. J. INT'L L. 191,
213-14 (2000) (observing that the denial of citizen participation in the WTO has raised the
concern that “some type of democratic process is needed to counter growing popular opposi-
tion to many of its initiatives™).

350 See Ruth Okediji, Toward an International Fair Use Doctrine, 39 COLUM. J.
TRANSNAT’L L. 75, 85 (2000) (“The [democratic] deficit refers to the extent that international
agencies increasingly have been allocated legislative competencies directly compromising
domestic law and policies that have been established through duly appointed processes so as
to ensure transparency, accountability and the opportunity for citizens to be heard.”); see also
Francesca E. Bignami, The Democratic Deficit in European Community Rulemaking: A Call
for Notice and Comment in Comitology, 40 HARV. INT’L L.J. 451, 456-72 (1999) (outlining
the democratic deficit critique); Peter L. Lindseth, Democratic Legitimacy and the Adminis-
trative Character of Supranationalism: The Example of the European Community, 99
CoLUM. L. REV. 628, 628 (1999) (arguing that the European Community’s “‘democratic defi-
cit’ flows primarily from an inability to establish democratically-legitimate hierarchical su-
pervision over supranational technocrats—a problem bound up with the historical relationship
between demos, democracy and national political institutions as cultural symbols of popular
sovereignty”).

31 See Lindseth, supra note 350, at 633 (arguing that supranational institutions raise
questions of democratic legitimacy due to the “transfer of normative power to agents that are
not electorally responsible” to the people they represent).

32 Dinwoodie, supra note 323, at 505.
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ruled in favor of the trademark holders 82.2% of the time.””

Fourth, the very advantage of these bodies—their ability to address new
issues in a changing environment—may also be a disadvantage. After all, a
decision of a WTO dispute resolution body may not only establish interna-
tional norms, but also may entrench those norms, freezing them in place and
preempting the ability of various countries to experiment with different ap-
proaches. Such international norms may tend to frustrate more local efforts
to tailor trade policy to particular social, cultural, or economic conditions.
For example,

different countries with varying educational practices and literacy rates may
permit or prohibit quite different copying practices. The manner in which au-
thors are compensated may differ from country to country depending upon es-
tablished labor and employment practices. The ways in which works are ex-
ploited, and thus need to be protected, may hinge upon social customs unique
to particular countries. The extent of reasonable copying privileges may re-
flect the level of access to public libraries. Commitments to free expression,
and hence use of a work in that cause without the need for permission, may
vary in intensity depending upon the political development of the society in
question. Unqualified respect for the integrity of artistic works might be af-
fected by different notions of property. And market mechanisms necessary to
support schemes for compensating authors might be more feasible in certain
cultures than in others.”

Whether or not one believes that international norms should subsume local
variations, it is surely problematic that such overarching norms might be es-
tablished by marginally accountable bodies with input often from only two
litigating countries.

Finally, some critics have suggested that the very goal of harmonization
may be misguided. For example, Paul Stephan has pointed out two com-
mon outcomes of the harmonization process,” neither of which is norma-
tively desirable. First, Stephan contends that international-harmonization
efforts are often the product of rent seeking by various industry groups. He
suggests that many harmonization efforts in commercial law are initiated by
particular industries seeking particular legal rules. The resulting interna-
tional norms are usually drafted by industry experts and, not surprisingly,
benefit the industry seeking the change. Second, he observes a tendency
among the various parties to an international harmonization effort to adopt

353 Geist, Fair.com?, supra note 147, at 6. Geist also found that, in cases where the par-
ties opt for a single arbitrator rather than a panel of three (90% of the total), the complainant
wins 84.4% of the time. /d. at 18.

334 Dinwoodie, supra note 323, at 513-14 (footnote omitted).

355 paul B. Stephan, The Futility of Unification and Harmonization in International
Commercial Law, 39 VA. J.INT’L L. 743, 744 (1999).
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relatively vague standards in order to smooth over major policy disagree-
ments. These standards, because they are couched in such general language,
become a license for domestic decision makers to exercise broad discretion
in interpreting international norms. As a result, the law may well become
even less certain than it was before, thus foiling the harmonization effort al-
together. Accordingly, Stephan argues that “[t[he political economy of [the
harmonization] process results too often either in rules written for the bene-
fit of particular industries and other interest groups, or in the suppression of
conflict that in turn increases legal risk.”> Instead, he envisions a system
that would allow parties virtually unlimited power to choose among national
rules through private contractual agreements.3 7 Whether or not one em-
braces Stephan’s alternative, his criticism of international harmonization
should at least raise doubts regarding the efficacy of the enterprise.

G. A Return to Lex Mercatoria

Given the problems inherent in both treaty-based and agency-based ef-
forts to harmonize legal regimes, one possible alternative is to consider the
role national courts might play in developing international norms. In sev-
eral recent articles, Graeme Dinwoodie has advocated this approach, par-
ticularly with regard to copyright law.”®  Essentially, Dinwoodie asks
courts to develop an international common
law, resurrecting the “lex mercatoria™ that for centuries governed interna-
tional trade.”*

P 1a.

7 Id at 789.

338 See Dinwoodie, supra note 323, at 475 (arguing for national courts to be enlisted in
the “task of copyright internationalization by sketching a new choice-of-law methodology™);
see also Graeme B. Dinwoodie, The Development and Incorporation of International Norms
in the Formation of Copyright Law, 62 OHIO ST. L.J. 733, 777-81 (2001) (suggesting an en-
hanced role for private litigation in the development of international copyright norms and the
revision of choice-of-law methodology to permit national courts to consider international
norms).

39 Lex mercatoria has been defined as ““a set of general principles and customary rules
spontaneously referred to or elaborated in the framework of international trade, without refer-
ence to a particular national system of law.”” Philip J. McConnaughay, Rethinking the Role of
Law and Contracts in East-West Commercial Relationships, 41 VA.J. INT’L L. 427, 473 n.167
(2001) (quoting Berthold Goldman, The Applicable Law: General Principles of Law-—The
Lex Mercatoria, in CONTEMPORARY PROBLEMS IN INTERNATIONAL ARBITRATION 113, 116
(Julian D.M. Lew ed., 1987)). Lex mercatoria is not a monolithic body of law and is neither
purely national nor purely international. See Abul F.M. Maniruzzaman, The Lex Mercatoria
and International Contracts: A Challenge for International Commercial Arbitration?, 14 AM.
U.INT’L L. REV. 657, 672-74 (1999) (explaining the sources of lex mercatoria). It appears to
have developed during the middle ages, when transnational merchants resolved their disputes
in specialized merchant courts that applied customary transnational commerce norms and
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Dinwoodie starts from the observation that all current approaches to
choice of law force courts to localize international disputes and therefore
resolve them under the law of one country or another.’®' This process fore-
closes courts from considering international norms that might exist “sepa-
rate and apart from domestic policy 0bjectives.”362 As Dinwoodie points
out, however, international disputes often “implicate interests beyond those
at stake in purely domestic disputes.”® Thus, he recommends that national
courts develop a substantive common law for addressing multistate cases.

Many decades ago, conflict-of-laws theorist David Cavers wrote that, in
a conflicts analysis, “[t]he court is not idly choosing a law; it is determining
a controversy.”* He therefore reasoned that a court could not “choose
wisely without considering how that choice will affect that controversy.”®’
Building on Cavers, Dinwoodie argues that the judicial role often involves
choices among many different substantive solutions and that courts should
be free to generate legal standards in multistate cases the same way they do
in purely domestic cases.”®® Moreover, “statutory rules enacted by a na-
tional legislature are rarely enacted with an eye to international disputes or

trade practices rather than any particular national positive law. See Lawrence M. Friedman,
Erewhon: The Coming Global Legal Order, 37 STAN. J. INT’L L. 347, 356 (2001) (describing
the origins of lex mercatoria); Philip J. McConnaughay, The Scope of Autonomy in Interna-
tional Contracts and Its Relation to Economic Regulation and Development, 39 COLUM. J.
TRANSNAT’L L. 595, 610 n.31 (2001) (*“*[L]ex mercatoria’ . . . refer[s] generally to the norms,
principles and customs that emanate from cross-border commerce without reference to any
given national law.”). This hybrid practice governed exporters and importers, shippers, banks,
and marine insurance companies. See Harold J. Berman, Law and Logos, 44 DEPAUL L. REV.
143, 157 n.47 (1994) (describing persons engaged in international commerce as an example of
an effective international community). The principal advantage of lex mercatoria is that it
eliminates uncertainties regarding which jurisdiction’s law will apply to a given dispute, see
Maniruzzaman, supra, at 680 (stating that one of the goals of lex mercatoria is to “get rid of
the cumbersome exercise of applying conflict rules”), although as with all common law doc-
trines, uncertainties may remain with regard to the substantive norms to be applied.

0 See Dinwoodie, supra note 323, at 522 (noting that international copyright norms
may be developed by reference to lex mercatoria); see also Boaventura De Sousa Santos,
Law: A Map of Misreading: Toward a Postmodern Conception of Law, 14 J.L. SOC’Y 279,
287 (1987) (describing the re-emergence of lex mercatoria as an example of one way in which
“[t]ransnational capital has . . . created a transnational legal space, a supra-state legality”).

o1 See Dinwoodie, supra note 323, at 475 (“Each of these approaches requires courts to
decide issues raised by such disputes according to a single national law.”).

32 4
% 1d at 476,
3% David F. Cavers, 4 Critique of the Choice-of-Law Problem, 47 HARV. L. REV. 173,

189 (1933).
365 1d

3% See Dinwoodie, supra note 323, at 548 (“[D]omestic courts frequently develop the

law in a way that does not involve the application of a single pre-articulated rule; they should
be free to do so also in multinational cases.”).
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conduct.”* As a result, these legislative choices inevitably reflect domes-

tic priorities, and there is no particular reason to apply them reflexively in
international conflicts. Finally, Dinwoodie argues that, when a dispute is
multinational, it will always implicate interests in at least two different
countries. When courts arbitrarily (or even not so arbitrarily) choose to ap-
ply one country’s laws over the other, they are responding only to one coun-
try’s interests.”® In Dinwoodie’s view, courts instead should develop an
appropriate rule “from an amalgam of national and international norms.”>*
This hybrid form of lawmaking would respond to “the reality of modern
life” by reflecting “the complex and interwoven forces that govern citizens’
conduct in a global society.”"

Significantly, Dinwoodie’s argument reaches back to conflict-of-laws
approaches that predate the rise of the Westphalian order of independent
sovereign states.””' Indeed, he observes that the idea of a substantive body
of international common law norms “declined in significance with the rise
of nation-states and with positivistic demands for a clear connection be-
tween law and a sovereign.”’> Dinwoodie argues, however, that these ap-
proaches may once again be worth considering given “the relative decline of
the nation-state.””> Thus, like the arguments I make in this Article, Din-
woodie’s call for the re-development of a lex mercatoria is a response to
changing conceptions of national sovereignty.

H. The Triumph of NGOs

Because the various questions about extraterritorial lawmaking and ju-
risdictional limitations arise primarily with regard to public governmental
institutions exercising sovereign powers, some commentators have looked
to private, non-governmental organizations wielding quasi-governmental
power. As Henry Perritt has recently argued, “jurisdictional uncertainties
associated with transnational commerce on the Internet can be reduced

367
368

Id. at 548-49.
See id. at 552 (“If the dispute implicates substantial interests of both State A and
State B, it is inequitable to treat such facts (automatically) in the same way as either a dispute
wholly implicating the interests of State A or wholly implicating the interests of State B.”)

369

1d. at 550.
70 Id at 544-50.
! See supra note 24 and accompanying text (describing the centrality of the idea of

state sovereignty in the Westphalian order).

372 Dinwoodie, supra note 323, at 544.

IEN
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when rules are made and enforced by private rather than public institu-
tions.”"*

Perritt advocates public-private hybrid governance structures. In his
model, public law sets minimum general standards and provides enforce-
ment power, while multiple “private regulatory regimes can work out de-
tailed rules, first-level dispute resolution, and rule enforcement machin-
ery.”” And, like the contractarian model discussed previously,””® Perritt
believes that this sort of hybrid governance system could exercise jurisdic-
tion through contractual agreement, thereby side-stepping legitimacy con-
cerns.””’

Perritt offers three examples of his hybrid model. First, he points to the
Internet Corporation for Assigned Names and Numbers (ICANN), the not-
for-profit corporation that administers the Internet domain name system and
provides an online dispute resolution forum for adjudicating domain name
conflicts.’”® Second, he notes that the recent agreement between the Euro-
pean Union and the United States concerning privacy protection envisions
several private regulatory regimes.”” Third, he argues that credit card com-
panies will provide dispute resolution mechanisms for virtually all credit
card based Internet commerce.**

Each of these regulatory regimes is a form of government, with private
intermediaries performing roles traditionally filled by governmental entities.
For example, ICANN promulgates rules for issuance and retention of do-
main names,”® administrative panels of WIPO adjudicate these controver-
sies using ICANN regulations,” and domain name registrars revoke or

374 Henry H. Perritt, Jr., Economic and Other Barriers to Electronic Commerce, 21 U.
PA.J.INT’L ECON. L. 563, 574 (2000).

35 1d. at 575; see generally Perritt, supra note 319, at 890-94 (highlighting the differ-
ences between public and private law).

376 See supra Part 11.B.

See Perritt, supra note 374, at 575 (describing the benefits of contract-based jurisdic-
tion).

378 See Perritt, supra note 319, at 940-44 (discussing the scope of ICANN’s regulatory
responsibilities).

79 See id. at 932-40 (commenting on the procedures envisioned by the European Com-
mission and the United States in enforcing compliance with the safe harbor rules).

380 See Henry H. Perritt, Jr., Dispute Resolution in Cyberspace: Demand for New Forms
of ADR, 15 OHIO ST. J. ON DISP. RESOL. 675, 691-92 (2000) (discussing the most common
form of alternative dispute resolution for consumer disputes—the credit card chargeback).

! See Uniform Domain-Name Dispute-Resolution Policy, ICANN, at http://
www.icann.org/udrp/udrp.htm (last updated Aug. 26, 2001) (“Under the policy, most types of
trademark-based domain-name disputes must be resolved by agreement, court action, or arbi-
tration before a registrar will cancel, suspend, or transfer a domain name.”).

82 See Supplemental Rules for Uniform Domain Name Dispute Resolution Policy,
WIPO, at http://arbiter.wipo.int/domains/rules/supplemental html (in effect as of Dec. 1,
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transfer domain names in accordance with panel decisions.”® Likewise,
current privacy regulatory regimes depend upon private third parties who
will certify that an Internet site complies, thereby immunizing members
from public regulatory action.”® With credit card purchases, the credit card
issuers themselves function as intermediaries, refusing to pay merchants
who fail to deliver merchandise or revoking credit from consumers who fail
to pay for products purchased.*®’

Nevertheless, such private regulatory bodies raise serious concerns
about accountability and transparency. For example, in the United States,
under the Supreme Court’s traditional interpretation of the so-called “state
action doctrine,”® these private entities need not comply with constitu-
tional norms.”  Similarly, one wonders how well minority rights will be
protected in these private regimes and by what mechanisms such entities

1999) (“These Supplemental Rules are to be read and used in connection with the Rules for
Uniform Domain Name Dispute Resolution Policy, approved by [ICANN] on October 24,
1999.”).
3 See Registrar ~ Accreditation Agreement § 1I(k), ICANN, ar http://
www.icann.org/nsi/icann-raa-04nov99.htm (approved Nov. 4, 1999) (“[The] Registrar shall
have . . . a policy and procedure for resolution of disputes concerning SLD [second-level do-
main] names. In the event that ICANN adopts a policy or procedure for resolution of disputes
concerning SLD names that by its terms applies to Registrar, Registrar shall adhere to the pol-
icy or procedure.”).

384 See, e.g., BBBOnline, at http://www.bbbonline.org (last visited Nov. 20, 2002) (of-
fering a process by which to file a complaint against an offending website for use of person-
ally identifiable information); TRUSTe, at http://www.truste.org (last visited Nov. 20, 2002)
(outlining TRUSTe’s policy of certifying a subject website with a visible logo and inclusion
of a privacy statement that adheres to privately established privacy policies).

See Perritt, supra note 374, at 577 (“[C]redit card issuers are intermediaries adjusting
disputes between merchants and consumers.”); see also Robert D. Cooter & Edward L. Rubin,
A Theory of Loss Allocation for Consumer Payments, 66 TEX. L. REV. 63, 101-02 (1987) (de-
scribing the rights of card issuers to cancel a cardholder’s account under certain circum-
stances).

The state action doctrine has its genesis in an 1883 U.S. Supreme Court decision
overturning Reconstruction-era civil rights legislation. See The Civil Rights Cases, 109 U.S.
3, 11 (1883) (holding that “individual invasion of individual rights is not the subject-matter of
the [Fourteenth] [A]mendment,” but that the amendment governs the conduct of the states and
those that act in their stead). In its least nuanced form, the doctrine rests on the observation
that most constitutional commandments proscribe only the conduct of governmental actors.
For example, the Fourteenth Amendment provides that “No State shall ....” U.S. CONST.
amend. XIV, § 1 (emphasis added). As a result, the Supreme Court has often refused to apply
these constitutional provisions to so-called “private action.” Thus-—and again to express the
doctrine in its least subtle form-—the state cannot constitutionally exclude African-Americans
from a government housing facility, but the Constitution is silent with regard to an individ-
ual’s choice to exclude African-Americans from her home. Similarly in cyberspace, so the
doctrine might go, the activities of private corporations, such as America Online, ICANN, or
the other bodies that Perritt describes, are not subject to the Constitution because they are not
state actors.

For a discussion of such concerns, see generally Berman, supra note 258.
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will ensure impartial decision making and fair procedure.”®® While these
same concerns arise in the public arena,”® there are likely to be far fewer
democratic checks on private entities.

I. Challenge? What Challenge?

Over the past several years, Jack Goldsmith has consistently attempted
to refute the Johnson and Post view that the rise of cyberspace requires us to
rethink issues of sovereignty and territoriality. Indeed, according to Gold-
smith, the Internet and globalization produce no true conceptual challenges
at all. Rather, he argues that “territorial regulation of the Internet is no less
feasible and no less legitimate than territorial regulation of non-Internet
transactions.”™”

Goldsmith takes on two related contentions: first, that territorial regula-
tion is unfeasible because individuals can easily avoid the sovereign’s regu-
latory reach; and second, that territorial regulation means that a website will
be subject to the laws of all jurisdictions simultaneously. Both claims, he
argues, are exaggerated because they fail to distinguish between a state’s

388 See Perritt, supra note 374, at 578-79 (questioning whether minority rights will be
protected by ICANN). ICANN, for example, has faced particularly searching questions on
these issues. See, e.g., Geist, Fair.com?, supra note 147, at 912 (finding that six panelists in
ICANN arbitration sided with the complaining party in ninety-five percent of cases); Froom-
kin, Wrong Turn in Cyberspace, supra note 147, at 24 (arguing that ICANN “give[s] over-
whelming weight to corporate voices” in its internal structure); see also David McGuire,
Internet Governance Group Approves Massive Reform Plan, NEWSBYTES, June 28, 2002,
at http://www.computeruser.com/news/02/06/29/
news1.html (reporting on controversial ICANN plan to eliminate “a mechanism under which
rank-and-file users would have been permitted to elect a portion of the ICANN board, an ap-
proach favored by many public interest groups™).

8 See, e. g., CATHERINE DRINKER BOWEN, MIRACLE AT PHILADELPHIA: THE STORY
OF THE CONSTITUTIONAL CONVENTION MAY TO SEPTEMBER 1787, at 69-74 (1966) (describ-
ing the concern of the delegates to the Constitutional Convention that the method for electing
members to Congress protect minority rights); Lindseth, supra note 350, at 633-35 (discussing
the European Community’s “democratic deficit”).

3% Jack L. Goldsmith, The Internet and the Abiding Significance of Territorial Sover-
eignty, 5 IND. J. GLOBAL LEGAL STUD. 475, 475 (1998) [hereinafter Goldsmith, Territorial
Sovereignty|; see also Jack L. Goldsmith, Against Cyberanarchy, 65 U. CHI. L. REV. 1199,
1200-01 (1998) [hereinafter Goldsmith, Against Cyberanarchy] (asserting that territorially
based regulation of cyberspace is “feasible and legitimate from the perspective of jurisdic-
tion”); Jack Goldsmith, The Internet, Conflicts of Regulation, and International Harmoniza-
tion, in GOVERNANCE OF GLOBAL NETWORKS IN THE LIGHT OF DIFFERING LOCAL VALUES
197, 197-99 (Christoph Engel & Kenneth H. Keller eds., 2000) [hereinafter Goldsmith, Con-
Slicts of Regulation] (arguing that the local effects of Internet activity render local regulation
legitimate). Others share Goldsmith’s view. See, e.g., Josef H. Sommer, Against Cyberlaw,
15 BERKELEY TECH. L.J. 1145, 1205-08 (2000) (arguing that the U.S. can regulate the Inter-
net, but that there is a lack of “jurisdictional predictability” when one is uncertain of whether
she is availing herself of the forum).
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prescriptive jurisdiction and its enforcement jurisdiction. According to
Goldsmith, “prescriptive jurisdiction is a country’s power to apply its laws
to particular transactions.””' The question of whether or not that regulation
will actually be enforced, however, depends upon the country’s ability to
induce or compel compliance with the law through its enforcement jurisdic-
tion.””

Thus, Goldsmith argues, just because individuals may try to evade a na-
tion’s enforcement jurisdiction by, say, relocating off-shore, does not render
the idea of regulating the harms caused by those individuals illegitimate.
Goldsmith acknowledges that the regulation of a local act might not be effi-
cacious if the individual subject to the regulation is not present within the
jurisdiction. But he argues that the sovereign will still be able to enforce its
regulation “to the extent that the agents of the acts have a local presence or
local property against which local laws can be enforced.””?

Moreover, even if the content provider has no local presence or prop-
erty, the sovereign will be able to regulate harms indirectly. For example,
the sovereign may take action against end users within their enforcement
power or intermediaries that operate within their territory, such as Internet
Service Providers or manufacturers of hardware or software. These actions
may either encourage local intermediaries to enforce the local laws against
foreign parties or may induce local parties to include devices to block objec-
tionable content.’™ In either scenario, the local jurisdiction turns out to
have more extraterritorial power than originally envisioned.*

Likewise, Goldsmith argues that there is nothing inherently illegitimate
about a local regulation that happens to affect behavior extraterritorially. As
he says, “It is uncontroversial that pollution emitted in State A that wafts
into State B can be regulated in State B Though one might think notice
is a more severe problem in the Internet context—where the material that
“wafts” from jurisdiction to jurisdiction may do so all over the globe simul-
taneously and unknowingly—Goldsmith argues that geographical filtering

391
392
393

Goldsmith, Conflicts of Regulation, supra note 390, at 198.
1d.
Goldsmith, Territorial Sovereignty, supra note 390, at 479.

3% For example, a lawsuit filed in France seeks an order requiring French ISPs to block
access to an American portal that allegedly hosts “hate Web sites.” See Ned Stafford, French
ISPs Fight to Avoid Blocking Naczi, Racist Content, NEWSBYTES, Sept. 4, 2001, at
http://www.infowar.com/law/01/law_090501a_j.shtml (detailing the French case).

395 See Goldsmith, Territorial Sovereignty, supra note 390, at 481-82 (enumerating vari-
ous regulatory means employed to combat local harms caused by extraterritorial content pro-
viders); Goldsmith, Conflicts of Regulation, supra note 390, at 199 (arguing that a country can
indirectly regulate offshore content by regulating other actions and entities within its borders).

3% Goldsmith, Territorial Sovereignty, supra note 390, at 484.
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technology will allow content providers to ensure that material deemed ob-
jectionable in a jurisdiction never reaches that jurisdiction.397 Moreover,
according to Goldsmith, as long as the content provider never sets foot in
the jurisdiction, enforcement power will be lacking.™®

Goldsmith’s analysis, however, is subject to several normative objec-
tions. First, Goldsmith’s conclusion that the Internet poses no new jurisdic-
tional issues is premised on the idea that extraterritorial regulation has ex-
isted for a long time—which is, of course, true. But the very idea that
Goldsmith takes to be settled and uncontroversial—-that transactions “can
legitimately be regulated [by] the jurisdictions where significant effects of
the transaction are felt””—-was not always so. To the contrary, as Gold-
smith himself acknowledges, prior to the twentieth century it was “settled”
law that a state had no power to regulate beyond its borders at all."” More-
over, as we shall see later in this Article, the shift in jurisdictional law to
give states limited extraterritorial reach was itself at least partly a response
to changes in communications and transportation technology.401 In short,
what we take to be “settled” law shifts over time based on societal changes.
Thus, it is not sufficient simply to rely on what seems to be settled law at
this particular moment in history without at least considering the possibility
that the rise of online interaction and the increasing globalization of trans-
portation and commerce might require new shifts in those settled jurisdic-
tional rules.*”*

97 ) . « . o
397 See id. (noting that “content providers can take steps—such as conditioning access to

content on presentation of geographic identification—to control content flow geographi-
cally”); see also Goldsmith, Conflicts of Regulation, supra note 390, at 201-02 (“Content flow
can today be regulated geographically though a variety of means ranging from conditioning
access to content on geographical identification, to centralized filtered servers, to mandated
end-user filtering, to the imposition of severe penalties for uploading or downloading certain
information.”).

398 Goldsmith, Territorial Sovereignty, supra note 390, at 485 (“The vast majority of
individuals who transact on the Internet have no presence or assets in the jurisdictions that
wish to regulate their information flows.”).

399 Goldsmith, Against Cyberanarchy, supra note 390, at 1208.

400 14 at 1206-08 (discussing the repudiation of “hermetic territorialism” in the twentieth
century).

401 See infra text accompanying notes 483-94 (examining the relationship between
changes in American social and political life and shifts in jurisdictional rules). This same shift
has occurred in international law. See Goldsmith, Against Cyberanarchy, supra note 390, at
1209 (noting that “it seems clear that customary international law . . . permits a nation to apply
its law to extraterritorial behavior” when such behavior has “substantial local effects™).

402 See David G. Post, Against “Against Cyberanarchy,” supra note 39, at 10 (noting
that people “one hundred, or even 50, years ago might have made an argument very much like
Goldsmith’s,” pointing to what seemed at the time to be settled law to argue that “rail trans-
port, or the telephone, or radio broadcasting, would (and should) have no effect on our analy-
sis of jurisdictional problems”™).
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For example, even if we have come to accept the reality of extraterrito-
rial regulation, it is reasonable to think that international disputes heretofore
generally involved relatively large and sophisticated parties. Such parties
were likely to have some presence in the enforcing jurisdiction and possess
the resources to arrange their affairs to avoid “entering” a jurisdiction with
unfavorable laws. Neither of these assumptions is necessarily true with re-
gard to the Internet. For example, it may be prohibitively expensive for a
small business or individual to filter out users from selected jurisdictions.
One might not want the threat of extraterritorial regulation to curtail such
actors from posting content.

Goldsmith’s response to this objection might point out that the small
player is protected by the fact that the distant jurisdiction will have no
means of enforcing any judgment. Such an argument, however, assumes
that this individual not only has no presence or assets in the foreign jurisdic-
tion, but will never have such a presence or maintain such assets. This re-
gime could easily have a chilling effect on travel. For example, if France
has a judgment outstanding against me for material posted on the Internet, I
must now avoid any travel to France. This is to say nothing, of course,
about the very real danger of international extradition.

Second, Goldsmith assumes that a jurisdiction can pursue claims
against intermediaries as a way of enforcing regulations against distant par-
ties, but such regulation has very real costs. For example, service providers
might find that the threat of liability makes them filter online activity more
aggressively or causes them to spend a tremendous amount of money at-
tempting to intercept the flow of messages in order to investigate them. In-
deed, this is precisely why U.S. Internet Service Providers have lobbied for
and received immunity for defamatory e-mail and websites carried on their
services.*”

Goldsmith appears to recognize this problem. He acknowledges that
the need to filter information to conform with the law of multiple jurisdic-
tions “places [an] enormous burden on content providers that might signifi-

403 See 47 US.C. § 230(c)(1) (Supp. V 1999) (“No provider or user of an interactive
computer service shall be treated as the publisher or speaker of any information provided by
another information content provider.”); see also Zeran v. Am. Online, Inc., 129 F.3d 327,
330 (4th Cir. 1997) (concluding that Congress enacted this provision because of the “threat
that tort-based lawsuits pose to freedom of speech in the new and burgeoning Internet me-
dium™). But see Susan Freiwald, Comparative Institutional Analysis in Cyberspace: The
Case of Intermediary Liability for Defamation, 14 HARV. J.L. & TECH. 569, 631-43 (2001)
(arguing that courts are institutionally better positioned to make liability decisions regarding
Internet Service Providers and that the blanket immunity provided by section 230 therefore is
misguided).



404 UNIVERSITY OF PENNSYLVANIA LAW REVIEW [Vol. 151: 311

cantly curtail Internet activity.”*** But, he cheerfully responds, “there is

nothing sacrosanct about Internet speed, or about a foreign content pro-
vider’s right to send information everywhere in the world with impunity.”**’
Thus, Goldsmith’s analysis embeds the normative assumption that the dis-
tinctive benefits of the Internet should be jettisoned so that the existing ju-
risdictional framework can be preserved. Many will not share that norma-
tive viewpoint, however, and Goldsmith’s analysis offers them little
consolation.

Finally, despite Goldsmith’s claims that these extraterritorial enforce-
ment problems are exaggerated and mostly hypothetical, many of the chal-
lenges discussed in this Article belie that assertion. Indeed, Yahoo.com ap-
pears to have capitulated to the French court order regarding Nazi
memorabilia despite having no presence in France,'” and the very real tax
dilemmas discussed previously'’” indicate that the jurisdictional problems
raised by online activity are not at all hypothetical. In addition, the prob-
lems of extraterritorial regulatory evasion will likely persist as well. For
example, in a recent case involving the Digital Millennium Copyright
Act,'”® an American defendant was enjoined from posting information that
allowed circumvention of the encrypted code on digital video disks.*” Such
an order, however, will necessarily have only limited power over non-U.S.
sites, and the defendant immediately posted links to those sites.”’’ Gold-
smith’s assurance that this is not a problem may not satisfy those seeking to
regulate online activity, be they governments or private parties.

404 Goldsmith, Territorial Sovereignty, supra note 390, at 485.

05 1y

4% See supra Part 1.D (discussing the French court’s injunction against Yahoo!). While
Yahoo! had a French subsidiary, the existence of the subsidiary would not usually be consid-
ered sufficient to bring suit against the parent corporation. See Phillip 1. Blumberg, Asserting
Human Rights Against Multinational Corporations Under United States Law: Conceptual
and Procedural Problems, 50 AM. J. COMP. L. 493, 495 (2002) (noting that parent corpora-
tions are generally deemed to be “liable only for conduct traceable to their own officers, direc-
tors, and employees,” not those of their foreign subsidiaries). For further discussion of this
aspect of the Yahoo! case, see infra Part V.B.2.

407 Supra Part 1.C.

408 pub. L. No. 105-304, 112 Stat. 2860 (1998) (codified as amended in scattered sec-
tions of 17 U.S.C.)

9 Universal City Studios, Inc. v. Corley, 273 F.3d 429, 441-42, 459-60 (2d Cir. 2001).

410 See Mark Sableman, Link Law Revisited: Internet Linking Law at Five Years, 16
BERKELEY TECH. L.J. 1273, 1323 (2001) (“[A]ll of the defendants were enjoined from posting
the [infringing] utility, but they were not enjoined from posting links to sites that carried the
utility. [The defendants] continued to post their links, and described their acts in doing so as
“electronic civil disobedience.’”).
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J. Common Law Evolution

One reason we need not radically rethink conceptions of jurisdiction,
Goldsmith might argue, is that courts are perfectly capable of adapting es-
tablished legal doctrine to new contexts. Thus, we can simply leave it to the
common law process''' to develop the guidelines necessary for addressing
the challenges of globalization and the Internet.

Certainly judges have attempted to do just that. Faced with a set of new
questions raised by increased online interaction, courts have tried to craft
useful solutions to questions of jurisdiction and choice of law by adapting
established legal frameworks. Nevertheless, even a brief glimpse at evolv-
ing U.S. case law reveals that the fit between traditional doctrines and new
contexts is imperfect at best.

1. Personal Jurisdiction

In the area of personal jurisdic‘[ion,412 U.S. courts have, since 1945, at-
tempted to apply the Supreme Court’s flexible due process standard first ar-
ticulated in International Shoe Co. v. Wazshington.413 Thus, courts ask
whether the defendant had sufficient contacts with the relevant state such
that jurisdiction is consistent with “traditional notions of fair play and sub-
stantial jus‘[ice.”414 As transportation and interstate commerce have contin-
ued to grow in the decades since 1945, the Supreme Court has many times
been called upon to determine how far to expand the reach of personal ju-
risdiction.*"

FY R . . . . .
This can even be said for civil law countries, where judges must often engage in

“gap-filling” and interpretation. See Peter L. Strauss, The Common Law and Statutes, 70 U.
Coro. L. REV. 225, 236 (1999) (arguing that ““civil law judging is less alien to [the common
law] tradition than is usually supposed . . . [because c]odes can be notoriously vague’” and are
often sufficiently general that they require extensive judicial elaboration (quoting E-mail from
Peter Lindseth, Associate Director, European Legal Studies Center, Columbia University, to
Peter L. Strauss, Betts Professor of Law, Columbia University (Apr. 14, 1998))).

% Some have argued that the adjudicatory jurisdiction question is not as difficult a chal-
lenge as the question of how a judgment will be enforced. See, e.g., Michael A. Geist, Is
There a There There? Toward Greater Certainty for Internet Jurisdiction, 16 BERKELEY
TECH. L.J. 1345, 1354 (2001) (breaking the issue of Internet jurisdiction into three “layers™:
adjudicatory jurisdiction, choice of law, and enforcement of judgments); see also Henry H.
Perritt, Jr., Will the Judgment-Proof Own Cyberspace?, 32 INT’L LAW. 1121, 1123 (1998)
(“The real problem is turning a judgment supported by jurisdiction into meaningful economic
relief. The problem is not the adaptability of /nternational Shoe—obtaining jurisdiction in a
theoretical sense. The problem is obtaining meaningful relief.”). For further discussion of the
relationship of jurisdiction to choice of law and recognition of judgments, see infira Part V.C.

413 326 U.S. 310 (1945).
14 at 316 (internal quotation marks omitted).
415 Indeed, the Supreme Court issued at least twelve major personal jurisdiction deci-
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By 1995, questions about personal jurisdiction based on Internet con-
tacts were beginning to arise in district courts around the country. At first, it
appeared that at least some courts would find that the exercise of personal
jurisdiction was proper even over defendants whose only contact with the
relevant state was an online advertisement available to anyone with Internet
access. For example, in Inset Systems, Inc. v. Instruction Set, Inc. ,416 a fed-
eral district court in Connecticut ruled that it had proper jurisdiction over the
defendant, a Massachusetts-based provider of computer technology, even
though the company, Instruction Set, maintained no offices in Connecticut
and did not conduct regular business there. The court ruled that the defen-
dant’s promotional website, because it was accessible in Connecticut, sup-
ported the exercise of jurisdiction in the state.*!” According to the court, the
website advertisements were directed to all states within the United States.
Therefore, Instruction Set had “purposefully availed itself of the privilege of

sions between 1976 and 1990 alone. See Burnham v. Superior Court, 495 U.S. 604, 619
(1990) (Scalia, J., joined by Rehnquist, C.J., White, Kennedy, JJ.) (ruling that personal juris-
diction existed when a nonresident defendant was served with process while temporarily visit-
ing the forum state for reasons unrelated to the suit); Omni Capital Int’l, Ltd. v. Rudolf Wolff
& Co., 484 U.S. 97, 103-11 (1987) (holding that personal jurisdiction did not exist because
the forum state’s long-arm statute did not permit service of process on the defendant, an alien
corporation); Asahi Metal Indus. Co. v. Superior Court, 480 U.S. 102, 108-16 (1987) (divid-
ing on the question of whether the action of placing a product in the “stream of commerce”
automatically subjects a party to personal jurisdiction); Phillips Petroleum Co. v. Shutts, 472
U.S. 797, 806-11 (1985) (determining that out-of-state class members can be subject to per-
sonal jurisdiction despite not having minimum contacts with the forum state); Burger King
Corp. v. Rudzewicz, 471 U.S. 462, 471-76 (1985) (holding that personal jurisdiction can be
asserted based on contractual relations with a forum state even without physical contact so
long as the out-of-state party had fair notice that she might be subject to suit there); Helicop-
teros Nacionales de Colombia, S. A. v. Hall, 466 U.S. 408, 413-16 (1984) (ruling that contacts
unrelated to the cause of action are insufficient to form a basis for personal jurisdiction unless
those contacts are “continuous and systematic”); Calder v. Jones, 465 U.S. 783, 788-89 (1984)
(holding that a court may exercise personal jurisdiction over a nonresident party that commits
a tortious act that it knows will have an effect in the forum state); Keeton v. Hustler Maga-
zine, Inc., 465 U.S. 770, 779-80 (1984) (ruling that a publisher’s regular circulation of maga-
zines in the forum state was sufficient to permit that state to assert jurisdiction); Ins. Corp. of
Ir. v. Compagnie des Bauxites de Guinee, 456 U.S. 694, 707-09 (1982) (determining that the
“minimum contacts” standard for personal jurisdiction is met when a party fails to comply
with court-ordered discovery); World-Wide Volkswagen Corp. v. Woodson, 444 U.S. 286,
295-98 (1980) (holding that personal jurisdiction could not be exercised over a party who sold
a product that was later transported by a consumer into the forum state when the party did not
serve, directly or indirectly, the market in that forum state); Kulko v. Superior Court, 436 U.S.
84, 94 (1978) (ruling that a state could not exercise personal jurisdiction over a nonresident
merely because he acquiesced in his daughter’s desire to live with her mother in the forum
state); Shaffer v. Heitner, 433 U.S. 186, 207-12 (1977) (holding that the “minimum contacts”
standard articulated in /nternational Shoe must be applied to quasi in rem actions).
416 937 . Supp. 161 (D. Conn. 1996).
7 1d at 163-65.
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doing business within Connecticut.”'® Similarly, other courts have at times

indicated that the posting of a website accessible within a state, even with-
out any further contacts, might be sufficient to justify jurisdiction.*"
Although the U.S. Supreme Court has yet to address the issue of per-
sonal jurisdiction based on Internet contacts, most lower courts, perhaps
concerned over the broad implications of cases like Instruction Set, have at-
tempted to craft a more moderate rule. The most influential case thus far
has been Zippo Manufacturing Co. v. Zippo Dot Com, Inc.*®® There, the
district court applied a “sliding scale” to Internet contacts in order to deter-
mine the “nature and quality of commercial activity that an entity conducts
over the Internet.”**' On one end of the court’s spectrum was a “passive”
website, where a defendant has simply posted information on the Internet
“available to those who are interested.”"”> According to the court, such a
site, absent additional contact with the forum state or its citizens, would not
be enough to support jurisdiction.”> At the other end of the spectrum, the
court placed “active” websites, where the defendant “enters into contracts
with residents of a foreign jurisdiction that involve the knowing and re-
peated transmission of computer files over the Internet.”*** The existence of

4 14 at 165.

419 For example, in Maritz, Inc. v. CyberGold, Inc., 947 F. Supp. 1328 (E.D. Mo. 1996),
the court found jurisdiction in Missouri over a California corporation. Although defendant’s
web server was located in California, the court noted that the disputed website was “continu-
ally accessible to every internet-connected computer in Missouri.” /d. at 1330. According to
the court,

CyberGold has consciously decided to transmit advertising information to all Inter-

net users, knowing that such information will be transmitted globally. Thus, Cyber-

Gold’s contacts are of such a quality and nature, albeit a very new quality and nature

for personal jurisdiction jurisprudence, that they favor the exercise of personal juris-

diction over defendant.

Id. at 1333. Similarly, in Humphrey v. Granite Gate Resorts, Inc., 568 N.W.2d 715 (Minn.
Ct. App. 1997), the Minnesota Court of Appeals ruled that the state Attorney General’s office
could sue an online gambling service in Minnesota even though the service was based outside
of the state. Relying on Instruction Set and Maritz, the court determined that the defendants
had “purposefully availed themselves of the privilege of doing business in Minnesota,” id. at
721, based on a finding that “computers located throughout the United States, including Min-
nesota, accessed appellants’ websites,” id. at 718. See also Telco Communications v. An Ap-
ple a Day, 977 F. Supp. 404, 407 (E.D. Va. 1997) (holding that a website available twenty-
four hours a day in the forum state constituted “a persistent course of conduct” in the state);
Heroes, Inc. v. Heroes Found., 958 F. Supp. 1, 5 (D.D.C. 1996) (suggesting that the existence
of a website might be deemed a “sustained contact” with the forum because “it has been pos-
sible for a . . . resident [of the forum] to gain access to it at any time since it was first posted™).

420 952 F. Supp. 1119 (W.D. Pa. 1997).

2114 at 1124,

22

a3

a4
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an active site would be sufficient to establish jurisdiction anywhere the site
is accessed."” In between, the court identified a middle ground “occupied
by interactive Web sites where a user can exchange information with the
host computer. In these cases, the exercise of jurisdiction is determined by
examining the level of interactivity and commercial nature of the exchange
of information that occurs on the Web site.”*** Thus, Zippo attempted to
chart a course for analyzing minimum contacts in cyberspace.

Although other courts quickly latched onto the Zippo framework,"”’ ul-

425
426

1d.
1d.

* For a sampling of decisions utilizing Zippo, see Soma Med. Int’l v. Standard Char-
tered Bank, 196 F.3d 1292, 1296-97 (10th Cir. 1999); Nida Corp. v. Nida, 118 F. Supp. 2d
1223, 1229-30 (M.D. Fla. 2000); Biometics, LLC v. New Womyn, Inc., 112 F. Supp. 2d 869,
873 (E.D. Mo. 2000); Search Force Inc. v. DataForce Int’l, Inc., 112 F. Supp. 2d 771, 776-77
(S.D. Ind. 2000); Tech Heads, Inc. v. Desktop Serv. Ctr., Inc., 105 F. Supp. 2d 1142, 1149 (D.
Or. 2000); McRae’s, Inc. v. Hussain, 105 F. Supp. 2d 594, 599-600 (S.D. Miss. 2000); Stan-
dard Knitting, Ltd. v. Outside Design, Inc., No. 00-2288, 2000 U.S. Dist. LEXIS 8633, at *5-6
(E.D. Pa. June 21, 2000); Citigroup, Inc. v. City Holding Co., 97 F. Supp. 2d 549, 565-66
(S.DN.Y. 2000); Am. Eyewear, Inc. v. Peeper’s Sunglasses & Accessories, Inc., 106 F. Supp.
2d 895, 900-01 (N.D. Tex. 2000); Berthold Types Ltd. v. European Mikrograf Corp., 102 F.
Supp. 2d 928, 932-34 (N.D. Ill. 2000); Lofton v. Turbine Design, Inc., 100 F. Supp. 2d 404,
410 (N.D. Miss. 2000); Roche v. Worldwide Media, Inc., 90 F. Supp. 2d 714, 717 (E.D. Va.
2000); Ameritech Servs., Inc. v. SCA Promotions, Inc., No. 99C4160, 2000 U.S. Dist. LEXIS
3067, at *13 (N.D. Ill. Mar. 6, 2000); Butler v. Beer Across Am., 83 F. Supp. 2d 1261, 1268
(N.D. Ala. 2000); Online Partners.Com, Inc. v. Atlanticnet Media Corp., No. Civ. A. c98-
4146SIENE, 2000 U.S. Dist. LEXIS 783, at *5 (N.D. Cal. Jan. 20, 2000); Quokka Sports,
Inc., v. Cup Int’l Ltd., 99 F. Supp. 2d 1105, 1111 (N.D. Cal. 1999); J.B. Oxford Holdings, Inc.
v. Net Trade, Inc., 76 F. Supp. 2d 1363, 1367 (S.D. Fla. 1999); Colt Studio, Inc. v. Badpuppy
Enter., 75 F. Supp. 2d 1104, 1108-09 (C.D. Cal. 1999); Harbuck v. Aramco, Inc., No. CIV. A.
99-1971, 1999 U.S. Dist. LEXIS 16892, at *17 (E.D. Pa. Oct. 21, 1999); CIVIX-DDI LLC v.
Microsoft Corp., 52 U.S.P.Q.2d (BNA) 1501, 1504-05 (D. Colo., 1999); Brown v. Geha-
Werke GmbH, 69 F. Supp. 2d 770, 777-78 (D.S.C. 1999), Hasbro, Inc. v. Clue Computing,
Inc., 66 F. Supp. 2d 117, 128 (D. Mass. 1999), aff’d, 232 F.3d 1 (Ist Cir. 2000); Hurley v.
Cancun Playa Oasis Int’l Hotels, No. Civ.A. 99-574, 1999 U.S. Dist. LEXIS 13716, at *8
(E.D. Pa. Aug. 31, 1999); Coastal Video Communications, Corp. v. Staywell Corp., 59 F.
Supp. 2d 562, 570 (E.D. Va. 1999); Decker v. Circus Circus Hotel, 49 F. Supp. 2d 743, 747-
48 (D.NJ. 1999); Int’l Star Registry of Illinois v. Bowman-Haight Ventures, Inc., No. 98 C
6823, 1999 U.S. Dist. LEXIS 7009, at *11-16 (N.D. Ill. May 6, 1999); Resnick v. Manfredy,
52 F. Supp. 2d 462, 467 (E.D. Pa. 1999), aff’d in part, rev'd in part, 238 F.3d 248 (3d Cir.
2001); Barrett v. Catacombs Press, 44 F. Supp. 2d 717, 724-728 (E.D. Pa. 1999); Fix My PC,
L.L.C.v. N.F.N. Assocs., 48 F. Supp. 2d 640, 643 (N.D. Tex 1999); Origin Instruments Corp.
v. Adaptive Computer Sys., Inc., No. CIV.A. 3:97-CV-2595-L, 1999 U.S. Dist. LEXIS 1451,
at *8 (N.D. Tex. Feb. 3, 1999); F. McConnell & Sons, Inc. v. Target Data Sys., Inc., 84 F.
Supp. 2d 961, 971 (N.D. Ind. 1999); ESAB Group, Inc. v. Centricut, LLC, 34 F. Supp. 2d
323,330 (D.S.C. 1999); LFG, LLC v. Zapata Corp., 78 F. Supp. 2d 731, 736 (N.D. Ill. 1999);
Grutkowski v. Steamboat Lake Guides & Outfitters, Inc., No. Civ.A. 98-1453, 1998 U.S. Dist.
LEXIS 20255, at *10 (E.D. Pa. Dec. 28, 1998); K.C.P.L., Inc. v. Nash, 49 U.S.P.Q.2d (BNA)
1584, 1588-89 (S.D.N.Y. 1998); Atlantech Distribution, Inc. v. Credit Gen. Ins. Co., 30 F.
Supp. 2d 534, 537 (D. Md. 1998); Patriot Sys., Inc. v. C-Cubed Corp., 21 F. Supp. 2d 1318,
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timately this sliding scale analysis has proven to be unstable and difficult to
apply. First, drawing the distinction between an active and passive site is
often problematic. For example, if my website includes only a list of arti-
cles I have written, that site appears to be passive under the Zippo decision.
If I then include a sentence at the bottom of the site inviting readers to e-
mail their comments about my articles, or providing links to other sites
where the full text of the articles can be found, is the addition of that extra
material enough to transform my passive site into an active one? And while
the active/passive distinction was difficult to draw in 1997 when Zippo was
decided, the line between active and passive sites is even more blurry now
and is likely to become increasingly so in the future, as websites grow ever
more complex and sophis‘[icated.428 Ultimately, most sites probably will fall
into the middle ground, and “examining the level of interactivity and com-
mercial nature of the exchange of information™’ is unlikely to yield pre-
dictable or consistent results. Moreover, some sites that seem passive may
sell advertising based on the number of “hits” they receive or may collect
and market data about the user,"’ both of which may seem to render the site
more active. Finally, few large organizations or corporations will spend the
money necessary’>' to create a sophisticated website without including
some mechanism to earn money back from the site. If all such sites are

1324 (D. Utah 1998); Vitullo v. Velocity Powerboats, Inc., No. 97 C 8745, 1998 U.S. Dist.
LEXIS 7120, at *15 (N.D. Ill. Apr. 24, 1998); Blumenthal v. Drudge, 992 F. Supp. 44, 55-56
(D.D.C. 1998); Blackburn v. Walker Oriental Rug Galleries, Inc., 999 F. Supp. 636, 638 (E.D.
Pa. 1998); Tel. Audio Prods., Inc. v. Smith, Civil Action No. 3:97-CV-0863-P, 1998 U.S.
Dist. LEXIS 4101, at *9 n.5 (N.D. Tex. Mar. 26, 1998); Thompson v. Handa-Lopez, Inc., 998
F. Supp. 738, 742-43 (W.D. Tex. 1998); Mieczkowski v. Masco Corp., 997 F. Supp. 782, 786-
87 (E.D. Tex. 1998); Mallinckrodt Med., Inc. v. Sonus Pharm., Inc., 989 F. Supp. 265, 273
(D.D.C. 1998); Agar Corp. Inc. v. Multi-Fluid Inc., Niv. A. No. 95-5105, 1997 U.S. Dist.
LEXIS 17121, at *7 (S.D. Tex. June 25, 1997); Smith v. Hobby Lobby Stores, Inc., 968 F.
Supp. 1356, 1365 (W.D. Ark. 1997); Resuscitation Techs., Inc. v. Cont’l Health Care Corp.,
1997 U.S. Dist. LEXIS 3523, at *11 (S.D. Ind. Mar. 24, 1997); Jewish Def. Org., Inc. v. Supe-
rior Court, 85 Cal. Rptr. 2d 611, 621 (Cal. Ct. App. 1999).
428 .
As Geist states:

When the test was developed in 1997, an active website might have featured little

more than an email link and some basic correspondence functionality. Today, sites

with that level of interactivity would likely be viewed as passive, since the entire
spectrum of passive versus active has shifted upward with improved technology. In
fact, it can be credibly argued that . . . websites must constantly re-evaluate their po-
sitions on the passive versus active spectrum as web technology changes.

Geist supra note 412, at 1379-80.

429 Zippo Dot Com, 952 F. Supp. at 1124.

0 See Jerry Kang, Information Privacy in Cyberspace Transactions, 50 STAN. L. REV.
1193, 1226-29 (1998) (discussing the use of “cookies” to track website users and the selling of
that information to advertising companies).

1 See David Legard, Average Cost to Build E-Commerce Site: $1 Million, INDUS.
STANDARD, May 31, 1999, http://www.thestandard.com/article/0,1902,4731,00.html.
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deemed interactive under the Zippo framework, however, they will all sub-
ject the site owner to universal jurisdiction, returning us to a solution like
the one reached in Instruction Set.

Perhaps because of these difficulties, courts already appear to be shift-
ing away from the Zippo approach (even while sometimes continuing to cite
Zippo itself) toward a test based on the effect of the activity within the juris-
diction.”® This test derives from the U.S. Supreme Court’s 1984 decision
in Calder v. Jones,"” a suit in which a Florida publisher allegedly defamed
a California entertainer. In that case, the Court reasoned that, because the
plaintiff lived and worked in California and would suffer emotional and
perhaps professional harm there, the publisher had deliberately caused
harmful effects in California and, accordingly, California could assert juris-
diction over the case.”®* Thus, under Calder’s “effects test,” personal juris-
diction may be based on “(1) intentional actions (2) expressly aimed at the
forum state (3) causing harm, the brunt of which is suffered—and which the
defendant knows is likely to be suffered—-in the forum state.”*%

Courts have applied the effects test not only to Internet libel cases,"
but to a broad range of other Internet-related cases as well. For example, in
a trademark suit brought against a California corporation, the plaintiff ar-
gued that jurisdiction was appropriate in Texas because the defendant
owned an undisputedly interactive website that was accessible in Texas.*’

432 . . .
For a sampling of cases that appear to turn on an effects analysis, see Panavision
Int’l, L.P. v. Toeppen, 141 F.3d 1316 (9th Cir. 1998); Neogen Corp. v. Neo Gen Screening,
Inc., 109 F. Supp. 2d 724 (W.D. Mich. 2000), rev'd, 282 F.3d 883 (6th Cir. 2002); People So-
lutions, Inc. v. People Solutions, Inc., No. 3:99-CV-2339-L, 2000 WL 1030619 (N.D. Tex.
July 25, 2000); Winfield Collection, Ltd. v. McCauley, 105 F. Supp. 2d 746 (E.D. Mich.
2000); Search Force v. DataForce Int’l, 112 F. Supp. 2d 771 (S.D. Ind. 2000); Euromarket
Designs, Inc. v. Crate & Barrel, Ltd., 96 F. Supp. 2d 824 (N.D. Ill. 2000); Uncle Sam’s Safari
Outfitters, Inc. v. Uncle Sam’s Army Navy Outfitters—Manbhattan, Inc., 96 F. Supp. 2d 919
(E.D. Mo. 2000); Nissan Motor Co. v. Nissan Computer Corp., 89 F. Supp. 2d 1154 (C.D.
Cal. 2000), aff’d, 246 F.3d 675 (9th Cir. 2000); Neato, Inc. v. Great Gizmos, No. 3:99CV958,
2000 WL 305949 (D. Conn. Feb. 24, 2000); Rothschild Berry Farm v. Serendipity Group
LLC, 84 F. Supp. 2d 904 (S.D. Ohio 1999); Bochan v. La Fontaine, 68 F. Supp. 2d 701 (E.D.
Va. 1999); Millennium Enters., Inc. v. Millennium Music, L.P., 33 F. Supp. 2d 907 (D. Or.
1999); Blakey v. Cont’l Airlines, Inc., 751 A.2d 538 (N.J. 2000).

433 465 U.S. 783 (1984).

4 1d. at 789-90.

435 Core-Vent Corp. v. Nobel Indus. AB, 11 F.3d 1482, 1486 (9th Cir. 1993).

436 See, e.g., Planet Beach Franchising Corp. v. C3Ubit, Inc., No. Civ. A. 02-1859, 2002
WL 1870007, at *3 (E.D. La. Aug. 12, 2002) (using the effects test to justify assertion of per-
sonal jurisdiction over an out-of-state defendant based on an allegedly defamatory article
posted on defendant’s website); Blakey, 751 A.2d 538 (using the effects test to determine that
jurisdiction existed over nonresident defendants who allegedly posted defamatory messages
on the electronic bulletin board of their New Jersey-based employer).

7 people Solutions, Inc., 2000 WL 1030619 at *3-4.
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Although the court acknowledged the interactivity of the site,*® it refused to
assert jurisdiction absent evidence that residents of Texas had actually pur-
chased from the site."”’

Likewise, in a case alleging copyright infringement in the design of
craft patterns, a Michigan plaintiff sued a Texas defendant in Michigan.440
According to the plaintiff, the Michigan court could properly exercise juris-
diction because the defendant both maintained an interactive website acces-
sible to Michigan residents and, on two occasions, had sold patterns to
Michigan residents.*"' Nevertheless, the court ruled that jurisdiction was
not proper in Michigan. Rejecting the Zippo framework, the court refused
to accept the idea “that the mere act of maintaining a website that includes
interactive features ipso facto establishes personal jurisdiction over the
sponsor of that website anywhere in the United States.”** Furthermore, the
court deemed the two Michigan sales an insufficient basis for jurisdiction
because they were sold in an eBay auction and therefore the defendant had
no say over where the products would be purchased.443

The discussion of the sales on eBay may signal yet another shift in the
case law. Instead of focusing either on the interactivity of the website or the
ultimate effect a defendant’s activities may cause in a jurisdiction, courts
may base jurisdictional decisions on whether a defendant deliberately tar-
gets individuals in any particular state. One commentator, advocating such
a targeting inquiry, has argued:

Unlike the Zippo approach, a targeting analysis would seek to identify the in-

tentions of the parties and to assess the steps taken to either enter or avoid a

particular jurisdiction. Targeting would also lessen the reliance on effects

analysis, the source of considerable uncertainty since Internet-based activity
can ordinarily be said to create some effects in most jurisdictions.

At least one court of appeals (the Ninth Circuit) has embraced a targeting
analysis, ruling that jurisdiction is proper “when the defendant is alleged to
have engaged in wrongful conduct targeted at a plaintiff whom the defen-
dant knows to be a resident of the forum state.”**’ Likewise, OECD Con-

438
439

Id. at *3.
1d. at *4.

440 Winfield Collection, 105 F. Supp. 2d at 747.

! 1d at 748.

2 1d at 751,

3 See id. (stating that the results of the auction sale, over which defendant had little
control, did not create personal jurisdiction).

44 Geist, supra note 412, at 1345-46; see also Perritt, supra note 374, at 573 (“The con-
cept of targeting is the best solution to the theoretical challenge presented by difficulties in
localizing conduct in Internet markets.”).

445 Bancroft & Masters, Inc. v. Augusta Nat’l Inc., 223 F.3d 1082, 1087 (9th Cir. 2000);
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sumer Protection Guidelines,**® Securities and Exchange Commission regu-
lations on Internet-based offerings,"” the American Bar Association Global
Cyberspace Jurisdiction Project’s Report on Global Jurisdiction Issues Cre-
ated by the Internet,**® and the Hague Conference on Private International
Law’s Draft Convention on Jurisdiction and Foreign Judgments*”® all in-
clude references to targeting as a basis for the exercise of jurisdiction.
Nevertheless, targeting too ultimately may prove to be an unstable test.
Even if courts embrace this approach they will need to identify criteria to be
used in assessing whether a website has actually targeted a particular juris-
diction. This will not be an easy task. For example, the American Bar As-
sociation Internet Jurisdiction Project, a global study on Internet jurisdiction
released in 2000, referred to the language of the site as one potentially sig-
nificant way of determining whether a site operator has targeted a particular
jurisdiction.*® With the development of new language translation capabili-
ties, however, website owners may soon be able to create their sites in any
language they wish, knowing that users will automatically be able to view

see also Am. Info. Corp. v. Am. Infometrics, Inc., 139 F. Supp. 2d 696, 700 (D. Md. 2001)
(ruling that “[a] company’s sales activities focusing generally on customers located through-
out the United States and Canada without focusing on and targeting the forum state do not
yield personal jurisdiction” (internal quotation omitted)).

4% See  ORGANISATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT,
GUIDELINES FOR CONSUMER PROTECTION IN THE CONTEXT OF ELECTRONIC COMMERCE 14
(2000) (“Businesses should take into account the global nature of electronic commerce and,
wherever possible, should consider various regulatory characteristics of the markets they tar-
get.”), at4}}‘ttp://www.oecd.org/pdf/IvIOOO()OOOO/IVIOOOOOB’634pdf4

The regulation of offers is a fundamental element of federal and some U.S.
state securities regulatory schemes. Absent the transaction of business in the United

States or with U.S. persons, however, our interest in regulating solicitation activity is

less compelling. We believe that our investor protection concerns are best addressed

through the implementation by issuers and financial service providers of precaution-

ary measures that are reasonably designed to ensure that offshore Internet offers are

not targeted to persons in the United States or to U.S. persons.

Interpretation: Statement of the Commission Regarding Use of Internet Web Sites to Offer
Securities, Solicit Securities Transactions or Advertise Investment Services Offshore, Securi-
ties and Exchange Commission, http://www.sec.gov/rules/interp/33-7516.htm (Mar. 23, 1998)
(internal citations omitted), see also Interpretation: Use of Electronic Media, Securities and
Exchange Commission, (May 4, 2000) (providing guidance in applying federal securities law
to electronic media), http://www.sec.gov/rules/interp/34-42728 htm.

4% American Bar Association Global Cyberspace Jurisdiction Project, A4 Report on
Global Jurisdiction Issues Created by the Internet, 55 BUS. LAW. 1801 (2000) [hereinafter
ABA, Global Jurisdiction].

449 Hague Conference on Private International Law, supra note 321, at art. 7, version
0.4a (“[A]ctivity shall not be regarded as being directed to a State if the other party demon-
strates that it took reasonable steps to avoid concluding contracts with consumers habitually
resident in the State.”).

430 ABA, Global Jurisdiction, supra note 448, at 1923-24.
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the site in the user’s chosen language.””' As one commentator notes,
“[wl]ithout universally applicable standards for assessment of targeting in
the online environment, a targeting test is likely to leave further uncertainty
in its wake.”* Thus, although the adaptation process continues, it is un-
clear whether the results will be satisfying either conceptually or practically.

2. Choice of Law

In the area of choice of law, we can see a similar process at work. For
example, with regard to international copyright cases, Article 5 of the Berne
Convention and the broader principle of national treatment have long estab-
lished a relatively stable set of choice-of-law rules based upon territorial-
ity.*> Under this regime, courts are asked to apply the law of the place
where the copying or other allegedly infringing act occurred. In a world of
digital technology and global commerce, however, the assumption that we
can necessarily fix a place of origin or a place of infringement has been un-
dermined.***

In response, courts have been forced to adapt. For example, in ltar-
Tass Russian News Agency v. Russian Kurier, Inc. %% several Russian-
language newspapers located in Russia sued a U.S. corporation that was tak-

41 See Geist, supra note 412, at 1384 n.224 (describing a new automatic translation ser-

vice offered by the search engine Google); see also http://www.google.com/
machine_translation.html (last visited Nov. 20, 2001) (stating that pages published in Italian,
French, Spanish, German, or Portuguese can be translated into English).

432 Geist, supra note 412, at 1384.

433 Berne Convention, supra note 320, at art. 5(1), 1161 UN.T.S. at 35 (“Authors shall
enjoy . . . the rights which their respective laws do now or may hereafter grant to their nation-
als, as well as the rights specially granted by this Convention.”); see also id. at art. 5(2), 1161
UN.T.S. at 35 (“[T]he extent of protection, as well as the means of redress afforded to the
author to protect his rights, shall be governed exclusively by the laws of the country where
protection is claimed.”). It is commonly understood that this regime “implicates a rule of ter-
ritoriality.” Subafilms, Ltd. v. MGM-Pathe Communications Co., 24 F.3d 1088, 1097 (9th
Cir. 1994) (en banc). Of course, one could read Article 5(2) as creating a rule of lex fori be-
cause the forum can be seen as “the country where protection is claimed.” Nevertheless, the
usual reading of the provision is that it refers to the country where the infringement is alleged
to have occurred. See Graeme W. Austin, Domestic Laws and Foreign Rights: Choice of
Law in Transnational Copyright Infringement Litigation, 23 COLUM.-VLA J.L. & ARTS 1, 24-
25 (1999) (noting that, at least until recently, “the weight of opinion” favored this interpreta-
tion); see also Dinwoodie, supra note 323, at 533 n.196 (citing Austin and stating that the ac-
cepted reading of article 5(2) is that it refers to the country where infringement is alleged to
have occurred).

44 See e. g., Dinwoodie, supra note 323, at 535 (“The place where an act of alleged in-
fringement ‘occurs’ has become difficult to determine in the digital environment; concepts
such as ‘place of publication’ or ‘country of origin’ lose meaning in a global and digital
world, where geography holds less significance.”).

435 153 F.3d 82 (2d Cir. 1998).
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ing articles from those newspapers, rearranging them, and creating a Rus-
sian-language newspaper for U.S. distribution.*® The Second Circuit de-
clined to apply exclusively the territorial place of infringement rule derived
from Article 5(1) of the Berne Convention.*”’ Rather, the court developed a
choice-of-law rule as a matter of federal common law. Looking to the Re-
statement (Second) of Conflicts of Law, under which courts use the law of
the place with the most significant relationship to the parties and the trans-
action,”® the Second Circuit applied Russian copyright law to the question
of who holds the copyright,459 but applied American law to the infringement
ques‘[ion.‘“’0

Nevertheless, even the more flexible analysis of the Second Restate-
ment may ultimately be unsatisfying in complex cases. Indeed, commenta-
tors have often criticized the Second Restatement’s “most significant rela-
tionship” test because it tends to devolve into an unguided list of
governmental interests with a conclusory decision appended.*®' Moreover,
such a list will almost always include the forum jurisdiction, particularly in
the digital world where publication may occur simultaneously in multiple
countries.*® Thus, given that courts tend to prefer applying their own

456
457
458

ld.

Id. at 89-90.

See RESTATEMENT (SECOND) OF CONFLICTS OF LAWS §§ 6, 145, 222 (1971) (articu-
lating the “most significant relationship” test and listing the choice-of-law principles accord-
ing to which courts should determine the place with the most significant relationship to the
dispute).
49 See Itar-Tass, 153 F.3d at 90 (applying the “law of the state with ‘the most signifi-
cant relationship’ to the property of the parties™).

It is unclear whether the court reached this second conclusion by applying a fixed
rule of lex loci delicti or by using a broader interest analysis akin to the Second Restatement
approach. See id. at 91 (stating “[t]o whatever extent lex [oci delicti is to be considered only
one part of a broader ‘interest’ approach, the United States law would still apply”).

481 Even in the U.S. domestic context, scholars have criticized the Second Restatement
approach. See, e.g., William L. Reynolds, Legal Process and Choice of Law, 56 MD. L. REV.
1371, 1388-89 (1997) (summarizing scholarly criticisms of the Second Restatement); Jeffrey
M. Shaman, The Vicissitudes of Choice of Law: The Restatement (First, Second) and Interest
Analysis, 45 BUFF. L. REV. 329, 359-60 (1997) (commenting that contacts are often “counted
up... at most with conclusory and arbitrary pronouncements concerning their relative
value”); see also James A. Meschewski, Choice of Law in Alaska: A Survival Guide for Us-
ing the Second Restatement, 16 ALASKA L. REV. 1, 19 (1999) (complaining that the lack of
guidance prevents any effective restraint on judicial decision making and results in conclusory
statements of the most relevant contacts).

492 Nat’l Football League v. TVRadioNow Corp., 53 U.S.P.Q.2d (BNA) 1831, 1834-35
(W.D. Pa. 2000) (holding that where defendants originated the streaming of copyrighted pro-
gramming over the Internet from a website in Canada, public performances occurred in the
United States because users in the United States could access the website and receive and
view the defendants’ streaming of the copyrighted material).
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laws,'*® we may find that this flexible approach begins to look simply like
the old lex fori, where the law of the forum jurisdiction always applied.
Such a rule may encourage uncertainty because one will not know in ad-
vance which jurisdiction’s copyright law may be applied to a given online
posting or transaction.”™ To combat this uncertainty, some scholars have
proposed that courts use the law of the place where a website server is lo-
cated.”” Because websites may contain elements stored on multiple serv-
ers, however, locating a website may be difficult. Moreover, because serv-
ers can easily be located anywhere, such a scheme may result in a regulatory
race to the bottom.**® Thus, as with adjudicatory jurisdiction, the evolution
of choice-of-law rules in this new environment is still a work-in-progress.

III. THE NEED TO CONSIDER THE SOCIAL MEANING
OF LEGAL JURISDICTION

The ten responses discussed in Part I1 undoubtedly do not exhaust the
number of approaches that judges, government regulators, legislators, and

493 See, e.g., Antony L. Ryan, Principles of Forum Selection, 103 W. VA. L. REV. 167,

192 (2000) (providing various examples and noting that, at least in the domestic context, there
is a “marked tendency” for courts to choose to apply their own law).

454 See DAVID CAVERS, THE CHOICE OF LAW PROCESS 22-23 (1965) (arguing that a fo-
rum law solution makes it impossible to know what law will apply until after one acts); see
also Perry Dane, Vested Rights, “Vestedness,” and Choice of Law, 96 YALE L.J. 1191 (1987)
(arguing that a lex fori approach is inconsistent with the rule of law because it repudiates the
idea that laws reflect norms that exist apart from their enforcement); Alfred Hill, The Judicial
Function in Choice of Law, 85 COLUM. L. REV. 1585, 1587-1602 (1985) (describing the move
away from /ex fori approaches among both commentators and courts). But see Robert A. Sed-
ler, Interest Analysis and Forum Preference in the Conflict of Laws: A Response to the ‘New
Critics,” 34 MERCER L. REV. 593, 595 (1982-1983) (arguing that the application of forum law
produces the most “functionally sound and fair results”); Louise Weinberg, On Departing
from Forum Law, 35 MERCER L. REV. 595, 599 (1983-1984) (arguing that forum preference
vindicates widely shared policy concerns because the interests of the plaintiff and the forum
are aligned).

495 See, e.g., Jane C. Ginsburg, Copyright Without Borders? Choice of Forum and
Choice of Law for Copyright Infringement in Cyberspace, 15 CARDOZO ARTS & ENT. L.J.
153, 173 (1997) (“[T]he court should either apply the law of the place of the server or of the
defendant’s domicile.”). Interestingly, this proposal contrasts with the recent OECD tax rec-
ommendations, which take the position that a server is not sufficient to constitute presence in
a jurisdiction for tax purposes. Supra text accompanying note 66.

46 Scholars seeking to localize an international copyright dispute at a particular point,
such as the place of the server, have incorporated in their proposed tests a range of caveats to
prevent such “races” from occurring. See, e.g., Ginsburg, supra note 465, at 161 (providing
alternative tests to be used if a country’s copyright laws are not adequate). But, as Graeme
Dinwoodie has pointed out, “these (necessary) caveats inevitably detract from the gains in
certainty provided by the localizing rule. If certainty and predictability are the reasons for
adopting an arbitrary and inflexible rule, this approach becomes less attractive when the prin-
cipal advantages are imperiled.” Dinwoodie, supra note 323, at 540 (footnote omitted).
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academics have devised or might devise to address the challenges of cyber-
space and increasing transborder interaction.®” More important, the pur-
pose of this survey is neither to embrace nor reject any of the responses as a
normative policy matter. Indeed, although I have noted some of the pros
and cons of the various suggestions, I do not intend, in the remainder of this
Article, to offer an alternative policy formulation that will “solve” all of
their purported shortcomings. As a result, I will not return to most of these
specific policy issues.

Instead, by surveying this landscape of critical debate we may emerge
with two observations. First, the wide range of opinion, like the wide range
of challenges discussed in Part I, indicates that these issues are in flux and
that the time is therefore ripe for rethinking core assumptions underlying the
application of legal authority and norms across borders. Second, and even
more fundamentally, the scope of the debate suggests that the discussion has
not been framed broadly enough. While these responses are varied (and of-
ten at odds with one another), they all seem to revolve around either politi-
cal theory questions about when a judicial or administrative exercise of au-
thority is legitimate, or legal policy questions about the most efficient or
effective system for solving specific legal dilemmas. Even approaches that
advocate decentralized authority (Johnson and Post)468 or the creation of
transnational norms (Dinwoodie and Perritt)*® do so based largely on litera-
ture from political philosophy and law.

There is more to the assertion of jurisdiction or the extraterritorial im-
position of norms, however, than simply questions of political legitimacy or
efficient dispute resolution. The assertion of jurisdiction, like all legal acts,
can also be viewed as a meaning-producing cultural product. What does it
mean, after all, to say that some person, corporation, or activity is subject to
a community’s jurisdiction? And how does the idea of jurisdiction relate to
conceptions of geographic space, community membership, citizenship,
boundaries, and self-definition? Although largely ignored in the debates
over Internet jurisdiction and the rise of transnational governing bodies,

47 For example, I have not detailed the various proposals about how best to apportion
taxes for Internet transactions. For a discussion of these proposals, see RICHARD D. PoMP &
OLIVER OLDMAN, STATE AND LOCAL TAXATION 13-1 to 13-97 (4th ed. 2001); Arthur J.
Cockfield, Transforming the Internet into a Taxable Forum: A Case Study in E-Commerce
Taxation, 85 MINN. L. REV. 1171 (2001); Charles E. McClure, Jr., Taxation of Electronic
Commerce: Economic Objectives, Technological Constraints, and Tax Laws, 52 TAX L. REV.
269 (1997), Christopher J. Schafer, Federal Legislation Regarding Taxation of Internet Sales
Transactions, 16 BERKELEY TECH. L.J. 415 (2001); William V. Vetter, Preying on the Web:
Tax Collection in the Virtual World, 28 FLA. ST. U. L. REV. 649 (2001).

48 Supra Part ILA.

9 Supra Part IL.G-H
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these foundational issues must be considered seriously if we are to develop
a richer descriptive account of the role of legal jurisdiction in a global era.

This Part begins to develop such an account by isolating four specific
aspects of jurisdiction that are often overlooked: the way in which jurisdic-
tional rules reflect and construct social conceptions of space, the role of ju-
risdictional rules in establishing community dominion over a transgressor,
the process by which the assertion of jurisdiction symbolically extends
community membership to those brought within its ambit, and the way in
which assertions of jurisdiction can open space for the articulation of norms
that challenge sovereign power. Part [V then deepens the inquiry by inter-
rogating further both the presumed tie between a physical location and a
community, and the assumption that the nation-state is the only appropriate
community for jurisdictional purposes. Only after displacing these assump-
tions will we be in a position to construct a more nuanced normative model
for understanding and addressing the globalization of jurisdiction.

A. Jurisdiction and the Social Construction of Space

It has become commonplace for cultural critics and others to identify
the ways in which social structures shape and constrain conduct, yet the link
between social structures and physical spaces has received less attention.*”
Nevertheless, “[t]he production of space and place is both the medium and
the outcome of human agency and social relations.””"  This cultural con-
struction of space includes the boundaries drawn between “public” and
“private” spaces; the decisions a community makes about land use and zon-
ing; the appropriation and transformation of “nature” as both a concept and
as a physical description; the local autonomy of governmental units; the use
of specialized locations for the conduct of economic, cultural, and social
practices; the creation of patterns of movement within a community; and
“the formation of symbolically laden, meaning-filled, ideology-projecting
sites and areas.”"”?

In addition, fopological space, which consists of the formal boundary
lines we have chosen, is distinctively different from social space, which in-

7% For two notable exceptions within legal scholarship, see Terry S. Kogan, Geography
and Due Process: The Social Meaning of Adjudicative Jurisdiction, 22 RUTGERS L.J. 627
(1991); Richard T. Ford, Law's Territory (A History of Jurisdiction), 97 MICH. L. REV. 843
(1999). Kogan’s work, although it predated the rise of cyberspace, specifically addressed the
social significance of adjudicative jurisdiction and so is particularly relevant here. My discus-
sion in this Section is heavily indebted to Kogan’s argument.

471 ALLAN PRED, MAKING HISTORIES AND CONSTRUCTING HUMAN GEOGRAPHIES 10
(1990).

o
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cludes the meanings given to space (both local and nonlocal), to the dis-
tances between delineated spaces, and to the time necessary to traverse
those distances.'”> For example, a one-hundred-mile automobile trip may
seem like a greater journey to residents of the northeastern United States,
who are accustomed to relatively short distances between destinations, than
to residents of the West, where cities and towns are more dispersed. Simi-
larly, a one-thousand-mile trip carries a very different social meaning today,
in the age of relatively inexpensive air travel, than it did one hundred years
ago, even if the topological space remains the same.”®  And of course
America’s well-documented postwar demographic shift from city to suburb
is not merely a change of topology, but a politically and symbolically sig-
nificant cultural transformation.'”

Moreover, the construction of legal spaces and the delineation of
boundaries is always embedded in broader social and political processes.*”®
“Legal categories are used to construct and differentiate material spaces
which, in turn, acquire a legal potency that has a direct bearing on those us-
ing and traversing such spaces.”’” For example, in the history of European
conquest of Australia, the naming of particular spaces—rivers, mountains,
capes, bays, and so on—became a central point of political contest."”® The
Europeans believed that the aboriginals did not classify or name the land-
scape and transformed that purported “spatial deficiency” into a “legal defi-
ciency”: if the aboriginals did not name their places, so the thinking went,

473 Kogan, supra note 470, at 634.

47 John Tomlinson describes this shift as follows:

In a globalized world, people in Spain really do continue to be 5,500 miles away

from people in Mexico, separated, just as the Spanish conquistadors were in the six-

teenth century, by a huge, inhospitable and perilous tract of ocean. What connec-
tivity means is that we now experience this distance in different ways. We think of
such distant places as routinely accessible, either representationally through commu-

nications technology or the mass media, or physically, through the expenditure of a

relatively small amount of time (and, of course, of money) on a transatlantic flight.

So Mexico City is no longer meaningfully 5,500 miles from Madrid: it is eleven

hours’ flying time away.

JOHN TOMLINSON, GLOBALIZATION AND CULTURE 4 (1999).

For the socio-political history of American suburbanization, see JOEL GARREAU,
EDGE CITY: LIFE ON THE NEW FRONTIER (1992); KENNETH T. JACKSON, CRABGRASS
FRONTIER: THE SUBURBANIZATION OF THE UNITED STATES (1985).

476 See NICHOLAS K. BLOMLEY, LAW, SPACE, AND THE GEOGRAPHIES OF POWER, at xi
(1994) (“The legal representation of space must be seen as constituted by—and in turn consti-
tutive of-—complex, normatively charged and often competing visions of social and political
life under law.”).

7 1d. at 54.

478 See PAUL CARTER, THE ROAD TO BOTANY BAY: AN EXPLORATION OF LANDSCAPE
AND HISTORY (1988) (describing European exploration and subsequent naming of various
Australian geographical features).



2002] GLOBALIZATION OF JURISDICTION 419

their “grasp of it [was] so tenuous . .. [that] it was hardly a crime to take
possession of it To take another example, Jeremy Waldron has ob-
served that increasing restrictions on the use of public spaces for activities
such as sleeping or washing denies homeless people any opportunity to per-
form those acts because there is neither a public nor a private space to do
S 0.480

The social meaning of geographical space also includes the way in
which an individual or community perceives those who are outside the
community’s topological or social boundaries. As people develop attitudes
of familiarity toward the spaces in which they reside and conduct their daily
activities, they may also come to view unfamiliar people and locations as
frighteningly alien. Alternatively, the outside “other” can be seen as invit-
ing, friendly, and hospitable, or as mysterious, exotic, and romantic."®’
There are a seemingly infinite variety of attitudes one may hold toward un-
familiar social spaces. Such attitudes are embedded in context and shaped
and influenced by manifold factors including politics, socio-economic rela-
tionships, and the extent of contact that one has with the “other.” **2

Thus, jurisdictional rules have never simply emerged from a utilitarian
calculus about the most efficient allocation of governing authority. Rather,
the exercise of jurisdiction has always been part of the way in which socie-
ties demarcate space, delineate communities, and draw both physical and
symbolic boundaries. Such boundaries do not exist as an intrinsic part of
the physical world; they are a social construction. As a result, the choice of
jurisdictional rules reflects the attitudes and perceptions members of a
community hold toward their geography, the physical spaces in which they
live, and the way in which they define the idea of community itself.

14 at 64; see also ROBERT D. SACK, HUMAN TERRITORIALITY: ITS THEORY AND

HISTORY 6-8 (1986) (describing similarly loose conceptions of territoriality among members
of the Chippewa tribe at the time Europeans settled in the United States).

480 Jeremy Waldron, Homelessness and the Issue of Freedom, 39 UCLA L. REV. 295,
315 (1991) (“Since private places and public places between them exhaust all the places that
there are, there is nowhere that these actions [such as sleeping] may be performed by the
homeless person.”).

81 A Stuart Hall has described:

To be English is to know yourself in relation to the French, and the hot-blooded

Mediterraneans, and the passionate, traumatized Russian soul. You go round the en-

tire globe: when you know what everybody else is, then you are what they are not.

Identity is always, in that sense, a structured representation which only achieves its

positive through the narrow eye of the negative.
Stuart Hall, The Local and the Global:  Globalization and Ethnicity, in CULTURE,
GLOBALIZATION AND THE WORLD-SYSTEM: CONTEMPORARY CONDITIONS FOR THE
REPRESENTATION OF IDENTITY 19, 21 (Anthony D. King ed., 1997).

482 Kogan, supra note 470, at 637.
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In order to convey this basic idea, it might be useful to give an admit-
tedly oversimplified, functionalist account of the change in American juris-
dictional rules over time. In this account, the territorially based jurisdic-
tional principle articulated in the nineteenth century by the U.S. Supreme
Court in Pennoyer v. Neff *__which held that states have complete author-
ity within their territorial boundaries but no authority outside those bounda-
ries**—-derives in part from a particular understanding of social space in
the United States at that time. As historian Robert Wiebe has famously ob-
served, “America during the nineteenth century was a society of island
communities.”*® With weak communication and limited interaction, these
“islands™ felt widely dispersed, and it is not surprising that local autonomy
became “[t]he heart of American democracy.”*® Even though France had
long since developed a centralized public administration, Wiebe argues that
Americans still could not even conceive of a distant managerial govern-
ment. In such a climate, geographical loyalties tended to inhibit connec-
tions with a whole society. “Partisanship . .. grew out of lives narrowly cir-
cumscribed by a community or neighborhood. For those who considered
the next town or the next city block alien territory, such refined, deeply felt
loyalties served both as a defense against outsiders and as a means of identi-
fication within.”*®’

As the nineteenth century progressed, so this story goes, massive socio-
economic changes brought an onslaught of seemingly “alien” presences into
these island communities. Immigrants were the most obvious group of out-
siders, but perhaps just as frightening was the emergence of powerful distant
forces such as insurance companies, major manufacturers, railroads, and the
national government itself. Significantly, these threats appear to have been
conceived largely in spatial terms. According to Wiebe, Americans re-
sponded by reaffirming community self-determination and preserving old
ways and values from “outside” invasion.**®

Given such a social context, it is not surprising that the jurisdictional
rules of the period emphasized state territorial boundaries. Indeed, it is
likely that the burdens of litigating in another state far exceeded simply the
time and expense of travel, substantial as those burdens were. Just as im-

483 95U.S. 714 (1877).

8 See id. at 722 (ruling that a State has power to decide the “civil status and capacities
of its inhabitants” and to regulate how property may be handled, but that “no State can exer-
cise direct jurisdiction and authority over persons or property without its territory”).

ROBERT H. WIEBE, THE SEARCH FOR ORDER: 1877-1920, at xiii (1967).
86 14
7 1d at27.
88 14, at 52-58. For a fictional account of this period that gives texture to this descrip-
tion, see WILLA CATHER, MY ANTONIA (Houghton Mifflin Co. 1926) (1918).
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portant was the psychic burden of being forced to defend oneself in a for-
eign state, which may have felt little different from the idea of defending
oneself in a foreign country. An 1874 Pennsylvania state court decision is-
sued shortly before Pennoyer illustrates the extent of this psychic burden.**’
In the case, a resident of New York had contested jurisdiction in Pennsyl-
vania. The court acknowledged that the Pennsylvania courthouse was only
“a few hours’ travel by railroad” from New York, but nevertheless ruled
that the defendant could not be sued personally, in part because “nothing
can be more unjust than to drag a man thousands of miles, perhaps from a
distant state, and in effect compel him to appear.”490 The court disregarded
the relatively slight literal burden in the case at hand, and instead focused on
the specter of being “dragged” to a “distant state” located “thousands of
miles” away. Indeed, the decision seemed to equate other states with for-
eign countries, referring to a “defendant living in a remote state or foreign
country . . . [who] becomes subject to the jurisdiction of this, to him, foreign
tribunal.”*”'  These passages indicate that the psychic significance of de-
fending oneself in another state was at least as important as the literal diffi-
culties of travel.

Both the literal and psychic burdens associated with out-of-state litiga-
tion changed as a result of the urban industrial revolution at the turn of the
twentieth century, a revolution that profoundly altered American social
space. Increasingly, economic and governmental activities were adminis-
tered from afar by impersonal managers at centralized locations. In such a
world, another state was likely to be viewed less as a foreign country and
more as yet another distant power center, just one of many “anonymous, bu-
reaucratic, regulatory bodies in an increasingly complex society.””

In addition, advances in transportation and communications helped to
weaken territoriality as the central category in which Americans understood
their space. “As long as daily lives were focused to a large extent on the lo-
cal, a state boundary symbolized the edge of the world and everything out-
side that boundary was alien and foreign.”493 With increased mobility,
however, Americans regularly crossed state boundaries by train, by car, and
by airplane, which inevitably diminished the sense that other places were
alien. The rise of radio and television meant that events in other states
could become a regular part of one’s daily consciousness. “Physical dis-

89 Coleman’s Appeal, 75 Pa. 441 (1874).
¥ 1d. at 457 (1874).
"1 Indeed, for juridical purposes, other states had, since the founding, been treated
much like foreign countries, even for some time after the Civil War.
492 Kogan, supra note 470, at 651 (citations omitted).
% 1d at 652.
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tance as a social barrier began to be bypassed through the shortening of
communication ‘distance.”*** These communication and transportation ad-
vances reinforced the functional interdependence that characterized the
United States throughout the twentieth century. As a result, almost all of us
are now regularly affected by people, institutions, and events located far
away.

In this altered social space, the call to defend a lawsuit in the courts of
another state remained an imposition, but the burdens were no longer per-
ceived in stark territorial terms. In other words, though many economic and
practical burdens remained, the psychic burden was no longer as strong.
Thus, it is not surprising that International Shoe substituted a flexible “fair-
ness” test for the more rigidly territorial scheme of Pennoyer.

As previously stated, this is an oversimplified account of the shift in
American jurisdictional rules. For the purposes of this discussion, however,
it makes the essential point clearly enough: changes in political and social
conceptions of space form at least part of the context for changes in jurisdic-
tional understandings. Thus, although some might ask why we need to re-
think our ideas about legal jurisdiction, the reality is that jurisdictional rules
are always evolving, and this evolution has always responded to changing
social constructions of space, distance, and community.

With the rise of global capitalism and the Internet, the question be-
comes whether the sense of social space has shifted once again. Arguably,
people around the world now share economic space to a greater degree than
ever before, in large part because of the increase in online interaction.
Modern electronic communications, record-keeping, and trading capacities
have allowed the world financial markets to become so powerful that the
actions of individual territorial governments often appear to be ineffectual
by comparison.'” Essential services, such as computer programming, can
easily be “shipped” across nation-state boundaries and can even be pro-
duced multinationally. The international production and distribution of
merchandise means that communities around the country—and even around
the world—increasingly purchase the same name-brand goods and shop at
the same stores. Online communities (to the extent that we are willing to
call them communities) ignore territoriality altogether and instead are or-
ganized around shared interests. People fly more than ever, carry tele-
phones and laptops with them as they travel, and keep in touch by e-mail.

49 JosHUA MEYROWITZ, NO SENSE OF PLACE: THE IMPACT OF ELECTRONIC MEDIA ON
SOCIAL BEHAVIOR 116 (1985).
See infra notes 701-04 and accompanying text (discussing the extent of global corpo-
rate and financial market activity and the impact of this activity on governmental institutions,
such as central banks).
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All of these changes radically reshape the relationship of people to their
geography.496 As Joshua Meyrowitz observed nearly twenty years ago,
electronic media create “a nearly total dissociation of physical place and so-
cial ‘place.” When we communicate through telephone, radio, television, or
computer, where we are physically no longer determines where and who we
are socially.””” Meyrowitz pointed out that, historically, communication
and travel were synonymous, and it was not until the invention of the tele-
graph that text messages could move more quickly than a messenger could
carry them.”® Thus, “informational differences between different places
began to erode.””  Moreover, many of the boundaries that define social
settings by including and excluding participants—including walls, doors,
barbed wire, and other physical and legal barriers—-are less significant in a
world where “the once consonant relationship between access to informa-
tion and access to places has been greatly weakened.”*

Given such changes, it is possible that the psychic burden of foreign ju-
risdiction is less significant today because of our increased contact with for-

4% Some have conceptualized this shift as a change in the way we experience and repre-

sent space and time. See, e.g., ANTHONY GIDDENS, THE CONSEQUENCES OF MODERNITY 64
(1990) (describing the problem of today’s higher level “time-space distanciation” which has
stretched local and distant social forms); TOMLINSON, supra note 474, at 4-5 (describing the
way airline journeys transform “spatial experience into temporal experience”). In that regard,
it is interesting to link this change to shifts in the arts. For example, in visual arts, Friedland
and Boden have observed that the fall of the linear perspective of early Renaissance painting
occurred along with the rediscovery of Euclidean geometry and the emergence of spatial rep-
resentation, such as maps. Roger Friedland & Deirdre Boden, NowHere: An Introduction to
Space, Time and Modernity, in NOWHERE: SPACE, TIME AND MODERNITY 1, 2 (Roger Fried-
land & Deirdre Boden eds., 1994) (citing Denis Cosgrove, Prospect, Perspective, and the
Evolution of the Landscape Idea, in 10 TRANSCRIPTS OF THE INSTITUTE OF BRITISH
GEOGRAPHERS 45, 46-48 (1985)). In the late nineteenth century, the impressionists “frag-
mented light (and thus time).” /d. at 1-2. Then, postimpressionists such as Cézanne built “a
new language, abandoning linear and aerial perspective and making spatial dispositions arise
from the modulations of color.” Id. at 2 (citing CHARLES TAYLOR, SOURCES OF THE SELF:
THE MAKING OF THE MODERN IDENTITY 468 (1989)). The cubists went still further, “provid-
ing simultaneous images of the same moment from different points in space and multiple
views of a single scene at various points in time.” /d. at 2; see also Stephen Kern, Cubism,
Camouflage, Silence, and Democracy: A Phenomenological Approach, in NOWHERE:
SPACE, TIME AND MODERNITY, supra at 163, 167 (describing how artists such as “Picasso
and Braque gave space the same colors, texture and substantiality as material objects and
made objects and space interpenetrate so as to be almost indistinguishable”). Likewise the
development of the modern novel—with books such as MARCEL PROUST, REMEMBRANCE OF
THINGS PAST (C.K. Scott Moncrieff & Terence Kilmartin trans., 1954); JAMES JOYCE,
FINNEGANS WAKE (1939); and VIRGINIA WOOLF, MRS. DALLOWAY (1925)—also mined
chan§§7s in the equation between space and time.
MEYROWITZ, supra note 494, at 115.
222 See id. at 116 (describing the impact of telegraphic technology).
ld

S0 Ja at 117,
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eign places. On the other hand, we may feel the need to cling even more
tenaciously to localism in the face of the encroaching global economic sys-
tem.”®! Moreover, in either scenario the “we” is problematic. After all, dif-
ferent social groups, and different individuals, have very different degrees
of exposure t