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The current research sought to gain in-depth insights into the information-seeking 

behavior of Turkish National Police digital evidence examiners (DEEs); to explore the 

information sources that DEEs use and the factors affecting their decisions about source 

selection. Factors that affect information source selection and use by DEEs are: accreditation, 

workload, type of information, time, cost, availability, reliability/scientific importance, up-to-

date data, prior experience with the source, relevance, interactivity and importance. The 

Internet was the information source most commonly used by participants during the 

examination stage; other sources included forums, experts, colleagues, forensic tools/kits and 

books. During the analysis stage, the most frequently mentioned information source was the 

investigation file, containing information about the elements of the crime; other sources 

included: personal experience, experts, detectives, the Internet, clients, professional training, 

the prosecutor, evidence submission forms, in-lab manuals, forums and colleagues. During the 

report-writing stage, most DEEs used in-lab manuals and report templates as information 

sources, but previously written reports, editing software, and colleagues were also used to 

obtain information about the format, style and language of reports as legal documents. 
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CHAPTER 1 

INTRODUCTION 

In the current, technologically advanced world, the events of people’s lives are recorded 

by ubiquitous information and communication technologies (ICT). This happens in two ways. 

The people of this modern age often deliberately record their actions. For example, they 

capture important events with video cameras, save personal contacts’ information in their 

computers, and keep a history of recently searched addresses in Global Positioning System 

(GPS) devices. Another type of recording continuously occurs without the explicit intention or 

permission of people. Most people are not aware that almost everything they do in their daily 

lives is recorded by the digital devices and systems they use.  

Particularly, the ubiquitous ICT provide a multitude of information about where people 

have been, whom they talk to, what they buy, what they watch, what they read and what they 

write. In conventional criminal cases, all this information could only be obtained after an 

extensive investigation. However, in modern criminal investigations, a careful examination of 

one’s smart cell phone is all that is necessary to provide this information. People having smart 

phones can now access the Internet, read newspapers, send emails, search for information, 

watch TV, buy things, talk to their friends and broadcast their geographical position information 

via Global System for Mobile communications (GSM).  

Besides cell phones, people use a number of electronic devices which may also store 

personal information and documents. To illustrate, some of these are GPS devices, audio and 

video players and recorders, personal computers, answering machines, fax machines and 

printers, pagers, radios, routers and switches, external hard disks (Universal Serial Bus [USB] 
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memories), etc. Due to the architecture of electronic devices and systems, the data regarding 

the activities of users remain imbedded within them. The data imbedded in digital devices and 

systems are in several different formats, such as logs, audio, and video.  

Data residing in ICT is especially valuable for the participants in the criminal justice 

system, including investigators, prosecutors, judges, victims, and suspects. Currently, in many 

criminal cases, a kind of electronic system or device is presented as digital evidence that 

provides evidentiary information. Digital evidence assists the judicial system in finding out the 

true facts of a case, and the importance of digital evidence has recently been recognized by the 

criminal justice system. For this reason, the demand for investigation of ICT has been 

increasing. 

Due to the increasing use of ICT in society, the probability of using digital evidence in 

legal cases, in order to support appositions of the prosecutor and defendant, has dramatically 

increased. As a result of the increasing demand for digital evidence examination, the number of 

public and private digital evidence laboratories has also quickly increased.  

The information sources used by DEEs to obtain job-related information, factors 

affecting their information practices and the obstacles they face while looking for information 

should be scientifically investigated. Studying these issues may assist DEEs to design better 

training programs, facilitate the efficient and effective use of available resources and increase 

job performance by assessing information needs. The researcher was unable to find any study 

focusing on information seeking behavior of digital evidence examiners (DEEs) from the 

literature of information science (IS), and, thus, this study aims to fill this gap.  
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Definitions 

Defining concepts used in academic studies is not an easy job. Since scholars from 

different disciplines investigate a phenomenon from different perspectives, each discipline 

often utilizes a slightly or completely different definition for the same phenomenon. As a result, 

it is possible to have as many definitions for a concept as there are disciplines that study it. 

However, it is necessary for researchers to define concepts and terms to establish a common 

understanding between themselves and end users, although it is often very difficult and 

complex to do so (Case, 2007). 

The researcher also found the development of definitions to be a complex procedure. 

To provide all the available definitions of terms and concepts used herein is far beyond the 

scope of this study. To do so would make this review unnecessarily long and confusing. Instead, 

an abbreviated glossary of the terms and concepts relevant to this study will be provided in the 

following section. And, when necessary, the researcher will discuss some of the terms and 

concepts in more depth.  

• Information:  Case (2007) cited several studies in which definitions of information 

were collected and grouped into broad categories. For example, Wersig and Neveling (1975) 

listed 17 distinctive definitions of information that they grouped into six broad clusters. 

Schement (1993) identified 22 definitions of information in print between 1968 and 1989. 

People usually use the term “information” without thinking about its definition; it seems that 

everybody agrees on its definition and knows what it is. However, when people are asked to 

define “information,” we must face the reality that “information” means different things to 

different people living or working in different contexts.  
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Unless otherwise specified, in this study, information refers to “any difference that 

makes a difference to (the?) human mind” (Bateson, 1972, p. 453). “In other words, 

information is whatever appears significant to a human being, whether originating from 

external environment or a (psychologically) internal world” (Case, 2007, p. 40). The 

engagement of the human mind is essential, as indicated, in the definition of information. 

• Information behavior: Wilson (2000, p. 49) described information behavior as “the 

totality of the human behavior in relation to sources and channels of information, including 

both active and passive information seeking and information use.” Similarly, Bates (2002, 3) 

pointed out the active, passive, directed or undirected characteristics of information seeking by 

defining it as “all the information that comes to a human being during a lifetime, not just in 

those moments when a person actively seeks information.”  

• Models:  A “model” explains specific problems and processes. Models usually 

explain a phenomenon by using diagrams, because diagrams help us understand concepts, 

relationships and processes. Wilson (1999) said that models of information seeking may be 

described as frameworks to conceptualize a problem, and may evolve into a statement of the 

relationship among theoretical propositions.  

• Tasks:  Vakkari (2003) described a task as "a piece of activity to be done in order to 

achieve a goal." Byström (2007) defined a “task” as a: 

… purposeful set of linked concrete or cognitive activities performed by people (or 

machines); normally, it has a meaningful purpose as well as an identifiable beginning 

and end. This kind of task is viewed as a dynamic activity, rather than a stable 

description. Task seen from the latter point of view is a description of what is expected 

from a person (or a machine), such as "make a personnel allocation plan for the next 

four weeks". Task often includes some type of requirement (for instance, in respect to 

duration or quality of performance or other issues of concern), and it may be either set 

by the task performer himself or by others. Similarly, task may be initiated by the task 
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performers themselves or assigned by others as well as performed in solitude or as a 

team effort. Task takes place both within and outside work. Task may be authentic or 

simulated and performed in authentic or simulated contexts. To summarize, task are 

multidimensional activities. 

 

• Forensic science:  The term “forensic” is currently used to describe things related to 

the criminal justice system, particularly public debates in the courtroom. Forensic science refers 

to “the application of the techniques of science to legal matters, both criminal and civil” (Bell, 

2008, s. 162). Forensic science is an umbrella concept; there are several professions performing 

forensic science and the field may be divided into ten sections (e.g., criminalistics, 

pathology/biology, questioned documents, toxicology, etc.)  

• Criminalistics: The purpose of criminalistics is to identify, record, and interpret 

physical evidence collected from a crime scene (Osterburg & Ward, 2000). The following 

examinations are generally considered to fall under the umbrella of criminalistics (Eckert, 1997; 

Ramsland, 2001): 

 a. Firearms and tool marks 

 b. Latent prints (fingerprints, palm prints, footprints, etc.) 

 c. Questioned documents 

 d. Drugs and other physical materials (glass, plastic, etc) 

 e. Trace evidence (hair, fiber, shoe marks, etc.) 

 f. Video / audio and digital material 

 g. Blood patterns 

 h. Crime scene investigation / evidence collection 

 i. Photography (conventional and digital)  
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Although the tasks of professionals performing computer forensics seem to fall under 

the category of criminalistics, some scholars argue that computer forensics is a distinctive sub-

discipline of forensic science (Hall & Davis, 2005). This study will particularly focus on the 

activities of digital evidence examiners who apply computer related sciences to the matters of 

the legal system, both public and civil. 

• Computer: The definition of a computer is very complex indeed because the size and 

shape of computers have changed a lot. Most people visualize a display, key board and a 

mouse, or other input tools, connected to a metal case, when asked to describe a computer. 

However, today, smart phones can do everything that a conventional desktop computer can do 

and automobiles are equipped with highly developed systems that work like a computer.   

The central feature of computers is that they are programmable. The term 

programmable and programming shouldn’t be confused with automatable and automating. A 

microwave is an automated system. It has a timer and a mechanism that produces heat for a 

preset time. On the other hand, the term, programming, means to install multiple instructions 

into the processing unit in the device, so that it can interpret, manipulate and respond 

according to the needs of the system. What distinguishes a computer from automated systems 

is that it can receive multiple instructions and execute them according to the needs of the 

system, can serve multiple purposes, and is an electronic device. In this sense, we can easily 

exclude many devices, such as automobiles, dishwashers, microwaves and calculators from 

being considered as computers (Franklin, 2006).  

In this study, the term computer refers to an electronic device that can perform the 

same tasks that any other personal computers can perform.  
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• Digital evidence: The Scientific Working Group on Digital Evidence and International 

Organization on Digital Evidence (SWGDE) & International Organization on Digital Evidence 

(IODE) (2000) defined digital evidence as the “information of probative value that is stored or 

transmitted in a digital form.” SWGDE and IODE (2000) defined the associated terms as follows:   

o Acquisition of digital evidence: Begins when information and/or physical 

items are collected or stored for examination purposes. The term "evidence" 

implies that the collector of evidence is recognized by the courts. The process 

of collecting is also assumed to be a legal process and appropriate for rules of 

evidence in that locality. A data object or physical item only becomes 

evidence when so deemed by a law enforcement official or designee. 

o Data objects: Objects or information of potential probative value that are 

associated with physical items. Data objects may occur in different formats 

without altering the original information. 

o Physical items: Items on which data objects or information may be stored 

and/or through which data objects are transferred. 

o Original digital evidence: Physical items and the data objects associated with 

such items at the time of acquisition or seizure. 

o Duplicate digital evidence: An accurate digital reproduction of all data 

objects contained on an original physical item. 

o Copy: An accurate reproduction of information contained on an original 

physical item, independent of the original physical item. 

In this paper, these terms are used consistent with their aforementioned definitions.  

Digital evidence is obtained not only from traditional personal computers but also from 

a number of electronic devices and other digital media.  Digital evidence can be in several 

different formats, such as audio, video or logs of entries. Computers are instrumental in 

conducting several different types of crimes, from money laundering to homicide to forgery. 

Most of the physical items that could possibly contain digital evidence can usually be easily 

recognized at the crime scene. In some cases, special skills are required to recognize other 
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physical items, such as different types of toys hiding USB drivers inside, cell-phones embedded 

in wrist watches, and shoes carrying GPS devices inside. 

A high level of technical skills and knowledge is required not only during evidence 

collection but also in the following stages of computer forensics: storing, transferring, 

extracting, and reporting of digital evidence. Computer evidence, as referred to in the title of 

this study, doesn’t necessarily mean evidence obtained only from computers, but also that 

obtained from other digital devices. Digital evidence examiners investigate digital evidence 

collected from computers and also from other types of digital devices. 

• Computer forensics: Derived from the Bell’s (2009) definition of ‘forensics”, 

computer forensics in this study refers to the applications of the techniques of computer-

related sciences, such as computer science, network engineering, software engineering, etc. to 

legal matters, both criminal and civil.   

• Digital forensics:  After reviewing several suggested definitions of “digital forensic 

science,” the conclusive definition of this relatively new field of forensics was:  

The use of scientifically derived and proven methods toward the preservation, 

collection, validation, identification, analysis, interpretation, documentation, and 

presentation of digital evidence derived from digital sources for the purpose of 

facilitation or furthering the reconstruction of events found to be criminal, or 

helping to anticipate unauthorized actions shown to be disruptive to planned 

operations” (Digital Forensics Research Workshop, 2001). 

• Profession: Leckie, Pettigrew, and Sylvain (1996, p.162) defined “profession” as 

“service-oriented occupations having a theoretical knowledge base requiring extensive formal 

postsecondary education, having a self-governing association, and adhering to internally 

developed codes of ethics or other statements of principle”. To illustrate, they listed some 

professionals - according to their definitions - as doctors, teachers, lawyers, nurses, librarians, 
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engineers, and accountants. They emphasize the themes of theoretical framework, education, 

administration and subculture in the professional realm in their definition. 

 

Statement of the Problem 

Digital devices are widely used. The number of GSM technology users had grown to over 

270 million by the end of 2008 in North America (Global Mobile Suppliers Association, 2009). 

According to the website of GSA, the number of GSM subscribers all over the globe has grown 

to 4 billion. According to a report of the Institution of Information Technologies and 

Communication of Turkey (2010), the number of GSM subscriber was 61.5 million by the end of 

May 2010. The report stated that GSM service providers initiated 3G services in July 2009, and 

in one year, the number of 3G users had expanded to 8.7 million.   

The likelihood of the existence of digital evidence in legal cases is very high in the 

modern world. An analysis of data collected from annual reports of the Regional Computer 

Forensic Laboratories (RCFL) (2006, 2007, 2008) showed that the number of mobile digital 

devices, such as cell phones and flash drives, processed by RCFL has consistently increased. 

Another noteworthy point is that the numbers of new types of digital media/devices such as 

hard drives and digital versatile discs (DVDs) processed by RCFL is increasing, while the numbers 

of older types of digital media/devices, such as floppy discs, compact discs (CDs) and tapes, are 

decreasing.      

Recently, digital devices have been designed as all-in-one/multitask devices. In the 

information age, a cell phone is not just a phone: It is also an audio/video/image recorder, GPS 



 10 

locater, form of portable data storage, radio/TV, and, perhaps, most importantly an Internet 

explorer.  

 

Figure 1. The number of digital media processed by RCFL in 2006, 2007 and 2008. 

 

 

Phone records, emails, digital camera recordings, temporary Internet logs, transaction logs, 

digital financial data and digital office documents all are considered as possible digital evidence, 

especially in cases of fraud, identity theft, sexual harassment, and white-collar crimes.Cell 

phones and other digital devices provide valuable information in developing criminal 

investigations. Digital evidence examiners collect physical items from a crime scene, extract the 

raw data from physical items, analyze the extracted data and report their findings to their 

clients. The workload of digital forensic labs has been increasing over time as the awareness of 

digital evidence in the criminal justice system and the demand for digital investigation increase. 
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Data from annual reports of RCFL (2003, 2004, 2005, 2006, 2007, 2008) corroborate this trend 

(see Figure 2). 

 

Figure 2. The number of service requests made to RCFL from 2003 to 2008. 

 

Technology is changing rapidly. For this reason, it is obvious that computer and digital 

evidence examiners confront new challenges when they encounter newly produced digital 

devices. As can be seen in Figure 2, the number of newer media types, such as cell phones, 

DVDs and flash drives, processed by RCFL is increasing whereas the number of older types of 

media, such as floppy drives and CDs, is decreasing.  It is necessary for DEEs to know new 

technologies not only superficially, but also in depth as well, so that they can extract and 

analyze the digital data embedded in these items. Therefore, DEEs must be able to adapt their 

knowledge and skills to new technologies. Most studies on DEEs have focused on modeling the 

digital forensic process and procedures of examining digital evidence.  

The researcher believes that digital forensics should also be studied by applying the 

theoretical approaches of IS but was not able to find a study in the literature that investigated 

the information-seeking behavior of DEEs.  
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Purpose of the Study 

Research focusing on the information-seeking behavior of professionals is necessary to 

answer the questions of why and how professionals look for and use information, why they 

prefer to use particular information sources rather than others, and what the problematic 

issues are in this process (Leckie et al., 1996). We can discover the information needs of 

employees at work, and provide them with the necessary support, according to the findings of 

the current study. In addition, this research may be helpful for administrators of DEEs to form 

suitable training programs.  

The purpose of the current research was to gain in-depth insights into the information-

seeking behavior of digital evidence examiners. This research aims to explore information 

sources that DEEs use; the factors affecting their decisions about source selection. As a result 

of this study, the researcher expects that this research will help administrators determine 

whether information resources are being adequately utilized, and what could be done to 

develop these resources.  

 

Significance of the Study 

The information seeking and using behaviors of people in an occupational setting have 

always attracted the interest of researchers in the field of Library and Information Science (LIS). 

Early studies have usually focused on the information-related habits of scientists and scholars. 

However, after the latter half of the 1970s, LIS researchers began paying attention to 

information behavior in the professional setting. One reason for studying information behavior 
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in professionals was to advance the theoretical analysis of information behavior (Leckie et al., 

1996). 

Amongst the literature of information behavior of professionals, one might conclude 

that the amount of research investigating the information behavior of professionals could be 

equal to the total number of professions (Leckie et al. 1996). However, although a number of 

studies have been conducted to examine the information behavior of professionals, the 

researcher was not able to find a study focusing on the information behavior of digital evidence 

examiners in the literature. That is why this study may be unique. This study is exploratory in 

nature, in that, for the first time, the digital forensic process is examined from an information 

science perspective.   

 

Research Questions 

The purpose of this study was to explore the information-seeking behavior of DEEs. Four 

research questions formulated for this study are: 

1. What circumstances lead digital evidence examiners to seek information in their 

professional life? 

2. What are the information sources used by digital evidence examiners in their work?  

3. What characteristics influence information source selection and information use by 

digital evidence examiners. 

4. What are the obstacles that digital evidence examiners face while seeking job-related 

information?   
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Summary 

 A relatively new category of professional, called the Digital Evidence Examiner, has 

emerged as ICT becomes widely used in society. As the number of digital devices that people 

use in their daily lives is continuously increasing and the awareness and knowledge about 

digital evidence increases among participants in the criminal justice system, DEEs are becoming 

more important. The criminal justice system has recently recognized the value of evidentiary 

information embedded in digital items. And although many studies have been conducted on 

DEEs, none of them has focused on their information-seeking behavior. The researcher, first, 

aimed to gain an insight into the information-seeking behavior of DEEs with this study. Then, 

the researcher planned to conduct a quantitative study, based on this study, in the near future. 

In addition, the researcher produced a survey tool that could be used in future studies 

The following chapter reviews the literature of digital forensics and information-seeking 

models.
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CHAPTER 2 

LITERATURE REVIEW 

In this section of the chapter, the history of digital forensics in the U.S. and Turkey will 

be briefly touched upon. Also, some of the digital forensic process models that will help us 

understand what DEEs do in their work is explained. 

 

History of Digital Forensics 

Computer forensic programs have been created to meet the demand from law 

enforcement agencies since the early 1980s. Law enforcement organizations initiated the first 

programs to analyze computers. In 1984, the FBI established the Computer Analysis Response 

Team (CART) in order to meet the growing needs of prosecutors and investigators in a more 

professional manner. Many other law enforcement organizations have duplicated CART’s 

general organization and functions (Noblett, Pollitt, & Presley, 2000). 

Law enforcement agencies have realized that the identification of all existing resources 

in the agency that could be used in computer forensic work is problematic, because those 

resources are usually dispersed throughout the agency. Nowadays, there is a trend for all digital 

evidence examinations to be conducted in a large laboratory environment serving a 

predetermined area which can cover a number of jurisdictions (Noblett et al., 2000).  

 Whitcomb (2002) addressed three important changes that occurred in the history of 

digital forensics:  

• From computer forensics to digital forensics:  From the early 1980s to the late 

1990s, the term “computer forensics” only referred to the finding of latent evidence on a 
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computer. Later, the general term, digital evidence, was used in order to include digital data, 

audio, and video evidence collected not only from computers, but also from other types of 

digital devices (Whitcomb, 2002).  

• From technical working groups (TWGs) to scientific working groups (SWGs): With the 

innovations of new technologies and common use of digital devices, the amount of digital 

evidence used in legal cases has increased. With the increasing demand for digital evidence 

examination, the number of digital forensic laboratories of different sizes has also increased. To 

bring standardized and scientific protocols and procedures to digital forensic services, groups of 

specialists were formed as technical working groups (TWGs) in the early 1990s. In 1999, the 

name or these groups was changed to scientific working groups (SWGs). SWGs consist of no 

more than 50 federal, state and local members, and are still active (Whitcomb, 2002).  

• Accreditation by American Society of Crime Laboratory Directors/Laboratory 

Accrediting Board (ASCLD/LAB):  After the formation of the SWGDE in 1999, they worked 

together with the American Society of Crime Laboratory Directors/Laboratory Accrediting 

Board (ASCLD/LAB) to establish a new accredited discipline, forensic science. Actually, 

ASCLD/LAB has accredited forensic laboratories that focus on different disciplines, such as 

crime scene, biology and latent prints, since 1982. In 2003, ASCLD/LAB officially recognized the 

digital evidence discipline as consisting of four sub-divisions: computer forensics, audio analysis, 

video analysis, and imaging analysis (Barbara, 2005).  

Barbara (2005) pointed out an increasing demand in accreditation from ASCLD/LAB by 

other digital forensic laboratories:  

Currently, no one knows for sure just how many individual entities (laboratories) in the 

United States are currently performing forensic analysis in one or more of the sub-
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disciplines of Digital Evidence. One estimate indicates that there are probably 300 or 

more at the local, state and federal level, however, this number is probably 

underestimated. Also, the estimate does not include those in the corporate or business 

sector where there could be several hundred more entities performing this type of 

analysis. An interesting trend that may accelerate accreditation in the United States is 

the fact that several states have passed legislation requiring that any entity performing 

forensic analysis within the confines of that state must attain accreditation if the results 

of the examinations are to be used for prosecutorial purposes. The legislation is equally 

applicable to the governmental forensic crime laboratories and any corporate, business 

or private laboratories in those states that offer services in any of the ASCLD/LAB 

accredited disciplines. Thus, as the process continues to go forward, corporations and 

businesses will be expected to adhere to the same standards of practice as those 

followed in the governmental forensic crime laboratory community. One net result is 

that ASCLD/LAB may eventually have to consider the feasibility of establishing a 

separate infrastructure to inspect the large number of stand-alone laboratories that 

may seek accreditation in the Digital Evidence discipline. (p. 146) 

 

Although there were several local digital forensic laboratories in existence, the FBI 

initiated a regional computer forensic laboratory (RCFL) program in 1999 to use resources and 

assets efficiently and to improve the quality of services provided by digital forensic labs. The 

cost of forensic hardware/software and associated expenses, such as furnishings, buildings, 

vehicles, and certified personnel salaries, is very expensive. Establishing a digital forensic 

laboratory costs at least $3 million and takes four to five years, from the first step of training 

personnel to getting accreditation from ASCLD/LAB. The first RCFL was opened in San Diego, in 

1999, and the second one in Dallas, in 2000. The RCFLs were so successful that the number of 

RCFLs had grown to 14 in 2007. So far, 7 RCFLs have earned accreditation in digital and 

multimedia evidence from ASCLD/LAB (RCFL Annual Report Fiscal Year, 2003, 2008).   

Besides regional laboratories, local laboratories still continue to examine digital 

evidence in local cases. However, as judges, prosecutors and lawyers become more familiar 

with the concept of digital evidence; they will demand accreditation for digital forensic 

laboratories to grant more scientific structure and believability to digital evidence. The FBI will 
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soon require that all digital evidence in federal cases be examined in digital forensic 

laboratories accredited by ASCLD/LAB. As a result, local law enforcement agencies which 

participate in federal cases will choose one of two options. The first option is to get their 

ASCLD/LAB accreditation; the second is to send their digital evidence to a RFCL which is 

accredited. The first option is very costly, and the second option will greatly increase the 

workload of RCFL. So, the number of accredited RCFL and other accredited private and local 

laboratories is expected to increase (Coopman, 2008). 

 

The Digital Forensic Process  

The purpose of this section is to provide insights into the nature of the work that DEEs 

perform in a digital evidence investigation process. 

Hall and Davis (2005) stated that a new discipline emerged at the intersection of 

forensic sciences and ICT.  There are a number of terms used to name this discipline, including 

digital forensics, network forensics, software forensics, computer forensics, etc. Scientific 

forensics and information technology intersect each other in two different ways. In one format, 

information technology is used as a tool to examine evidence obtained from a crime scene. In 

another format, information technology actually concerns a physical item that the evidence 

associated with; physical items that are collected from a crime scene.  

The criminal also uses new innovations to commit crime. New technologies like 

computers, the Internet, wireless systems, and developments in digital media not only facilitate 

committing crimes but also create new types of crimes. To illustrate, computer crimes such as 

denial of service, identity theft and spreading computer viruses can be cited. Computers may 
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also be used as instruments in traditional crimes, such as fraud, terrorism and homicide. A 

significant example is that of a young woman who was murdered in the killer’s house after she 

responded to a babysitting advertisement placed on craigslist.com by the killer (NY Daily News, 

2009).  

The first stage in the digital forensic process is evidence collection. Conventional 

evidence collected from a crime scene has a physical substance, form, and shape. In many 

cases, we can sense it; we can see, touch and smell it. For instance; a blood sample can be seen 

and touched, and a foot-print or tire-print can be seen as an impression on the ground. Some 

evidence has an odor that can be observed by an investigator at the crime scene, such as 

perfumes, alcohol and burned materials. However, this is not the case for digital evidence. 

Digital evidence is completely different; it cannot be touched, seen or smelled at the crime 

scene (Marcella & Menendez, 2008). And DEEs don’t collect evidence from crime scenes in all 

cases; they may receive digital devices and media sent in by clients to their laboratory. Their 

clients may be individuals or institutions like police agencies. 

Digital evidence originates on a physical item, but cannot be analyzed unless a digital 

evidence examiner extracts it. Even after extraction, digital data usually doesn’t make sense, at 

first glance, to a person without proper training in digital forensics. For example, handwriting 

on a small piece of paper is traditional evidence that we can see and read at first glance, but a 

deleted text massage and a hidden document in a picture is digital evidence that people cannot 

see or make sense of without using the proper forensic tools and procedures. 

The extracted raw data is analyzed by using sophisticated forensic tools. The goal of 

DEEs at this stage is to find answers to questions asked by the court or client. One of the 
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common methods used is keyword searching. Digital media submitted for examination usually 

contains such a large amount of data that manual analysis is impossible in many cases.  

The last stage of the digital forensic process is to report the findings. DEEs in some cases 

testify in courts, and present their findings. In other cases, they may just write a report to their 

clients.  

Although digital forensics has been studied for a relatively short period of time, the 

number of research studies in the literature is increasing and becoming more dynamic, as the 

concept of digital evidence is changing so quickly. Pollitt (2007) described the changes in the 

field as “a rapid metamorphosis: from skilled craftsmanship into a true forensic science.” Most 

of the literature on digital forensics comprises proposed models of the digital forensic process 

and technical guides that mostly describe how to collect, examine, and analyze digital evidence. 

A criminal investigation may be defined as a process consisting of several phases. 

Several models of forensic investigations have been proposed to guide investigators, and to 

build standards for digital forensics. As an active agent in the development of digital forensics, 

Pollitt (2007, p. 1) listed fifteen published papers in his review that he described as “papers 

which represent data points in the development of digital forensic models.” He, in fact, 

reviewed major proposals of digital forensic models in the literature.  

Models in the literature of LIS help us understand concepts, relationships and processes 

of information behavior. In the literature of digital forensics, models are proposed in order to:  

• Improve the scientific structure of investigation  

• Make it easier to understand and follow the stages of an investigation  

• Provide frameworks for research 
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• Standardize the process of investigation 

It is not possible to cover all the available models of digital forensics in this section. 

However, the basic model of digital forensic process of Kent, Chevalier, Grance and Dang (2006) 

is briefly explained because this model of the digital forensic process is used for general task 

categorization in the data collection stage of this study. Kent et al. (2006, p. 2) described the 

forensic process as: 

The process for performing digital forensics comprises the following basic phases:  

• Collection: identifying, labeling, recording, and acquiring data from the possible 

sources of relevant data, while following procedures that preserve the integrity 

of the data.  

• Examination: forensically processing collected data using a combination of 

automated and manual methods, and assessing and extracting data of particular 

interest, while preserving the integrity of the data.  

• Analysis: analyzing the results of the examination, using legally justifiable 

methods and techniques, to derive useful information that addresses the 

questions that were the impetus for performing the collection and examination.  

• Reporting: reporting the results of the analysis, which may include describing the 

actions used, explaining how tools and procedures were selected, determining 

what other actions need to be performed (e.g., forensic examination of 

additional data sources, securing identified vulnerabilities, improving existing 

security controls), and providing recommendations for improvement to policies, 

procedures, tools, and other aspects of the forensic process.  

 

The collection, examination, analysis, and reporting stages of digital evidence are used 

as the particular sub-task categories in this study.   

 

Models of Information-Seeking Behavior 

Wilson (2000) stated that “information behavior” is not a correct term for an academic 

field. Technically, in terms of grammar, some scholars said it is an incorrect term to use, 

because information doesn’t have a physical body that behaves. The verb “to behave” is 
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something people do. Instead of “information behavior,” the term “human information seeking 

and use” seems to be more understandable. However, despite all these arguments, 

“information behavior” is a term that is commonly used in the titles of articles of information 

science literature. Briefly, information behavior can be defined as the name of the field that 

studies how people need, seek, produce and use information in several different contexts, 

including their daily and work environments (Pettigrew, Fidel, & Bruce, 2001).  

Nearly 10% of the research in library and information science (LIS) focuses on 

information needs, seeking, and use (INSU) (Julien & Duggan, 2000). The term “Information 

seeking” and “information behavior” is usually used as shorthand for activities related to INSU 

and those two terms are used interchangeably (Courtright, 2007). Wilson (2000, p. 49) 

described information behavior as “the totality of the human behavior in relation to sources 

and channels of information, including both active and passive information seeking and 

information use.” Similarly, Bates (2002, p. 3) pointed out the active, passive, directed or 

undirected characteristics of information seeking by stating that it is “all the information that 

comes to a human being during a lifetime, not just in those moments when a person actively 

seeks information.”  

Wilson (1999) stated that models of information seeking may be described as a 

framework to conceptualize a problem, and may evolve into a statement of the relationship 

among theoretical propositions. Most models in the general field of information behavior 

attempt to describe an information-seeking activity, or the relationships among stages in 

information-seeking behavior.   
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Wilson (2000) used four terms to define human information behavior: information 

behavior, information-seeking behavior, information-searching behavior, and information-use 

behavior. Human behavior related to sources and channels of information is considered as 

information behavior; it includes both active and passive information seeking. The purposive 

seeking of information is the key element of information-seeking behavior. A need(s) triggers 

information-seeking behavior that satisfies users to some extent. Information-searching 

behavior includes interactions with all kinds of information systems, including both the human-

computer interaction and the human intellectual interaction (in one’s mind). A person will use 

the existing knowledge by acting both physically and mentally, and, therefore, information-use 

behavior covers both these activities. 

Some of the most influential models and theories in the information-seeking literature 

are those of Wilson (1981, 1994, 1996, 1999), Dervin (1983, 1992, 1999, 2003), Ellis (1989), Ellis, 

Cox, and Hall (1993), Kuhlthau (1991) and Schamber 1991, 1994, 2000). In the following 

sections, the researcher reviews several widely used models. 

 

Information-Seeking Models Proposed by Wilson 

 

  By creating and revising his models (1981, 1994, 1996, and 1999), Wilson has helped to 

explain information-seeking behavior and contributed to the literature of information science 

for almost three decades. In his first model, Wilson (1981) indicated that needs are the origin of 

information-seeking behavior. As a result of needs, the user demands both information systems 

and information sources, and, eventually, will either succeed or fail in finding and using 

information. 
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In his second model, Wilson explained information-seeking behavior in terms of an 

individual’s environment; social role; physiology, affect, and cognitive needs. The work, socio-

cultural, politico-economic and physical environments all affect user needs. In the course of 

responding to these needs, the user initiates information-seeking behavior. However, a person 

may encounter barriers at the personal, interpersonal and environmental levels during 

information-seeking behavior. 

Wilson’s 1996 model is a revision of his 1981 model; the 1996 model introduces some 

new components to the older model. Firstly, the barriers in the previous model are now 

described as intervening variables, which include psychological, demographic, role-related or 

interpersonal, environmental, and source characteristics. Information-seeking behavior is also 

sub-grouped into categories such as passive attention, passive, active, and ongoing search. In 

addition, two other concepts were defined. The first one, activating mechanisms, consists of a 

stress/coping theory that explains why information-seeking behavior does not emerge after 

certain needs arise, the risk/reward theory that explains why certain kinds of information are 

used more than others, and the social learning theory which indicates that a person can 

successfully adapt any behavior to acquire the desired information. The second concept 

concerns information processing and use. 

Lastly, Wilson presented a problem-solving model of the information-seeking and 

searching processes in 1999. He stated that “information seeking and retrieval are occasioned 

by uncertainty” (p. 265).  To solve a problem, a person engages in goal-seeking behavior. And 

through this problem-resolution process, the individual moves from uncertainty to certainty by 

following the defined stages of problem identification (what is my problem?), problem 



 25 

definition (what kind of problem do I have?), problem resolution (how do I find the solution to 

my problem?), and solution statement (I found the answer or solution to my problem). 

 

Sense-Making Model 

The origin of the sense-making theory goes back to the 1970s (Dervin, 2003). It was first 

proposed in 1983 and is still in use today. It is widely used in different fields such as 

communication, cultural and postmodern studies, education, sociology, psychology, and 

philosophy. Sense-making consists of five components: time and space, context, gap, bridge, 

and outcome. As an individual begins his/her journey, called information-seeking behavior, the 

first step may be a new one or a repetition of past behavior. When an individual encounters a 

gap during the journey, it is not possible for a person to move forward until he/she adopts a 

new behavior (bridge). Some of the information gaps Dervin has identified are decision stops, 

barrier stops, spin-out stops, perceptual embeddedness, and situational embeddedness. Dervin 

constructed the sense-making triangle of elements known as situation-gap-help/use, with the 

experience of an individual playing an important role in continuing his/her journey. The 

important thing, at this point, is that the gap is seen differently by each observer, depending on 

the situation and the viewpoint of the observer in time-space. 

Sense making can be defined as a process model, a theory and a methodology. Sense 

making is a process model because it describes how a person seeks information through time 

and space. The sense-making approach is a cognitive approach, in that it focuses on how 

individuals perceive gaps – which is similar to information needs as conceptualized in the 

information-seeking models of Wilson- and make sense of those gaps. The conclusion of the 
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process is the outcome which refers to the use of information to complete a task. The sense-

making approach is used in many studies to explain information-seeking behavior in individuals. 

Sense making is also a theory because it consists of fundamental assumptions about the nature 

of human behavior. Sense making presents a theoretical approach that provides a framework 

for many research studies. Sense making resulted in a paradigm shift in information science by 

shifting the focus on information systems to users; it provided a methodology in which human 

perception is placed at the center. 

 

Behavioral Model of Information-Seeking by Ellis  

Ellis’s (1989) model detailed several different types of activities adopted in information-

seeking behavior: starting, chaining, browsing, differentiating, monitoring, extracting, verifying 

and ending. 

• Starting: An individual may be familiar with a research area, or he/she may be 

inexperienced in the new topic. The primary starting point for a user to find information in a 

new area may be to seek out people who have experience in that area and ask them for key 

references and names of authors.  

• Chaining (may occur in two ways): 1) Backward chaining: This is considered formal 

information seeking and includes following up with references, footnotes, and sources cited in 

the material – “identifying references from material” (Ellis 1989, p. 241). 2) Forward chaining: 

Involves initiating a new activity, it is less common in researchers’ information-seeking activities 

and depends on the use of special bibliographic tools — “identifying references to material” 

(Ellis, 1989, p. 241).  
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• Browsing: The simple type of browsing involves looking thorough the pages of 

books, journals, or periodicals to assess their contents. Similar to abstracting, the purpose of 

browsing is not to search for any particular topic, but to check the work to see if it includes any 

material appropriate for the current research. Besides gaining familiarization with the 

resources, differentiation occurs as the individual distinguishes differences between the 

sources. Therefore, browsing and (abstracting or differentiating?) are related activities. 

• Differentiating: This is an activity that observes the differences in sources according 

to their nature and quality. This step is the most common in the information-seeking pattern 

adopted by researchers. 

• Monitoring: Continuously monitoring developments in the field of interest is an 

important feature of information-seeking behavior. The researcher monitors improvements in 

the field by using informal contacts, published materials, newspapers, and journals. 

• Extracting: In this step, researchers work on particular sources to locate materials of 

interest. For this purpose, researchers may directly consult with the source, use collective 

catalogs, or adopt a combination of those two methods. 

• Verifying and ending: These two characteristics of information-seeking behavior 

were added with the 1993 model. They are activities used to confirm the accuracy of 

information, and activities occurring at the end of researching the topic, such as preparing a 

paper for presentation or publication (Ellis, Cox, & Hall, 1993).  

 

Information Search Process (ISP) Model of Kuhlthau 

Kuhlthau’s (1991) information search process (ISP) was based on the constructive 



 28 

activity through which a user finds meaningful information to extend his/her knowledge of a 

particular type of research or of an interesting area. Kuhlthau identified her perspective as 

phenomenological rather than cognitive and distinguished several affective aspects of the 

process of information seeking. ISP consisted of three areas (feelings, thoughts, and actions), six 

stages (initiation, selection, exploration, formulation, collection, and presentation), and 

appropriate tasks.  

• Initiation: This is the first stage of the information search process. The user seeks 

background information, and frequently the user may have feelings of uncertainty and vague 

thoughts. The task at this point is only to recognize the need for information.  

• Selection: In the selection stage, the general topic for study or the approach to be 

followed is identified. The feeling of uncertainty turns to optimism after this stage, and the user 

is ready to begin searching. If the approach to be followed or selection fails to retrieve 

appropriate material, feelings of anxiety arise again until the problem is solved.  

• Exploration: In this stage, the user investigates information about the generality of 

the selected topic and seeks relevant information. However, the user may not be certain about 

the exact information he/she needs, and, as a result, may feel confusion, frustration, and 

doubt.  

• Formulation: This stage marks the point of the information search process at which 

the user resolves his/her uncertainty. As it becomes obvious to the user which information 

he/she needs, he/she can focus on that information, and, thus, the user’s confidence increases.  

• Collection: Interaction between the user and the information systems begins in this 

stage. The task of the user is to collect the relevant information identified in the previous step. 
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Since he/she now has a clear sense of direction, the user easily identifies the information to 

collect and his/her confidence continues to increase.  

• Presentation: This is the last stage of ISP. After the search is complete, the next task 

is to prepare the outcome for presentation or however the individual chooses to use the 

information. If the presentation of the results is successful, the user feels relieved. On the other 

hand, if he/she fails, the user feels disappointed. The user’s thoughts at this stage are focused 

on completion of the information search process. 

 

Information Retrieval and Information Seeking 

Wilson presented a nested model in 1999 to encompass several models and represent 

their relationships to each other. This model consists of series of nested fields. He stated: 

Information behavior may be defined as the more general field of investigation, with 

information-seeking behavior being seen as a sub-set of the field, particularly concerned 

with the variety of methods people employ to discover and gain access to information 

resources, and information-searching behavior being defined as a sub-set of information 

seeking, particularly concerned with the interactions between information user (with or 

without an intermediary) and computer-based information systems, of which 

information retrieval systems for textual data may be seen as one type. (Wilson, 1999, 

p. 263) 

  

To Wilson (1999), information retrieval-searching is not a separate concept from 

information seeking behavior (ISB). Instead, it is subset of ISB. In Wilson’s 1981 and 1996 

models, the origin of information-seeking behavior is with the needs of the user. Similarly, 

Krikelas (1983) discussed need-creating events or environments as a key element that triggers 

information-seeking behavior. Ellis’s (1989) information-seeking model and Kuhlthau’s (1991) 

information search process (ISP) model both use the same first step (starting and initiation) and 

continue to the same last step (verifying and ending and presentation). In all models, the seeker 
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begins information-related activities as a result of a need/problem/gap and uses a source to 

retrieve needed information. In the end, the seeker feels satisfied when he/she finds the 

needed information, with satisfaction being related to finding relevant information. 

At this point “information retrieval” (IR) and “relevance” arise as important concepts. 

Harter and Hert (1997, p.3) defined IR system as a “black box” that:   

Accepts input and produces output. IR is a practical act, conducted by a user for a 

reason –attempt to satisfy a human need by consulting an information store. By an IR 

system we mean a system that retrieves documents or references to documents, as 

opposed to data. An IR system is employed when there are so many items in the 

information store as to make unfeasible the approach of examining each item 

individually. 

 

   Like many other terms in information science, relevance also has several different 

definitions due to the countless contexts in which it is discussed, and the existence of several 

different approaches due to the interdisciplinary nature of information science. Relevance has 

been discussed from different perspectives since the 1950s. The most problematic side of 

relevance is the factors affecting relevance judgment (Schamber, 1994). Schamber, in her 

review, provided a well categorized list of eighty factors affecting relevance, provided by large 

scale research studies. This proves that “relevance” is a complex issue to study. Researchers 

focusing on the context of ISB study not only the human evaluation of outputs but also all ISB 

processes. Recently, IR researchers have also attempted to understand the process of ISB. As a 

result of paradigms throughout the field, IR and ISB have been studied in conjunction with the 

approaches of decision making, cognition, situation, and dynamics (Schamber, 1994). 

Schamber (1994) reported that the literature of IR, specifically relevance, and the 

literature of ISB intersect as new paradigms occur in IS. Decision-making research related to 

relevance focuses on problems, tasks and goals of the users who assess the value of 
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information, and IR systems. Decision-making models help us to understand ISB as well as IR 

and relevance. Cognitive perspective was examined by many scholars in IR literature, and, as 

discussed earlier, from a cognitive perspective, the concept of relevance is present in all ISB 

models.  

In ISB models, relevance is usually formulated as the perceptions of users about 

problems (situation/context) and tasks in which users need information to make decisions. A 

widely accepted feature of IB is its dynamic nature. Kuhlthau (1991, 1993) approached 

relevance as dynamic, constructive, personal, and affective phenomenon, since the perceptions 

of users change as they go through the different stages. Similarly, in Ellis’s (1989) model, a 

flexible ISB model, the mental model of the seeker is dynamic. Their perception of relevance 

changes as they consider alternative outputs (Schamber, 1994).      

Schamber (1994) listed the questions which have been asked in the literature of IR 

studies for fifty years, but not answered completely or adequately. Questions related to 

behavior include: “What factors contribute to human relevance judgment?” (p.34), and “What 

process does relevance assessment entail?” (p. 34). Relevance is a cognitive, dynamic and 

situational phenomenon, and relevance is an essential concept for the majority of IB. Schamber 

(1994) emphasized that searching behavior, dynamic interactions, retrieving behavior and 

feedback are rich areas to study. Besides, she pointed out that research aiming to develop a 

standard for the measurement of relevance judgment in different situations will be promising. 

Although traditional information science research has often dichotomized information retrieval 

research and information seeking research, retrieving and relevance should be studied 

together, in order to explain human IB.             
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Information Behavior of Engineers and Digital Evidence Examiners 

The amount of research investigating the information behavior of professionals could be 

as extensive as the total number of professions and roles within each profession. However, a 

review of the literature indicated that DEEs have never been a focus group in information 

behavior research. One reason for this may be that it is a relatively new type of profession.  

The work context for DEEs and engineers demonstrates similar characteristics. It is a 

consistent finding that most engineers work in private firms and that they produce knowledge 

or a kind of service. Similarly, most DEEs work in public or private laboratories that vary in size, 

and they usually produce a service for their clients. DEEs may also work as academics who 

contribute to the literature of digital forensics, and their work requires the ability to process a 

high level of technical information (Barbara, 2005).  

DEEs work at the intersection of ICT and forensics, they basically work on digital devices 

and their education is usually in the computer-related sciences and engineering. In this study, 

due to the similar work characteristics of engineers and DEEs, it was proposed that the 

literature on the ISB of engineers would provide a framework to study the ISB of DEEs. 

Therefore, the literature on the ISB of engineers is reviewed here to construct a theoretical 

framework for this study.  

Researchers in LIS have been extensively interested in the information behavior of 

engineers for the last forty years. Allen and Gerstberger (1967) investigated the criteria utilized 

by engineers in the choice of different technical information channels in problem-solving 

activities. They conducted their study in two divisions of a large electronic firm, and 19 out of 

33 pre-selected engineers provided the data for the study over a period of 15 weeks. Allen and 
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Gerstberger collected the data by using specially designed questionnaires; they measured the 

frequency of information source use and determined which of four criteria (1: Accessibility, 2: 

Ease of Use, 3: Technical Quality, 4: Degree of Experience with Information Source) were used 

by engineers in the selection of particular information sources. 

Allen and Gerstberger (1967) found a direct relationship between perceived accessibility 

of information channels and the frequency of use of that information source. They found no 

significant evidence that engineers predominantly use channels with the highest perceived 

technical quality. However, they found that both accessibility and perceived technical quality 

influenced the choice of their first source. They also found that prior experience influenced the 

perception of accessibility. That is, as the engineer’s experience with a channel increased, the 

level of perceived accessibility of that source also increased. 

The general model of information seeking of professionals was drawn by Leckie et al. in 

1996. In their study, they mainly reviewed the research related to the information behavior of 

several groups of professionals; health care professionals, engineers, and lawyers. They profiled 

these professions based on their information behavior, and, then, they synthesized the 

characteristics of information behavior of selected professionals. Eventually, they proposed a 

general model that they asserted could be applied to any professional field. Their study, with 

limitations in mind, opened new doors to future research about the information seeking of 

professionals. They formulated a general model of information seeking of professionals with six 

major components: work roles, associated tasks, characteristics of information needs, and 

three factors affecting information seeking: (a) awareness, (b) sources, and (c) outcomes. 
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The basic assumption of the model is that work roles and associated roles/tasks are the 

trigger mechanism for information seeking of professionals. Nevertheless, information behavior 

is affected by some variables which can eventually influence the outcome. In this model, five 

roles in various different professions: service provider, administrator/manager, researcher, 

educator, and student are often mentioned. Specific tasks such as counseling, assessment, 

report writing and supervising, are addressed in the second layer of the model.  

Variables influencing the information needs of professionals are individual 

demographics (age, specialization, profession, geographic location, career stage), context 

(information need in a specific situation), frequency (new or recurring information need), 

predictability (unexpected or predictable), importance (the level of urgency), and complexities 

(difficult or easily resolved). The researchers broadly characterized the sources of information 

by types of channel format, as formal or informal; internal or external; oral or written; and 

personal. 

Leckie et al. (1996) noticed that although engineers work for common organizational 

entities, and engineers basically receive an extensive education at the bachelor level, the 

number of subspecialties in engineering is numerous. In addition, engineers work in institutions 

which vary in size and type, be they public or private. 

According to the findings of Leckie et al. (1996), engineers individually worked in 

different areas, such as research, testing, design, construction and manufacturing, consulting, 

sales, and teaching. Engineers usually focused on problem solving, and the outcome of their 

work is usually a service, a process, or a product rather than knowledge. Leckie et al. (1996) 
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found that engineers produced far less information than they needed during the generation 

process.  

Engineers usually need information to generate information encoded in material form. 

In general, libraries are not used by engineers. On the other hand, oral communication is 

overwhelmingly preferred in engineering. Leckie et al. estimated that engineers spent from 20% 

to 80% of their work hours in information seeking, although the information need of engineers 

varied according to their role in the work environment. The degree of confidentiality and 

secrecy in the work environment also affected the information seeking of engineers. In 

engineering, the originality as much as the accuracy, of information is important. An awareness 

of the available information sources may also have an impact on the outcome of their 

information-seeking behavior.  

Leckie et al. (1996, p. 167) concluded that the information behavior of engineers is “the 

result of a complex interplay of variables, from job function, work environment, qualifications, 

discipline, and career stage to accessibility of information, its ease of use, and technical 

quality.” 

 

Factors Affecting Information-Seeking Behavior of Engineers 

The factors affecting information source use by engineers have been listed and 

categorized in different ways in the literature. For instance, Anderson, Glassman, McAfee, & 

Pinelli (2001) categorized the factors affecting decisions of aerospace engineers and scientists 

with regard to use of information sources as: (a) task characteristics, (b) carrier characteristics 
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and (c) user characteristics. They described these three categories of characteristics as the 

major variables affecting information seeking of aerospace engineers.  

Anderson et al. (2001) mainly addressed: (1) accessibility, (2) ease of use, (3) cost, (4) 

technical quality, (5) usefulness, (6) promptness or the time it takes to deliver the information 

and (7) importance as the characteristics of written information sources used by aerospace 

engineers. Anderson et al. (2001) listed perceived levels of task complexity and uncertainty as 

determinants related to task characteristics. Finally, they categorized relevance and prior use - 

familiarity - as the user characteristics influencing information source selection of aerospace 

engineers.  

Kwasitsu (2003) listed several characteristics that influenced engineers’ selection of 

information sources: accessibility, availability, technical quality, relevance, currency, reliability, 

ease of use, experience with source, cost of use, lingo/technical jargon, and personal mastery. 

  

Characteristics of Information Sources 

 Not all characteristics of information sources were defined in the same way in 

information-seeking studies. Although some characteristics, such as financial cost and proximity 

of information sources, were usually defined in the same way, definitions and 

operationalization of characteristics such as accessibility, quality, relevance, ease of use and 

usefulness have been problematic.  

“Accessibility” is an elastic term. Like many other characteristics of information sources, 

“accessibility” can be investigated by approaching it subjectively or objectively. It seems that an 

objective, universal definition of “accessibility” is impossible to find. Predetermined objective 
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definitions of accessibility usually did not include all possible dimensions of accessibility. For 

example, Gerstenfeld and Berger (1980) measured accessibility as the amount of time spent 

looking for information, regardless of the effort made by the seeker during that time. Pinelli, 

Bishop, Barclay, & Kennedy (1993) operationalized accessibility as the physical distance to the 

information source.  

Anderson et al. (2001) studied the accessibility of information carriers from the 

perspective of the principle of least effort. They found out that engineers tend to minimize their 

efforts during the search for information needed in their work life. Anderson et al. (2001) 

operationalized the principle of least effort by determining one’s preference for seeking 

information from: 

• One’s own store of information as opposed to seeking information from 

others  

• Oral communication as opposed to written communication  

• Communication with sources inside the organization as opposed to 

communication with sources outside the organization  

• Direct communication with a source as opposed to through mediating 

carriers, such as those provided by library personnel, who are not 

authorities in the discipline under study (p. 133) 

 

Fidel and Green (2004) represented several dimensions of accessibility. They 

emphasized that new innovations, like the Internet and mobile communications, have made 

researchers think about accessibility differently. For instance, physical distance is not an 

important variable for online sources. Information from a long distance away can be assessed 

by using a handheld mobile device. For online sources, accessibility of sources may be 

measured as the proximity of information technology or system used to reach online sources, 

regardless of the actual physical distance to the online source.  
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Fidel and Green (2004) listed factors affecting engineers’ selection of information 

sources in two general categories; accessibility and quality. They detailed the factors mentioned 

by respondents during interviews as the following:  

• Accessibility 

o sources I know 

o saves time 

o is physically close 

o has the right format 

o can give the right level of details 

o is accessible 

o is available 

o has a lot of different types of information in one place 

o sources with which I felt comfortable 

o can be searched with keywords or codes 

o is attractive 

o is not busy 

• Quality 

o can give data that meets the needs of the project 

o is most likely to have the information needed 

o the information is not available elsewhere 

o can give the latest information 

o is reliable 

o gives definite answers 

o is accurate 

Gerstberger and Allen (1968) studied participants’ own perceptions of accessibility; they 

stated that engineers’ perceptions of accessibility guided their information practices.          

 Quality of an information source was often mentioned by respondents as a factor 

affecting their selection of sources, in addition to accessibility of information sources (Allen, 

1977; Anderson et al. 2001; Barry 1993, 1994; Gertsberger & Allen, 1968; Pinelli et al., 1993; 

O’Reilly, 1982; Schamber 1991a, b). One’s perception of the quality of an information source is 

based on one’s previous experience with the source and/or public reputation of the source. In 

their studies, Barry (1993, 1994) and Schamber (1991a, b) included the same elements in the 
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coding and definitions. In the first sub-category of source quality coding, respondents had an 

idea about the quality of the source based on their personal experience. That is, they observed 

the source, and had an idea about the extent to which the source met general standards. In the 

other sub-category, respondents actually predicted the quality of a source based on what the 

respondent heard or read about the source. Schamber included another element of quality in 

the coding of criterion categories; consistency. It was defined by Schamber as the extent to 

which the source delivered information of the same quality, or accuracy, over time. Among 

several characteristics, Anderson et al. hypothesized that accessibility and quality are two 

competing characteristics of written information sources. 

Anderson et al. (2001) listed prior use and relevance under the category of user 

characteristics. They proposed that there is a greater probability that information seekers will 

obtain information from information sources recognizable to them rather than from new 

information sources. Fidel and Green (2004) found that successful prior use (sources I know) 

was the most common factor affecting the selection of information sources among engineers. 

This variable is also known as “familiarity” (Leckie et al., 1996).  

In ISB studies, another factor mentioned by respondents is relevance.  That is, the 

extent to which the information source is seen to be relevant to the respondent. Relevance has 

been discussed from different viewpoints since the 1950s. The most problematic side of 

relevance is the factors affecting relevance judgment (Schamber, 1994). It appears that the 

phrases “factors affecting professionals’ selection of information sources” and ‘relevance 

criterion” are used interchangeably. As seen in Table 1, criterion categories in IR research are 

similar to factors studied in ISB research.  
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Table 1 

 

Comparison of Categories of Relevance Criteria from the Studies of Barry (1993, 1994) and 

Schamber (1991a, b) 

 

Factors  Definitions  

Depth  

/Scope  

/Specificity 

Barry Depth/Scope 

Schamber Specificity; Summary/Interpretation; Variety/Volume 

The extent to which information is in-depth or focused; is specific to the user's needs; 

has sufficient detail or depth; provides a summary, interpretation, or explanation; 

provides a sufficient variety or volume 

Accuracy 

/ Validity 

Barry:  Objective Accuracy/Validity 

Schamber:  Accuracy 

The extent to which information is accurate, correct or valid 

Clarity Barry: Clarity 

Schamber:  Clarity; Verbal Clarity; Visual Clarity 

The extent to which information is presented in a clear and well-organized manner 

Currency Barry:  Recency 

Schamber: Currency 

The extent to which information is current, recent, timely, up-to-date 

Tangibility Barry  Tangibility 

Schamber:  Specificity 

The extent to which information relates to real, tangible issues; definite, proven 

information is provided; hard data or actual numbers are provided 

Quality of 

Sources 

Barry  Source Quality; Source Reputation/Visibility 

Reliability; Expertise; Directly Observed; Source Confidence; 

Schamber  Consistency 

The extent to which general standards of quality or specific qualities can be assumed 

based on the source providing the information; source is reputable, trusted, and expert 

Accessibility Barry  Obtainability; Cost 

Schamber Accessibility; Availability; Usability; Affordability 

The extent to which some effort is required to obtain information; some cost is 

required to obtain information 

Availability of 

Information 

/Sources of 

Information 

Barry  Availability within the Environment; Personal Availability 

Schamber: Verifiability 

The extent to which information or sources of information are available 

Verification Barry  External Verification; Subjective Accuracy/Validity 

Schamber  Source Agreement 

The extent to which information is consistent with or supported by other information 

within the field; the extent to which the user agrees with information presented or the 

information presented supports the user's point of view 

Affectiveness Barry  Affectiveness 

Schamber:  Entertainment Value 

The extent to which the user exhibits an affective or emotional response to 

information or sources of information; information or sources of information provide 

the user with pleasure, enjoyment or entertainment. 
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Characteristics of Task (Complexity and Uncertainty) 

The concept of “task” has been persistently studied in the field of information science 

(Byström, 1996, 1999, 2002; Byström & Järvelin, 1995; Herzum & Pejtersen, 2000; Kuhlthau, 

1993, Mick, Lindsey, & Callahan, 1980; Rasmussen, Pejtersen, & Goodstein, 1994). In many 

studies of task-based information behavior, task complexity has been conceptualized “in terms 

of perceived a priori determinability of information inputs, processing and outputs” (Byström, 

2002, p. 582).  

Byström (2002) theorized that the level of task performers’ knowledge of the task 

procedure and requirements at the beginning of a task is negatively correlated with the level of 

perceived task complexity and positively correlated with the frequency of use of information 

sources. In other words, if a task performer has less knowledge about a task, he/she will see the 

task as being more complex, compared to others with more knowledge of the task procedure 

and requirements. Therefore, the task performer will use a greater number of information 

sources in order to learn how to accomplish the task at hand.  

Similarly, as the level of uncertainty the task performer feels increases, the number of 

sources used to complete the task also increases (Kuhlthau, 1999; Pinelli et al., 1993). Roger 

(1983) described uncertainty as the level of predictability of different alternatives when faced 

with an incident. In this sense, uncertainty means a lack of predictability in the information and 

situation; when people feel uncertainty, they seek information to increase the level of 

predictability. That is, individuals typically want to have a better idea of what the outcome of an 

event will be and to make more accurate predictions, thus, individuals seek information. The 

higher the level of uncertainty, the greater the amount of information needed, and the higher 
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the number of sources used. This theory is supported by the studies of Brown and Utterback 

(1985), Anderson et al. (2001), and Pinelli et al. (1993).   

Anderson et al. (2001) reported that researchers studied task characteristics as factors 

affecting information behavior from different aspects, such as task uncertainty and task 

complexity. After a discussion of several findings on task complexity, they concluded that “as 

task complexity increases (a) the use of internal channels decreases, and (b) the number of 

sources increases” (p. 134). Anderson et al. (2001) also confirmed that a positive relationship 

exists between the perceived level of uncertainty and the number of sources used in a task.  

 

Demographics 

Demographic characteristics of information seekers such as age, gender, experience, 

and education have been studied for a long time. Academics have often found a significant 

relationship between demographic characteristics and information-seeking choices, when they 

studied these factors independently from other variables. However, when these variables were 

studied in multivariate analysis, evidence showed that the relationship between demographic 

characteristics and information-seeking behavior was non-significant or had little impact 

(Anderson et al. 2001). In this study, the demographics of interviewees are provided to describe 

the sample.  
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CHAPTER 3 

METHODOLOGY 

Introduction 

The goal of the current research was to examine the information-seeking behavior of 

DEEs in depth. This study employed a qualitative approach to research design by utilizing semi-

structured intensive interviews. The interview instrument was designed by Wai-Yi (2002) on the 

basis sense-making time-line approach. A qualitative approach seemed to be more suitable to 

achieving the goal of this study. 

In the following sections, research questions, characteristics of qualitative methods, the 

sampling technique and data collection instrument, and content analysis as a data analysis tool 

is discussed. 

 

Research Questions  

In order to have an in-depth understanding of the information-seeking behavior digital 

evidence examiners, the researcher asked four general questions: 

1. What circumstances lead digital evidence examiners to seek information in their 

professional life? 

2. What are the information sources used by digital evidence examiners in their work?  

3. What characteristics influence information source selection and information source 

use of digital evidence examiners. 

4. What are the obstacles that digital evidence examiners face while seeking job-related 

information?   
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Qualitative Approach  

 King, Keohane, & Verba (1994) asserted that the only differences between qualitative 

and quantitative research are stylistic. They stated that while quantitative and qualitative 

research appears to be very different, the actual difference is in the styles and techniques used 

by researchers. The main difference is that quantitative research depends on a large quantity of 

numbers and statistical methods, while qualitative research is more about definitions, case 

studies, history, and similar data sources, but utilizes few numerical measurements.  

Bryman (1984) provided more insights into the differences between qualitative and 

quantitative research. First, he argued that with respect to flexibility, qualitative research 

seems to be more flexible than quantitative data. The reason is that qualitative research 

focuses more on discovering original or unanticipated findings, and is open to an alteration of 

the research with unforeseen developments. On the contrary, the quantitative research design 

has more fixed sets of rules and methods for measuring hypotheses, and this prevents 

adjustment of the research design to accomodate unanticipated developments during the 

research (Bryman, 1984).  

The quantitative method is usually employed to find out whether an assumption can be 

generalized.  The qualitative method of research is applied to describe a specific phenomenon, 

or to come up with an explanation for the occurrence of a specific phenomenon (Gormon & 

Clayton, 2005).  Since the aim of the current research is to gain an in-depth insight into the 

information-seeking behavior of digital evidence examiners, a qualitative method is more 

appropriate. A sense-making approach is considered a suitable approach in this study because it 
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not only provides a theoretical framework, but also provides a method to examine human 

information-seeking behavior.        

 

IRB Approval 

This study was reviewed and approved by the UNT Institutional Review Board on May 

25, 2010. As a requirement of the IRB approval process, TNP was approved before starting the 

research. The letter of IRB approval and attached Consent Notice for Interviewees are 

presented in Appendix D.  

 

Population and Sampling  

The population of this study is all the examiners who hold some type of certification and 

have the authority to collect and examine digital evidence, and work in public and private 

laboratories which were established to provide digital forensic services in Turkey. The 

population in this study is known, in short, as Digital Evidence Examiners (DEEs). DEEs include 

all examiners who collect and examine digital evidence, not only from computers, but also from 

other physical digital items. While computer examiners specifically specialize on evidence 

collected from computers, in digital forensic laboratories, other digital devices, beside 

computers, such as GPS devices, flash memories, and cell-phones are examined. 

To describe the population and their work environment, instead of using the terms 

“computer evidence,” “computer forensics” and “computer examiner,” the terms ”digital 

evidence,” “digital forensics” and “digital evidence examiner” are used. Digital forensics, digital 
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evidence, and digital evidence examiner are broader terms than computer forensics, computer 

evidence and computer examiners, respectively. 

Sampling techniques were chosen according to the purpose of the study. Probability 

samples were not appropriate or even possible for all studies, because the researcher did not 

intend to generalize the relationships between dependent and independent variables beyond 

the sample to a larger population. Instead, the researcher intended to understand the 

information-seeking behavior of DEEs and build a foundation for further studies. This is why 

non-probability samples were appropriate in the current study (Sullivan, 2001).  

Although non-probability samples are helpful in some research situations like the 

current one, an important limitation of non-probability samples is that researchers cannot 

assert that their results are representative of a certain proportion of the population. A second 

important limitation of non-probability sampling is that sampling errors cannot be known, 

because it is impossible to apply the techniques used to estimate sample size to non-probability 

sampling (Sullivan, 2001).  

In this research, availability sampling which is a type of a non-probability sampling was 

used. Availability sampling refers to targeting the samples which are available to the 

researcher. This type of sampling is appropriate and widely used in research in which the 

researcher cannot develop a complete sampling frame. As mentioned above, it is not possible 

for the researcher to know how many digital examiners and digital forensics laboratories exist 

in Turkey, since there are many public and private laboratories. In addition, time and financial 

constraints make availability sampling suitable for this research (Sullivan, 2001). 
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Subjects were recruited from two different digital forensic laboratories that 

organizationally operate under the administration of the Turkish National Police, and 

permission was obtained from the Turkish National Police to conduct this study. An invitation 

email was sent to all digital evidence examiners working in those two laboratories, in which 

they were asked if they would like to participate in this study. The interview instrument and 

consent notice were sent to them as attachments to the invitation email. Examiners were asked 

to read the interview instrument and consent notice, and to respond by email, if they agreed to 

participate. Otherwise, they were not asked to take action.  A total of 10 examiners responded 

to the email. The researcher interviewed the examiners who agreed to participate in the study 

over the telephone, and the associated expenses were paid by the researcher himself. 

 

Data Collection 

 In this study, the interview technique was used to collect data. Interviewing is a 

commonly used method in qualitative research. An interview refers to oral communication that 

takes place between an interviewer and a respondent; the interviewer asks questions which are 

structured to some extent, and the respondent answers the questions or makes comments 

about the questions. The answers and comments of the respondent are recorded - usually 

audio taped - during the interview upon the approval of the respondent. If the respondent 

doesn’t agree to be audio-taped, then the interviewer will use a note-taking technique 

(Sullivan, 2001). 

Interviews provide several advantages. Interviewing gives the researcher the flexibility 

needed for an in-depth understanding of a phenomenon. In addition, in-depth interviews are 
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usually unstructured, meaning that questions are not constructed before the interview.  The 

interview starts with a broad, open-ended question, and, then, as the conversation continues, 

the interviewer asks other open-ended questions based on answers he/she gets from the 

respondent (Sullivan, 2001). In this study, the researcher used a semi-structured time-line 

interview instrument. 

 

Time-Line Interviews 

In the current study, a specific type of interviewing was utilized. It is known as micro-

moment time-line interviewing, which was developed by Dervin (1992, 1999). This interview 

method was used to investigate the micro-level information-seeking behavior of the 

respondent. In-depth open-ended questions were asked during the interview, and the 

interviewer could change the wording of a question or ask more detailed questions, according 

to the development of the conversation. In time-line interviews, the possible information 

sources used by the respondent were not mentioned initially by the interviewer. Instead, the 

respondent was free to mention and talk about any information source that he/she used. The 

aim of the interview was to understand the reasons for the respondent’s behavior, as it related 

to information seeking and use (Barry & Schamber, 1998).      

In the time-line interviewing technique, the interviewer asks the respondent to recall a 

critical, important or influential situation. Then, the interviewer asks the respondent to tell 

him/her what happened initially. The interviewer continues by asking about the next sequence 

of events. The interview ends after the interviewer asks the respondent about the situation, 

gaps, bridges and outcomes in each time-line incident (Dervin, 1983, 1992; Schamber, 2000). In 
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this study, the researcher began time-line interviews by asking about a particular situation, 

which was a digital evidence investigation. The interviewer (also the researcher) then asked 

questions about gaps (also called information need), bridges (one example could be an 

information source), and outcome (the success of the information-seeking efforts and the 

perceived satisfaction level with the information sources).     

 

Interview Instrument  

The interview instrument used in the current study was adapted from the study of Wai-

Yi (2002) and is given in Appendix B. Wai-Yi used sense-making to examine information seeking 

and use in the workplace.  

The adapted interview questionnaire is composed of two parts. The purpose of the first 

part of the interview questionnaire was to conduct time-line interviews and collect data about 

work roles, tasks, and information needs of digital evidence examiners. The second part aimed 

to obtain data about information sources used by digital evidence examiners.  

In the time-line interviews, the steps of the digital forensic process were operationalized 

as: collection, examination, analysis, and reporting. The interviewer asked questions about the 

information behavior of participants in each step of the process. These steps were called time-

line events. The purpose of the questions asked in the second part of the interview was to find 

out which information sources digital evidence examiners use, and what characteristics of 

information sources affect their source selection to achieve their task goals that they describe 

in the first part of the interview.  
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The adapted interview instrument used in this study is presented in Appendix A. A brief 

explanation of the interview instrument is provided as an introduction. The researcher, first, 

asked if the respondents had read the consent form. Then, the researcher began the interview, 

after the interviewee said that he had read the consent form. The researcher made certain 

necessary changes while adapting the actual interview instrument to the context of digital 

forensics. For example, the researcher replaced “an engineer (or an auditor or an architect)” 

with “a digital evidence examiner (or a computer examiner)” in the first question. In the second 

question, the word “job” was replaced with “task” and “in your workplace” was omitted. No 

changes were made to the third question. In the fourth question, again, the word “job” was 

replaced with the word “task” and the steps of the digital forensic process were listed according 

to the categorization of Kent et al. (2006) 

In the questions regarding information needs, used sources and outcomes in each step, 

the present tense of the questions was replaced with past tense.    

    

Administering Interviews 

A Nokia 5800 model cell phone was used during the interviews, and the voice recording 

feature of the cell phone was very helpful. The researcher interviewed the 10 participants over 

the phone. In order to reduce expenses, the researcher called land lines when possible, by using 

a calling card that was not charged for calls to landlines in Turkey. The researcher recorded the 

interviews on the phone to prevent data loss. First, the participants were asked if they had read 

the consent notice, then a short explanation about the interview instrument was given before 
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starting the interviews. All participants agreed to be audio-recorded, and all interviews were 

audio-recorded. 

The average length of an interview was 30 minutes. The first five interviews took 

approximately 45 minutes, while the other five interviews took about 25 minutes. It was really 

interesting that the first half of the interviewees appeared to be more comfortable than the 

second half. The first half did not hesitate much in talking about their jobs. However, the other 

half of the interviewees were not comfortable; the answers they gave were usually short. The 

researcher, then, tried to explain that there is no right or wrong answer about what sources 

they use, and that he was mostly focusing on their information needs.   

Another thing that may have caused this situation is that the second half of the 

interviewees were not ranked as examiners. Nor were they in supervisory positions. Perhaps, 

they didn’t feel secure enough to talk about the details of their tasks. Talking over the phone 

was a disadvantage for the researcher in this aspect. Examiner F didn’t even want to answer the 

questions in the first part of the interview, and said that he could not give detailed information 

about the cases he processed. In fact, the interview instrument didn’t ask for any detailed or 

identifying information about the specific cases that they remembered best. However, the 

perceptions of “detail” and “the secrecy of investigation in criminal cases” varies from one 

person to another, and the researcher didn’t force any of the interviewees to give answers to 

the questions.     

The researcher sometimes explained the questions by giving examples when needed. 

During some interviews, the researcher noticed that it was very difficult indeed to keep people 

focused on the question currently being asked. Interviewees sometimes answered other 
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questions before the researcher had even asked them. If a question had already been 

answered, then the researcher skipped the question.  

The interviews were conducted in a natural manner. Since there is an eight hour time 

difference between the U.S. and Turkey, some interviews were made in the very early morning 

hours (e.g., 2a.m.). All respondents were cooperative for the most part and answered all 

questions, except for Examiner F. While interviewing Interviewee D, the line dropped three 

times because of low signal strength on the interviewee’s phone, and the researcher reminded 

Interviewee D where the conversation had stopped each time the connection was 

reestablished. This is another disadvantage of telephone interviews.    

 

Data Analysis Procedure: Qualitative Content Analysis 

Researchers in the field of information and library science (ILS) have been using the 

method of content analysis as an analytical tool in many different research designs.  Content 

analysis has been used both in quantitative and qualitative research. Content analysis has been 

defined as: 

A research technique for making replicative and valid inferences from data to their 

context (Krippendorff, 1980, p. 21).  

 

A research method that uses a set of procedures to make valid inferences from text 

(Weber, 1990). 

  

An approach of empirical, methodological controlled analysis of texts within their 

context of communication, following content analytic rules and step by step models, 

without rash quantification (Mayring, 2000, p. 2). 

 

Any qualitative data reduction and sense-making effort that takes a volume of 

qualitative material and attempts to identify core consistencies and meanings (Patton, 

2002, p. 453). 
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A research method for the subjective interpretation of the content of text data through 

the systematic classification process of coding and identifying themes or patterns (Hsieh 

& Shannon, 2005, p. 1278). 

 

These definitions show that content analysis is more than just counting words. Content 

analysis is also used to discover themes, ideas, meaning, and emotions in a specific text. The 

definitions address two important characteristics of content analysis as applied to qualitative 

research: (1) content analysis lets researchers understand a phenomenon subjectively and (2) 

the method of content analysis provides a scientific way to make subjective inferences. 

 

Qualitative vs. Quantitative Content Analysis 

Berg (2001) listed four ways that qualitative content analysis differs from quantitative 

content analysis.  

• Research areas in which they are used: First, quantitative content analysis has been 

widely applied in mass communication. On the other hand, qualitative content analysis is 

especially useful in exploring the meanings within text, and is often applied in anthropology, 

qualitative sociology, and psychology.  

• Inductive vs. deductive: Second, quantitative content analysis is mostly deductive in 

nature, whereas qualitative content analysis is mostly inductive. Deductive processes of 

analysis are theory driven. In quantitative content analysis, the goal of the researcher is to test 

hypotheses or expand on previous empirical research. In contrast, in qualitative content 

analysis, the researcher utilizes a ground theory approach to some extent. The core of 

qualitative content analysis involves the compression and reduction of raw data into themes 

and categories by utilizing valid interpretation and inferences. This is a form of inductive 
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reasoning by which themes and main categories arise from raw data. However, deductive 

reasoning has also been used in qualitative content analysis. Researchers may also use variables 

and concepts defined in previous research in their own qualitative analysis (Berg, 2001).  

Hsieh and Shannon (2005) examined three different types of qualitative content analysis 

in terms of the involvement of deductive reasoning. In conventional qualitative content 

analysis, researchers use only inductive reasoning to ground theories. However, in directed 

content analysis, the researcher initially begins coding with a theory. Later on, the researcher 

adds new themes and concepts to existing ones as he/she makes valid inferences. In the third 

one, summative content analysis, words are initially counted, and then, latent meanings are 

included. 

Based on these definitions, the current study can be considered as a directed content 

analysis. The researcher first used concepts developed by previous studies. The raw data was, 

first, coded based on the findings of previous empirical studies. The extent to which a 

researcher uses deductive reasoning depends on the scope of the research question. In the 

following section, in which the process of content analysis is discussed, the researcher 

addresses the theories and concepts utilized to perform coding. Whenever, the researcher and 

two other coders identified a new theme or concept, it was added to the existing coding 

scheme.  

• Sampling techniques: Sampling techniques differ in quantitative and qualitative 

content analysis. Probabilistic sampling techniques should be used in quantitative content 

analysis to maintain the validity of statistical evaluations. Random sampling is mostly used in 

quantitative content analysis. On the other hand, non-probabilistic sampling techniques are 
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used in qualitative content analysis, and the sample size is usually small. Availability and 

snowball sampling techniques are mostly used in qualitative content analysis.  

• Products of analyses: The main product of quantitative content analysis is the 

production of numbers. In qualitative content analysis, the researcher produces descriptions or 

categories. Weber (1990) criticized quantitative content analysis, noting that it does not 

address semantic and syntactical information within text. He emphasized that the best 

approach in content analysis is to combine quantitative and qualitative methods in one 

research design. 

 

Reliability and Validity in Content Analysis 

 The purpose of the qualitative method is to understand phenomena occurring in specific 

situations. This is the reason for applying a naturalistic approach to qualitative research as 

opposed to the logical positive approach used in quantitative research. Observations and 

interviews are often used in the naturalistic - qualitative - research. On the other hand, surveys 

are more often utilized in logistic positive - quantitative - research. However, researchers must 

show that their testing methods and findings are accurate and credible. In the quantitative 

approach, the researcher must maintain reliability and validity.  

Reliability refers to: 

The extent to which results are consistent over time and an accurate representation of 

the total population under study is referred to as reliability and if the results of a study 

can be reproduced under a similar methodology, then the research instrument is 

considered to be reliable. (Joppe, 2000, p. 1) 

 

 Validity refers to: 

Validity determines whether the research truly measures that which it was intended to 
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measure or how truthful the research results are. In other words, does the research 

instrument allow you to hit "the bull’s eye" of your research object? Researchers 

generally determine validity by asking a series of questions, and will often look for the 

answers in the research of others. (Joppe, 2000, p. 1)       

Stenbacka (2001) stated that “the concept of reliability is even misleading in qualitative 

research. If a qualitative study is discussed with reliability as a criterion, the consequence is 

rather that the study is no good” (p. 552). Lincoln and Guba (1985, p. 290) asked the question, 

“How can an inquirer persuade his or her audiences that the research findings of an inquiry are 

worth paying attention to?" At this point, the quality of the study arises as an issue of concern 

for researchers. Eisner (1991) simply asserted that a good study helps people understand a 

confusing and complex issue. However, it is not easy to judge how good a study really is. The 

concepts of reliability and validity seem to be more complex to explain, demonstrate and test in 

a qualitative versus a quantitative paradigm. The reason is that the literature provides many 

different approaches to validity and reliability in a qualitative paradigm.  To show that their 

study is reliable and valid, researchers utilizing a qualitative approach need to demonstrate that 

their studies meet certain criterion such as: 

• Credibility, neutrality or confirmability, consistency or dependability, 

applicability or transferability, and inquiry audit (Lincoln & Guba, 1985). 

• Quality, rigor and trustworthiness (Davies & Dodd, 2002; Golafshani, 2003; 

Lincoln & Guba, 1985; Seale, 1999) 

• Generalizability (Patton, 2001) 

It is obvious that there is no consensus about the concepts that could be substituted for 

reliability and validity in the qualitative paradigm. Golafshani (2003) emphasized that the 

abovementioned criterion should be redefined for the qualitative paradigm. 
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It is very difficult to formulate universal definitions and to make distinctions among the 

abovementioned criteria. It appears that the criteria are overlapping; that quality encompasses 

all the other criteria, and trustworthiness encompasses credibility and consistency. The reliability 

and validity of the study also impact the generalizability.  For this reason, the researcher must, 

first, identify the procedures he followed to ensure reliability and validity in the current study. 

Then, he must indicate what criteria should be applied to the procedures he followed.  

 

Pilot Study 

As a pilot study, the researcher interviewed an examiner who is not one of the 10 

respondents. The researcher investigated whether an interview instrument is useful, 

understandable and appropriate in this research context. In the pilot study, the researcher 

confirmed that examiners in Turkey also follow the four steps of the digital evidence 

examination process, as utilized in the interview instrument. The only difference was that 

examiners in Turkey usually don’t collect evidence, such as digital devices and digital media, 

from crime scenes. They mostly work on digital devices and media previously collected from 

crime scenes and delivered to their laboratory by other units. The researcher benefited from 

the time-line interview technique in regard to this point; he didn’t ask questions about the 

steps that respondents didn’t participate in. 

The researcher also discussed the interview questions with the interviewee in the pilot 

study. The pilot interviewee didn’t make any recommendations, except for mentioning that 

they do not perform the evidence collection task. Therefore, the researcher did not make any 

changes to the interview instrument after the pilot study. The interview instrument was useful 
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and the structure of the interview was helpful in collecting and analyzing the data. The pilot 

study demonstrated that this study meets the criteria of confirmability and consistency. 

 

Reliability of Recording, Transcribing and Translating Interviews  

 The researcher made audio recordings of telephone interviews and transcribed the 

interviews manually, by himself. After transcription, the researcher emailed the interview texts 

to the interviewees to get their confirmation of the content. None of the interviewees 

requested changes to the content of the interview texts. This indicates that the transcriptions 

of the interviews in Turkish were confirmed by the interviewees. The translation of the 

transcribed text was done by the researcher, and double checked, later on, by three other 

graduate students whose native language is Turkish.  

The researcher was sufficiently skilled in translating the interviews from Turkish to 

English. He began learning English when he first started high school, and in his first year of 

Police College (which is actually a formal high school), he attended classes in English for one 

academic year. He received 28 hours of English instruction a week for one complete academic 

year and continued studying English during his higher-level education. The researcher 

graduated from the Intensive English Language Institute at the University of North Texas and 

earned his master’s degree from the Criminal Justice Department at Eastern Kentucky 

University. In addition, upon completion of this study, he will have earned his doctoral degree 

in the U.S. However, in order to prevent data loss during the translation from Turkish to English, 

he enlisted three other graduate students to help him. These graduate students are also native 

speakers of Turkish. They are not only speakers of both Turkish and English, but are also 
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familiar with the literature of information science and criminal justice, which made their 

training easier. The three graduate students compared their translations before starting the 

independent coding process. Necessary corrections were made to the translations until all 

interpreters were unanimous in their agreement.  

Audio recordings, transcribed interview texts, and translations were provided in digital 

format on a CD for audit purposes. The CD is protected by software against the making of illegal 

copies and will be kept in a secure box for three years. At the end of three years, the CD will be 

destroyed.  The processes of recording, transcribing and translating met the criteria of 

confirmability, consistency, auditability, and trustworthiness.  

 

Intercoder Reliability 

Intercoder reliability refers to the extent to which coders are agreed upon variables and 

themes in raw data. Weber (1990) stated that "to make valid inferences from the text, it is 

important that the classification procedure be reliable in the sense of being consistent: 

Different people should code the same text in the same way" (p. 12). Weber further noted 

"reliability problems usually grow out of the ambiguity of word meanings, category definitions, 

or other coding rules" (p. 15). In this study, intercoder reliability was maintained by recruiting 

three more coders in addition to the researcher. This ensured that each interview text was 

coded by someone other than the researcher.  The average agreement between coders was 90 

percent. The coding process is described in the following section entitled, The Process of 

Qualitative Content Analysis. Having a 90 percent agreement between coders demonstrates 

that this study met the criteria of quality and dependability.  
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Generalizability 

Generalizability is also known as external validity (Neuendorf, 2002); it refers to the 

extent to which the findings of the study are valid for the rest of the population. 

Generalizability is a common method used to test the validity of quantitative research. 

However, Patton (2002) noted that the use of generalizability as tool to test the validity of 

qualitative research depends on the case under study. In this study, the researcher did not 

intend to attain generalizability. Instead, the researcher intended to identify the variables that 

influence the information behavior of digital evidence examiners, so that those variables can be 

used in future quantitative studies using larger sample sizes. The researcher established the 

criteria of trustworthiness and reliability.  

 

The Process of Qualitative Content Analysis 

Step 1: Preparing the Data 

The researcher collected data by applying an interview technique. The data were first 

completely transcribed, or transformed, into written text. Since the data were in Turkish, the 

researcher translated the Turkish text into English. Then, the translated text was examined by 

another person who was qualified in Turkish and English. Although content analysis of the text 

in Turkish would be easier for the researcher, the researcher conducted his analyses on the 

translated text in order to maintain trustworthiness, credibility, confirmability, auditability, and 

transferability.     
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Step 2: Defining the Unit of Analysis 

Weber (1990) emphasized that defining the unit of analysis is the most important step 

in content analysis. In this study, the unit of analysis was the individual themes. An individual 

theme refers to the manifestation of an idea (Minichiello, Aroni, Timewell, & Alexander 1990). 

Identified themes were transformed into codes after categorizing the themes, and, later on, an 

acceptable agreement percentage between coders in further stages of content analysis was 

established. Since a theme refers to an idea, themes can be expressed at different levels. 

Sometimes, a theme may be identified by only one word, because that word indicates a 

characteristic. Sometimes, a paragraph or whole document is necessary to depict a single 

theme. For this reason, the researcher identified themes in single words as well as in multiple 

words in larger structures of text.     

 

Step 3: Identifying Themes 

The researcher realized that interview data is, in fact, very difficult to analyze because 

during interviews, people usually don’t pay attention to the organization of ideas as they speak; 

there is a lot of free-flow conversation and replication of ideas. In addition, interviewees 

change the topic very quickly while talking; they start one sentence and then stop in the middle 

of it. Then, they start talking about another related subject. The researcher also noticed that 

professionals tend to speak about how they perform their duties, rather than talking about the 

information sources they use and their information needs. 

The researcher started identifying themes by creating tables for each interview, as 

illustrated in Appendix E. These tables consist of two columns: the Turkish text of the interview 
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was placed in left column, while the English translation of the text was put in the right. In this 

way, coders were able to establish whether the English text provided the same meaning as the 

Turkish text. Then, the researcher used the feature of “add comment” of MSOffice Word to 

annotate the identified themes. After finishing the annotations, the researcher developed an 

initial coding scheme. Since the interview instrument was structured according to the research 

questions, identifying themes was relatively easy compared to the case of using an 

unstructured interview instrument.  

 

Step 4: Developing Categories and a Coding Scheme 

The researcher began creating categories for a coding scheme on the basis of previous 

studies, such as the general model of information seeking of professionals (Leckie et al., 1996) 

and the task-based information seeking model (Byström, & Järvelin, 1995).  

A numbering system is then applied to the coding scheme, where numerical digits 

represent different levels of the themes. For example, the themes listed under 1.x. are related 

to research question one which addresses the circumstances leading digital evidence examiners 

to seek information. The digit that follows the first digit distinguishes themes under a general 

category (see Appendix C). Table 2 shows the general categories as adapted from previous 

models. The coding scheme and manual is provided, along with a unique numeric identifier and 

code assigned to each individual theme, in Appendix C.   
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Table 2 

General Categories Derived from Previous Studies 

Number Research question General 

Category  

Definitions  

1 RQ1:What circumstances lead DEEs to 

seek information in their professional 

lives? 

Context Any situation in which a digital 

evidence examiner feels the need 

for job-related information.      

2 RQ2: What are the information sources 

used by DEEs in their work? 

Sources 

 

Any type of information source 

from which DEEs obtain job-related 

information  

3 RQ3: What characteristics influence 

information source selection and 

information use by DEEs? 

Factors Any variable that seems to have an 

influence on the information 

source selection and use by the 

digital evidence examiner 

4 RQ4: What are the obstacles DEEs face 

while seeking job-related information? 

Obstacles Any challenge or difficulty 

mentioned by the interviewee 

while searching for job-related 

information 

 

 

Step 5: Coding Scheme Refinement 

As mentioned above, the researcher applied directed qualitative content analysis in this 

study. The researcher developed this study using two previously developed models: The 

general model of information seeking of professionals (Leckie et al. in 1996) and the task-based 

information seeking model (Byström, & Järvelin, 1995). An initial list of categories was 

generated from these models. In fact, the research questions were also derived from these 

models, and the interview instrument was designed according to the research questions. The 

coding categories were modified when a new category emerged (Miles & Huberman, 1994). 

 

Step 5: Assessing Coding Consistency 

The researcher ensured the consistency of coding by developing a coding manual. In the 
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coding manual, the researcher listed category names and definitions or rules to assign codes 

(Weber, 1990). The researcher trained three other coders in regard to the scope of the study, 

the nature of content analysis, how to identify themes, how to create a coding scheme, and the 

variables presented in prior research. The researcher asked coders to code randomly assigned 

interview texts according to the coding scheme.  

The researcher maintained intracoder reliability by examining the coding manual several 

times during the analysis. After the coding manual was completed by the researcher, other 

coders began coding the text independently. The intercoder reliability was ensured in this way. 

The percentage of agreement between coders was 90. The process of content analysis was 

completed manually in this study. 
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CHAPTER 4 

FINDINGS AND DISCUSSION 

Introduction 

In the literature of information science, there are three major conceptual frameworks: 

cognitive, social and multifaceted (Pettigrew et al., 2001). In the cognitive approach, 

researchers focus on the individual’s attributes. Studies of the cognitive approach examine how 

a person applies his/her own world view to the practices of information behavior. An important 

research question raised by this approach is: Why does a person think or behave in a certain 

way in seeking and using information? Context in the cognitive approach is just the setting in 

which the information behavior of an individual is studied (Pettigrew et al., 2001).  

On the other hand, researchers applying the social approach study the information 

behavior that does not fit within cognitive frameworks. In the social approach, context is an 

important factor in shaping an individual’s and organization’s information behavior. Another 

approach is the multifaceted, which focuses on the interaction/multi-directional relationships 

among individual(s), context, and organizations. This approach states that due to the 

complexity of human behavior, the cognitive or social approach, alone, is not sufficient to 

explain human information behavior (Pettigrew et al., 2001). A society is the larger context in 

which people live. As big changes occur in this context, individuals and institutions adapt 

themselves accordingly. Since enormous changes have been occurring at the intersection of the 

online and offline worlds in society, it is obvious that “information behavior” should be studied 

from a multifaceted perspective.  

Courtright (2007) provided very good illustrations of the contextual factors shaping 
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information practices. She presented the similarities in contextual factors in everyday-life and 

workplace settings and listed those factors as: rules and resources, culture, social networks, 

social norms, collaborative requirements in the workplace, task or problem situations, and the 

work domain versus human activity.  

The researcher utilized a multifaceted approach in this study, by studying the 

interaction/multi-directional relationships among individual(s), context, and organization. After 

asking the first, second and fourth research questions, social aspects of the information 

behavior of DEEs were addressed by focusing on work life as a context. With the third research 

question, the cognitive approach was utilized by studying individual information practices and 

perceptions. However, it was very difficult to separate those dimensions from each other 

because their borders are blurred. In the following sections, the findings regarding the social 

and cognitive dimensions of information behavior of digital evidence examiners (DEEs) are 

discussed.  

 

Interviewee Demographics 

All participants were male. The participants worked in either of two different 

laboratories located in the capital city of Turkey. The ages of the interviewees varied from 30 to 

40. 

 

Digital Forensics in Turkey 

 In Turkey, public and private, and local and regional digital forensic laboratories of 

different sizes provide digital forensic services at different levels of professionalism. There are 
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three main public institutions that perform digital evidence examinations in Turkey: Criminal 

Police Laboratories, Gendarme Criminal Laboratories, and the Scientific and Technological 

Research Council of Turkey (TÜBİTAK).  

In addition to the main regional criminal laboratory located in Ankara, the TNP oversees 

other digital forensic laboratories that specialize in digital evidence obtained during 

investigations of certain types of crimes, such as terrorism and organized crime. Those 

laboratories are mostly local.  

The interviews and websites of laboratories show that digital forensic services in Turkey 

started in 2002. It is impossible for the researcher to know the number of examiners in Turkey, 

or particularly in TNP, because several departments have digital evidence laboratories of 

different sizes that process particular types of physical items or digital objects. The interview 

participants stated that digital forensic laboratories have the same quality as labs in the U.S. 

and Europe. They often mentioned that they stay up-to-date with new developments in the 

field and also stated that forensic kits and tools are updated and upgraded on a regular basis.    

 

Research Question 1: Context and Information Needs 

The first research question in this study is: What circumstances lead DEEs to seek 

information in their professional lives? The goal of this question is to gain an understanding of 

the relationships between the characteristics of work, roles, tasks and sub-tasks of the 

examination process and information needs of DEEs. It is a consistent finding that information 

needs trigger information seeking, and the characteristics of the information needs of 
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professionals depend on the characteristics of their work, roles, tasks, and sub-tasks (Byström, 

& Järvelin, 1995; Leckie et al., 1996). 

The researcher asked the following questions to learn about the characteristics of DEE’s 

work: 

1. Please describe your work as a digital evidence examiner (or a computer examiner). 

2. Please describe a case that you have completed and that was important or 

challenging for you. 

3. What was the objective of achieving that task? 

4. Please tell me which steps you needed to go through to complete that case. 

 

Work as a General Context  

The interviewees’ answers to Question 1 are listed in Table 3. The interviewees’ answers 

provided some noteworthy points. Interviewee A mentioned a specific authority, which was the 

Office of the Prosecutor sending the evidence. In the criminal justice system in Turkey, 

prosecutors supervise criminal investigations. In the absence of informing prosecutors or 

without getting their approval, the police take no action. One way of initiating a digital evidence 

examination is for the prosecutor responsible for the investigation of a criminal case to request 

an examination of digital media. Interviewee B pointed out that his laboratory mostly handles 

digital evidence collected in organized crime cases.  Interviewee C touched upon a problematic 

side of digital evidence examination: offenders usually try to hide, delete or encrypt digital data 

that can be considered as evidence in the crime they are committing. 
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Interviewee D said that digital evidence examination starts after the crime is committed 

and the evidence collection stage is completed. He also mentioned that the field known as 

“computer crimes” in the U.S. is called “informatics crimes” in Turkey. He explained that there 

are different types of crimes under the heading of informatics crimes, and emphasized that 

what they do is not to directly prevent computer crimes. In fact, they examine digital evidence 

collected during the investigation of different types of computer crime cases, such as white-

collar crimes and internet [cyber] crimes.  

Interviewee E clearly pointed out the three stages of digital evidence examination: 

examination, analysis and reporting of findings. Interviewee F emphasized that DEEs follow 

certain procedures in digital evidence collection and examination.  Interviewee G brought a 

different perspective to the responses by noting that DEEs conduct examinations on the basis 

of information they received about the case from the party submitting the evidence. That is to 

say, the more information they get about the case, the more successful they will be in their 

examinations. Interviewee I pointed out that they operate within the confines of the legal 

platform, noting that they determine whether the evidence is collected legally. There are 

certain procedures they have to follow in order to protect the integrity of the evidence during 

examination and analysis.   

Only Interviewee J noted that he collects digital evidence from a crime scene. He 

especially emphasized that digital evidence examination was conducted by applying 

appropriate techniques and using special tools and kits according to the circumstances of the 

investigation. 
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Table 3  

 

Answers to Interview Question 1 

 

ID Comment 

A What we do in general is to determine if the digital materials we receive, such as CDs, DVDs, flash 

drives, cell phones and memory contain particular points asked by prosecutors, and to send our 

expertise report to the office requesting examination.  

B Our work is more pertinent to organized crimes. The function of our unit is to examine, analyze, 

and report digital evidence collected and delivered after conducted operations by narcotic, 

financial, informatics, and organized crime departments existing in Turkey. Eventually, we forward 

the case to the criminal justice system.  

C What I do as a professional investigating digital evidence is to discover the evidence relevant to the 

case in hand in the computers and other related parts such as hard drives, floppy discs, CDs, and 

DVDs collected from crime scenes. That evidence could be hidden, encrypted or purposely 

protected. Our goal is to reveal those and present them to the court.     

D There are a number investigation methods in this field called informatics crimes. One side of the 

phenomenon is Internet crimes; The other side of it is digital evidence examination. There are 

crimes committed real-time. There are financial crimes as another aspect. We search for digital 

evidence in digital materials collected after the crime was committed, and in other digital media 

allegedly containing information relevant to the crime. 

E We examine the materials collected from the crime scene. The materials which are capable of 

storing digital data could be potential evidence for the ongoing investigation. We try to get 

evidence from them [digital materials], and we report our findings about those [digital materials]. 

F We primarily discover particular points related to the investigation on digital materials obtained by 

law enforcement agencies as a result of their operations. They obtain digital media by applying the 

appropriate procedure.  

G To examine and analyze digital materials according to the provided information about the case, 

and to report findings as written documents.  

H Our laboratory is a regional center serving other agencies located in surrounding cities. We conduct 

examinations on the digital evidence sent by associated departments according to their requests.  

We also conduct investigations in our city since we are already involved in local investigations. 

I As digital media examiners, we determine whether the digital media to be examined is obtained 

legally. We protect legally obtained digital media to prevent loss of data, and we copy an image of 

the drive. We always work on the image of the drive, not on the actual original drive.   

J Our job is to examine - according to attributes of the crime - any kind of digital media (hard drives, 

USB memories, CDs, DVDs, digital cameras, radio cassettes, memory cards) which were used in 

crime, or could be helpful to solve the case. If we find evidence which is not pertinent to the case 

but still has a value as an element of a crime, we, then, inform responsible parties of law 

enforcement departments. We can shortly describe our work as: to examine digital media and 

report our findings. According to the circumstances during the investigation, we can take images of 

drives at the crime scene by using appropriate techniques and tools, and, then, perform a detailed 

analysis in the laboratory. 

  

In short, digital evidence examiners rarely collect digital evidence from crime scenes, 

but mostly examine and analyze digital media delivered to them, and report their findings 
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about the digital evidence in those digital media according to legal regulations, by applying 

certain techniques and using special hardware and software determined by the type of crime 

and digital media. As can be seen in their job description, the work environment of digital 

evidence examiners shapes their information behavior. Legal regulation and responsibilities, 

technical differences in the digital devices, and the variable nature of different types of crimes 

forces DEEs to act according to the context. 

The examiners described their work in a similar way. The most common themes 

regarding their work, in the most general context, are as follows: 

• They examine digital media submitted by other units investigating criminal cases.  

• After that, they analyze the data extracted or retrieved during the examination 

stage. 

Finally, they write a report presenting their findings. In the report, the examiners 

answer the questions asked by the evidence-submitting party.  

 

Work Roles  

Another part of the context shaping the information behavior of DEEs is their role, or job 

position, in their work life. Although the interviewees didn’t directly provide their job positions, 

they provided enough data for the researcher to determine their classification. The first role 

they may play can be called an “Examiner.” As seen in Table 3, all participants listed “examiner” 

as the main role they play. In one of the laboratories, the examiners were divided into two 

groups: experts and assistants. Assistants begin the examination after receiving basic 

mandatory training, and each assistant reports to an expert. The expert reviews his work and 

approves it. After working for a while and getting sufficient training and experience on the job, 
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assistants become eligible to take an exam to become an expert.  In the other laboratory, there 

was no comparable formal classification. However, the examiners know who is more 

experienced, and the more experienced ones are considered as experts, informally, in the 

second lab.  

The role an examiner plays in the work environment is one of the factors affecting what 

type of information that the examiner searches for in their work life. The examiners said that 

they look at technical magazines to follow newly developed hardware and software. All 

examiners play the role of marketing personnel to some extent; they participate in the process 

of buying new tools and upgrading or updating those tools, by indicating what they need or 

deciding what to buy.  The data from the interviews revealed that all examiners search for 

information about new hardware and software in certain information sources, such as technical 

magazines and conferences. They want to buy the newest, most developed product on the 

market because their main motivation is to perform successful examinations, and they want to 

follow the trends of the market. Certain types of information sources provide certain types of 

information; for example, several participants said that they used the Internet and technical 

journals to follow new developments in technology and digital forensics.  An important finding 

in the study by Leckie et al. (1996) was that the role professionals play in the work environment 

determines the type of information DEEs need. Eventually, that will affect the decisions of 

professionals with respect to the information source used to find necessary information. It 

seems that that is also the case for DEEs.  As seen in Table 4, experts are expected to play 

certain roles, such as instructing other assistants, researching newly developed techniques, and 

addressing issues raised by assistants.  
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Table 4   

Categories of Described Work Roles 

Work role Comment 

Researcher, Expert, A: It is important to ask an expert in regard to getting the information we seek. If 

he doesn’t know the topic, he will say that he will search for information. In fact, 

searching, looking for the unknown in books, the Internet, forums, and conferences 

is considered his responsibility. The expert doesn’t carry out a digital evidence 

examination. He doesn’t handle a hard drive and take its image. He only answers 

assistants’ questions. If there is something he doesn’t know, he should educate 

himself. 

Assistant  A: Working as an assistant, I first asked the expert I am responsible to (among us, 

jobs are usually done in a master-apprentice system). 

Mentor (instructor) A: We mostly educate ourselves by asking the expert. There is a master/apprentice 

system here between the expert and other assistants. However, the expert still has 

to educate himself because that is his main responsibility.  

Marketing Personnel B: We keep up with the software and hardware existing in the market. We buy up-

to-date, commonly-used software. We use up-to-date software. The software we 

use in our laboratory is the same software used in the U.S. and Europe.   

 

D: with regard to digital evidence examination, the most important thing for us is 

the software and hardware we have. When we I say ‘hardware’, I refer to 

computers of which our technological capacity is very rich. The computers or other 

digital media sent to us to be examined are seized from people who intimately 

follow the technology. So, we always have to have hardware with high capacity and 

that is up-to-date. Beyond all this, new versions of software with regard to digital 

data investigation are frequently being produced in the market. New features are 

added into new versions that make it a more powerful tool. 

Digital Evidence Examiner See Table 1 

 

 

 

Specific Tasks and Information Needs  

  Byström (2007) listed a number of contemporary information studies in which the 

concept of task provides a framework. Many widely known models explain information seeking 

and information retrieval on the basis of the concept of task. As discussed earlier in the 

literature review, the model of information behavior of professionals also theorizes the 

information behavior of professionals on the basis of work roles and tasks. In this section, tasks 

of DEEs and associated elements will be discussed in detail. 
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Table 5  

 

List of Assigned General Tasks 

 

ID Type of crime 
Type 

of evidence 
Task Comments 

A NA Hard  

drive 

To conduct the 

necessary 

examination within 

the scope of the 

case 

The thing wanted from us was … there was only information about the type of the 

crime on the letter, and we were asked to conduct the necessary examination with 

regard to the type of crime. That was a challenging job because there was no specific 

information. At the beginning, we had no idea about what and where to look for it. 

B Organized crime, 

identity theft 

Digital 

cameras, flash 

discs, 

computers, 

CDs, DVDs, 

To examine 

password 

protected digital 

media and log 

registries on 

Internet servers 

In that case, lots of digital media were delivered to our laboratory. There were 

different kinds of digital media. Digital cameras, hard drives, flash discs. Digital media 

belonging to nearly 50 people were delivered. When you consider all computers, 

digital devices, CDs, DVDs used by those people, you can imagine how difficult that job 

was. 

C Cybercrime Hard drives To investigate an 

unauthorized 

access to a 

commercial 

database 

That was an online shopping website.  There was an unauthorized access to the 

website. There was somebody who stole credit card information of costumers, and 

was planning to use that information to purchase things. Internet security personnel 

had noticed that person before committing the crime. However, since it was subject to 

a criminal trial, the case was sent to us by the court to find out how that person 

attacked the website and to discover digital evidence supporting the case, if there was 

any. 

D Homicide Desktop 

computer 

Investigation of 

desktop computer 

and MSN 

messenger records 

About one or two years ago, in a northern province, a girl and her boyfriend lived 

along with her mother. They planned to kill her mother. When her mother screamed 

on the scene, neighbors call the police. The girl and her lover threw the computer 

through the window into the home garden and tried to escape, when they noticed 

that the police arrived. The police caught them. Police sent the computer to us to see 

if there were important evidence in on this computer. Although the computer was not 

damaged, we couldn’t find anything significant pertinent to the crime in the hard 

drives until we properly analyzed the records of MSN conversations. It is actually easy 

to access and resolve those records if user recorded the conversations on the 

computer. If the person didn’t record with his consent MSN conversations, they are 

are kept as encrypted in the computer. Microsoft itself sets it that way. So it was very 

difficult to access that information. That was our first case of that kind. 

    
(table continues) 
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Table 5 (continues). 

ID Type of crime 
Type 

of evidence 
Task Comments 

E Child 

Pornography 

CD Examination of 

CDs damaged by 

the suspect 

In one case somebody accused of storing child pornography images on CD created deep 

crevices on the CD in order to prevent recovery of those images.  In normal circumstances, 

such damaged CDs are not readable by PCs. We, however, could extract the content of the 

CD by using a device named as "…." which operates based on the grinding method. 

F NA NA NA NA 

G Cybercrime-

malware 

Hard drive To find out if the 

owner of the 

computer used 

the seized 

computer to 

commit crime 

I cannot say that the case was too difficult for me. It was a time consuming a botnet and 

malware analysis job. Since there was an international dimension of crime, it was a very 

important case. We were asked to determine whether the computer was directly used to 

commit crime or it was botnet (slave) computer. 

H Terrorism Hard drive Examination of an 

encrypted hard 

drive 

In a case, a lot of digital evidence were obtained at the end of operations against a terrorist 

organization which has been good at informatics and sent to our office to be examined. 

I NA Hard drives 

and other 

digital medias 

 I do not remember a specific incident, but in general the cases we handle can be categorized 

as follows: 

• Examination of the physically damaged drives that were used by terrorist organization. 

• Extracting the contained images from digital devices like DVR’s hard disk and the 

examination of those digital images in computer environments. 

• Examination of different databases created using encryption software installed on the 

operating system 

• Extracting the content of files and the disks encrypted by users applying different 

encryption algorithms 

• Other than Windows-based operating systems, examination of other operating systems. 

• Detection of steganografic files and extracting the content 

• Removing RAID structured servers separately to bring to our laboratory for examination.  

J Identity theft Hard drive Examination of a 

laptop 

In 2007, in an eastern province, we were watching somebody who had a record of stealing 

other people’s credit card information.  We had already investigated him several times. That 

person was usually accessing the Internet via wireless connections in luxury cafes while 

eating lunch and drinking tea. Based on the information we had about him, we captured 

him, but there was no laptop in his backpack. Since we couldn’t find the laptop, he was free 

was free to go Then, we closely observed him for 2-3 months. We noticed that he was 

ordering somethings by using someone else's credit card. We could get the information 

about the shipment. We got him at the moment the shipping company delivering the 

product to his address.  
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The analysis of the interview texts revealed that the most common task DEEs perform is 

processing digital evidence. However, assigned tasks differ among DEEs with respect to the type 

of crime investigation in which the evidence was collected, type of evidence, specific 

examination requests, and stage of the examination (sub-tasks). Table 5 shows a list of the 

specific tasks assigned to participants, and also shows other characteristics of the tasks, such as 

type of evidence and type of crime 

The researcher found that the variables: type of crime, type of evidence, and sub-tasks 

of digital evidence examination affect information source selection of DEEs to some extent. 

DEEs are usually asked to determine if a digital media contains digital evidence related to an 

alleged crime. To answer this question, DEEs need to know what constitutes this type of crime, 

and what the elements of that crime are. Interviewee A didn’t give information about the type 

of crime he worked on, but he says that:   

The office submitting the case should write what they expect us to do. For example, 

when submitting a case, one says that “please, do necessary examinations to determine 

whether such and such digital media belonging to such and such people contains such 

and such element of such and such crime.”  Each “such” takes its place in our list as a 

keyword. This is an example of an examination request we want to receive. We don’t 

want the opposite.  For example, one says “please, send your report after completing 

the necessary examination on the digital media regarding such and such crime.” In a 

case like that, we only know the type of crime, nothing else. That is a tough situation.  

 

Information about the type of crime is especially helpful in the analysis stage of 

evidence examination. In that stage, DEEs answer questions asked by the party submitting the 

evidence. Searching for keywords is one of the methods of analysis interviewees applied. 

Interviewee A said that he would have one keyword by knowing the type of crime. He, later on, 

could increase the number of keywords to five by collecting information about the case from 

different information sources. The Office of the Prosecutor and detectives that participated in 
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the investigation had the most detailed information about the case. So, DEEs usually used those 

information sources to construct a keyword list, if insufficient information was provided when 

the evidence was submitted. 

Interviewee E described a case in which he was asked to determine whether the 

submitted CD contained images of child pornography. He said that it was his first digital 

evidence examination related to child pornography. In such a case, the first thing an examiner 

needs to know is, as an element of child pornography, what the criteria are to determine 

whether someone is a child or adult, just by looking at his/her image. Similarly, in the cases of 

other interviewees, examiners needed to know what constituted the crime they were working 

on. So, DEEs perceive that there are different information needs according to the different type 

of crimes for which they receive digital evidence.      

Interviewee B recalled a case that he worked on in which a lot of evidence was collected 

in an organized crime investigation. The digital devices he received in that case included digital 

cameras, flash drives, computers, CDs, DVDs, encrypted hard drives, and log registries of 

Internet servers. These digital devices are very different from each other, and DEEs must use 

different methods to access and extract the contents of the digital media embedded in those 

devices. DEEs usually need technical information about the type of digital evidence; this is 

helpful for DEEs in the examination stage while extracting digital data, and in the reporting 

stage while justifying the methods they used in the examination and analysis stages. The 

sources used and factors affecting information source selection of DEEs will be discussed for 

each stage of digital evidence investigation in the following sections.          
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 Table 6 shows the stages in which interviewed examiners participated during the cases 

they recalled best. Only Examiner J participated in all four stages of the digital evidence 

examination process. Examiner G reported that he just participated in the analysis and 

reporting stages because the digital data was already extracted, and the image of the hard drive 

was submitted for analysis. The other eight examiners reported that they participated in the 

last three stages: examination, analysis, and reporting. Although DEEs, mostly, did not 

participate in the first stage, they gave sufficient information about their information needs in 

regard to the evidence collection stage. 

Table 6  

Steps of the Digital Evidence Examination as Sub-Tasks 

ID Collection Examination Analyzing Reporting 

A  √ √ √ 

B  √ √ √ 

C  √ √ √ 

D  √ √ √ 

E  √ √ √ 

F  √ √ √ 

G   √ √ 

H  √ √ √ 

I  √ √ √ 

J √ √ √ √ 

 

 

Evidence Collection as a Sub-Task and Information Needs 

Interviewee B said that the legal system in Turkey doesn’t allow him to be involved in 

evidence collection; evidence collection and examination must be conducted by different 

persons: 

B: There is an important point here. We don’t directly take part in the collection of 

digital evidence. Operational branches collect digital evidence, and send them to our 

laboratory. We examine and analyze. Then, we send the report we prepared to the 
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prosecutors and courts. This is simply the work we do. Digital evidence is gathered by 

criminal investigator units. The reason for this is the different treatment of the legal 

system in Turkey. The person collecting evidence at the crime scene, and the person 

who examines the evidence have to be different people. To ensure the impartiality of 

the investigation, this is an applied rule. An examiner cannot process digital media if he 

collects it on his own. Because of this practice, the crime scene investigator unit collects 

evidence and sends it to digital evidence examiners. 

 

C: Yes, we have participated in the examination, analysis and reporting stages, because 

we are running the laboratory. The computer had already been seized by the court 

order before we were involved. We do not participate in that stage. After seized 

computers are delivered to our laboratory, we enter the circuit of investigation.  We 

complete the remaining other three stages after that. 

 DEEs need to have adequate information about the owner of the digital media, 

suspects, the nature of the crime, and the crime scene to conduct a successful examination. 

They rely on the other units for getting those types of information. They need information 

because they analyze digital data and make decisions based on that information. Interviewee B 

said that they get the party submitting the evidence to fill out a form that they have prepared 

to get the needed information regarding the evidence collection stage. DEEs try to meet their 

information needs related to the first stage with this form, but not everybody fills out that form 

completely.         

B: There is a form that we prepared.  In the form, we ask for information about how the 

evidence was obtained, whom it belongs to, what kinds of crime examinations will be 

done, the keywords to be searched. We ask other investigators for this information 

while submitting evidence. Filling out this form completely, will decrease the number of 

questions in mind at the beginning of the examination or will help find answers to the 

questions in your mind immediately. The more information that is missing in this form, 

the more questions will arise. Think of a hard drive. There is so much data on a hard 

drive that we can imagine it like an ocean. In the cases that we have forms with missing 

information, we are facing a difficult process that it is like searching for a drop in the 

ocean. 

 DEEs usually did not experience problems in collecting evidence when necessary 

because every action they take has a legal basis. That is the reason they need to know the legal 
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regulations regarding evidence collection and examination. They have to be sure that the 

evidence was legally obtained.   

B: We had no problem obtaining those records. We requested the records by contacting 

the relevant department with a court order. Of course, the court must be complete and 

flawless.  We had already known the Servers’ IP. With a court order, we didn’t have a 

problem during gathering these records. However, the analysis of the records took a 

long time. We received some international technical assistance in this long period. 

 

 DEEs are rarely involved in evidence collection.  Interviewee J mentioned that he 

obtained a laptop as evidence from a suspect. Interviewee J works in a branch laboratory rather 

than the central laboratory. His laboratory is in a small city in which the relationships among 

units are less formal than in major cities. He explained how he was involved in the evidence 

collection stage:  

We were watching somebody who had a record of stealing other people’s credit card 

information.  We had already investigated him several times. That person was usually 

accessing the Internet via wireless connections in luxury cafes while eating lunch and 

drinking tea. Based on the information we have about him, we captured him, but there 

was no laptop in his backpack. Since we couldn’t find the evidence, the laptop, he was 

free to go. Then, we closely observed him for 2-3 months. We noticed that he was 

ordering things by using someone else's credit card. We could get the information about 

the shipment. We got him at the moment the shipping company was delivering the 

product to his address … 

 

Interviewee J said that there is certain information that must be obtained about 

evidence in the first stage, such as owner of the evidence and characteristics of the evidence.   

First, the seized materials as evidence are labeled at the scene. Before processing and 

collecting the digital materials, the certificate showing that the materials belong to the 

owner is signed by the owner. Evidence is numbered with unit numbers, and the 

number of the investigation in order to distinguish it later on. Following that, if an image 

is taken at the scene, HASH values of digital material is written on forms. Seized 

materials are carefully placed in evidence envelopes to avoid damage from external 

factors. Necessary information is written on the envelope. 
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It seems that DEEs sometimes had problems in getting adequate information in 

evidence collection. The units may not know the importance of the information that DEEs 

request about evidence and its owner. As Interviewee B mentioned above, the less information 

the units collecting the evidence provide, the more questions DEEs have in mind while following 

the stages of a digital evidence investigation. In such cases, DEEs call the units submitting the 

evidence back and try to obtain the information they need. They cannot always get extra 

information because the party submitting the evidence may not want to share information for 

several reasons. In some cases, the people involved in the crime may have a high position in 

society and the units submitting the evidence may not want the case publicized.  

Interviewee A: This is an example of an examination request we want to receive. We 

don’t want the opposite. For example, one says “please, send your report after 

completing the necessary examination regarding such and such crime on the digital 

media.” In a case like that, we only know the type of crime, nothing else. That is a tough 

situation. I don’t know if it helps you but it is about politics.  

 

 

 

Information Needs in the Examination Stage 

 In this section, the information needs of DEEs during the examination stage is discussed. 

The examination stage refers to “forensically processing collected data using a combination of 

automated and manual methods, and assessing and extracting data of particular interest, while 

preserving the integrity of the data” (Kent et al., 2006, p. ES2). Table 7 shows the information 

needs of respondents during the examination sub-task of a general digital evidence 

investigation task. To obtain data about information needs of DEEs, the researcher asked the 

question: Did you have any questions in mind? What were they? What information did you 

need in the examination stage? The participants freely talked about what they needed to know 
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in the examination stage. Their needs are listed in Table 7 in the form of questions that were 

constructed on the basis of respondents’ answers.  

Table 7  

 

Information Needs in the Examination Stage 

 

ID Information needs Examiner Comment 

A • What other accessories or parts are 

needed to make a proper 

investigation on a digital 

device/media according to the service 

request? 

• How can I avoid damaging the original 

drive? 

• Under what conditions, must a digital 

device/media be stored? 

• How do I have to package and ship a 

digital device/media? 

• Which tools do I need to take a laptop 

or desktop apart? 

• What procedures do I have to follow 

while working on a hard drive? 

• Do I have enough storage space and 

time to extract digital data? 

Regarding hard drives; we prefer to receive them separate 

from the computer case due to easy storage and reduced 

cargo costs after the examination. Yet, sometimes we may 

need the computer case to identify the system date and time. 

However, in most cases, we only need the hard drive. If we 

receive the hard drive installed in the computer case, we 

unplug it. In some laptops it is hard to unplug the hard drive. 

After we unplug the drive, we take an image of the hard drive. 

We do this to avoid damaging the original hard drive. Image 

producing is a practice similar to taking a picture of the hard 

drive and it is different from copy and paste. In imaging, every 

bit is exactly saved. The problem in this process is the large 

capacity of hard drives. Sometimes we received a hard drive 

with a capacity of 1 / 1.5 terabyte. In such cases, availability of 

storage to save the image of such a large capacity and the 

length of the saving procedure are common problems. 

B • How can I disassemble digital devices 

in order to reach digital media in the 

device? 

• Where can I get information about 

aged, old-technology devices? 

• How can I extract data from an 

encrypted digital media? 

• What are the different ways of 

obtaining passwords of protected 

data? 

In one of the cases, we had a very old MacBook in our hand. 

We could not disassemble and remove the hard drive. Even 

the Mac Service had difficulty doing it and it took them about 

6-7 hours to do that. The hard drive had a capacity of 2Gb 

and was a very old one. This was one the hardest cases we 

have had …We follow up the emerging technology and keep 

state-of-the-art equipment. We usually did not have any 

problem producing images of the digital media and analyzing 

them. However, encrypted digital media is an exception. In a 

case of evidence examination of encrypted digital media, we 

retrieved the passwords through a separate investigation. 

We used the retrieved passwords to decrypt the hard drive 

and were able to access the content. 

C • Do I have enough resources to 

complete this examination? 

• Do I have adequate knowledge to 

complete this job? 

• Do I have enough time to increase my 

resources in terms of tools, kits and 

knowledge? 

At this stage, as the case was about a website, we felt that 

we needed more training and information about the 

programming and design of the on-line shopping web sites 

and about the security features and mechanisms on such 

websites. Yet, we were thinking about refusing the case. Our 

main focus and experience was on hardware and networks. 

We did not have any experienced examiner on programming 

in our lab.  However, we realized that we had time to search 

and train ourselves.  

(table continues) 
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Table 7 (continued). 

 

ID Information needs Examiner Comment 

D • How do online messenger/chat 

programs work? 

• What techniques can I use to recover 

conversation records? 

• How do hackers hide traces of their 

criminal acts? 

There were some incidents that were difficult for us. First, we 

faced major difficulties due to ever-changing technology, 

ever improving hardware and software, and maintaining 

ourselves up-to-date. Especially, crimes committed over MSN 

chats, e-mailed verbal assaults, and hackings (hackers know a 

great deal about computers and how to hide their traces) are 

problematic cases we face. 

E • What are the ways of extracting the 

content of a physically damaged CD? 

• How can I examine other types of 

physically damaged digital media? 

Examining the content of CDs is normally an easy task. 

However, as the CD surface was intentionally damaged by 

making deep scratches we could not access the content. 

G • What is the capacity of the tool I use? 

• What are functions of hardware and 

software I use to examine digital 

media/device? 

Of course, as we utilize Forensic Kits for IT inspection and 

analyses, we have to know those kits and their functions 

well. 

H • What encryption software is 

commonly used? 

• How can I determine which 

encryption program was used? 

• What are the tendencies in criminal 

groups about deciding which 

encryption to use? 

• Where can I get information about 

new types of encryption software? 

We usually don’t have any problems at the examination 

stage. We are very experienced about such issues. But, there 

are surely things we need more information about. We knew 

that TrueCrypt was the most common encryption software 

used by those terrorist groups. The software we were using 

at that time in examination was identifying folders encrypted 

with TrueCrypt, but not encrypted drives. We looked into 

every source including foreign information sources. 

J • What are the circumstances in the 

case? 

• How can I decide to take an image on 

the scene or in the lab? 

It depends on the examination. Personally, if there is a 

computer or other material to be examined, I either go to the 

site myself, or bring it to the lab to save the image of the 

drive. 

 

DEEs work in digital forensic laboratories. The examination stage starts with receiving 

the digital device or media. In the examination stage, the content of digital storage is extracted 

by using some manual or automated tools. In most cases, DEEs don’t have any problems with 

that because they have very good, up-to-date hardware and software in their laboratory. As can 

be seen in Table 7, there are very different situations in the examination stage, such that DEEs 

need extra information about the evidence they work on.  Examiner A said that he might need 

other accessories and parts of the digital device in order to perform the assigned task. He also 
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mentioned that the size of the hard drive might be problematic for them. He said that they 

sometimes experienced unusual things in very ordinary examinations. For example, in one case, 

they couldn’t take the image of a hard drive on a workstation he always used, but they could on 

another workstation. Examiner A said that:     

A: Our working environment is a lab. Working conditions are ideal. We utilize 

professional equipment for imaging. We have a rather routine and automatic system for 

imaging. We do not need much expertise in imaging. We usually plug the drive in and 

the equipment automatically produces the image. Of course when we have a technical 

problem we need information to solve the problem. 

 

 Examiner B said that they need more information in the examination stage because they 

sometimes receive very old digital devices. In such cases, they cannot even physically take the 

device apart without damaging it. Examiner B said that the other situation in which they need 

information is while working on password protected files and digital device or media. Examiner 

H said that he also needed extra information about encryption software. Examiner C said that 

they may receive some cases in which they examine a type of digital device/media for the first 

time. He said that they first need to know if they have enough resources to complete the task. 

By resources, he was referring to experienced personnel, time and hardware/software. 

Examiner D and E also said that the tasks assigned to them were their first time examining such 

evidence. Examiner J said that his information needs depend on the situation.  

 As a result, in the examination stage, DEEs usually need more job-related information 

than usual, and therefore, spend a lot of time on information seeking in the following 

situations: 

• When they encounter a technical problem with hardware or software they use or 

digital device/media 
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• When a type of digital device/media is submitted to their laboratory for 

investigation for the first time  

• When the digital device/media subject to examination is too old 

• When the digital device/media subject to examination is newly produced 

• When the digital device/media is highly protected with strong passwords or 

encryption software 

• When the owner of the digital device/media subject to investigation is very 

knowledgeable about computers and networks 

• When the digital device/media doesn’t have a standardized format 

 

Information Needs in the Analysis Stage 

In the analysis stage, DEEs “analyze the results of the examination, using legally 

justifiable methods and techniques, to derive useful information that addresses the questions 

that were the impetus for performing the collection and examination” (Kent et al., 2006, p. 

ES2). Table 8 shows the information needs of participants while analyzing examination results. 

Questions in the table are derived by the researcher according to the participants’ answers to 

the question “Did you have any questions in mind? What were they? What information did you 

need in the analysis step?” 

 Interviewee A said that he needed to know how to use analysis tools, and he also 

emphasized that he needed to know what keywords to search for. Interviewee B pointed out 

that the information which is normally supposed to be collected in the collection stage is 

usually essential for a successful analysis.  
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Table 8  

Information Needs of DEEs in the Analysis Stage 

ID Information need Examiner Comment 

A Which forensic tools are available 

to make the analysis of large 

amounts of digital data easier? 

Do I know how to use those tools? 

What are the capabilities of those 

tools? 

How do I define keywords? 

What do I need to know to define 

keywords?  

First of all, we need to know the devices and models in detail. We use an analysis program called “encase 

forensics” for hard disc investigations. We are supposed to know how to use the program very well. We need to 

know what questions to ask and in what way to ask. The logic of this program and the work of forensic kits are 

slightly different from traditional research methods. Bit by bit, it is searching for the topic you want. One of the 

most popular modules is “keyword search module”. Therefore, keywords related to case are defined.  If you 

have information about the case, we can define them ourselves on the basis of our experiences. But, sometimes 

we may receive some cases with only the subject of the crime written down. This case was like this, nothing 

included other than the name of the crime. No suspect's name, what was expected was not clearly written, 

almost no information about the case had been submitted, only the name of the crime had been written and, 

then, we are asked to investigate the hard disc. In such cases, we have extreme difficulties in identifying the 

keywords. 

B • Related to whom am I going to 

look for evidence? (?) 

• What other digital media is 

related to one suspect? 

• What type of crime is 

associated with the digital data 

subject to analysis? 

• What are the elements of the 

crime? 

• What do I need to look for in 

the digital media? 

• According to what criteria am I 

going to decide that the 

submitted digital media 

contains digital evidence 

constituting the alleged crime?  

In this type of incident, firstly, in a clear and precise way, it is essential to find out who owns which evidence. 

Afterwards, the evidence belonging to one person should be put in one group, and investigated all together as 

one examination.  For example, five types of digital evidence have been identified belonging to one suspect. The 

results of our examination of that evidence are being presented within the same report. Formerly, we decided 

the owner of evidence. Of course, the most important thing for digital evidence examiners is the summary of 

the investigation file prepared by detectives. We initially read the summary to see what the suspect did showing 

the commitment of the alleged crime. We aim to get information about the suspect by reading the summary. 

The suspect is a question mark by himself. Everyone has an area of expertise … 

Some are pretty good at fiscal crimes [they know the elements of the crime in detail]; some are very good in 

cyber crimes. Therefore, the one who is an expert in fiscal crime can be more successful in examining digital 

evidence obtained in a financial crime case. I think that computer forensics is a field that requires different 

specialization in its sub-fields.  

(table continues) 

 

  



 

 87 

Table 8 (continued). 

 

ID Information need Examiner Comment 

C • How can I validate whether my 

analysis gives reliable results? 

But, we didn’t have anything that could be a reference. We hadn’t received any similar examination request like 

that until that time. Simply, everything can be changed so easily in the digital world. We thought that validation 

of all our works was needed. Also we asked ourselves what was the best way to examine, how else could we do 

that, how could we answer possible questions from the court. Obviously, we made cross checks. Sometimes, 

one of us behaved as the one critiquing our work.  We defended our work against his claims to see if there was 

any missing point in our report.  We generated a court atmosphere as it were.     

D • What technique should I use? 

• What type of files should I look 

at in order to find evidence 

related to this type of crime? 

In general, during analysis, first, we make a plan according to the demand and the assignment we have received.  

We ask what to search and find what techniques can be used. In fact, it was just Internet records. That was a 

homicide case. We needed to shed light on the case. We were supposed to find what was on the computer 

related to the homicide. We looked for an e-mail or messenger conversation, or voice record. We searched for 

possible office documents showing plans of homicide. Therefore, in that case, we focused on office documents, 

Internet [messenger, chat] records, especially the deformed files and files in ZIP or RAR formats. We did a plan 

about what we ought to look for that will help investigators solve the case.  

E • What is the legal definition of 

child pornography? 

• Who is legally a child? 

• Who is legally an adult? 

• How can I decide if the images 

extracted from the CD belong 

to a child or an adult? 

To identify whether the images retrieved from CDs are related to child pornography.  

H • Where can I get keywords to 

search for? 

We asked for a detailed list of keywords from the unit conducting operations. We used this keyword list, and 

have successfully obtained the evidence. 

J • What type of information 

should I look for in digital data 

in identity theft cases? 

• How do criminals hide digital 

traces of their offenses? 

• What is the best technique to 

apply in analysis according to 

which type of crime? 

 

In our examination, we found out that the laptop belongs to the suspect. We also detected credit card numbers 

and shipping addresses in many files with deleted extensions among system files.  We found out that the 

suspect had deleted file extensions, and saved those files by giving extensions as if they were system files. Some 

files are given .bat extension. But, we have identified files and collected all the digital evidences when we 

searched for people’s names who previously tracked …  

Evidence examination is conducted according to the type of investigation. We have a list of priority of methods 

for each case. For example, while keyword search, and script execution are initially done in credit card cases,  in 

the case of fuel-smuggling or the financial crimes, analysis of office documents [Word, Excel, Power point, etc.] 

are done at first. During examinations, in order to keep the integrity of evidence, we work on images of digital 

media.  
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Interviewee B touched upon an interesting point: that DEEs need to know the nature of 

a crime in order to perform a better analysis. He said that evidence collected in a white-collar 

crime investigation should be forensically examined and analyzed by an examiner who has 

knowledge about white-collar crimes. He noted that DEEs should also be categorized on the 

basis of their knowledge and expertise on a particular type of crime. 

Interviewee C said that they had found a way to test if they made the correct decision in 

their analysis. Interviewee D made an analysis related to a homicide case; he was asked to 

determine if the computer contained any digital evidence of a homicide plan. Interviewee E 

needed to know how to determine if someone is a child just by looking at images on a CD. 

Again, Interviewee J needed to decide which method to use in his analysis. 

In the analysis stage, questions asked by clients requesting a digital forensic 

investigation are answered, and the relationships between elements of the crime are 

discovered. Therefore, DEEs need detailed information about the elements of a crime: 

offender(s), crime weapon/tool, the crime scene, target of the crime, and timeline of events in 

order to perform a successful analysis. The information about the elements of a crime is 

supposed to be collected before the digital device/media is submitted to the lab. DEEs conduct 

analyses on the basis of available information about the elements of a crime. DEEs also need to 

know what the features of available tools are in order to make a better analysis. As can be seen 

in Table 11, DEEs are expected to make decisions like whether a relationship exists or if a digital 

media contains illegal documents. 

In short, DEEs need information to help them make better analyses and decisions. They 

usually apply standardized routine methods and techniques in digital forensic investigations. 
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However, they may spend extra time in looking for information to meet their information needs 

in the analysis stage, when the following situations occur:  

• When information about the elements of a crime is not provided or not sufficient. 

• When the amount of data subject to analysis is extremely large.  

• When a digital media/device is obtained in complex crimes such as organized crimes 

and cybercrime.  

 

Information Needs in the Reporting Stage 

 In the reporting stage, DEEs write a report as an outcome of their digital forensic 

investigation. In the report, they describe which method they applied, which tools they used, 

what procedures they followed and list what they found out.  They also may make 

recommendations to serve better.  Table 9 shows information needs of participant while 

writing reports. The questions addressing their needs are listed as questions by the researcher 

on the basis of respondents’ answers that were included in the table.  

Table 9  

Information Needs in the Reporting Stage 

ID Information need Examiner Comment 

A • Which information about the 

case must be included in the 

report? 

 

• What skills should I improve 

to write better reports?  

Writing a report requires specific procedures to follow up. In some 

laboratories there are special experts responsible for report writing. The one 

who examines the evidence and who writes the report could be different 

experts. After the examination, the analysis expert introduces findings, and 

the reporting expert writes the statement. This is because writing the report 

requires different skills other than research; the researcher could have poor 

writing skills, or he/she might have difficulties putting all findings into the 

writing in a proper way. This may result in a poorly written report, which has 

several disadvantages. In our laboratory the expert who makes the 

examination is responsible for writing the report. This results in a certain 

level of ability in both technical issues and written expression after a 

definite period of assistantship in our laboratory.  

(table continues) 
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Table 9 (continued). 

ID Information need Examiner Comment 

B • How can I truly reflect the 

forensic process I followed in 

my report?  

The final report usually has a nearly standard structure. However, a well-

prepared report requires true reflections of examination and analysis stages, 

because a report, in fact, is the document based on the findings of 

examination and analysis stages. Therefore, I need to know every aspect of 

the case I am working on in these very early stages. If  I manage to get 

sufficient information about the case in the examination and analysis stages, 

that is very good, otherwise my report may not be able to achieve its 

expected goals. 

C • What is the level of technical 

knowledge of the 

person/department 

requesting the report? 

 

• How can I simplify complex 

technical issues in my report? 

The biggest problem we face in this situation is to be able to write a simple 

report for judicial authorities who are not IT experts. It resembles the 

doctor-patient relationship in which the doctor gives a medical terminology 

report to his patient who is not familiar with it. So, reports must include 

both technical issues and must be explicit at the same time. At this point we 

have difficulties in choosing and deciding the most appropriate language to 

avoid misunderstandings. Because we presented our report to a judicial 

authority - the people specialized in law terms rather than information 

technology terms - so, we certainly did not prefer having reactions like 

‘What do you mean by firewall, router, modem or webpage … etc?’ 

Nevertheless, we thought the report would lack in prerequisites of a good 

report without technical terms. We worked hard to make the report explicit 

enough with IT terms to be comprehended well. 

D • How can I write a solid 

report? 

The analysis part is the phase where examination ends and elements 

constituting the crime are discovered, or not discovered. After finding the 

evidence, your previous experience, knowledge, and logic are involved in 

the work to construct a better, significant and solid report. We do not have 

difficulties in the analysis stage in this sense.  

E • What information sources 

can I use to learn how to 

write forensic reports? 

When I first started examining digital evidence, there were things I didn’t 

know about how to write report. However, over time, I gained experience. 

At first, I looked at previously written reports. 

H • How simple should a report 

be? 

In the report writing phase, usually international standards are used. On the 

other hand, we prefer a simplistic language in our reports to help judges, 

and public prosecutors understand them easily. We never had any 

problems, or did not receive any negative feedback in this sense. 

J • What information must a 

forensic report contain? 

Our reports consists of three parts; introduction, evaluation, and conclusion. 

a) Introduction; 

In the introduction, type of the event, its inspection number, name of 

the related court, decision date and number, name of the file holder, 

and technical specifications are written  

b) Evaluation; 

In the evaluation part, explanations and specifications of the material 

which is subject to inspection are written such as its condition, 

operating system, size, partitions, specifications of files inside, 

information on general content, characteristics of crime related 

elements. 

c) Conclusion; 

In the final part, an expert opinion is introduced. (i.e. “No crime 

element found upon examination of the disc” or “… files are 

considered as the evidence for the crime that is under investigation” 
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Overall, the participants said that they usually need information about the language, 

style and format of forensic reports in the stage of reporting, since what DEEs do is very 

complex. They know that the people to whom they are sending reports are not as 

knowledgeable as them about the technical aspects of the case. Therefore, they need to explain 

how they processed the digital evidence in terms that are simple enough to understand but 

detailed enough to avoid critiques about the reliability of the forensic examination. The 

important point is that they need to estimate the level of technical knowledge of the 

person/department requesting the report and to write reports accordingly. 

 

Research Question 2: Information Source Use 

 In this section, the results of the analysis of data about information source use of DEEs, 

in general, are presented. The qualitative data is analyzed in two different contextual 

frameworks. In the first part of the interviews, interviewees were asked about their information 

source selection and use in a specific context such as in a sub-task of a digital evidence 

examination. The interviewee provided information about their information use when they 

perceived an information need. In the second part of the interviews, participants were asked if 

they use a certain type of information source while performing their professional tasks, in 

general. In the second part, the researcher didn’t describe a situation in which the interviewee 

would use a type of information. In order to make the questions in the second part less 

contradictory, the researchers asked about the role of an information source in an 

interviewees’ work.  

 In the following sections, first, findings related to information source selection and use 
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by the interviewees in specific tasks is presented and discussed. Then, findings related to use of 

information sources, such as books, journals, forensic kits and software, conferences, library 

and information center, and online sources (Internet, social networks, databases) are presented 

and discussed. The use of the Internet, social networks and databases is discussed under one 

category, online information sources, because the participant didn’t have a clear distinctive 

definition for each source. It is actually very complex to differentiate online sources from each 

other. For example, imagine that an examiner in a foreign country posts an explanation to a 

technical problem regarding the examination of a cell phone on a forum page of a forensic 

website. He shares this information because he thinks that somebody may encounter the same 

problem. With the sharing of experiences and solutions, a database of forensic knowledge is 

constructed over time. Then, another examiner searches for information about the problem on 

Google and reaches the forum page via Google. Now, how are we going to categorize the 

information source that the information-seeking examiner used? Should we say the examiner 

found the information by using colleagues outside his lab, the Internet, social networks, a 

website or a database? Therefore, the researcher will discuss his findings under the heading of 

online information sources, if the information was obtained via an online system, regardless of 

who provided the information and the structure of the virtual environment where the 

information is located. 

     

Information Source Use in Specific Tasks 

 It seems that the characteristics of specific tasks are important factors influencing 

information behavior of DEEs.  
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Table 10  

Sources Used by DEEs in the Examination Stage 

ID Sources used Comments 

A 

 

 

• Expert in the laboratory 

• Books 

• Technical manuals 

• Forums 

• Colleagues outside the 

laboratory 

In this case, we asked an expert in the lab. We tried to get the image in his computer. So, we succeeded. This experiment proved that we could get an image by trying 

different computers. Of course, we checked several forums on the net prior to implementing this. We used the books to find out what the problem was and why we 

were not able to get the image. Some of these sources recommended we try at different work stations in order to get results. If I summarize the process, firstly, I would 

apply an expert opinion. If I am not satisfied, I would search the books and technical manuals. The Web would be my last option. I would check forums and submit my 

questions on this platform to other colleagues. At the end, I could obtain the answers that I requested. 

B • Books 

• In-service training 

• Colleagues and experts 

outside lab 

• Internet 

• Software 

• Hardware 

• Suspect(s) 

• Acquaintances of 

suspect(s) 

• Technical services  

• Manufacturer  

The sources that we utilize may be varied depending on the case type. For instance, if it is a new subject for us, we go to the books first. However, there is something 

else … In-service forensic trainings are extremely important. There are at least 4 or 5 in-service trainings in different forensic areas every year in Turkey. Some of the 

courses are not only held at the national level but also at the international level. In these gatherings, forensic experts share their experiences and influence each other 

in positive ways. We can be aware of new developments and ask questions for solutions to other people who have previously experienced the problem. Of course, 

published sources are important for us. If we are not able to find a satisfactory solution, we do a broad Internet search. Especially in public sharing web sites such as 

YouTube, we can find valuable documents even though they are not directly related to forensic sciences … 

There is some software to help crack passwords. We could crack passwords by using this software. Of course, we had the required training from the company, which is 

providing the software … 

It is because of technical incompetence sometimes. It is not possible to be perfect in all areas. There may be some problematic cases in which you feel yourself 

inadequate. You can find such examples everywhere in the world,  also in Turkey. You may not access the hard drive that is protected with extremely complicated 

programs. We have experienced such kinds of cases, indeed. After interrogations we learned that the password was known by a friend of the hard drive’s owner. So we 

retrieved information from a human source, a friend of the suspect, not from a technical document in this specific case. Our information sources are not limited to 

published documents, technical manuals, software, or web-related methods but includ suspects and those interacting with suspects … 

We could not disassemble and remove the hard drive. Even the Mac Service had difficulty doing it and it took them about 6-7 hours to do that. 

C • Forums (other experts in 

foreign countries) 

• Forensic websites-

Internet 

• Detectives 

• More experienced 

experts 

We interact with experts from various countries through the Internet forums very often. We get help from some websites providing a room for discussions of forensic 

problems, so we can ask questions. On the other hand, we kept in contact with the detectives. Other than that, we skimmed Internet sources to find out how these 

attacks were committed. We combined all findings and started the examination…. 

We assumed that some other experts might have tried to solve this type of case before us since the Internet reaches everywhere. We decided to ask those with prior 

experience. We wanted to learn, at least, what steps they followed during the process. To use the experienced people was our first choice. Secondly, we believed the 

only solution was the information. We thought about the location of information sources. This would be other experts in the field or we had to invent the wheel again. 

Therefore, we used the Internet sources for additional information.  

D • Internet One of the important sources of information for us is the Internet. 

I got to obtain up-to-date information on technology-related issues. The Internet is an environment where you can access information easier and quicker. You can find 

what you're looking for, just about everything. In that case, we especially worked on how we should collect information about MSN messenger and chat programs, 

which methods we needed to use, which procedures we needed to follow because this was the first case of its kind, an examination of chat records. We hadn’t 

received such a case before that. So the Internet and other sources we used were important information sources for us.  

(table continues) 
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Table 10 (continued). 

 

ID Sources used Comments 

E • The expert in the lab 

• Internet 

• Forums 

• Books 

• Journal articles 

 

Working as an assistant, I first asked the expert I am responsible to (among us, jobs are usually done in a master-apprentice system). That is the way an assistant 

educates himself; by learning from the expert. If the expert knows the topic, the assistant gets the information from the expert. If the expert doesn’t know the topic, in 

that case, the expert’s research kicks in. The expert, in such cases, browses the Internet, and reads forums. After getting a general knowledge on the topic from those 

sources, he looks up reference books and articles … 

 The expert told me to grind the CD up to ten times. I did as he instructed. However, I was unable to access the content of the CD.  

Since grinding the CD more than a certain number of times would harm the CD, my expert searched for this issue on forums and we leant that we can actually grind a 

CD up to 18 times. He supported his finding with a scientific article. At that time, we could reveal the content of the CD. 

F • Hardware 

• Software 

We use standard hardware and software in the examination stage. 

G • Books 

• Technical manuals 

• Websites 

• Forums 

When I need such information, I use any source (book, manual, etc.) accompanying those kits. If no document were given with those kits, then, I use websites and other 

forums providing information on this field. This completely depends on the circumstances and available sources. 

H • Multiple sources We looked into every source including foreign information sources. 

I • Previous training 

• Personal experience 

• Engineers in related 

fields 

• Technical services 

• Manufacturing 

companies  

We remove and install hard drives of computers based on special training we received and our experience. With regard to catching up with new developments in 

technology, we increased our knowledge and experience with the help of instructors teaching in the engineering department of universities. Sometimes we got help 

from technical services of manufacturing companies. We can easily take images of hard drives by using licensed hardware and software. 

J • Personal notes 

• Internet 

• Colleagues working in 

the field 

In some cases of examination, we absolutely experience such situations in which we receive some digital evidence we are not used to working with. A new device, a 

new application, a different type of file such as the Linux computer operating system, notebooks with unusual types of hard drives, files which are not recognized by 

Windows. When we experience such a situation, we firstly look for a solution in our personal notes. Besides, we frequently use the Internet as an information source. If 

the Internet doesn’t offer a solution, then we contact our friends, and get help from them by sharing information. 



 

 95 

Sources Used by DEEs in the Examination Stage 

In this section, results of the analysis of qualitative data with respect to the information 

sources used by the participants in the examination stage are discussed. To obtain data about 

information sources, the researched asked the question “How did you find the answer to these 

questions? Did you get any help?” The answers are listed in Table 10. Some participants talked 

about information sources they used in a specific examination. Some preferred to talk about 

information sources in general.  The researcher categorized information sources used by each 

examiner in the examination stage.        

Since DEEs, mostly, need technical information in the examination stage, they usually 

use information sources that can provide technical information about: 1) the digital 

device/media they are working on, 2) forensic tools they are using or 3) the appropriate 

methods and procedures to be applied during an examination. Table 11 shows the total 

number of times an information source was mentioned by the participants.    

As Table 11 shows, the Internet is the most common information source the participants 

mentioned for the examination stage. The other information sources frequently used by 

examiners in the examination stage were: forums, experts, colleagues, forensic tools/kits and 

books.  It seems that DEEs use online information sources such as the Internet, forensic 

websites and forums to obtain general information about issues that are new to them. After 

doing their initial search on the web, they use additional information sources such as experts, 

colleagues and books that provide more specific and reliable information. Other sources the 

participant used are technical manuals, technical services, and companies producing forensic 

tools and kits. An interesting finding is that DEEs obtain technical information from suspects 
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and acquaintances of suspect(s) in some cases. It is an obvious fact that the selection of 

information sources depends on the situation. 

Table 11 

Frequency of Information Sources Mentioned by Participants for the Examination Stage 

 A B C D E F G H I J Score 

Books • •   •  •    4 

Journal Articles     •      1 

Personal Experience         •  1 

Personal Knowledge         •  1 

Personal Notes           • 1 

Technical Manuals •      •    2 

Experts • • •  •      4 

Colleagues  • •        • 3 

Engineers in Related Fields         •  1 

Forums •  •  •  •    4 

Internet  • • • •  •   • 6 

In-service Training  •         1 

Forensic Tools & Kits  •    •   •  3 

Suspects  •         1 

Detectives   •        1 

Acquaintances of Suspect(s)  •         1 

Technical Services   •       •  2 

Manufacturer  •       •  2 

 Total  39 

 

Interviewee B said that they sometimes couldn’t technically hack passwords; however, 

they could obtain the password for the protected drives from an acquaintance of the suspect by 

interrogating him. This example shows that they used different techniques to get the 

information they needed. In addition, they sometimes used policing techniques such as 

interrogation and surveillance. Another interesting finding is that, as an interviewee mentioned, 

DEEs sometimes contact scholars teaching in engineering departments of universities.  The 
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participant also mentioned that they use their personal knowledge and experience they have 

gained over time from basic training and from previous examinations they performed.   

 

Information Sources Used in the Analysis Stage 

 The analysis of data with respect to the information sources used in this stage showed 

that DEEs mostly rely on other people who were involved in the case before them while 

analyzing digital data. These people include those who investigated the crime, interrogated 

suspects, prepared investigation files, collected evidence from the scene, and submitted the 

evidence for examination. In order to answer the questions that initiated the collection and 

examination, DEEs need to obtain detailed information about the elements of the crime. After 

having sufficient information about the elements of the crime, DEEs need to decide which 

method of analysis to use. DEEs meet their information needs by using their personal 

experience, previous professional training, reading investigation files, and contacting 

detectives, prosecutors, clients, and other experts (see Table 12).        

 Table 13 shows how often an information source was mentioned by the participants 

during interviews with respect to stage of analysis. It is clear that the most frequently 

mentioned information source is the investigation file (case file) that contains information 

about the elements of the crime. This finding supports the model of information behavior of 

professionals (citation) that tasks are the context in which information needs of professionals 

arise, the nature of tasks is a factor shaping information source selection of professionals. The 

information sources used by DEEs in the stage of analysis are: personal experience, experts, 
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detectives, the Internet, clients, professional training, the prosecutor, evidence submission 

forms, in-lab manuals, forums and colleagues, respectively. 

Table 12 

Information Sources Used in the Analysis Stage 

ID Sources used Comments 

A • Personal experience 

• The expert 

• Internet 

• Detectives initially 

working on the case 

• Clients who submit 

the evidence 

• Case file 

• Prosecutor 

First of all, there are keywords that the assistant composes by himself. Then, 

he asks the expert. The expert adds up the things he knows. The expert 

searches the Internet when needed. If the expert agrees, we contact the units 

participating in the investigation. We call the department or branch handling 

the case, ask them which keywords to look for. The expert may do his own 

research on the Internet. Eventually, you construct a list of keywords with the 

help of the expert. You look for the keywords in the images of hard drives.  

...  

There are things we are supposed to do, we can search and find it.  

On the other hand, there are things that the office submitting the evidence is 

supposed to do. That was such a case. Since the office submitting the case has 

information about the case, it was a case that they would much rather answer 

the questions in our mind.  

We tried our best although we were unable to see the content of the case file. 

By using the information sources I mentioned I could increase the number of 

keywords from one to five.  But, we didn’t have a chance to see how good we 

did on this case by searching only five keywords, because as I said we didn’t 

know what was in the case file in detail. The ideal is that the office submitting 

the case to us - in this case it was the office of prosecutor - mentions the name 

of the suspects, what they specifically want, what type of file they want us to 

look at. If they had done this in that case, we would have constructed a better 

list of keywords. As I said, other information sources are also helpful for us.  

B • Case files 

• Standard submission 

form 

We first of all read all the files written by detectives working on the case. There 

is a form prepared by us called criminal informatics personnel.  In the form of 

digital evidence submission, we ask for information about how evidence was 

obtained, whom it belongs to, what kinds of crimes investigations will be done, 

the keywords to be searched. We ask for this information from other 

investigators submitting evidences. Filling out this form completely, will 

decrease the number of questions in mind at the beginning of the examination 

or will help find answers to the questions in your mind immediately. The more 

information that is missing in this form, the more questions will arise. Think of 

a hard drive. There is so much data on a hard drive that we can imagine it like 

an ocean. In the cases where we have forms with missing information; we are 

following a difficult process that it is like searching for a drop in the ocean. 

C • Experts We assumed that some other experts might have tried to solve this type of 

case before us since the Internet reaches everywhere. We decided to ask those 

with prior experience. We wanted to learn, at least, what steps they followed 

during the process. To use the experienced people was our first choice. 

Secondly, we believed the only solution was in the information. We thought 

about the location of information sources. This would be the other experts in 

the field or we would have to invent the wheel again. 

(table continues) 
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Table 12 (continued). 

 

ID Sources used Comments 

D • Personal experience 

• Personal knowledge  

• Training 

The important thing in that case was to extract the data. After that, all we 

need to do is to read the data. We found records of conversations lasting 

months. We had to review all those data. If I recall correctly I read the texts for 

three days. I don’t recall when the crime was committed, but I think it was in 

April. The records of conversations between the girl and her boyfriend went 

back to the last month of the previous year. So, we had to review all texts of 

conversations. After we read for a while, we began searching for certain words 

in the texts. For example, “killing”, “homicide.” We continued reading the text 

by searching for keywords…. It was a homicide case, so we used possible 

keywords such as “knife,” “gun,” “bump off” and other keywords used in slang 

references to killing and gun. We determined what keywords to use based on 

our experience and prior training.  

E • Expert  I worked with an expert to determine whether the seized CD contained child 

pornography or not. In that case, the expert explained the criteria to 

determine whether people in videos are children.  

F • Case file 

• Statements of 

suspects and plaintiff   

In the stage of analysis, we identify important points by reviewing statements 

of suspects and plaintiffs  

G • Personal experience 

• Internet 

• Forums 

• Colleagues 

Since the image of a drive had been submitted to us, I started analyzing the 

image based on my personal experience by skipping the first stage of the 

digital evidence examination. It is always possible to face a unique case when 

handling malware and botnet cases. I happened to me, too. In that case, it was 

the first time for me. To solve the problems I had, and to be successful, I used 

the Internet which is a big source of information and forums. In addition, I 

asked for help from my friends working in the field of digital evidence 

examination.  

H • Detectives We wanted a detailed list of keywords from the detectives who handled the 

case and conducted operations. We used those lists, and we were successful in 

getting the evidence.   

I • Detectives We usually organize a workshop with the detectives investigating the crime. In 

this way, we get the information we need to analyze the digital data.  

J • In-lab manuals 

• Case files 

But, we have identified files and collected all the digital evidences when we 

searched for people’s names who previously tracked …  

Evidence examination is conducted according to the type of investigation. We 

have a priority list of methods for each case. For example, while keyword 

search, and script execution are initially done in credit card cases,  in the case 

of fuel-smuggling or financial crimes, analysis of office documents [Word, 

Excel, Power point, etc.] are done at first. During examinations, in order to 

keep the integrity of evidence, we work on images of digital media. 
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Table 13 

Frequency of Information Sources Mentioned by Participants for the Analysis Stage 

 A B C D E F G H I J Score 

Personal experience •   •   •    3 

Personal knowledge    •       1 

In-service training    •       1 

Experts •  •  •      3 

Internet •      •    2 

Detectives •       • •  3 

Clients •          1 

Investigation file (case file, 

Statements of suspects and plaintiff) 

• •    •    • 4 

Prosecutor •          1 

Standardized submission form  •         1 

In-lab manuals          • 1 

Forums       •    1 

Colleagues       •    1 

 Total 23 

 

Information Sources Used In the Reporting Stage 

Consistent with the findings regarding information use in other stages, the participant 

said that DEEs use information sources in the reporting stage according to their information 

needs in that stage. The researcher found that DEEs usually need information about format, 

style and language of reports.  

Interviewee A said that he shows his reports to the expert he is responsible to. He 

believed that the experience and professional knowledge of the expert was much greater than 

his own, and he made the necessary changes to his report according to the feedback he gets 

from the expert. He also mentioned that he asks his friends to check his reports, and said that 

they use a checklist to verify they have included all the essential information in the report. The 

checklist was constructed over time. Similarly, Interviewees D, E, G and I also said that they 

used a template prepared by the lab. From other information sources, DEEs obtain information 
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about the format, style and language of reports; these include legal documents, previously 

written reports, editing software, and colleagues.  

Table 14 

Information Sources Used in the Reporting Stage 

ID Sources used Examiner Comment 

A • Expert 

• Colleagues inside the 

field 

• In-lab manuals and 

templates 

We show each report we write to the expert. He had examined more digital 

evidence and written more reports than anybody else in the laboratory. The 

expert is more experienced than us. He may make corrections on the report. He 

can give feedback about how understandable the report is. He first checks the 

elements that have to be in a report. Are all materials listed in the report? Are 

questions answered adequately? Are all the information that must be in a report 

such as time, place, place and other information written on the report? Those are 

the things the assistant must write down, and that the expert should check. If we 

have questions that the experts cannot answer, then we ask our friends working 

in this field. The information about how to write such reports doesn’t exist on the 

Internet. This is usually a unique situation. We have a checklist of what must be 

included in a report, but there sometimes is a really unique situation. We created 

that checklist by using our experience, prior training, and results of our research 

on the field. In an expertise exam, our reports are evaluated to make sure that we 

put everything on the checklist in our reports.   

In that case, we were writing the report to people without a high level of technical 

knowledge. For that reason, we endeavored to write the report sufficiently simple 

for them. 

We rarely receive feedback like “we didn’t understand this part, do you mean 

that?” In that case, we received no feedback. From that, we anticipated that the 

report worked for them.   

C • Colleagues outside 

digital forensics 

I don’t how much the court understood our report. To prevent misunderstanding, 

and to help service requesting parties understand our reports completely we get 

somebody working in a normal laboratory [e.g. biology, ballistics] to read the 

report. We want to see if somebody out of digital forensic field understands the 

report. We submit our report after they confirm that the report is easy to 

understand.  

D • In-lab manuals and 

templates 

Reporting is one of the easiest of the four phases. Examination and analyzing is 

done, now.  We find a number of things that can be accepted as evidence. The 

remaining thing is to explain where we found the evidence, how we discovered 

the findings, what software and equipment we used, to other parties waiting for 

our reports without using too much technical jargon. We need to use fewer 

technical phrases in our reports because we usually submit our reports to 

prosecutors and judges who are usually poor with technical terms. We have to 

give them clear information. We in fact have a template of a report. In that 

template, there are spaces to fill in the necessary information about the case. An 

examiner starting this job may not know how to put words together. But, after 

doing this work at least two to three years, the examiner learns the literature of 

the writing report. After a certain time, the words come by themselves, 

spontaneously. 

(table continues) 
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Table 14 (continued). 

 

ID Sources used Examiner Comment 

E • Previously written 

reports 

• In-lab manuals and 

templates 

• Experts 

When I first started examining digital evidence, there were things I didn’t know 

about how to write a report. However, over time, I gained experience. At first, I 

looked at previously written reports. Our laboratory already has a certain format. 

We write accordingly. In this case, I remember that I asked the expert once about 

how to express the results of our analysis, how it can be more understandable, if I 

gave a full response to all points. He provided information that helped me. We did 

not get any negative feedback from the office we sent the report to. 

F • Editing software Using the necessary software, I report the evidence I found as a result of my 

analysis and the data that may be important for the parties requesting the 

examination 

G • In-lab manuals and 

templates 

I had no problems in the reporting stage. I explained my findings using the current 

reporting format, with clear and simple language in the report and its appendixes.    

I • In-lab manuals and 

templates 

• Legal documents 

"Reporting" is the most important stage of digital evidence investigation. You may 

be good at examination of digital evidence. But, when you're not writing a good 

report, evidence you put in the investigation file loses its power. From this 

perspective, we see the reporting as the most important part. In the report 

template, the authority claiming the examination, court orders and warrants, 

content of the crime, suspects’ identity, the identity of experts must be included. 

Studying relevant laws and legal grounds, we have created our own report 

template. We write our reports according to this template. 

 

As can be seen from Table 15, DEEs mostly use in-lab manuals and previously prepared 

report templates as information sources.   

Table 15 

Frequency of Information Sources Mentioned by Participants for the Reporting Stage 

 A B C D E F G H I J Score 

Colleagues inside the field •          1 

Experts •    •      2 

In-lab manuals and templates •   • •  •  •  5 

Colleagues outside digital forensics   •        1 

Previously written reports     •      1 

Editing software      •     1 

Legal documents         •  1 

 Total 12 

 

Outcomes of Information Seeking for DEEs 

All interviewees said that they could, finally, find the information they were looking for, 

and successfully complete their assigned tasks. As some examiners mentioned, some tasks took 
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a long time to accomplish due to the large amount of collected evidence or the complexity of 

the case. The participants gave answers similar to Interviewee C about the outcomes of their 

information seeking: 

C: We accessed the information we needed after our research. We benefited from the 

comments of experts. We could answer all questions asked by the court submitting the 

case. 

The participants, in general, indicated that they normally don’t have many problems in 

performing their professional duties. The personal knowledge gained in professional training, 

and personal experience gained by processing several cases is usually sufficient to meet their 

information needs in many cases. However, technology is changing so quickly and the types of 

crimes in which digital devices are used are so numerous that DEEs are assigned to handle some 

cases, in which they have no prior experience or specific knowledge related to those cases. The 

first thing they do in such a situation is to make an assessment of whether the available 

resources are sufficient to process the case or if he/she can obtain sufficient resources within 

the timeline. The reason that all participants were successful in getting the needed information 

may be their accurate assessments of available resources.  

Interviewee C provided data supporting this point: 

We first wanted to check whether we could get the information we needed to solve that 

case. I asked myself whether I have somebody around who knows the topic. Is it better 

for us to deny the case in advance?  Then, we knew that we had time to do research on 

the topic and get technical information. We took our time. We got the information and 

expertise in this topic.    

  Over time, DEEs gain experience about what information they can obtain by using which 

information sources. This is called “awareness of information sources” (citation Ellis). After 

making the assessment that they have enough sources to get the information they will need, 
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they began working on the case. Otherwise they refused the case, saying that the resources of 

their laboratory are not sufficient to process the case. Interviewee D’s statement was also 

another example of how much attention they paid to the awareness of information sources:    

In that case, we especially worked on how we should collect information about MSN 

messenger and chat programs, which methods we need to use, which procedures we 

need to follow because this was the first case of its kind, an examination of chat records. 

We hadn’t received such a case before that. 

DEEs produce a report at the end of the digital forensic process: this is the outcome of 

their work. The participants were confident in answering that they could get the information 

they needed to accomplish the investigation. However, they were not always sure whether the 

report they submitted was successful, from the perspective of clients and the service 

requesting party. They had an idea when the party receiving the report gave them feedback. 

Most DEEs think that reports are successful unless they receive negative feedback.  Interviewee 

A said that he relied on the information provided by the party requesting the report. In his case, 

the information provided by the client was not sufficient. He explained that this was a weak 

point in the case, in his report, and encouraged the client to give feedback about the report: 

A: Yes, I could find answers to the question in mind.  However, I don’t know if the things 

we found, and submitted, were exactly what they wanted, if it could have been better. 

We don’t know that, because it was not possible to access the content of the 

investigation file. In that case, we didn’t receive feedback after we submitted our 

report. However, we emphasized in our report that we would be more productive if 

they give us more specific information about what they expect from the examination. So 

far: no feedback. Therefore, we thought the report was ok for them. 

 

Information Source Use in General Context 

Books 

Table 16 shows whether the participants used books in their work, what type of books 
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they used and to what purpose they used books.  

Table 16 

Comments of Participants on the Use of Books 

ID Type of book & purpose Comment 

A • Workbooks of forensic tools 

and kits 

• Technical books 

• Books on computer crimes 

and investigation 

We use basic books related to computer crimes and their investigations and 

including technical subjects. We use manuals. Of course, we use an Encase 

workbook. We use other books that have been written on Encase. 

B • Books on file systems 

• Digital forensic books 

• Course books 

Not many books on this subject are in Turkey. Most of our books are in foreign 

languages. And, those books belong to different branches of computer 

forensics. For example, we have books explaining file systems. We have forensic 

books on Windows. There are documents obtained from the course, course 

documents. They constitute a majority of library books. 

C • Electronic books 

• Booklets  

• Skimming over  

In the classical sense, do not actually use books anymore. Rather we are using 

electronic books. 

Even more than booklets, articles, smaller in length. Not like reading the book 

from beginning to the end, we usually intend to get specific information from 

the book we already read in the past. So, we are usually looking at certain pages 

of a book, not all the book. 

D • Reference books in digital 

forensics 

• Theory of digital forensics 

• Books on cybercrime 

• Digital forensics books in 

English  

Until about four to five years ago, books had been a particularly important 

source of information for us. After 2002, digital data examination was initiated 

in the laboratories of our organization. When we first started to work, the 

important thing was to learn the basics. Namely, how the work was supposed 

to be done, how the work is done around the world. Therefore, we particularly 

used books explaining theoretical aspects of this job, books telling the 

experience of experts who has worked especially in the U.S. for many years and 

other books written about cybercrimes. But, especially after 2006, 2007, to 

access those books is more expensive, more difficult compared to the Internet, 

and it is hard to find in Turkey, we rarely use books. We can obtain foreign 

books by paying extra money to international shipping companies and customs. 

It is a long procedure. Therefore, the Internet is the most common information 

source we are currently using. We hardly use books. 

E • Technical books 

• Problem solving 

Yes, we are using books. We are using the books, especially about technical 

issues.  Particular books explaining the problems we encounter in our 

examinations have been very helpful for us. 

F • Books of forensic tools and 

kits 

We use books. Books, particularly written on kit and software we use have been 

very helpful to us 

G • Course books I use the books, given in training courses that I attended, from time to time 

H • Technical books 

• Books of forensic tools and 

kits 

Yes, we are using books. We are using the books, especially about technical 

issues. Books, particularly written on kit and software we use, have been very 

helpful to us. 

I • Books of forensic tools and 

kits 

Yes, I am using books in my work. I use books written about forensics, software, 

databases, and hardware. 

J • Technical books 

• Problem solving 

• Books on operating systems 

I am using books about software and technological issues. I mostly use 

instructive books. I use books of particular authors written on Linux, Mac. 
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Only one examiner (Interviewee C) said that they don’t use printed books. He said that 

they mostly use small-size books explaining a specific topic; that is why he used the term 

“booklet” instead of “book.” He also said that he only searches for specific information by 

skimming a book, and that he doesn’t read the book from the beginning to the end. 

Interviewee D said that they used books to learn theoretical aspects and basics of digital 

forensics, when they first began working on digital evidence. It seems that DEEs usually use 

technical books, given to them in technical courses, to solve the problems they have during the 

digital forensic process. One purpose of using books is to obtain information about digital tools 

and kits. Some of the topics of books they used include cybercrime, operating systems, Encase 

software, file systems, computer crimes, and the investigation of computer crimes. Interviewee 

B said that important books related to digital forensics are usually in English and that those 

books are kept in the library, and examiners who know English benefit from them.     

 

Journals 

Table 17 shows whether the participants used journals in their work, what type of 

journals they used and to what purpose they used journals. One examiner said that he cannot 

follow journals, and four of them said that they rarely use journals. Five examiners said that 

they use journals. It seems that DEEs use two types of journals; one type of journal may be 

called “academic journals of digital forensics” which are directly related to the digital forensic 

process. Articles in these types of scholarly journals explain new examination methods and 

techniques. DEEs use those digital forensic journals to increase their professional knowledge 

and to find solutions to problems.      
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Table 17 

Comments of Participants on the Use of Journals 

ID Usage Type of book & purpose Comment 

A Rarely • New methods and 

techniques 

We look online or in printed magazines occasionally. This is 

among an expert’s tasks. Newly developed examination 

methods and techniques usually are presented in journals. 

B Yes  • Technical issues 

• New products 

• New developments in digital 

forensics 

We have subscribed to eight monthly journals. These 

journals only contain detailed technical information. Also, 

some of them introduce new products on the market, there 

are some journals particularly on forensics, presenting new 

developments. 

Every month, we add them to our library. We also benefit 

substantially from these journals and magazines. 

C Rarely • New products 

• Online journals on digital 

forensics 

If you are referring to computer hardware magazines by 

saying technical journals, I don’t use them much. I use them 

when doing research about a new product in the market or 

buying supporting hardware. Those magazines are designed 

for general users. We prefer journals directly related to 

digital evidence examination. I use online journals pertinent 

to my field of work. Apart from that, I would rather follow 

forums. Forums are more actively used. 

D Yes • New developments in 

technology 

• New trends in digital 

forensics 

• Capacity of tools 

I'm using technical journals only to keep track of the latest 

developments in technology. However, our aim is to obtain 

information about how better to examine digital evidence, 

what are the recent trends in evidence examination, what 

are the recent advances in hardware and software, which 

way the current trend is going, if the capacity of 

technological tools we are using will be sufficient in the near 

future. We benefit from technical journals on these 

subjects.  

E Rarely  • Problem solving 

• New methods of 

investigation 

• In English 

Technical journals, I don’t follow very well. I'll look at 

journals if there is an issue I get stuck on, and experts do 

not know about it. We follow technical journals very well; 

especially on new methods of investigation. These journals 

are usually in foreign languages. I know English. 

F Yes  • New technologies and 

equipment 

I follow the technical journals. I have experienced that 

technical journals are useful especially on emerging 

technologies and equipment.  

G Yes • New software and 

equipment 

Especially, to track new products, to have an idea about 

equipment and software and also to read the written results 

of analysis. 

H No   I cannot follow technical journals very well.   

I Rarely  I rarely use technical journals. 

J Yes • New information  

technology 

I follow technical journals such as PCNet, CHIP because 

these magazines publish up-to-date news about newly 

developed technology and information technologies. 
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The disadvantage of those journals is that they are in English, and only examiners who know 

English can benefit from the journals. The second type of journal may be called  “marketing 

journals” that introduce newly developed hardware or software that is directly or indirectly 

related to digital forensics. DEEs use those journals to find about new products and new trends 

in technology, and they benefit from these journals in keeping their tools and kits up-to-date, 

increasing their capacity. They also get information about new commonly-used information 

technologies because they will receive those new products as evidence in the near future; for 

example, iPhones. They need to keep up with the new technological developments in society so 

that they can plan their training and education in the laboratory accordingly. I conclude that 

DEEs use journals to obtain up-to-date information about new developments, specifically in 

digital forensics and, in general, in IT. 

 

Conferences 

Only 5 examiners said that they attend conferences without mentioning some kind of 

limitation. Four examiners said that they attend conferences under certain conditions. The 

participants, in fact, said that they rarely attend conferences for several reasons. Interviewee C 

said that he can attend conferences when he has the time and if the laboratory has enough 

funds; he said that although the institution supports examiners in attending conferences, he 

can’t attend most of them due to the aforementioned constraints. Similarly, Interviewees D and 

I also mentioned financial and time constraints. In addition, Interviewee D complained about 

the lack of conferences directly related to digital forensics inside the country; he said that 

domestic conferences mostly focus on legal aspects of digital forensics, and that he still 
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attended those conferences to educate lawyers about the technical aspects of digital forensics. 

Interviewee E pointed out that obtaining the approval of the Head of the Laboratory is another 

constraint. Interviewee H openly admitted that he doesn’t have time to attend conferences. 

Table 18 

Comments of Participants on Use of Conferences as Information Sources 

ID Usage Type & Purpose Comment 

A Yes • Most current and detailed 

information 

• International  

I attend conferences. Conferences provide the most current and 

detailed information. We can witness forensic practices at the 

conference which is not possible in journals. This way is much 

more helpful. We are participating in international conferences. 

B Yes • Both national and 

international 

• New developments and 

practices 

• Making new contacts 

 

A number of serious conferences and workshops are organized 

in this field either inside or outside Turkey. They provide 

information about new developments and practices. They are 

certainly very helpful. Especially, with regard to information 

sharing. More importantly, we can contact people working in 

this field and communicate with them later on.   

C Rarely  We attend conferences in the boundaries of our resources.(?) It 

is difficult to say that we attend most of them. We have a 

workload and our budget is limited. But, we try our best to 

attend conferences and our institution supports us. 

D Yes, but… • Not to many conferences 

• Focus on legal aspects 

• Not directly related to 

digital forensics 

The number of computer users in Turkey is less than in the U.S. 

and Europe. In addition, this field is relatively new. Most people 

in the judicial system are not knowledgeable enough about 

digital evidence examination. The number of conferences and 

seminars doesn’t exceed two or three, and they mostly focus on 

legal aspects. As practitioners we usually get what we need. But, 

we still attend those conferences to contribute to the literature 

and to enlighten law-oriented people. We present issues about 

our field and answer their questions. Other than that, 

conferences - directly related to our field - that are important for 

us are held in the U.S. You know, geographically there is a long 

distance between the two countries. We also have some 

financial constraints. Therefore, it is very difficult for us to 

attend those conferences. On the other hand, domestic 

conferences don’t meet our expectations. It is unfortunate not 

to participate in international conferences due to the financial 

constraints. 

E Rarely • Making new contacts 

• Observing new practices 

in live presentations.  

I attend conferences as the head of our department as long as I 

am allowed. It is useful to contact with other colleagues, and to 

observe new practices and applications. New developments are 

readily presented in those occasions.   

F Yes • Mostly workshops I make an effort to attend conferences. I mostly attend 

workshops. 

(table continues) 



 

 110 

Table 18 (continued). 

 

ID Usage Type & Purpose Comment 

    

G Yes  • Seminars, fairs related 

technical issues 

Yes, I attend conferences, seminars, fairs, such activities in 

which issues about data recovery, data analysis, and encryption 

are discussed.   

H No  I usually don’t have the opportunity to attend conferences.  

I Rarely  It depends on the situation. If I don’t have a workload and an 

awaiting investigation, I can attend.  

J Yes • Seminars, conferences 

about digital forensics.  

• Self-improvement 

I attended conferences, seminars and training focusing on 

informatics as much as I could. Information sharing or validating 

my knowledge on digital evidence examination helps me 

improve myself. 

 

Like the use of other information sources related to digital forensics, language is a 

barrier to attending conferences, since only examiners who can speak English can attend 

conferences outside Turkey. The important thing is that those conferences related much more 

directly to their profession compared to domestically held conferences.  

It seems that DEEs attend conferences to observe newly developed techniques and 

methods in-person, to make new professional contacts, so that they can discuss alternative 

solutions to problems they may have later on, and to educate other people about their job. 

DEEs also attend workshops and seminars in which specific technical problems and digital 

forensic practices are discussed.    

 

Forensic Kits and Software 

All interviewees said that forensic kits and software are very important in their work. 

Interviewee A said that they frequently update and upgrade the kits and software, and he 

believes that his success at work is directly related to the extent to which the forensic kits are 

up-to-date. Interviewee B said that they use forensic kits that are commonly used by DEEs 

around the world.  
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Table 19 

Comments of Participants on Forensic Kits and Software 

ID Comments 

A Forensic kits and software are very important. We renew them every year. They are the 

basic tools we use. The accuracy of our work is directly related to keeping them up to 

date. 

B The kits and software we use are the ones commonly used all over the world. We have no 

software or device which is not used in the international arena. In order to maintain the 

integrity of evidence and to examine digital evidence accurately, we need this software 

and kits. We constantly update and upgrade the kits and software we use, we have to. In 

computer analysis, those kits and software are important sources of information for us. 

C There is no perfect software. Likewise, no hardware is perfect. Planning to examine all 

computer evidence with a single type of software, or hardware will result in a big 

disappointment. 

... software and hardware available in this field have their own advantages and 

disadvantages, depending on the situation.  Obviously, it is best to use the appropriate 

one according to the current situation at hand and specific business requirements. 

D Regarding the examination of digital data, the most important thing for us is the software 

and hardware. When I talk about hardware, I refer to computers with very high 

technological capacity. Digital devices and media submitted to us for examination could 

be obtained from people following technology very closely … 

So, we always need high capacity and new equipment. In addition to this, updated 

versions of software is constantly being produced. Software used in digital evidence 

examination becomes more powerful by having new features which don’t exist in the 

previous versions. Hardware and software, we can say, is our most important source of 

information. Then, the Internet follows next. 

E Their manual and help menu provides many benefits to our profession. We use more 

information resources about how to use these kits and software. These are our course 

notes, books, and the Internet. 

F We use more information resources about how to use these kits and software. For 

example, our course notes, the Internet. 

I I get information about the forensic kits and software I am using from the help menu of 

the software, websites, open sources, forums dedicated to discussion of those software 

programs, and from qualified personnel of forensic tool manufacturers.  

J Forensic kits and software actually make our job much easier. They provide a lot of 

information that facilitates our work. My personal opinion is that the Digital Evidence 

Examiner does the job, not the forensic software. They are just tools. The examiner 

should be able to do an examination easily with personal knowledge and experience; 

even when there is no software to use.  
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In digital forensics the forensic kits are important information sources. However, 

Interviewee C pointed out that not all kits and software are perfect or can be used in every 

examination situation; he noted that they provide advantages and disadvantages depending on 

the situation. Interviewee (give letter) also emphasized the importance of forensic kits and 

software. Interviewees E, F and I said that they actually need more information about using 

those kits and software. In such cases, they said they look at the manual and help menus, 

course notes, books and the Internet. Interviewee J said that forensic kits and software are just 

tools that make their job easier; he thinks that the examiner is more important than the tool 

because the examiner tells the tool what to do. 

It seems that forensic tools are very important for examiners in terms of providing work-

related information. A noteworthy point is that forensic tools and software trigger the 

information needs of DEEs, since they are very complicated and powerful tools. The 

manufacturers frequently add new features following new developments in technology and 

newly produced digital devices. Therefore, DEEs constantly need to get information about new 

features and new forensic tools. 

 

 

Online Sources  

The researcher found out that participants use online sources excessively. Interviewee A 

said that they use internal online systems to track every procedure performed on the evidence. 

It was interesting that Interviewees A, B, D, E, F, G, I and J said that they use the Internet. Other 

online information sources DEEs use are forums, online journals, social networks, search 

engines, commercial websites and online databases.  
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Table 20 

Use of Online Sources by DEEs 

 Type Purpose Comment 

A • intranet 

• Internet 

• Online 

Journals 

• To track work 

flow 

• to get up-to-date 

information 

• problem solving 

We are using a system called “work-flow system” in our laboratories. We 

are using this system in an active way. Each stage of the work we do on 

the evidence is recorded and can be reviewed by this system from the 

entrance to end of examination. Any action and operation done on the 

evidence is recorded automatically on the system … 

We use the Internet to get up-to-date information, up-to-date online 

journals, to find a solution to a problem we encounter. However, the 

Internet is beneficial to some extent.  

B • Internet 

• Search 

engines 

• Forums 

• Social 

networks 

• Intranet 

• Database 

• To share work 

related 

information 

• To solve 

problems 

But, the real source of information for us is often the Internet. ... the 

largest of electronic networks, of course, is the Internet ... either search 

engines or communication resources of the Internet such as emailing; 

posting in forum pages actually creates a quite serious information 

flow… the first things done is actually an Internet search … I've done this 

so far. I try to do a good research on the Internet. Google, from my 

perspective, is an important source of information … 

We have approximately 100 personnel working under our department in 

different cities. Our friends have created their private forum page among 

themselves to share information.  When something new comes out, 

when somebody learns something new, and it is immediately uploaded 

to this forum page. 

In this way, we have created a very large online digital database by 

sharing information. 

C • Online 

journals 

• Forums 

• Email 

• To solve 

problems 

If you are a professional in this field, then you absolutely must review 

certain journals, forum pages, and discussion sites. We overall have an 

experience on this topic. From time to time, we enter questions into 

search engines, and learn how to do things.  

D • Internet  

• Forums  

• To learn about 

forensic practices  

• To solve 

problems 

Therefore, the Internet is the most common information source we are 

currently using. We hardly use books …. 

There are some very useful forum pages in the Internet pertinent to 

digital evidence examination. In those pages, people post their problems 

and discuss different alternatives or solutions. We usually get answers in 

30 minutes after we post the questions.   

E • Forums  

• Internet 

• Forums 

• Email 

• To get initial 

information 

about a new 

case/topic 

• To follow new 

developments  

• To solve 

problems 

• To get initial 

information 

We especially use the forums. Technology is changing very quickly. When 

faced with a new topic, one of the first things we do is to ask in the 

forum. What we do next is to find scientific articles and to do 

experiments to see if we have the correct solution … 

I use the Internet to follow developments in the field of digital forensics, 

to discuss the problems in forums with my friends or to post my 

questions via email. We also use it for experiments. We investigate 

websites which are subject to court trial.  

(table continues) 
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Table 20 (continued). 

 

 Type Purpose Comment 

F 

 

• Internet  

• Forums 

• To follow new 

developments  

• To solve problems 

• To get job related 

information 

I use the Internet to follow new developments in the field of digital 

forensics, and to do research in order to find solutions to my 

problems….  

We search forum pages frequently. Looking for related information 

in forums is usually the first thing I do. 

G • Commercial 

websites 

• Internet 

• To get information 

about forensic kits 

and software 

• To get general 

information 

• To communicate 

From time to time, I benefit from websites and forum pages of 

companies producing forensic kits and software. I usually find 

answers to my questions … 

I usually use the Internet to get general information about the 

issues related to my job. I am usually successful. Other than that, I 

use the Internet for communication purposes.  

H • Forums  • To solve problems I use forums a lot; especially, to look for solutions to problems I 

encounter.  

I 

 

• Forums 

• Internet 

• To solve problems I meet my information needs by submitting questions to forums … 

I use the Internet to find solutions to the problems in the field of 

digital evidence examination. 

J 

 

• Internet  • To get general 

information about a 

new topic 

• To get information 

about computer 

technology 

The electronic network is one of the most extensive resources we 

get information from. We can immediately access any information 

we are searching for. When first confronted with a new topic, we 

can immediately get preliminary information by using the Internet 

… 

I use the Internet to collect information and do research about 

computer technologies and digital evidence examination. Besides, I 

surf the Internet to keep a track of new issues … I use the Internet 

instead of the library and information pool.   

 

Depending on the situation, DEEs use these online information sources mainly for six 

purposes (as indicated in Table 20): 

• To learn about new developments in the technology 

• To follow new developments in digital forensics 

• To get general information about a new topic/case/problem 

• To find solutions to job-related problems 

• To share forensic experience and knowledge  

• To track work flow 
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Library or Information Center 

Interviewees A and B indicated that both laboratories have libraries. In both cases the 

libraries are not in the laboratories, but very close; the libraries are in the same building. 

Interviewees (A and B?) said that examiners use the books in the library rather than keeping a 

personal collection.  

Interviewee A: Yes, our section has a library. The library is not just for our laboratory but 

for all departments. We keep technical books we need in that library. We would rather 

use that library. We don’t have personal collections. The library already contains all the 

required books. The library is always accessible and very close to our laboratory, in the 

same building 

 

Interviewee B: Our laboratories are separate from the personnel offices. We built a 

library in one of those offices. We have such books [technical] in that library. 

Interviewee E said that they have an online “pool of information” and they often use it. 

He said that they use books to verify what they have just learned. Interviewee F supported 

what Interviewee E said, that he finds the online information pool more helpful than the library 

in terms of finding solutions quickly. On the contrary, Interviewee I said that he rarely uses the 

information pool. The researcher didn’t have a clear idea about how often DEEs use libraries in 

their work life, but it seems that DEEs use online sources more often when looking for a 

solution to a problem. 

 

Personal Contacts   

 DEEs satisfy a large portion of their information needs by using their personal contacts 

inside or outside their laboratory. The finding related to the use of conferences as information 

sources supports this assumption. As shown in Table 18, making professional contacts was one 
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of the main purposes of attending conferences for DEEs. Interviewee A indicated that personal 

contacts are used for professional purposes: 

 I sometimes directly write to the experts I get acquainted with at conferences. I can 

directly ask them questions. Although, I have my personal contacts, I use them for 

institutional purposes. 

The use of personal contacts to get job-related information is common among DEEs not 

only at the national level but also at the international level. Interviewee B explained the reason 

as follows: 

There is a high level of information sharing especially in computer forensics. This 

information sharing is not only among domestic institutions. All over the world, 

especially in Europe, police organizations significantly share information about 

computer forensics because agencies operating in the field of computer forensics need 

each other. The actual location of the owner of an IP could be in any country in the 

world. Somebody in Turkey can commit a crime in the U.S. The offender can tamper 

with any identifying data like IP.  The forum pages dedicated to police organizations or 

websites of computer forensic companies are very informative for us. We benefit from 

those websites and forums. 

 

 

Comparison of Information Sources  

The participants had different perceptions of the importance of information sources. 

Interviewee A said that the most important information source for him is the basic technical 

courses in which DEEs learn to use forensic kits and software, and to apply certain techniques 

according to the type of digital evidence. He, however, said that basic training is not enough by 

itself; experience is also needed in the digital forensic process. To him, experience is gained 

through working on digital evidence and learning from experts in the lab, and he said that there 

is master and apprentice relationship between the experts and other examiners: 

A: Well, First, the courses are very important. Courses are the basis of our professional 

knowledge. For example, when we started using Encase, experts from the company 

came to our laboratory and taught relevant courses. Everything starts with those basic 
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courses. Being the foundation of our work, one of the most important sources is 

technical courses. Then, you add up new information from books, and the Internet. I 

think the most important of these is the basic courses.  After the basic courses, the work 

will give one experience over time. A newcomer takes technical courses, but doesn’t yet 

have experience. He needs to work for a while.  The information of an examiner who 

has spent significant time in this field is priceless. We can say that a large portion of our 

knowledge is created via a master and apprentice relationship in the laboratory. I get a 

basic education, but I can get the information I need much faster from ones who have 

experienced worked on them for a time. I can obtain information instantly by directly 

asking an expert. On the other hand, it takes sometimes two days for me to search for 

that information in books. Thus, it is more accurate, more satisfying, and I can get a 

faster response. As an assistant, the most important source of information, for me, is 

the expert. I'm learning a lot from him. Courses are important. It's important to share 

information with others 

In contrast, Interviewee E believed experts to be the most important information source 

because he believed that experts are the most accurate information source. He emphasized 

that the information obtained from the Internet should be tested by the laboratory: 

E: it is important for me to find information quickly. The accuracy of information is 

important, too. It must be accepted and internalized by the laboratory. In this respect, 

more experienced friends (experts) I work with are the most important information 

sources. I can rank other sources from the most important to the least important as 

course notes, forums, books, and search engines, respectively. 

From a different perspective, Interviewee F believed the Internet to be the most 

important information source: 

 F: Currently, the most important source of information is the Internet. In addition, my 

friends working in this field are also beneficial in terms of exchanging ideas. 

Interviewee J also agreed with Interviewee F:  

J: Recently, the Internet has become a very important source. The reason is that I can 

find information about almost anything without mediators.  

 

Interviewee G brought a completely different approach to the subject. To him, there is 

not a single most important information source, he said it depends on the situation. The 

information source an examiner uses to get the information is the most important one: 
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G: I cannot say that an information source is the most important and others are less 

important. It depends on the situation. Therefore, all sources I have mentioned are 

important. Knowledge is power. The more information sources I use, the more 

efficiently I use those sources, and the more I am successful. 

 With respect to using internal information sources as opposed to external information 

sources, the researcher concluded that DEEs mostly prefer to use internal sources, especially 

experts in the laboratory. Issues in digital forensics are very complex and there may be several 

things causing a problem. To get the information the examiner needs, the examiner has to first 

give detailed information about the problem or the need. DEEs perceive that explaining a 

problem face to face is much easier. This also indicates that DEEs prefer oral communication as 

opposed to written communication while searching for solutions to technical problems. 

Interviewee C explained this point by giving an example:  

C: We actually prefer oral communication because there is a complex case in your 

hands. I need to provide the big picture of the case from beginning to end, when I ask 

help from somebody. When you ask directly without providing proper information, it is 

not likely you will get a relevant answer. You may sound funny. It is difficult to answer 

without seeing the whole picture. That is somewhat similar to the doctor patient 

relationship. There may be a number of answers to the question of ”What causes arm 

pain?” on the other hand, if you give enough information to the doctor about the age, 

gender, and previous health problems of the patient, then you can get more relevant 

information. So, I prefer to explain the problem orally. That way, it is easier to explain. 

There is also a language barrier. To write the problem in detail is much more difficult. 

 In fact, the term “internal” is kind of blurry in the current technologically advanced 

world. Internal not only means “inside,” but it also refers to “near.” However, IT brings 

information sources from outside the laboratory inside. In other words, IT changes the external 

into the internal, where distances actually do not matter. Interviewee B said that they can use 

external sources as if they are internal sources.  
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B: Of course, at the moment of urgency, the most important thing we do is to use the 

phone. We use video IP phones among our units using video phones; we can solve 

problems by talking face to face, and by sharing information quickly and effectively.  

Interviewee C pointed out another disadvantage of written communication: 

C: E-mailing is not a quick way to obtain information. Once you submit your question, 

then, you wait for the person to see your message or to be available to reply. They also 

have a workload. It takes time to get a response.   

 It seems that DEEs use written communication when the information source is in a 

foreign country. Of course, information sources outside the country can only be used by DEEs 

who know the language of that information source.   

D: I surely prefer oral communication with my more experienced colleagues in my 

laboratory when I need to discuss a technical issue, or if the person who can help me is 

in Turkey, then I call and ask questions over the phone. If I cannot get answers to my 

questions from my colleagues around me and in Turkey, finally, I write messages to my 

contacts via the Internet. 

 

 

 

Research Question 3: Factors Affecting Information Source Selection 

In this section, finding factors that affect information source selection and use by DEEs 

are presented. After collecting qualitative data, the researcher realized that it is very difficult to 

categorize factors such as situational factors, information source factors, task factors and 

cognitive factors. There is also no consensus on the definitions of these factors. Therefore, 

dependent and independent variables are used interchangeably. Because the relationships 

between variables are not clear, the researcher only listed identified factors without 

categorizing them. The factors affecting information source selection and use by DEEs can be 

listed as follows: 

• Accreditation 
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• Workload 

• Type of information 

• Time line 

• Cost 

• Availability 

• Reliability/scientific 

• Up to date 

• Easy to communicate 

• Prior experience with the source 

• Relevance 

• Practicality /applicability 

• Importance 

 

Accreditation  

Interviewee C said that accreditation of the laboratory forced them to use certain 

information sources. Accreditation ensures a certain level of quality in selecting information 

sources. Interviewee C said that he first determines that the information source carries certain 

qualifications. Then, he uses his own knowledge and experience to accomplish the task.     

C: You should have standardized practice procedures. The laboratory I am working in is 

an accredited one.  The stages evidence will go through and the software and kits that 

will be used in examinations have been written down. It is impossible to examine 

evidence apart from those standards. Due to the quality requirements, we first search 

those sources. Secondly, I, of course, apply my own knowledge. Training I received and 

the experience I gained in evidence examination from the first day forward taught me 

which source to use in what situation.  
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Workload 

The second factor is workload. Workload is not measured in this study; only the 

perceived workload of participants is reported. However, workload can be measured 

objectively if quantitative data is obtained. First, the digital evidence is categorized. Then, the 

average number of processed devices, in each category, is determined for the previous months.  

Finally, the numbers are compared with the number of digital devices still waiting for digital 

forensic processing. In this study, the level of workload was not measured this way; the 

researcher relied on the perceptions of respondents. It seems that when examiners work in a 

laboratory with a high workload, they tend to use information sources that they perceive as 

being fast to access. For example, Interviewee A said that “due to the workload, I don’t have 

much time to search for information in books.” 

 

Type of Information 

As explained in previous sections, the information needs of DEEs vary according to the 

specific tasks and sub-tasks they perform. The researcher found out that the type of 

information DEEs search for also varies according to their information needs. DEEs usually need 

technical information in examination sub-tasks, whereas they usually need information about 

the elements of a crime in analysis sub-tasks. Interviewee A said that DEEs search for 

information on the basis of forensic techniques they use to examine or analyze digital evidence. 

He gave examples explaining this factor:   

A: it is easy to teach technical issues to investigators, but it may take a long time to 

teach investigation to technical people. Once laboratories hired only technical 

personnel, but then, they noticed that merely technical knowledge is not sufficient. 

Investigative skills are also needed. I don’t know if I could answer your question 
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completely. Experience is crucial in some cases. You cannot find that anywhere else. 

Perhaps, some people may share their experience over the Internet. The Internet may 

be a good source of information. We mostly benefit from the experiences of experts, 

detectives investigating the crime and our own … 

We don’t want them to identify the keyword to be searched. But, the more detailed 

information about elements of a crime they provide for us, the more successful we will 

be. To identify keywords is absolutely my responsibility. We can increase the number of 

keywords if we know more about the case. Sometimes, we merely guess what we are 

supposed to look for. We need to know what they expect from us. Books don’t directly 

tell you which keyword you should look for. Each case has its unique dimensions. 

Offenders, location, the way it is committed, crime weapons are different in different 

cases. You cannot find that kind of information on the Internet. Digital evidence 

examination has two faces; technical and policing. 

It appears that the type of information an examiner is looking for has no negative or 

positive affect on the frequency of use of an information source. In fact, the information type 

influences the decision of the examiner about using that source. 

 

Time 

It seems that time is an important factor influencing information-seeking practices of 

DEEs. The respondents addressed two different items related to the time factor. The first one is 

the time it takes to retrieve the information from a source. The second one is the length of time 

available to search a topic. These two concepts can be defined as “available time to access an 

information source,” and after accessing a source “available time to retrieve information from a 

source”  Regarding the first one, it seems that DEEs search for the information they need from 

as many different information sources as they have time for. Especially, when DEEs receive 

digital evidence that they didn’t process at an earlier time, DEEs initially make an assessment 

about whether they have enough time to get the information they need to accomplish the task. 

The data indicate that there is positive relationship between the amount of time available and 
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the number of information sources used in a digital forensic case. That is, the more time 

examiners have to search for information, the more information sources they use. If they 

believe that they don’t have enough time, then they simply refuse the case. 

Regarding the second type of time factor, the participants indicated that they use 

certain information sources because they get the information faster from that source. It seems 

that the speed of retrieving information from a source has a positive effect on the frequency of 

use of that information source. That is, the faster the examiner can retrieve information from 

an information source, the more frequently he/she tends to use that information source. The 

statement of Interviewee D about the speed of information retrieval from a source is a good 

example of the first kind of time factor: 

The Internet is the biggest information source for us. Why? Because it is easy to access, 

it is fast, and at the same time it is up-to-date. 

 

 

 

Cost 

The factor of cost was especially mentioned by the participants while talking about 

attending conferences in order to obtain job-related information. According to the statements 

of participants, it appears that there is a negative relationship between the cost of an 

information source and the use of that source. In other words, as the cost of an information 

source increases, the frequency of use of that information source decreases. Statements of 

Interviewees C and D support this finding: 

C: We attend conferences in the boundaries of our resources(?). It is difficult to say that 

we attend most of them. We have a workload and our budget is limited. But, we try our 

best to attend conferences and our institution supports us. 
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D: Especially after 2006, 2007, since it is more expensive and more difficult to access 

those books compared to the Internet, and it is hard to find them in Turkey, we rarely 

use books. We can obtain foreign books by paying extra money to international shipping 

companies and customs. It is a long procedure. Therefore, the Internet is the most 

common information source we are currently using. We hardly use books. 

D: Other than that, conferences - directly related to our field - that are important for us 

are held in the U.S. You know, geographically there is a large distance between the two 

countries. We also have some financial constraints. Therefore, it is very difficult for us to 

attend those conferences. On the other hand, domestic conferences don’t meet our 

expectations. It is unfortunate not to be able to participate in those international 

conferences due to financial constraints. 

 

 

 

Availability 

The factors of availability and accessibility have been discussed over time. They have 

been redefined according to the changing concept of the distance between the seeker and the 

source in an information society. Earlier, only physical distance was used to determine whether 

a source was available or not. Today, this criterion seems to be useless because IT shortens, or 

even eliminates, distances. As discussed above, Interviewee C said that: 

C: If you are working in a big institution, then there are a lot of people doing the same 

work. You can definitely communicate more easily with others on the other end of the 

phone. 

Today, an information source is as far away as the system you use to access that source. 

In this sense, information sources that were previously defined as unavailable can be now be 

considered as available when you use ICT. It can be concluded from the answers of respondents 

that DEEs use the information sources available to them more frequently than other sources 

that are not available. However, this doesn’t necessarily mean that there is a cause and effect 

relationship between availability and information source usage.  
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Scientific 

Another factor mentioned by Interviewee E is that DEEs prefer to use more reliable and 

scientific information sources. Forensics is considered to be a science, and the methods and 

techniques applied in digital forensics have to be scientifically tested. It appears that 

scientifically-tested information sources are used more frequently compared with other 

sources:  

E: It is important to have scientific sources. When acquiring new information [practice], 

it must be supported with references and be tested first to be sure. The expert 

organizes a briefing meeting with other employees in the laboratory to share new 

information that he believes is accurate.  In that meeting, information about the topic, 

new experiences and test results are presented. In the end, a decision about it is made. 

When other employees agree with the expert, this information is added to the 

information pool of our laboratory. 

 

 

 

Up to Date 

 To what extent an information source is up-to-date is another factor mentioned by the 

interviewees. As Interviewee A said, DEEs use certain types of information sources because 

those sources provide up-to-date information.  

A: There are journals we subscribed to.  We look at them from time to time because 

books may not be up-to-date … The most updated and detailed information is given in 

conferences. 

 

Prior Experience with the Source 

It appears that DEEs become familiar with information sources as they use them. Their 

prior experience with the information source influences their use of that source in the future. 

Successful prior use has a positive effect, whereas unsuccessful use has a negative effect on the 
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frequency of use of an information source. Interviewee D stated that he perceives forum pages 

as useful, and he can even give an average time to get a response to a posted question.    

D: There are some very useful forum pages on the Internet, pertinent to digital evidence 

examination. In those pages, people post their problems and discuss different 

alternatives or solutions. We usually get answers within 30 minutes after we post the 

questions. 

 

Relevance 

Interviewee B mentioned that the extent to which an information source is relevant to 

the question in mind is a factor affecting the decision of examiners about selecting that source. 

The participants didn’t clearly identify their relevance criteria. Interviewee B said that he tries 

to obtain information from a source that he believes is relevant to his job. He explains how 

much effort he went to, to get some books, since he perceived them as relevant to his job:      

B: I try to get the information source we need regardless of its location in the world. The 

most important criterion for me when I decide to use an information source is whether 

that source satisfies me or not. If that gives the answers I need, I immediately buy it. For 

example, I have bought many books from EBay. I sometimes get books shipped from 

England, China, and the U.S. The location of the source is not important. If the answers 

we need are in it, we get it. I sometimes spend a lot of effort to find, and get a book. To 

find some printed sources is really difficult. 

 

Interactivity 

 As indicated by Interviewee A, DEEs attend conferences to observe and learn how 

forensic methods and techniques are applied. During conferences, forensic kits and software 

are demonstrated; DEEs perceived that human information sources demonstrate forensic 

practices interactively. Conferences are the perfect environments for the seeker and the 
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information source to interact. Other types of information sources in which DEEs interact 

strongly with human information sources are workshops and technical courses.  

A: it is helpful to see things in practice during conferences. 

 

Importance 

The participants mentioned the level of perceived importance of a source as an 

indicator of how frequently they use that source. The analysis of interview transcripts indicated 

that there is a positive relationship between the level of perceived importance of a source and 

the frequency of use of that source. The statements of Interviewees A, C and D support this 

assumption: 

A: As an assistant, the most important source of information, for me, is the expert. I'm 

learning a lot from him. 

C: Actually, this may not be an exact list showing the importance level of each source. 

The rank of the information in that list depends on which source is more beneficial for 

you. The source in the first place [the most important] in one case can drop back to third 

place in another case. However, if I make a list in general other experts are the best 

information source, second is the Internet, third is experts working informatics security. 

Then follow, printed sources such as books and journals. 

D: With respect to our job, forums on the Internet are the most important source. 

 

Research Question 4: Obstacles to Information Seeking 

In this section findings related to the obstacles DEEs face while seeking job-related 

information are presented. The researcher categorized the obstacles as follows:   

• Separation of digital evidence collection from other stages 

• Unwillingness to share information due to bureaucratic or political concerns 

• Lack of technical knowledge/education in other areas of criminal justice 
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• Rapid change in technology 

• The nature of computer crimes 

• Lack of reference books in Turkish 

 

Separation of Digital Evidence Collection from Other Stages  

(Lack of Background Information about the Case)  

 

As mentioned in the earlier pages of this chapter, DEEs don’t participate in the evidence 

collection stage.  Interviewee B pointed out that the legal system, in fact, doesn’t allow them to 

collect evidence: 

B: Digital evidence is gathered by criminal investigator units. The reason for this is the 

different treatment of the legal system in Turkey. The person collecting evidence at the 

crime scene, and the person who examines the evidence have to be different people. To 

ensure the impartiality of the investigation, this is an applied rule. An examiner cannot 

process a digital media if he collects it on his own. Because of this practice, the crime 

scene investigator unit is collects the evidence, and sends it to digital evidence 

examiners.  

This regulation, however, creates problems. In some cases, officers collecting the 

evidence don’t follow the rules of evidence collection. There are certain procedures that the 

person collecting the evidence has to follow. An important part of evidence collection is to 

record the information about the user or owner of a digital device/media. The person collecting 

and submitting evidence may not know the technical aspects of digital evidence collection and 

the information needs of DEEs. Therefore, that person might not provide sufficient information 

for DEEs to be used in the following stages of the digital forensic process. If DEEs collected 

evidence from the crime scene, they would pay special attention to gathering the information 

they would need in the following stages. Interviewee A addressed this problem:   
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A: But, sometimes we received cases where only the subject of the crime is written 

down. This case was like that, nothing was included other than the type of crime.   No 

suspect's name, what was expected was not clearly written down, and almost no 

information about the case has been submitted, only the name of the crime has been 

written and, then, we are asked to investigate the hard disc. In such cases, we have 

extreme difficulties in identifying the keywords. 

 

Unwillingness to Share Information Due to Bureaucratic or Political Concerns 

The second identified obstacle that DEEs face in digital forensics is that the other parties 

involved in the investigation of the crime, to which the evidence relates, don’t want to share 

information due to bureaucratic or political concerns. Some cases are very sensitive, especially 

when politics and bureaucrats are involved in the case.   As happened in the case Interviewee A 

described, the party submitting the evidence may not be cooperative:   

A: The office submitting the case should write what they expect us to do. For example, 

when submitting a case, one that says “please, do necessary examinations to determine 

whether such and such digital media belonging to such and such people contains such 

and such element of such and such crime.”  Each “such” takes its place in our keyword 

list. This is an example of an examination request we want to receive. The other is the 

one we don’t want.  For example, one says “please, send your report after completing 

necessary examination on the digital media regarding such and such crime.” In a case 

like that, we only know the type of crime, nothing else. That is a tough situation. I don’t 

know if it helps you but it is about politics.  

Interviewee B said that he noticed a problem when he first began working in the lab; the 

examiners were not sharing information. He said that there was lack of communication, and 

that he was able to solve the problem by providing alternative ways of communication and 

encouraging information sharing.    

B: The first thing I noticed when I stated this job was the lack of information sharing, 

absence of information sharing. I saw that the communication among employees was 

missing. People were keeping information to themselves. There may be a number of 

reasons for that. I don’t why it was like that. After, 2005-2006, we established a large 

communication infrastructure via emailing and forums. Now, we share new information 
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we learn, and every new experience we get via forums. It is very important to share 

newly obtained information. And, we do so. We organize seminars and in-service 

training, lasting one week, once every three months in order to update our knowledge. I 

believe that such occasions are very important with respect to digital evidence 

examination. We collect our knowledge in two different databases: a web-based one, 

and in the internal network.  Everybody has membership in those databases. We can 

access our database wherever we are, regardless of our location, via Internet. That is 

very helpful for us. 

 

Lack of Technical Knowledge/Education in Other Areas of Criminal Justice 

 The third obstacle is that clients requesting a digital evidence examination don’t have as 

much technical knowledge as DEEs. That is why DEEs are required to use a different, simpler 

language in their reports. Most DEEs don’t feel comfortable using such language; they feel that 

they cannot completely justify the complex methods and techniques they use during the digital 

evidence process. DEEs have to maintain a balance between being understandable and being 

scientific. Interviewee B pointed out this problem and mentioned a factor causing this problem. 

The problem was that there was no technical education in the judicial system. 

B: our reports are technical reports although the contents of them usually solve criminal 

cases. Our reports give detailed information about who created a file in the system, 

when it was created, when it was modified, when it was deleted. The people we are 

submitting our report to don’t have training in technical issues. That is why authorities 

in the criminal justice system sometimes don’t understand the technical jargon we use. 

This is a fact. The police have such an institution of expertise but the judicial system 

doesn’t have prosecutors or judges who especially focus on technical cases. This is 

actually a problem all around the world. We heard similar complaints and discussions at 

the conferences and seminars we attended. Considering this, we recently simplified our 

reports; we have been writing them more clearly and understandably. 

 

Rapid Change in Technology 

 Another challenging fact in digital forensics is the rapid change in technology. It seems 



 

 131 

that DEEs are having difficulty in obtaining information about forensic investigations of new 

products, since it takes some time to design, produce, test and approve forensic kits and 

software. Therefore, during the interim, DEEs cannot find reliable information.  

 DEEs are also having difficulty in finding information in the opposite situation, in which a 

“very old” digital devices is submitted for examination. The technology is changing so fast, and 

the number of digital devices so large that, in some cases, even disassembling a previously-

produced digital device presents a big challenge.    

B: In one of the cases, we had a very old MacBook in our hand. We could not 

disassemble and remove the hard drive. Even the Mac Service had difficulty doing it and 

it took them about 6-7 hours to do that. The hard drive's capacity was 2Gb and was a 

very old one. 

C: Absolutely, we receive some challenging cases from time to time. The technology is 

changing so fast. It is very likely for us to encounter new things.  

D: There are many different types of software. People in this field use different types of 

software. So, we sometimes cannot find the exact answer relevant to the case in our 

hands. We are looking for information about a certain operating system but, instead, it 

explains how to solve the problem on another operating system. There are even many 

differences between different versions of the same operating system.  For example, 

Windows adds lots of new things with a new version. It is not always possible for us to 

find out which instructions to give the computer, to search under which directory. 

Although, the Internet is the largest, the most up-to-date, and the fastest source of 

information, we still have difficulty in getting particular information.   

 

The Nature of Crime, Especially Computer Crime 

 Another obstacle mentioned by the participants is the nature of crime. The offender 

tries to erase any evidence that incriminates him/her. Especially, in computer crimes, offenders 

are very knowledgeable about technical issues. They know how to delete, cover, or hide any 

digital traces of their actions. In addition, just as there is a market for producing forensic tools 
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to recover and to analyze digital data, there is also a big market for producing tools and 

software that focus on deleting data, or the security of digital data. These tools are so powerful 

that digital data deleted with certain tools cannot be recovered. Digital data encrypted with 

powerful software cannot be reviewed or, alternatively, it will take a long time to do so.  

B: As a challenge, we only had difficulty in hacking passwords. Dealing with passwords 

and encrypted digital media is problematic for all examiners in the world. 

 

Lack of Reference Books in Turkish 

 The last obstacle the interviewees pointed out is the lack of reference books in Turkish. 

Materials for the science of digital forensics, including forensic kits and software, are produced 

in foreign countries. Therefore, all the important reference books are, mostly, in English. Even 

the examiners who know English complained about this issue. The problems DEEs face are very 

complex, and when they need information regarding a technical problem, it is still difficult to 

find the information even if the examiner knows English. Some problems can be solved only by 

contacting experts outside Turkey. In such cases, explaining the problem is also a difficult job, 

since the problem should be described in detail.         

B: most books relevant to our work are in a foreign language. To have books in a second 

language is a bit problematic for us. Mostly, my friends who know the second language 

use those books 

C: while searching for information, the biggest problem is to reach the correct person. 

There are a great number of issues in digital evidence examinations. You cannot always 

find people who specialize on the topics you want to ask about.  Therefore, you ask the 

same thing of several experts, and get the relevant information. Those experts are not 

always near you. E-mailing is not a quick way to find information. Once you submit your 

question, then, you wait for the person to see your message or to be available to reply.  
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CHAPTER 5  

CONCLUSION 

Introduction 

People are surrounded by information and communication technologies; personal 

digital devices, which are usually multi-task all-in-one devices, are ubiquitous. For instance, a 

smart cell-phone is a personal computer, a GPS locator, a multimedia device and also a digital 

storage media, and the number of these types of digital devices is increasing dramatically. In 

addition, security cameras are everywhere. A huge amount of information about the people 

using or associated with these technologies is saved inside digital devices automatically, as a 

requirement of the architecture of digital devices.  

The information in physical digital items has a legally latent value, and law enforcement 

agencies have begun to recognize the value of the latent information in personal and public 

digital devices. Therefore, they will collect digital evidence, in addition to traditional physical 

evidence, to strengthen the case they are investigating.  

Digital evidence examining has emerged as a new profession from the interaction of 

engineering sciences, such as computer, software and network engineering, and forensic 

sciences, especially digital forensics. Although there are numerous studies on the digital 

evidence examination process, it has never been studied from an information science 

perspective. 

This study aimed to gain in-depth insights into the information-seeking behavior of 

digital evidence examiners (DEEs). The researcher specifically focused on their information 

needs, the information sources that digital evidence examiners use, the factors affecting their 
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decisions regarding source selection, and the obstacles DEEs encounter during the search for 

job-related information. The findings of this study assisted the researcher in making some 

theoretically helpful recommendations for administrators. 

 

Research Question 1: Context and Information Needs 

The researcher found that digital evidence examiners rarely collect digital evidence from 

crime scenes. They, mostly, examine and analyze digital media delivered to them, and report 

their findings about the digital evidence retrieved from those digital media according to legal 

regulations, by applying certain techniques and using special hardware and software 

determined by the type of crime and digital media. As can be seen in their job descriptions, the 

work environment of digital evidence examiners shapes their information behavior. Legal 

regulation and responsibilities, technical differences in the digital devices, and variability in the 

nature of different crimes all influence DEEs behavior; they act according to the context of the 

situation. 

The role an examiner plays in the work environment is one of the factors directly 

influencing information needs of DEEs and indirectly influencing information source usage by 

DEEs. The roles that DEEs play include: Researcher, Expert, Assistant Mentor (instructor) and 

Marketing Employee. Experts are expected to play certain roles, like instructing other 

assistants, doing research on newly-developed techniques, and addressing other issues as 

requested by assistants. All examiners play the role of marketing personnel to some extent. 

They participate in the process of buying new tools, upgrade or update those tools by 

describing their needs or they make the decision about what to buy. 
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The data from the interviews revealed that all examiners search for information about 

new hardware and software in certain information sources such as the Internet, conferences 

and technical journals. They want to buy the newest, most developed product on the market, 

because their main motivation is to perform successful examinations; they want to follow the 

trends of the market. Certain types of information sources provide certain types of information. 

To illustrate, DEEs use technical magazines, which are not scholarly in nature, to obtain general 

information about newly-developed digital devices. In contrast, DEEs prefer to use scholarly 

journals to obtain specific information about newly developed forensic procedures and 

software.   

The research revealed that the type of crime, type of evidence, and sub-tasks of the 

digital evidence examination shape the information needs of DEEs. That is, the type of crime, 

type of evidence, and sub-tasks have an influence on the decision of DEEs regarding 

information source selection and use, through shaping the information needs of DEEs. DEEs are 

usually asked to determine if a digital media contains digital evidence related to an alleged 

crime. To answer this question, DEEs need to know what constitutes a given type of crime, and 

what the elements of that crime are. Information about the type of crime is especially helpful in 

the analysis stage of evidence examination. Technical information about digital evidence is 

helpful for DEEs in the examination stage, while they are extracting digital data, and in the 

reporting stage, for justifying the methods they used in the examination and analysis stages. 

DEEs need to obtain adequate information about the owner of the digital media, 

suspects, the nature of the crime, and the crime scene to conduct a successful examination. 



 

 136 

They rely on the other police units in getting these types of information. They need this 

information because they analyze digital data and make decisions based on that information. 

It seems that DEEs sometimes have problems in getting adequate information from 

evidence collection units. The units may not understand the importance of the information that 

DEEs request about the evidence and its owner. In such cases, DEEs call the units submitting the 

evidence on the phone and try to obtain the information they need. They may not always be 

able to get the desired information, because the party submitting the evidence may not want to 

share information for several reasons. 

In most cases, DEEs did not have this problem because they have very good, up-to-date 

and powerful hardware and software in their laboratory. in the examination stage, DEEs usually 

need more job-related information than usual, and, therefore, spend a lot of time on 

information seeking in the following situations: 

• When they encounter a technical problem with the hardware or software that they 

use or with a digital device/media 

• When a new type of digital device/media is submitted to their laboratory to be 

examined for the first time  

• When the digital device/media subject to examination is too old 

• When the digital device/media subject to examination is newly produced 

• When the digital device/media is highly protected with strong passwords or 

encryption software 

• When the owner of the digital device/media subject to investigation is very 

knowledgeable about computers and networks 
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• When the digital device/media doesn’t have a standardized format 

Since DEEs need technical information the most in the examination stage, they usually 

use information sources that can provide technical information about: 1) the digital 

device/media they are working on, 2) the forensic tools they are using or 3) appropriate 

methods and procedures applied during the examination. The Internet was the information 

source most commonly used by participants during the examination stage. The other 

information sources that were often used by examiners in the examination stage are: forums, 

experts, colleagues, forensic tools/kits and books.   

In the analysis stage, questions asked by the clients requesting digital forensic 

investigations are answered. Since the relationships between elements of the crime are 

discovered during this stage, DEEs need detailed information about the following elements of 

crime: offender(s), crime weapon/tool, the crime scene, the victim of the crime, and the 

timeline of events, in order to perform a successful analysis. The information about the 

elements of the crime is supposed to be collected before the digital device/media is submitted 

to the lab. 

However, DEEs must spend extra time in searching for information in order to satisfy 

their information needs in the analysis stage, when the following situations occur:  

• When information about the elements of a crime is not provided or insufficient 

• When the amount of data subject to analysis is extremely large  

• When a digital media/device is obtained in complex crimes such as organized crimes 

and cybercrime 
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For the stage of analysis, the most frequently mentioned information source was the 

investigation file (case file) that contains information about the elements of the crime. The 

following information sources used by DEEs in the analysis stage are: personal experience, 

experts, detectives, the Internet, clients, professional training, the prosecutor, evidence 

submission forms, in-lab manuals, forums and colleagues, respectively. 

DEEs usually need information about the language, style and format of forensic reports 

in the stage of reporting. They know that the people they are sending reports to are not as 

knowledgeable as they are about technical issues. Therefore, they must explain how they 

processed the digital evidence in terms that are simple enough to understand but detailed 

enough to avoid critiques about the reliability of the forensic examination. DEEs mostly use in-

lab manuals and report templates as information sources in this stage. Other information 

sources DEEs use to obtain information about the format, style and language of reports are 

legal documents, previously-written reports, editing software, and colleagues. 

All interviewees said that they finally found the information they were looking for, and 

successfully completed their assigned tasks. DEEs produce a report at the end of the digital 

forensic process; the report consists of the outcome of their work. While the participants were 

confident that they could get the information they needed to accomplish the investigation, they 

were not always certain whether the report they submitted was considered as successful from 

the perspectives of clients and the service requesting party. They were more certain when the 

party receiving the report gave them feedback. DEEs perceived that the reports were successful 

unless they received negative feedback.   
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Research Question 2: Information Sources 

It seems that DEEs usually use technical books, given to them in technical courses, to 

solve the problems they have during the digital forensic process. DEEs use journals to find out 

about new products and new trends in technology; they benefit from these journals in keeping 

their tools and kits up-to-date and increasing their abilities. It appears that DEEs attend 

conferences to observe newly developed techniques and methods in-person, to make new 

professional contacts, so that they can discuss alternative solutions to problems they may have 

later on, and to educate other people about their job. Forensic tools were very important for 

examiners in terms of providing work-related information. A noteworthy point is that forensic 

tools and software trigger the information needs of DEEs, since they are very complicated and 

powerful tools. The manufacturers frequently add new features according to new 

developments in technology and newly produced digital devices. 

The researcher discovered that participants use online sources very frequently. The 

most commonly used online information source is the Internet. DEEs use online information 

sources for six main purposes: 

• To learn about new developments in technology 

• To follow new developments in digital forensics 

• To get general information about a new topic/case/problem 

• To find solutions to job-related problems 

• To share forensic experience and knowledge  

• To track work flow 
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DEEs satisfy a significant portion of their information needs by using their personal 

contacts inside or outside their laboratory. The use of personal contacts to get job-related 

information is common among DEEs, not only at the national level but also at the international 

level. 

The participants had different perceptions of the importance of information sources. 

Experts, professional training, and the Internet were given as the most important information 

sources.   With respect to using internal information sources as opposed to external 

information sources, the researcher concluded that DEEs mostly prefer to use internal sources, 

especially the experts in their laboratory. To get the information the examiner needs, the 

examiner has to, first, give a detailed description of the problem or the need for information, 

and DEEs perceived that explaining the problem face to face was much easier. This also 

indicates that DEEs prefer oral, as opposed to written, communication while searching for 

solutions to technical problems. 

 

Research Question 3: Factors 

The factors, identified from the data, that affect information source selection and use by 

DEEs can be listed as follows: accreditation, workload, type of information, time, cost, 

availability, reliability/scientific, up-to-date, prior experience with the source, relevance, 

interactivity and importance. 

 

Obstacles 

The obstacles DEEs face while seeking job-related information can be listed as follows:   
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• Separation of digital evidence collection from other stages 

• Unwillingness to share information due to bureaucratic or political concerns 

• Lack of technical knowledge/education in other areas of criminal justice 

• Rapid change in technology 

• The nature of computer crimes 

• Lack of reference books in Turkish 

 

Implications 

Theoretical Implications 

This study has some theoretical implications. The findings of the current study are 

theoretically consistent with the findings of previous studies targeting the information-seeking 

behavior of professionals. To illustrate, the participants indicated that their information needs 

are shaped according to the characteristics of the tasks they perform. 

This study theoretically contributed to the literature of information science by exploring 

specific characteristics of the tasks DEEs perform. Although the findings of this study are not 

statistically significant in any way, the assumptions generated by the researcher about the 

information behavior of DEEs, on the basis of the collected data, will open new doors for 

scholars. Testing those assumptions, by conducting quantitative studies that use larger samples, 

will generate more reliable and valid findings.  

This study also made a contribution to the literature of the information-seeking 

behavior of professionals by introducing a new concept named as “perceived interactiveness of 

the information source used” as a factor affecting decision making process of DEEs about 
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selecting job related information sources. Investigating digital evidence is a complex job. The 

collected data shows that DEEs usually prefers to use information sources which they perceive 

as more interactive.    

 

 Methodological Implications 

 The researcher applied a directed approach in this study; that is, he designed his study 

on the basis of previous studies. Then, he reported emerging concepts that were not discussed 

in prior research. This method is helpful if the researcher is conducting research under time 

constraints. However, applying a ground theory would be more productive, in terms of defining 

the weakness of prior research studies. In addition, the application of qualitative content 

analysis would have been more productive in the context of this research. 

 

Implications for Criminal Justice 

The researcher identified the relationships between the information needs of DEEs and 

information source selection and use by DEEs. The researcher also discovered several factors 

influencing the information behavior of DEEs; he also identified several obstacles DEEs may 

encounter while they are seeking job-related information. Based on the findings of this study, 

the researcher made some recommendations for administrators of digital forensic laboratories 

in Turkey.  

• The examiner should be educated about the availability of information sources 

• Newly arising information needs of DEEs should be discussed in routine employee 

meetings 
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• A separate research and development unit of DEEs should be created, in order to 

follow new developments in technology and digital forensics. This unit would also be 

responsible for testing new digital kits and software. 

• This R&D unit should also cooperate with engineering departments of leading 

universities in Turkey, in order to initiate programs to produce domestic tools and software.   

• When hiring DEEs, one of the qualifications of the applicant should be proficiency in 

English  

• The budget allocated for DEEs to attend international conferences should be 

increased 

• Police officers should be educated about the procedures of evidence collection 

 

Future Research 

 As a product of this study, the researcher developed a survey tool for future studies. The 

researcher adapted the survey instrument created by Pinelli et al. (1993) to the context of 

digital forensics according to the findings of this study. The variables used in the survey 

instrument were derived from this study. The adapted survey instrument is presented in 

Appendix F. 

 

Limitations of the Study 

Major limitations of this study resulted from the nature of the research method used in 

the study. The researcher used a qualitative approach because it fit the purpose of the study; 

however, qualitative studies have some limitations by default. For example, the sample size is 
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small in many qualitative studies; therefore, probability samples were not appropriate, or even 

possible, for the current study. The researcher did not intend to generalize the relationships 

between the dependent and independent variables from the sample to a larger population. 

Instead, the researcher intended to understand the information-seeking behavior of DEEs. 

Although non-probability samples are helpful in some research situations, like the 

current one, another important limitation of non-probability sampling is that sampling errors 

cannot be known. It is impossible to apply the techniques used to estimate sample size to non-

probability sampling (Sullivan, 2001). 
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APPENDIX A 

THE INFORMATION SEEKING BEHAVIOR OF DIGITAL EVIDENCE EXAMINERS 
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Explanation: During this interview, an information source refers to any information source 

that could assist a digital evidence examiner to achieve the goals of tasks in hand. This 

information source could be any type of information source such as things, people, internet, 

written documents, and audio/visual materials.  

 

1. Please describe your work as a digital evidence examiner (or a computer examiner)? 

2. Please describe a case that you have completed? 

3. What was the objective of achieving that task? 

4. Please tell me which steps you needed to go through to complete that case? 

• Step 1. Collection: identifying, labeling, recording, and acquiring data from the 

possible sources of relevant data, while following procedures that preserve the 

integrity of the data. 

• Step 2. Examination: forensically processing collected data using a combination 

of automated and manual methods, and assessing and extracting data of 

particular interest, while preserving the integrity of the data.  

• Step 3. Analysis: analyzing the results of the examination, using legally justifiable 

methods and techniques, to derive useful information that addresses the 

questions that were the impetus for performing the collection and examination.  

• Step 4. Reporting: reporting the results of the analysis, which may include 

describing the actions used, explaining how tools and procedures were selected, 

determining what other actions need to be performed (e.g., forensic 

examination of additional data sources, securing identified vulnerabilities, 

improving existing security controls), and providing recommendations for 

improvement to policies, procedures, tools, and other aspects of the forensic 

process.  

5. In Step …       

• Did you have any questions in mind? What were they? What information did you 

need in step …?  

• What did you try to find out? 

• How did you find the answer to these questions? Did you get any help? 

• Why did you choose to use this way to get the answer? 

• Did you have any difficulties to get the answer? What were they?  

• Did you finally get an answer to your questions? Did it help? How? 

• If you finally could not get an answer to your question? Why it was not helpful? 

The above questions are repeated for each of the steps the respondents mentioned. 

Questions related to information sources 

1. Do you use books? What kind of books do you use? 

2. Do you use technical journals? If so, for what purpose do you use them? 

3. What is the role of forensic kits and software in providing the information you need? 

4. What is role of electronic networks in providing information you need? 

5. For what purposes do you use internet? 

6. Do you use online databases to obtain information you need? 

7. Do you attend conferences?  
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8. Do you use library or information center in your organization? 

9. Do you use your personal contacts and social networks to get the information you 

need? 

10. Compared to each other, which information sources we talked about earlier are more 

important than others? Why do feel that way? 
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APPENDIX B 

INTERVIEW INSTRUMENT
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Cheuk Wai-Yi, Bonnie (2002) 

 

1.      Obtain an overview of the respondents’ tasks at work 

 Please describe to me your work as an engineer (or an auditor or an architect)? 

Please describe a job that you have completed in your workplace? 

What is the objective of achieving that task? 

 

2.      Tell me the steps that you need to go through to complete this job? 

Task begin -> Step 1 -> 2 -> 3 -> 4 -> 5 -> 6 -> 7 -> … -> End task 

 

3.      In [Step 1], …       

Do you have any questions in mind? What are they? [gaps: information need] 

What do you try to find out? 

What situation do you think you are in? [situation] 

What do you feel? [affective] 

How do you find the answer to these questions? Any help? [bridging the gap] 

Why do you choose to use this way to get the answer? 

Do you have any difficulties to get the answer? What are they?  

 Are there ways that you can get the answer, but you chose not to use them? 

Did you finally get an answer to your questions? Does it help? How? [help] 

How do you handle/deal with these useful answers?  

If you finally cannot get an answer to your question? What can’t it help?  

 

4.      The above questions are repeated for each of the step (i.e. from [step 1] to [End Task]) that 

the respondents have shared. 
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APPENDIX C 

CODING SCHEME
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Numeric 

Code 

Category 

 Level 1  
(X._._._) 

Category  

Level 2 
 (_.X._._) 

Category 

 Level 3 
 (_._.X._) 

Category 

 Level 4  
(_._._X) 

     

1. Context    
1.1.  Work    

1.1.1.   Work Characteristics  

1.1.1.1.    Specialization on particular type of crime 
1.1.1.2.    Operations on the basis of law and regulations  

1.1.1.3.    Challenging due to the hidden, deleted or encrypted data 

1.1.1.4.    Requires technical, investigative or linguistic skills  
1.1.1.5.    Digital evidence submitted by other units  

1.1.1.6.    Requires following certain procedures  

1.1.1.7.    Serves in specified jurisdiction 
1.1.1.8.    Requires sharing Information 

1.1.1.9.    Requires following new innovations 

1.2.  Role   
1.2.1.   Role Type  

1.2.1.1    Examiner 

1.2.1.2    Expert 
1.2.1.3    Researcher 

1.2.1.4    Assistant 

1.2.1.5    Mentor 
1.2.1.6    Marketing Personal 

1.3.  Task   

1.3.1.   The scope of task  
1.3.1.1.    To conduct necessary examination 

1.3.1.2.    To examine password protected digital media and logs of internet 
access 

1.3.1.3.    To investigate an unauthorized access to a commercial database 

1.3.1.4.    To examine computer 
1.3.1.5.    To analyze MSN messenger records 

1.3.1.6.    To investigate a damaged CD 

1.3.1.7.    To determine if the owner of the computer committed the crime 
1.3.1.8.    To examine an encrypted hard drive 

1.3.2   Type of Crime  

1.3.2.1    Organized Crime 
1.3.2.2    Identity Theft  

1.3.2.3    Cybercrime 

1.3.2.4    Homicide 
1.3.2.5    Child Pornography 

1.3.2.6    Terrorism 

1.3.3.   Type of Evidence  
1.3.3.1.    Hard Drive 

1.3.3.2.    Digital Camera 

1.3.3.3.    Flash Drive 
1.3.3.4.    Computer 

1.3.3.5.    CD 

1.3.3.6.    DVD 
1.3.3.7.    Other digital media 

1.4.  Sub-Task1  

Collection 

  

1.4.1.   Participation  

1.4.1.1    Yes 

1.4.1.2    No 
1.4.2.1.   Information need  

1.4.2.2.    How to  fill evidence submission form 

1.4.2.3.    Need to legal procedures regarding evidence collection 
1.4.2.4.    Need to know how to document evidence collection 

1.4.2.5.    Need to know technical protocols & procedures to follow  

1.4.3..   Outcome  
1.4.3.1.    Success 

1.4.3.2.    Fail 

1.4.3.3.    No feedback from client 
1.5.  Sub-Task 2  

Examination 

  

1.5.1.   Participation  
1.5.1.1.    Yes 

1.5. 1.2    No 

1.5. 2.   Information need   
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1.5. 2.1.    How to avoid damaging original data 

1.5. 2.2.    How to store digital device/media 
1.5. 2.3.    How to ship digital device/media 

1.5. 2.4.    What procedure to follow during examination 

1.5. 2.5.    How to take the device apart  
1.5. 2.6.    If there is enough resources: time, storage, human, knowledge, 

tools kits 

1.5. 2.7.    What other accessories or parts are needed to make a proper 
investigation 

1.5. 2.8.    Where to find information about very old and new device 

1.5. 2.9.    Where to find information about hacker and their practices 
1.5. 2.10.    Where to find information about encryption software 

1.5. 2.11.    How particular software works 

1.5. 2.12.    The capacity of equipment 
1.5. 2.13.    How to operate forensic tools and kits 

1.5. 2.14.    How to evaluate situation 

1.5.3.   Outcome  
1.5. 3.1.    Success 

1.5. 3.2.    Fail 

1.5. 3.3.    No feedback 
1.6.  Sub-Task 3 

 Analysis 

  

1.6.1.   Participation  
1.6. 1.1.    Yes 

1.6. 1.2.    No 

1.6. 2.   Information need  
1.6. 2.1.    The forensic tools to use in analysis   

1.6. 2.2.    How to use analysis tools and software 
1.6. 2.3.    The features of analysis tools 

1.6. 2.4.    How to define keywords  

1.6. 2.5.    Elements of crime: suspect, victim, crime weapon, time and 
location, type of crime 

1.6. 2.6.    Legal definitions of crime 

1.6. 2.7.    How to validate the results of analysis 
1.6. 2.8.    The  procedures to follow according to characteristics of task 

1.6. 2.9.    How to determine the digital device contains evidence 

1.6. 2.10.    The type of information to look for 
1.6. 2.11.    The techniques criminals use to cover their trace 

1.6.3.   Outcome  

1.6. 3.1.    Success 
1.6. 3.2.    Fail 

1.6. 3.3.    No feedback 

1.7.  Sub-Task 4  
Reporting 

  

1.7.1.   Participation  

1.7. 1.1.    Yes 
1.7. 1.2.    No 

1.7.2.   Information  need  

1.7. 2.1.     
1.7. 2.2.    The information that must be included in the report 

1.7. 2.3.    Skills necessary to write a good report 

1.7. 2.4.    How to represent findings in the report 
1.7. 2.5.    The technical knowledge of the client 

1.7. 2.6.    How to simplify complex procedures of examination 

1.7. 2.7.    The sources providing information about writing report 
2.8 Source    

2.1  Sub-Task 1  

Collection 

  

2.2.  Sub-Task 2  

Examination 

  

2.2.1.   Books  
2.2.2.   Journal Articles  

2.2.3.   Personal Experience  

2.2.4   Personal knowledge  
2.2.5   Personal notes   

2.26.   Technical Manuals  

2.2.7.   Experts  
2.2.8.   Colleagues   

2.2.9.   Engineers in related fields  

2.2.10.   Forums  
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2.2.11.   Internet  

2.2.12.   In-service Trainings  
2.2.13.   Forensic tools & kits  

2.2.14.   Suspects  

2.2.15.   Detectives  
2.2.16.   Acquaintances of suspect(s)  

2.2.17.   Technical services   

2.2.18.   Manufacturer  
2.3.  Sub-Task 3  

Analysis 

  

2.3.1.   Personal Experience  
2.3.2.   Personal knowledge  

2.3.3.   In-service trainings  

2.3.4.   Experts  
2.3.5.   Internet  

2.3.6.   Detectives  

2.3.7.   Clients  
2.3.8.   Investigation file (case file, 

Statements of suspects and 

plaintiff) 

 

2.3.9.   Prosecutor  

2.3.10.   Standardized submission 

form 

 

2.3.11.   In-lab manuals  

2.3.12.   Forums  

2.3.13.   Colleagues  
2.4.  Sub-Task 4  

Reporting 

  

2.4.1.   Colleagues inside the field  

2.4.2.   Experts  

2.4.3.   In-lab manuals and 
templates 

 

2.4.4.   Colleagues outside the 

digital forensics 

 

2.4.5.   Previously written report  

2.4.6.   Editing software  

2.4.7.   Legal documents  
2.5.  Source  

In General  

  

2.5.1.   Books  
2.5.2.   Journals  

2.5.3.   Conference   

2.5.4.   Forensic Kits And Software  
2.5.5.   Online Sources   

2.5.6.   Library or Information 

Center 

 

2.5.7.   Personal contacts  

3. Factor     

3.1.  Situational   
3.1.1.   Availability  

3.1.2.   Workload  

3.1.3.   Time  
3.2.  Perceived   

3.2.1.   Importance  

3.2.2.   Relevance  
3.2.3.   Availability  

3.2.4.   Prior experience with the 

source 

 

3.2.5.   Easy to communicate  

3.2.   Accessibility  

3.3.  Organizational   
3.3.1.   Accreditation  

3.3.2.   Budget  

3.3.     
3.4.  Source 

Characteristics 

  

3.4.1.   Type of information  
3.4.2.   Practicality /applicability  

3.4.3.   Cost  

3.4.4.   Availability  
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3.4.5.   Reliability/scientific  

3.4.6.   Interactive  
3.5.  Task 

Characteristics 

  

3.5.1.   Up to date  
3.6. Barrier    

3.0.0.1.    Separation of digital evidence collection from other stages 

3.0.0.2.    Unwillingness to share information due to the bureaucratic or 
political concerns 

3.0.0.3.    Lack of technical knowledge/education in other apparatus of 

criminal justice 
3.0.0.4.    Rapid change in technology 

3.0.0.5.    The nature of computer crimes 

3.0.0.6.    Lack of reference books in Turkish 
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APPENDIX D  

LETTER OF IRB APPROVAL
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APPENDIX E 

IDENTIFYING THEMES
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APPENDIX F  

SURVEY INSTRUMENT FOR FUTURE STUDIES
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Section 1: Questions Related to Information Sources 

 

Approximately how often do you use the following Information Sources as part of your 

professional duties? 

 

 Never Rarely Sometimes Often Always 

Journal Articles 1 2 3 4 5 

Conference Papers 1 2 3 4 5 

Audio/Visual Materials 1 2 3 4 5 

Technical presentations 1 2 3 4 5 

Your Memory 1 2 3 4 5 

Technical Manuals (e.g. documents about 

how to use EnCase) 
1 2 3 4 5 

Forensic Guides  1 2 3 4 5 

Social networks (e.g. online discussion 

forums, and email groups) 
1 2 3 4 5 

Supervisors 1 2 3 4 5 

Colleagues 1 2 3 4 5 

Clients      

Other (please specify) 

__________________________ 
1 2 3 4 5 

 

In terms of performing your present professional duties, how important is each of the following 

information sources? (Please rate by choosing an appropriate number from 1=Not at all 

Important to 5=Very important) 

    

 Not at all 

Important    

Very 

important 

Journal Articles 1 2 3 4 5 

Conference Papers 1 2 3 4 5 

Audio/Visual Materials 1 2 3 4 5 

Technical presentations 1 2 3 4 5 

Your Memory 1 2 3 4 5 

Technical Manuals (e.g. documents about 

how to use EnCase) 
1 2 3 4 5 

Forensic Guides  1 2 3 4 5 

Social networks (e.g. online discussion 

forums, and email groups) 
1 2 3 4 5 

Supervisors 1 2 3 4 5 

Colleagues 1 2 3 4 5 

Clients      

Other (please specify) 1 2 3 4 5 
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__________________________ 

 

 

 

Section 2: Questions Related to Written Sources 

In this section, we want you to rate how important a characteristic of a specific written source 

is, if you were deciding whether or not to use it in your work. 

   

 

If you were deciding whether or not to use Journal Articles in your work, how important would 

the following factors be? (Please rate by choosing an appropriate number from 1=Not at all 

Important to 5=Very important) 

 

 Not at all 

Important 
   

Very 

Important 

Are easy to physically obtain 1 2 3 4 5 

Are easy to use or read 1 2 3 4 5 

Are inexpensive 1 2 3 4 5 

Have good technical quality  1 2 3 4 5 

Have comprehensive data and 

information 
1 2 3 4 5 

Are relevant to my work 1 2 3 4 5 

Can be obtained at a nearby location or 

source 
1 2 3 4 5 

Had good prior experience using them 1 2 3 4 5 

 

 

If you were deciding whether or not to use Conference/Meeting Papers in your work, how 

important would the following factors be? (Please rate by choosing an appropriate number 

from 1=Not at all Important to 5=Very important) 

 

 Not at all 

Important 
   

Very 

Important 

Are easy to physically obtain 1 2 3 4 5 

Are easy to use or read 1 2 3 4 5 

Are inexpensive 1 2 3 4 5 

Have good technical quality  1 2 3 4 5 

Have comprehensive data and 

information 
1 2 3 4 5 

Are relevant to my work 1 2 3 4 5 

Can be obtained at a nearby location or 

source 
1 2 3 4 5 

Had good prior experience using them 1 2 3 4 5 



 

 163 

 

 

 

If you were deciding whether or not to use Forensic Guides (please specify the name of a guide 

if possible e.g. SWGDE Documents) _________ in your work, how important would the 

following factors be? (Please rate by choosing an appropriate number from 1=Not at all 

Important to 5=Very important) 

 

 Not at all 

Important 
   

Very 

Important 

Are easy to physically obtain 1 2 3 4 5 

Are easy to use or read 1 2 3 4 5 

Are inexpensive 1 2 3 4 5 

Have good technical quality  1 2 3 4 5 

Have comprehensive data and 

information 
1 2 3 4 5 

Are relevant to my work 1 2 3 4 5 

Can be obtained at a nearby location or 

source 
1 2 3 4 5 

Had good prior experience using them 1 2 3 4 5 

 

If you were deciding whether or not to use Technical Manuals (e.g. documents about how to 

use EnCase) in your work, how important would the following factors be? (Please rate by 

choosing an appropriate number from 1=Not at all Important to 5=Very important) 

 

 Not at all 

Important 
   

Very 

Important 

Are easy to physically obtain 1 2 3 4 5 

Are easy to use or read 1 2 3 4 5 

Are inexpensive 1 2 3 4 5 

Have good technical quality  1 2 3 4 5 

Have comprehensive data and 

information 
1 2 3 4 5 

Are relevant to my work 1 2 3 4 5 

Can be obtained at a nearby location or 

source 
1 2 3 4 5 

Had good prior experience using them 1 2 3 4 5 

 

Section 3: Questions Related to Job-Related Tasks 

In this section, we would like understand how task characteristics affect your use of 

information sources. 

Think about the most important job-related project, task or problem you have completed 

during the past 6 months. Which category best describes this work? (Check ONLY ONE box) 
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Educational (For example, professional development or preparation of a lecture) 

 

Collection (That is, identifying, labeling, recording, and acquiring digital evidence)  

 

Examination (That is, forensically processing collected digital evidence using a combination of 

automated and manual methods)  

 

Analysis (That is, analyzing the results of the examination, using legally justifiable methods and 

techniques) 

 

Reporting (That is, reporting the results of the analysis, describing the actions taken, explaining 

how tools and procedures were selected) 

 

Management (For example, planning, budgeting, and managing the digital evidence 

examination process 

 

Other (Please Specify)_________________________ 

 

 

How would you describe the overall complexity of the project, task or problem you categorized 

in Question 8? (Please circle a number).  

 

Very Simple  1 2 3 4 5 Very Complex 

 

How would you rate the amount of uncertainty that you felt when you started the project, task 

or problem you categorized in Question 8? (Please circle a number).  

 

Little Uncertainty 1 2 3 4 5 Great Uncertainty 

 

 

What steps did you follow to get the information you needed for this project, task or problem? 

[Please rank these items (e.g. #1, #2, #3 and so forth) and put an X beside the steps you didn’t 

use.] 

 

____ Used my personal store of information, including sources I keep in my office, or I carry 

with me. 

____ Spoke with coworkers or people inside my organization 

____ Spoke with colleagues or people outside my organization 

____ Spoke with a librarian or information specialist  

____ Searched (or had someone search for me) an electronic (bibliographic) database in the 

library  

____ Used literature resources (e.g., manuals for digital evidence processes) found in my 

organization’s/laboratory’s library 
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If you used none of the above steps, please check: ___________ 

 

 

Which one of the following best describes the kind of duties you performed while working on 

the project, task or problem you categorized in Question 8?  

 

Digital/Computer Evidence Examining 

Science 

Management 

Other (Please specify)__________________________ 

 

 

Section 4: Demographics 

 

What is your gender? 

 

1   Male     2   Female 

 

What is your age? _____ 

 

 

What is the highest level of education you completed, and your major? (Check one number) 

 

No College degree 

Bachelor’s   in ____________   

Master’s  in ____________  

Doctoral  in ____________ 

Other (please specify) ___________in ____________ 

 

 

How many years of experience do you have in digital forensic services?  

 

Number of years: _______ 
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