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A6STRACT 

The Rao-Nam scheme i s  discussed and generalized to F . It is shown 

that the scheme is insecure against a chosen-plaintext attack for 

practical code lengths. Based on observations an improved scheme is 

given, which is not vulnerable to the chosen-plaintext attacks as 
described. 

9 

1. INTRODUCTION 

In 1978 McEliece C 1 3  proposed a public-key cryptosystem based on the 

theory of linear algebraic codes. His scheme was a natural consequence 

of a Paper by Berlekamp, McEliece and van Tilborg [Z] in which it w a s  

proved that the general decoding problem f o r  linear codes is 

NP-complete. The McEliece scheme is based on a class of Goppa-codes, 

which is an extension o f  the well-known class o f  BCH-codes. Since 

there exists fast decoding algorithms for these codes, data rates Of  1 

Mbitsls C11131C43 can be obtained. Adams and Meijer [3] and Jorissen 

C41 computed the optimal values for the parameters of the McEIiece 

system. The optimal values improves the cryptanalytic complexity and 
information rate of the system. Moreover Adams and Meijer showed that 

C. Pomerance (Ed.): Advances in Cryptology - CRYPT0 '87, LNCS 293, pp. 445-457, 1988. 
0 Springer-Verlag Berlin Heidelberg 1988 



446 

the existence o f  more than one trapdoor i n  the McEliece scheme i s  

un 1 i k e l  y . 

I t  i s  a well-known f a c t  t h a t  public-key cryptosystems can be used as 

private-key cryptosystems. Therefore throughout the years Jordan C 5 1 ,  
Rao and Nam C 6 1  proposed t o  modify the McEliece scheme i n  order t o  use 

i t  i n  a c l a s s i c a l  way. Rao and Nam's aim was t o  increase the 

information r a t e  and speed by keeping the generator matrix secret  and 

by using simple e r ro r - co r rec t i ng  codes. They modified the NCElleCe 

scheme and used the error -correct ing propert ies o f  the code t o  

determine pre-defined e r r o r  patterns. The e r r o r  patterns used i n  the 

Rao-Nam scheme have an average Hamming weight of  ha l f  the code length. 

Rao and Nam C 6 1  claimed t h a t  the determination of  the encipher matr ix  

i n  the modif ied scheme from a chosen-plaintext attack has a work 

factor  o f  a t  l e a s t  T = Cl(n2k). Based on the given at tack i t  i s  

suggested i n  t h e i r  conclusion tha t  the Rao-Nam scheme f o r  private-key 

cryptosystems requ i res  on ly  simple codes such as Hamming codes w i t h  

minimum distance 3 and 4 and i s  even computationally secure f o r  smal l  

k a 0 .  

However as w i l l  be shown i n  t h i s  paper t h e i r  ex i s t s  be t te r  a t tacks  

from which one can conclude tha t  the Rao-Nam scheme i s  insecure 

against a chosen-plaintext at tack f o r  p rac t i ca l  code lengths. Based on 

observations we w i l l  g i v e  an improved scheme which i s  n o t  vulnerable 

t o  the chosen-plaintext a t tacks as described. 

I n  sect ion 2 we w i l l  descr ibe the Rao-Nam scheme f o r  the general case 

[F . I n  sect ion 3 the basic fac ts  about the attack are given. I n  

section 4 H in ' s  a t tack  on the Rao-Nam scheme wi th  adjacent errors i s  

discussed. The general ized at tack by S t r u i k  i s  described i n  sec t i on  5. 

CI ciphertext-only at tack,  which makes use of  an estimated encipher 

matrix obtained from a chosen-plaintext attack, i s  given i n  sec t i on  6. 

I n  sect ion 7 an improved scheme i s  given. F i n a l l y  i n  sect ion 8 the  

resu l t s  obtained a re  discussed and conclusions are drawn. 

9 

2. THE GENERALIZED SCHEME 

The Rao-Nam scheme as described i n  [6] i s  a binary scheme. Therefore 
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we s h a l l  f i r s t  genera l ize t h i s  scheme t o  5 . For q = 2 the o r i g i n a l  

Rao-Nam scheme i s  obtained. 
9 

Let  G denote a (kxn)  generator matrix f o r  an [n,k,dl-code Z over IF 
q 

w i t h  minimum dis tance d, dimension k and p a r i t y  check matr ix H. The 

encryption matr ix  E i s  combinator ical ly equivalent t o  the generator 

matrix G and i s  constructed as fol lows: 

E = SGP. 
where 

S i s  a (kxk)  non-singular matrix over IF and 

P i s  an (nxn) permutation matrix over 5 . q 

9 

k .  A message m E (5  is encrypted i n t o  the c iphertext  c E ([FqIn a5 

fol lows: 
9 

E = FE + gP = (ESG + ZIP, 

where 

z E ([F )n  i s  an e r r o r  vector wi th  an average Hamming 

weight W ( z )  = 5 n . q 
- 

H -  9 

The matrices S, P and G form the secret key. 

The choice o f  t he  e r r o r  vector z i s  t o  prevent a chosen-plaintext 

at tack by m a j o r i t y  vo t i ng  f o r  each pos i t ion o f  a row o f  the encipher 

matr ix E i n  the McEliece scheme. I f  the e r ro r  vectors have an average 

Hamming weight q-l n the p r o b a b i l i t y  of est imating the co r rec t  matr ix  

E i s  on average l e s s  than q . Obviously unique decoding i s  n o t  

possible wi thout  modify ing the o r i g i n a l  scheme. Therefore Rao and Nam 

proposed two methods t o  r e a l i z e  unique decoding f o r  which we have 

general ized the second method only. 

-n k 9 

Method 1. Use q=2 and i adjacent er rors  (ATE) for I. 
An ATE i s  a vector  o f  length n wi th  i adjacent errors,  i.e. an A T E  

consis ts  o f  n - i  0's and i consecutive 1's. 

Method 2. Use a pre-defined set  o f  error vectors (syndrome-error 

t ab le )  - 
6 pre-defined s e t  o f  e r r o r  vectors, consist ing o f  one vector from each 

coset O f  the standard array decoding tab le  can be used f o r  r .  Each 
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coset has a d i s t i n c t  syndrome. Therefore, we can se lect  any s e t  Of 

vectors cons is t i ng  o f  one from each o f  the q cosets. This s e t  Of 

pre-defined e r r o r s  is p a r t  o f  the secret  key. 

n-k 

It i s  important t o  note t h a t  due t o  the res t r i c ted  se t  o f  e r r o r  

patterns the system i s  n o t  opt imal ly  secure against a chosen-plaintext 

at tack based on m a j o r i t y  vot ing.  For example, i f  major i ty  v o t i n g  i s  

used i n  the Rao-Nam scheme using method 1, then one can use a m a j o r i t y  

vote w i t h  context. Since the number o f  d i f f e r e n t  e r r o r  patterns used 

i s  j u s t  a f r a c t i o n  o f  the possible number o f  error patterns we are 

always be t te r  o f f .  

Decryption i s  straightforward. An enciphered message m i s  decrvoted by 

the fo l lowing steps. 

1) Calculate c_' = c_pT = ~ S G  + 2 . 
n 2) Determine c_* = &,HT and obta in  the e r r o r  pattern z E (E ) 

3 )  Calculate m = &"(SG)-R, i n  which (SG) 

. 
9 

A s  r e s u l t  c" = E' - - z = @G i 5  obtained. 
-R . 

1s a r i g h t  inverse Of 

the matr ix (SG). The r e s u l t  i s  the p l a i n t e x t  5. 

I n  the at tacks t o  be described we make use o f  an equivalent decoding 

algori thm. The decrypt ion matr ix D i s  HP, since EDT = (SGP)(HP)T = 0- 

Note t h a t  S i s  used before the coding process, therefore S has no 

impact on the e r r o r  correct ion.  The decoding algori thm i s  n o w  a5 
follOW5. 

n 
1) Determine E* = =DT and obta in  the permuted error  pattern &P E ff - 

9 
A s  r e s u l t  &' = & - zP = EE i s  obtained. 

-R 2) Calculate g = 5 ' E  , i n  which E-R i s  a r i g h t  inverse o f  the matr ix  

E. The r e s u l t  i s  the p l a i n t e x t  p. 

3. WEAKNESSES OF RAO-NAM SCHEME 

The three a t tacks  which will be described make use o f  the same 

weaknesses o f  t he  Rao-Nam scheme. 

The f i r s t  weakness i s  the low number o f  d i f f e r e n t  syndromes, which i s  

f o r  the proposed Hamming code using ATE'S a t  most n, and f o r  the 
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syndrome-error table qn-k. I f  the number of different error patterns 

is N, then one has to encipher on average N(fi + N-l +.. + 1) = 8(N log 

N) times to obtain all e r r o r  patterns. Observe that the minimum 

distance of the Cn,k,d]-code tZ plays at this moment no role. 

1 1  

n-k - Let R = n be the information rate. The number of cosets is N = q 

qn(l-R). Consequently in the Rao-Nam scheme there exists a trade-off 

between information rate and security. For a high information rate R 

and a large number of cosets N the code length n will be impractical. 

- k 

The second weakness is due to the leakage of information about the 

permutation matrix P if ATE's are used. An ATE and its one position 

shifted ATE (which is an ATE also) differ on exactly two places. After 

the permutation they still differ on two places. Since we know the 

structure of the original ATE we can estimate the permutation matrix. 

The third weakness is the possibility of estimating the rows of the 

encipher matrix E=SGP by means of  constructing unit vectors u. (= 

O..OlO..O, i.e. the all zero vector with a 1 added on the i-th 

position). Therefore as suggested in [9] the linear transformation S 

should be replaced by a non-linear transformation. 

-1 

4. ATTACK BY BN 

In Win C71 an attack on the Rao-Nam scheme using CITE'S is described- 

A s  ATE's have a fixed and known structure. his approach makes use of 

the leakage of information about the permutation matrix P. In addition 

it is necessary that the permutation matrix P must transform an ATE 

into a non-ATE. We will describe his attack for non-cyclic ATE's only. 

Let d denote the ordered set ill ... 10..0. 011. ..10..0, ..> of all 

possible ATE'S. The unkown set o f  permuted ATE's is indicated by 9. 

Let P'O' be the set of all possible encipherments of the message m=Q. 
An ATE and its one position shifted ATE (which is an ATE also) differ 

on exactly two places. If the ATE'S are distinct and not succesive, 

then they differ on more than two placer. This also holds after 

permutation and consequently the set .do' can be ordered in the same 

way as 9. Hence from the ordered set Pto' the permutation matrix P is 

constructed. 
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Next an ordered s e t  P'" i s  obtained by enciphering the u n i t  vector u. 

a t  l eas t  N times un t i l  a l l  possible e r ro r  patterns have been appeared, 

w i th  lSi5k.  The elements i n  F'" are  arranged i n  such a way t h a t  the 

same permutation matr ix  P i s  obtained. The x-th elements o f  each of 

possess the same e r r o r  

patterns s ince t h e  se ts  are ordened i n  a unique way. Next, w i t h  i s i l k ,  

take the f i r s t  element i n  FCo) and subtract  i t  from the f i r s t  element 

i n  PCL), i.e.: (giE + gP) - gP = u.E = e.  which i s  the i - t h  r o w  o f  

E. I n  t h i s  way t h e  encipher matr ix E = (el, a , ....I i,f i s  

constructed. F i n a l l y  the decipher matrix D, the matrix E are 

calculated and the  syndrome-error tab le i s  constructed. I n  t h i s  way an 

(equivalent)  decoding algor i thm i s  obtained and the scheme i s  broken. 

-1 

$k> P(2> 
the sets i n  P1o'I P'*', 9 - - * ,  

g. 
T T  -1 -1 

-1 

SUUtf ARY 

1.. Encipher the message m_ = 0 as long as a l l  the N e r r o r  patterns have 

not ye t  appeared, 

2. Order the (permuted) e r r o r  patterns and obtain P'O). Construct the 

permutation ma t r i x  P. 

3. Repeat step 1 for m = u .  w i t h  l5 iSk and obtain the set  P'" . The 

elements i n  9") a r e  ordened according permutation matrix P. the 

f i r s t  element i n  P'O) and subtract  i t  from the f i r s t  element i n  #) 

to obtain the i - t h  r o w  e .  o f  the encipher matrix. 

-1 
Take 

-1 

T T  4. Construct the encipher matr ix E = ( e  g2, .... . <)T . ca lcu la te  

the decipher ma t r i x  D, t he  matr ix E-' and construct the syndrome-error 

table. 

Costs 

ke(N log N) encipherments on average, 

kO(n log N) operat ions f o r  ordening. 

where 

N = n - i + l  f o r  a non-cycl ic code. 

Remark. The assumption t h a t  messages o f  the kind m_=Q and m_=u. are no t  

allowed t o  obta in  an increased secur i ty  [ b ,  p .  401 i s  merely outward 
-1 
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seeming. I n  the  above at tack i t  i s  no t  necessary t o  use the messages 

m=c and “u.. One can take an a r b i t r a r y  message m_. The u n i t  vector u. 

can be constructed by choosing a message m_.  such tha t  m.=  m + u.. The 

add i t i ona l  costs  involved are k times a k-dimensional vector add i t i on  

-1 -1 

-1 -1 

over IF which can be neglected. 
9 

5. ATTACK BY STRUIK 

Hin’s  at tack i s  based on the imposed st ructure on the e r ro r  patterns.  

S t r u i k ’ s  181 general ized version o f  Hin ’s  attack does not assume any 

s t ruc tu re  about the e r r o r  pat terns and i s  a lso appl icable t o  the 

general ized Rao-Nam scheme as out l ined i n  section 2. 

( j )  N 
An er ror  pa t te rn  is randomly selected from the set 2 = Cg I j Z i  
which contains N d i f f e r e n t  e r ro r  patterns. Af ter  encipherment the 

e r r o r  pat tern i s  permuted; the s e t  3 i s  defined as {g PIjz i  - From 

the s e t  2 we can def ine a s e t  ZA o f  e r r o r  pattern di f ferences = 

- -  i z and i n  the same way the set  3 = {z(i’J’f>i,j=i can be 

obtained. A guessed e r r o r  pat tern i s  denoted by f and the d i f f e rence  
-&,.I> = &i>- <j> - g . Because there are N d i s t i n c t  e r r o r  patterns, there 

are N d i s t i n c t  permuted e r r o r  patterns. For an a r b i t r a r y  message E 

there are N d i s t i n c t  encipherments L“’ = m_E+fJ’P possible, which 

w i l l  be denoted by the s e t  8 = {c_‘J’:jzi. For  the construct ion Of a 

u n i t  vector u. we choose a message m.  such tha t  m. = m_u.. The se t  of 

encipherments o f  message m.  

C j >  N 

gCL*’) 

ti>-  cj) N 

-1 -1 -1 -1 

i s  denoted by Xi. 
-1 

The at tack can now be described as follows. Encipher an a r b i t r a r y  
(i> (2) ON) 

are obtained. Construct w i t h  the N d i f f e r e n t  encipherments a d i rected 

and the labeled graph T=[X,<). The ve r t i ces  are c_ , c , . . ,g 

edge from vertex LL ) t o  vertex &” has label  f r a J )  P. The r e l a t i o n  

fo l lows from c_(L)-c(’) - = (m_E+g“’P) - (mE+g(”P) = - i t L ’ J ) p .  I n  the 

binary case (q=Z) i t  fo l lows tha t  g‘L”%’ = - =(J,L) P . Subsequently 

construct  the automorphism group A u t ( r ) .  i .e.  a l l  the permutations on 

18 which leave a l l  the l abe ls  =(“’)P invar iant .  

message m_ u n t i l  a l l  the N d i f f e r e n t  cryptograms c_ , c , . . *E 

(i) (2) (N ) 

W e  choose a message m .  = m+u.. Again we encipher u n t i l  a l l  the N 

d i f f e r e n t  cryptograms c .  are obtained. Subsequently the  graph 

Ti=(21i.%) i s  constructed. Select  a t  random one automorphism @ from 

-1 -1 < j) 
-1 
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the automorphism group Aut(l-). The mapping induced by $I from Ti on I- - 
( 2) ( N) gives N cryptograms gil’, c. -1 , . .  si synchronized i n  a c e r t a i n  

way w i t h  g , E . . .  ,c_ . Calculate ci -E = (m.E+;!”P) - 
(EE+fi’P) =: gi+l P. With p r o b a b i l i t y  IAu t (T ) , I - ’  the row e .  -1 w i l l  

(1) (2) (N) ( i > (i) 

1 1  
-UA) 

~ 

be c o r r e c t l y  est imated as there e x i s t s  an automorphism @ f o r  which - < iA1- - z - 0. The correctness o f  a row can n o t  be v e r i f i e d  independently 

from the other r o w s .  O n  average we can expect t ha t  the cryptanalyst  

has t o  const ruct  I A u t ( T ) l k  encipher matrices E before the co r rec t  one 

i s  obtained, c a l c u l a t e  the decipher matrix D, the matrix ?’ and 

construct  the syndrome-error t a b l e  v i a  c_(”-mE = fl’P. I n  t h i s  way an 

(equivalent)  decoding a lgor i thm i s  obtained. 

* 

,. 

SUWARY 

1. Encipher a message m_ u n t i l  a l l  the N d i f f e ren t  cryptograms c_ , 

= , .... , E are obtained. 

(i) 

(2)  (N) 

2. Construct the d i rec ted  complete graph T=(X.<) and the automorphism 

group w t i r ) .  

3. For I s i l k ,  choose a message m. such tha t  m .  = m_+u.. Repeat s tep  1 

f o r  m = mi and const ruct  ri=(Fi,x). 
-1 -1 

4. For i s i l k  s e l e c t  a t  random a automorphism 4 from the automorphism 

group A u t i r ) .  Map r. on r according # and calculate e^. = c.-E. 
-1 -1 

AT T n 

5. Construct the encipher matr ix  E = (ST, g ,  ..... e+) , ca lcu la te  

the decipher matr ix  D, the matr ix  ?‘-‘construct the syndrome-error 
A 

tab le  and v e r i f y  the so lut ion.  I f  the so lut ion i s  not correct ,  repeat 

the steps 4 and 5. 

Cost5 

P r  e I i r i n  ar y w o r k  

ke(N Log  N) encipherments on average, 

O((k+lAut(T) 1 )  n Flog 91) )  b i t s  o f  memory, 

O(nNr1og 41) b i t s  o f  temporal memory space, 

OiknN2 log N) operations. 

C a l c u l a t i o n  of encipher m a t r i x  

O(kn Fog q1) b i t s ,  
k U[kn lAut(T) I  ) operations. 
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Val idat ion costs  are neglected. 

From the costs i t  appears t h a t  the number o f  possible automorphisms 

IAut(l-) I i s  a measure o f  the computational strength o f  the 

(general ized) Rao-Nam scheme. I n  the worst case s i t u a t i o n  where 

IAu t ( r )  I = N, the costs o f  t h i s  at tack i s  the same as those of the 

at tack described by Rao and Nam. There e x i s t  

combination o f  e r ro r  pat terns each chosen from a d i s t i n c t  coset such 

t h a t  the upper bound 

i s  reached. From t h i s  r e s u l t  i t  fol lows tha t  the p r o b a b i l i t y  O f  

se lect ing the r i g h t  combination randomly tha t  leads t o  the maximum 

number o f  automorphisms i s  approximately q I For t h i s  reason the 

funct ion t h a t  determines t h i s  se t  o f  e r ro r  patterns must be h i g h l y  

s t ructured and i s  a l so  p a r t  o f  the secret key. 

-kN 

I n  the Rao-Nam scheme using ATE'S the number of  automorphisms 4 from 

the group Aut( l-) i f  N>Z i s  given by: 

I A u t ( r ) I  = 2 , i f f  the ATE'S are c y c l i c  and have Hamming weight ;, 
I A u t ( r ) I  = 1 , else. 

I f  IAu t ( r )  I = 1 then the automorphism i s :  $(z) = 2 and, 

if IAut(T) I  = 2 then we have a lso #(z) = + 1 . 

We can conclude t h a t  the Rao-Nam scheme i s  insecure against  a 

chosen-plaintext a t tack i n  many case5. Only i f  the value IAu t (T ) I  15 

large t h i s  a t tack w i l  n o t  work. I n  the next section an at tack i s  given 

which i 5  e f f i c i e n t  when the number o f  automorphisms I A u t ( r ) l  i s  large- 

Remark. I n  theory t h i s  a t tack  can be applied t o  the McEliece scheme 

too. I n  t h i s  case the order o f  the automorphism group i s  one and 

contains the i d e n t i t y  automorphism only. However the N possible e r r o r  

patterns i s  astronomical ly large. Therefore t h i s  attack f a i l s  due t o  
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the large amount o f  p re l im ina ry  work involved. 

6. EXTENDED ATTACK B Y  STRUIK 

I n  the fo l lowing a t tack  an estimated generator matrix i s  used t o  

perform a c ipher text -on ly  at tack.  The at tack can be div ided i n t o  two 

parts. The f i r s t  p a r t  is based on the chosen-plaintext a t tack  t o  

obtain an estimated generator matr ix E. The second p a r t  i s  a 
ciphertext-only at tack from which the unkown message m i s  guessed. 

With t h i s  at tack we do n o t  obta in  the correct  generator matr ix ,  , 

however we do ob ta in  the unknown message. 

A 

FIRST PART - Chosen-Plaintext Attack 

The f i r s t  p a r t  o f  the a t tack  i s  the same as described i n  section 5 .  We 
stop a f t e r  the f i r s t  est imate o f  the generator matrix E. The guessed 

e. +.;(%, i ) P. Since each generator matr ix i s  denoted by E, where 3.  = 
automorphism i s  a t rans la t i on .  the rows must be equal t o  e. = e.+V. 

-1 -1 -1 
f o r  a c e r t a i n  unkown v .  E V, which i s  a sub-space o f  (IF 1 . 

ir 

h 
-1 -1 - 

n 
-1 9 

SECOND PART - Ciphertext-Only Attack 

Let denote the encipherment & + 3 o f  the unknown message 6. 

Since pi = e.+v.  i t  fo l l ows  t h a t  
-1 -1 

5 - 
I f  the cryptanalyst  knows ZF - m.v. then he can solve m from the 

above equation. The cryptanalyst  p icks a t  random a vector w_ E V and 

calculates: 

1-1 

.., _’.. 
Suppose ZP - C S . V .  - w = Q, then m can be solved from gE = a. 
u n t i l  a sensible p l a i n t e x t  m + 

Repeat 

zF - 
1-1 

i s  obtained. Note tha t  V g 3 w_ [ - 
m.v. - w = ‘j 1 .  The expected number o f  attempts i s  a t  most N. 
1-1 
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Costs 
2 

D(k nN) operations, 

O(knr1og ql) b i t s  memory space. 

A refinement o f  t h i s  a t tack w i l l  be given i n  a paper t o  apear. 

7. MODIFIED SCHEME 

Almost a l l  the proposed at tacks on the Rao-Nam scheme are based on 

estimating the rows o f  the encipher matrix E=SGP by construct ing u n i t  

vectors or  by s o l v i n g  a system o f  l i n e a r  equations. Therefore to avoid 

such at tacks the  S-matrix should be replaced by a non-linear funct ion.  

I n  general S can be replaced by a secret  i n v e r t i b l e  funct ion f which 

transforms a message m_ E (IF ) i n t o  a word m_' E ( f fq )k .  A s  spec ia l  case 

t h i s  funct ion may depend on the e r r o r  vector 1 used too, as we can 

determine I. from the cryptogram i n  a unique way. I n  t h i s  case the 

fo l lowing enciphering scheme i s  obtained: 

k .  
9 

where E = GF and f chosen such tha t  

-1 
The decoding a lgor i thm i s  almost the same as described before if f 

i s  used instead o f  S-' and i s  as fol lows. 

n 1) Determine E* = gDT and obta in  the e r ro r  pattern 

3 )  Calculate m' = ,*E-' = f(m_,q) 

E ( f f  ) - 
q 

A s  r e s u l t  c_' = E - 2 = f (m_,g)E i s  obtained. 

, i n  which E+ i s  a r i g h t  inverse 

of  the matr ix  E. 
-1 41 The f i n a l  r e s u l t  i s  the p l a i n t e x t  m_ = f ( m _ ' - ~ ) .  

This scheme i s  n o t  vulnerable t o  chosen-plaintext a t tacks  a5 

described. This can be seen e a s i l y  from the fac t  t ha t  the secret  

funct ion f can be chosen such tha t  i t  does not al low const ruct ion Of 

Un i t  vectors t o  est imate a row i n  the E=GP matrix. Hence t h i s  scheme 
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provides a higher security level. 

8. CONCLUSION 

The Rao-Nam scheme is generalized to LF . For this general scheme 3 
9 

chosen-plaintext attacks are discussed. 

It is shown that the Rao-Nam scheme using ATE'S is completely insecure 

against a chosen-plaintext attack. If a pre-defined set of error 

vectors is used then it appears that the number of possible 

automorphisms IAutlI-) I is a measure for the computational strength of 

the (generalized) Rao-Nam scheme. If  the value IAut(l-)l is small then 

the attack described in section 5 is efficient. otherwise the attack 

described in section 6 will break the scheme. 

We have given an improved scheme in which the linear transformation S 

in the encipher matrix E=SGP is replaced by a non-linear funtion. This 

improved scheme is not vulnerable to the chosen-plaintext attacks as 
described. 
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