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The Open Sys tem I n t e r c o n n e c t i o n  s t a n d a r d  ( r e f  1) d e s c r i b e s  a model f o r  
communication among a p p l i c a t i o n  p r o c e s s e s  a t  d i f f e r e n t  compute r  
i n s t a l l a t i o n s  ( formalised as "open sys t ems"  1 .  P o s s i b l e  a n c i l l i a r y  
s e r v i c e s  p r o v i d e  s e c u r i t y  s u c h  as: u s e r  a u t h e n t i c a t i o n ,  data  p r i v a c y ,  
d a t a  a u t h e n t i c a t i o n  , access c o n t r o l  , p r o t e c t i o n  a g a i n s t  f o r g e r y  and 
r e p u d i a t i o n .  Work is g o i n g  on a t  p r e s e n t  i n  s t a n d a r d s  commi t t ees  t o  
produce  a s e c u r i t y  a p p e n d i x  t o  t h e  OSI model. OSI s e c u r i t y  s e r v i c e s  
and p r o t o c o l s  s h o u l d  t h e n  f o l l o w .  

T h i s  p a p e r  describes how an  enc iphe rmen t  s e r v i c e  and key  d i s t r i b u t i o n  
s e r v i c e  may be i n c o r p o r a t e d  i n t o  an end sys t em and d i s c u s s e s  p o s s i b l e  
key d i s t r i b u t i o n  p r o t o c o l s .  

I n  f i g u r e  1, A,  B and  KDC are open sys t ems  i n  t h e  OSI s e n s e .  Each 
o p e r a t e s  as f a r  as t h e  o u t s i d e  wor ld  i s  concerned  as i f  it had  a n  
e n t i t y  f o r  e a c h  o f  t h e  OSI communication l a y e r s .  I n  each  case t h e  
s e c t i o n  named ' communica t ion  s e r v i c e s '  r e p r e s e n t s  t h o s e  e n t i t i e s .  

A t  e ach  open system t h e r e  i s  a "key  d i s t r i b u t i o n  s e r v i c e "  a n d  a n  
" e n c i p h e r i n g  service".  These  two t o g e t h e r  p r o v i d e  t h e  e n c i p h e r m e n t  
s e r v i c e s  which are t h e  s u b j e c t  o f  t h i s  pape r .  The f u n c t i o n s  which  t h e  
key d i s t r i b u t i o n  service s h o u l d  p r o v i d e  are d i s c u s s e d  i n  r e f .  2 .  They 
may be  summar ised  as k e y  g e n e r a t i o n ,  key d e l i v e r y  and key a c c e p t a n c e .  
The f u n c t i o n s  p r o v i d e d  by t h e  e n c i p h e r i n g  s e r v i c e  are e n c i p h e r m e n t  and  
d e c i p h e r m e n t  a n d  t h e  associated m a n i p u l a t i o n  of keys .  I n  t h e  d e s i g n  
w e  are c o n s i d e r i n g  h e r e  t h e  e n c i p h e r i n g  s e r v i c e  r e c o g n i s e s  k e y s  o f  
d i f f e r e n t  t y p e s .  The t y p e  o f  a key is shown by t a g  b i t s  which  are 
e n c i p h e r e d  w i t h  it, u s i n g  t h e  ideas d e s c r i b e d  i n  r e f .  3 .  

The e n c i p h e r i n g  service and t h e  key d i s t r i b u t i o n  s e r v i c e  are u s a b l e  by  
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the communication services. In practice the intention is that they be 
directly usable by a communication entity at least as low (in terms of 
layers) as that whose data will be enciphered. Higher layer entities 
wishing to use them address them as if they were remote services and 
the service which uses them directly ' routes the messages 
appropriately, removing protocol headers as necessary. The services, 
their users, and the functions they perform are summarised in figure 2 

which lists the following cases. 

Application entities use the communication services (the normal use to 
pass messages to remote entities). 

The key distribution service uses the communication services (when 
requested to distribute a key). 

The communication services use the enciphering service to encipher and 
decipher messages which are sent and received on behalf of 
applications. 

Application entities use the enciphering service to encipher and 
decipher data held locally. 

The key distribution service uses the enciphering service to encipher 
and decipher keys and associated data during key distribution. The 
encipherment needs of key distribution protocols have caused us to 
modify the ideas described in ref. 3 .  During distribution keys are 
accompanied by data. To simplify matters we allow the 
key and the data to be enciphered by the same "key encryption key". 
Such data is accompanied by a tag to distinguish it from a key and to 
signal to the enciphering service that it may be output in plain text 
form. Data enciphered by a "data encryption key" has no appended tag 
in its enciphered form. 

The communication services use the key distribution service to 
generate and distribute a key when asked to establish a secure 
connection. 

Application entities may use the key distribution service in order to 
generate,a key for local use or to establish a common key with remote 
entities. 
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A key a t  an  open  s y s t e m ,  e x c e p t  when it i s  i n  t h e  local store o f  t h e  

e n c i p h e r i n g  service,  is i t s e l f  enc iphe red .  A h i e r a r c h y  of k e y  
e n c i p h e r i n g  k e y s  is possible b u t  t h e r e  must be some key  or k e y s  
e n c i p h e r e d  d i r e c t l y  by  a master key f o r  t h a t  open sys tem.  The master 
key is h e l d  i n  p l a i n  t e x t  form i n  t h e  s tore  o f  t h e  e n c i p h e r i n g  
service. When a k e y  is d e l i v e r e d  t o  a n o t h e r  open sys t em it m u s t  be 
r e - e n c i p h e r e d  b y  t h e  master key  of t h e  r e c e i v i n g  open sys t em.  I n  
l a r g e  n e t w o r k s  it may b e  impractical f o r  e v e r y  open sys t em to  know t h e  
master key  o f  e v e r y  o t h e r  open sys t em w i t h  which it n e e d s  t o  
communicate.  A special open sys t em is  then  c r e a t e d  which h a s  been  
cal led (among o t h e r  names) a Key D i s t r i b u t i o n  C e n t r e  (KDC)(see r e f  4 ) .  

A KDC c a n  s e n d  a n d  r e c e i v e  k e y s  s e c u r e l y  t o  and from each  open s y s t e m  
e i t h e r  b e c a u s e  it knows its master key or because  it s h a r e s  w i t h  it 

a n o t h e r  k e y  e n c i p h e r i n g  key  ( K E X )  f o r  t h i s  pu rpose .  Thus when t h e  k e y  
d i s t r i b u t i o n  s e r v i c e  a t  A i n  f i g u r e  1 w i s h e s  t o  s e n d  a key  t o  its 
c o u n t e r p a r t  a t  B it does so  w i t h  t h e  h e l p  of t h e  KDC. 

Key g e n e r a t i o n ,  b e i n g  a s e n s i t i v e  o p e r a t i o n ,  may b e  a n o t h e r  f u n c t i o n  
o f  t h e  KDC. I n  a v e r y  l a r g e  community it is l i k e l y  t h a t  t h e r e  w i l l  b e  
more t h a n  o n e  KDC and  t h e y  themse lves  w i l l  form e i t h e r  a ne twork  or a 
h i e r a r c h y  i n  t h e i r  a b i l i t y  t o  p a s s  keys  t o  each  o t h e r ,  u s i n g  s h a r e d  
K E K ' s .  

W e  now d i s c u s s  a number of key  d i s t r i b u t i o n  p r o t o c o l s  which w e  h a v e  
c o n s i d e r e d .  A t  t h e  t i m e  o f  w r i t i n g  w e  have n o t  y e t  p i cked  a d e f i n i t e  
p r o t o c o l .  

F i g u r e  3 shows a protocol which  is, i n  e s s e n c e ,  t h a t  of r e f .  4 w i t h  
improvements ( t h e  t i m e  s t a m p )  s u g g e s t e d  by s e v e r a l  commentors.  A 

w i s h e s  t o  e s t a b l i s h  a common key  w i t h  B. To do so A s e n d s  a message 
t o  KDC e n c i p h e r e d  b y  KA, a key  known o n l y  t o  A and KDC. The message  
c o n t a i n s  B ' s  i d e n t i t y  and  a t i m e  s tamp,  DT. KDC g e n e r a t e s  a k e y  and  
r e t u r n s  t o  A t h e  k e y ,  a new t i m e  s tamp,  B's i d e n t i t y  and a package ,  P,  

f o r  A t o  s e n d  on t o  B ,  a l l  e n c i p h e r e d  by KA. The package c o n s i s t s  o f  
t h e  s a m e  k e y  a n d  t i m e  stamp, and A's i d e n t i t y ,  a l l  e n c i p h e r e d  by KB 

(known t o  B b u t  n o t  A ) .  A s e n d s  t h i s  message t o  B, who i s  a s s u r e d  
t h a t  t h e  k e y  h a s  been  g e n e r a t e d  by t h e  KDC a t  t i m e  DT, and  is t o  b e  
used  a lso o n l y  by  A .  Messages  4 and 5 a s s u r e  B t h a t  t h e  c o r r e s p o n d e n t  
knows KS a n d  t h e r e f o r e  i s  A .  The t i m e  stamp e l i m i n a t e s  t h e  t h r e a t  
t h a t  t h e  c o r r e s p o n d e n t  i s  a f a l s e  A who has  discovered t h e  p l a i n  t e x t  
form of  an  o ld  KS. However, i f  B is unab le  t o  go  ahead  w i t h  t h e  
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connection within the agreed t 
the key unusable, and A must go 

Figure 4 shows a protocol WE 

previous one for three reasons. 

First, it seems worthwhile to 

ming window, the timestamp will render 
back to phase 1. 

have devised which differs from the 

eliminate the threat of a malefactor 
replaying an old KS whose plain text form he has discovered and to do 
so without the need for synchronised clocks for time stamping. 

Second, it is better (on grounds of security and efficiency), to apply 
to the KDC for a session key only when both A and B are ready to 
proceed. 

For these two reasons A does not ask the KDC to generate KS. Instead 
A generates a random number, R, sends it to B and is convinced when he 
receives it back, encrypted by KA in message 4 ,  that the KS which 
accompanies it has been generated by the KDC in reply to B ' s  request, 
triggered by the original message from A. R is sent with each message 
as a transaction code. 

Finally, the messages contain extra fields caused by the environment 
in which they are exchanged. In figure 1 we can see that the key 
distribution services which exchange the keys are not the eventual 
users. Thus : "Buser" is the identity of the eventual 
user (often the communication service at B ) ;  "Kref" is a reference 
number invented by B which is to identify the key and which will be 
told to Buser and related by Buser to its opposite number at A; "tag" 
tells B the kind of key (e.g. KEK or DEK) which A wants. In message 
2 ,  B asks the KDC f o r  a key of type 'tag', to be sent to A .  R and 
Kref are Sent to the KDC so that it may include them in the package to 
be sent on to A ,  enciphered by KA. The identity A tells KDC to use KA 
which it holds. I is invented by KDC and included in the package sent 
on to A. The fact that A can send back 1's plain text form in message 
5 assures B Of A ' s  identity (although B knows that an impersonator 
without knowledge of KA cannot understand subsequent messages). S and 
S+1 are sequence numbers to preserve the integrity of the chain of 
messages between B and the KDc. 

Figure 5 illustrates the messages which are exchanged when attempting 
to establish a transport connection. Assuming that encryption is done 
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in that layer we are interested in integrating the key distribution 
protocol with the connection protocol. Figure 5 shows that A and B 
each contribute a value (A ref and B ref) to identify themselves and 
the particular connection. They may also be used to identify the 
distributed key. 

With this in mind figure 6 illustrates a protocol which combines the 
connection and key distribution protocols. An additional difference 
from figure 4 is that the KDC does not pass A ' s  version of KS back to 
B so that B may send it on to A .  It keeps it for A to retrieve as 
shown in messages 5 and 6, another way of eliminating the "Packaged 
Key replay" threat. If the KDC has functions extra to the generation 
and distribution of keys, such as recording who used which keys and 
when, this method becomes more attractive since the KDC has the 
information needed in any case. In figure 6 as compared with figure 
4 ,  there are other small points of difference which may be adjusted in 
deciding on a definite protocol. It is assumed that the tag of the 
key is implicit in figure 6. Aref and Bref in figure 6 together 
correspond to both R and Kref in figure 4. If they are too easy to 
guess an extra randomising value may be needed. Similarly R might 
serve as a reference to the key in figure 4 .  
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