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The “x” in xG is an expression of the rapid and
impactful growth of mobile wireless communica-
tions networks. These generational increments

are more than simply increasing network speed and
connecting more devices. Each network generation
in cellular and wireless communications has its own
uniqueness that deserves rigorous and focused studies.
This need is so because xG heralds an era of far- and
wide-ranging services, applications, and systems that
promise to change business, society, and government.
For example, the low latency of xG networks opens
up opportunities for data-intense artificial intelligence
(AI) applications to be deployed on Internet of Things
devices with potential for new business models and
increased customer satisfaction. The need to transmit
high-speed data, provide data analytics across nodes,
support visualizations on endpoints, and ensure cyber-
security and reliability are the accompanying chal-
lenges for these generational networks. This issue of IT
Professional is focused on the discovery of challenges
in these generational networks, their impact on tech-
nologies and businesses, and approaches to mitigating
the problems that come with them.

There are numerous areas of xG that deserve fur-
ther studies. For example, cloud architectures, network
architectures, network convergence, data science and
analytics, business process optimization, robotic pro-
cess automation, reliability assurance, and user experi-
ence are topics that deserve research and discussions.

This special issue contributes to the body of knowl-
edge in xG network research by throwing fresh light on
expanding network coverage, reducing latency, and
providing enhanced security.

XG MOBILE WIRELESS
NETWORKS

Communications stability is the cornerstone of suc-
cessful xG networks, and the higher the generations,

the greater the need for availability and accessibility
of communications. In our first article, researchers
Premarathne and RajasinghamA1 discuss their uni-
que approach to redeployment of decentralized nodes
through a priority-based algorithm. Their work divides
the entire nodal set into core and sub- (decentralized)
nodes. The proposed algorithm ensures a minimum
availability requirement and maximum possible core
node selection in spite of the restructuring of networks
due to redeployment.

The availability and reliability of 5G networks has to
be balanced with their security features. Business
applications need a strong, underlying cybersecurity
platform. In our second article, authors Rajabion and
UnhelkarA2 provide details of the cybersecurity land-
scape of the 5G networks. The cybersecurity chal-
lenges of these networks are highlighted, together with
approaches to redressing some of them. AI is consid-
ered integral to a futuristic 6G setup in this discussion.
AI-enabled automation of the process of detecting and
handling cybsersecurity threats in the xG networks is
discussed.

The third and equally important article in this
special issue, written by AlQahtaniA3, deals with the
effects of user equipment (UE) and integrated access
backhaul (IAB) schedulers on the throughput of 5G
millimeter-wave (mm-wave) networks. The delicate bal-
ancing act between the use of higher frequencies, and
the corresponding path losses and obstructions as a
result, is discussed. Starting with the premise that 5G
needs higher rates of transmissions to achieve the
desired quality of service, this article outlines the ensu-
ing need for a higher density of base station deploy-
ments. The challenge of such deployments leads to the
need for alternative approaches, one being IAB. Read-
ers will find interesting the discussion of the study
exploring the performances of schedulers on the UE
throughput in 5Gmm-wave scenarios using IAB.

The articles in this issue of IT Professional handle
niche areas of xG, leaving many more areas to explore.
Although 6G is still in the making, very soon, the
applications and challenges associated with them will
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demand rigorous studies. The future directions of xG
networks include use of contents in an increasingly
imaginative way, intense collaboration and integration
across the cloud and the edge, predictive and prescrip-
tive cyberanalytics, and visualization beyond graphics.
A number of industrial disciplines, such as defense,
health care, and environment, stand to benefit by their
sophistication in xG networks, with each requiring a
dedicated study of their own.

APPENDIX: RELATED ARTICLES
A1. U. S. Premarathne and S. Rajasingham, “Priority-

based redeployment algorithm for decentralized

nodes in xG access networks,” IT Prof., vol. 25, no. 3,

pp. 24–29, May/Jun. 2023, doi: 10.1109/MITP.2023.

3253119.

A2. L. Rajabion and B. Unhelkar, “Impact of xG on

cybersecurity,” IT Prof., vol. 25, no. 3, pp. 30–35,

May/Jun. 2023, doi: 10.1109/MITP.2023.3274360.

A3. O. AlQahtani, “Effects of user equipment and

integrated access and backhaul schedulers on the

throughput of 5G millimeter-wave networks,” IT Prof.,

vol. 25, no. 3, pp. 19–23, May/Jun. 2023,

doi: 10.1109/MITP.2023.3271300.

BHUVAN UNHELKAR is currently a professor of IT with the

University of South Florida, Tampa, FL, 33620, USA. He is a

thought-leader with 25 books and numerous journal publica-

tions. His current research interests include artificial intelli-

gence and big data. Contact him at bunhelkar@usf.edu.

TIM WEIL is a cybersecurity and privacy professional with

SecurityFeeds LLC, Denver, CO, 80218, USA. He has more

than 30 years of program and project management, consult-

ing, and engineering experience in the U.S. Government and

Communications Industry. Contact him at trweil@ieee.org.

JASON RUPE is a distinguished technologist with CableLabs,

Louisville, CO, 80027, USA, working on proactive network

maintenance and operations research problems for the

cable industry. He is a co-chair of the IEEE blockchain initia-

tive, the vice president of the IEEE Reliability Society, and a

chair of IEEE Denver section. He is also the former managing

editor for IEEE Transactions on Reliability. Contact him at

jrupe@ieee.org.

REZA DJAVANSHI is a full professor and academic director

of information systems at Johns Hopkins University, Balti-

more, MD, 21218, USA. His research interests include system-

of-systems and metasystems design, technology strategy,

and global sourcing. Djavanshir received an M.Sc. in indus-

trial engineering from the George Washington University.

Contact him at rj@jhu.edu.

GUEST EDITORS’ INTRODUCTION

18 IT Professional May/June 2023

http://dx.doi.org/10.1109/MITP.2023.3253119
http://dx.doi.org/10.1109/MITP.2023.3253119
http://dx.doi.org/10.1109/MITP.2023.3274360
http://dx.doi.org/10.1109/MITP.2023.3271300
mailto:bunhelkar@usf.edu
mailto:trweil@ieee.org
mailto:jrupe@ieee.org
mailto:rj@jhu.edu


<<
	/CompressObjects /Off
	/ParseDSCCommentsForDocInfo false
	/CreateJobTicket false
	/PDFX1aCheck false
	/ColorImageMinResolution 200
	/GrayImageResolution 300
	/DoThumbnails false
	/ColorConversionStrategy /sRGB
	/GrayImageFilter /DCTEncode
	/EmbedAllFonts true
	/CalRGBProfile (Adobe RGB \0501998\051)
	/MonoImageMinResolutionPolicy /OK
	/AllowPSXObjects false
	/LockDistillerParams true
	/ImageMemory 1048576
	/DownsampleMonoImages true
	/ColorSettingsFile (None)
	/PassThroughJPEGImages true
	/AutoRotatePages /None
	/Optimize false
	/ParseDSCComments false
	/MonoImageDepth -1
	/AntiAliasGrayImages false
	/GrayImageMinResolutionPolicy /OK
	/JPEG2000ColorImageDict <<
		/TileHeight 256
		/Quality 15
		/TileWidth 256
	>>
	/ConvertImagesToIndexed true
	/MaxSubsetPct 100
	/Binding /Left
	/PreserveDICMYKValues false
	/GrayImageMinDownsampleDepth 2
	/MonoImageMinResolution 400
	/sRGBProfile (sRGB IEC61966-2.1)
	/AntiAliasColorImages false
	/GrayImageDepth -1
	/PreserveFlatness false
	/OtherNamespaces [
		<<
			/IncludeSlug false
			/CropImagesToFrames true
			/IncludeNonPrinting false
			/OmitPlacedBitmaps false
			/AsReaderSpreads false
			/Namespace [
				(Adobe)
				(InDesign)
				(4.0)
			]
			/FlattenerIgnoreSpreadOverrides false
			/OmitPlacedEPS false
			/OmitPlacedPDF false
			/SimulateOverprint /Legacy
			/IncludeGuidesGrids false
			/ErrorControl /WarnAndContinue
		>>
		<<
			/IgnoreHTMLPageBreaks false
			/IncludeHeaderFooter false
			/AllowTableBreaks true
			/UseHTMLTitleAsMetadata true
			/MetadataTitle /
			/ShrinkContent true
			/UseEmbeddedProfiles false
			/TreatColorsAs /MainMonitorColors
			/MetricUnit /inch
			/RemoveBackground false
			/HonorBaseURL true
			/ExpandPage false
			/AllowImageBreaks true
			/MetadataSubject /
			/MarginOffset [
				0.0
				0.0
				0.0
				0.0
			]
			/Namespace [
				(Adobe)
				(GoLive)
				(8.0)
			]
			/OpenZoomToHTMLFontSize false
			/PageOrientation /Portrait
			/MetadataAuthor /
			/MobileCompatible 0.0
			/MetadataKeywords /
			/MetricPageSize [
				0.0
				0.0
			]
			/HonorRolloverEffect false
		>>
		<<
			/IncludeProfiles true
			/ConvertColors /NoConversion
			/FormElements true
			/MarksOffset 6.0
			/FlattenerPreset <<
				/PresetSelector /MediumResolution
			>>
			/DestinationProfileSelector /UseName
			/MultimediaHandling /UseObjectSettings
			/PreserveEditing true
			/PDFXOutputIntentProfileSelector /UseName
			/BleedOffset [
				0.0
				0.0
				0.0
				0.0
			]
			/UntaggedRGBHandling /LeaveUntagged
			/GenerateStructure false
			/AddRegMarks false
			/IncludeHyperlinks false
			/IncludeBookmarks false
			/MarksWeight 0.25
			/PageMarksFile /RomanDefault
			/UntaggedCMYKHandling /LeaveUntagged
			/AddPageInfo false
			/AddBleedMarks false
			/IncludeLayers false
			/IncludeInteractive false
			/AddColorBars false
			/UseDocumentBleed false
			/AddCropMarks false
			/DestinationProfileName (U.S. Web Coated \050SWOP\051 v2)
			/Namespace [
				(Adobe)
				(CreativeSuite)
				(2.0)
			]
			/Downsample16BitImages true
		>>
	]
	/CompressPages true
	/GrayImageMinResolution 200
	/CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
	/PDFXBleedBoxToTrimBoxOffset [
		0.0
		0.0
		0.0
		0.0
	]
	/AutoFilterGrayImages false
	/EncodeColorImages true
	/AlwaysEmbed [
	]
	/EndPage -1
	/DownsampleColorImages true
	/ASCII85EncodePages false
	/PreserveEPSInfo false
	/PDFXTrimBoxToMediaBoxOffset [
		0.0
		0.0
		0.0
		0.0
	]
	/CompatibilityLevel 1.7
	/MonoImageResolution 600
	/NeverEmbed [
	]
	/CannotEmbedFontPolicy /Error
	/PreserveOPIComments false
	/AutoPositionEPSFiles false
	/JPEG2000GrayACSImageDict <<
		/TileHeight 256
		/Quality 15
		/TileWidth 256
	>>
	/PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
	/EmbedJobOptions true
	/JPEG2000ColorACSImageDict <<
		/TileHeight 256
		/Quality 15
		/TileWidth 256
	>>
	/MonoImageDownsampleType /Bicubic
	/DetectBlends true
	/EmitDSCWarnings false
	/ColorImageDownsampleType /Bicubic
	/EncodeGrayImages true
	/Namespace [
		(Adobe)
		(Common)
		(1.0)
	]
	/AutoFilterColorImages false
	/DownsampleGrayImages true
	/GrayImageDict <<
		/QFactor 0.76
		/HSamples [
			2.0
			1.0
			1.0
			2.0
		]
		/VSamples [
			2.0
			1.0
			1.0
			2.0
		]
	>>
	/AntiAliasMonoImages false
	/GrayImageAutoFilterStrategy /JPEG
	/GrayACSImageDict <<
		/QFactor 0.76
		/HSamples [
			2.0
			1.0
			1.0
			2.0
		]
		/VSamples [
			2.0
			1.0
			1.0
			2.0
		]
	>>
	/ColorImageAutoFilterStrategy /JPEG
	/ColorImageMinResolutionPolicy /OK
	/ColorImageResolution 300
	/PDFXRegistryName (http://www.color.org)
	/MonoImageFilter /CCITTFaxEncode
	/CalGrayProfile (Dot Gain 15%)
	/ColorImageMinDownsampleDepth 1
	/PDFXTrapped /False
	/DetectCurves 0.0
	/ColorImageDepth -1
	/JPEG2000GrayImageDict <<
		/TileHeight 256
		/Quality 15
		/TileWidth 256
	>>
	/TransferFunctionInfo /Remove
	/ColorImageFilter /DCTEncode
	/PDFX3Check false
	/ParseICCProfilesInComments true
	/DSCReportingLevel 0
	/ColorACSImageDict <<
		/QFactor 0.76
		/HSamples [
			2.0
			1.0
			1.0
			2.0
		]
		/VSamples [
			2.0
			1.0
			1.0
			2.0
		]
	>>
	/PDFXOutputConditionIdentifier (CGATS TR 001)
	/PDFXCompliantPDFOnly false
	/AllowTransparency false
	/UsePrologue false
	/PreserveCopyPage true
	/StartPage 1
	/MonoImageDownsampleThreshold 1.5
	/GrayImageDownsampleThreshold 1.5
	/CheckCompliance [
		/None
	]
	/CreateJDFFile false
	/PDFXSetBleedBoxToMediaBox true
	/EmbedOpenType false
	/OPM 1
	/PreserveOverprintSettings true
	/UCRandBGInfo /Preserve
	/ColorImageDownsampleThreshold 1.5
	/MonoImageDict <<
		/K -1
	>>
	/GrayImageDownsampleType /Bicubic
	/Description <<
		/ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
		
		/FRA <>
		/KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
		/HUN <>
		/NOR <>
		/DEU <>
		/CZE <>
		/ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
		/DAN <>
		/JPN <>
		
		/SUO <>
		/CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
		/CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
		
		
		
		/PTB <>
		/NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
		/TUR <>
		/POL <>
		
		/SVE <>
		
		/ESP <>
	>>
	/CropMonoImages false
	/DefaultRenderingIntent /Default
	/PreserveHalftoneInfo true
	/ColorImageDict <<
		/QFactor 0.76
		/HSamples [
			2.0
			1.0
			1.0
			2.0
		]
		/VSamples [
			2.0
			1.0
			1.0
			2.0
		]
	>>
	/CropGrayImages false
	/PDFXOutputCondition ()
	/SubsetFonts false
	/EncodeMonoImages true
	/CropColorImages false
	/PDFXNoTrimBoxError true
>>
setdistillerparams
<<
	/PageSize [
		612.0
		792.0
	]
	/HWResolution [
		600
		600
	]
>>
setpagedevice


