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Abstract: Technological growth is changing our everyday living, making it smarter and more convenient day by day; Smart society
5.0, Healthcare 5.0, Agriculture 5.0 are only a few examples indicative of our fast-evolving lifestyle. The Industrial Revolution 5.0 (IR
5.0) encapsulates future industry development trends to achieve prosperity beyond jobs by incorporating more intelligence in our
everyday living with the help of cutting-edge technologies such as Explainable Artificial Intelligence. This paper reviews the enabling
technologies for Industry 5.0 and suggests some pertinent research areas requiring more focus. The transition of manufacturing
processes from mass production to mass personalization, the anticipated reliance on Cyber-Physical Systems (CPS) and digital twins
is visualized, to identify the gaps in fully realizing the revolution. The operations of smart factories to enhance the overall productivity,
modern workforce comprising of human-machine collaboration, means of heterogeneous data transmission & data interoperability,
and security & privacy issues are reviewed to identify hot research spots, that will eventually fill in the gaps within societal domains
to realize Industry 5.0. The potential of the new domain of Explainable Artificial intelligence to understand the application of right
tools in a data connected Industry 5.0 compliant smart society is explored. Altogether, this research explores several research challenges

and opportunities linked with IR 5.0.
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1. INTRODUCTION

The term industrial revolution (IR) refers to the
technological advancements introducing novel ways of
living that drastically transform the society. This revolution
process began by first industrial revolution (Industry 1.0)
and was characterized by steam engines. This was the base
of the technological revolution (Industry 2.0) that allowed
more outstanding production with the help of mechanical
machines. The application of IT processes in production
led to the third industrial revolution (Industry 3.0),
enabling the automation of entire production process. The
concept of mass production was introduced during
Industry 3.0. The production systems already benefiting
from computer technology fueled the digital evolution
(Industry 4.0) of the past decade by incorporating new
technologies: robotics, artificial intelligence, deep
learning, augmented reality, cloud technologies, 3D

printing, for mass production. A major milestone was the
improvement in network connectivity of manufacturing
and production systems, taking the production automation
to another level. This digital evolution of the past decade
has laid the foundation for the human-machine coworking
era (Industry 5.0), pertaining to increased collaboration
between humans and smart systems to address mass
personalization while improving the work efficiency. The
European Economic and Social Committee (EESC)
describes Industry 5.0 as a combination of human beings'
creativity with robots’ speed, productivity, and
consistency. The vision is to strive for a human-centred
society by an enhanced partnership between humans and
smart systems. With this partnership, machines take over
the monotonous, tedious, and repetitive tasks, while
machines' increased supervision and creative jobs rests
with humans. This will raise the production quality across
the board. In that regard, the menial administrative work
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Figure 1.  Industrial revolutions

is already being performed by robotic process automation
(RPA) tools, 3D printing is already prevalent, and chatbots
are increasingly being deployed to serve the customers. In
IR 5.0, there will be increased collaboration between
humans and smart systems like robots. The authors in [1]
interviewed eight different industries to conclude that IR
5.0 will impact the businesses in terms of collaboration
between humans and smart technologies. The amenities
will be transformed into the Internet of things (IoT)-
enabled smart facilities utilizing cognitive computing. e.g.,
sensors collecting the data autonomously to track when
and how an individual cooks his meals or how often they
use other home gadgets. To that effect, digitization
(characterized by Industry 4.0) is already being evolved
into personalization in various industries, where multi-
level cooperation between people and machines is
increasing to enhance the overall throughput. To achieve
such a technology-based, human-centered society, it will
be necessary to overcome digitalization challenges by
bringing together a diverse group of stakeholders that
share a single future vision for personalization, workforce,
efficiency, and interoperability. This vision can be realized
by the quality and meaningful information generated in
cyberspace by employing efficient deep learning
techniques to the data collected by sensors and then using
that information in the physical world. This fusion of
physical and virtual worlds is called digital twins and is
predicted to develop in a trillion-dollar market in the next
five years [2]. Digital Twins extends on the concept of
employing simulation modelling at all stages of a project's
development. Bringing real-world data together with
design simulation models will enable precise and
economical production and prediction based on real-world
data. Smart infrastructure, an essential component of
Industry 5.0 smart living, is equipped with wireless sensor
networks for smart monitoring. The devices of the smart
infrastructure are connected to a cloud-based system that
processes the data monitored by sensors. The notion of
transferring the sensor data to the digital twins at the cloud
platform to receive the processed useful information has
the potential to improve people's lives while maintaining

sustainable economic growth. However, the bandwidth
required for the hyper-seamless connectivity that enables
small devices to communicate in such a context-aware
smart society is a challenge. The Internet2 [3] consortium
has the promise to address this high-performance requiring
bandwidth challenge. To future proof the success,
innovation is the key. The Artificial Intelligence (Al) and
RPA tools assist in decision-making processes across
numerous industries. The black-box nature of these
systems allows accurate prediction mechanisms [4].
However, in life-threatening scenarios (health care,
national defence, autonomous vehicles), an insight of the
internal mechanism is required. This insight is achieved
via Explainable Artificial Intelligence, which aims to
create more explainable Al algorithms while maintaining
high-performance levels [5]. There has been some effort
to employ explainable Al techniques in context-aware
computing paradigms to construct smart society
comprising of smart homes and cities [6]. However, it is a
challenging task to keep a balance between accuracy and
explanation of an Al model [4]. We discuss more about
explainable Al approaches, applicable to IR 5.0 in Section
4. The rest of the paper is organized as follows: The focus
of the next section is to review the ongoing efforts towards
resolving various societal challenges for the organizations,
people and society, by incorporating technology tools.
This review of societal domains helped in identifying the
technology gaps towards Industry 5.0 transition. Section 3
cites the opportunities and the associated challenges to
address the identified gaps. We discuss the relatively new
concept of explainable Al in Section 4 and provide some
insights into the means of incorporating explainability into
Al algorithms for Industry 5.0 applications. We
summarize our ensemble effort meant to ensure that no
one is left behind in the new high-tech world of Industry
5.0 and conclude in Section 5.

2. LITERATURE REVIEW

The IR 5.0 holds the promise to solve societal problems,
such as natural resource exhaustion and economic disparity
across the world. We can achieve this target by acquiring
new knowledge and generating new values that could
connect people and things. This will create a resource
efficient smart society with better lifestyle for its residents.
The optimized resource planning for smart societies is
discussed in [7], where a planned energy efficient smart
city uses a hybrid smart grid that achieves energy efficiency
by optimizing connected devices. As IR 4.0 was primarily
focused on mass production using robots, machines and
other digitized systems, IR 5.0 brings back the humans at
the core of the production processes. The issues when
humans work with robots and factory systems [8] would
lead to a new IR 5.0 employment market, which is
visualized in [9]. There is significant progress at
collaborative engineering robots [10] that would enhance
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human craftsmanship. Xu presents an industrial TABLEIL:  RECENT PROJECTS ABOUT SMART SOCIETY
information integration that is transdisciplinary between
cyber-physical systems, IoT, and cloud computing and then Project Objective

explores each of these disciplines with technologies
employed [11]. In human-machine collaboration,
information security and confidentiality at work will
become a multifaceted concern. It will be an essential
research area in information security. IR 5.0 will blend the
human intelligence and creativity with smart, digitized, and
advanced industrial processes, which will result in
personalized products. The market feedback indicates that
the human craftsmanship in Industry 5.0 would be
inevitable, as there is no alternative to human intelligence
for minimizing the mistakes and errors, thereby preventing
losses. The fifth industrial revolution is characterized by
combining human intellect with the highest standard of
digitization, to optimize the human efficiency. Industry 5.0
will take personalization of the end products to a new level.
This will ensure the customer satisfaction and will lead to
sustainability by ensuring new product and job
opportunities, for all the residents of the planet. In that
framework, this section reviews the above discussed
notions in various societal domains. We focus on the
human centered technology applications that connect
people with things that would eventually lead to IR 5.0.

A. Smart Societies

Human centered smart societies will be an inevitable
component of Industry 5.0, aiming to improve the quality
of life for all individuals. The aim is to build a society in
which all citizens, including people with disabilities &
intractable diseases, are dynamically engaged and
demonstrate their full potential. The ambitious policy
program of Japan Society 5.0 [12] plans to use technology
tools that create the infrastructure and connections
between systems and technologies to transform society. In
Society 5.0, a massive information is collected from
sensors in real world. This big data is sent to cyberspace,
which is analyzed by sophisticated machine learning
techniques. The results are sent back to humans in real
world in various formats. There has been some
groundwork to envision the Society 5.0. The Lumada
platform [13] uses large volume of data to extract new
insight to create customer innovative solutions. The smart
cities can be considered a subset of smart society. In a
smart city, the application domains are categorized in six
groups: natural resources & energy, transportation &
mobility, infrastructure, living, governance, and industry
& human resources [14]. The emergence of fifth
generation IoT makes it possible to process big data at
increased rates for cloud computing platforms [15]. This
together with explainable Al has paved the path to smart
society applications such as smart logistics, smart
vehicles, smart agriculture, smart energy infrastructure,
smart transportation, smart health care, and smart online

An IoT middleware that finds the best
free parking lot
An IoT based storage solution to
promote healthy ageing
Analyze big data for carbon footprint
monitoring, urban noise measurement &
other applications for urban services
Real time information processing &
decision making
Adopt Open Innovation approach to

Smart car parking [16]

CitydAge [17]

RADICAL [18]

Urban surveillance
video streaming [19]
IBM Smart City Project

[20] create a clear vision of smart city across
the globe
WHO Healthy City An IoT based project focusing on well-

Project [21]
Smart Logistics [22]

being of the residents of smart society
RFID, WSN and ZigBee based logistics
(freight transportation, warehousing and
delivery) operations
Genetic Algorithm based high detection
ZigBee surveillance sensor system
An Al based framework for Renewable
Energy focused on economic efficiency
and sustainability

Smart surveillance [23]

Smart energy
infrastructure as a
service (SElaaS) [24]

systems. Table 1 [16-24] captures some of the projects
focused on elevating the living standards in a smart
society. The focus is to improve either one or more of the
above-mentioned application domains of the smart
society. There has been a considerate amount of
investment during the last decade to transform numerous
cities to a smart society. Smart City 2.0 is Ottawa’s Smart
City Strategy [25]. It is centered on three goals: achieving
a connected city, a smart economy, and an innovative
government. The City of Toronto has several smart
initiatives to ensure that its residents are digitally
connected to the local government’s services. These
initiatives include: COVID-19 chatbot, automated water
meters and an open data portal with 30 datasets in varying
formats [26]. The 2017-18 Seattle IT Strategic Agenda
[27] aims to transform Seattle into a data-driven city.
Some of the objectives are implementing the digital equity
action plan, creating user-centric solutions that connect the
Seattle residents with their government, developing the
city’s workforce to evolve with technology, engaging the
partners and the community to develop new technology
solutions to promote the strategic uses of new
technologies. Smart society, however, has a broader scope
than a smart city. The scope of a smart society aims to
solve the 17 United Nations’ Sustainable Development
Goals by 2030 [28]. The researchers are working to create
an environment where these 17 goals are met by
incorporating technology into mobility and infrastructure.
This will result in an empowered society, where
community functions at an elevated level and the social
challenges are resolved by incorporating technology
innovations into society. The academia and industry are
working to address certain challenges to achieve the goal
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of a smart society. In a data-driven smart society all the
infrastructure is interconnected to a single network. A
resilience mechanism to eliminate the possibility of a
single point of failure in the network is needed. Ahmed in
[29] identifies the research challenges of IoT based smart
interconnected cities. Anand [30] analyses the civil
infrastructure obstacles for developing nations to achieve
the goal of smart society. These efforts demonstrate the
advanced technology solutions to create new values,
targeted towards building diverse industries to foster
innovation, enabling society members to enjoy higher
quality of life.

B. Drones

Originally, drones were employed in military
applications, but today drones are already used for real
state & aerial photography, industrial inspection,
agriculture, insurance and state & local government
applications, as depicted in Figure 2. More recently,
drones can connect to highspeed internet networks like
5@, allowing drones to communicate effectively with their
user anywhere if there is signal coverage. These
capabilities have expanded the drone applications areas.
Soon, drones will be widely employed in public
advertising, deliveries, sports entertainment, emergency
response, and to supplement human capabilities.
Commercial airlines have also started partnering with
drone delivery companies to develop innovative logistic
solutions [31]. According to The United States Federal
Aviation Administration (FAA) [32], by the end of 2020,
there were more than 488,000 commercial drones
registered in the FAA database. This was an 8.5 % increase
from 2019, which can be attributed to decreasing
equipment prices, improved technology such as built-in

Insurance: 4%
Agriculture:
17%

Figure 2.

State & Local Government: 3%

Commercial drones’ usage, per FAA

cameras and higher capability sensors. However,
numerous challenges still need to be addressed. The
integration of civil and public drone operations into the

Figure 3.
National Airspace System (NAS) is a real challenge. It will
continue to grow with drones being employed in
previously envisioned applications. This challenge is
evaluated in Integration Pilot Project [33]. The authors in
[34] compare contemporary commercial off-the-shelf

DJI drone for aerial photography

drones with current drone models' maximum
specifications. Most of the available studies on drones
employ Parrot ARDrone, as their API, that is simple to
use, facilitated quick prototyping [35]. This model,
however, is already discontinued by the manufacturer.
Therefore, the future progress in the domain of an open-
source drone dedicated to investigating control modes
would be a significant contribution. The DJI drone shown
in Figure 3 dominates the market for aerial photography.
It can reach the maximum flight time for a commercial
drone. Commercial drones that are currently available
have flying times of up to 31 minutes and speeds of up to
93 kilometres per hour [36]. The time and speed of current
drones are also expected to improve with the hardware and
software advancements. Human Drone Interface (HDI) is
aresearch domain still in its infancy and holds the promise
for significant contribution in the IR 5.0 paradigm.
Conventionally, drones were operated by a joystick or a
ground control station; however, research in HDI has led
to novel natural user interfaces such as gesture-based
control [37], brain-computer interfaces [38, 39], speech

TABLE II: CHALLENGES WITH DRONE CONTROL INTERFACES

User Challenges
Interface
Joystick . Less intuitive
Gesture . Collocated interaction only
° High latency and lower control precision
Speech . Collocated interaction only
. Propelller sound can impact speech
recognition
. Not all drones are equipped with
microphones
Brain- . Longer training periods
Computer | o Lower control accuracy
Interface . Slower input and output response
(BCI)
Touch . Collocated interaction only
° Requires safety measures
Multi- . High cost
modal . High complexity
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recognition [40], touch [41], and a combination of multiple
modes [42, 43]. Each control interface has its own
challenges, which are summarized in Table 2. Further
research is needed to address these user-interface
challenges and find new ones. An experimental study
[44,45] concludes that cultural differences impact the
drone interface choices, e.g. Multi-modal contact with
drones is preferred by 45 percent of Chinese users against
26 percent of American users. Future research could focus
on extracting design criteria to ensure that future drone
technologies are well-received by the general public.

C. Healthcare

Smart healthcare refers to wearable smart gadgets and
networks to improve healthcare services. The gadgets
constitute the Wireless Body Area Network [46] meant to
collect the real-time medical data that is then transferred
seamlessly to the IoT cloud computing health platform.
The transferred data has cognitive features incorporated
using Simulated Annealing [47] and Artificial Neural
Networks [48]. The cognition features help in responding
intelligently to medical ecosystems [49]. In that regard,
machine learning-based diagnosis systems are proven to be
more accurate than human doctors [50]. Kumar in [51]
proposes integrating Blockchain 3.0 and Healthcare 4.0
processes to simulate a smart healthcare system. A diverse
range of smart healthcare applications have been reported
in the literature. The authors in [52] focus on different IoT
based healthcare systems for WBAN. A ubiquitous
healthcare framework is proposed to address the challenges
of delivering anytime anywhere healthcare services. The
realization of next-generation healthcare is investigated by
developing a proof-of-concept system, UbeHealth, which
leverages deep learning, big data and high-performance
computing and addresses the challenges of latency,
bandwidth, and energy consumption [53]. Smart wearable
healthcare devices have led to a Personalized HealthCare
System (PHS). Examples of such PHS are systems that
deliver medication on the fly; systems that enable remote
monitoring of patients, and systems that support the
movement of individuals with disabilities [54, 55]. The 7P
features [56] (personalized, persuasive, predictive,
participatory, preventative, perpetual, programmable) have
transformed healthcare towards a data-based patient-
centric approach by incorporating RFID, biometrics and
metering devices. In [57], IoT based wearable devices are
used for remote patient monitoring and medical assistance.
In [58], wearable devices communicate with cloud servers
that can be accessed remotely via the internet. The
information communicated by the wearable device
includes heart rate, amount of sleep and physical activities.
In [59], a voice pathology detector is proposed to
distinguish between voice and electroglottographic (EGG)
signals and then transfers to the doctors using a cloud

computing platform. There have been some efforts in
developing health monitoring environments. A smart city
infrastructure that supports strategic healthcare using
machine learning techniques is proposed in [60]. Such
ambient sensor-based systems are already functional to
capture and monitor health-based information [61]. The
adaptation of IoT based smart homes for elderly healthcare
monitoring is discussed in [62]. The short-range and long-
range communication technologies will be used to
transport data between devices and servers in Industry 5.0
healthcare systems. With the advancement in these
communication technologies, more modern healthcare
solutions are anticipated, e.g., surgeons can perform virtual
operations with robots from anywhere in the world [63].
The authors in [64] identify the research challenges for
such telesurgical systems. The enabling technologies of
Industry 5.0 that exploit 5G smart healthcare taxonomy is
reviewed in [65]. Those technologies include software-
defined network (SDN) and network function virtualization
(NFV) for 5G smart healthcare.

D. Autonomous vehicles (Internet of Vehicles)

As vehicles evolve from simple transportation means to
smart entities, they will be an integral part of Industry 5.0.
The US Department of Transportation’s National Highway
Traffic Safety Administration (NHTSA) predicts that by
2030 level-5 fully autonomous vehicles [66] will account
for 15% of the global automobile market. The research
progress on self-driving cars, e.g., Al-based algorithms for
path optimization, [67] and identification for obstacles on
the road [68] indicate the shift towards that direction.
Industry 5.0 smart vehicles are expected to safely self-
drive, employing sensor platform that have the following
modes of communication: Vehicle to Roads (V2R),
Vehicle to Person (V2P), Vehicle to Vehicle (V2V) and
Vehicle to Infrastructure (V2I). They can be considered a
superset of Vehicular Ad-hoc Network (VANET) [69].
Guan in [66] focuses on IEEE 802.11p standard to study
the path loss, shadow fading and delay spread of the
channel for small scale and large scale road structures.
Campbell in [70] proposes sensor fusion techniques to
increase the vehicle's perception and autonomy. A scheme
for Vehicle to Anything (V2X) short-range communication
has been evaluated in [71]. Currently, almost all major
automobile manufacturers worldwide are engaged in
autonomous vehicle commercial solutions. Level 3
autonomous features [66] such as on the fly communication
and adaptability are already available. BMW via a series of
sensors monitor vehicle information such as battery voltage
and driving trajectory. Tesla cars employ the cellular
connectivity to upgrade the automotive software through
cellular and WiFi connections. The future automatic
vehicles would consume and generate big data. The Google
Driverless car is already known to produce 1G of data per
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V2V using sensor platforms

Figure 4.

second. The huge amount of data generated for a future
automatic vehicle calls for the need of advanced data
processing tools such as Hadoop distributed file system and
apache Hadoop MapReduce. The authors in [72] discuss
the network characterization and protocol design of IoV
and explore the big data acquisition, transmission, storage,
and computing for future IoV. The basic three-layer
architecture of IoV is described in [73], which is then
enhanced into a seven-layer architecture in [74]. The five-
layer architecture of the Cognitive Internet of vehicles is
presented in [75] that realizes control and decision making
for future autonomous vehicles by incorporating intelligent
cognition. A case study based on cognition of fatigue
driving shows promising results. In [76], the data-driven
algorithms are exploited for decision-making in
autonomous vehicles. The complex perceptual models
where decisions are made in scenarios that are not included
in the training examples are considered to account for
unpredictable situations on the road. Deep learning
algorithms have shown encouraging results in applying the
previously learnt rules to new scenarios, making them
viable for autonomous vehicles. An autonomous driving
system is proposed in [77]. The system uses a combination
of deep Q-learning [78] and previous driving experience.
Another effort to develop an autonomous braking system
employs Deep Q-Network (DQN) to optimize the
conflicting objectives of avoiding collision and getting out
of high-risk situations [79]. The work was extended in [80]
by using a deep reinforcement learning algorithm to control
velocity and steering. Despite being efficient for quick
decision-making in autonomous driving scenarios, deep
learning algorithms have their own set of challenges. The
black box problem [81] makes it impossible to test all the
unpredictable road scenarios that an autonomous vehicle
might encounter in real world. Explainable Artificial
Intelligence algorithms are a potential solution for this
block box problem. Other challenges associated with deep
learning algorithms include training time, computation
requirements and optimization of conflicting objectives.
Once these challenges are addressed, the autonomous
vehicles will have major impacts in terms of urban sprawl,
road infrastructure, parking spots and even the appearance

of the vehicle. [82]. Industry 5.0 compatible IoV will likely
be driving on public roads in the near future.

E. Financial Technology

Financial Technology (FinTech) refers to personalized
financial services innovation by deploying Al, big data
analytics, quantum computing and smart contracts. The
advanced FinTech payment solutions by technology
companies like Apple Pay and Google Wallet are already
improving the quality of financial services. Data-driven
insurance [83] and automatic trading [84] are examples of
niche-personalization of financial services by employing
Al and big financial data processing. Lee in [85] discusses
the six fintech business models and explores the challenges
associated with each model. The emerging FinTech
solutions like cryptocurrencies are challenging the role of
intermediaries, such as governments or brokers of
traditional currency. In this context, the overlapping of
cryptocurrencies with crowdfunding — financial systems
without intermediaries — decouples economic activities
from physical facilities. The zero trust networks and
humanoid robots further add to the location independent
secure access. Financial institutions such as banks, crowd
funding wealth management companies and insurance
enterprises are adapting their customer services to FinTech
offerings. The development of the financial sector in smart
cities will ease access to other facilities such as health,
education, business and strengthen human capital [86].
The rules of customer interaction in Industry 5.0 digital
finance cyber-physical systems are likely to be managed
and controlled by machines. Predicting financial risks
using intelligent agents is an example of applying FinTech
to take informed financial decisions [87]. Yan in [88] uses
convolution neural networks to model time series that
forecasts stock index. The excitation function used was
Sigmoid, and the training process used was forward
propagation and backward propagation. The simulation
results showed accurate prediction results. Chen in [89]
proposes a Robotic Process Automation (RPA) based
enterprise financial reimbursement method that is helpful
in audits. However, the algorithmic failure in deploying
RPA based robo-advisors for the wealth and stock
management may expose customers to security and
privacy threats. Moreover, the FinTech industry has
widely accepted cloud computing as it decouples financial
activities from physical infrastructure to offer location-
independent safe access through the use of technologies
like zero-trust networks. The web-based service model of
cloud computing has its own challenges such as physical
location of cloud servers, lack of data control and financial
frauds in web-based service model. There is a serious need
for new technology and cryptographic methods to make
the FinTech systems more secure. Yu [90] develops a
three-tier enterprise financial management system that
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collects and organizes the data in reports detailing
financial statement statistics. The web-based system
makes it convenient to query the relevant financial data for
audit purposes, thus eliminating the financial fraud. The
regulatory requirements governing the FinTech business
models and their operations will significantly impact the
growth of Industry 5.0 FinTech systems. The regulatory
requirements vary from country to country. The
cryptocurrency-related transactions are illegal in China
while encouraged in Venezuela. The quest for man and
machine working together to make the best financial
choices, discovers the maximum level of the overall
financial well-being in Industry 5.0.

F. Farming (agriculture, forestry and fisheries)

The farming sector includes the food-producing
domains of agriculture, forestry, and fisheries. These
sectors are already incorporating smartness to head towards
the Industry 5.0 revolution. The robots are already being
used for crop harvesting. e.g., FFRobot [91] can pick upto
10,000 fruits per hour. The fish catch production is
increased by smart fishing tools such as Vessel Multi Aid
[92]. John Deere manufactures the automatic driven IoT
based tractors with cloud computing capabilities. Vertical
farming [93] and hydroponic [94] techniques address the
shrinking of agricultural land and water shortage, by
increasing farm production multiple times and consuming
upto 95% of less water. These techniques are further
enhanced by using sensors that analyze the crop related
parameters. Acoustic sensors are used for pest detection
[95]. Ultrasound ranging sensors are used for monitoring
crop canopy [96], Airflow sensors measure soil air
permeability by using moisture levels and other unique
measures [97]. Electrochemical sensors analyze the pH,
salinity and other soil nutrient levels [98]. Soft water level-
based sensors characterize water level and flow by
measuring rainfalls and stream flows [99], thereby
addressing the drought related concerns. Optical sensors
detect the fruit maturation [100]. The sensors can also be
used for forestry and fishery applications such as forest
disaster monitoring and fisheries farm water analysis. The
satellite remote sensing can be combined with ground-
based sensor data for fire prediction and monitoring [101].
The water quality parameters for smart fisheries farming
can be detected using available sensors. Akhter [102]
proposes a cost-efficient Agriculture 4.0 compliant system
that monitors water quality factors for smart fisheries. The
water parameters measured by the system were pH, nitrate,
phosphate, calcium, magnesium and dissolved oxygen in
water. The nitrate concentrations were measured in an
Australian lake that showed promising results. Each of the
mentioned sensor has its own data format, temporal
characteristics, and size. The storage of remote sensing data
in clouds is another challenge. Industry 5.0 smart farming

system must be capable of processing and learning from
increasing data volumes in multiple formats, to take
informed decisions. The big data obtained for forestry
monitoring relies on UAV and wireless sensor networks
[103]. This big data, when processed using computing
frameworks like Spatial Hadoop, can improve informed
decision making in landscape mapping, timber yield
forecast, plant diseases detection, weed control and
irrigation assessment. In order to process big data, there
have been applications of deep learning in agriculture and
forestry. E.g., the plant disease detection gave an accuracy
of 95.8% after 100 training iterations using Convolutional
Neural Networks [104]. CNN was also employed to predict
agricultural yield [105]. Namin in [106] performs plant
phenotyping by extracting the plant features using CNN
and then feeding the extracted plat features into Long
Short-Term Memory (LSTM) network. The sequence
model improved accuracy to 93%. Das [107] targets smart
image interpretation by proposing a spatiotemporal
prediction method for data obtained by satellite remote
sensing. The use of sustainable IoT based sensors, cloud
computing-based decision systems and deep learning
applications to process the big data collected by the sensors
is not an optional — it is necessary in the farming domain as
it drives the nations’ livelihood.

G. Sports and Physical Education

The Industry 5.0 revolution aims to create an
innovative sports society by integrating virtual augmented
reality and machine learning with sports activities, thereby
improving people’s health and fitness. The wearable smart
sports products, such as Fitbit’s fitness monitors and
Nike’s adapt smart basketball shoes, are already available
in the market. The emergence of intelligent wearable
sports products that capture the players’ movements using
sensors and the associated challenges: short life cycle,
high energy consumption, absence of standards and
nomenclature as to what classifies as smart, and data
privacy issues are discussed in [108]. The basketball
player health monitoring and performance enhancement is
discussed in [109] by presenting a ZigBee based on-body
nodes wireless body area network with limited sensors
(temperature, humidity and accelerometers). The proposed
system is scalable to incorporate other sensors and has
been tested under real conditions during a match.
MySwing Professional [110] is a golfer training system
equipped with 17 wireless full body sensor nodes with
cloud storage capabilities. Besides wearable devices,
another way to obtain the sensory athlete data is by
developing smart sports equipment with embedded
sensors. A smart soccer ball prototype is tested on
mannequin to flag potential head injuries during headers
in soccer [111]. The smart ball is yet to be tested on real
players. The applications of Al in sports training are




@
A0
57
5’4“\:;x

292 “E%)

Imran Taj and NZ Jhanjhi: Towards IR 5.0 and Explainable Al: Challenges and Opportunities

discussed in [112] implying that sports training no longer
just happens on the playground. The IoT smart sports
classroom diversifies the learning experience while
meeting the individual fitness needs of all the trainee
athletes. In that regard, Lei [113] investigates the
promotion of Chinese martial arts-based fitness guidance.
The fitness digital classrooms employ augmented virtual
reality and intelligent fitness equipment. Xie [114]
designed an intelligent badminton training robot that
recognizes the athlete’s movements to prevent the injuries.
The hidden Markov model-based robot achieves a
recognition rate of 94.5%. However, the data mining and
analysis on the athlete training data in a cloud platform is
not addressed. In another research, Lee [115] investigates
physical self-efficacy by employing virtual reality tools to
conduct T-ball lessons and infers a positive impact on
physical education diversification on students. A
commercially available virtual reality-based training
platform called QB SIM [116] mimics real rugby stadium
for the trainee athletes. Whether it is smart devices,
intelligent equipment or virtual training platforms, the
smart sports industry is inseparable from data analysis and
mining. After analyzing health-related data, the prediction
algorithms can effectively improve the individual’s
fitness. In that regard, Zhang [117] employed a
combination of fusion decision tree, K-means spatial
clustering and naive Bayesian data mining methods to
investigate big data consumption in the sports industry.
Wang [118] analyzes the consumer demand in China for
physical fitness under the big data paradigm and concludes
that physical demand is constantly expanding despite the
information security concerns. Chu [119] proposes an
Artificial Intelligence of Things sports system that contains
multimodal sensors mounted on sports equipment and the
athlete. The sports IoT system transmits the collected data
to sport informatics and analysis system (SIAS) residing in
cloud and employing deep learning algorithms. The advice
for the athlete is retrieved from SIAS. By incorporating
intelligence in sports and physical education, the fitness

Figure 5. Wearable smart device with heart health (ECG), stress
management and skin temperature trends measurement tool

and well-being for all members of the smart society can be
improved. This in turn will ensure an active and healthy life
for all at all ages, thereby realizing one of the most
important goals of the UN’s Sustainable Development
programme [28].

H. Transportation systems

Industry 5.0 intelligent transport system (ITS) would
be built on smart sensor, big data, and deep learning
technologies to increase environment sustainability and
improve community health. Canada is aiming for a zero-
emission transport system by 2035. A variety of data
collected from smart sensors in an ITS is already
approaching to Petabytes. Automatic Fare Collection
(AFC) systems deployed in citywide rail systems captures
data about individual travelling patterns. GPS data is used
for dynamic route guidance by monitoring traffic.
Ultrasonic and acoustic sensor systems, light detection and
ranging (LIDAR) and video image detection systems
collect data from roadsides [120]. Infrastructure related
data such as smart grid can facilitate the daily electricity
usage data for trains and buses in urban rail transportation.
The collected data can address many traffic issues, such as
travel delay measurement [121], predicting congestion
probability, or estimating the occurrence of traffic
accidents. For example, in [122] recurrent neural network
and restricted Boltzman Machine is used to predict the
traffic congestion based on the data collected from taxi. Lin
[123] forecasts the spatiotemporal traffic congestion data to
determine a congestion-aware path in the software-defined
smart city paradigm. Zheng [124] used social media data
to develop a traffic sensing and analyzing system but
reliability of data collected using these social sensors [125]
remains a concern. In [126] Support Vector Machine is
used to predict traffic accidents. However, the prediction
accuracy depended on kernel function parameters and trial
and error method was employed to choose the appropriate
kernel function, which is not viable is real-time
applications such as accident prediction. A German
Startup 4pilots [127] addresses real-time concerns and
reports data regarding bad driving behavior (intoxication,
rage driving or drowsiness). The collected data is stored in
a cloud server from the edge and retrieved using Message
Queuing Telemetry Transport (MQTT) to ensure network
reliability and security. Several neural network techniques
are used to classify and predict the data in real-time.
However, in fully autonomous vehicles, the need of human
drivers will not exist anymore, rendering the driver
emotions capture technology obsolete. An example of such
robocab service is 5G Remote Driving Service recently
rolled out by Baidu [128] in China. Although it is an
autonomous driverless taxi service, operators can remotely
access the taxi in case of an emergency. With the IoT, new
sensor techniques are emerging, and those new developed
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sensor techniques can be used to collect new variety of
data. This data can be processed to obtain helpful
information leading to Smart Society 5.0 initiatives. The
railroads and airlines manage passengers and routes
through cloud platforms. These cloud platforms store and
process the big data to predict the ITS scenarios accurately.
A big data simulation platform is proposed in [129] for
Toronto region that runs the big data transportation
applications in real time. Hadoop is a promising platform
for data collection - AFC smart cards, sensors, social
media, and GPS - processing. The speed and quality of the
diverse collected data and its efficient processing would
help to accurately predict the traffic flow, accidents, bus
schedules and efficient travel routes. The prediction
methods for ITS are summarized in [130]. The deep
learning models [131] have shown good performance in
predicting ITS related big data, such as traffic flow density
[132]. Yin [133] proposes a smart train operation method
which combines data mining algorithms and manual
driving expert knowledge. The big data already
approaching Petabyte and continuously increasing volume
and variety pose another challenge for cloud storage
providers. Multi-cloud storage solutions that incorporate
intelligence are emerging as key solutions for ITS. The
speed, quality, and learning mechanism applied for big data
processing techniques for cloud platforms are playing a key
role in the realisation of an industry 5.0 intelligence
transportation system. The robocab and software defined
train prototypes are all made possible because of the
progress in sensor, big data and deep learning technologies
discussed above.

1. Art, culture and tourism

The usage of Al for art design incorporates aesthetics
and diversifies art and culture. Industry 5.0 art design will
be more convenient to create and integrate machine
learning and augmented reality technologies. Artists are
already incorporating innovative designs using Al in their
artefacts - painting, poetry, music, movies, and fashion
design. For example, a machine learning algorithm that had
been trained on 15,000 pre-20th century portraits was used
to create the painting: The Portrait of Edmond de Belamy.
[134]. Other examples of generating Industry 5.0 compliant
art designs include: Al generated trailer for the film
Morgan  [135], Deep learning-based commercial
advertisement banners launched by Alibaba [136], Neural
Networks algorithm of Amazon that automatically
generates modern clothing designs [137]. Museums,
cinemas, and entertainment industry are increasingly
turning to augmented reality technology to present their
exhibits. The ability of big data and cloud computing to
collect, analyze and train the systems is the basis of
emotional computing framework application in the
broadcasting and media industry. Such computing
frameworks are already successfully deployed in

broadcasting industry. Xiaoice [138] a virtual TV anchor
was the pioneer in synthesising real-time Al audio and
video processing in the electronic media industry.
EduRobot [139] is an entertainment chatbot with singing
and storytelling capabilities. However, both Xiaoice and
EduRobot lack empathetic capabilities, excluding them for
senior citizens. The social inclusion of elderly people is an

Figure 6.  The portrait of Edmond de Belamy drawn by Al
essential component of Society 5.0. To reduce the digital
gap for the elderly, Garcia-Mendez [140] designs an
interactive news services chatbot. The design comprises of
natural language generation and sentiment analysis using
advanced deep learning algorithms: gradient descendent,
decision tree, and random forest. The chatbot prototype
was tested on 31 users in the age range of 68 and 82 years
and the chatbot prototype received a satisfaction score of 4
out of 5. Intelligent chatbots are empowering travel agents
to promote smart tourism. These chatbots are deployed in
social media applications to offer travellers a more
personalized experience. Various other research efforts
propose machine learning for touristic purposes. The K-
Nearest Neighbor is used to develop a smart travel map
based on tourist preferences such as culinary,
accommodation, budget, facilitates and destination
distance [141], and to produce three recommendations with
an accuracy of 73%. The logistics costs of touristic
destinations in Peru are accurately forecasted using
artificial neural networks [142]. The intelligent health
tourism modelling is done using Markov Chain Model
[143]. Al and augmented reality have also set foot in
performance arts such as theatre and dance. The ballet dace
movement for humanoid robots is modelled as an
optimization problem using a state transition model for
each ballet pose [144]. Ozcimder [145] studies a humanoid
robot representation of dancers by developing an Al
prototype system to assess the artistic merit in human dance
performers. The Al judge assigns a score based on the
metrics for the salsa dance detected sequences, represented
by a finite state machine. The Al judge uses the score
function to evaluate the performance based on energy
consumed by the dancers and the diversity of the moves in
the performance. The creative thinking of artists, when
combined with deep learning and big data, can generate
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very sophisticated artwork that enriches the culture and
provides quality entertainment.

J. Construction,

The smart infrastructure compliant with Industry 5.0
comprises of new technologies in construction industry,
such as modular construction, 3D printing and augmented
reality. Building information modeling (BIM) is a
prominent digital planning method in construction. The
managerial construction tools and activities [146] can be
integrated with BIM environment by using BIM360 API,
to achieve better material handling. Wang [147] analyses
the BIM integration with other technologies such as laser
scanning, photogrammetry, virtual reality, and RFID to
observe improved construction data analyzing efficiency.
This integration can be used to create a digital twin of the
construction structure. The digital twin data is saved and
processed in cloud platforms and collected using various
sensors: strain sensors [148] characterize the structural
health of components, barometric sensors [149] monitor
the construction elevators state and other machinery
operation, acceleration sensor [150] measure the carbon
emission of the construction material, fibre optic sensors
[151] automate the supply chain management process by
activating the RFID reader on the construction material.
The sensors are also used to evaluate factors that make
construction work challenging, such as weather conditions.
Wind and rain sensors [152] are used for wind speed and
rain load monitoring. The captured data is then visualized
in a cloud processing platform [153]. Virtual reality
techniques have been used in construction risk analysis.
E.g., crane lifting more safely and efficiently to enhance the
site safety [154]. The manufacturing method for irregular
surfaces is employed using computerized numerical control
(CNC) T-BAR system [155]. The CNC T-BAR system
uses computer-calculated planer figures and other drawings
read by robots and then cut iron bars (T-BARs). The
research concluded that higher-level construction skills
will be more in demand with a high-end technique aligned
with Society 5.0 goals. 3D Printing is used for sustainable
construction by improving accuracy and saving time and

The world’s first intelligent bridge by 3D printer

Figure 7.

costs, compared to the traditional method [156]. The
MX3D has built an intelligent bridge using 3D-printer
[157]. The steel bridge is equipped with numerous sensors
that collect data about strain, displacement, vibration, air
quality and temperature to monitor the structural
measurements in real time. The cloud computing and
machine learning algorithms are employed to incorporate
intelligence in the bridge that reacts to a change in its
environment. Carra [158] presents a survey of robotics in
construction sites in numerous domains such as building
cladding and structuring, together with technology trends:
3D printing, BIM, circular construction model and remote
machine operations. Wearable devices aimed at
construction workers’ safety in heavily unstructured
construction sites are also important. Kanan [159] designs
a wearable device weighing 55 g that prevents fatalities
within a radius of 4 m by warning the worker about the
nearby hazard, such as a vehicle detected by
radiofrequency (RF) field. The wearable device contains
radio transceiver, a wakeup sensor and a GPRS module.
However, in a Society 5.0 safe environment, machines will
be employed to do the risky and repetitive construction
tasks, eliminating the need of wearable devices for
construction workers. There is a huge potential for the
construction industry to improve productivity by applying
emerging technologies in the Industry 5.0 revolution,
thereby improving safety, reducing cost and supporting
affording housing for all Society 5.0 residents.

TABLE III: IDENTIFIED GAPS IN MULTIPLE SOCIETY DOMAINS TO REALIZE INDUSTRY 5.0
S.No. Domain Type of Research Research Year Research Limitations Research Gaps to realize
Contribution Industry 5.0
1 Smart society Human-robot coworking to 2020 The future vision for | e Development of high end
create personalized legal, social, regulatory skills aligned with smart

products [9]

and ethical concerns is not
backed by any data due to

society goals, such as
qualified  workers to

the dearth of real time
human-robot coworking
use cases

employ in 3D printing
construction
environments

o Flexible production
planning and inventory
management by
establishing links with
other fields and industry
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suppliers outside of one’s
usual business dealings

Big data transfer to 2020 Data heterogeneity: Data High bandwidth
cyberspace, which is then collected from multiple requirment to address the
analyzed by cloud domains, applications and high performnce needs of
computing platforms [15] environment parameters big data transfer
has no uniform standard Black box deep learning
to follow mechanisms with no
transparency
A hybrid smart grid 2021 The real hybrid smart grid Energy  savings by
simulation that achieves might need additional optimizing energy use
energy  efficiency by parameters consideration based on supply
optimizing connected for calculating latency predictions
devices. [7] factors while generating
reading from different
sources (photovoltaic,
hydro, and  thermal
power)
Drones Drone contol modes design 2010 -2019 Each mode has its own set Different sensory
[37-43] of challenges and requires modalities (visual,
a compromise based on auditory, haptic) have
user choices [23] different requirements for
sampling, transmission
rate, latency, reliability.
Drone delivery companies 2021 The drone logistic Expansion of  drone
partnership with standards are vague or application areas e.g.
commercial airlines [31] non-existenet. The perform optimal delivery
regulatory authorities of relief materials in
(e.g. Transport Canada) natural disasters, deliver
are in the process of farm produce to
regulating drone logistic consumers when needed
standards such as limits and automate collection
on package size, delivery of crop data through
distance and liability in drones
case of material stealing Increase the commercial
or destruction drone capabilities to meet
the smart society
objectives
Healthcare Feasibility of IoT based | 2018 & 2019 | Architecture limitataions Enable the elderly to
smart homes for elderly leading to concerns, such move about their own,
healthcare monitoring [62] as: data integrity e.g., through the use of
Ubiquitous healthcare by preservation, and remote self-driving wheel chairs
delivering anytime adverse effects on data Associated  challenges
anywhere healthcare sharing  if  patient’s with short range and long
service [52] devices start range  communication
malfunctioning or its technologies
battery discharges. Resilience mechanism to
The subjects  (clderly eliminate the possibility
people) should represent of single point of failure
more diverse
geographical distribution
than Asia
Virtual operations with 2018 The lack of means to Network  performance
robotic telesurgical systems tackle the  malware (latency, jitter, and packet
[64] programs, that could loss) need to be addressed
remotely  hijack  the by Internet 2.
robotic software, leading High cost of
to wrong dissection by communication service.
remote malicious users The high end skills of an
experienced surgeon,
No standards are defined remotely conducting the
or exist for effective most complicated tasks in
haptic  (kinesthetic & the surgery, are not
tactile) feedback commonly available
Autonomous Data driven algorithms for 2018 The lack of verifiability, Lack of advanced tools

Vehicles (IoV)

decision making in
autonomous vehicles [76]

safety, and explainability
in real time, when
interacting with many

for big data acquisition,
transmission, storage,
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traffic participants limits
the QoS of the algorithms.

and computing for real
time decision making

Autonomous driving | 2016 & 2018 Car Simulator used in The blackbox problem
system using Q-leraning controlled  environment makes it impossible to
and  previous  driving might overlook some real test all the unpredictable
experience [77] car control challenges road scenarios that an
Deep reinforcement The simulation results autonomous vehile might
learning  algorithm  to showing reduced injury encounter
control  velocity  and severity —might have Previous driving
steering in autonomous overlooked the control experience might not
vehicles [80] behaviors in real cover the future scenarios
emergency collisions
5 FinTech Predicting financial risks to 2012 The used single predictor Physical location of cloud
take informed financial agent is known to show servers, needed for big
decisions using fuzzy less accuracy than team data accurate prediction,
multi-agent system. [87] agents. The predicted might need compromise
stock data sets are from on information security
only two sectors (IT and and confidentiality
Airline)
Constuction of web based 2021 Customization of the New tehnology
Enterprise financial proposed Enterprise developments in
management system financial management blockchain and
detailing financial statistics system to the needs of the cryptography to address
[90] specific organizations is the commonplace
not addresed financial frauds in web
based service models
6 Farming Sensor deployment for 2012 - 2017 Unreliable Data heterogenity issues -
collecting crop related data communication with the Each sensor has its own
[95 - 101] sensors in harsh data format, temporal
environments and rural characteristics and size.
areas with connectivity Lack of tools to predict
issues may lead to signal agriculture yield using
delay and loss data  collected from
sensors
Precision agriculture 2017 The disease  detection Lack of agricultural
advancements by plant works for only a pre- strategy, such as crop
disease detection using established set of diseases yields that are adapted to
convolutional neural stored in the database, as needs, and work
networks [104] each  disease  would schedules  that  are
require an independent optimized according to
training set and time to weather forecasts, that
train on convolutional could lead to ultra-labor-
neural network saving and high-
production
Means to enable farm
producers to manage
production, orders, and
inventory in accordance
with customer needs
7 Sports & Physical Smart sports equipment | 2019 & 2021 Consumption of energy Short product life cycles,
Education embedded with appropriate and resources, which huge energy
sensors [111] considerably reduces the consumption, absence of
Wearable sports products duration of the battery. standards & scalability to
with wireless body area expand using  more
network capabilities [109] Several limitations: Sensors
experiments based on
dummy (not real players),
gravity influence not
accounted for, expensive.
More data is needed to
validate the
experimentation
Virtual ~ sports  training 2019 & 2020 High equipment price, Limitations of efficient

platforms using augmented
reality [113, 115]

limited interaction and
environmental
observations, possible
loss of data signal causing
connectivity issues

augmented reality
technology
Athlete training data

storage in cloud platform
leading to privacy issues
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8 Transportion System | Predicting  the traffic 2015 & 2020 Relies on assumptions | e Ways to optimize the
congestions for taxi using about adjacent roadway travel route taking traffic
Neural ~ Networks  and segments to model traffic congestion into account
Boltzman machine [122] congestion dynamics, | e Widespread usage of
Predicting congestion which might be fully autonomous driving
aware path based on inaccurate. service with no manual
spatiotemporal traffic Leaming time for Neural intervension
congestion data [123] Networks makes this
approach less viable
Smart train based on data 2016 Knowledge from human e Manual intervention is
mining algorithms historical experiences is error prone. An
requiring manual applied on an autonomous software
intervension [133] experimental  platform. defined train capable of
More research is needed processing petabytes of
to apply in real world data  without manual
transportation scenarios. intervention is in its
initial stages of
development
9 Arts, culture and | Xiaoice [138] a virtual TV 2014 & 2017 It remains a challenge for | e Lack empathetic
tourism anchor and EduRobot [139] Xiaoice to allow more capabilities, emotional
an educational chatbot goal-oriented interactions quotient  (EQ)  and
to serve user needs. intellectual quotient (1Q)
The reported  average
accuracy in EduRobot for
correct answer is only
63.3%.
Interactive news services 2021 Limited natural language e Enabling robots as
chatbot [140] generation and sentiment conversation partners to
analysis capabilities live comfortably on one’s
own
Smart travel map based on 2020 The algorithm used (K- | e Provide sight seeing
tourist preferences [141] Nearest Neighbor) is not routes  that match
suitable for large data sets personal preferences and
as it slows down the propose optimal plans
prediction and increases taking weather and other
the computation cost. factors into account
10 Construction BIM integration with laser 2020 Focuses on mass- | e Creation of digital twin of
scanning, photogrammetry, production in Off site the construction structure
virtual reality and RFID to Construction Industry in cloud platform to
improve construction data (OSC). The lack of OSC analyze the risky
analyzing efficiency [147] industry standards hinders construction tasks
an efficient integration
and adoption of these
technologies
Sensor deployment for 2017 - 2020 Unreliable o Data heterogenity issues -
construction related communication with the Lack of common
parameters collection [148 sensors in harsh communiction platform
- 153] environments and rural
areas with connectivity
issues may lead to signal
delay and loss

3. RESEARCH CHALLENGES AND OPPORTUNITIES

The progress towards the realization of fifth industrial
revolution is ubiquitous. Industry 5.0 is expected to make
conventional industries smarter by merging machine and
human intelligence. This human-machine collaboration
would support the workforce by machines taking on
mundane tasks like production and manufacturing. The
perception-driven and creative side of the work will be
open to humans. By realizing this scenario, Industry 5.0
systems will provide humanity with highly accurate
automated systems with cognitive skills of human brains.
The future high-tech industries where interconnected

systems will converge into a single optimal unit, will
benefit from the combination of big data analytics, deep
learning, internet of things (IoT), cloud computing,
augmented reality and cobots. This futuristic single
optimal unit will manage information flows between real
and cyber world, while integrating computer resources
into physical production processes. The interconnected
components must integrate heterogeneous communication
technologies. Every technology adoption brings its own
pros and cons. In Industry 5.0, linking things with each
other and with people has its own set of challenges and
opportunities. Industry 5.0 processes would lead to
increased productivity, responsive working environment,
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cost reduction, environment protection and realization of
a society where people enjoy a fulfilled life [12]. This
would be possible if the associated research challenges are
addressed. One such recurring challenge that we witnessed
time and again in Section 2 is data driven deep learning
mechanisms, for digital twins, that adapt to unpredictable
situations. The other identified Industry 5.0 associated
challenges needing significant research effort are: novel
job requirements, mass personalization, heterogenous data
transmission, enhanced efficiency, data security &
privacy, and data interoperability. This section identifies
the novel research opportunities to address the above-
mentioned challenges. The interdisciplinary efforts to
address these Industry 5.0 implementation challenges will
incorporate cognition in the manufacturing processes,
thereby eventually realizing the fifth industrial revolution.

A. Modern work-force:

Industry 5.0 would promote human-machine
partnerships by employing systems to eliminate dull,
laborious, and repetitive jobs. The examples illustrated in
Section 2, such as autonomous cars, Al-assisted crop
harvesting, robotic surgeries, machine learning-based
painting, 3D construction, driverless drone deliveries, are
reshaping the employment structure. This new employment
structure leads to the fifth industrial revolution in which
human-machine reconciliation would enhance production
efficiency. One of the related concerns is that the robots and
the artificial intelligence will replace the human factor in
workforce  [160]. However, this technological
unemployment [10] will lead to new and better job
opportunities that require creative and innovative thinking.
Examples of new roles will be a manager of cobots and
automated systems, technology interface designer,
artificial intelligence algorithms engineer, smart factory
supervisor, staff raising quality and procedures for
machines and many more. Facebook has announced
recently that the ambitious metaverse augmented reality
platform engineering will create 10,000 new jobs in the
near future. This demonstrates that Industry 5.0 is about
putting humans as the core beneficiary of automation
processes. The IoT devices, automated machines and
systems will gather and monitor the production and
manufacturing data. If the system detects any anomaly in
the collected data, a procedure to alert human supervisor
will be in place. The human supervisor will decide on the
next steps. The software update in automated machines
might incorporate certain hard-coded rules or allow the
machine learning to evolve for unpredictable situations.
Although humanoid robots such as Pepper [161] that
recognize and interpret human emotions are already
working with the human workforce, programming the
ethical and social behavior in machines, such as respect,
will be a vital component of human-machine coworking
research. Body language interpretation might not be as
important as it is in today’s workforce. The responsibilities

of human resources department will increase with time, as
they will be required to manage cobots and machines as
well, in addition to humans. The strategy of training enough
people to handle these new emerging roles is a research
challenge. This adaptation challenge is many-fold. Demir
[162] discusses the challenges of integrating robots in the
workforce, which are summarized as follows:

Adaptation of organizational behavior, structures and
workflows
Reception of robots and machines in the working
space
Redefining work ethics such as ambition, repect
Human Resources department overhauling to
encounter prejudice against robots or human workers
Developing trust parameters in a human-robot
collaborative work environment
® Education and training to collaborate with robots
Redesign of workplace for robotics
Regulatory concerns regrading accountability when a
robot malfunctions

®0

The project MindBot [163] aims to design workplaces
where job task difficulty corresponds to the workers’
abilities to support worker-cobot interaction in a
personalized way. Despite all the progress in Al, humans
will remain uniquely qualified for collaborative, creative
and custodial tasks in IR 5.0.

B. Mass Personalization:

Industry 5.0 would offer mass personalization instead
of mass production. The manufacturers can provide unique
solutions to customers that can be enabled by human touch.
The integration of human and machine intelligence helps
manufacturers to customize products in bulk. Alongside
their cobot colleagues, humans would be able to hyper
personalize the products with increased speed and
accuracy. 3D printing, besides the construction industry, is
already in use in other sectors, such as cosmetics, nutrition
and health to provide customers with hyper-personalized
services. However, their usage is at its very initial stage.
L’Oreal uses 3D printing techniques to create customized
beauty products. The device Perso prints out customers’
favourite lipsticks. The Davinci surgical system [164] is
another example of providing personalized precision by
using a robotic assistant in surgery procedures. In the
future, patients will have customized medicines in hospitals
with ultra-personalized chemical and drug contents.
However, predicting the effectiveness of products during
the mass personalization process is a challenge. A
prototype using a digital twin can be created before the
manufacturing process. The highly accurate data-driven
models of physical objects can be created by using machine
learning algorithms. The created prototypes using digital
twin and data driven methodology can be used to predict
malfunction while improving design and performance.
E.g., A prosthetic leg created using 3D printing technology
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Figure 8.  Industry 5.0 compliant smart factory scenario

can be tested and modified with increased precision to meet
the personalized needs of a specific patient. During the
manufacturing process, the personalized needs might be
identified using biological markers such as DNA. Some
companies like PlatformE [165] are already using digital
twins to tailor a personalized customer experience product.
The big brands across all the industries are ready to take
their first step to enter the fifth industrial revolution by
partnering with such technology companies to develop
personalized solutions.

C. Heterogeneous data transmission:

Industry 5.0 would involve massive data collection
using smart sensors. This collected big data would need
quick transfer between different systems, that adhere to
multiple communication standards. Each standard uses a
unique combination of signals and bands and rely on data
interoperability across a diverse range of communication
sources. The data transmission across multiple
communication standards - including but not limited to -
IEEE 802.15.6. ZigBee, WiFi, 5G, and radar remain
extremely challenging due to the lack of a common
communication platform. This lack of universal standards
causes interference while different networks try to coexist.
ZigBee operates in the unlicensed 2.4 GHz frequency band
and is subjected to interference issues with networks based
on IEEE 802.15.6, Bluetooth, and WiFi. Other wireless
protocols will be enabled to incorporate ubiquitous
connectivity across homes, vehicles, financial institutions,
and factories. Although cognitive radio techniques for the
coexistence of wireless standards have been around for
more than a decade [166], the ever-growing number of
signals corresponding to big data, with increasing
bandwidths and overlapping bands, adds to this coexistence
challenges. As  systems become  increasingly
interconnected, the cyber-physical systems must extend
their ~ functionality = to  integrate  heterogeneous
communication technologies. This will enable all the
systems to work in harmony as a sophisticated single unit.

The initial efforts to design such a solution involves
implementing frequency separation or increasing antenna
isolation. In the Industry 5.0 framework, these approaches
are less viable as they are computationally expensive and
require higher energy consumption, thus translating to
higher hardware costs. As the usage of the sensors will
increase over time, the data transfer approach needs to
consider the heterogeneous nature of the collected data.
E.g., in a smart factory setting, Cotet [167] sends the
encoded data in PNG format to cloud services. The data is
collected from smart sensors, actuators, and PLCs. The
study is verified on an automated waste collection system.

D. Enhanced productivity and efficiency:

The human-machine collaboration will enhance
productivity by relieving humans of physically demanding
work and focusing on other craftsmanship requiring tasks.
The humans will intervene in the machine assigned tasks
when the machine requires parameters fine-tuning. In the
production process of Rogers Corporation [168],
automated software is employed for repetitive tasks, and a
camera collects the visual data for the automated tasks.
The human worker completes other tasks concurrently and
is alerted to adjust the software parameters when the
camera finds any visual inconsistencies. This quick
turnaround has resulted in an increased production
capacity of Rogers Corporation. The new deep learning-
based predictive maintenance [169] techniques employ
data science and predictive analysis to use the real-time
data and generate alerts when care is needed, thereby
elevating efficiency. The development of Industry 5.0
predictive maintenance techniques is a promising research
area for enhancing productivity and efficiency. Although
in their initial stages, robots are available to watch and
learn the tedious tasks from their human supervisors. The
robots in the manufacturing industry perform a wide
variety of manual tasks more efficiently than humans. But
Industry 5.0 will witness cobots that work alongside
humans in other sectors, such as agriculture, hospitality,
logistics and health. FFRobot harvesting robots [91] and
IoT-based tractors [170] are increasing production
efficiency by many folds in the agriculture sector. Moving
towards the productivity enhancement goal of Industry
5.0, it is expected that 40,000 fully automated tractors, not
requiring a human operator will be sold in 2038 [171]. As
this trend continues, machine adoption will reshape global
supply chains by increasing productivity and efficiency.

E. Security and privacy:

The industry 5.0 data is massive, heterogeneous, and
stored in the cloud computing platforms. The computing
algorithms for such heterogeneous big data analysis
challenge the traditional encryption methods to ensure
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security and privacy. The mass personalization of banking,
healthcare and transportation services requires people to
provide personal data. The lack of personalized data
control in clouds makes data susceptible to web-based
complexities and legal ramifications. For example, the
misleading data security practices resulted in a $ 100,000
penalty [172]. Modern workforce might cause additional
security risks. E.g., algorithmic failure of robo-advisors in
FinTech might lead to faulty investment advice or online
data theft leading to losses of billions of dollars [173]. The
development of efficient frameworks using blockchain
technologies promises to protect data from unauthorized
access and is a hot research spot. The usage of public
biometric infrastructure (PBI) to generate biometric
signatures would enable users to trust personalized data
security. Another security aspect in Industry 5.0 big data
paradigm is finding the right trade-off between privacy
protection and data analysis. The recent research shows
the vulnerabilities arising from adversarial attacks on data
analysis machine learning algorithms [174]. The global
security and privacy standards such as California
Consumer Privacy Act (CCPA) need to be redefined
together with new terminologies such as data anonymity.
The defined security standards will include new
definitions of data anonymity. They will establish
guidelines and penalties for Industry 5.0 privacy breach
scenarios, such as airspace trespassing by drones with
undetected onboard cameras. This will help implement
new privacy measures such as: protecting social media
data exploitation by third parties for undesired commercial

purposes and determining penalties for drone operators
contravening those guidelines. Security and privacy
incorporation in the personalized services that underpin
Industry 5.0 is a research area that needs more attention.

F. Data interoperability:

The Institute of Electrical and Electronics Engineers
(IEEE) defines interoperability as “the ability of two or
more systems to exchange information and to use the
information that has been exchanged” [175]. The diverse
Industry 5.0 systems would use wireless sensor networks,
cloud computing platforms, cobots, wearable gadgets,
autonomous transportation, and drones. This would
require a large amount of data integration and
interpretation at all levels of CPS to inform production
decisions. The main challenge of such Industry 5.0 system
deployment is ensuring data interoperability. The
Reference Architecture Model for Industry 4.0 (RAMI
4.0) provided an understanding of protocols and standards
for data interoperability, but no implementation or
application procedures were defined [176]. Semantic
interoperability enables systems with multiple standards
and services to exchange information with unambiguous
meaning. This sematic interoperability can be
incorporated by using interoperability providers such as
ontologies. An ontology is used to provide a standard for
information exchange between different systems [177].
This common standard can facilitate the digital twins’

Data processing using Predictive maintenance Communication .
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Taxonomy for an end-to-end IoT application




(13

(\
{0
48

g
%
3

communications that relies on multi-modal and

Int. J. Com. Dig. Sys. 12, No.1, 285-310 (Jul-2022) s 301
scenarios require autonomous systems capable of
perceiving, learning, making decisions, and acting

heterogeneous senor data. Madni [178] explains the
creation of a reusable top-level ontology that can enable
cross domain interoperability in a smart city management
where the data is distributed across different organizations
and systems [179]. The ontology development to establish
interoperability between systems will drive the
development of flexible electronic materials such as multi-
standard antennas. However, the developed IoT
ontologies, so far, are not comprehensive enough to be
reused as a basis for the global communication standards
for Industry 5.0 interoperable systems [180]. This is
because each developed ontology is restricted to a specific
domain and a common unified ontology for an end-to-end
IoT application, is nonexistent. Further research is needed
to understand whether the developed ontologies can be
reused as a basis for the global communication standards
for Industry 5.0 interoperable systems.

4. DISCUSSION

The fifth industrial revolution will digitize everyday
living with human control retaining the centre stage. The
notion is that Al will translate big data collected by IoT into
a new type of intelligence that will help raise living
standards. A few examples include robotic surgeries
catering to patients’ personal needs, autonomous vehicles
alleviating the stress of driving, software defined trains for
public transport, transferring cashless money by
blockchain technology, and increasing crop production by
using smart agriculture techniques. These high-stake

independently. Accepting such systems necessitates
transparency, which is not accounted for in traditional Al
black-box solutions. This lack of clarity could lead to life-
threatening consequences, for example, the first
autonomous automobile crash led to the operator being
charged with negligent homicide [181]. Data scientists
currently create explainability metrics and visualizations to
monitor these system models on an ad-hoc basis. Moving
forward, the big data processing volume will limit human
engagement in decision making for these systems, while
these algorithmic decisions processing becomes more
consequential to the society. This will create a new class of
Al algorithms significantly liable to humans about the
justification of decisions made. This new class of
algorithms will use Explainable Al to overcome the black
box problem [81] by justifying the anthropomorphic
machine decision. However, the explainability techniques
have numerous limitations and lack a universally approved
evaluation process among researchers. This is because
many explainability techniques rely on linear models to
provide only post hoc approximation of the machine
learning model’s behaviour, which may still misrepresent
the nonlinear complex black-box models. The usage of
large datasets to address the problem of overfitting is a
frequent occurrence for Industry 5.0 applications, further
complicating the model, thereby adding to the limitations
of the explaining approximations. Moreover, the huge
training datasets do not prevent the model from
demonstrating shallow performance when confronted with
newer scenarios, literally causing loss of lives [ 181, 182].

TABLE IV: EXPLAINABLE ARTIFICIAL INTELLIGENCE TECHNIQUES WITH ADVANTAGES AND LIMITATIONS
Explanation Implementation examples Advantages Limitations
category
Model Decision trees are used to | The black box processing is explained | The interpreted models may not well-approximate

simplification | represent the extracted rules

from the Neural Network

reverse engineering techniques
[185]

using easily interpretable models, which
results in rules that are simple to

[183] comprehend, such as if-else rules The model agnostic explainable models are not
Decision trees and mature enough to be employed for incorporating
intermediate rules define each explainability in Industry 5.0 compliant big data
hidden layer, which then applications

explains the rules for the

following layer [184]

Output is analyzed using

the original model, as each model has its unique
parameters and own set of challenges.

Feature
relevance

Neuron wise estimations are
used to produce an objective
function that explains each
neuron signal [186]

Each neuron’s score is
backpropagated to create a
vector that contains features’
importance [187]

The activation of neuron is
compared to a reference score
and the variance is used to
calculate the features’
importance [188]

model’s final
implementations

The technique functions on an instance-
by-instance basis to determine the weight
and significance of each parameter in the
output.
provide
explanation assurances.

The applications with high correlation among
their parameters render this approach less
effective. The sensor data for temperature and
humidity - collected for Smart Farming or Smart
Sports - have high correlation for both the
features, rendering this technique counterintuitive.
In many circumstances, exact solutions are
approximated, resulting in unfavorable spinoff
such as the output being influenced by the order of
the input variables

Some
accurate
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The inherently large data sets for Industry 5.0 applications
also introduce other risks such as, increased training time,
catastrophic forgetting when training the system with new
scenarios, and finding the right compromise between
accuracy and explainability. The justification techniques
for Industry 5.0 deep learning algorithms, that process big
data, fall into one of the two categories: model
simplification and feature relevance. Each category has its
own set of limitations. E.g., the former [183-185]
approximates the rules for each node or neuron during
training for subsequent layers. The quality of rule
approximation is an important concern in this approach.
Furthermore, developing model simplification algorithms
gets computationally expensive as the number of layers
progressively grow. The feature relevance explanation
technique [186-188] addresses this constraint by
quantifying a feature’s contribution, determining the
importance of a specific variable for the overall model.
However, this does not correspond to a complete model
explanation, and introduces new limitations. We have
summarized both the categories in Table IV with their
advantages and limitations. Tackling these Explainable Al
limitations is yet another research pathway to explore. We
also note that choosing the explainability technique
depends on the kind of insights user expects to gain. A
farmer might need to approximate the rules leading to a
drone decision of spraying pesticides. A doctor might need
to understand the role of a specific symptom in an
automated diagnosis system that has recommended a
patient's specific treatment. The explainable Al algorithms
have already been used to solve critical problems, such as
cancer data classification by analyzing gene expression
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[189]. However, further research about designing hybrid
explainable models that could address the big data
predictive maintenance needs for industry 5.0 applications
could lead to more significant advances. The sophisticated
machines today cannot process the real-world data without
converting into standard algorithm labels, which impedes
causal analysis and introduces algorithm partiality. In the
black-box deep learning algorithms, bias is encountered
due to the disproportionate data-set weight of the learnt
model, which is attributed to inherent prejudices and
deficiencies in the learning algorithm. The public safety
case management tool Correctional Offender Management
Profiling for Alternative Sanctions (COMPAS) [190] uses
a black box model leading to unconscious racial biases in
the crime prediction process. Applying human explainable
rules for different input data distributions in COMPAS will
help understand the skewness in the input training data,
eliminating the racial profiling in such critical systems.
This will increase the trust and acceptance of such tools,
meeting the ultimate goal of Society 5.0, to elevate the
quality of life, regardless of region, age, sex, language,
race. Further research in this domain will help in
developing explainable automated systems that avoid
producing biased outcomes, based on race, gender, age or
location. Thus, it is critical that the researchers gain new
knowledge and create new values by creating Al models
that are trusted, transparent, unbiased and justified.
DARPA [191], is developing approaches for explaining
complex machine learning algorithms. However, progress
has been modest in this area. Another related area that
needs more attention is the development of new skills in
the workforce that could cope with the Industry 5.0 job
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Figure 10.  Industry 5.0 connected society by sensor data
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market. According to a Deloitte estimate, there will be 3.4
million jobs available in the next decade, but only 1.4
million competent workers to fill them. To address this
challenge, an effort is made in the project BEYOND4.0
[192] that takes full advantage of the digitization
opportunities by socially negotiating the technology
advancements. This EU project focuses on examining the
impact of new technologies on the future of jobs, business
models and welfare within the European Union. The
Industry 5.0 emphasis is on using big data to improve the
service quality that will transform mass production into
sustainable mass personalization. This human-centric value
puts core human interests at the heart of the production
process. Therefore, Industry 5.0 will be a value-driven
revolution that would drive the technological
transformation to elevate the overall quality of life, for
everyone, including the vulnerable populations. To attain
this goal of inclusivity, Simdes [193] conducts a
comprehensive survey of six indoor positioning systems
intended for elderly and visually impaired. The indoor
positioning systems were grouped in six major categories -
radio frequency, inertial sensor, sound, light, computer
vision and hybrid - with each category subdivided into
multiple subcategories, for evaluation using the criteria of
accuracy, coverage, and cost. In a similar but broader
scope, this work is an effort to understand the technologies
used for social uplift and analyse the gap to reach at
Industry 5.0. This article aims at painting a picture of main
societal domains to show that technologies such as:
wearable smart gadgets, quantum computing based smart
contracts, robo-advisors, humanoid robots, data-driven
deep learning algorithms, blockchain, cryptographic
methods, virtual augmented reality, IoT based tractors,
3Dprinting, high capability sensors, big data processing for
cloud platforms at increased rates are already being used.
However, certain challenges need to be addressed before
the full potential of Industry 5.0 can be realized. Those
include effective digital twins creation to predict
effectiveness during mass personalization, sensor data
communication across multiple standards, predictive
maintenance mechanisms to address efficiency needs,
secure  solutions employing efficient block-chain
technologies, standard ontology usage for interoperability,
development of standard protocols, and established
guidelines for man-machine collaboration. Each of these
challenges needs dedicated effort by researchers. Realizing
research efforts to address these challenges will open new
opportunities leading to a fully autonomous and inclusive
society. Such a smart society is defined as: afully
integrated, human-centered, data-driven, equitable society
that balances economic advancement with the resolving of
social challenges. It is expected to drive next-generation
technologies that seamlessly simplify daily life

and overcome global problems [12]. The smart society
aims to meet the 17 United Nations’ Sustainable
Development Goals [28]. Besides United Nations, the
government policies across the world [194-199] are also
encouraging the Industry 5.0. For example; Japan plans to
achieve Society 5.0 by facilitating the convergence
between cyberspace and physical space; Canada is building
policies that favour additive manufacturing and has already
seen the 3D printed houses to combat the rising housing
prizes; USA has embraced Amazon Go cashierless
checkout grocery stores and airport facial recognition
programs reflecting modern workforce; The UK has
introduced new Al-focused university courses at top
universities; France has a billion-dollar Al for humanity
plan to enhance economic output, which includes new
research facilities, data exchange efforts, and ethical
policies; Germany is promoting autonomous driving taxis
by introducing new laws; and Singapore is exploring
blockchain based digital settlement systems for money
transfer. The governments at provincial and local levels are
also working to develop far-sighted security policies, drone
regulations, and labour laws to protect general public from
adverse impacts that might arise as a by-product of the
Industry 5.0. All these initiatives ensure prosperity by
improving health, education, and overall living standards.
The societal domains will be connected via data collected
from sensors to form a connected society that would cater
to a global community functioning at an elevated level.
This will be the fifth industrial revolution

5. CONCLUSIONS AND FUTURE DIRECTIONS

Our daily lives are becoming smarter and smoother day
by day, because of the technological breakthroughs,
attributed to Industrial Revolutions 5.0. In that regard, this
work elucidates the possible multidisciplinary approach to
actualize the revolution. The identified research
opportunities include big data processing by employing
machine learning techniques that exploit deep learning and
reinforcement learning, Al with explainable approach,
drones with multi-domain and application approaches,
cognitive based smarter cybersecurity, new generation
robotics, additive manufacturing using 3D printing, the
Internet of Things in all forms, virtual & augmented reality,
blockchain, etc. The in-depth persuasion of these
identified directions will multiply the opportunities for the
modern workforce, heterogeneous data transmission,
enhanced productivity & efficiency, security & privacy
measures, and data interoperability. Moreover, this
research elaborates the current and uprising research
challenges to achieve these goals in the targeted time
including, the trained workforce, equipped cybersecurity
capabilities for security and privacy, and rapid technology
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adoption. The research community could further work on
these identified research challenges and opportunities to
address the Industry 5.0 gaps in the near future.
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