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“Know your enemy, know yourself and you can
fight a hundred battles without disaster...“

“All warfare is based on deception...“

The Art of War
Sun Tzŭ





Towards Secure SIP Signalling Service for VoIP
applications
Performance-related Attacks and Preventions

GE ZHANG
Department of Computer Science, Karlstad University

Abstract
Current Voice over IP (VoIP) services are regarded less secure than the traditional public
switched telephone network (PSTN). This is due to the fact that VoIP services are fre-
quently deployed in an relatively open environment, so that VoIP infrastructures can be
easily accessed by potential attackers. Furthermore, current VoIP services heavily rely on
other public Internet infrastructures shared with other applications. Thus, the vulnerabil-
ities of these Internet infrastructures can affect VoIP applications as well. Nevertheless,
deployed in a closed environment with independent protocols, PSTN has never faced simi-
lar risks.

The main goal of this licentiate thesis is the discussion of security issues of the Session
Initiation Protocol (SIP), which serves as a signalling protocol for VoIP services. This work
especially concentrates on the security risks of SIP related to performance. These risks can
be exploited by attackers in two ways: either actively or passively. The throughput of a
SIP proxy can be actively manipulated by attackers to reduce the availability of services.
These attacks are defined as Denial of Service (DoS) attacks. On the other hand, attackers
can also profile confidential information of services (e.g., the calling history) by passively
observing the performance of a SIP proxy. This is defined as a timing attack. In this thesis,
we carefully studied four concrete vulnerabilities existing in current SIP services, among
which, three of them can lead to DoS attacks and one can be exploited by timing attacks.
The results of our experiments demonstrate that these attacks can be launched easily in real
applications.

Moreover, this thesis discusses different countermeasure solutions for the attacks re-
spectively. The defending solutions have all in common that they are influencing the perfor-
mance, by either enhancing the performance of the victim during a DoS attack, or abating
the performance to obscure the time characteristic for a timing attack. Finally, we carefully
evaluated these solutions with theoretical analyses and concrete experiments.

Keywords: Signalling attacks, Voice over IP, Session Initiation Protocol, network security,
Denial of Service.
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Prof. Fischer-Hübner, Leonardo A. Martucci and Sven Ehlert contributed comments and
suggestions.

Regarding paper IV, I have contributed with ideas, implementations, experiments and
most parts of the written material. Prof. Fischer-Hübner and Sven Ehlert offered their help
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1 Introduction

Voice has been transmitted over a long distance using the Public Switched Telephone Net-
work (PSTN) for more than 100 years. However, with the rapid evolution of packet-
switched network technology, consumers show substantial interests in transmitting voice
over IP networks (VoIP) instead of PSTN in recent years. According to a marketing inves-
tigation in 2007 [1], there is already around 50% of all global telecommunication traffic
is done over IP networks, and this will increase to 75% in a few years time. Another re-
port [2] predicts that VoIP revenues are expected to double and to reach over $6bn by 2012.
Sales of VoIP equipments are forecast to grow 25% a year over the same period. People
are optimistic about the prospects of VoIP applications because the benefits of using VoIP,
especially, low-cost and flexibility, are difficult to be achieved in PSTN [3]. Nevertheless,
with existing weaknesses (e.g., security risks), it is unlikely for current VoIP to totally
replace PSTN. Therefore, improving its security for VoIP is an important task and many
research projects on VoIP security have been proposed [4–8].

Securing VoIP is not an easy task, as it needs efforts in several stages. One of the
essential issues in VoIP security is protecting the signalling messages being exchanged be-
tween VoIP infrastructures. Signalling does not transfer voice packets, but is designed for
establishing, controlling, modifying and terminating communications. The protection of
signalling includes integrity and confidentiality of signalling messages as well as availabil-
ity and confidentiality of signalling services [9]. Another core issue in VoIP security is
protecting multimedia communications between endpoints, which is a separate topic from
signalling security. It consists confidentiality, integrity and availability of multimedia com-
munications. In this thesis, the scope of our research ONLY focuses on the security issues
of SIP [10], a signalling protocol.

The reasons that we are motivated to choose SIP security as our research field are
represented as follows. Firstly, signalling plays a vital role in VoIP services. Threats posing
in signalling services can lead to serious results (e.g., making the services unavailable [11],
causing financial loss of the users [12] and disclosing the users’ private information [13]).
Moreover, signalling also can help to establish a secure multimedia communication (e.g.,
voice) by assisting in the media key exchange [9]. It means that the security of multimedia
communication depends on signalling as well. Secondly, SIP, regulated by the Internet
Engineering Task Force (IETF) [14], has been selected as the signalling protocol in the
Internet and next generation networks. It is also employed as a standard protocol for the IP
Multimedia Subsystem (IMS) [15]. Last but not least, although a lot of security solutions
and mechanisms were proposed for SIP recently, whether these solutions can be adopted by
SIP service providers in the real world is questionable. However at least, there are a lot of
open source software-based SIP components available for both SIP services and endpoints.
Therefore, it has been feasible for us to implement the test environment to evaluate our
ideas and hypothesis in practice.

The objective of this thesis is to define and elaborate unexplored security risks in SIP
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networks, especially under the scenarios in which attackers can either actively manipulate
or passively observe the performance of SIP proxies. We are also interested in finding out
how easily these risks can be exploited by attackers in the real world, and in consequence,
how high the risks are for SIP users. We furthermore aim at contributing several defending
solutions to eliminate or minimize the impact caused by the risks. Finally, we would like
to know which solution is the most practical and efficient.

This licentiate thesis presents an introductory summary and a collection of four peer-
reviewed papers in the area of security in SIP signalling service that were either authored or
co-authored by the writer of this thesis. The rest of the introductory summary is organized
as follows. Section 2 presents the general background of current VoIP applications and
SIP signalling protocol. Section 3 presents some general security considerations for SIP
services. Further, Section 4 outlines the research questions of this thesis and the research
methodologies that we applied. Related work to this research is outlined in Section 5, fol-
lowed by a summary of our contributions in Section 6. Section 7 summarizes the contents
of the four papers included in this thesis. Finally, Section 8 concludes the introductory
summary with an outlook to future work in this direction.

2 Background

The fundamental background of this thesis is represented in two parts: (1) the general
concept of VoIP with its pros and cons; (2) SIP, a signalling protocol which is designed for
VoIP applications.

2.1 VoIP

VoIP is an innovative technology which enables its users to make calls through the existing
packet-switched networks (e.g., the Internet)1 instead of traditional PSTN networks. The
concept of VoIP is based on the factor that packets running over an IP network can deliver
different kinds of multimedia contents including text, pictures, audio and video. However,
different to transferring packets for text and pictures, transferring audio packets poses a
high requirements on the performance of networks. Suffered from performance issues (e.g.,
packet loss and jitter), the Internet in early stage cannot afford the VoIP applications. That
is why although the concept of using computer networks to make cheap long-distance calls
has been proposed for decades [16], commercial VoIP solutions were not widely accepted
by users until the recent appearance of broad-bandwidth technologies.

VoIP can be regarded as an alternative of PSTN to achieve the same function: making
voice calls. Nevertheless, VoIP has its own advantages and disadvantages compared with
PSTN. The advantages of VoIP can be summarized as follows:

1VoIP can be deployed over the Internet, but the environment of VoIP is not limited only to the Internet.
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1. Low cost: The most distinctive advantages of VoIP is its low-cost. By allowing voice
to be converted into packets and transported over existing packet-switched networks
(e.g., Internet), the cost for building and operating telephony services is reduced
considerably. Another reason for low-cost is due to the factor that VoIP terminals
and servers can be software-based. Especially, there are a number of open source
software products (e.g., kphone [17], kcall [18], X-Lite [19], SER [20], OpenSIPS
[21], etc) developed for VoIP applications. Deploying these free software products
on computers, instead of buying expensive PSTN equipment, saves money for both
users and service providers.

2. More features: VoIP is based on data communication and the services are digital.
Therefore it can provide more features than traditional PSTN services. For example,
it is easy to integrate audio, video and email applications together on VoIP platforms.
Also, presence [22], a method to convey the ability and willingness of a user to
communicate, has been already implemented in most commercial VoIP protocols.
More features are still under development. However, as most PSTN infrastructures
are implemented for specific purposes, it is difficult to realize flexible features in
PSTN services.

Still, there are several disadvantages when it comes to VoIP:

1. Security threats: VoIP infrastructures are deployed in an open network environment
(e.g., the Internet) and sometimes, VoIP applications need support from external In-
ternet infrastructures shared with other applications (e.g., DNS servers). Thus, it is
easy for unauthorized users to access VoIP infrastructures over the Internet. Further-
more, the vulnerabilities of external Internet infrastructures can affect VoIP services
as well. In comparison, within a closed network environment and independent infras-
tructures, the cost on intruding PSTN networks is higher than the cost on intruding
VoIP networks.

2. Quality loss: There are many QoS issues experienced by VoIP that do not affect
PSTN. Since PSTN infrastructures are independent and reserved for specific applica-
tion, acceptable quality can be guaranteed for PSTN. Nevertheless, packet-switched
networks (e.g., Internet) are designed for multiple purposes. Then the Internet traffic
may surge from time to time. As a result, the QoS of VoIP cannot be assured, which
leads to variable latencies and dropped packets occurring. As telephony services are
time-sensitive, these quality problems become the most essential barrier for VoIP
applications. This drawback will remain a major restraint until a successful QoS
management mechanism can be available.

Current standards for VoIP protocols and services are regulated by the Internet Engi-
neering Task Force (IETF) [14]. There are three core protocols for VoIP: Session Initiation
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Protocol (SIP) [10], which is a signaling protocol aiming to establish or terminate a ses-
sion between users; Session Description Protocol (SDP) [23], which is used to negotiate
the types of media sessions that are going to be established; and also the Real-time Trans-
port Protocol (RTP) [24], which is used to transmit media packets based on an established
session between users. Readers please bear in mind that this thesis mostly focuses on the
security and performance issues of SIP protocol, and not SDP or RTP protocols. Therefore,
SIP will be generally introduced in the following section.

2.2 SIP

SIP, developed by IETF, is a text-encoded protocol based on elements from the HTTP [25]
and SMTP [26] protocols. The primary function of SIP is to establish or terminate a session
between two or more endpoints, but it also contains other important functions such as notifi-
cation for presence and short messaging services. Similar to email users, SIP users are rep-
resented by means of Uniform Resource Identifier (URI) [27], a universal name with a pair
of domain name and a user name registered for this domain, e.g., (sip:ge.zhang@kau.se).
Most current SIP applications in the real world employ a client/server transaction model
similar to HTTP. A SIP client generates SIP request messages and a SIP server responds
by generating response messages.

Six basic SIP request types are defined in RFC 3261 [10]:

• INVITE: Initiate a SIP transaction to setup a session.

• ACK: Acknowledgement of final response to INVITE.

• BYE: Terminate an undergoing session.

• CANCEL: Cancel an unfinished SIP transaction.

• REGISTER: Register a user to a SIP domain.

• OPTIONS: Query capabilities of SIP infrastructures.

There are a lot of SIP response types, many of which are oriented from HTTP protocol.
SIP response codes are divided into six classes, identified by the first digit of the code:

• 1xx: Provisional – the request has been received but the processing is unfinished.

• 2xx: Success – the request has been received and accepted.

• 3xx: Redirection – the request should be delivered to another place.

• 4xx: Client error – the request cannot be processed due to error in the request.
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Figure 1: An example of SIP INVITE request

• 5xx: Server error – the request cannot be processed due to server’s failure.

• 6xx: Global failure – the request cannot be processed at any server.

Both SIP requests and responses are following the message format with three elements:
the first line, containing either a request method or a response code; headers, containing
a list of message headers with values for SIP transaction; message payload, can be text-
based content for different purpose (e.g., SDP payload). An example message for the SIP
INVITE request is shown in Figure 2, indicating that a caller with URI “sip:alice@kau.se”
wants to reach a callee “sip:bob@iptel.org”. Several message headers dedicated to routing
purposes are explained as follows:

• To: indicates the URI of the message recipient.

• From: indicates the URI of the message originator.

• Via: indicates a list of all intermediate SIP hosts that this message has passed. Any
host that forwards the message adds its own address to the Via field. It is used for
routing purpose.

• Contact: indicates one or more SIP URIs of the originator by which the recipient can
contact with the originator directly. They can be different from the one in the From
header.

Regarding the architecture, various network elements compose a SIP network, such as
User Agents (UA), SIP servers and location servers.

• SIP UA: UA can be any device (e.g., computer, smart phone, etc) which connects to
network to generate and receive SIP requests or responses.
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Figure 2: A general overview of SIP components and the working procedure

• SIP servers: There are three kinds of SIP servers including a SIP proxy, a redirect
server and a register server. A SIP proxy forwards SIP requests and responses to
UA or other servers. A redirect server receives a request and makes a redirection
response message (3xx), indicating that this message should be delivered to another
location. A registrar server receives REGISTER requests from SIP users and updates
the users’ location information to location servers.

• Location servers: The location server is a database storing the users’ URIs linked
with their uptodate IP addresses, presence, and other related information. The infor-
mation is constantly updated or required by SIP servers using non-SIP protocol.

The procedure of SIP-based telephony calling setup is shown in Figure 1. There are
two SIP users located in different domains in this scenario: Alice, a caller, is located in the
domain kau.se and Bob, a callee, is located in iptel.org. Initially, Alice sends an INVITE
request to one of the local proxies. This INVITE request indicates that she wants to talk
with Bob at iptel.org. Then, the local proxy forwards this INVITE request to the remote
proxy at iptel.org. The request is finally delivered to the UA of Bob. If Bob wants to accept
the call, his UA will reply with a 200 OK response back through the proxies. After Alice has
sent an ACK message to confirm the request, the signaling handshaking is accomplished.
Thus, Alice and Bob will build a peer-to-peer media session in which they can talk with
each other by means of exchanging voice packets. When Alice wants to tear down the
conversation, her UA will send a BYE request to Bob, and Bob’s UA will reply with a 200
OK response. Then the call is terminated.

3 Security requirements and mechanisms on SIP services

Compared with the SS7 signalling protocol [28] used in PSTN network, SIP is applied in
an open and insecure environment. Therefore, additional security enhancements for SIP
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are necessary. This section introduces basic security requirements and threats to SIP with
its security mechanisms.

3.1 Security requirements on SIP

The security requirements on SIP services are examined according to basic security com-
ponents (confidentiality, integrity, availability) defined in [29].

• Confidentiality: “Confidentiality is the concealment of information or resources
[29]”. Confidentiality should be taken into account for both SIP messages and SIP
services. When it comes to SIP messages, it requires that not only the SIP mes-
sage payload (e.g., SDP content), but also related information in message headers
(e.g., To and From headers) should be kept as a secret from unauthorized network
intermediaries. Further, SIP service providers often wish to conceal their network
configurations as well as stored information about users (e.g., calling history).

• Integrity: “Integrity refers to the trustworthiness of data or resources, and it is usu-
ally phrased in terms of preventing improper or unauthorized changes [29]”. There
are two kinds of integrity: data integrity and origin integrity. Regarding SIP ser-
vices, data integrity means that the content of SIP messages should not be modified
by unauthorized intermediaries. Origin integrity means that the source of SIP mes-
sages should not be spoofed to be another one.

• Availability: “Availability refers to the ability to use the information or resource
as desired [29]”. Considering the cost on infrastructures, it is unlikely for a SIP
service provider to offer services with unlimited capacity. Similar to other online
applications, SIP service providers deploy SIP servers by assuming a statistic model
for the perspective usage. However, sophisticated attackers may manipulate their use
to break the assumed statistic model on purpose. In this way, legal users may be
unable to access the service which they should get. Availability aims at preventing
that the statistical model is broken.

3.2 Classic attacks on SIP

Classic attacks on SIP can be summarized as follows.

• Eavesdropping: Eavesdropping is a passive attack launched by network intermedi-
aries to disclose the communication content of other users. It can be easily realized
by using some packet capture tools (e.g., wireshark [30]). An attacker may eavesdrop
signalling traffic for multiple purposes (e.g., getting credential of users).
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Figure 3: The HTTP Digest authentication adapted in SIP

• Replay: A replay attack refers to capturing one or more SIP messages and re-sending
them again after a period of time. In consequence, it may enable unauthorized users
to access SIP services by using identities or credentials of other users. A replay
attack can also lead to financial loss of legal users, so called billing attack [12].

• Message tampering: Message tampering indicates that an unauthorized intermedi-
ary alters relayed SIP messages during transmission. For example, given that Alice
sends an INVITE request to call Bob, an intermediary can alter the first line and To
header in the request to make Alice talk with another person instead of Bob.

• Identity spoofing: Spammers and attackers frequently use faked SIP identities in
order to be untraceable. However, it is unlikely to deploy a global centralized ac-
counting database for all SIP users from different domains. Thus, it is difficult for the
callee’s domain to authenticate the originator of a SIP message in an inter-domain
context since the callee’s domain may do not have the account information of the
originator. In this way, spammers and attackers can easily send SIP messages with
spoofed identities.

• Denial of Service: Denial of Service (DoS) aims at preventing legal users to ac-
cess SIP services or at making the services temporarily unavailable. An attacker
can mount DoS attacks on SIP services by depleting resources (e.g., CPU, memory
and bandwidth) of corresponding SIP proxies [11]. As VoIP is time-sensitive, SIP
services can be suffer more from DoS than other non-realtime services (e.g., email).

3.3 Security mechanisms in SIP-related RFC

In RFC 3261 [10], RFC 3329 [31] and RFC 4474 [32], several security mechanisms are
recommended to secure SIP services. These security mechanisms are summarized as fol-
lows:

• HTTP Digest authentication: HTTP Digest [33], a stateless, challenge-based mech-
anism, provides source authentication and anti-replay protection. It can be used for
both proxy-to-user authentication and user-to-user authentication. An example of
this mechanism is illustrated in Figure 3. The user first sends a INVITE request
to a proxy. Then, the proxy responses with a “407” message containing a unique
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nonce (a random number). The user receives this message and generates a hash di-
gest for the combination of the nonce and owned password. Thus, the user sends the
INVITE request again including the generated hash digest. Since the secret knowl-
edge (the nonce and user’s password) is shared with the proxy, the hash digest can
be re-generated by the proxy to authenticate the source of this request. It is difficult
for an eavesdropper to capture the plain text of a password since only a hash digest
is transmitted over the network. Furthermore, by hashing a password with a nonce,
replay attack can be efficiently prevented.

• S/MIME: Both message integrity and confidentiality can be ensured by carrying
S/MIME [34] bodies. A signature for part of the message will be generated and
attached in order to ensure that the content is not modified during the transmission.
Moreover, the message payload and some headers can be encrypted to protect against
eavesdropping attacks. However, the integrity of some header fields, which are al-
lowed to be modified by intermediaries (e.g., Via), cannot be protected by the signa-
ture. Similarly, the fields of some message headers for routing purpose (e.g., To, Via)
must be keeping in plain text during transmission.

• TLS: Transport Layer Security (TLS) [35], working at the transportation layer, pro-
vides source authentication, message authentication and message confidentiality, based
on a Public Key Infrastructure (PKI). There are three phrases to build a TLS connec-
tion between two end-points: First, two end-points negotiate for supported crypto-
graphic algorithms. Second, two end-points exchange a symmetric key and authenti-
cate each other. Finally, they communicate with each other using the symmetric key
for encrypting messages.

• IPSec: IPSec [36] stands for IP Security, which is designed by IETF to provide se-
curity at the network layer using a collections of techniques (authentication header
(AH), encryption security protocol (ESP) and internet key exchange (IKE)). AH pro-
vides cryptographic authentication to IP packets, while ESP offers security services
including both authentication and confidentiality. IKE is employed for session key
management. However, IPsec can only authenticate machines instead of SIP users.

• Inter-domain authentication: To prevent identity fraud problems, an inter-domain
authentication has been proposed in RFC 4474 [32]. Its purpose is to authenticate
the originator of an inter-domain SIP message. The method is shown in Figure 7.
For each outgoing message to other domains, the SIP proxy in the caller’s domain
generates a hash digest for this message. The digest is signed by the caller’s proxy
with its private key. The generated signature is encoded in a new header field Identity
added to the original SIP message. Furthermore, the SIP proxy attaches another new
header field Identity-info, which contains the Uniform Resource Locator (URL) [37]
where the certificate can be fetched from. Then, this SIP request is forwarded to the
callee’s domain. It is regulated that each certificate must be provided by its domain
itself. That is, in a SIP message, the URL indicated in the Identity-info field and the
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Figure 4: The mechanism of inter-domain authentication for message source

originator domain indicated in the From field should be matched. For each incoming
message from other domains, the SIP proxy in the callee’s domain first downloads
the certificate according to the URL given in the Identity-info field. The public key
extracted from the certificate is used to decrypt the signature contained in the Identity
field. Then, a hash digest will be recomputed for the request. The result is used to
be compared to the newly generated hash digest. The proxy will continue to process
the message only if the two values are equal. This mechanism is recommended to be
deployed in future SIP services to prevent SPAM [38].

4 Research Issues

In this section, three underlying research questions of this thesis are outlined. Correspond-
ing methodologies applied to address these questions are listed as well.

4.1 Research questions

• Question 1: How can a potential attacker launch DoS attacks to actively decrease
the performance of a SIP proxy by exploiting the vulnerabilities of VoIP deployment?

This question is discussed in Paper I, II and III. These papers demonstrate three dif-
ferent methods which enable attackers to decrease the performance of a SIP proxy.
These attacks have been explored both in theory and practice. The papers also ad-
dress the serious consequences to which the vulnerabilities can lead.

• Question 2: How can an attacker passively observe the performance of a SIP
proxy by a timing attack to profile confidential information of services (e.g., calling
history)?

This question is investigated in Paper IV, which introduces an attacking method to
profile the calling history between two domains. This attacking method is a kind of
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timing attacks in which attackers retrieve confidential information by observing and
comparing the Round Trip Time (RTT) of their requests. The method in detail is
discussed in Paper IV.

• Question 3: How can the consequences caused by these threats be minimized or
prevented in practice?

In this thesis, our goal is to help SIP service providers to offer SIP services in a more
secure way. Therefore, it is necessary to provide practical solutions to eliminate the
threats proposed in Question 1 and 2. To realize this goal, we design, discuss and
evaluate solutions for each vulnerability in Paper I, II, III and IV respectively.

4.2 Research methodology

The research conducted in this thesis follows the steps as suggested in [39]: ideas develop-
ment, quantitative experiments and data analysis. And these steps are performed twice in
each paper, once for evaluating the feasibility of the attacking methods and once for explor-
ing effective countermeasure solutions. Below, we describe the research methodologies in
detail to address the questions above.

First research question: We investigated three unexplored vulnerabilities, which en-
able an attacker to manipulate the performance of a SIP proxy, to answer the first question.
The three attacking methods are demonstrated in Paper I, II and III respectively. Firstly,
we reviewed literatures including SIP specifications and other related papers (literature re-
view). After discussion, we found several vulnerabilities that may enable an attacker to
control the performance of a SIP proxy (hypothesis formulation). To validate our hypothe-
sis, we adopted different designs to collect data. In paper I, we implemented an attacking
tool with a testbed and performed experiments. The experiments are designed to compare
the performance of a victim SIP proxy when it is under attack and without attack. We built
the testbed for the experiments. The core of the testbed, a victim SIP proxy, is a real im-
plementation connecting to the Internet. This method is defined in [40] as a measurement
1. Finally, we analyzed the measurement results and demonstrated the correlation between
attacking and performance reducing (data analysis). In Paper II, we also followed the same
research process in Paper I. In addition, we also employed inductive approach to propose a
formalized model from two concrete attacking methods. According to [40], this method is
defined as analytical modeling. We adopted both of them because using both measurement
and analytical modeling is helpful to enhance the validation of results [40]. The vulnera-
bility addressed in Paper III was found from the real SIP service running, then we collected
the data measured from the SIP service providers directly.

Second research question: In Paper IV, we firstly reviewed literatures including RFC
4474 [32] and papers about the timing attack [41, 42] (literature review). Then, we found

1According to [40], there are mainly three evaluation techniques: Analytical modeling, simulation and mea-
surement.
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out a vulnerability which can be used to mount the timing attack in SIP environment as
well (hypothesis formulation). We proposed a mathematical model describing this attack
(analytical modeling). Furthermore, we built a testbed in the laboratory environment and
performed a measurement to collect data. Finally, we analyzed the measurement results
and made a conclusion (data analysis).

Third research question: We applied evaluation research method [39] for this ques-
tion. Firstly, we enumerated possible defending solutions for the aforementioned threats.
Secondly, we analyzed advantages and disadvantages of each solution theoretically. Then,
we eliminated the solutions which were obviously inefficient or might cause further prob-
lems. Thirdly, the prototypes of the remaining solutions were developed and we deployed
these solutions in the test environments. With these solution prototypes, we did measure-
ments in Paper I, II and IV to evaluate their effectiveness. However, due to some constrains
(e.g., to simulate attackers using different IP addresses), we only applied analytical mod-
eling in Paper III to evaluate the solution at this moment. Finally, we compared these
solutions based on the evaluation results.

For legal and ethical considerations, we built our own SIP services as the attacking tar-
get instead of attacking the ones in the real world during all the experiments. Therefore, the
damage and effect caused by attacks could be confined only in our laboratory environment.
However, the SIP services built by us are based on the real implementations. In this way,
our tests still have a high accuracy.

5 Related work

There are many issues which can affect the performance of a SIP network. Nahum et
al. [43] published their measurements on the throughput of a SIP proxy under different
configurations (e.g., stateful or stateless, using TCP or UDP, with or without authentica-
tion). The result demonstrates that the throughput can be reduced more than 94% from the
best case (stateless, using UDP, without authentication) to the worst case (stateful, using
TCP, with authentication). Their result also shows that the request time increases with the
raising of the calling rate on a SIP proxy. Kuthan [44] and Cortes et al. [45] investigated
the performance of SIP proxies by introducing more variables. Kuthan proposed that iden-
tities parsing, memory management and thread contention are main factors impacting SIP
proxy performance. Cortes et al. found that string handing and synchronous DNS requests
also impact the performance of SIP proxies. Some research works have been done aim-
ing to evaluate the performance impact of deploying security mechanism on SIP networks.
Rebahi et al. [46] did a performance analysis of inter-domain authentication mechanism
in SIP. They argued that RSA, the default cryptographic algorithm recommended in RFC
4474, brings too much overload to SIP proxies. Instead, their testing result shows that us-
ing Elliptic Curve algorithm can achieve a better performance. Similarly, Ranganathan et
al. [47] investigated the performance overhead of deploying IPSec in SIP networks based
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on simulation. They found that the most predominant effect on VoIP network performance
is caused by the dynamic public key exchanging. Furthermore, Salsano et al. [48] explored
the performance overhead by introducing HTTP digest authentication and TLS in SIP ser-
vices (The performance can be decreased by around 30% by introducing authentication and
TLS). In summary, their measure results revealed that the performance of a SIP proxy can
be reduced considerably depending on different security parameters. However, their works
are focused on performance only, and not on security. For instance, their work did not rep-
resent how a potential attacker can take advantage of the parameters to launch DoS attacks
on SIP servers. Differently, our work aims to find the correlation between performance and
security of SIP services. Furthermore, our work demonstrates how an attacker can exploit
the performance overhead on SIP proxies to mount attacks in detail.

Some research work of investigating DoS attacks on SIP VoIP are summarized in this
paragraph. Sisalem et al. [11] investigated the issues of DoS attacks targeting SIP infras-
tructures. They developed a taxonomy of attacks by different exploitable resources, in-
cluding CPU, memory and bandwidth, to reduce the performance of a victim SIP proxy. A
stateful SIP proxy has to consume memory resources to keep the transaction states of unfin-
ished SIP transactions. Therefore, stateful SIP proxies are especially vulnerable to INVITE
flooding attack, in which an attacker floods SIP proxies with only INVITE messages to cre-
ate a large number of broken transactions. Sengar et al. [49] proposed a machine learning
method to distinguish legal against INVITE flooding attacks. Based on this method, they
firstly characterized legal SIP traffic behavior by summarizing the normalize frequency of
INVITE, 200 OK, ACK and BYE messages. Based on this benchmark, they can later de-
tect the attacks by the abnormal frequency of the messages. Moreover, [50–52] proposed
specification-based detection methods using SIP state machine models to counter INVITE
flooding attacks. Conner et al. [53] proposed a ringing-based DoS attack to consume mem-
ory resources of stateful SIP proxies. Different to INVITE flooding, this attack exploits
the potential long time 180 Ringing state. They also designed an algorithm to optimize the
system. Our work is similar to theirs. However, we investigated the different DoS attacks
on SIP proxies. We focus on the threats to SIP proxies caused by external infrastructures
(e.g., DNS server, HTTP server, and firewall). Moreover, we proposed our countermeasure
solutions that aim at enhancing the performance of a SIP proxy, and not at detecting the
attacker. It means that our solutions are based on prevention, instead of detection. One of
the benefits of prevention is that prevention can minimize the attacking impacts during the
attacks. Therefore, the damage caused by attacks has been eliminated from the beginning,
whereas, in most cases, detection works only after the damage actually happens. It is too
late as the damage already occurs.

To the best of our knowledge, the previous work on VoIP timing attacks, which enable
attackers to disclose confidential information by observing the performance of services,
is only proposed by Wang [54] and Chen [55] so far. Their papers proposed a method
to reveal the identity of two parties of a specified communication. The attacker actively
adds timing characteristics into a VoIP flow by altering the time intervals between voice
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packets and observing the characteristics on the other side of the communication. In this
way, the attacker can profile who has called whom. In contrast, the timing attack proposed
in our paper is much easier to be realized. There is no need for an attacker to manipulate
the timing characteristic of voice packets. Instead, the attackers can just simply send SIP
signalling requests and observe the response time of them. Moreover, we also addressed a
countermeasure solution to eliminate the timing characteristic based on response delaying.

6 Contributions

As VoIP is an emerging Internet application, security evaluation and enhancement of VoIP
are necessary before it should be widely deployed in the real world. In contrast to previous
work, we investigated some security risks related to the performance of SIP VoIP which
have not been studied before. Furthermore, we found that the performance issues affect
not only the availability, but also the confidentiality of SIP services. We also proposed
novel countermeasure solutions. Below follows a summary of the main contributions of
this thesis:

• We have investigated several threats in which an attacker can arbitrary affect the
performance of a SIP proxy. Firstly, a sophisticated attacker can take advantage of
the communication latency between a SIP proxy and other external infrastructures
(e.g., DNS servers, Web servers) to decrease the throughput of the proxy (in Paper
I and II). We named this type of attacks as blocking attacks and a formalized model
of such blocking attacks was given in our work (in Paper II). Secondly, firewalls,
which are generally deployed in front of SIP proxies, also have the possibility to be
exploited to decrease the performance of SIP services (in Paper III). These threats on
SIP have not been studied before.

• We have identified and analyzed a timing attack aiming at extracting the calling his-
tory between domains. An attacker can send to a victim proxy spoofed SIP requests
and observe the Round Trip Time (RTT) between the request and its response. With
caches widely deployed, the RTTs for recently contacted domain should be relatively
lower. Thus, the calling history of a domain can be profiled by a comparison of RTTs.
We named this a SIP timing attack in Paper IV, which has not been studied before.

• We proposed and discussed different countermeasure solutions for each vulnerability
in Paper I, II, III and IV. To efficiently minimize the impact of attacks, our solutions
are mostly based on prevention, instead of detection. The defending solutions prevent
the threats by influencing the performance of a victim SIP proxy, either by enhanc-
ing the performance of the proxy during a DoS attack, or by abating the performance
to obscure the time characteristic for a timing attack. The solutions are first com-
pared with each other in a theoretical way. We also implemented prototypes of each
solution and evaluated them in the testbeds.
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7 Summary of Papers

This section contains short summaries of the papers included in this thesis.

Paper I – Denial of service attack and prevention on SIP VoIP infras-
tructures using DNS flooding

A simple yet effective DoS attack on SIP servers is to flood the server with requests in-
cluding hard-to-resolve domain names. In this paper, we evaluate different possibilities to
mitigate these effects and show that over-provisioning is not sufficient to handle such at-
tacks. As a more effective approach we present a solution called unblocking cache. Based
on various measurements conducted over the Internet we investigate the efficiency of the
unblocking cache and compare its performance with different cache replacement policies
applied.

Paper II – Blocking attacks on SIP VoIP proxies caused by external
processing

As VoIP applications become increasingly popular, they are more and more facing security
challenges that have not been present in the traditional PSTN. One of the reasons is that
VoIP applications rely heavily on external Internet-based infrastructures (e.g., DNS server,
web server), so that vulnerabilities of these external infrastructures have an impact on the
security of VoIP systems as well. This article presents a Denial of Service (DoS) attack on
VoIP systems by exploiting long response times of external infrastructures. This attack can
lead the whole VoIP system in a blocked state thus reducing the availability of its provided
signalling services. The results of our experiments prove the feasibility of blocking attacks.
Finally, we also discuss several defending methods and present an improved protection
mechanism against blocking attacks.

Paper III – Increasing SIP firewall performance by ruleset size limita-
tion

To protect SIP communication networks from attacks, especially flooding attacks like DoS
or message spam, Intrusion Detection Systems (IDS) are deployed at the ingress point of
the network to filter potential malicious traffic. A key issue of IDS performance is the
operation of its firewall to block malicious user requests. Depending on the complexity
of the firewall ruleset, filtering performance of the IDS can decrease considerably during
high-load flooding situations. In this paper we propose a scheme to increase IDS firewall
performance by merging several similar rules into more general ones and ignoring lesser
relevant rules to limit the number of firewall rules. We formalize a mathematical model to
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compute new firewall rules and show exemplary with traffic from SIP VoIP communication
networks how the calculation can be performed. If applied to a VoIP IDS, the scheme can
increase firewall throughput considerably, while retaining most of its effectiveness.

Paper IV – Revealing the calling history of SIP VoIP systems by timing
attacks

To provide high-level security assurance to SIP VoIP services, an inter-domain authenti-
cation mechanism is defined in RFC 4474. However, this mechanism introduces another
vulnerability: a timing attack which can be used for effectively revealing the calling his-
tory of a group of VoIP users. The idea here is to exploit the certificate cache mechanisms
supported by SIP VoIP infrastructures, in which the certificate from a caller’s domain will
be cached by the callee’s proxy to accelerate subsequent requests. Therefore, SIP process-
ing time varies depending whether the two domains had been into contact beforehand or
not. The attacker can thus profile the calling history of a SIP domain by sending probing
requests and observing the time required for processing. The result of our experiments
demonstrates that this attack can be easily launched. We also discuss countermeasures to
prevent such attacks.

8 Conclusions and Outlook

In this thesis, we have elaborated some security risks for SIP services, particularly, raised
by the performance of SIP proxies. Some of the main conclusions of this thesis are:

• Achieving security in VoIP is much more difficult than in traditional PSTN. VoIP in-
frastructures are deployed in a relatively open environment (e.g., the Internet). It is
easy for potential attackers to access these infrastructures for launching attacks. In
contrast, PSTN, a closed network using independent communication protocols, re-
quires more cost for attackers to access. Moreover, since VoIP services heavily rely
on assistance from external servers (e.g., DNS server, web server), the communica-
tion between VoIP servers and these external servers can be exploited to impact the
confidentiality and availability of VoIP users. Such risks have never been reported in
PSTN since it does not employs shared infrastructures.

• Cache-based solution for VoIP is a two-edged weapon. It is obvious that caching
external information (DNS mapping, certificates) is helpful to enhance the perfor-
mance of SIP services. In this way, solutions based on cache are designed to defend
against Denial of Service attacks. Unfortunately, however, the performance unbal-
ance caused by using caches can also be exploited by potential attackers to launch
timing attacks to impact the confidentiality of services.
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• Security products for VoIP should be designed taking efficiency into account. In
contrast to other services (e.g., email, web), VoIP is time-sensitive. Therefore, com-
plicated and time consuming security mechanisms are not suitable to apply for VoIP.
If a designer fails to consider efficiency, attackers can easily manipulate the perfor-
mance of SIP services to lauch a Denial of Service attack.

We have contributed with several countermeasures for the threats that had been ex-
plored. One of our future work will be the integration of these separated solutions into a
single product. The challenge is that some solutions may conflict with others. For exam-
ple, a SIP proxy equipped with a cache can achieve a better performance, but the cache
may leak secret information. The problem of how to handle this paradox should be solved
before integrating these solutions. Moreover, the solutions we investigated in this thesis
are performance related, that is, the solutions for defending against attacks either by en-
hancing the performance of SIP proxies (for Denial of Service attack), or by reducing the
performance of SIP proxies (for timing attack). These performance related solutions are
however not capable to trace back the attackers. In the future work, we will also explore
other defending alternatives, which enable SIP service providers to trace back the attacking
source based on previous research in Intrusion Detection System (IDS).
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Current Voice over IP (VoIP) services are regarded less secure than the traditional 
public switched telephone network (PSTN). This is due to the fact that VoIP services 
are frequently deployed in an relatively open environment so that VoIP infrastructures 
can be easily accessed by potential attackers. Furthermore, current VoIP services heavily 
rely on other public Internet infrastructures shared with other applications. Thus, the 
vulnerabilities of these Internet infrastructures can affect VoIP applications as well. 
Nevertheless, deployed in a closed environment with independent protocols, PSTN 
has never faced similar risks.

The main goal of this licentiate thesis is the discussion of security issues of the Session 
Initiation Protocol (SIP), which serves as a signalling protocol for VoIP services. This 
work especially concentrates on the security risks of SIP related to performance. 
These risks can be exploited by attackers in two ways: either actively or passively. The 
throughput of a SIP proxy can be actively manipulated by attackers to reduce the 
availability of services. It is defined as Denial of Service (DoS) attacks. On the other 
hand, attackers can also profile confidential information of services (e.g., calling history) 
by passively observing the performance of a SIP proxy. It is defined as a timing attack. 
In this thesis, we carefully studied four concrete vulnerabilities existing in current SIP 
services, among which, three of them can lead to DoS attacks and one can be exploited 
for timing attacks. The results of our experiments demonstrate that these attacks can 
be launched easily in the real applications.

Moreover, this thesis discusses different countermeasure solutions for the attacks 
respectively. The defending solutions have all in common that they are influencing 
the performance, by either enhancing the performance of the victim during a DoS 
attack, or abating the performance to obscure the time characteristic for a timing 
attack. Finally, we carefully evaluated these solutions with theoretical analyses and 
concrete experiments.


