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ABSTRACT  

 The demand for effective information security 

schemes is increasing day by day, with the 

exponential growth and use of Internet. Cryptography 

and Steganography are two popular techniques, 

which are to be used for effective secret 

communications. . In this paper I have proposed a 

scheme, which can encode a text message and 

transmit it safely to its destination. Moreover the 

receiver can authenticate the received message to 

ensure that any intruder has not altered the original 

message. To facilitate the authentication facility, a 

hash code will be generated by the original message, 

which will be sent to the receiver securely. The hash 

code will be sent to receiver by hiding it into an 

image using image steganography. The receiver will 

decrypt the cipher text message to get the plaintext 

message. After that receiver will calculate the hash 

code with the received message and will compare 

this, with the received hash code. If both the hash 

codes are equal, it means that the received message is 

the original message. For generating the hash code, I 

have used SHA-1 method, and also analysed its 

performance and compared with that of MD5 

method. 
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1.  INTRODUCTION 
With the increasing reliance on digital media and the 

continued use of Internet to share information over it, 

the security of data and message authentication has 

become the real challenge for today’s researchers. 

Hash function is a technique used to check the 

authenticity the data. The two most popular families 

of protocols to generate the hash function are SHA 

and MD. With the help of hash function, the receiver 

can ensure that the received data is original and it has 

not been altered while being transported. The 

generated hash function can be sent to the receiver 

securely by hiding it into another media such as an 

image or video using steganography.  

      

 

 2.  WHAT IS A HASH FUNCTION 
A Hash function is a function which converts an 

input text  into a fixed sized, unique output value, 

called the hash code. Even a small change in the 

input text message will give a totally different output 

hash code. 

Hashing is a special form of Encryption. It is often 

used for passwords. Hash function is a one way 

method to produce a fixed length message digest 

from a variable sized input text messages. 

 

3.  INTRODUCTION TO SHA1 AND 

MD5 ALGORITHM 
 MD5 belongs to the MD family of hash functions. It 

is a simple, fast and most widely used hashing 

method which generates 128 bit hash or message 

digest.  It is the successor of MD4 method of hashing 

of the same MD family. Some research proved that 

MD4 is not that much secure and can be easily 

attacked, so MD5 was invented in 1991. However, in 

2004, MD5 was also found to be insecure, as it can 

produce same hash value for 2 different messages 

resulting in collision, because of the small length of 

the generated message digest (128 bits).   

SHA1 belongs to the SHA family of Hash functions. 

It produces a 160 bit long hash value or message 

digest. It is a very much strong and secure hashing 

algorithm. It can generate hash for any text 

message(<264 bits). It is much more secure and 

collision resistant as compared to the MD5 hash 

algorithm. However SHA1 is slower than MD5 and 

is difficult to implement.  SHA-1 now has even 

higher strength brothers, SHA-256, SHA-384, and 

SHA-512 for 256, 384 and 512-bit digests 

respectively. 

 

4. THE PROPOSED METHOD 

 

4.1 Hashing Algorithm(Sender side)   
1. Read the text file.  

 

2. Calculate the hash code for the text in the file 

using SHA-1 algorithm.  

 

4.2 Embedding Algorithm (Sender 

Side) 
1. Convert the generated hash code into  binary form. 

 

2. Take an input image. 

 

3. Convert the image into binary matrix form. 

 

4. for I=0 to the length of hash code 

 

a .Insert each bit in the least significant bit position 

of  each pixel. 

b. If the bit value of the hash code and the pixel LSB  

 

value are same, then no need to change. 
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c. Otherwise, If the bit value of the hash code and the 

pixel LSB value are different, then replace the pixel 

LSB value with the hash code bit value. 

 

5. Save the resultant embedded image. 

 

6. Send the image to the receiver.  

 

 

4.3 Enciphering Algorithm (Sender 

Side) 
1. Read the text file. 

 

2. Compute the cipher text using any encryption 

algorithm (I’ve used DES encryption algorithm). 

 

3. Send the computed cipher text to the receiver. 

 

4.4 De embedding algorithm 

(Receiver Side) 
1. At the receiver side, take the image sent from the 

sender side. 

 

2. For each pixel of the received image, extract the 

least significant bit and store it in a string s. 

 

3. Convert  the binary value of the string s into 

hexadecimal form. 

 

4. Return the final string. 

 

4.5 De Ciphering Algorithm 

(Receiver Side) 
1. At receiver side take the cipher text sent from the 

sender side. 

 

2. Compute the corresponding plain text using the 

corresponding decryption  algorithm. 

 

3. Return the generated plain text. 
  

4.6 Hash Verification of the received 

message 
1. Compute the hash code from the received text 

using the SHA-1  hashing algorithm. 

 

2. Compare this computed hash code with the hash 

code extracted from the image.  

 

3. If both the hash codes are identical then the 

message received is the original message sent from 

the sender. 

 

4. Otherwise, if the hash codes are not identical, then 

the message received is not the original message and 

has been altered by some unauthorised person.  
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Figure 1: Flow Chart of the Method 

 

5.  ANALYSIS AND COMPARISON 

OF RESULTS 
In this paper, message is converted into hash value 

using sha1 algorithm, and is sent to the receiver using 

image steganography. The proposed scheme has been 

implemented in java. There are following differences 

between SHA1 and MD5 hashing algorithm. 

1. MD5 is simple and easy to implement while SHA1 

is difficult to implement because of internal working 

of the two algorithms. 

 

2. MD5 is faster than SHA1.   

 

3. MD5 is more vulnerable to attacks than SHA1. 

 

4. In SHA1 chances of collision are less as compared 

to MD5 because of larger sized message digest. 
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In MD5 output is 128 bits long while in SHA1 it is 

160 bits so obviously the chances of collisions are 

less in SHA1 (1 in 280 messages). MD4 and MD5 
have already been proved as in secure in 2004,and 

are more likely to have collisions. The complexity of 

locating collisions are 22 and 230. Since then SHA1 

was the most popular and widely used algorithm for 

finding hash functions. But it was proved in [4] that 

message collisions are of the complexity 269. After 

that the collisions complexity has been proved to be 

263 in [5]. After SHA1, its successor SHA2 has also 

been invented which has even lesser chances of 

collisions. The security analysis of these algorithms 

can be done by using different techniques like pre-

processing [3]. 

 

6. CONCLUSION AND FUTURE 

SCOPE 
In this paper,  both SHA1 and MD5 techniques are 

compared to generate hash values which is used to 

authenticate the text message. The pros and cons of  

 

 

both the techniques are also discussed. SHA1 

algotithm is more secure than MD5, which in turn is 

faster than SHA1. The hash value or message digest 

is sent to the receiver through image steganography 

using LSB technique. The message can be encrypted 

by any technique and the generated cipher text can 

sent to the receiver and can also be authenticated 

using hashing techniques. It has been proved that no 

hashing technique of SHA and MD family or any 

other , is 100% Collison  resistant. Researchers are 

doing a lot of work to find any such hashing 

algorithm. Already there has been a lot of 

improvement in its complexity of locating a collision, 

like SHA2 is still more secure than SHA1. Although 

it seems impossible to find an algorithm in which 

there are no chances of collisions. Still a lot of 

research is required so that a much more secure and 

fast technique can be found.  
 

 

 
 

Figure 2:  Hiding of message and it’s hash code in the image 
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Figure 3: Retrieving hash code from the image and authenticating the message 

 

 

 

Figure 4: Checking authentication with wrong encrypted message
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