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Abstract. Secureandreliablegroupcommunicationis anactive areaof research.Its popularityis causedby the
growing importanceof group-orientedandcollaborative applications.Thecentralresearchchallengeis secureand
efficient group key management.While centralizedmethodsare often appropriatefor key distribution in large
multicast-stylegroups,many collaborative groupsettingsrequiredistributedkey agreementtechniques.This work
investigatesa novel groupkey agreementapproachwhich blendsso-calledkey treeswith Diffie-Hellmankey ex-
change.It yieldsa secureprotocolsuite(TGDH) that is bothsimpleandfault-tolerant.Moreover, theefficiency of
TGDH appreciablysurpassesthatof prior art.

1 Intr oduction

Fault-tolerant,scalable,andreliablecommunicationserviceshavebecomecritical in moderncomputing.An important
andpopulartrendis to convert traditionalcentralizedservices(e.g.,file sharing,authentication,web,andmail) into
distributedservicesspreadacrossmultiplesystemsandnetworks.Many of thesenewly distributedandotherinherently
collaborative applications(e.g.,conferencing,white-boards,sharedinstruments,andcommand-and-controlsystems)
needsecurecommunication.However, experienceshowsthatsecuritymechanismsfor collaborativeanddynamicpeer
groupstendto be both expensive andunexpectedlycomplex. In that regard,dynamicpeergroupsarevery different
from non-collaborative,centrallymanaged,one-to-many (or few-to-many) broadcastgroupssuchasthoseencountered
in Internetmulticast.

Dynamic Peer Groups(DPGs)arecommonin many layersof thenetwork protocolstackandmany application
areasof moderncomputing.Examplesof DPGsincludereplicatedservers(suchasdatabase,web, time), audioand
video conferencingand,more generally, applicationssupportingcollaborative work. In contrastto large multicast
groups,DPGstendto berelatively smallin size,ontheorderof hundredmembers.Largergroupsareharderto control
on a peerbasisand are often organizedin a hierarchy. DPGstypically assumea many-to-many (or, equivalently,
any-to-any) communicationpatternratherthanone-to-many patterncommonof largerhierarchicalgroups.

Despitetheir relatively smallnumber, groupmembersin a DPGmaybespreadthroughouttheInternetandmust
be ableto dealwith arbitrarypartitionsdueto network failures,congestion,andhostileattacks.In essence,a group
canbesplit into a numberof disconnectedpartitionseachof which mustpersistandfunctionasan independentpeer
group.

Securityrequirementsin collaborativeDPGspresentseveralinterestingresearchchallenges.In thispaper, wefocus
onsecureandefficientgroup keymanagement. Thegoalof groupkey managementis to setupandmaintainashared
secretkey amongthegroupmembers.It servesasacornerstonefor otherDPGsecurityservices.

1.1 Group KeyManagement

Thereareseveralfundamentallydifferentapproachesto groupkey managementin peergroups.
Oneapproachrelieson a singleentity (calleda key server) to generatekeys anddistributethemto thegroup.We

referto it ascentralizedgroup keydistrib ution. Essentially, a key servermaintainslong-termsharedkeyswith each�
An earlyversionof this paperhasappeared,in part,in [21].



groupmemberin orderto enablesecuretwo-partycommunicationfor the actualkey distribution. Oneform of this
solutionusesa fixed trustedthird party (TTP) asthe key server. This approachhastwo problems:1) TTP mustbe
constantlyavailable,and2) TTPmustexist in everypossiblesubsetof agroupin orderto supportcontinuedoperation
in theeventof network partitions.Thefirst problemcanbeaddressedwith fault-toleranceandreplicationtechniques.
Thesecondis impossibleto solve in a scalableandefficient manner. We note,however, that thecentralizedapproach
works well in one-to-many multicastscenariossincea TTP (or a set thereof)placedat, or very near, the source
of communicationcan supportcontinuedoperationwithin an arbitrary partition as long as it includesthe source.
Typically, one-to-many settingsonly aimto offer continuedoperationwithin asinglepartitionthatincludesthesource.
Whereas,many-to-many environmentsmustoffer continuedoperationin anarbitrarynumberof partitions.

Anotherapproach– calleddecentralizedgroup keydistrib ution – involvesdynamicallyselectingagroupmem-
berto generateanddistributekeysto othergroupmembers.Thisapproachis morerobustand,thus,moreapplicableto
many-to-many groupssinceany partitioncancontinueoperationby electinga key server. Thedrawbackis that,asin
theTTPcase,akey servermustestablishlong-termpairwisesecurechannelswith all currentgroupmembersin order
to distributegroupkeys.Consequently, eachtimea new key servercomesinto play, significantcostsmustbeincurred
to setup thesechannels.Anotherdisadvantage,againasin theTTP case,is therelianceon a singleentity to generate
good(i.e.,cryptographicallystrong,random)keys.

In contrastto theaboveapproaches,contributorygroupkey managementrequireseachgroupmemberto contribute
anequalshareto thecommongroupkey (which is thencomputedasa functionof all members’contributions).This
avoids the problemswith the centralizedtrust andthe singlepoint of failure.Moreover, somecontributory methods
do not requirethe establishmentof pairwisesecretchannelsamonggroupmembers.Onesignificantproblemwith,
currentcontributory group key agreement1 protocolsis that they arenot designedto toleratefailuresandgroup
membershipchangesduring execution.In particular, nested(cascaded)failures,partitionsand other group events
arenot accommodated.This is not surprisingsincemostmulti-roundcryptographicprotocolsdo not offer built-in
robustnesswith thenotableexceptionof protocolsfor fair exchange[6].

1.2 Overview

In this paper, we focuson contributory groupkey agreement.In doing so, we unify two importanttrendsin group
key management:1) key treesto efficiently computeandupdategroupkeys and2) Diffie-Hellmankey exchangeto
achieve provably secureandfully distributedprotocols.Our main result is a simple,secure,robustandefficient key
managementsolution,calledTGDH (Tree-basedGroupDiffie-Hellman).

Organization: Therestof thispaperis organizedasfollows.Section2 presentsourassumptionsandrequirementsfor
the reliablegroupcommunicationsystem.Section3 introducescryptographicrequirementsof our groupkey agree-
mentprotocolandSection4 introducesnotationand terminology. The actualprotocolsaredescribedin Section5
followedby practicalaspectsof theprotocolin Section6. Section7 analyzesbothconceptualandexperimentalpro-
tocol complexity. The summaryof relatedwork appearsin Section8. Finally, securityargumentof the proposed
protocolsareprovidedin AppendixA.

2 Group Communication and Group KeyAgreement

As notedin the introduction,many moderncollaborative anddistributedapplicationsrequirea reliablegroupcom-
municationplatform.The latter, in turn, needsspecializedsecuritymechanismsto perform– amongotherthings–
groupkey management.This dependency is mutualsincepracticalgroupkey agreementprotocolsthemselvesrely
on theunderlyinggroupcommunicationsemanticsfor protocolmessagetransportandstrongmembershipsemantics.
Implementingmulti-partyandmulti-roundcryptographicprotocolswithout suchsupportis foolhardyas,in theend,
onewindsup reinventingreliablegroupcommunicationtools.

In this sectionwe begin with a brief discussionof reliablegroupcommunication.Next, we summarizethe rela-
tionshipbetweengroupmembershipeventsandgroupkey managementprotocolsandconcludewith thesummaryof
desiredcryptographicproperties.

1 Weusetheterm”agreement,” asopposedto ”distribution”, to emphasizethecontributorynatureof thekey management.
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2.1 Group Communication Semanticsand Support

Therearetwo commonlyusedstronggroupcommunicationsemantics:ExtendedVirtual Synchrony (EVS)[25,2] and
View Synchrony (VS) [19]. Bothguaranteethat:1) groupmembersseethesamesetof messagesbetweentwo sequen-
tial groupmembershipevents,and,2) sender’srequestedmessageorder(e.g.,FIFO,Causal,or Total) is preserved.VS
providesa stricterservicewhereasEVS implementationsaregenerallymoreefficient.

ThemaindifferencebetweenEVS andVS is thatEVS guaranteesthatmessagesaredeliveredto all receiversin
thesamemembershipasexistedwhenthemessagewasoriginally sentonthenetwork. VS, in contrast,offersastricter
guaranteethat messagesaredeliveredto all recipientsin the samemembershipasviewed by the senderapplication
whenit originally sentthemessage.

Providing the latter propertyrequiresan extra roundof acknowledgmentmessagesfrom all membersbeforein-
stalling a new membershipview. This needfor acknowledgmentsdictatesthat the groupsbe closed,only allowing
membersof thegroupto sendmessagesto it. However, theknowledgethata messageis receivedin themembership
the senderbelieved it wassentmakes implementingsecuregroupcommunicationeasierbecauseevery messageis
encryptedwith thesamekey asthereceiverbelievesis currentwhenthemessageis deliveredto them.

An implementationof any distributedfault-tolerantgroupkey agreementprotocolrequiresVS. This is because
implementinggroup key agreementon top of EVS would require the key agreementprotocol to incorporateand
implementsemanticsidenticalto thoseof VS in orderto correctlykeepstateof which messagesweresentin which
key epoch. (Intuitively, this is becausemembershipeventsareunpredictableandeachtriggersan instanceof a key
agreementprotocol.Thus,multiplekey agreementprotocolscanoverlapin timeandcauseinstabilityunlesssignificant
amountof stateis keptwithin thekey agreementprotocolimplementation.)For thisreason,thereis noparticularbenefit
to building key agreementon top of EVSsemantics.

The issuessurroundingimplementationof key agreementin dynamicpeergroupsareaddressedin detail in [3].
Suffice it to saythat, in the context of this paper, we requirethe underlyinggroupcommunicationto provide View
Synchrony (VS). However, we stressthatVS is neededfor thesake of fault-toleranceandrobustness;thesecurityof
ourprotocolsis in noway affectedby thelackof VS.

2.2 Group Membership Events

A comprehensivegroupkey agreementsolutionmusthandleadjustmentsto groupsecretssubsequentto all member-
shipchangeoperationsin theunderlyinggroupcommunicationsystem.

We distinguishamongsingleandmultiple memberoperations.Singlememberchangesincludememberjoin or
leave. Leave occurswhena memberwants(or is forced) to leave a group.While theremight be different reasons
for memberleave – suchasvoluntaryleave, involuntarydisconnector forcedexpulsion– we believe thatgroupkey
agreementmustonly providethetoolsto adjustthegroupsecretsandleavetherestupto thehigher-layer(application-
dependent)securitymechanisms.

Multiple memberchangescanalsobeadditiveandsubtractive.We referto theformeroperationasgroup merge,
in whichcasetwo or moregroupsmergeinto asinglegroup.Wereferto thelatterasgrouppartition , wherebyagroup
is split into smallergroups.A grouppartitioncantakeplacefor severalreasonstwo of which arefairly common:

1. Network failure – a network event causesdisconnectionwithin the group.Consequently, a group is split into
fragmentssomeof whicharesingletonswhile others(thosethatmaintainmutualconnectivity) aresub-groups.

2. Explicit (application-driven)partition – the applicationdecidesto split the group into multiple componentsor
excludemultiplemembersatonce.

Similarly, a groupmergebeeithervoluntaryor involuntary:

1. Network fault heal – a network event causespreviously disconnectednetwork partitionsto reconnect.Conse-
quently, groupson all sides(andtheremight bemorethantwo sides)of anerstwhilepartitionaremergedinto a
singlegroup.

2. Explicit (application-driven)merge– theapplicationdecidesto mergemultiple pre-existing groupsinto a single
group.(Thecaseof simultaneousmultiple-memberadditionis notcovered.)

At the first glance,eventssuchasnetwork partitionsandfault healsmight appearinfrequentanddealingwith them
might seema purelyacademicexercise.In practice,however, sucheventsarecommondueto network misconfigura-
tionsandrouterfailures.In [25], Moseretal.offer somecompellingargumentsin supportof theseclaims.Weconsider
copingwith grouppartitionsandmergesto bea crucialcomponentof groupkey agreement.
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In additionto theaforementionedmembershipoperations,periodicrefreshesof groupsecretsareadvisablesoas
to limit theamountof ciphertext generatedwith thesamekey andto recoverfrom potentialcompromisesof members’
contributionsor prior sessionkeys.

3 Cryptographic Properties

Oneof themostimportantsecurityrequirementsof groupkey agreementis calledkey fr eshness. A key is freshif it
canbeguaranteedto benew, asopposedto possiblyanold key beingreusedanadversary.

Furthermore,asessionkey shouldbeknownonly to theinvolvedparties.Wecannow definefour importantsecurity
propertiesof groupkey agreement:

Definition 1. Assumethat a group key is changed� times and the sequenceof successive group keys is
	�
��
�������������
����

.

1. Group KeySecrecyguaranteesthatit is computationallyinfeasiblefor apassiveadversaryto discoverany group
key


���� 	
for all � .

2. Forward Secrecy guaranteesthat a passive adversarywho knows a contiguoussubsetof old groupkeys (say��
���� 
 � ��������� 
��!�
) cannotdiscoverany subsequentgroupkey


#"
for all � and $ where$�%&� .

3. Backward Secrecy guaranteesthat a passive adversary who knows a contiguoussubsetgroup keys (say��
��!��
��(' � ��������� 
#")�
) cannotdiscoverprecedinggroupkey


�*
for all + � $ ��, where+�-.�/-0$ .

4. KeyIndependenceguaranteesthatapassiveadversarywhoknowsapropersubsetof groupkeys 1
32 	
cannot

discoverany othergroupkey 4
5�76 	98 1
;:
.

The relationshipamongthe propertiesis intuitive. Either of Backward or Forward Secrecy subsumesGroup Key
Secrecy andKey Independencesubsumesthe rest.Also, the combinationof Backward andForward Secrecy forms
Key Independence.

Our definitionof groupkey secrecy allows partial leakageof information.Therefore,it would bemoredesirable
to guaranteethatany bit of thegroupkey is unpredictable.For this reason,weproveadecisionalversionof groupkey
secrecy in AppendixA. In otherwords,decisionalversionof groupkey secrecy guaranteesthat it is computationally
infeasiblefor a passiveadversaryto distinguish any groupkey


 �
from randomnumber.

Ourdefinitionsof BackwardandForwardSecrecy arestrongerthanthosetypically foundin theliterature.Thetwo
areoftendefined(respectively) as[34,27]:

– Previouslyusedgroupkeysmustnot bediscoveredby new groupmembers.
– New keysmustremainout of reachof formergroupmembers.

Thedifferenceis thattheadversaryhereis assumedto beacurrentor a formergroupmember. Ourdefinitionaddition-
ally includesthecasesof inadvertentlyleakedor otherwisecompromisedgroupkeys.We referto theaboveasWeak
ForwardSecrecy andWeakBackwardSecrecy, respectively.

In this paperwe do not assumekey authenticationaspartof thegroupkey managementprotocols.All communi-
cationchannelsarepublic but authentic.The lattermeansthatall messagesaredigitally signedby the senderusing
somesufficiently strongpublickey signaturemethodsuchasDSA or RSA.

In this paperwe do not consider(implicit or explicit) key authenticationaspart of the groupkey management
protocols.All communicationchannelsarepublic but authentic.This means,asdiscussedlater in thepaper, thatall
messagesaredigitally signedby thesenderusinga sufficiently strongpublic key signaturemethod,suchasDSA or
RSA. Consequently, our securitymodelis differentfrom therecentresearch[12,13] thatdoesnot assumeauthentic
channel.Furthermore,eachmessageincludes:the protocol identifier (TGDH), the event type identifier (i.e., JOIN,
LEAVE, etc.),theprotocolsequencenumber(or key epoch)andthesender’s timestamp.All receiversarerequiredto
verify signatureson all receivedmessagesandcheckthe aforementionedfields.Sinceno long-termsecretsor other
keysareusedfor encryption,we arenot concernedwith PerfectForwardSecrecy (PFS)sinceit is achievedtrivially.
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4 Notation and Definitions

We usethefollowing notation:
<

numberof protocolparties(groupmembers)=
setof currentgroupmembers>
setof leaving members?
setof newly joining members@ � � -th groupmember;� �A�CBD�������E� < �F
heightof a treeG + �IHKJ H
-th nodeat level + in a treeL � @ �

’s view of thekey treeML � @ �
’smodifiedtreeaftermembershipoperationL�N �PO "�Q

A subtreerootedat node
G � � $ JR 
;S�

setof
@ �

’s blindedkeysT � U
primeintegersV exponentiationbase

Key treeshave beensuggestedin the pastfor centralizedgroupkey distribution systems.The seminalwork of
Wallner et al. [36] is the earliestsuchproposal.One of the main featuresof our work is the useof key treesin
fully distributedcontributory key agreement.Figure1 shows an exampleof a key tree.The root is locatedat levelW

and the lowest leaves are at level
F
. Sincewe usebinary trees,2 every nodeis either a leaf or a parentof two

nodes.The nodesaredenoted
G + � HXJ , where

W.Y H Y[Z * 8 B
sinceeachlevel + hostsat most

Z *
nodes.3 EachnodeG + �IHKJ is associatedwith the key


 N *\O ]EQ
and the blinded key (bkey)

R 
 N *^O ]EQ 
`_ 6a
 N *^O ]EQ :
wherethe function

_ 6b:
is modularexponentiationin primeordergroups,i.e.,

_ 6a,c: 
 V�dfehgKijT (analogousto theDiffie-Hellmanprotocol).
Assumingaleafnode

G + �IHKJ hoststhemember
@ �

, thenode
G + � HXJ has

@ �
’ssessionrandomkey


 N *\O ]EQ
. Furthermore,the

member
@ �

atnode
G + �IHKJ knowseverykey alongthepathfrom

G + �IHKJ to
G W � W J

, referredto asthekey-pathanddenoted
lknmoS�
. In Figure1, if a member

@ � ownsthetree
L � , then

@ � knowsevery key
��
 N � O � Q ��
 N � O �pQ � 
 N � O �pQ � 
 N ��O �qQ �

in
lknmoS� 
 �XGPrs��B�Jp��G Z � W Jp��GIBD� W Jq��G W � W J��
andevery bkey

R 
;S� 
 � R 
 N ��O �qQ � R 
 N � O �pQ ��������� R 
 N � O t�Q � on
L � . Every key
 N *^O ]EQ

is computedrecursively asfollows:


 N *^O ]EQ 
 6 R 
 N *u' � O � ]p' � Q :!vxw(y{zX|~} �b� � e#gKi�T

 6 R 
 N *u' � O � ]EQ : v�w(y{z�|~} �a�IzX|b� ehgKi�T

 V v�w(y{z�|~} �a� �avxw(y{zX|~} �b�IzX|a� ehgXi�T
�_ 6P
 N *u' � O � ]EQ 
 N *u' � O � ]p' � Q :

Computingakey at
G + � HXJ requirestheknowledgeof thekey of oneof thetwo child nodesandthebkey of theotherchild

node.

 N ��O �qQ

at therootnodeis thegroupsecretsharedby all members.We stress,onceagain,thatthis valueis never
usedasa cryptographickey for the purposeof encryption,authenticationor integrity. Instead,suchspecial-purpose
sub-keys arederived from the groupsecret,e.g.,by setting


����\� ��� 
 FX� 6P
 N ��O �qQ :
where

FK�
is a cryptographically

stronghashfunctionuniquelyindexedwith thepurposeidenitifer T , e.g.,encryption.
Forexample,in Figure1,

@ � cancompute

 N � O �pQ � 
 N � O �qQ and


 N ��O �qQ
using

R 
 N � O �pQ � R 
 N � O � Q , R 
 N � O � Q , and

 N � O � Q .

Thefinal groupkey

 N ��O �pQ

is: 
 N ��O �qQ 
 V 6��D�b�q�u� � | � ��� :�6b�D�a�q�u� �b� �b� � : �
To simplify subsequentprotocoldescription,we introducethetermco-path, denotedas ��� S�

, which is thesetof
siblingsof eachnodein the key-pathof member

@ �
. For example,the co-path ��� S� of member

@ � in Figure1 is
thesetof nodes

��Garc� W Jq��G Z ��B�Jq��G!BC��B�Jp�
. Consequently, everymember

@ �
at leafnode

G + � HXJ canderive thegroupsecret
 N ��O �pQ
from all bkeyson theco-path��� S�

andits sessionrandom

 N *\O ]EQ

.

2 Note that the treeneedsto be binary, sinceour protocolusesthe two-partyDiffie-Hellmankey exchangeto derive a nodekey
from thecontributionof thetwo children.

3 Eventhoughthekey treeis notbalanced,we assumea perfectlybalancedtreefor nodenumbering.Thus,a node’s �\�P�~�D� left and
right childrenhave indexes �\�D� ���I¡��D� and �\�D�0���I¡E���;�E� , respectively.
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Fig.1. Notationof akey tree

5 TGDH Protocols

In this sectionwe introducethe four basicprotocolsthat form the TGDH protocol suite: join, leave, merge, and
partition.All protocolssharea commonframework with thefollowing notablefeatures:

– Eachgroupmembercontributesanequalshareto thegroupkey. Thekey is computedasa functionof all current
groupmembers’shares.

– Eachshareis secret(privateto eachgroupmember)andis never revealed.
– As thegroupgrows,new members’sharesarefactoredinto thegroupkey and,uponeachnew member’s joining,

oneof theold memberschangesits share.
– As thegroupshrinks,departingmembers’sharesareremovedfrom thenew groupkey, andat leastoneremaining

memberchangesits key share4.
– All protocol messagesare signed,timestamped,sequence-numberedand type-identifiedby the sender;asdis-

cussedat theendof Section3. (We useRSAfor messagesigningsincethenumberof receiversis greaterthanthe
numberof senders.)

After every membershipchange,all remainingmembersindependentlyupdatethe key treestructure.Sincewe
assumethat the underlyingcommunicationsystemprovidesview synchrony (seeSection2), all memberswho cor-
rectly executetheprotocol,recomputeidenticalkey treesafterany membershipevent.The following is theminimal
requirementfor computingthegroupkey:

Proposition2. A groupkey canbecomputedfromanymember’s secret share (i.e., any leaf value)andall bkeyson
theco-pathto theroot.

It is easyto seethat knowledgeof its own secretshareandall sibling bkeys on the path to the root enablesa
memberto computeall intermediatekeys on its key-path,including the root groupkey. This is similar to othertree-
basedschemes[38,36] whereeachmemberis requiredto know all keys on the path from itself (leaf) to the root.
Althoughnot strictly necessaryfor computinggroupkey, our protocolalsorequireseachmemberto know all bkeys
in theentirekey tree.As will beseenbelow, thismakesthehandlingof futuremembershipchangesmoreefficientand
robust.

As partof theprotocol,agroupmembercantakeonaspecialsponsor rolewhichinvolvescomputingintermediate
keys and broadcastingto the group. Eachbroadcastedmessagecontainsthe sender’s view of the key tree which
containseachbkey known to thesender. (Westressthatintermediatekeysareneverbroadcasted!)Any memberin the
groupcanunilaterallytake on this responsibility, dependingon thetypeof membershipevent.In somecases,suchas
a partitionevent,multiplesponsorsmightbeinvolved.
4 This preventsthegroupfrom reusingold keys.For example,if a memberjoins andimmediatelyleaves,thegroupkey would be

thesamebeforethe join andafter the leave. Although, in practice,this is not alwaysa problemandmight even bea desirable
feature,wechooseto erronthesideof cautionandchangethekey. In moreconcreteterms,changingthekey uponall membership
changespreserveskey independence[34,7].
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In caseof an additive change(join or merge), all group membersidentify a uniquesponsor. This sponsoris
responsiblefor updatingits secretkey share,computingaffected ¢ ,K£�¤¥��¦�,K£�¤C§

pairsandbroadcastingall bkeys of the
new treeto the restof the group.The commoncriteria for sponsorselectionis determinedby the treemaintenance
strategy describedin Section5.6.We emphasize,from theoutset,thatsponsoris not a privilegedentity: its only task
is theupdatingandbroadcastingof treeinformationto thegroup.

In responseto a subtractive membershipchange(leave or partition), all membersupdatethe tree in the same
manner. Sincethecaseof partitionsubsumesthecaseof a singleleave,we discussit in moredetail.Grouppartition
resultsin a smallertreesincesomeleaf nodesdisappear. As a result,somesubtreesacquirenew siblings;therefore,
new intermediatekeys andbkeys mustbe computedthrougha Diffie-Hellmanexchangebetweenthe new siblings
sub-trees.Thecomputationproceedsin abottom-upfashionwith eachmembercomputingkeysandbkeysuntil either:
1) it blocksdueto adependency onanew siblingbkey thatit doesnotyetknow, or 2) it computesthenew root(group)
key. If amemberblockswithoutcomputingany new keys, it doesnothing.Otherwise,it broadcastsits view of thekey
treewhich includesthenewly computedbkeys.This processis repeatedat most

F
timeswhere

F
is theheightof the

tree,i.e.,until all remainingmemberscomputethenew groupkey.

5.1 TGDH Membership Events

As discussedin Section2, a groupkey agreementmethodneedsto provide key adjustmentprotocolsto copewith
membershipchanges.TGDH includesprotocolsin supportof thefollowing operations:

– Join:a new memberis addedto thegroup
– Leave:a memberis removedfrom thegroup
– Merge:a groupis mergedwith thecurrentgroup
– Partition: asubsetof membersaresplit from thegroup
– Key refresh:thegroupkey is updated

Before turning our attentionto the actualprotocolswe stressthat, while a comprehensive protocol suite must
addressall typesof key adjustmentoperations,thegeneralpolicy (or case-by-casedecisions)regardingif andwhento
changeagroupkey is theresponsibilityof theapplicationand/orthegroupcommunicationsystem.

Thefollowing sections(5.2– 5.5),presentthefour protocols.In eachsection,we assumethatevery membercan
unambiguouslydetermineboth the sponsorsandthe insertionlocationin the key tree(in caseof an additive event).
Later in Section5.6,we will explain how this works.Note that thekey refreshoperationcanbeconsidereda special
caseof leavewithoutany membersactuallyleaving thegroup.

5.2 Join Protocol

Weassumethegrouphas̈ members:
� @ � �������E� @ © �

. Thenew member
@ © ' � initiatestheprotocolby broadcastinga

join requestmessagethatcontainsits own bkey
R 
 N ��O �qQ

. Thismessageis distinctfrom any JOINmessagesgenerated
by the underlyinggroupcommunicationsystem,although,in practice,the two might be combinedfor efficiency’s
sake.

Eachcurrentmemberreceivesthis messageanddeterminesthe insertionpoint in the tree.The insertionpoint is
theshallowestrightmostnode,wherethe join doesnot increasetheheightof thekey tree.Otherwise,if thekey tree
is fully balanced,the new memberjoins to the root node.The sponsoris the rightmostleaf in the subtreerootedat
the insertionnode.Next, eachmembercreatesa new intermediatenodeanda new membernode,andpromotesthe
new intermediatenodeto betheparentof boththeinsertionnodeandthenew membernode.After updatingthetree,
all members,exceptthesponsor,block. Thesponsorproceedsto updateits shareandcomputethenew groupkey; it
cando thissinceit knowsall necessarybkeys.Next, thesponsorbroadcaststhenew treewhichcontainsall bkeys.All
othermembersupdatetheir treesaccordinglyandcomputethenew groupkey (seeProposition2).

It might appearwastefulto broadcasttheentiretreeto all members,sincethey alreadyknow mostof the bkeys.
However, sincethe sponsorneedsto senda broadcastmessageto the groupanyhow, it might aswell includemore
informationwhich is usefulto thenew member, thussaving oneunicastmessageto the new member(which would
have to containtheentiretree).

Figure3 showsanexampleof member
@0ª

joining agroupwherethesponsor(
@ � ) performsthefollowingactions:

1. renamesnode
GIBD��B�J

to
G Z � Z J
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Step1: Thenew memberbroadcastsrequestfor join.«­¬�® � R 
 N ��O �qQ 
 V°¯ © ' �
±p±n±²±o±²±n±²±n±n±²±o±²±²± ³ ´hµ.¶ « � �q·�·q·q� «­¬X¸

Step2: Everymember¹ updatekey treeby addingnew membernodeandnew intermediatenode,¹ removesall keysandbkeys from theleaf noderelatedto thesponsorto therootnode.
Thesponsor

«­º
additionally¹ generatesnew shareandcomputesall [ »D¼p½c�b¾q»D¼p½ ] pairson thekey-path,¹ broadcastsupdatedtree ¿À º includingonly bkeys.

´�Á�¶ « ¬�® � ¸ µ&¶ « � �q·q·q·�� « ¬�® � ¸ MLÃÂ 6 R 
0SÂ :Ä ±²±o±²±n±²±o±²±²±o±²±n±²±�± «­º

Step3: Everymembercomputesthegroupkey using ¿Àsº .
Fig.2. JoinProtocol
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Fig.3. Treeupdate:join
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2. generatesa new intermediatenode
G!BD��B�J

andanew membernode
G Z ��rCJ

3. promotes
GIBD��B�J

astheparentnodeof
G Z � Z J

and
G Z � rCJ

Sinceall membersknow
R 
 N � O � Q and

R 
 N � O �pQ , @ � cancomputethenew groupkey

 N ��O �pQ

. Everyothermemberalso
performsstep1 and2, but cannotcomputethe groupkey in the first round.Upon receiving the broadcastedbkeys,
everymembercancomputethenew groupkey.

Overall join operationrequires2 roundsand3 messagesto finish.Numberof modularexponentiations5 depends
onthejoining point,whichstrandsfrom 6 to

r F 8 r
where

F
is theheightof theresultingkey tree.Oneof theexample

that costsmost is when the new memberjoins to the leaf nodeof a balancedtree.In this case,the sponsorhasto
perform

Z F 8 Z
modularexponentiations(to compute

F 8 B
keys andblindedkeys each)andothermembershave to

computeatmost
F 8 B

keys.Minimum numberof mudularexponentiationis achievedwhenleft or right subtreeof the
rootnodehassinglenodeliketheexampleabove.In thiscase,thesponsorneedsto compute4 modularexponentiations
andothermembersneedto computeatmost2 modularexponentiations.

5.3 LeaveProtocol

Onceagain,we startwith ¨ membersandassumethatmember
@ÆÅ

leavesthegroup.Thesponsorin this caseis the
rightmostleaf nodeof thesubtreerootedat the leaving member’s sibling node.First off, asshown in Figure4, each
memberupdatesits key treeby deletingtheleaf nodecorrespondingto

@ÆÅ
. Theformersibling of

@ÆÅ
is promotedto

replace
@ÆÅ

’s parentnode.Thesponsorgeneratesa new key share,computesall ¢ ,K£�¤¥��¦E,c£�¤�§
pairson thekey-pathup

to theroot,andbroadcaststhenew setof bkeys.Thisallowsall membersto computethenew groupkey.
Looking at the settingin Figure5, if member

@ � leavesthe group,every remainingmemberdeletes
G!BC��B�J

andG Z � Z J
. After updatingthe tree,the sponsor(

@ Ç
) picks a new share


 N � O � Q , recomputes

 N � O � Q � 
 N ��O �pQ � R 
 N � O � Q andR 
 N � O � Q , andbroadcaststheupdatedtree

MLÃÇ
with

R 
;SÇ
. Uponreceiving thebroadcastmessage,all memberscompute

the groupkey. Note that
@ � cannotcomputethe groupkey, thoughit knows all the bkeys, becauseits shareis no

longerpartof thegroupkey.
Oneroundandonemessagearerequiredto completea leave protocol.The numberof modularexponentiation

dependson the locationof the leaving memberandtreestructure.Its upperboundis
r F 8 r

if all ¢ ,K£�¤¥��¦�,K£�¤C§
pairs

on thekey-pathof thedeepestnodeneedto berecomputed.Wheneitherleft or right subtreehassinglenodeandit is
thesponsor(i.e. for example,its sibling leavesthegroup),3 modularexponentiationsarerequired(two by thesponsor
andoneby all othermembers).

5.4 Partition Protocol

Assumethatanetwork faultcausesapartitionof the ¨ -membergroup.Fromtheviewpointof eachremainingmember,
this event appearsasa concurrentleave of multiple members.The partition protocol is involvesmultiple rounds;it
runsuntil all memberscomputethenew groupkey.

In the first round,eachremainingmemberupdatesits treeby deletingall partitionedmembersaswell as their
respectiveparentnodesand“compacting”thetree.Theprocedureis asfollows:

All leaving nodesaresortedby depthorder. Startingat thedeepestlevel, eachpairof leaving
siblingsis collapsedinto its parentwhich is thenmarkedasleaving. This nodeis re-inserted
into the leaving nodeslist. Theabove is repeateduntil all leaving nodesareprocessed,i.e.,
thereareno moreleaving nodesthatcanbecollapsed.
Theresultingtreehasa numberof leaving (leaf) nodesbut every suchnodehasa remaining
sibling node.Now, for eachleaving nodewe identify a sponsorusingthe samecriteria as
describedin Section5.3.

Eachsponsornow computeskeys andbkeys on the key-pathasfar up the treeaspossible.Then,eachsponsor
broadcaststhesetof new bkeys.Uponreceiving a broadcast,eachmembercheckswhetherthemessagecontainsnew
bkeys.This procedureiteratesuntil all membersobtainthegroupkey. (Recallthata membercancomputethegroup
key if it hasall thebkeyson its co-path.)
5 Hereafter, we countnumberof mudularexponentiationsthatneedto becomputedin serial.
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Step1: Everymember¹ updateskey treeby by removing theleaving membernodeandrelevantparentnode,¹ removesall keys andbkeys from theleaf noderelatedto thesponsorto therootnode.
Sponsor

«­È
additionally¹ generatesnew shareandcomputesall [ »C¼p½K��¾�»C¼p½ ] pairson thekey-path,¹ broadcastsupdatedtree ¿Àsº includingonly bkeys.« º ML Â 6 R 
;SÂ :±�±n±n±²±o±²±n±²±n±n±²±o±²±�³ ¶ « � ·u· «­¬K¸ÊÉ ¶ «ÌË)¸

Step2: Everymembercomputesthegroupkey using ¿À º .
Fig.4. Leave Protocol
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<1,0> <1,1>

<0,0>
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<2,0> <2,1>

<1,0> <1,1>

<0,0>

M M M1 2 4

<2,2> <2,3>

M5

Tree T5 Tree T5

<2,2> <2,3>

M3

<3,6> <3,7>

M M4 5
Sponsor

Fig.5. Treeupdatingin leave operation

Step1: Everymember¹ updateskey treeby by removing all theleaving membernodesandtheir parentnode,¹ removesall keysandbkeys from theleaf noderelatedto thesponsorto theroot node.
– Eachsponsor

«­ºbÍ
¹ If

«­º�Í
is theshallowestrightmostsponsor, generatesnew share,¹ computesall [ »C¼p½K�~¾q»D¼p½ ] pairson thekey-pathuntil it canproceed,¹ broadcastsupdatedtree ¿À º Í includingonly bkeys.« º Í MLÎÂ�Ï 6 R 
;SÂ Ï :

±Ð±n±²±o±²±n±Ñ³ ´ ÉÌÒ

Step2 to Ó (Until a sponsor
« ºaÔ

computesthegroupkey)
– Eachsponsor

« º Í¹ computesall [ »C¼p½K�~¾q»D¼p½ ] pairson thekey-pathuntil it canproceed,¹ broadcastsupdatedtree ¿Àsº�Í includingonly bkeys.«­ºbÍ ML Â�Ï 6 R 
;SÂ Ï :
±Ð±n±²±o±²±n±Ñ³ ´ ÉÌÒ

Step Ó��;� : Everymembercomputesthegroupkey using ¿À º Í

Fig.6. PartitionProtocol
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To providekey independence,oneof theremainingmembersneedsto changeits key share.For this reason,in the
first roundof thepartitionprotocol,we requiretheshallowestrightmostsponsorto generatea new key share.

Figure7 shows anexamplewhereall remainingmembersdeleteall nodesof leaving membersandcomputekeys
andbkeys in thefirst round.In thefigureon theright, any of

@ � or
@ � (

@ Ç
or

@ Õ
) cannotcomputethenew group

key, sincethey lack the bkey
R 
 N � O � Q (

R 
 N � O �qQ ), respectively. However,
@ � broadcasts

R 
 N � O �pQ in the first round,
and

@ Õ
canthuscomputethegroupkey. Finally, every memberknows all bkeys andcancomputethegroupkey. As

discussedabove,beforecomputing

 N � O � Q , @ Õ

changesits share

 N � O � Q .

<2,0> <2,1>

<1,0> <1,1>

<0,0>

M3

<2,2> <2,3>

M4

<3,6> <3,7>

M M5 6
Sponsor

<3,6> <3,7>

M M1 2
Sponsor

<2,0> <2,1>

<1,0> <1,1>

<0,0>

M3

<2,2> <2,3>

M M5 6
Sponsor

M2
Sponsor

Fig.7. Treeupdatingin partitionoperation

Notethat,if somemember
@ �

computesthenew groupkey in round
F×Ö

, thenall othermemberscancomputethe
groupkey, at thelatest,in round

F×Ö�Ø B
, since

@ �
’s broadcastmessagecontainsall bkeys in thekey tree.Hence,each

membercandetectthecompletionof thepartitionprotocolindependently.
Theminimum andmaximumnumberof modularexponentionsfor partition protocolaresameasthoseof leave

protocol.(Thereasonis obvious.Examplesin leave protocolcanbealsoappliedhere.)However, thecommunication
costsaredifferent.Two factorsthataffect thenumberof roundarethenumberof leaving membersandtheresulting
treeheight.When T membersarepartitionedfrom a groupof ¨ members,eachremainingmemberupdatesits tree
by deletingall partitionedmembersaswell as their respective parentnodesin the first round.Now, eachkey tree
hasat most T pathswith emptybkeys.Theexpectednumberof pathswith emptykeys is T¥Ù Z . Filling up thesebkeys
requiresat most �Ì��¨ 6�Ú\Û gCÜ � TsÝ Ø BD� F :

rounds,since1) every sponsorin eachsubsequentroundscomputesbkeys as
far up thetreeaspossible,and2) thenumberof roundsneverexceedsthetreeheight.Similarly, numberof messages
is �­��¨ 6 Z T ��Ú © � Ý : in theworstcase.

5.5 MergeProtocol

As discussedin Section2, network faultscanpartitiona groupinto severalsubgroups.After thenetwork faultsheal,
subgroupsmayneedto bemergedbackinto asinglegroup.Wenow describethemergeprotocolfor

,
merginggroups.

In the first roundof the merge protocol,eachsponsor(the rightmostmemberof eachgroup)broadcastsits tree
with all bkeys to all othergroupsafter updatingthe secretshareof the sponsorandrelevant ¢ ,K£�¤¥��¦E,c£�¤�§

pairsup to
theroot node.Uponreceiving thesemessages,all memberscanuniquelyandindependentlydeterminehow to merge
those

,
treesby treemanagementpolicy describedin 5.6.

Next, eachsponsorcomputesall ¢ ,K£�¤¥��¦�,K£�¤C§
pairson thekey-pathuntil it eitherreachesthe root or encountersa

dependency.6 It thenbroadcastsits view of the treeto the group.All membersupdatetheir treeviews with the new
information.If thebroadcastingsponsorcomputedtherootkey, then,uponreceiving thebroadcast,all othermembers
cancomputetheroot key aswell. In a moregeneralcase,a broadcastunblocksexactly onelockedsponsorwho can
now computefurther ¢ ,K£�¤¥��¦�,K£�¤C§

pairs.This processis incremental,similar to the partition protocol.Finally, some
sponsorwill computethenew rootkey andwill broadcastthekey tree.Now, all memberscancomputethegroupkey.
6 If a sponsorcannotcomputea new intermediatekey, it doesnotbroadcastbut simplyblocks.
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Step1: Each
« º�Þ

in eachtree
À º�Þ

:¹ generatenew shareandcomputeall [ »D¼p½c�b¾q»D¼p½ ] pairson thekey-pathof
À ºbÞ

,¹ broadcastupdatedtree ¿À º�Þ includingonly bkeys.«­º�Þ MLÃÂ � 6 R 
;SÂ � :±�±n±n±²±o±²±n±²±n±n±²±o±²±/³ ÁÎßÈáà � ´ È

Step2: Everymember:¹ updatekey treeby addingnew treesandnew intermediatenodes,¹ remove all keysandbkeys from theleaf noderelatedto thesponsorto therootnode,
Eachsponsor

« º�Í
additionally:¹ computeall possible[ »C¼p½K��¾�»C¼p½ ] pairson thekey-path,¹ broadcastupdatedtree ¿Àsº .«­º�Í ML Â�Ï 6 R 
;SÂ�Ï :

±Ð±n±²±o±²±n±Ñ³ ÁÎßÈáà � ´ È

Step3 to Ó (Until a sponsor
«­ºbÔ

computesthegroupkey): Eachsponsor
«­º�Í

:¹ computeall possible[ »C¼p½K��¾�»C¼p½ ] pairson thekey-path,¹ broadcastupdatedtree ¿Àsº�Í .« º Í ML Â Ï 6 R 
;SÂ�Ï :
±Ð±n±²±o±²±n±Ñ³ Á ßÈáà � ´ È

StepÓf� � : Everymembercomputesthegroupkey using ¿À º�Í

Fig.8. MergeProtocol

Thecommunicationoverheadof themergeprotocolmayappearhigh.However, this is not thecase.Let usassume,
merginggroups.In thefirst round,asponsorin eachgroupbroadcastsits key treeafterupdatingits sessionrandom.

Uponreceiving thesebroadcastmessages,everymemberrebuildsakey treewhichhassomemissingbkeys.At most
,

pathswill havemissingbkeys.Propagatingthesebkeys requiresat most
Ú^Û gDÜ � , Ý rounds,sinceeachsponsor(in each

subsequentround)computesbkeysasfarasit can.Therefore,a mergeof
,

groupstakesat most
Ú\Û gCÜ � , Ý Ø B

rounds.
The maximumnumberof messagesis

Z ,
. The numberof modularexponentionsfor the worst andthe bestcaseis

sameasthatof join protocol,sincerebuilding thewholekey treerequiressameamountof serialnumberof modular
exponentionsasjoining to theleafnode.

Figure9 shows anexampleof two merging groups,wherethesponsors
@ � and

@ t
broadcasttheir trees(

L � andL t
). Upon receiving thesebroadcastmessages,every membercheckswhetherit is the sponsorin the secondround.

Every memberin both groupsmergestwo trees,and then,
@ � (the sponsorin this example)updatesthe key tree,

computesandbroadcastsbkeys.

5.6 TreeManagement

Modularexponentiationis the mostcomputationallyexpensive operationin TGDH. The numberof exponentiations
for amembershipeventdependsonthecurrenttreestructureanddistancebetweenthesponsornodeandtherootnode.
Wecanfind goodexamplesin join andleaveoperations.If thedistancebetweenthesponsorandtherootnodeis + , the
join andleave protocolrequires

r + modularexponentiations.Therefore,sponsorhasto bechosenasnearaspossible
to therootnode.

Anotherimportantgoalof treemanagementpolicy is to maintainthekey treeasbalancedaspossible.If key tree
is not well-balanced,futureleave (partition)eventmayrequiremany modularexponentiations.

In summary, ourgoalfor thetreemanagementpolicy is to:

– keepthekey treeasbalancedaspossible,and
– minimizethenumberof modularexponentiations,and
– minimizethenumberof protocolrounds
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Fig.9. Treeupdatein merge

5.6.1 Policy for Additi ve and Subtractive Events Our heuristicfor keepingthe key treebalancedis to choose
the insertionnodefor a join or mergeoperationasthe rightmostshallowestnode.This usuallydoesnot increasethe
height.If we have to increasetheheightof the key tree,we simply join to the root. (SeealsoSections5.2 and5.5.)
We do not employ any treebalancingschemefor the subtractive eventsor attemptto re-balancewhenthe key tree
becomesunbalanced.

In the restof this section,we discussour treemanagementpolicy for Merge (Join is a specialcasethereof).In
particular, we focus on how eachmemberindependently, simultaneously, and unambiguouslymerges

,
treesand

selectsan insertionpoint for eachmerge.Clearly, theseproperties(independency, concurrency, andconsistency) are
crucialto obtaina correctandefficientprotocol.

Recallthatwehave
,

merging trees.Eachmemberinvokesthemerge trees function
, 8 B

times:

1. First, the treesareorderedfrom thehighest
L � to the lowest

L d . If multiple treesareof thesameheight,we list
themin lexicographicorderof thefirst memberin eachtree.

2. Let
ML 
 L � .

3. For � 
 Z
to

,
,
MLãâ 8 ä¥åCæ�çcå è�æcåXåsé 6 ML � L � :

.

Sinceevery membercanorderthemerging treesindependentlyandunambiguously, all memberscanagreeon a
key treeif themerge trees algorithmguaranteesuniquenessof theresult.We now show how to mergetwo trees.

If two treesareof the sameheight,we join one tree to the root node(insertionpoint) of the other. To provide
unambiguousorderingwe lexicographicallycomparethe identifiersof the respective sponsors.Otherwise,we join
theshallower treeto thedeepertree.To locatetheinsertionpoint we first try find therightmostshallowestnode(not
necessarilya leaf)wherethejoin wouldnot increasetheoverall treeheight.If nosuchnodeexists(i.e., thetreeheight
would increaseanyway) theinsertionpoint is theroot node.

As an illustration, consider two trees
LÎê

and
L *

, where the height of
LÎê

is greater than that of
L *

. The
merge trees algorithmis asfollows:

Thefirst if statementin thewhile loopbreakswhenthereis no join-ablenodein
L ê

; thetreeswill thenbejoined
at therootnode.Join-ablemeansthatwecanmergetwo treeswithout increasingtheheightof

L ê
by placingasubtree

rootedat thejoin-ablenodeastheleft child of itself, andputting
L *

astheright child. We canseethatmerge trees
algorithmfulfills thegoalfor thetreemanagementpolicy describedabove.

5.6.2 SponsorSelectionSummary Sponsorselectionin TGDH takesplacein eachprotocol round.(Recall that
TGDH is amulti-roundprotocol.)As mentionedearlier, uniqueness,consistency andindependenceof thisprocessare
crucialfor protocolcorrectness.Sponsorselectionis performedasfollows.

We alreadymentionedthebehavior of thesponsorin two situations:

1. Additiveevent:memberassociatedwith therightmostshallowestleafnodeof eachkey treebecomesthesponsor.
2. Subtractive event:memberassociatedwith the rightmostshallowestleaf noderootedat thesibling nodeof each

leaving member. In caseof partition,theremaybemultiplesponsors.
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merge_trees (T_h, T_l) {
T = T_h
i = 1, j = 2ˆi-1;

While (1) {
If (height (T_l) >= Max {height (T_<i, j>) | 0 <= j < 2ˆi}) {

// If the height of the smaller tree is
// greater than that of all subtrees
result = T_h // Nowhere to join, join to root
Break

} EndIf

If (T_l is joinable to node <i, j> of tree T_h){
result = T_<i, j> // Join to node T_<i, j>

} EndIf
Else{

j--
If(j < 0){

i++, j = 2ˆi-1
} EndIf

} EndElse
} EndWhile

// Merge two trees
T_<i+1, 2j> = T_<i, j>

// Old T_<i, j> becomes the left child of new T_<i,j>
T_<i+1, 2j+1> = T_l

// T_l becomes the right child of new T_<i, j>

Return T
}
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Theabove only coverstheinitial protocolround.In subsequentrounds,a sponsoris alwaystherightmostshallowest
leaf rootedat thenodewhich lacksa currentbkey.

To summarize,therole of a sponsoris three-fold:1) refreshits key share7, 2) computeall ¢ ,K£�¤¥��¦E,c£�¤�§
pairsasfar

on thekey-pathaspossible,and3) broadcasttheupdatedkey treeto all currentgroupmembers.

6 Practical Considerations

In this section,we describethe TGDH implementationissuesandthendiscussself-stabilizationandself-clustering
properties.

6.1 Implementation Ar chitecture

TREE API is a group key agreementAPI that implementsthe cryptographicprimitivesof TGDH. It containsthe
following threefunctioncalls:

– tree new user : calledby any new memberto generateits context.
– tree merge req : calledby everygroupmemberwhena join/mergeoccurs.It identifiesthesponsorunambigu-

ously(asdescribedin Section5.6). It thenremovesall ¢ ,K£�¤¥��¦E,K£�¤�§
pairson its key-path.If thecalleris a sponsor,

generatesnew secretshareandcomputesall keysandbkeysonits key-path.This functionreturnsanoutputtoken,
which is thenbroadcastto thewholegroup.

– tree cascade : invokedbyeverymemberwhenasubtractiveeventhappensorwhenall memberstry tocompute
thegroupkey collaboratively. In theformercase,this functionremovesall leaving membersandtheir parentsas
describedin Section5.3. If the caller is a sponsor,it also tries to compute ¢ ,K£�¤¥��¦�,K£�¤C§

pairs on the sponsor’s
key-path.In thelattercase,this functionis calledrepeatedlyuntil thegroupkey is computed.

The underlyingcommunicationsystemis assumedto dealwith groupcommunicationandnetwork eventssuch
asmerges,partitions,failuresandotherabnormalities.8 We useOpenSSL0.9.6[26] astheunderlyingcryptographic
library.

In the following Sections(6.2 and 6.3), we show that tree cascade provides robustnessagainstcascaded
network events.SinceTREE API doesnot provide its own communicationfacility, the robustnessof the API was
testedby simulatingrandomeventsona singlemachinerunningall groupmembers.

6.2 ProtocolUnification

Althoughdescribedseparatelyin theprecedingsections,thefour TGDH operations(join, leave,mergeandpartition)
actuallyrepresentdifferentstrandsof a singleprotocol.We justify this claimwith aninformalargumentbelow.

Obviously, join andleavearespecialcasesof mergeandpartition,respectively. Weobservethatmergeandpartition
canbecollapsedinto a singleprotocol,since,in eithercase,thekey treechangesandremaininggroupmemberslack
somenumberof bkeys.Thispreventsthemfrom computingthenew rootkey. In apartition,theremainingmembers(in
any surviving groupfragment)reconstructthetreewheresomebkeysaremissing.In caseof amergeof two groups,let
ussupposethata taller (deeper)tree ë is mergedwith ashorter(shallower) tree ì . Similar to apartition,all members
formerly in ë constructthenew treewheresomebkeys– thosein ì – aremissing.(Thisview is symmetricsincethe
membersin ì seethesametreebut with missingbkeys in thesubtreeë .)

Wenow establishedthatbothpartitionandmergeinitially resultin anew key treewith anumberof missingbkeys.
In thefirst roundof mergeprotocol,sponsorin eachgroupbroadcaststhekey treeafterupdatingits sessionrandom.
Uponreceiving this broadcastmessage,every memberrebuilds a key treewhich hassomemissingbkeys. Filling up
this bkeys takesatmost +aí�î � , rounds.A partitionis verysimilarexceptthefirst broadcastmessageof merge.

Theapparentsimilarity betweenpartitionandmergeallows usto collapsetheprotocolsstemmingfrom all mem-
bershipeventsinto asingleunifiedprotocol.Figure10showsthepseudocode.Theincentivefor doingthis is threefold.
First,unificationallowsusto simplify theimplementationandminimizeits size.Second,theoverallsecurityandcor-
rectnessareeasierto demonstratewith a singleprotocol.Third, we cannow claim that (with a slight modification)
TGDH is self-stabilizingandfault-tolerantasdiscussedbelow.
7 In a join, thenew membersimplygeneratesits first share.
8 Currently, TGDH is integratedwith Spread[4] groupcommunicationsystem.
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1 receive msg (msg type = membership event)
2 construct new tree
3 while there are missing bkeys
4 if ((I can compute any missing keys and I am the sponsor) ||
5 (sponsor computed a key))
6 while(1)
7 compute missing (key, bkey) pairs
8 if (I cannot compute)
9 break

10 endif
11 if (others need my information)
12 broadcast new bkeys
13 endif
14 endif
15 receive msg
16 if (msg type = broadcast)
17 update current tree
18 endif
19 endwhile

Fig.10.Unified protocolpseudocode

6.3 CascadedEvents

Sincenetwork disruptionsarerandomandunpredictable,it is naturalto considerthepossibilityof so-calledcascaded
membershipevents. (In fact,cascadedeventsandtheir impactongroupandmulti-roundprotocolsareoftenconsidered
in groupcommunicationliterature,but, alas,not oftenenoughin thesecurityliterature.)A cascadedeventoccurs,in
a simplestform, whenonemembershipchangeoccurswhile anotheris beinghandled.Hereeventmeansany of: join,
leave,partition,mergeor any combinationthereof.For example,a partitioncanoccurwhile a prior partitionis being
dealtwith, resultingin acascadeof sizetwo. In principle,cascadedeventsof arbitrarysizecanoccurif theunderlying
network is highly volatile.

We claim that the TGDH partition protocol is self-stabilizing,i.e., robustagainstcascadednetwork events.This
propertyis notableandrareasmostmulti-roundcryptographicprotocolsarenot gearedtowardshandlingof such
events.In general,self-stabilizationis a very desirablefeaturesincelack thereofrequiresextensive andcomplicated
protocol “coating” to either: 1) shield the protocol from cascadedevents,or 2) hardenit sufficiently to make the
protocolrobustwith respectto cascadedevents(essentially, by makingit re-entrant).

Thehigh-level pseudocodefor theself-stabilizingprotocolis shown in Figure11.Thechangesfrom Figure10are
minimal (lines18 – 19 areadded).

Insteadof providing a formal proof of self-stabilizationwe demonstrateit with an example.Figure12 shows an
exampleof acascadedpartitionevent.Thefirst partof thefiguredepictsapartitionof

@ � , @0ª
, and

@ t
from theprior

groupof ten members
� @ � �������á� @ � � � . This partition normally requirestwo roundsto completethe key agreement.

As describedin Section5.4,everymemberconstructsthesametreeaftercompletingtheinitial round.Themiddlepart
shows theresultingtree.In it, all non-leafnodesexcept


 N � O � Q mustberecomputedasfollows:

1. First,
@ � and

@ � bothcompute

 N � O �pQ , @ Ç

and
@ Õ

compute

 N � O � Q while

@Æï � @Æð
and

@ � � compute

 N � O � Q . All

bkeysarebroadcastedby eachsponsor
@ � � @ Ç

and
@ ï

.
2. Then,asall broadcastsarereceived,

@ � � @ � � @ÆÇ
and

@ Õ
compute


 N � O �pQ and

 N ��O �pQ

. Thebkeysarebroadcasted
by thesponsor

@ Õ
.

3. Finally, all broadcastsarereceivedand
@ ï � @ ð

and
@ � � compute


 N ��O �pQ
.

Supposethat,in themidstof handlingthefirst partition,anotherpartition(of
@ � and

@ ï
) takesplace.Notethat,

regardlessof which round(1,2,3)of thefirst partition is in progress,thedepartureof
@ � and

@ ï
doesnot affect the

keys (andbkeys) in thesubtreesformedby
@ ð

and
@ � � aswell as

@ Ç
and

@ Õ
. All remainingmembersupdatethe

treeasshown in the rightmostpart of Figure12. The bkey of

 N � O �pQ is the only onemissingin all members’view
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1 receive msg (msg type = membership event)
2 construct new tree
3 while there are missing bkeys
4 if ((I can compute any missing keys and I am the sponsor) ||
5 (sponsor computed a key))
6 while(1)
7 compute missing (key, bkey) pairs
8 if (I cannot compute)
9 break

10 endif
11 if (others need my information)
12 broadcast new bkeys
13 endif
14 endif
15 receive msg
16 if (msg type = broadcast)
17 update current tree
18 else (msg type = membership event)
19 construct new tree
20 endif
21 endwhile

Fig.11.Self-stabilizingprotocolpseudocode
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Fig.12.An Exampleof CascadedPartition
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of thetree.It is computedby
@ � � @ Ç

and
@ÆÕ

andbroadcastedby
@ Õ

. Whenthebroadcastis received,all members
computetherootkey.

The only remainingissueis whethera broadcastfrom the first partition canbe receivedafter the notificationof
the second(cascaded)partition. Herewe rely on the underlyinggroupcommunicationsystemto guaranteethat all
membershipeventsare delivered in sequenceafter all outstanding messagesare delivered. In otherwords,if a
messageis sentin onemembershipview andmembershipchangeswhile themessageis not yet delivered,themem-
bershipchangemustbepostponeduntil themessageis deliveredto the(surviving) subsetof theoriginalmembership.
This is essentiallya restatementof View Synchrony (asdiscussedin Section2).

6.4 Self-Clustering

TheInternetasawholeprovidessporadicandunstableconnectivity, e.g.,webusersfrequentlyexperiencedisconnects
andserver failures.Theinstability canoccurbecauseof congestion,equipmentfailuresor lossylinks. It canalsotake
placeasaresultof denial-of-serviceattacks,wormsandviruses.It isoftenthecasethatanunstablenetworkcomponent
(routeror link) tendsto have multiple failures.In otherwords,an isolated,“once-in-a-blue-moon” typeof failure is
uncommon.Repeatedfailurestypically complicateprotocolimplementation.However, oddlyenough,TGDH notonly
survivesbut alsobenefitsfrom repeatedfailures.

Similar to othertree-basedkey managementschemes(e.g.,[36,38,24]) the key treein TGDH is logical: group
membersare leaves in a tree and internal nodesare logical. The initial placementof members(as tree leaves) is
not dependenton their relative physicallocation.Therefore,membersphysicallycloseto eachothermight not be
neighborsin a key tree.Whena partition occurs,all membersin the samephysicalgroupfragmentform a new key
treeanda new group.The partition protocolmay costasmany as

Û gCÜ ¨ rounds.Then,whenthe partition heals,the
previously separategroupsaremergedinto a singlekey tree,however, they arestill clusteredalongthe lines of the
partition.If anotherpartitionhappenson thesamelink, thepartitionedmembersarenot scatteredacrossthekey tree
any longer. Therefore,any subsequentpartitionon thesamelink will take only oneroundto complete.This property
is especiallyimportantin high-delaywideareanetworkssinceclusteringlowersthenumberof communicationrounds
aswell asthenumberof modularexponentiations,in many cases.

First Partitions on a weak link L All merges All other partitions on the weak link L

Fig.13.An ExtremeExampleof Self-Clustering

Figure13 showsanextremeexampleof self-clustering.Supposethata grouphassixteenmembersnumbered
@ �

through
@ � Õ wherewhite odd-numberednodesare locatedin onephysicalcluster(e.g.,a LAN) andshadedeven-

numberednodesin another. Thetwo partitionsareconnectedvia anunstablelink ñ . If ñ fails anda partitionoccurs,
it takesthreeroundsto completethe partition protocol.It canbe clearly seenthat eachgroupforms a clusterafter
thepartition.When ñ comesup andthepartitionheals(i.e., a mergeoccurs),two roundsareneededto completethe
mergeprotocol.Subsequently, all partitionson link ñ will requireonly oneroundandall merges– two rounds.
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7 PerformanceAnalysis

7.1 Complexity Analysis and Comparison

We analyzethecommunicationandcomputationcostsfor join, leave,mergeandpartitionprotocols.We focuson the
numberof rounds,thetotal numberof messages,theserialnumberof exponentiations,theserialnumberof signature
generations,andthe serialnumberof signatureverifications.Note thatwe useRSA signaturefor messageauthenti-
cationsinceRSA is particularlyefficient in verification.Theserialcostassumesparallelizationwithin eachprotocol
roundandrepresentsthe greatestcost incurredby any participantin a given round.The total cost is the sumof all
participants’costsin a givenround.

We also compareour protocol to othercontributory groupkey agreementschemesincluding GDH.3 [34], BD
(Burmester-Desmedt)[14], andSTR[22]. AlthoughBD wasoriginally designedto supportonly groupformation,we
modify theBD protocolto supportdynamicmembershipoperation.This modificationis minimal.

Table1 summarizesthe communicationandcomputationcostsof four protocols.The numbersof currentgroup
members,mergingmembers,merginggroups,andleaving membersaredenotedas: ¨ � � ��,

andT , respectively.
Theheightof thekey treeconstructedby theTGDH protocolis

F
. Theoverheadof theTGDH protocoldependson

thetreeheight,thebalancednessof thekey tree,thelocationof thejoining tree,andtheleaving nodes.In ouranalysis,
we assumetheworstcaseconfigurationandlist theworst-casecostfor TGDH.

Table 1. CommunicationandComputationCosts

Communication Computation
Rounds Messages Exponentiations Signatures Verifications

GDH

Join 4 ò��ló òj�ló 4 ò²�ôó
Leave 1 1 ò É � 1 1
Merge õã�ôó òj�A¡Eõö� � òj�A¡Eõö� � õã�ôó ò²�l¡�õö�0�

Partition 1 1 ò É#÷
1 1

TGDH

Join 2 3 ó�Ó É ó 2 3
Leave 1 1 ó�Ó É ó 1 1
merge øúùüû�ý � »�þÿ�0� ¡�» ó�Ó É ó øúùüû�ý � »Dþ°�0� øúùüû�ý � »Dþ

Partition õ��\ò��pøúùüû�ý � ÷ þ � ���IÓ�� õ��Pò��P¡ ÷ �)ø ¬ � þ�� ó�Ó É ó õ��\ò��pøáùuû�ý � ÷ þ �0���IÓ	� õ��\ò��P¡ ÷ �)ø ¬ � þ
�
STR

Join 2 3 4 2 3
Leave 1 1

� ¬� �l¡ 1 1
Merge 2 »��0� ó�õö� � 2 3

Partition 1 1
� ¬� �l¡ 1 1

BD

Join 2 ¡Eò²�A¡ 3 2 ò²�ôó
Leave 2 ¡Eò É ¡ 3 2 ò²�0�
Merge 2 ¡�ò��A¡Eõ 3 2 òj�ôõö�ô¡

Partition 2 ¡�ò É ¡ ÷ 3 2 ò Éo÷ �l¡

TheBD protocolhasahiddencostthatis not listedin Table1: BD has̈
8 B

modularexponentiationswith asmall
exponent.Unfortunately, ¨ 8 B

suchexponentiationscanbeexpensivewhen̈ is large.Forexample,BD requires� 6 ¨ � :
1024-bitmodularmultiplications,if modularexponentiationis implementedwith thesquare-and-multiplyalgorithm.
(OpenSSLusesMontgomeryreductionandthesliding window algorithmto implementthemodularexponentiation,
which is fasterthansimplesquare-and-multiplyalgorithm.However, theformerrequiresalmostthesametime asthe
latterfor smallexponents.)Becauseof thishiddencost,it is hardto comparethecomputationaloverheadof BD to the
otherprotocols.Below, wecomparethefour protocolsfor eachmembershipevent.

Join: All protocolsexceptGDH.3requiretwo communicationrounds.In termsof communication,themostexpensive
protocol is BD which involves ¨ messages(all broadcast)in eachround.Otherprotocolsusea constantnumberof
messages.GDH is the mostexpensive in termsof computation,requiringlinear numberof exponentiations.TGDH
is comparatively efficient, scalinglogarithmically in the numberof exponentiations.STR hasa constantnumberof
modularexponentiations.BD requirestheleastexponentiations,but hasthehiddencost.
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Leave: BD is the mostexpensive protocol in termsof communication.The costorderamongothersis determined
strictly by thecomputationcost,sincethey all have thesamecommunicationcost(oneroundconsistingof onemes-
sage).Therefore,TGDH is bestfor handlingleaveevents.STR,andGDH scalelinearlywith thegroupsize.BD hasa
hiddencost,which makesit hardto compare.

Merge: We first look at thecommunicationcost.GDH scaleslinearly with thenumberof addedmembers,while BD
andSTRaremoreefficient with a constantnumberof rounds.Althougha mergein TGDH takesmultiple rounds,it
dependson the numberof merging groups,which is usuallysmall.SinceBD andTGDH have

Z ¨ and
Z ,

messages
(at most)respectively, STR is themostcommunication-efficient for handlingmergeevents.Examiningcomputation
requirements,BD hasthe lowestcostwith only threeexponentiations.TGDH scaleslogarithmicallywith the group
size.It is moreefficient thanSTR andGDH which scalelinearly with both the groupsizeandthe numberof new
members.

Partition : BothGDH andSTRprotocolsarebandwidthefficient:only oneroundconsistingof onemessage.BD is less
efficient with two roundsof ¨ messageseach.Partition is themostexpensiveoperationin TGDH requiringa number
of roundsboundedby treeheight.Computation-wiseit is difficult to compareBD with otherprotocolsbecauseof its
hiddencost.TGDH requiresa logarithmicnumberof exponentiations.GDH andSTR scalelinearly with the group
size.

7.2 Experimental Results

To comparetheactualperformance,we implementedthefour protocolsandcomparedtheir costsin this section.We
simulatedthe total computationdelay from the time when the membershipevent happensto the time whengroup
key agreementfinishes.Averagedelay hasbeenmeasured,sinceall membersdo not finish group key agreement
simultaneously.

7.2.1 TestMethodology To performfair comparisons,weconsiderthefollowings:

– WeuseT 
 B W�Z��
and

U 
 B�
 W
for all measurements.Thesevaluesareknowntobesecurein thecurrenttechnology

[23].
– We use1024-bitRSA signaturewith thefixedpublic exponent3 for messageauthentication.All protocolshave

multiple signatureverificationsthatneedto beprocessedserially. No securityrisk is known for RSA signatures
with smallpublicexponents[11].

– For TGDH, we first generatea randomtreeby forcing a numberof randompartition/merge events.Sincethe
costof TGDH dependson the treestructure,it is fair to generatea randomtreeinsteadof a well-balancedor an
imbalancedtree.

We usethe following scenarioto measuredelay. For join andleave, the numberof currentgroupmembersis ¨ .
For partitionandmerge, ¨ variesamong:16,32,64,and128.

Join We measurethe computationaldelay for a memberto join a groupof ¨ members.(Left graphof Figure14)
In caseof TGDH, we usea randomtreeasdescribedabove. The � -axis denotesthe numberof currentgroup
members,while the

¤
-axisshows thecomputationaldelayin seconds.

Leave We measurethe computationaldelayfor a randommemberto leave a groupof ¨ members.(Right graphof
Figure14)Notethatthedelayfor GDH andBD doesnotdependonthelocationof theleaving member. However,
thenumberof modularexponentiationsfor STRupona leave eventdependson thelocationof theleaving node.
For TGDH, we pick a randommemberfrom the tree,andmeasurethe averagedelayfor the leave. The � -axis
denotesthenumberof remaininggroupmembersandthe

¤
-axisis thecomputationaldelayin seconds.

Partition We measurethe computationaldelayafter a partition. If the numberof currentgroupmembersis ¨ and
this groupshrinksto groupof size

,
, we measurethe averagedelayfor the remaininggroupmembers.For BD

andGDH, thelocationof theleaving membersdoesnot matter. However, it is importantin STRandTGDH. We,
therefore,chooseleaving membersat random.In Figure15, the � -axis denotesthe numberof remaininggroup
members.
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Merge Mergeis thetrickiestalgorithmto measurefairly. First, in BD andGDH, only thenumberof resultingmem-
bersdecidesthe total delay, independentof the numberof merging groups.Second,the performanceof STR
mergedependson the sizeof the largestgroup(which decidesthe numberof modularexponentiation),andthe
numberof groupsmerging (which determinesthenumberof signatureverifications).Finally, theperformanceof
TGDH merge dependsuponthe numberof merging groups(which affectsthe numberof signaturegenerations
andverifications),andthekey treestructure.Thenumberof currentgroupmembersis not importantfor TGDH.
Sinceeachprotocolhasdifferentcharacteristics,we measuredthemergecostsasfollows:

– Thenumberof resultinggroupmembersis
B�
c��r Z ��
 �

and
B Z��

.
– We assumethe maximumnumberof merging groupsis five. In practice,merge of two groupsis the most

frequentevent.However, we allow up to five groupssincesomegroupcommunicationsystemsmay allow
(require)morethantwo groupsto mergeatonetime.

– For TGDH andSTR,valuesin the � -axismeanthenumberof currentgroupmembers.Theresultinggroupsize
is 16,32,64,128,respectively. Thevaluesin the

¤
-axisaretheaveragecomputationaldelaysfor amemberin

thecurrentgroupafteramergeof 2 – 5 groups.
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Fig.14.JoinandLeaveCostComparison:���×��½�� µ (numberof remaininggroupmembersafterJOIN/LEAVE, computationalover-
headin seconds)

7.2.2 Join Results. The left graphof Figure14 depictsmeasurementfor join. As expected,STR hasthe smallest
delay. A surprisingresultcomesfrom theTGDH for a randomtree:thedifferencebetweenTGDH andSTRis small.
In caseof a randomtree,thejoining nodeis locatedcloseto theroot node.GDH is theworstperformerdueto many
modularexponentiations.BD alsoshows interestingresults.Thoughit hasconstantnumberof exponentiations,the
hiddencostevidentlyplaysanimportantrole.

7.2.3 Leave Results. As expected,STR is the worst performer. Note that the worst case(whena lowestmember
leavesthegroup)costfor STRis almosttwiceasmuchasthecurrentaveragevalue.Performanceof TGDH looksbest
overall,while BD performsverywell whenthenumberof groupmembersis lessthan25.Leavecostin BD is almost
thesameasjoin cost,sincetheprotocolneedsto restartwhenevera new membershipeventhappens.

7.2.4 Partition Results. Figure15 shows partitioncostwhenthenumberof currentgroupmembersis 16, 32, 64,
and128respectively. As expectedfrom theconceptualresults,STRhastheworstperformancedueto many modular
exponentiations.TGDH shows an interestinggraph:it increasesuntil 40% of the groupmembersleave the group,
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anddecreasesafterwards.This is because1) as the numberof leaving membersincreases,the numberof modular
exponentiationsdecreases,2) whenmany membersleavethegroup,theresultinggrouphasmany emptybkeysspread
over the tree,and,hence,requiresmoremessages.The costof BD andGDH decreasesalmostlinearly, becauseit
dependson thenumberof resultinggroupmembers.

As describedin Section6.4,thecostof partitionfor TGDH canbeimprovedwhenthegroupexperiencesrepeated
network partitionon thesamelink.
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Fig.15.Partition CostComparison:��� �~½�� µ (numberof remaininggroupmembersafter thepartition,computationaloverheadfor
anexistingmemberif theoriginalgroupshrinksto a groupof � members),theoriginal numbersof groupmembersare16,32,64,
128respectively.

7.2.5 MergeResults. Mergecostsareshown in Figure16whentheresultinggroupsizeis 16,32,64,and128.For a
fixednumberof resultinggroupsizeTGDH andBD show almostconstantcostmeaningthatit doesnotdependon the
numberof currentgroupmembers.In contrast,theperformanceof GDH stronglydependson thenumberof current
groupmembers,sincethelastmemberin thecurrentgroupbecomesthesponsor.
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7.3 Discussion

Basedon theexperimentalresultsthatmeasuredthecomputationalcost,TGDH exhibits thebestperformancedespite
therelatively high costof partitions.Recallthat, in practice,theself-clusteringpropertyof TGDH lessenstheactual
delay.

Looking at communicationcosts,it appearsthat TGDH also outperformsother protocols,except for partition
events.In a high-delayWAN, theoverallpartitioncostin TGDH maybehigh,althoughthis effect canbelessenedby
self-clustering.

In high-delayWANs – whereround-triptimeexceeds300msec– it is easyto seethatcomputationcostfor asmall
group is not so important.For example,if the groupsize is forty, the maximumdifferencein computationaldelay
for a join is about300msec.In otherwords,communicationcosts(e.g.multicastvs. unicast,numberof multicasts,
numberof rounds)aremuchmoreimportantin a high-delaynetwork. Basedon this consideration,theperformance
of STRgetsbetterascommunicationdelayincreases.Overall,we concludethatTGDH performsbestover low- and
medium-delaynetworks.

8 RelatedWork

Groupkey managementprotocolscomein threedifferentflavors:contributory key agreementprotocols,centralized,
decentralizedgroupkey distributionscheme,andserver-basedkey distributionprotocols.Sincethefocusof thiswork
is to providecommonkey to thedynamicpeergroup,weonly considerthefirst two below.

8.1 Group KeyAgreementProtocols

Researchon group key agreementprotocolsstartedin 1982.We first summarizethe early (theoretical)group key
agreementprotocolswhich did not considerdynamicmembershipoperations;Most of themonly supportedgroup
genesis.

Theearliestcontributory groupkey agreementbuilt uponthe2-partyDiffie-Hellman(DH) is dueto Ingemarsson
et al. (ING) [20]. In thefist roundof ING, every member

@ �
generatesits sessionrandom

< �
andcomputesV�� Þ . In

the subsequentrounds
,

to ¨ 8 B
,
@ �

computes

��PO d 
 6P
���� ��� ��� © O d � � : � Þ where


���� � is the messagereceived
from

@ ��� � in thepreviousround
, 8 B

. Theresultinggroupkey is of theform:


 © 
 V � | � � � �
����� ��� �
TheING protocolis inefficient because:1) every memberhasto startsynchronously, 2) ¨ 8 B

roundsarerequiredto
computeagroupkey, 3) it is hardto supportdynamicmembershipoperationsdueto its symmetryand4) ¨ sequential
modularexponentiationsarerequired.

Anothergroupkey agreementdevelopedfor teleconferencingwasproposedby Steeret al. [33]. This protocolis
of particularinterestsinceits groupkey structureis similar to thatin TGDH.


 © 
 V ���! �!" ��# |%$ $ $ �ü� " � �u� " � " |p� ��& & &(' �
This protocolis well-suitedfor addingnew groupmembersasit takesonly two roundsandfour modularexponentia-
tions.Memberexclusion,however, is relatively difficult (for example,considerexcluding

< � from thegroupkey).
BurmesterandDesmedtconstructanefficientprotocol(calledBD) whichtakesonly two roundsandthreemodular

exponentiationspermemberto generateagroupkey [14]. Thisefficiency allowsall membersto re-computethegroup
key for any membershipchangeby rerunningthe protocol.However, accordingto [34], most (at leasthalf) of the
membersneedto changetheir sessionrandomon everymembershipevent.Thegroupkey in this protocolis different
from STRandTGDH: 
 © 
 V � | � � ' � � � � ' ����� ' � � � | �
Oneshortcomingof BD is the high communicationoverhead.It requires

Z ¨ broadcastmessagesandeachmember
needsto generate2 signaturesandverify

Z ¨ signatures.BD alsohasa hiddencostmentionedin Section7.2.
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BeckerandWille analyzetheminimalcommunicationcomplexity of contributorygroupkey agreementin general
[8] andproposetwo protocols:octopusandhypercube. Their groupkey hasthesamestructureasthekey in TGDH.
For example,for eightuserstheir groupkey is:


 © 
 V  ��� � | � � � �b�I�a� '  ��� � � � � � �*)!�,+ ' �
TheBecker/Wille protocolshandlejoin andmergeoperationsefficiently, but thememberleaveoperationis inefficient.
Also, thehypercubeprotocolrequiresthegroupto beof size

Z ©
(for someinteger ¨ ); otherwise,theefficiency slips.

Asokanet al. look at the problemof small-groupkey agreement,wherethe membersdo not have previously
setup securityassociations[5]. Their motivating exampleis a meetingwherethe participantswant to bootstrapa
securecommunicationgroup.They adaptpasswordauthenticatedDH key exchangeto thegroupsetting.Theirsetting,
however, is differentfrom ours,sincethey assumethat all memberssharea secretpassword, whereaswe assumea
PKI whereeachmembercanverify any othermembersauthenticityandauthorizationto join thegroup.

TzengandTzengproposeanauthenticatedkey agreementschemethatis basedonsecuremulti-partycomputation
[35]. This schemealso uses

Z ¨ broadcastmessages.Although the cryptographicmechanismsare quite elegant,a
shortcomingis that theresultinggroupkey doesnot provide perfectforwardsecrecy (PFS).If a long-termsecretkey
is leaked,all previousandfuturegroupkeysbecomeinsecure.

Steineret al. first addressdynamicmembershipissues[7, 34] in groupkey agreementandproposea family of
GroupDiffie Hellman(GDH) protocolsbasedon straight-forwardextensionsof thetwo-partyDiffie-Hellman.GDH
providescontributoryauthenticatedkey agreement,key independence,key integrity, resistanceto known key attacks,
andperfectforwardsecrecy. TheGDH protocolsuiteis fairly efficient in leave andpartitionoperation,but themerge
protocolrequiresasmany roundsasthenumberof new membersto completekey agreement.

Perrigextendsone-way function trees(OFT, originally introducedby McGrew andSherman[24]) to designa
tree-basedkey agreementschemefor peergroups[27]. This servedasfoundationfor thedesignof ourprotocol.

TGDH alsoresemblesOFT by somedegree.Onecanclaim thatTGDH only modifiesOFT by using
_ 6 � : 
 V�-6 ehgKi#T : . This is, by part, true. However, therearemajor differencesbetweenOFT andTGDH: 1) Blinded key in

OFTshouldnot berevealed.However, all blindedkeys in TGDH arepublic.Therefore,nosecurechannelis required.
2) TGDH is distributed,while OFT is centralized.The former requiresno centralizedentity who trasportssecret
keys. 3) OFT providesonly join and leave operation.Furthermoreits join policy is different from that of TGDH.
4) The securityproof is essentiallydifferent.5) Othercontributions includerobustnessagainstcascadedevent and
self-clusteringeffect.

8.2 DecentralizedGroup KeyDistrib ution Protocols

Decentralizedgroupkey distribution(DGKD) protocolsinvolvedynamicallyselectingagroupmemberwhogenerates
anddistributeskeys to othergroupmembers.After subtractivemembershipevents,individualpartitionscancontinue
operationby electinga new key server. The drawbackis that a key server mustestablishlong-termpairwisesecure
channels(by makinguseof publickey cryptosystemsuchasDiffie-Hellman)with all currentgroupmembersin order
to distributegroupkeys.Consequently, eachtimea new key servercomesinto play, significantcostsmustbeincurred
to setupthesechannels.Anotherdisadvantageis therelianceonasingleentityto generategood(i.e.,cryptographically
strongandrandom)keys.

First DGKD protocolis dueto Waldvogelet al. [16]. They proposeefficient protocolsfor small-groupkey agree-
ment and large-groupkey distribution. Unfortunately, their schemefor autonomoussmall group key agreementis
insecure(not collusionresistant).

Dondetietal. modifiedOFT(One-wayFunctionTree)[24] to providedynamicserverelection[18]. Thisprotocol
hasthesamekey treestructureandusesthenotations(e.g.keys,blindedkeys) similar to ours.Otherthanexpensive
maintenanceof securechannelsdescribedabove, this protocolhasa high communicationcost:even for singlejoin
andleave,thisprotocolcantake � 6 F :

rounds.Thisschemedoesnothandlemergeandpartitionevent.Oneadvantage
different from otherDGKD protocolsis that their groupkey hasa contributory nature:whenever a groupmember
changesits sessionrandom,thegroupkey changes.

Rodehet al. [30] proposea DGKD protocolderivedfrom the LKH protocol[37]. It toleratesnetwork partitions
andothernetwork events.Eventhoughthisapproachdoesnotavoid thedisadvantagesdiscussedabove,it reducesthe
communicationandcomputationalcosts.In addition,it usesAVL treeto provideprovabletreeheightbound.
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8.3 Other RelatedWork

Wecanfind furtherrelatedwork in thecontext of fault-tolerantcomputingandimplementationissues.Protocoltoolkits
suchasRampart[28,29] aredesignedto providehighdegreeof fault-tolerance,evenin thepresenceof malicious(i.e.,
Byzantine)faultsinsidea group.However, thesemethodsareexpensivesincethey needreliableandatomicmulticast
secureagainstByzantinefaults.

Anotherinterestingrelatedwork is dueto Carmanet al. [15]. This work comparesenergy consumptionof group
key agreement/distribution protocolsin a sensornetwork by computersimulation.They point out that centralized
groupkey distribution schemeis not appropriatefor sensornetwork environments,thoughits power consumptionis
lower thangroupkey agreementscheme.GDH andBD arecomparedwith their groupkey managementalgorithm.It
wouldbeinterestingto measurethepowerconsumptionof TGDH andSTRprotocol,but this is not ourconcern.

9 Conclusion

This paperpresenteda novel decentralizedgroupkey managementapproach,TGDH. In doing so, we unified two
importanttrendsin groupkey management:1) key treesto efficiently computeandupdategroupkeys and2) group
Diffie-Hellmankey exchangeto achieveprovablysecureandfully distributedprotocols.Thisyieldedasecure,surpris-
ingly simpleandvery efficient key managementsolution,which is supported,respectively, by thesecurityarguments
andtheexperiments.Moreover, oursolutionis inherentlyrobustby virtueof beingableto copewith cascaded(nested)
key managementoperationswhich canstemfrom tightly spacedgroupmembershipchanges.We believethis to bean
issueof independentinterest.
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A Security Proof

This sectionprovesthesecurityof TGDH. We introducetheDecisional(binary)TreeGroupDiffie-Hellmanproblem
(DTGDH) and,in aspecificgroupsetting,provethatDTGDH problemis reducibleto 2-partyDecisionDiffie-Hellman
(DDH) problem.Later, in Sections(A.3 – A.4), this resultis usedto provethesecurityof entireTGDH protocolsuite.

A.1 2-party DecisionDiffie-Hellman Problem

Our proofs requirea specificgroup . . In this section,we introducethe group . anddefinethe 2-party Decision
Diffie-Hellman(DDH) problemon . .

Let
,

beasecurityparameterand ¨ beaninteger. All algorithmrun in probabilisticpolynomialtimewith
,

and ¨
asinputs.

For concreteness,we consideraspecific . :
On input

,
, algorithmgenchoosesat randoma pair

6aUX� V :
where

U
is a

Z ,
-bit value9, and

U
and T 
 Z U Ø B

are
both prime. Beforeintroducing . , we first considera group

M. , which is a groupof squaresmoduloprime T . This
groupcanbeexplainedmorepreciselyasfollows:ConsideranelementV which is a squareof a primitive element

MV
of multiplicative group / S�

, i.e. V 
 MV �
. (Without lossof generality, we may assumeV - U

.) Thengroup
M. canbe

representedas M. 
10 V � ehgKi�T32 � � ¢ BC� U�§54x�
An attractive variationof this groupis to representtheelementsby theintegersfrom 0 to

U 8 B
. Thegroupoperation

is slightly different:Let a function
_

bedefinedas

_ 6 � : 
 6 if 63798:<; 6 if 8�=>6?= :�@
Usingthis A function,we canintroducethegroup B as

BDCFE!AHG�I�JLKNM�O :QPSRUTWVYX[Z
\]@
Groupoperationon group B is definedas ^`_bacCdAHG�^`_ea?G�K�M�O :QP�P , where ^Qfga V B .

Proposition3. Let hLG 6 P CiI�jkKNM	O : . Thenthefunction ANlmh is a bijectionfrom XnZ to X[Z .
Proof. To seethis, supposeAolphLG 6 P CqAYlphrG�s P . Thenthis canbe written and AHG�t P CqAHG�u P whereinteger tvCI�jkK�M�O : and u1CiI�wpKNM�O : . Now wecanhave four differentcases:

– t 7x8 f�u 798 : In this case,AHG�t P CDt and AHG�u P CFu andhencetyC1u . Now we have anequationzI|{U}~j��Qw
�]C� KNM�O : . Since zI is a generatorfor X[�� , its order(i.e. � 8 ) hasto divide ��G 6 ; s P . This impliesthat 8 hasto divide6 ; s andfinally 6 C9s since� =�6 f�s 798 .
– t�� 8 f�u�� 8 : In thiscase,AHG�t P C :<; t and AHG�u P C :�; u andhencet�C�u . Restsaresameasabove.

– t 7x8 f�u�� 8 : Thiscaseis impossible,since ��� �c� C � and � � �r���� C ; � since:���� KNM	O�� and t�C :<; u .

– t�� 8 f�u 798 : This is alsoimpossibleby similar reasoning.

Therefore,A�lmh is aninjection.It is alsoasurjection,sincethesizesof domainandco-domainarethesame.

Proposition4. Whena distribution � is uniformandrandomin B , A�lchrG�� P is still uniformandrandomin B , sinceANlmh is bijective.

Groupsof this typearealsoconsideredby Chaum[17]. It is generallyassumedthatDDH is intractablein these
groups[10]. Moreconcretely, the2-party DecisionDiffie-Hellman assumptionon group B is thatfor all polynomial
time attackers � , for all polynomials �<G�� Pm� ���p�L� �F��� , for tN��¡(C£¢�¤
¢ { and t�¤�¡�C£¢�¥ with ¢N¤ef%¢ { f%¢¦¥ VL§ B
uniformly chosen,andfor a randombit a , thefollowing equationholds:¨¨ © ��ª�a�« ��G �b¬�­ B ­ I ­ I�®°¯ ­ I�®�± ­ I �°² P C�ag³ ; ��´ � ¨¨ = �e´ �<G�� P
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Fig.17.Notationsfor fully balancedbinarytree

A.2 DecisionalBinary TreeGroup Diffie-Hellman Problem

In this sectionwe definethe DTGDH problem(and assumption)and prove this problemis equivalent to 2-party
decisionalDiffie-Hellmanproblem.Figure17 is anexampleof akey treewhen Æ?CÈÇ .

For G 8 f�I P[É h	ÊbÆËG�� P fÌÆ VÎÍ and tyCÏG�¢ ¤ f�¢ { f @�@U@ f%¢¦Ð P for ¢ J V B anda key tree Ñ with Æ leaf nodeswhich
correspondto ¢ J , wedefinethefollowing randomvariables:

–
¿ JÒ : T -th level Ó -th key (secret),eachleaf nodeis associatedwith a member’s sessionrandom,i.e.

¿ �Ò CF¢ ¬ for
some� V « � fÌÆr³ .

–
À�¿ JÒ : T -th level Ó -th blindedkey (public), i.e. I�Ô]ÕÖ

–
¿ JÒ is recursively definedasfollows: ¿ JÒ CiI Ô Õ�× ¯± Ö × ¯ Ô Õ�× ¯± ÖC1G À�¿ J � ¤{ Ò � ¤ P Ô Õ�× ¯± ÖC1G À�¿ J � ¤{ Ò P Ô Õ�× ¯± Ö × ¯
In other words, we consider

¿ JÒ C A ¤ G�¢ ¤ f�¢ { f @U@�@ f%¢¦Ð P for some function A ¤ , and hence
À�¿ JÒ CIHØ ¯ } ® ¯%Ù ® ±�Ù�Ú�Ú�Ú Ù ®|Û �°CdA { G�¢ ¤ f%¢ { f @U@�@ f�¢�Ð P for somefunction A { .

For G 8 f�I P[É h	ÊbÆËG�� P fÌÆ VÎÍ and tyCÏG�¢ ¤ f�¢ { f @�@U@ f%¢¦Ð P for ¢ J V B anda key tree Ñ with Æ leaf nodeswhich
correspondto ¢ J , wecandefinepublicandsecretvaluescollectively asbelow:Ü!T ÊbÝ¦G 8 f�IWf%Þ�fÌt?f�Ñ P ¡(Càß À¦¿ JÒ whereÓ and T aredefinedaccordingto Ñká (1)CâßeI|Ô]ÕÖ KNM�O : whereÓ and T aredefinedaccordingto Ñká¿ G 8 f�IWf%Þ�fÌtãfÌÑ P ¡(CiI�Ôåä × ¯¯ Ôåä × ¯±

Since G 8 f�I P areobviousfrom thecontext, we omit themin Ü!T ÊbÝ¦G P and
¿ G P . Note that Ü�T ÊbÝ¦G�Þ�fÌtãfÌÑ P is exactly

the view of the adversaryin TGDH aswill be describedin Section5, wherethe final secretkey is
¿ G,Þ�f�t?fÌÑ P . Let

the following two randomvariablesbe definedby generatingG 8 f�I P�É h	ÊbÆËG�� P , choosingt randomlyfrom B and
choosingkey tree Ñ randomlyfrom all binarytreeshaving Æ leafnodes:

– ænçN¡�CFG Ü!T ÊbÝ¦G�Þ�fÌt?f�Ñ P f�s P
– è ç ¡(CDG Ü�T ÊbÝ¦G�Þ�fÌtãfÌÑ P f ¿ G,Þ�f�t?fÌÑ PÌP

Let theoperator“ é �UêÌë w ” denotepolynomialindistinguishability.

9 In orderto achieve thesecuritylevel ì�í�î , thegroupsizeshouldbeat least ì�ïðî [31].
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Proposition5. [34] Let
¿

and ñ be ò -bit stringssuch that ñ is a randomand
¿

is a Diffie-Hellmankey. We say
that

¿
and ñ are polynomially indistinguishable if, for all polynomialtime distinguishers, æ , the probability of

distinguishing
¿

and ñ is smallerthan G ¤{[ó ¤ô } ¬ � P , for all polynomial �<G�ò P .
Now wedefineDTGDH algorithmconcretely:

Definition 6. Let G 8 f%I PmÉ h	ÊbÆËG�� P fÌÆ V3Í and tâCDG�¢N¤�f%¢ { f @U@�@ f�¢ Ð P for ¢ J V B andakey tree Ñ with Æ leafnodes
which correspondto ¢ J , and æ ç and è ç is definedasabove. DTGDH algorithm � for group B is a probabilistic
polynomialtimealgorithmsatisfying,for somefixed �o�x� andsufficiently large õ :

R © ��ª�a�« ��G�æ ç P C÷ö�Ñå�eøQÊeù ù�³ ; © ��ª�a�« ��G�è ç P CúöÌÑå�eørÊbù ù(³ R � �
õ ¬ @

Accordingly, DTGDH problem is to find anBinary TreeDDH algorithm.

Now, we show that DTGDH problemis hardfor the passive adversary:If the 2-partyDDH in group B defined
above is hard,DTGDH problemis hard.

Using polynomial indistinguishability, the DTGDH problemdefinedin Definition 6 canbe restatedas: Find a
polynomialdistinguisher� whichcandistinguishænç and èHç definedabove.

Theorem7. If the2-partyDDH on B is hard, then æ[ç�é ��ê5ë w è�ç .
Proof. We first notethat æ[ç and èHç canberewrittenas:
If t<ûãC£G�ñ ¤ f�ñ { f @U@U@ f�ñ ¬ P and t<ü>C£G�ñ ¬�ý ¤ f�ñ ¬�ý { f @�@U@ f%ñ[Ð P where ñ ¤ through ñ ¬ areassociatedwith leaf nodein
theleft tree ÑLû and ñ ¬�ý ¤ throughñkç arein theright tree ÑLü :

æ ç ¡�CFG Ü!T Ê�Ý�G�Þ�fÌt?f�Ñ P f�s P for randoms V BCþG Ü!T Ê�Ý�G�Þ ; � f�t<û|f�ÑLû P f Ü!T Ê�Ý�G�Þ ; � f�t<ümf�Ñrü P f À¦¿ ç � ¤¤ f À¦¿ ç � ¤{ f�s PCþG Ü!T Ê�Ý�G�Þ ; � f�t û f�Ñ û P f Ü!T Ê�Ý�G�Þ ; � f�t ü f�Ñ ü P f�I Ôåä × ¯¯ f�I Ôåä × ¯± f�s Pè�ç�¡�CFG Ü!T Ê�Ý�G�Þ�fÌt P f ¿ G,Þ�f�t PÌPCþG Ü!T Ê�Ý�G�Þ ; � f�t<û|f�ÑLû P f Ü!T Ê�Ý�G�Þ ; � f�t<ümf�Ñrü P f À¦¿ ç � ¤¤ f À¦¿ ç � ¤{ f%I|Ôåä × ¯¯ Ôåä × ¯± P
CþG Ü!T Ê�Ý�G�Þ ; � f�t<û|f�ÑLû P f Ü!T Ê�Ý�G�Þ ; � f�t<ümf�Ñrü P f�I Ôåä × ¯¯ f�I Ôåä × ¯± f%I Ôåä × ¯¯ Ôåä × ¯± P

Weprovethis theoremby inductionandcontradiction.The2-partyDDH problemin B is equivalentto distinguish-
ing æn¤ and èH¤ . Weassumethat æ ç � ¤ and è ç � ¤ areindistinguishablein polynomialtimefor theinductionhypothesis.
We further assumethat thereexists a polynomialalgorithmthat candistinguishbetweenæ ç and ÿ ç for a random
binary tree.We will show that this algorithmcanbeusedto distinguishæ ç � ¤ and ÿ ç � ¤ or canbeusedto solve the
2-partyDDH problem.

Considerthefollowing:

æ ç ¡�CFG Ü!T ÊbÝ¦G�Þ ; � fÌt û f�Ñ û P f Ü!T ÊbÝ¦G�Þ ; � fÌt ü f�Ñ ü P f�I�Ôåä × ¯� f�I�Ôåä × ¯� f�s PÀ ç ¡�CFG Ü!T ÊbÝ¦G�Þ ; � fÌt û f�Ñ û P f Ü!T ÊbÝ¦G�Þ ; � fÌt ü f�Ñ ü P f�I � f%I|Ô ä × ¯� f�s P
� ç ¡�CFG Ü!T ÊbÝ¦G�Þ ; � fÌt û f�Ñ û P f Ü!T ÊbÝ¦G�Þ ; � fÌt ü f�Ñ ü P f�I � f%I ��� f�s P
� çN¡�CFG Ü!T ÊbÝ¦G�Þ ; � fÌt<û�f�ÑLû P f Ü!T ÊbÝ¦G�Þ ; � fÌt<ümf�ÑLü P f�I � f%I ��� f%I ����� Pÿ ç ¡�CFG Ü!T ÊbÝ¦G�Þ ; � fÌt û f�Ñ û P f Ü!T ÊbÝ¦G�Þ ; � fÌt ü f�Ñ ü P f�I � f%I|Ôåä × ¯± f%I � Ôåä × ¯± P
è ç ¡�CFG Ü!T ÊbÝ¦G�Þ ; � fÌt û f�Ñ û P f Ü!T ÊbÝ¦G�Þ ; � fÌt ü f�Ñ ü P f�I�Ôåä × ¯� f�I�Ôåä × ¯� f%I|Ôåä × ¯� Ôåä × ¯� P

Sincewe candistinguishæ[ç and èHç in polynomialtime, we candistinguishat leastoneof: ( æ[ç , À ç ), (
À ç , � ç ),

(
� ç , � ç ), (

� ç , ÿpç ), or ( ÿpç , èHç ).
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– æ ç and
À ç : Supposewe can distinguish æ ç and

À ç in polynomial time. We will show that this distinguisher�	��
 ä canbe usedto solve DTGDH problemwith height Þ ; � . SupposeWe want to decidewhether © ùç � ¤ CG Ü�T ÊbÝ¦G�Þ ; � f�t ù f�Ñ ù P fÌ� ù P is aninstanceof DTGDH problemor � ù is a randomnumber. To solve this,wegenerate
anothertree Ñ ù ù of height Þ ; � with distribution t ù ù . Notethatwe know all secretandpublic informationof Ñ ù ù .
Using © ùç � ¤ and G�Ñ ù ù fÌt ù ù P , we generateadistribution:

© ùç C1G Ü�T ÊbÝ¦G,Þ ; � fÌt ù�fÌÑ[ù P f Ü�T ÊbÝ¦G,Þ ; � fÌt ù ù�fÌÑpù ù P f%I ��� f�I�Ô } ç � ¤ Ù � � � Ù � � � � fÌs P
where s VL§ B . Now we put © ùç asinput of �
��
 ä . If © ùç is an instanceof æ ç (

À ç ), then © ùç � ¤ is an instanceofè ç � ¤ ( æ ç � ¤ ) by Proposition4.
–
À ç and

� ç : Supposewecandistinguish
À ç and

� ç in polynomialtime.Wewill show thatthisdistinguisher�	
�� äcanbeusedto solveDTGDH problemwith height Þ ; � . SupposeWewantto decidewhether© ùç � ¤ C1G Ü!T Ê�Ý�G�Þ ;� fÌt ù fÌÑ ù P fÌ� ù P is an instanceof DTGDH problemor � ù is a randomnumber. To solve this, we generateanother
tree Ñ ù ù of height Þ ; � with distribution t ù ù andchoose� ù ù VL§ B . As beforewe know all secretandpublic
informationof Ñ ù ù . Using © ùç � ¤ and G�Ñ ù ù fÌt ù ù P , wegeneratea distribution:

© ùç C1G Ü�T ÊbÝ¦G,Þ ; � fÌt ù ù fÌÑ ù ù P f Ü�T ÊbÝ¦G�Þ ; � fÌt ù fÌÑ ù P f%I ��� � f�I ��� fÌs P
where s V § B . By Proposition4, � ù ù is randomanduniform in B . Now we put © ùç asinput of � 
�� ä . If © ùç is an
instanceof

À ç (
� ç ), then © ùç � ¤ is aninstanceof è ç � ¤ ( æ ç � ¤ ) by Proposition4.

–
� ç and

� ç : Supposewe candistinguish
� ç and

� ç in polynomial time. Then,this distinguisher� ��� ä canbe
usedto solve the 2-partyDDH problemin group B . Note that I � f%I ��� areindependentvariablefrom Ü!T Ê�Ý�G�Þ ;� fÌt<û�fÌÑLû P and Ü!T ÊbÝ¦G,Þ ; � f�t<üWf�ÑLü P . Supposewe want to testwhether G�I��	f%I���f�I�� P is a DDH triple or not. To
solve this,we generatetwo key treesÑ�¤ and Ñ { of height Þ ; � with distributions t�¤ and t { , respectively. Now
we generateanew distribution:

© ùç CFG Ü!T ÊbÝ¦G�Þ ; � fÌt�¤bfÌÑ�¤ P f Ü!T ÊbÝ¦G�Þ ; � fÌt { fÌÑ { P f�I � f�I � f�I � P�@
If © ùç is aninstanceof

� ç (
� ç ), then G�I � f�I � f%I � P is a valid (invalid) DDH triple.

–
� ç and ÿpç : Supposewe candistinguish

� ç and ÿpç in polynomial time. We arguethat this distinguisher� ��� äcanbe usedto solve DTGDH problemwith height Þ ; � . SupposeWe want to decideif © ùç � ¤ C G Ü�T ÊbÝ¦G,Þ ;� fÌt ù fÌÑ ù P fÌ� ù P is aninstanceof DTGDH problemor � ù is arandomnumber. To solvethis,wegenerateanothertreeÑ ù ù of height Þ ; � with distribution t ù ù . As before,weknow all secretandpublic informationof Ñ ù ù . Using © ùç � ¤and G�Ñ ù ù f�t ù ù P , we generatea distribution:

© ùç C1G Ü�T ÊbÝ¦G,Þ ; � fÌt ù fÌÑ ù P f Ü�T ÊbÝ¦G,Þ ; � fÌt ù ù fÌÑ ù ù P f�I � � f�I � � � f�G�I � � P � � � PC1G Ü�T ÊbÝ¦G,Þ ; � fÌt ù�fÌÑ[ù P f Ü�T ÊbÝ¦G,Þ ; � fÌt ù ù�fÌÑpù ù P f�I ��� f�I ��� � f�I ������� � P
where � ù ù VL§ B . Sincewe generate� ù ù , we cancomputeG�I ��� P ��� � . Now we put © ùç asinput of �
��� ä . If © ùç is an
instanceof

� ç ( ÿ ç ), then © ùç � ¤ is aninstanceof è ç � ¤ ( æ ç � ¤ ) by Proposition4.
– ÿ ç and è ç : Supposewecandistinguishÿ ç and è ç in polynomialtime.We will show thatthisdistinguisher�
��� äcanbe usedto solve DTGDH problemwith height Þ ; � . Supposewe want to decideif © ùç � ¤ C G Ü�T ÊbÝ¦G�Þ ;� fÌt ù fÌÑ ù P fÌ� ù P is aninstanceof DTGDH problemor � ù is arandomnumber. To solvethis,wegenerateanothertreeÑ ù ù of height Þ ; � with distribution t ù ù . Again, we know all secretandpublic informationof Ñ ù ù . Using © ùç � ¤and G�Ñ ù ù f�t ù ù P , we generatea distribution:

© ùç CDG Ü�T ÊbÝ¦G�Þ ; � fÌt ù fÌÑ ù P f Ü�T ÊbÝ¦G,Þ ; � fÌt ù ù fÌÑ ù ù P f�I ��� f�I Ô } ç � ¤ Ú � � � Ù � � � � f�G�I ��� P Ô } ç � ¤ Ú � � � Ù � � � � PCDG Ü�T ÊbÝ¦G�Þ ; � fÌtãù�fÌÑpù P f Ü�T ÊbÝ¦G,Þ ; � fÌt ù ù�fÌÑpù ù P f�I ��� f�I�Ô } ç � ¤ Ú � � � Ù � � � � f�I ��� Ô } ç � ¤ Ú � � � Ù � � � � P
where � ù V § B . Since � ù is given,we cancomputeG�I ��� P Ô } ç � ¤ Ú � � � Ù � � � � . Now we put © ùç asinput of � ��� ä . If © ùç
is aninstanceof ÿpç ( èHç ), then © ùç � ¤ is aninstanceof èHç � ¤ ( ænç � ¤ ) by Proposition4.
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A.3 Group KeySecrecy

Beforeconsideringthegroupkey secrecy, we briefly examinekey freshness.Every groupkey is fresh,sinceat least
onememberin thegroupgeneratesits randomkey shareuniformly for every membershipchange10. Theprobability
thatnew groupkey is sameasany old groupkey is negligible dueto bijectivenessof G,A�lmh P function.

We notethattheroot (group)key is neveruseddirectly for thepurposesof encryption,authenticationor integrity.
Instead,special-purposesub-keys arederived from the root key, e.g.,by applying a cryptographicallysecurehash
functionto theroot key, i.e. � G�h!��ªeø : ��Êbs P is usedfor suchapplications.

As discussedin Section3, decisionalgroupkey secrecy is moremeaningfulif sub-keys arederivedfrom a group
key. Decisionalgroupkey secrecy of TGDH protocolis somewhatrelatedto DTGDH assumptionmentionedin Sec-
tion A.2. Thisassumptionensuresthatthereis no informationleakageotherthatpublic blindedkey informations.

Wecanalsoderivethesub-keysbasedonShoup’shedge[32]: Computethekey as � G�h	��ªeø : ��Êbs P�� � G�h	��ªeø : ��Êbs P
where � is a randomoracle.It follows that in addition to the security in the standardmodel basedon DTGDH
assumption,thederivedkey is alsosecurein therandomoraclemodel[9] basedon ComputationalTree-basedGroup
Diffie-Hellmanassumption.

A.4 Key Independence

Wenow giveaninformalproof thatTGDH satisfiesforwardandbackwardsecrecy, or equivalentlykey independence.
In orderto show thatTGDH provideskey independence,weonly needto show thattheviewof theformer(prospective)
memberto thecurrenttreeis exactly sameastheview of thepassive adversaryrespectively, sincethis shows that the
advantageof theformer(prospective)memberis sameasthepassiveadversaryandby Theorem7.

We first considerbackward secrecy, which statesthat a new memberwho knows the currentgroupkey cannot
derive any previous groupkey. Let ! Ð ý ¤ be the new member. The sponsorfor this join event changesits session
randomand,consequently, previousroot key is changed.Therefore,the view of ! Ð ý ¤ with respectto theprior key
treeis exactly sameasthe view of anoutsider. Hence,the new memberdoesnot gainany advantagecomparedto a
passiveadversary.

Thisargumentcanbeeasilyextendedto themergeof two or moregroups.Whenamergehappens,sponsorin each
treechangesits sessionrandom.Therefore,eachmember’sview onothermember’s treeis exactlysameastheview of
a passive adversary. This shows that thenewly mergedmemberhasexactly sameadvantageaboutany of theold key
treeasa passiveadversary.

Now we considerthe forward secrecy, meaningthat a passive adversarywho knows a contiguoussubsetof old
groupkeys cannotdiscover subsequentgroupkeys. Here,we considerpartitionandleave at thesametime. Suppose
!#" is a former groupmember. Whenever subtractive event happens,a sponsorrefreshesits sessionrandom,and,
therefore,all keys known to leaving memberswill bechangedaccordingly. Therefore,!#" ’s view is exactly sameas
theview of thepassiveadversary.

ThisprovesthatTGDH providesdecisionalversionof key independence.

10 Recall that insider attacksare not our concern.This excludesthe casewhen an insider intentionally generatesnon-random
number.

32


