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Abstract. Secureandreliablegroupcommunicatioris an active areaof researchlts popularityis causedoy the
growing importanceof group-orientedandcollaboratve applicationsThe centralresearctchallenges secureand
efficient group key managementWhile centralizedmethodsare often appropriatefor key distribution in large
multicast-stylegroups,mary collaboratve groupsettingsrequiredistributedkey agreementechniquesThis work
investigatesa novel groupkey agreemenapproachwhich blendsso-calledkey treeswith Diffie-Hellmankey ex-
changelt yieldsa secureprotocolsuite(TGDH) thatis both simpleandfault-tolerant Moreover, the efficiengy of
TGDH appreciablysurpassethatof prior art.

1 Intr oduction

Fault-tolerantscalableandreliablecommunicatiorserviceshave becomeritical in moderncomputing An important
andpopulartrendis to corvert traditional centralizedserviceqe.g.,file sharing,authenticationyweb, andmail) into
distributedservicespreadacrossnultiple systemandnetworks.Many of thesenewly distributedandotherinherently
collaboratve applicationge.g.,conferencingwhite-boardssharednstrumentsand command-and-contra@ystems)
needsecurecommunicationHowever, experienceshavs thatsecuritymechanismé$or collaboratve anddynamicpeer
groupstendto be both expensve andunexpectedlycomple. In thatregard,dynamicpeergroupsarevery different
from non-collaboratie,centrallymanagedpne-to-mam (or few-to-mary) broadcasgroupssuchasthoseencountered
in Internetmulticast.

Dynamic Peer Groups (DPGs)arecommonin mary layersof the network protocolstackandmary application
areasof moderncomputing.Examplesof DPGsincludereplicatedseners (suchasdatabaseweb, time), audioand
video conferencingand, more generally applicationssupportingcollaboratie work. In contrastto large multicast
groups DPGstendto berelatively smallin size,ontheorderof hundrednembersLargergroupsareharderto control
on a peerbasisand are often organizedin a hierarchy DPGstypically assumea mary-to-mary (or, equivalently,
ary-to-ary) communicatiorpatternratherthanone-to-mam patterncommonof largerhierarchicalgroups.

Despitetheir relatively smallnumber groupmembersn a DPG may be spreadthroughouthe Internetand must
be ableto dealwith arbitrary partitionsdueto network failures,congestionandhostile attacks.In essencea group
canbe split into a numberof disconnectegartitionseachof which mustpersistandfunctionasanindependenpeer
group.

Securityrequirementn collaboratve DPGspresenteveralinterestingesearctthallengesin this paperwefocus
onsecureandefficientgroup key management The goalof groupkey managemeris to setup andmaintainashared
secretkey amongthe groupmemberslt senesasacornerstondor otherDPG securityservices.

1.1 Group KeyManagement

Thereareseveralfundamentallydifferentapproacheo groupkey management peergroups.
Oneapproactrelieson a singleentity (calleda key sener) to generatekeys anddistribute themto the group.We
referto it ascentralized group key distrib ution. Essentiallya key sener maintaindong-termsharedkeys with each

* An earlyversionof this paperhasappearedin part,in [21].



group memberin orderto enablesecuretwo-party communicatiorfor the actualkey distribution. Oneform of this
solutionusesa fixed trustedthird party (TTP) asthe key sener. This approachhastwo problems:1) TTP mustbe
constantlyavailable,and2) TTP mustexist in every possiblesubsebf agroupin orderto supportcontinuedoperation
in theeventof network partitions.Thefirst problemcanbe addressewvith fault-toleranceandreplicationtechniques.
Theseconds impossibleto solve in a scalableandefficient mannerWe note,however, thatthe centralizedapproach
works well in one-to-mag multicastscenariossincea TTP (or a setthereof)placedat, or very near the source
of communicationcan supportcontinuedoperationwithin an arbitrary partition as long asit includesthe source.
Typically, one-to-mag settingsonly aimto offer continuedoperationwithin asinglepartitionthatincludesthesource.
Whereasmary-to-mary ervironmentsmustoffer continuedoperationin anarbitrarynumberof partitions.

Anotherapproach- calleddecentralizedgroup key distrib ution — involvesdynamicallyselectinga groupmem-
berto generatanddistributekeysto othergroupmembersThis approachs morerobustand,thus,moreapplicableto
mary-to-mary groupssinceary partition cancontinueoperationby electinga key sener. The drawbackis that,asin
the TTP caseakey senermustestablisHong-termpairwisesecurechannelswith all currentgroupmembersn order
to distribute groupkeys. Consequentlyeachtime a new key senercomesinto play, significantcostsmustbeincurred
to setup thesechannelsAnotherdisadwantageagainasin the TTP casejs therelianceon a singleentity to generate
good(i.e., cryptographicallystrong,random)keys.

In contrasto theabove approaches;ontributory groupkey managementequireseachgroupmembeto contribute
anequalshareto the commongroupkey (which is thencomputedasa function of all members’contributions).This
avoids the problemswith the centralizedrustandthe single point of failure. Moreover, somecontributory methods
do not requirethe establishmenof pairwisesecretchannelsamonggroup membersOne significantproblemwith,
currentcontributory group key agreement?! protocolsis that they are not designedo toleratefailuresand group
membershipchangesduring execution.In particular nested(cascadedfailures, partitions and other group events
are not accommodatedThis is not surprisingsince most multi-round cryptographicprotocolsdo not offer built-in
robustnessvith the notableexceptionof protocolsfor fair exchangg6].

1.2 Overview

In this paper we focus on contributory groupkey agreementln doing so, we unify two importanttrendsin group
key managementl) key treesto efficiently computeand updategroupkeys and 2) Diffie-Hellmankey exchangeto
achieve provably secureandfully distributedprotocols.Our main resultis a simple,securefobustandefficient key
managemengolution,calledTGDH (Tree-base@roupDiffie-Hellman).

Organization: Therestof this paperis organizedasfollows. Section2 present®urassumptionandrequirements$or
thereliable groupcommunicatiorsystem.Section3 introducescryptographicrequirement®f our groupkey agree-
ment protocol and Section4 introducesnotationand terminology The actual protocolsare describedn Section5
followed by practicalaspectf the protocolin Section6. Section7 analyzesoth conceptuabndexperimentalpro-
tocol complexity. The summaryof relatedwork appearsn Section8. Finally, securityargumentof the proposed
protocolsareprovidedin AppendixA.

2 Group Communication and Group Key Agreement

As notedin the introduction,mary moderncollaboratve and distributed applicationsrequirea reliable group com-
municationplatform. The latter, in turn, needsspecializedsecuritymechanismso perform— amongotherthings—
groupkey managementThis dependeng is mutual since practicalgroupkey agreemenprotocolsthemselesrely
on the underlyinggroupcommunicatiorsemanticgor protocolmessagé#ransportandstrongmembershisemantics.
Implementingmulti-party and multi-round cryptographicprotocolswithout suchsupportis foolhardyas,in the end,
onewindsup reinventingreliablegroupcommunicatiortools.

In this sectionwe begin with a brief discussiorof reliablegroupcommunicationNext, we summarizethe rela-
tionshipbetweergroupmembershipventsandgroupkey managemenprotocolsandconcludewith the summaryof
desiredcryptographiqroperties.

1 We usetheterm”agreement, asopposedo "distribution”, to emphasizéhe contritutory natureof the key management.



2.1 Group Communication Semanticsand Support

Therearetwo commonlyusedstronggroupcommunicatiorsemanticsExtendedvirtual Synchrory (EVS)[25, 2] and
View Synchrory (VS) [19]. Bothguarante¢hat: 1) groupmemberseethe samesetof messagebetweertwo sequen-
tial groupmembershimvents,and,2) sendersrequestednessagerder(e.g.,FIFO, Causalor Total) is presered.VS
providesastricterservicewherea€VS implementationsregenerallymoreefficient.

The main differencebetweenEVS andVS is that EVS guaranteethat messageare deliveredto all receversin
thesamemembershigsexistedwhenthemessagvasoriginally sentonthenetwork. VS, in contrastpffersastricter
guaranteghat messagearedeliveredto all recipientsin the samemembershipsviewed by the senderapplication
whenit originally sentthemessage.

Providing the latter propertyrequiresan extra round of acknavledgmentmessagefrom all membersbeforein-
stalling a new membershipriew. This needfor acknavledgmentdictatesthat the groupsbe closed,only allowing
memberof the groupto sendmessageto it. However, the knowledgethata messagés receivedin the membership
the senderbelieved it was sentmakesimplementingsecuregroup communicationeasierbecausevery messages
encryptedvith the samekey asthereceverbelievesis currentwhenthe messagés deliveredto them.

An implementationof ary distributed fault-tolerantgroupkey agreemenprotocolrequiresVS. This is because
implementinggroup key agreemenpn top of EVS would requirethe key agreemenprotocol to incorporateand
implementsemanticgdenticalto thoseof VS in orderto correctlykeepstateof which messagewere sentin which
key epod. (Intuitively, this is becausemembershigventsare unpredictableand eachtriggersan instanceof a key
agreemenprotocol. Thus,multiple key agreemenprotocolscanoverlapin time andcausenstability unlesssignificant
amountbof stateis keptwithin thekey agreemenprotocolimplementation.Jror thisreasonthereis no particularbenefit
to building key agreementntop of EVS semantics.

Theissuessurroundingmplementatiorof key agreemenin dynamicpeergroupsareaddressedh detailin [3].
Suffice it to saythat,in the contet of this paper we requirethe underlyinggroup communicatiorto provide View
Synchrory (VS). However, we stresghat VS is neededor the sale of fault-toleranceandrobustnessthe securityof
our protocolsis in noway affectedby thelack of VS.

2.2 Group Membership Events

A comprehensie groupkey agreemensolutionmusthandleadjustment$o groupsecretsubsequenb all member
shipchangeoperationsn the underlyinggroupcommunicatiorsystem.

We distinguishamongsingle and multiple memberoperations Single memberchangesnclude memberjoin or
leave. Leave occurswhena memberwants(or is forced)to leave a group. While theremight be differentreasons
for memberleave — suchasvoluntaryleave, involuntarydisconnecor forced expulsion— we believe thatgroupkey
agreemenmustonly provide thetoolsto adjustthegroupsecretandleave therestupto thehigherlayer(application-
dependentyecuritymechanisms.

Multiple memberchangeganalsobe additive andsubtractve. We referto the formeroperationasgroup merge,
in which casetwo or moregroupsmergeinto asinglegroup.Wereferto thelatterasgroup partition , wherebyagroup
is splitinto smallergroups.A grouppartitioncantake placefor severalreasongwo of which arefairly common:

1. Network failure — a network event causedisconnectiorwithin the group. Consequentlya groupis split into
fragmentssomeof which aresingletonsvhile others(thosethatmaintainmutualconnectvity) aresub-groups.

2. Explicit (application-drven) partition — the applicationdecidesto split the group into multiple componentsor
excludemultiple membersatonce.

Similarly, agroupmeigebe eithervoluntaryor involuntary:

1. Network fault heal— a network event cause9reviously disconnectedetwork partitionsto reconnectConse-
quently groupson all sides(andtheremight be morethantwo sides)of anerstwhilepartitionarememedinto a
singlegroup.

2. Explicit (application-drven) memge — the applicationdecidesto memge multiple pre-&isting groupsinto a single
group.(The caseof simultaneousnultiple-membeidditionis notcovered.)

At thefirst glance,eventssuchasnetwork partitionsandfault healsmight appeaiinfrequentanddealingwith them
might seema purely academiexercise.In practice however, sucheventsarecommondueto network misconfigura-
tionsandrouterfailures.In [25], Moseretal. offer somecompellingargumentsn supportof theseclaims.We consider
copingwith grouppartitionsandmergesto be a crucialcomponentf groupkey agreement.



In additionto the aforementioneadnembershipperationsperiodicrefreshe®of groupsecretsareadvisablesoas
to limit theamountof ciphertet generateavith the samekey andto recoverfrom potentialcompromise®f members’
contributionsor prior sessiorkeys.

3 Cryptographic Properties

Oneof the mostimportantsecurityrequirement®f groupkey agreemenis calledkey freshnessA key is freshif it
canbeguaranteedo be new, asopposedo possiblyanold key beingreusedanadwersary

Furthermoreasessiorkey shouldbeknown only to theinvolvedparties We cannow definefour importantsecurity
propertief groupkey agreement:

Definition 1. Assumethat a group key is changedm times and the sequenceof successie group keys is £ =
{Ko,..., Km}

1. Group Key Secrecyguaranteethatit is computationallyinfeasiblefor apassive adwersaryto discoverary group
key K; € K for all .

2. Forward Secrecy guaranteeshat a passie adwersarywho knows a contiguoussubsetof old group keys (say
{Ky, K1, ..., K;}) cannotdiscoverary subsequergroupkey K for all i andj wherej > i.

3. Backward Sectecy guaranteeghat a passve adwersarywho knows a contiguoussubsetgroup keys (say
{K;, Ki+1, ..., K;}) cannotdiscover precedinggroupkey K for all I, j, k wherel < i < j.

4. KeyIndependenceguaranteethata passie adversarywho knows a propersubsebf groupkeys K ¢ K cannot
discoverary othergroupkey K € (K — K).

The relationshipamongthe propertiesis intuitive. Either of Backward or Forward Secrey subsumessroup Key
Secreg andKey Independencsubsumeshe rest. Also, the combinationof Backward and Forward Secreg forms
Key Independence.

Our definition of groupkey secrey allows partial leakageof information. Therefore jt would be moredesirable
to guaranteg¢hatary bit of the groupkey is unpredictableFor this reasonwe prove a decisionalersionof groupkey
secrey in AppendixA. In otherwords,decisionalversionof groupkey secreg guaranteethatit is computationally
infeasiblefor a passve adwersaryto distinguish ary groupkey K; from randomnumber

Ourdefinitionsof BackwardandForward Secreg arestrongetthanthosetypically foundin theliterature.Thetwo
areoftendefined(respectiely) as[34,27]:

— Previously usedgroupkeys mustnotbediscoveredby new groupmembers.
— New keys mustremainout of reachof formergroupmembers.

Thedifferencds thattheadwersaryhereis assumedo beacurrentor aformergroupmemberOur definitionaddition-
ally includesthe casef inadwertentlyleaked or otherwisecompromisedyroupkeys. We referto the above asWeak
Forward Secreg andWeakBackward Secreg, respectiely.

In this paperwe do not assumekey authenticatioraspartof the groupkey managemenprotocols.All communi-
cationchannelsare public but authentic.The latter meansthat all messagearedigitally signedby the senderusing
somesufficiently strongpublic key signaturemethodsuchasDSA or RSA.

In this paperwe do not consider(implicit or explicit) key authenticatioras part of the group key management
protocols.All communicatiorchannelsare public but authentic.This meansasdiscussedaterin the paper thatall
messagearedigitally signedby the sendemsinga sufiiciently strongpublic key signaturemethod,suchasDSA or
RSA. Consequentlyour securitymodelis differentfrom the recentresearctj12,13] that doesnot assumeauthentic
channel.Furthermore gachmessagéncludes:the protocolidentifier (TGDH), the event type identifier (i.e., JOIN,
LEAVE, etc.),the protocolsequencaumber(or key epoch)andthe senders timestampAll receversarerequiredto
verify signatureon all receved messageandcheckthe aforementionedields. Sinceno long-termsecretsor other
keys areusedfor encryptionwe arenot concernedvith PerfectForward Secreg (PFS)sinceit is achievedtrivially.



4 Notation and Definitions

We usethefollowing notation:

N |numberof protocolparties(groupmembers)
C setof currentgroupmembers

L |setof leaving members

J  |setof newly joining members

M; |i-thgroupmemberi € {1,...,N}

h heightof atree

(I,v) |v-th nodeatlevel I in atree

T; |M;'sview of thekey tree

ZIA“,- M;’s modifiedtreeaftermembershipperation
T,5)|A subtreerootedat node(i, j)

BK}|setof M;'sblindedkeys

p,q |primeintegers

Qa exponentiatiorbase

Key treeshave beensuggestedn the pastfor centralizedgroupkey distribution systemsThe seminalwork of
Wallner et al. [36] is the earliestsuch proposal.One of the main featuresof our work is the use of key treesin
fully distributed contributory key agreementFigure 1 shavs an exampleof a key tree. The root is locatedat level
0 andthe lowestleaves are at level h. Sincewe usebinary trees? every nodeis either a leaf or a parentof two
nodes.The nodesaredenoted(/,v), where0 < v < 2! — 1 sinceeachlevel I hostsat most2! nodes® Eachnode
(I,v) is associatedvith the key K,y andthe blindedkey (bkey) BK ., = f(K.,)) wherethe function f()
is modularexponentiatiorin prime ordergroups,i.e., f(k) = o* mod p (analogouso the Diffie-Hellmanprotocol).
Assumingaleafnode(l, v) hostshemember);, thenode(l, v) hasM;'ssessiomandomkey K .. Furthermorethe
memberM; atnode(l, v) knows every key alongthe pathfrom (I, v) to (0, 0), referredto asthe key-pathanddenoted
KEY}. In Figurel, if amemberM, ownsthetreeTs, then M, knowseverykey {K s 1y, K20y, K (1,05, K(o,0y} I
KEY; = {(3,1),(2,0),(1,0),(0,0)} andevery bkey BK5 = {BK 0y, BK(1,0),---,BK 37} onT,. Everykey
K .,y is computedecursvely asfollows:

K(l,v) = (BK<I+1’2U+1>)K(H-1,ZU) modp
= (BK (141,20)) ¢+2*+» mod p
<+ ) >

— aK(l+1,2'u)K(l+1,2u+1) modp
= f(K (41,200 K(141,20+1))

Computingakey at{l, v) requiregheknowledgeof thekey of oneof thetwo child nodesandthebkey of theotherchild
node.K gy attherootnodeis thegroupsecretsharedoy all membersWe stresspnceagain,thatthis valueis never
usedasa cryptographidkey for the purposeof encryption,authenticatioror integrity. Instead suchspecial-purpose
sub-leys are derived from the group secret,e.qg., by setting Kgroup = hp(K(9,0y) Whereh,, is a cryptographically
stronghashfunctionuniquelyindexedwith the purposedenitifer p, e.g.,encryption.

Forexamplejn Figurel, M, cancomputeX ; gy, K1 0y andK g gy USINGBK (3 gy, BK 2,1y, BK 1,1y, andK 3 1.
Thefinal groupkey K g q) is:
(am8(aT172)) (gra(a"37))

Ko,0) = @

To simplify subsequenprotocoldescriptionwe introducethe termco-path denotedasC O}, which is the setof
siblingsof eachnodein the key-pathof member};. For example,the co-pathC O3 of memberi/, in Figurel is
thesetof nodes{(3,0), (2, 1), (1,1)}. Consequentlyevery memberM; atleafnode(l,v) canderive thegroupsecret

K 0,0y from all bkeys ontheco-pathC'O} andits sessiomrandomkK ; .

2 Note thatthe treeneedsto be binary, sinceour protocolusesthe two-party Diffie-Hellmankey exchangeto derive a nodekey
from the contritution of thetwo children.

% Eventhoughthekey treeis not balancedwe assume perfectlybalancedreefor nodenumbering Thus,anodes (I, v) left and
right childrenhave indexes(l + 1, 2v) and(l + 1, 2v + 1), respectiely.



Fig. 1. Notationof akey tree

5 TGDH Protocols

In this sectionwe introducethe four basic protocolsthat form the TGDH protocol suite: join, leave, memge, and
partition. All protocolssharea commonframevork with thefollowing notablefeatures:

— Eachgroupmembercontributesanequalshareto the groupkey. The key is computedasa functionof all current
groupmembersshares.

— Eachshareis secref(privateto eachgroupmember)andis neverrevealed.

— Asthegroupgrows, new members'sharesarefactorednto the groupkey and,uponeachnenv membersjoining,
oneof theold membershangests share.

— Asthegroupshrinks,departingnemberssharesreremovedfrom the new groupkey, andatleastoneremaining
memberchangests key sharé.

— All protocol messagesire signed,timestampedsequence-numberezhd type-identifiedby the sender;as dis-
cussedattheendof Section3. (We useRSA for messagsigningsincethe numberof receversis greatetthanthe
numberof senders)

After every membershipchange all remainingmembersindependentlyupdatethe key tree structure.Sincewe
assumehat the underlyingcommunicationsystemprovidesview syndrony (seeSection2), all memberswvho cor-
rectly executethe protocol,recomputddenticalkey treesafterany membershipvent. The following is the minimal
requirementor computingthe groupkey:

Proposition2. A groupkey canbe computedromany members secet shae (i.e., any leaf value)andall bkeyson
the co-pathto theroot.

It is easyto seethat knowledgeof its own secretshareandall sibling bkeys on the pathto the root enablesa
memberto computeall intermediatekeys on its key-path,including the root groupkey. Thisis similar to othertree-
basedschemeg38,36] whereeachmemberis requiredto know all keys on the path from itself (leaf) to the root.
Although not strictly necessaryor computinggroupkey, our protocolalsorequireseachmemberto know all bkeys
in theentirekey tree.As will beseenbelow, this makesthehandlingof futuremembershighangesnoreefficientand
robust.

As partof theprotocol,agroupmembercantake onaspeciakponsor rolewhichinvolvescomputingintermediate
keys and broadcastingo the group. Each broadcastednessageontainsthe senders view of the key tree which
containseachbkey known to the sender(We stresghatintermediatekeys arenever broadcasted!\ny membeiin the
groupcanunilaterallytake on this responsibility dependingon the type of membershifvent.In somecasessuchas
a partitionevent, multiple sponsorsnight beinvolved.

4 This preventsthe groupfrom reusingold keys. For example,if amemberoins andimmediatelyleaves,the groupkey would be
the samebeforethe join andafter the leave. Although, in practice this is not alwaysa problemandmight even be a desirable
featurewe chooseo erronthesideof cautionandchangehekey. In moreconcreteerms,changinghekey uponall membership
changegpresereskey independenc§g4,7].



In caseof an additive change(join or memge), all group membersidentify a unique sponsor This sponsoris
responsibldor updatingits secretkey share.computingaffected[key, bkey] pairsandbroadcastingll bkeys of the
new treeto the restof the group. The commoncriteriafor sponsorselectionis determinedoy the tree maintenance
stratgy describedn Section5.6. We emphasizefrom the outsetthatsponsoiis not a privilegedentity: its only task
is theupdatingandbroadcastingf treeinformationto thegroup.

In responseo a subtractve membershipchange(leave or partition), all membersupdatethe treein the same
manner Sincethe caseof partition subsumeshe caseof a singleleave, we discusst in moredetail. Grouppartition
resultsin a smallertreesincesomeleaf nodesdisappearAs a result,somesubtreesacquirenew siblings;therefore,
new intermediatekeys and bkeys mustbe computedthrougha Diffie-Hellmanexchangebetweenthe new siblings
sub-treesThecomputatiorproceedsn abottom-upfashionwith eachmembercomputingkeys andbkeys until either:
1)it blocksdueto adependengonanew sibling bkey thatit doesnotyetknow, or 2) it computeghenew root (group)
key. If amembeiblockswithoutcomputingany new keys, it doesnothing.Otherwisejt broadcastss view of thekey
treewhich includesthe newvly computedokeys. This processs repeatedat mosth timeswhereh is the heightof the
tree,i.e., until all remainingmembersomputethe new groupkey.

5.1 TGDH Membership Events

As discussedn Section2, a groupkey agreemenmethodneedsto provide key adjustmenfprotocolsto copewith
membershighangesTGDH includesprotocolsin supportof thefollowing operations:

Join:anew membelis addedto the group

Leave: amembelis removedfrom the group
Merge:agroupis memgedwith the currentgroup
Partition: a subsebf membersaresplit from thegroup
Key refreshithegroupkey is updated

Before turning our attentionto the actual protocolswe stressthat, while a comprehensie protocol suite must
addressll typesof key adjustmenbperationsthegenerabolicy (or case-by-casdecisionsyegardingif andwhento
changeagroupkey is theresponsibilityof the applicationand/orthe groupcommunicatiorsystem.

Thefollowing sectiong5.2—5.5), presenthe four protocols.In eachsection,we assumehatevery membercan
unambiguouslydetermineboth the sponsorsaandthe insertionlocationin the key tree(in caseof an additive event).
Laterin Section5.6, we will explain how this works. Note thatthe key refreshoperationcanbe considered special
caseof leave without ary membersactuallyleaving thegroup.

5.2 Join Protocol

We assumehegrouphasn members{M;, ..., M,}. Thenew memberM,,; initiatestheprotocolby broadcasting
join requesmessagéhatcontainsts own bkey BK (g oy. This messagés distinctfrom ary JOIN messagegenerated
by the underlyinggroup communicatiorsystem,although,in practice,the two might be combinedfor efficiency’s
sale.

Eachcurrentmemberrecevesthis messageanddetermineghe insertionpoint in thetree. The insertionpointis
the shallavestrightmostnode,wherethe join doesnot increasethe heightof the key tree.Otherwise|f the key tree
is fully balancedthe nev memberjoins to the root node.The sponsoris the rightmostleaf in the subtreerootedat
theinsertionnode.Next, eachmembercreatesa new intermediatenodeanda new membemode,and promotesthe
new intermediatenodeto bethe parentof boththeinsertionnodeandthe nev membemode.After updatingthetree,
all membersexceptthe sponsorplock. The sponsomproceedgo updateits shareand computethe new groupkey; it
candothis sinceit knows all necessarpkeys. Next, the sponsoibroadcastthe new treewhich containsall bkeys. All
othermembersipdatetheir treesaccordinglyandcomputethe new groupkey (seeProposition2).

It might appeamwastefulto broadcasthe entiretreeto all memberssincethey alreadyknow mostof the bkeys.
However, sincethe sponsomeedsto senda broadcastmessagéeo the groupanyhow, it might aswell include more
informationwhich is usefulto the new memberthussaving oneunicastmessagéo the new member(which would
have to containthe entiretree).

Figure3 shavsanexampleof memberi/, joining agroupwherethesponso(3) performsthefollowing actions:

1. renamesode(1,1) to (2, 2)



Stepl: Thenev memberbroadcastsequesfor join.

— T
Mpi1 BKg,gy=a"n+t N C={M,..., My}

Step2: Every member
e updatekey treeby addingnev membemodeandnew intermediatenode,
o removesall keys andbkeys from theleaf noderelatedto the sponsotto therootnode.
ThesponsorM additionally
e generatesew shareandcomputesll [key, bkey] pairson the key-path,
. broadcastﬂpdatedreeﬁ includingonly bkeys.

~

CU{Mn+1}={M1,...,Mn+1} y TS(BK:) MS
N

Step3: Every membercomputeghe groupkey usingﬁ .

Fig. 2. JoinProtocol
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Fig. 3. Treeupdatejoin




2. generates new intermediatenode(1, 1) andanew membemode(2, 3)
3. promoteg(1, 1) asthe parentnodeof (2, 2) and(2, 3)

Sinceall memberknow BK 3y and BK ; o), M3 cancomputethe new groupkey K g ). Every othermemberalso
performsstepl and 2, but cannotcomputethe groupkey in the first round.Uponreceving the broadcastedbkeys,
every membercancomputethe new groupkey.

Overalljoin operationrequires2 roundsand3 messageto finish. Numberof modularexponentiations depends
onthejoining point,which strand€rom 6 to 3k — 3 whereh is the heightof theresultingkey tree.Oneof theexample
that costsmostis whenthe new memberjoins to the leaf nodeof a balancedree.In this case the sponsorhasto
perform2h — 2 modularexponentiationgto computeh — 1 keys andblindedkeys each)andothermembershave to
computeat mosth — 1 keys. Minimum numberof mudularexponentiatioris achievedwhenleft or right subtreeof the
rootnodehassinglenodelik e theexampleabove.n thiscasethesponsoneeddo compute4 modularexponentiations
andothermemberseedto computeat most2 modularexponentiations.

5.3 LeaveProtocol

Onceagain,we startwith n membersandassumehat memberi/; leavesthe group.The sponsoiin this caseis the
rightmostleaf nodeof the subtreerootedat the leaving members sibling node.First off, asshavn in Figure4, each
memberupdatests key treeby deletingthe leaf nodecorrespondingo M. Theformersibling of M, is promotedto
replaceM,’s parentnode.The sponsorgenerates new key share computesall [key, bkey] pairson the key-pathup
to theroot, andbroadcastshe new setof bkeys. This allows all membergo computethe new groupkey.

Looking at the settingin Figure5, if memberM; leavesthe group,every remainingmemberdeletes(1,1) and
(2,2). After updatingthe tree, the sponsor(Ms) picks a new shareK , sy, recomputes; 1y, Ko 0y, BK 2,3y and
BK 1y, andbroadcastiheupdatedreefg with BK¥. Uponreceving thebroadcasimessageall membersompute
the groupkey. Note that M3 cannotcomputethe group key, thoughit knows all the bkeys, becausets shareis no
longerpartof thegroupkey.

Oneroundandone messagearerequiredto completea leave protocol. The numberof modularexponentiation
dependsn the locationof the leaving memberandtree structure.lts upperboundis 3k — 3 if all [key, bkey] pairs
onthekey-pathof thedeepeshodeneedto be recomputedWheneitherleft or right subtreehassinglenodeandit is
thesponsol(i.e. for example,its sibling leavesthe group),3 modularexponentiationarerequired(two by the sponsor
andoneby all othermembers).

5.4 Partition Protocol

Assumethata network faultcauses partitionof then-membemgroup.Fromtheviewpoint of eachremainingmembey
this eventappearsasa concurrentieave of multiple membersThe partition protocolis involves multiple rounds;it
runsuntil all membersomputethe new groupkey.

In the first round, eachremainingmemberupdatests tree by deletingall partitionedmembersaswell astheir
respectie parentnodesand“compacting”thetree. The proceduréas asfollows:

All leaving nodesaresortedby depthorder Startingat the deepestevel, eachpair of leaving

siblingsis collapsednto its parentwhich is thenmarked asleaving. This nodeis re-inserted
into theleaving nodesdlist. The above is repeatedintil all leaving nodesare processedi,e.,

thereareno moreleaving nodesthatcanbe collapsed.

Theresultingtreehasa numberof leaving (leaf) nodeshut every suchnodehasa remaining
sibling node.Now, for eachleaving nodewe identify a sponsorusingthe samecriteria as
describedn Section5.3.

Eachsponsomow computeskeys and bkeys on the key-pathasfar up the tree as possible.Then,eachsponsor
broadcastshe setof new bkeys. Uponreceving a broadcasteachmembercheckswhetherthe messageontainsnew
bkeys. This procedurdteratesuntil all membersobtainthe groupkey. (Recallthata membercancomputethe group
key if it hasall thebkeysonits co-path.)

® Hereafterwe countnumberof mudularexponentiationshatneedto be computedn serial.



Stepl: Every member

e updateskey treeby by removing theleaving membemodeandrelevant parentnode,
o removesall keys andbkeys from theleaf noderelatedto the sponsoito therootnode.

SponsorM; additionally
e generatesen shareandcomputesall [key, bkey] pairsonthekey-path,
. broadcast15|pdatectreei’“\S includingonly bkeys.

~

M, T;(BK3) . (M. My} — {My}

Step2: Every membercomputeghe groupkey using’fs.

Fig. 4. Leave Protocol

Tree & Tree/'ﬁ

Fig. 5. Treeupdatingin leave operation

Stepl: Every member

—Eachsponsor,
o If M, istheshallavestrightmostsponsorgeneratesew share,
o computesall [key, bkey] pairson thekey-pathuntil it canproceed,
. broadcastsupdatedreeﬁt includingonly bkeys.

~

M., T,,(BK3,) c-r
— Y

Step2 to h (Until asponsorMs; computeghe groupkey)
— EachsponsorM/,
e computesall [key, bkey] pairson thekey-pathuntil it canproceed,
) broadcastsupdatedreefst includingonly bkeys.

M., Ts,(BK},) c—-r
v,

Steph + 1: Every membercomputeghe groupkey usingﬁi

e updateskey treeby by remaving all theleaving membemodesandtheir parentnode,
o removesall keys andbkeys from the leaf noderelatedto the sponsotto theroot node.

Fig. 6. Partition Protocol
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To provide key independencaneof theremainingmembersieedgo changets key share For thisreasonjn the
first roundof the partition protocol,we requirethe shallavestrightmostsponsoto generate new key share.

Figure7 shavs anexamplewhereall remainingmembergdeleteall nodesof leaving membersaandcomputekeys
andbkeys in thefirst round.In thefigure on theright, any of M> or M3 (M5 or Mg) cannotcomputethe new group
key, sincethey lack thebkey BK; 1y (BK (1)), respectiely. However, M3 broadcast83 K, oy in the first round,
and Mg canthuscomputethe groupkey. Finally, every memberknows all bkeys andcancomputethe groupkey. As
discussed@bove, beforecomputingK; ), Mg changests sharek , sy.

Fig. 7. Treeupdatingin partitionoperation

Notethat,if somememberd/; computeshe new groupkey in roundh’, thenall othermembersancomputethe
groupkey, atthelatest,in roundh’ + 1, sinceM;’s broadcasmessageontainsall bkeysin thekey tree.Hence,each
membercandetectthe completionof the partition protocolindependently

The minimum and maximumnumberof modularexponentiongfor partition protocolare sameasthoseof leave
protocol.(Thereasoris obvious. Exampledn leave protocolcanbe alsoappliedhere.)However, the communication
costsaredifferent. Two factorsthataffect the numberof roundarethe numberof leaving membersandtheresulting
tree height. Whenp membersare partitionedfrom a group of n membersgachremainingmemberupdatests tree
by deletingall partitionedmembersaswell astheir respectie parentnodesin the first round. Now, eachkey tree
hasat mostp pathswith emptybkeys. The expectednumberof pathswith emptykeysis p/2. Filling up thesebkeys
requiresat mostmin([log, p| + 1, h) rounds,sincel) every sponsorin eachsubsequentoundscomputesbkeys as
far up thetreeaspossible and2) the numberof roundsnever exceedghetreeheight.Similarly, numberof messages
is min(2p, [§]) in theworstcase.

5.5 MergeProtocol

As discussedn Section2, network faultscanpartition a groupinto several subgroupsAfter the network faultsheal,
subgroupsnayneedto bemergedbackinto asinglegroup.We now describehe memgeprotocolfor £ meiginggroups.

In the first round of the merge protocol,eachsponsor(the rightmostmemberof eachgroup) broadcastdts tree
with all bkeys to all othergroupsafter updatingthe secretshareof the sponsorandrelevant [key, bkey] pairsup to
theroot node.Uponreceving thesemessagesll membersanuniquelyandindependenthdeterminehow to merge
thosek treesby treemanagemenpolicy describedn 5.6.

Next, eachsponsorcomputesall [key, bkey] pairson the key-pathuntil it eitherreacheghe root or encountera
dependeng® It thenbroadcastdts view of the treeto the group.All membersupdatetheir tree views with the new
information.If thebroadcastingponsocomputedherootkey, then,uponreceving the broadcastall othermembers
cancomputetheroot key aswell. In a moregeneralcase a broadcastinbloks exactly onelocked sponsomwho can
now computefurther [key, bkey] pairs. This procesds incremental similar to the partition protocol. Finally, some
sponsomill computethe new rootkey andwill broadcasthekey tree.Now, all membersancomputethe groupkey.

® If asponsorcannotcomputea new intermediatekey, it doesnot broadcasbut simply blocks.
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Stepl: EachM;, in eachtreeTs;:
o generateew shareandcomputeall [key, bkey] pairson thekey-pathof T, ,
e broadcastipdatedreeT’, includingonly bkeys.

~

Msi Tsi (BK;;) Ule Cz

~

Step2: Every member:
e updatekey treeby addingnew treesandnew intermediatenodes,
e remove all keys andbkeys from the leaf noderelatedto the sponsorito therootnode,
EachsponsorM;, additionally:
e computeall possible]key, bkey] pairsonthekey-path,
° broadcasUpdatedreeﬁ.

M., T (BEs,) UL, G
—

Step3 to k (Until asponsorM;; computeghe groupkey): Eachsponsori, :
e computeall possible|key, bkey] pairsonthekey-path,
. broadcasUpdatedreeﬁt .

Mst Tst (BK:t) U"?:l Cl
E—

Steph + 1: Every membercomputeghe groupkey usingﬁt

Fig. 8. Merge Protocol

Thecommunicatioroverheadf the memgeprotocolmayappeahigh. However, thisis notthecaseLet usassume
k meming groups.In thefirst round,a sponsoiin eachgroupbroadcastés key treeafterupdatingits sessiormrandom.
Uponreceving thesebroadcasimessagesvery memberrehbuilds akey treewhich hassomemissingbkeys. At mostk
pathswill have missingbkeys. Propagatinghesebkeys requiresat most[log, k] rounds,sinceeachsponsoi(in each
subsequenbund)computeskeys asfar asit can.Thereforeamemgeof k groupstakesat most[log, k] + 1 rounds.
The maximumnumberof messagess 2k. The numberof modularexponentiongfor the worst andthe bestcaseis
sameasthatof join protocol,sinceretuilding the whole key treerequiressameamountof serialnumberof modular
exponentionsasjoining to theleafnode.

Figure9 shavs an exampleof two meming groups,wherethe sponsors\/, and M, broadcastheir trees(7T> and
T7). Uponreceving thesebroadcastnessagesvery membercheckswhetherit is the sponsorin the secondround.
Every memberin both groupsmemgestwo trees,andthen, M, (the sponsorin this example)updatesthe key tree,
computesandbroadcastdkeys.

5.6 TreeManagement

Modular exponentiationis the mostcomputationallyexpensve operationin TGDH. The numberof exponentiations
for amembershigventdepend®nthecurrenttreestructureanddistancebetweerthe sponsomodeandtherootnode.
We canfind goodexamplesn join andleave operationslf thedistancebetweerthesponsorlndtherootnodeis, the
join andleave protocolrequires3] modularexponentiationsTherefore sponsohasto be choserasnearaspossible
to therootnode.

Anotherimportantgoal of treemanagemenpolicy is to maintainthe key treeasbalancedaspossiblelf key tree
is notwell-balancedfutureleave (partition) eventmayrequiremary modularexponentiations.

In summaryour goalfor thetreemanagemerpolicy is to:

— keepthekey treeasbalancedspossible and
— minimizethe numberof modularexponentiationsand
— minimizethe numberof protocolrounds

12
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Fig. 9. Treeupdatein memge

5.6.1 Policy for Additi ve and Subtractive Events Our heuristicfor keepingthe key tree balanceds to choose
theinsertionnodefor ajoin or merge operationasthe rightmostshallovestnode.This usuallydoesnot increasehe
height.If we have to increasehe heightof the key tree,we simply join to theroot. (Seealso Sectionss.2 and5.5.)
We do not employ ary tree balancingschemefor the subtractve eventsor attemptto re-balancevhenthe key tree
becomesinbalanced.

In the restof this section,we discussour tree managemenpolicy for Merge (Join is a specialcasethereof).In
particular we focus on how eachmemberindependentlysimultaneouslyand unambiguouslymergesk treesand
selectsaninsertionpoint for eachmeige. Clearly, thesepropertiegindependeng concurreng, andconsisteng) are
crucialto obtaina correctandefficient protocol.

Recallthatwe have k meging trees. Eachmemberinvokesthemerge _trees functionk — 1 times:

1. First, thetreesare orderedfrom the highestT; to the lowestT}. If multiple treesare of the sameheight,we list
themin lexicographicorderof thefirst memberin eachtree.

2. LetT =T.

3. Fori =2tok, T «— merge_trees(T,T;).

Sinceevery membercanorderthe memging treesindependentiyand unambiguouslyall memberscanagreeon a
key treeif themerge _trees algorithmguaranteesiniquenessf theresult.We now shov how to meigetwo trees.

If two treesare of the sameheight,we join onetreeto the root node (insertionpoint) of the other To provide
unambiguousrderingwe lexicographicallycomparethe identifiersof the respectre sponsorsOtherwise,we join
the shallaver treeto the deepettree. To locatethe insertionpoint we first try find the rightmostshallovestnode(not
necessarilyaleaf) wherethejoin would notincreasehe overalltreeheight.If no suchnodeexists(i.e., thetreeheight
wouldincreasearnyway) theinsertionpointis theroot node.

As an illustration, considertwo trees T} and T;, where the height of T}, is greaterthan that of 7;. The
merge _trees algorithmis asfollows:

Thefirstif statemenin thewhile loop breakswhenthereis nojoin-ablenodein T},; thetreeswill thenbejoined
attherootnode.Join-ablemeanghatwe canmemgetwo treeswithoutincreasingheheightof T}, by placingasubtree
rootedatthejoin-ablenodeastheleft child of itself, andputtingZ; astheright child. We canseethatmerge _trees
algorithmfulfills thegoalfor thetreemanagemerpolicy describedabove.

5.6.2 SponsorSelectionSummary Sponsorselectionin TGDH takesplacein eachprotocolround. (Recallthat
TGDH is amulti-roundprotocol.)As mentionecearlier uniqueness;onsisteng andindependencef this processare
crucialfor protocolcorrectnessSponsoiselectionis performedasfollows.

We alreadymentionedhe behaior of the sponsoiin two situations:

1. Additive event:memberassociatedvith therightmostshallovestleaf nodeof eachkey treebecomeshesponsor
2. Subtractve event: memberassociatedvith the rightmostshallovestleaf noderootedat the sibling nodeof each
leaving memberIn caseof partition,theremaybe multiple sponsors.
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merge_trees  (T_h, T_.I) {
T=Th
i =1, j = 21

While (1) {
If (height (T_l) >= Max f{height (T_<i, j») | 0 <=j <27}
/Il If the height of the smaller tree s
/Il greater than that of all subtrees
result = T_h // Nowhere to join, join to root
Break
} Endif

If (T_l is joinable to node <i, j> of tree T_h){
result = T_<i, j> // Join to node T_<i, j>
} Endif
Else{
J_-
If(j < 0)
i++, ] = 201
} Endif
} EndElse
} EndWhile

/I Merge two trees
T <i+l, 2> =T.<i, j

/I Old T_<i, j> becomes the left child of new T_<ij>
T <i+1, 2j+1> = T_|

/I ' T_| becomes the right child of new T_<i, j>

Return T
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The above only coverstheinitial protocolround.In subsequentounds,a sponsolis alwaysthe rightmostshallovest
leafrootedatthenodewhich lacksa currentbkey.

To summarizetherole of a sponsoiis three-fold:1) refreshits key sharé, 2) computeall [key, bkey] pairsasfar
onthekey-pathaspossible and3) broadcasthe updatedkey treeto all currentgroupmembers.

6 Practical Considerations

In this section,we describethe TGDH implementatiorissuesandthendiscussself-stabilizationand self-clustering
properties.

6.1 Implementation Ar chitecture

TREEAPI is a groupkey agreemenfAPI thatimplementsthe cryptographicprimitives of TGDH. It containsthe
following threefunctioncalls:

— tree _new_user : calledby any new memberto generatets context.

— tree _merge _req : calledby every groupmembemwhenajoin/memrgeoccurs.lt identifiesthe sponsounambigu-
ously (asdescribedn Section5.6). It thenremovesall [key, bkey] pairsonits key-path.If thecalleris asponsor
generatesen secresshareandcomputesll keys andbkeys onits key-path.This functionreturnsanoutputtoken,
whichis thenbroadcasto thewholegroup.

— tree _cascade :invokedby everymembemwhenasubtractve eventhappensrwhenall membergry to compute
thegroupkey collaboratvely. In the former case this functionremovesall leaving membersandtheir parentsas
describedin Section5.3. If the calleris a sponsor,it alsotries to compute[key, bkey] pairson the sponsors
key-path.In thelatter casethis functionis calledrepeatediyuntil thegroupkey is computed.

The underlyingcommunicatiorsystemis assumedo dealwith groupcommunicatiorand network eventssuch
asmemges,partitions failuresandotherabnormalities® We useOpenSSL0.9.6[26] asthe underlyingcryptographic
library.

In the following Sections(6.2 and 6.3), we shav thattree _cascade providesrobustnessagainstcascaded
network events.Since TREE_API doesnot provide its own communicatiorfacility, the robustnessf the APl was
testedby simulatingrandomeventson a singlemachinerunningall groupmembers.

6.2 Protocol Unification

Althoughdescribedseparatelyn the precedingsectionsthe four TGDH operationgjoin, leave, merge andpartition)
actuallyrepresentlifferentstrandsof a singleprotocol.We justify this claim with aninformal argumentbelow.

Obhviously, join andleave arespeciakcase®f memgeandpartition,respectiely. We obserethatmemgeandpartition
canbe collapsednto a singleprotocol,since,in eithercase the key treechangesandremaininggroupmemberdack
somenumberof bkeys. This preventsthemfrom computingthenew rootkey. In a partition,theremainingmembergin
ary surviving groupfragment)reconstructhetreewheresomebkeysaremissing.In caseof amergeof two groups/et
ussupposehatataller (deeper)ree A is mergedwith a shorter(shallaver) tree 5. Similarto a partition,all members
formerlyin A constructthe new treewheresomebkeys—thosein B —aremissing.(This view is symmetricsincethe
membersn B seethe sametreebut with missingbkeys in thesubtreeA.)

We now establishedhatbothpartitionandmeigeinitially resultin anew key treewith anumberof missingbkeys.
In thefirst roundof meige protocol,sponsolin eachgroupbroadcastshe key treeafterupdatingits sessiorrandom.
Uponreceving this broadcasmessagegvery memberrehuilds a key treewhich hassomemissingbkeys. Filling up
this bkeystakesat mostlogs k rounds A partitionis very similar exceptthefirst broadcasmessagef memge.

The apparensimilarity betweerpartitionandmeigeallows usto collapsethe protocolsstemmingfrom all mem-
bershipeventsinto asingleunified protocol.Figure10 shovsthe pseudocodel heincentive for doingthisis threefold.
First, unificationallows usto simplify theimplementatiorandminimizeits size.Secondthe overall securityandcor-
rectnessare easiernto demonstratevith a single protocol. Third, we cannow claim that (with a slight modification)
TGDH is self-stabilizingandfault-tolerantasdiscussedbelow.

" In ajoin, thenav membersimply generatets first share.
8 Currently TGDH is integratedwith Spread4] groupcommunicatiorsystem.
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1 receive msg (msg type = membership event)
2 construct new tree

3 while there are missing bkeys

4 if (I can compute any missing keys and | am the sponsor) ||
5 (sponsor computed a key))

6 while(1)

7 compute missing (key, bkey) pairs
8 if (I cannot compute)

9 break

10 endif

11 if (others need my information)

12 broadcast new bkeys

13 endif

14 endif

15 receive  msg

16 if (msg type = broadcast)

17 update current tree

18 endif

19 endwhile

Fig. 10. Unified protocolpseudocode

6.3 Cascadedevents

Sincenetwork disruptionsarerandomandunpredictableit is naturalto considerthe possibility of so-calledcascaded
membeshipevents (In fact,cascade@ventsandtheirimpacton groupandmulti-roundprotocolsareoftenconsidered
in groupcommunicatioriterature,but, alas,not often enoughin the securityliterature.)A cascade@ventoccurs,n
asimplestform, whenonemembershighangeoccurswhile anotheris beinghandled Hereeventmeansary of: join,
leave, partition, merge or any combinationthereof.For example,a partition canoccurwhile a prior partitionis being
dealtwith, resultingin acascadef sizetwo. In principle,cascade@ventsof arbitrarysizecanoccurif theunderlying
network is highly volatile.

We claim thatthe TGDH patrtition protocolis self-stabilizing,i.e., robust againstcascadeaetwork events.This
propertyis notableandrare as most multi-round cryptographicprotocolsare not gearedtowardshandlingof such
events.In general self-stabilizationis a very desirablefeaturesincelack thereofrequiresextensive andcomplicated
protocol “coating” to either: 1) shieldthe protocol from cascadedwents,or 2) hardenit sufficiently to make the
protocolrobustwith respecto cascadedvents(essentiallyby makingit re-entrant).

Thehigh-level pseudocodéor the self-stabilizingprotocolis shavn in Figurell. Thechangesrom FigurelOare
minimal (lines18— 19 areadded).

Insteadof providing a formal proof of self-stabilizationwe demonstratét with an example.Figure 12 showvs an
exampleof acascadegartitionevent. Thefirst partof thefiguredepictsa partitionof M7, My, and M~ from theprior
groupof tenmembers{ M, ..., Mio}. This partition normally requirestwo roundsto completethe key agreement.
As describedn Section5.4,every memberconstructthe sametreeaftercompletingtheinitial round. Themiddlepart
shavstheresultingtree.In it, all non-leafnodesexcept K, 3y mustbe recomputedsfollows:

1. First, M, and M3 bothcomputeK , oy, M5 and Mg computeK , 1y while Mg, My and Mo computeK; 1. All
bkeys arebroadcastedy eachsponsorf,, M5 and Ms.

2. Then,asall broadcastarereceved, M», M3, M5 and Mg computeK; oy and K g y. Thebkeys arebroadcasted
by the sponsorM.

3. Finally, all broadcastarerecevedand Mg, Mg and Mo computeK g q)-

Supposéhat,in the midstof handlingthefirst partition,anothemartition (of M3 and M3) takesplace.Notethat,
regardlesof which round(1,2,3)of thefirst partitionis in progressthe departureof M3 and Mg doesnot affect the
keys (andbkeys) in the subtreeformedby My and M,y aswell as My and Mg. All remainingmembersupdatethe
treeasshown in the rightmostpart of Figure 12. The bkey of K, ) is the only onemissingin all members'view
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1
2
3
4
5
6
7
8
9
10

11
12
13
14
15
16
17
18
19
20
21

receive  msg (msg type = membership event)
construct new tree
while there are missing bkeys
if (I can compute any missing keys and | am the sponsor)
(sponsor computed a key))
while(1)
compute missing (key, bkey) pairs
if (I cannot compute)
break
endif
if (others need my information)
broadcast new bkeys
endif
endif
receive  msg
if (msg type = broadcast)
update current tree

else (msg type = membership event)
construct new tree
endif
endwhile

Fig. 11. Self-stabilizingprotocolpseudocode

Fig. 12. An Exampleof CascadedPartition
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of thetree.lt is computedby M,, M5 and Mg andbroadcastetly Mg. Whenthe broadcasts receved,all members
computetherootkey.

The only remainingissueis whethera broadcastrom the first partition canbe receved after the notification of
the second(cascadedpartition. Here we rely on the underlyinggroup communicatiorsystemto guaranteghatall
membership eventsare delivered in sequenceafter all outstanding messagesre delivered. In otherwords,if a
messagés sentin onemembershipiew andmembershigchangeavhile the messagés not yet delivered,the mem-
bershipchangemustbe postponedintil the messagés deliveredto the (surviving) subsebf the original membership.
Thisis essentiallya restatemenof View Synchroty (asdiscussedn Section?2).

6.4 Self-Clustering

Thelnternetasawhole providessporadicandunstableconnectity, e.g.,webusersfrequentlyexperiencedisconnects
andsener failures.The instability canoccurbecaus®f congestionequipmenfailuresor lossylinks. It canalsotake
placeasaresultof denial-of-servicattacksywormsandviruseslt is oftenthecasehatanunstablenetwork component
(routeror link) tendsto have multiple failures.In otherwords,anisolated,“once-in-a-blue-moohtype of failureis
uncommonRepeatedailurestypically complicateprotocolimplementationHowever, oddly enough.TGDH notonly
survivesbut alsobenefitsfrom repeatedailures.

Similar to othertree-basedkey managemenschemege.g.,[36,38,24]) the key treein TGDH is logical: group
membersare leasesin a tree and internal nodesare logical. The initial placementof members(as tree leaves)is
not dependenbn their relative physicallocation. Therefore,membersphysically closeto eachother might not be
neighborsin a key tree.Whena partition occurs,all membersn the samephysicalgroupfragmentform a new key
treeanda new group.The partition protocolmay costas mary aslogn rounds.Then,whenthe partition heals,the
previously separatggroupsare memgedinto a single key tree,however, they arestill clusteredalongthe lines of the
partition. If anothermpartition happensn the samelink, the partitionedmembersarenot scatteredicrosshe key tree
ary longer Thereforeary subsequerpartitionon the samelink will take only oneroundto complete . This property
is especiallyimportantin high-delaywide areanetworkssinceclusteringlowersthenumberof communicatiomounds
aswell asthe numberof modularexponentiationsin mary cases.

Fig. 13. An ExtremeExampleof Self-Clustering

Figure13 shavs anextremeexampleof self-clusteringSupposehata grouphassixteenmemberswaumbered\/,
through M;4 wherewhite odd-numberechodesare locatedin one physicalcluster(e.g.,a LAN) and shadedeven-
numberechodesin another Thetwo partitionsareconnectedria anunstabldink L. If L failsanda partitionoccurs,
it takesthreeroundsto completethe partition protocol. It canbe clearly seenthat eachgroupforms a clusterafter
the partition.When L. comesup andthe partition heals(i.e., a meige occurs),two roundsareneededo completethe
meirge protocol.Subsequenthall partitionsonlink L will requireonly oneroundandall mermges— two rounds.
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7 Performance Analysis

7.1 Complexity Analysisand Comparison

We analyzethe communicatiorandcomputatiorcostsfor join, leave, meige andpartition protocols.We focuson the
numberof rounds thetotal numberof messageghe serialnumberof exponentiationsthe serialnumberof signature
generationsandthe serialnumberof signatureverifications.Note thatwe useRSA signaturefor messageauthenti-
cationsinceRSA is particularlyefficientin verification. The serialcostassumegarallelizationwithin eachprotocol
round andrepresentshe greatestostincurredby ary participantin a given round. The total costis the sumof all
participants’costsin a givenround.

We also compareour protocolto other contributory groupkey agreemenschemesncluding GDH.3 [34], BD
(BurmesterDesmedt]14], andSTR[22]. AlthoughBD wasoriginally designedo supportonly groupformation,we
modify the BD protocolto supportdynamicmembershigpperation.This modificationis minimal.

Table 1 summarizeghe communicatiorand computationcostsof four protocols.The numbersof currentgroup
membersmerging membersmerging groups,andleaving membersaredenotedas:n, m, k andp, respectiely.

Theheightof thekey treeconstructedy the TGDH protocolis h. Theoverheadf the TGDH protocoldepend®n
thetreeheight,thebalancednessf thekey tree,thelocationof thejoining tree,andtheleaving nodesin ouranalysis,
we assumeheworstcaseconfigurationandlist the worst-casecostfor TGDH.

Table 1. CommunicatiorandComputationCosts

Communication Computation
Rounds | Messages || Exponentiations Signatures | Verifications
Join 4 n+3 n+3 4 n+3
GDH Leave 1 1 n—1 1 1
Merge m+3 n+2m+1 n+2m+1 m+3 n+2m+1
Partition 1 1 n—p 1 1
Join 2 3 3h —3 2 3
TGDH Leave 1 1 3h—3 1 1
meige [log, k] +1 2k 3h—3 [log, k] +1 [log, k|
Partition]|min([log, p] + 1, h)|min(2p, [5]) 3h—3 min([log, p] + 1, h)|min(2p, [5])
Join 2 3 4 2 3
Leave 1 1 S +2 1 1
STR Merge 2 k+1 3m+1 2 3
Partition 1 1 42 1 1
Join 2 2n + 2 3 2 n+3
BD Leave 2 2n — 2 3 2 n+1
Merge 2 2n +2m 3 2 n+m-+2
Partition 2 2n — 2p 3 2 n—p+2

TheBD protocolhasahiddencostthatis notlistedin Table1: BD hasn — 1 modularexponentiationsvith asmall
exponentUnfortunatelyn—1 suchexponentiationganbeexpensvewhenn is large.For example BD requiresO(n?)
1024-bitmodularmultiplications,if modularexponentiatioris implementedvith the square-and-multiplalgorithm.
(OpenSSLusesMontgomeryreductionandthe sliding window algorithmto implementthe modularexponentiation,
which s fasterthansimplesquare-and-multiplalgorithm.However, the formerrequiresalmostthe sametime asthe
latterfor smallexponents.Becausef this hiddencost,it is hardto comparehe computationabverheadf BD to the
otherprotocols Below, we comparehefour protocolsfor eachmembershigvent.

Join: All protocolsexceptGDH.3requiretwo communicatiorrounds.In termsof communicationthemostexpensie
protocolis BD which involvesn messagesall broadcastjn eachround. Otherprotocolsusea constantnumberof
messagessDH is the mostexpensve in termsof computationyequiringlinear numberof exponentiationsTGDH
is comparatrely efficient, scalinglogarithmicallyin the numberof exponentiationsSTR hasa constantnumberof
modularexponentiationsBD requirestheleastexponentiationsbut hasthe hiddencost.
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Leave: BD is the mostexpensve protocolin termsof communicationThe costorderamongothersis determined
strictly by the computationcost,sincethey all have the samecommunicatiorcost(oneroundconsistingof onemes-
sage).Therefore,TGDH is bestfor handlingleave events.STR,andGDH scalelinearly with thegroupsize.BD hasa
hiddencost,which makesit hardto compare.

Merge We first look at the communicatiorcost. GDH scaledinearly with the numberof addedmemberswhile BD
andSTR aremoreefficient with a constanhumberof rounds.Althougha mergein TGDH takesmultiple rounds,it
dependson the numberof merging groups,which is usuallysmall. SinceBD and TGDH have 2n and2k messages
(at most)respectiely, STRis the mostcommunication-dicientfor handlingmerge events.Examiningcomputation
requirementsBD hasthe lowestcostwith only threeexponentiationsTGDH scaledogarithmicallywith the group
size.lt is more efficient than STR and GDH which scalelinearly with both the group size and the numberof new
members.

Partition : Both GDH andSTRprotocolsarebandwidthefficient: only oneroundconsistingof onemessageBD is less
efficient with two roundsof n messagesach Partition is the mostexpensve operationin TGDH requiringa number
of roundsboundedby treeheight. Computation-wisdt is difficult to compareBD with otherprotocolsbecausef its

hiddencost. TGDH requiresa logarithmicnumberof exponentiationsGDH and STR scalelinearly with the group
size.

7.2 Experimental Results

To comparethe actualperformancewe implementedhe four protocolsandcomparedheir costsin this section.We
simulatedthe total computationdelay from the time whenthe membershipevent happengo the time when group
key agreemenfinishes.Averagedelay hasbeenmeasuredsinceall membersdo not finish group key agreement
simultaneously

7.2.1 TestMethodology To performfair comparisonswe considerthefollowings:

— Weusep = 1024 andg = 160 for all measurement3hesevaluesareknown to besecurén thecurrenttechnology
[23].

— We usel024-bitRSA signaturewith the fixed public exponent3 for messageauthenticationAll protocolshave
multiple signatureverificationsthat needto be processederially. No securityrisk is known for RSA signatures
with smallpublic exponentq11].

— For TGDH, we first generatea randomtree by forcing a numberof randompartition/mege events.Sincethe
costof TGDH depend®on the treestructureiit is fair to generatea randomtreeinsteadof a well-balancedr an
imbalancedree.

We usethe following scenariato measuredelay For join andleave, the numberof currentgroupmemberds n.
For partitionandmemge,n variesamong:16, 32,64,and128.

Join We measurghe computationadelay for a memberto join a group of n members(Left graphof Figure 14)
In caseof TGDH, we usea randomtree as describedabore. The z-axis denoteshe numberof currentgroup
memberswhile they-axisshovs the computationatielayin seconds.

Leave We measurdghe computationablelayfor a randommemberto leave a groupof n members(Right graphof
Figure14) Notethatthedelayfor GDH andBD doesnotdependnthelocationof theleaving memberHowever,
the numberof modularexponentiationdor STRupona leave eventdepend®n thelocationof theleaving node.
For TGDH, we pick a randommemberfrom the tree,and measurehe averagedelayfor the leave. The z-axis
denoteghe numberof remaininggroupmembersandthe y-axisis the computationatielayin seconds.

Partition We measurehe computationadelay after a partition. If the numberof currentgroupmemberss n and
this groupshrinksto group of size k, we measurehe averagedelayfor the remaininggroupmembersFor BD
andGDH, thelocationof theleaving membersioesnot matter However, it is importantin STRandTGDH. We,
therefore choosdeaving membersat random.In Figure 15, the z-axis denoteshe numberof remaininggroup
members.
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Merge Mergeis thetrickiestalgorithmto measurdairly. First,in BD and GDH, only the numberof resultingmem-
bersdecidesthe total delay independenbf the numberof meging groups.Second the performanceof STR
merge dependsn the size of the largestgroup (which decidesthe numberof modularexponentiation)andthe
numberof groupsmemging (which determineghe numberof signatureverifications).Finally, the performanceof
TGDH meme dependsiponthe numberof memging groups(which affectsthe numberof signaturegenerations
andverifications),andthekey treestructure The numberof currentgroupmemberss notimportantfor TGDH.
Sinceeachprotocolhasdifferentcharacteristicaye measuredhe memge costsasfollows:

— Thenumberof resultinggroupmemberss 16, 32, 64 and128.

— We assumehe maximumnumberof memging groupsis five. In practice,merge of two groupsis the most
frequentevent. However, we allow up to five groupssincesomegroup communicatiorsystemamay allow
(require)morethantwo groupsto meigeatonetime.

— For TGDH andSTR,valuesin thex-axismeanthenumberof currentgroupmembersTheresultinggroupsize
is 16,32,64,128,respectrely. Thevaluesin they-axisaretheaveragecomputationatielaysfor amembeiin
thecurrentgroupafteramemeof 2 -5 groups.
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Fig. 14.JoinandLeave CostComparison(z, y) =(numberof remaininggroupmembersafter JOIN/LEAVE, computationabver-
headin seconds)

7.2.2 Join Results. Theleft graphof Figure 14 depictsmeasuremerfor join. As expected, STR hasthe smallest
delay A surprisingresultcomesfrom the TGDH for arandomtree:the differencebetweenTGDH andSTRis small.

In caseof arandomtree,thejoining nodeis locatedcloseto theroot node.GDH is the worst performerdueto mary

modularexponentiationsBD also shaws interestingresults.Thoughit hasconstantnumberof exponentiationsthe
hiddencostevidently playsanimportantrole.

7.2.3 Leave Results. As expected STRis the worst performer Note that the worst case(whena lowestmember
leavesthegroup)costfor STRis almosttwice asmuchasthe currentaveragevalue.Performancef TGDH looksbest
overall,while BD performsverywell whenthe numberof groupmemberss lessthan25. Leave costin BD is almost
thesameasjoin cost,sincethe protocolneedso restartwhenereranew membershiventhappens.

7.2.4 Partition Results. Figure 15 shaws partition costwhenthe numberof currentgroupmemberss 16, 32, 64,
and128respectiely. As expectedirom the conceptualesults, STR hasthe worst performancalueto mary modular
exponentiationsTGDH shaws an interestinggraph:it increasesuntil 40% of the group memberdeave the group,
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and decreasesfterwards. This is becausel) asthe numberof leaving membersncreasesthe numberof modular
exponentiationslecrease®) whenmary memberdeave the group,theresultinggrouphasmary emptybkeys spread
over the tree,and, hence requiresmore messagesThe costof BD and GDH decreasealmostlinearly, becauset
depend®n thenumberof resultinggroupmembers.

As describedn Section6.4,the costof partitionfor TGDH canbeimprovedwhenthegroupexperiencesepeated
network partitionon the samdink.
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Fig. 15. Partition CostComparison{z, y) =(numberof remaininggroupmembersafterthe partition,computationabverheador
anexistingmemberif theoriginal groupshrinksto agroupof x members)the original numbersof groupmembersare16, 32, 64,
128respectiely.

7.2.5 MergeResults. Mergecostsareshovn in Figurel6 whentheresultinggroupsizeis 16,32,64,and128.For a
fixednumberof resultinggroupsize TGDH andBD show almostconstantostmeaninghatit doesnotdependbnthe
numberof currentgroupmembersin contrastthe performancesf GDH stronglydependn the numberof current
groupmemberssincethelastmembeiin the currentgroupbecomeshe sponsor
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7.3 Discussion

Basedon the experimentakesultsthatmeasuredhe computationatost, TGDH exhibits the bestperformancalespite
therelatively high costof partitions.Recallthat, in practice the self-clusteringoropertyof TGDH lessenghe actual
delay

Looking at communicationcosts,it appearghat TGDH also outperformsother protocols,exceptfor partition
events.In a high-delayWAN, the overall partitioncostin TGDH may be high, althoughthis effect canbelessenedby
self-clustering.

In high-delayWANs —whereround-triptime exceeds300msec- it is easyto seethatcomputatiorcostfor asmall
groupis not so important.For example,if the groupsizeis forty, the maximumdifferencein computationadelay
for ajoin is about300 msec.In otherwords,communicationcosts(e.g. multicastvs. unicast,numberof multicasts,
numberof rounds)are muchmoreimportantin a high-delaynetwork. Basedon this considerationthe performance
of STR getsbhetterascommunicatiordelayincreasesOverall, we concludethat TGDH performsbestover low- and
medium-delaynetworks.

8 RelatedWork

Groupkey managemenprotocolscomein threedifferentflavors: contributory key agreemenprotocols,centralized,
decentralizedjroupkey distribution schemeandsener-basedkey distribution protocols.Sincethefocusof thiswork
is to provide commonkey to thedynamicpeergroup,we only considerthefirst two below.

8.1 GroupKeyAgreementProtocols

Researcton group key agreemenprotocolsstartedin 1982. We first summarizethe early (theoretical)group key
agreemenprotocolswhich did not considerdynamic membershipoperationsMost of them only supportedgroup
genesis.

The earliestcontributory groupkey agreemenbuilt uponthe 2-partyDiffie-Hellman(DH) is dueto Ingemarsson
etal. (ING) [20]. In thefist roundof ING, every memberM; generatedts sessiorrandomi; andcomputesy™:. In
the subsequentoundsk to n — 1, M; computeskK; , = (K;_1 mod n,k,l)Ni where K; , is the messageeceved
from M;_, in thepreviousroundk — 1. Theresultinggroupkey is of theform:

K’n — aNlNQNS---Nn .

The ING protocolis inefficient becausel) every memberhasto startsynchronously?) n — 1 roundsarerequiredto
computea groupkey, 3) it is hardto supportdynamicmembershipperationgiueto its symmetryand4) n. sequential
modularexponentiationsarerequired.

Anothergroupkey agreementievelopedfor teleconferencingvasproposeddy Steeretal. [33]. This protocolis
of particularinterestsinceits groupkey structures similarto thatin TGDH.

N3(aN2N1
Np_q...(aN3(x )y
K, = aN"(a

This protocolis well-suitedfor addingnew groupmembersasit takesonly two roundsandfour modularexponentia-
tions.Memberexclusion,however, is relatively difficult (for example,considerexcluding N; from the groupkey).
BurmesteandDesmedtonstructinefficient protocol(calledBD) which takesonly two roundsandthreemodular
exponentiationpermemberto generatea groupkey [14]. This efficiency allows all membergo re-computehegroup
key for any membershipchangeby rerunningthe protocol. However, accordingto [34], most(at leasthalf) of the
memberseedto changeheir sessiormandomon every membershipvent. The groupkey in this protocolis different

from STRandTGDH:
Kn — aN1N2+N2N3+---+NnN1'

Oneshortcomingof BD is the high communicatioroverheadlt requires2n broadcastessageandeachmember
needgo generat@ signaturegndverify 2n signaturesBD alsohasa hiddencostmentionedn Section7.2.
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BeckerandWille analyzethe minimal communicatiorcomplexity of contributory groupkey agreemenin general
[8] andproposetwo protocols:octopusandhypercube Their groupkey hasthe samestructureasthe key in TGDH.
For example for eightuserstheir groupkey is:

Kn _ a(acx"’l T2 a"374 )(aaTS"’ﬁ a”7"8 )

TheBeclker/Wille protocolshandlgjoin andmemgeoperationgfficiently, but themembedeave operatioris inefficient.
Also, the hypercubeprotocolrequiresthe groupto be of size2™ (for someintegern); otherwisethe efficiency slips.

Asokanet al. look at the problemof small-groupkey agreementwherethe membersdo not have previously
setup securityassociationg5]. Their motivating exampleis a meetingwherethe participantswant to bootstrapa
securecommunicatiorgroup.They adaptpassverd authenticatedH key exchangeo thegroupsetting.Their setting,
however, is differentfrom ours,sincethey assumehatall memberssharea secretpassverd, whereaswve assumea
PKI whereeachmembercanverify any othermembersauthenticityandauthorizatiorto join the group.

TzengandTzengproposeanauthenticatettey agreemenschemehatis basedn securanulti-party computation
[35]. This schemealso uses2n broadcasimessagesAlthough the cryptographicmechanismare quite elegant, a
shortcomings thattheresultinggroupkey doesnot provide perfectforwardsecreg (PFS).If along-termsecretkey
is leaked, all previousandfuture groupkeys becomeansecure.

Steineret al. first addressdlynamicmembershigssues[7, 34] in groupkey agreementand proposea family of
GroupDiffie Hellman(GDH) protocolsbasedon straight-forvard extensionsof the two-party Diffie-Hellman.GDH
providescontributory authenticatedtey agreementkey independencekey integrity, resistanceo known key attacks,
andperfectforwardsecreg. The GDH protocolsuiteis fairly efficientin leave andpartition operation put the meige
protocolrequiresasmary roundsasthe numberof nev membergo completekey agreement.

Perrig extendsone-way function trees(OFT, originally introducedby McGren and Sherman24]) to designa
tree-basettey agreemenschemedor peergroups[27]. This senedasfoundationfor the designof our protocol.

TGDH alsoresemble©OFT by somedegree.Onecanclaim that TGDH only modifiesOFT by using f (z) = a®
(mod p). This is, by part, true. However, thereare major differencesbetweenOFT and TGDH: 1) Blinded key in
OFT shouldnot berevealed However, all blindedkeysin TGDH arepublic. Therefore no securechanneis required.
2) TGDH is distributed, while OFT is centralized.The former requiresno centralizedentity who trasportssecret
keys. 3) OFT providesonly join andleave operation.Furthermoreits join policy is differentfrom that of TGDH.
4) The securityproof is essentiallydifferent.5) Other contributionsinclude robustnessagainstcascadeavent and
self-clusteringeffect.

8.2 DecentralizedGroup Key Distrib ution Protocols

Decentralizedjroupkey distribution (DGKD) protocolsinvolve dynamicallyselectingagroupmembemwho generates
anddistributeskeysto othergroupmembersAfter subtractve membershifgvents,individual partitionscancontinue
operationby electinga new key sener. The drawvbackis thata key sener mustestablisnong-termpairwisesecure
channelgby makinguseof public key cryptosystensuchasDiffie-Hellman)with all currentgroupmembersn order
to distribute groupkeys. Consequentlyeachtime a new key senercomesinto play, significantcostsmustbeincurred
to setupthesechannelsAnotherdisadwantagas therelianceonasingleentityto generatgyood(i.e., cryptographically
strongandrandom)keys.

First DGKD protocolis dueto Waldwogelet al. [16]. They proposeefficient protocolsfor small-groupkey agree-
mentand large-groupkey distribution. Unfortunately their schemefor autonomoussmall group key agreements
insecurg(not collusionresistant).

Dondetietal. modifiedOFT (One-way FunctionTree)[24] to provide dynamicsener election[18]. This protocol
hasthe samekey treestructureandusesthe notations(e.g.keys, blindedkeys) similar to ours.Otherthanexpensve
maintenancef securechannelsdescribedabove, this protocolhasa high communicationcost:; even for singlejoin
andleave, this protocolcantake O(h) rounds.This schemeloesnothandlemelgeandpartitionevent. Oneadwvantage
differentfrom other DGKD protocolsis that their group key hasa contritutory nature:wheneer a group member
changests sessiorrandom the groupkey changes.

Rodehet al. [30] proposea DGKD protocolderivedfrom the LKH protocol[37]. It toleratesnetwork partitions
andothernetwork events.Eventhoughthis approachdoesnot avoid the disadwantagesliscussedbove, it reduceghe
communicatiorandcomputationatosts.In addition,it usesAVL treeto provide provabletreeheightbound.
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8.3 Other RelatedWork

We canfind furtherrelatedwork in thecontext of fault-tolerantomputingandimplementationissuesProtocoltoolkits
suchasRampart[2829] aredesignedo provide high degreeof fault-toleranceevenin the presencef malicious(i.e.,
Byzantine)faultsinsidea group.However, thesemethodsareexpensve sincethey needreliableandatomicmulticast
secureagainsByzantinefaults.

Anotherinterestingrelatedwork is dueto Carmanet al. [15]. This work comparesnegy consumptiorof group
key agreement/distrilition protocolsin a sensometwork by computersimulation. They point out that centralized
groupkey distribution schemeds not appropriatgor sensometwork ernvironmentsthoughits power consumptioris
lower thangroupkey agreemenschemeGDH andBD arecomparedwith their groupkey managemeralgorithm.It
would beinterestingto measureghe power consumptiorof TGDH andSTR protocol,but thisis notour concern.

9 Conclusion

This paperpresenteda novel decentralizedyroup key managemenapproach,TGDH. In doing so, we unified two
importanttrendsin groupkey managementl) key treesto efficiently computeandupdategroupkeys and?2) group
Diffie-Hellmankey exchangeo achieve provably secureandfully distributedprotocols.Thisyieldedasecuresurpris-
ingly simpleandvery efficient key managemergolution,which is supportedrespectiely, by the securityarguments
andtheexperimentsMoreover, our solutionis inherentlyrobustby virtue of beingableto copewith cascadednested)
key managementperationsvhich canstemfrom tightly spacedyroupmembershiggchangesWe believe thisto bean
issueof independeninterest.
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A Security Proof

This sectionprovesthe securityof TGDH. We introducethe Decisional(binary) Tree GroupDiffie-Hellmanproblem
(DTGDH) and,in aspecificgroupsetting,provethatD TGDH problemis reducibleto 2-partyDecisionDiffie-Hellman
(DDH) problem.Later, in SectiongA.3 — A.4), thisresultis usedto prove the securityof entireTGDH protocolsuite.

A.1 2-party DecisionDiffie-Hellman Problem

Our proofsrequirea specificgroup G. In this section,we introducethe group G and definethe 2-party Decision
Diffie-Hellman(DDH) problemon G.

Let £ beasecurityparameteandn beaninteger. All algorithmrunin probabilisticpolynomialtime with k& andn
asinputs.

For concretenessye considera specificG:

Oninput k, algorithmgen choosesat randoma pair (¢, o) whereq is a 2k-bit value®, andg andp = 2q + 1 are
both prime. BeforeintroducingG, we first considera group G, whichis a group of squaresnodulo prime p. This
groupcanbe explainedmorepreciselyasfollows: Consideran elementa: whichis a squareof a primitive elementa
of multiplicative groupZ*, i.e. o = a?. (Without lossof generality we may assumex < ¢.) ThengroupG canbe
representeds R

G={a"modp|i€l,q]}.
An attractve variationof this groupis to representhe elementdy the integersfrom 0to ¢ — 1. Thegroupoperation
is slightly different:Let afunction f be definedas

x if z <
/(@) = {p—x ifq;z<p.
Usingthis f function,we canintroducethegroupG as
G={f(a'modp)|i€Zy}.
Groupoperationon groupG is definedasa - b = f(a - b (mod p)), wherea, b € G.
Proposition 3. Letg(z) = a® mod p. Thenthefunctionf o g is a bijectionfromZ, to Z,,.

Proof. To seethis, supposef o g(x) = f o g(y). Thenthis canbe written and f(X) = f(Y) whereinteger X =
a® mod p andY = ¥ mod p. Now we canhave four differentcases:

-X <¢qY <q Inthiscase,f(X) = X andf(Y) = Y andhenceX = Y. Now we have anequationa(-¥) =
1 mod p. Sinced is ageneratofor Z, its order(i.e. 2¢) hasto divide 2(z — y). Thisimpliesthatq hasto divide
z — y andfinally z = y since0 < z,y < q.

-X >4q,Y > q: Inthiscase,f(X) =p— X andf(Y) = p—Y andhenceX = Y. Restsaresameasabove.

- X <¢q,Y > q: Thiscaseis impossiblesince(%) =1 and(%) = —1sincep=3mod4andX =p-Y.

—-X > q,Y < ¢ Thisis alsoimpossibleby similar reasoning.

Therefore,f o g is aninjection.lt is alsoa surjection,sincethe sizesof domainandco-domainarethesame.

Proposition4. Whena distribution r is uniformandrandomin G, f o g(r) is still uniformandrandomin G, since
f o gisbijective

Groupsof this type arealsoconsiderecdby Chaum[17]. It is generallyassumedhat DDH is intractablein these
groupg10]. More concretelythe2-party DecisionDiffie-Hellman assumptionon group G is thatfor all polynomial
time attaclers A, for all polynomialsQ (k) 3ko Vk > ko, for Xo := N1 Ny andX; := N3 with Ny, N», N3 €r G
uniformly chosenandfor arandombit b, thefollowing equationholds:

| ProblA(1%; G; o ™5 V25 0X0) = ] — 1/2| < 1/Q(k)
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Fig. 17. Notationsfor fully balancedinarytree

A.2 DecisionalBinary TreeGroup Diffie-Hellman Problem

In this sectionwe definethe DTGDH problem (and assumption)and prove this problemis equivalentto 2-party
decisionaDiffie-Hellmanproblem.Figure17 is anexampleof akey treewhenn = 8.

For (¢,a) + gen(k),n € NandX = (N, No,...,N,) for N; € G andakey treeT with n leaf nodeswhich
correspondo N;, we definethefollowing randomvariables:

- KJ’ i-th level j-th key (secret).eachleaf nodeis associatedvith a members sessiorrandom,i.e. K;-’ = N, for
somek € [1,n].

- BK}: i-th level j-th blindedkey (public),i.e. oXi
- K]’ is recursvely definedasfollows:
KJ’: = aK;J LKy
. i—1
= (BK%;11)K2j
= (BK;*)Kei- &

In other words, we considerKJ’f = fi(Ny,Ns,...,N,) for some function f;, and hence BK;C =
aftNiN2sesNe) — £o (N, Ny, ..., N,,) for somefunction fs.

For (¢,a) + gen(k),n € NandX = (N, No,...,N,) for N; € G andakey treeT with n leaf nodeswhich
correspondo N;, we candefinepublic andsecretvaluescollectively asbelow:

view(q,a, h, X, T) := {BK} wherej andi aredefinedaccordingto 7'} Q)
= {ozKij mod p wherej ands aredefinedaccordingto T'}
K(g,0,h, X,T) := o7 K7

Since(q, a) areobviousfrom the context, we omit themin view() and K (). Notethatview(h, X, T) is exactly
the view of the adwversaryin TGDH aswill be describedn Section5, wherethe final secretkey is K (h, X, T). Let
the following two randomvariablesbe definedby generating ¢, o) + gen(k), choosingX randomlyfrom G and
choosingkey treeT randomlyfrom all binarytreeshaving n leaf nodes:

— Ap = (view(h, X, T),y)
— Fp := (view(h, X, T),K(h, X, T))

Let theoperator’ ~,.;,” denotepolynomialindistinguishability

° In orderto achiere the securitylevel 2%, thegroupsizeshouldbe atleast2?* [31].
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Proposition5. [34] Let K and R be [-bit stringssud that R is a randomand K is a Diffie-Hellmankey. We say
that K and R are polynomially indistinguishable if, for all polynomialtime distinguishes, A, the probability of
distinguishingk” and R is smallerthan (5 + ggy), for all polynomial@ ().

Now we defineDTGDH algorithmconcretely:

Definition 6. Let (g, a) < gen(k),n € NandX = (N1, N, ..., N,) for N; € G andakey treeT with n leafnodes
which correspondo N;, and A, and F}, is definedasabove. DTGDH algorithm A for group G is a probabilistic
polynomialtime algorithmsatisfying,for somefixedk > 0 andsuficiently largem:

1
|Prob[A(AR) = “True] — ProblA(Fy) = “True]| > —

Accordingly, DTGDH problemis to find anBinary TreeDDH algorithm.

Now, we shov that DTGDH problemis hardfor the passie adwersary:If the 2-partyDDH in group G defined
aboveis hard, DTGDH problemis hard.

Using polynomial indistinguishability the DTGDH problemdefinedin Definition 6 can be restatedas: Find a
polynomialdistinguisher4 which candistinguishA; andF}, definedabove.

Theorem?7. If the2-partyDDH on G is hard, then A4y, =,y Fp.
Proof. We first notethat 4, andF}, canberewrittenas:

If X;, = (Ry, Ra,...,Rg) andXg = (Rg41, Riy2,---,R,) whereR; throughR,, areassociatedvith leaf nodein
theleft treeT, and Ry, throughR,, arein therighttreeTx:

Ap = (view(h,X,T),y) forrandomy € G
= (view(h — 1, Xy, Tr),view(h — 1, X, Tg), BK{~', BK}™ ' y)
= (view(h — 1, X, Tyr),view(h — l,XR,TR),aK{L_l,aK;_I,y)
= (view(h, X), K (h, X))
= (view(h — 1, Xy, Ty),view(h — 1, Xg, Tg), BK"=1 BKI=1 oK1 K™
= (view(h — 1, X, Tyr),view(h — l,XR,TR),aK{L_l,aK;_l,aK{l_lKg_l)

We provethistheoremby inductionandcontradictionThe2-partyDDH problemin G is equialentto distinguish-
ing A1 andF;. WeassuméhatA;_; andFj},_; areindistinguishablén polynomialtime for theinductionhypothesis.
We further assumehat thereexists a polynomial algorithmthat can distinguishbetweenA4,, and E}, for a random
binarytree.We will shav thatthis algorithmcanbe usedto distinguishA4;_; and E,_; or canbe usedto solve the
2-partyDDH problem.

Considerthefollowing:

Ap := (view(h — 1, Xy, T, view(h — 1,XR,TR),ozKIIj ! Kih?_l,y)

By, := (view(h — 1, X1, T),view(h — 1,XR,TR), - ,Y)

Ch := (view(h — 1, X, Ty),view(h — 1, Xg,Tr), a ,Y)

Dy, := (view(h — 1, X1, Ty),view(h — 1, Xg, Tg), ", a" ,a"")

Ey, := (view(h — 1, Xy, TL),view(h — 1, Xg,Tr),a", o2 ,al rK;” 1)

Fy, = (view(h — 1, Xy, TL),view(h — 1, Xg,TR), Kh L afE aKZ 1Kﬁ_l)

Sincewe candistinguishA;, and F}, in polynomialtime, we candistinguishat leastoneof: (A, By), (Br, Ch),
(Ch, Dp), (D, Ep), or (Ep, Fy).
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— Ay, and By,: Supposewe candistinguish A, and By, in polynomial time. We will show that this distinguisher
Aug, canbe usedto solve DTGDH problemwith heighth — 1. SupposéVe wantto decidewhetherP; _, =
(view(h —1, X', T"),r") is aninstanceof DTGDH problemor r’ is arandomnumber To solve this, we generate
anothertreeT" of heighth — 1 with distribution X"'. Note thatwe know all secretandpublicinformationof 7.
Using P;,_, and(T", X"), we generate distribution:

Py = (view(h — 1, X", T"), view(h — LX" T"),a" oK h=1X"0T) )

wherey € G. Now we put P; asinputof Aag, . If P} is aninstanceof Ay, (By), thenP; _, is aninstanceof
Fy 1 (Ap_1) by Propositiord.

— By and Cy: Supposeave candistinguishBy, andCy, in polynomialtime. Wewill show thatthis distinguishetd g,
canbeusedto solve DTGDH problemwith heighth — 1. Suppos&Ve wantto decidewhetherP; , = (view(h —
1,X',T"),r") is aninstanceof DTGDH problemor 7' is a randomnumber To solwe this, we generateanother
treeT" of heighth — 1 with distribution X"’ andchooser’” € G. As beforewe know all secretand public
informationof 7. Using P; _, and(T"", X"), we generate distribution:

P = (view(h — 1, X", T"), view(h — L,X'\ T, o y)

wherey €r G. By Proposition4, r'' is randomanduniformin G. Now we put P}, asinputof Agc, . If P} isan
instanceof By, (C1), thenP; _, is aninstanceof F,_; (A1) by Propositiord.

—C}p and Dy,: Supposewe candistinguishCj, and Dy, in polynomialtime. Then,this distinguisherA¢p, canbe
usedto solve the 2-party DDH problemin groupG. Notethata™, a” areindependentariablefrom view(h —
1, Xy, Tr) andview(h — 1, X, Tr). Supposave wantto testwhether(a?, a?, a¢) is a DDH triple or not. To
solve this, we generatéwo key treesT; andT; of heighth — 1 with distributions X; and X2, respectrely. Now
we generatea new distribution:

P} = (view(h —1,X1,Th),view(h — 1, Xs,Ts),a% a’, a®).

If P} isaninstanceof Cy, (Dy), then(a®, a®, a¢) is avalid (invalid) DDH triple.

— D, and Ej,: Supposeve candistinguishD,, and E}, in polynomialtime. We arguethat this distinguisherApg,
canbe usedto solve DTGDH problemwith heighth — 1. SupposéWe wantto decideif P;_, = (view(h —
1, X', T"),r") isaninstanceof DTGDH problemor ' is arandomnumber To solve this,we generat@nothetree
T" of heighth — 1 with distribution X"'. As before,we know all secreandpublicinformationof 7. Using P; _,
and(T", X"), we generate distribution:

P} = (view(h — 1, X", T"),view(h — 1, X", T"),a" ,a" ,(a")"")

’ " 1o

= (view(h — 1, X", T"),view(h — 1, X", T"),a" ,a" ,a" ")

wherer” € G. Sincewe generate”, we cancompute(a” )™ . Now we put P, asinputof Apg, . If P} isan
instanceof Dy, (Ey), thenP;, _, is aninstanceof Fj,_; (A—1) by Propositioré.

— E), and F},: Supposeve candistinguishEy, and Fy, in polynomialtime. We will shav thatthisdistinguishetd g g,
canbe usedto solve DTGDH problemwith heighth — 1. Supposeve wantto decideif P;_, = (view(h —
1, X', T"),r") isaninstanceof DTGDH problemor ' is arandomnumber To solve this, we generatenothetree
T" of heighth — 1 with distribution X"'. Again, we know all secretand public informationof T". Using P;,_,
and(T", X', we generate distribution:

P = (iew(h — 1, X', T"),view(h — 1, X", T"),a" , o K (B2 X"T") (" yK(h=1.X7,T7))

= (view(h — 1, X", T"), view(h — 1, X", T"),a" , o K(h=1.X"T") or K(h=1.X",T"))

wherer’ € G. Sincer’ is given,we cancompute(a” )K("=1-X"T") Now we put P} asinputof Agg, . If P;
is aninstanceof Ej, (F}), thenP]_, isaninstanceof F},_, (A,_1) by Propositiord.
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A.3 GroupKeySectecy

Beforeconsideringthe groupkey secreg, we briefly examinekey freshnessEvery groupkey is fresh,sinceat least
onememberin the groupgeneratedts randomkey shareuniformly for every membershighangé®. The probability
thatnew groupkey is sameasary old groupkey is negligible dueto bijectivenesf (f o g) function.

We notethattheroot (group)key is never useddirectly for the purpose®f encryption,authenticatioror integrity.
Instead,special-purpossub-lkeys are derived from the root key, e.g., by applying a cryptographicallysecurehash
functionto therootkey, i.e. H (group key) is usedfor suchapplications.

As discussedn Section3, decisionalgroupkey secreg is moremeaningfulif sub-keys arederivedfrom a group
key. Decisionalgroupkey secrey of TGDH protocolis someavhatrelatedto DTGDH assumptiormentionedn Sec-
tion A.2. Thisassumptiorensureghatthereis noinformationleakageotherthatpublic blindedkey informations.

We canalsoderivethesub-leysbasedn Shoupshedgg32]: Computethekey asH (group key) ® H(group key)
where?# is a randomoracle. It follows thatin additionto the securityin the standardmodel basedon DTGDH
assumptionthe derivedkey is alsosecuran therandomoraclemodel[9] basedon Computationallree-base@roup
Diffie-Hellmanassumption.

A.4 KeylIndependence

We now give aninformal proofthat TGDH satisfieforwardandbackwardsecrey, or equivalentlykey independence.
In orderto shav thatTGDH provideskey independenceaye only needto shav thattheview of theformer(prospectie)
memberto the currenttreeis exactly sameasthe view of the passie adwersaryrespectiely, sincethis shavs thatthe
adwantageof theformer (prospectie) membelis sameasthe passie adwersaryandby Theoremy.

We first considerbackward secreg, which statesthat a new memberwho knows the currentgroupkey cannot
derive ary previous groupkey. Let M,,,; be the new member The sponsorfor this join event changests session
randomand,consequentlypreviousroot key is changedTherefore the view of M, 1 with respecto the prior key
treeis exactly sameasthe view of anoutsider Hence the nev memberdoesnot gain ary advantagecomparedo a
passie adwersary

Thisagumentcanbe easilyextendedo themeigeof two or moregroups Whenamemgehappenssponsoin each
treechangests sessiomandom.Therefore gachmembers view on othermemberstreeis exactly sameastheview of
a passve adwersary This shows thatthe nevly mergedmemberhasexactly sameadvantageaboutary of the old key
treeasapassive adwersary

Now we considerthe forward secreg, meaningthat a passie adwersarywho knows a contiguoussubsetof old
groupkeys cannotdiscover subsequengroupkeys. Here,we considerpartition andleave at the sametime. Suppose
My, is a former group member Wheneer subtractve event happensa sponsorrefreshedts sessionrandom,and,
therefore all keys known to leaving memberswill be changedaccordingly Therefore,M;'s view is exactly sameas
theview of thepassve adwersary

This provesthat TGDH providesdecisionalversionof key independence.

10 Recall that insider attacksare not our concern.This excludesthe casewhen an insider intentionally generatesion-random
number
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