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Abstract. Ad hoc networks are new paradigm of networks offering unrestricted
mobility without any underlying infrastructure. The ad hoc networks have
salient characteristics that are totally different from conventional networks.
These cause extra challenges on security. In an ad hoc network, each node
should not trust any peer. However, traditional cryptographic solution is useless
against threats from interna compromised nodes. Thus, new mechanisms are
needed to provide effective security solution for the ad hoc networks. In this
paper, atrust evaluation based security solution is proposed to provide effective
security decision on data protection, secure routing and other network activities.
Logica and computational trust analysis and evaluation are deployed among
network nodes. Each node's evaluation of trust on other nodes should be based
on serious study and inference from such trust factors as experience statistics,
data value, intrusion detection result, and references of other nodes, as well as
node owner's preference and policy. In order to prove the applicability of the
proposed solution, authors further present a routing protocol and analyze its
security over several active attacks.
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1 Introduction

Ad hoc networks are new paradigm of networks offering unrestricted mobility
without any underlying infrastructure. An ad hoc network is a collection of
autonomous nodes or terminals that communicate with each other by forming a multi-
hop radio network and maintaining connectivity in a decentralized manner. Each node
functions as both a host and a router. More criticaly, the network topology is in
general dynamic, because the connectivity among the nodes may vary with time due
to node departures, new node arrivals, and the possibility of having mobile nodes.
There are two major types of wireless ad hoc networks: Mobile Ad Hoc Networks
(MANETS) and Smart Sensor Networks (SSNs) [1]. In this paper, our discussion will



mainly focus on the MANETs. Significant applications of MANETs include
establishing survivable, efficient, dynamic communication for emergency/rescue
operations, disaster relief efforts, and military networks that cannot rely on centralized
and organized connectivity.

Operation in an ad hoc network introduces new security problems. The ad hoc
networks are generally more prone to physical security threats. The possibility of
eavesdropping, spoofing, denial-of-service, and impersonation attacks increases [1].
Similar to fixed networks, security of the ad hoc networks is considered from the
attributes such as availability, confidentiality, integrity, authentication, non-
repudiation, access control and usage control [2, 3]. But security approaches used for
the fixed networks are not feasible due to the salient characteristics of the ad hoc
networks. New threats, such as attacks raised from internal malicious nodes, are hard
to defend [4]. New security mechanisms are needed to adapt the specia
characteristics of the ad hoc networks.

Trust is an important aspect in the design and analysis of secure distribution
systems [5]. It is aso one of the most important concepts guiding decision-making
[6]. Trust is a critical part of the process by which relationships develop [7]. It isa
before-security issue in the ad hoc networks. By clarifying the trust relationship, it
will be much easier to take proper security measures, and make correct decision on
any security issues. A trust model specifies, evaluates and sets up trust relationship
among entities. Trust modeling is a technical approach to represent trust for digital
processing. Recently, trust modeling is paid more and more attention in electronic
systems. Current trust academic work covers such aspects as analyzing the problems
of current secure systems [8, 9], proposing models for achieving trust in digita
systems [10-12] and quantifying or specifying trust in digital systems[13,14].

In this paper, the authors study the security problems in the ad hoc networks and
propose a trust evaluation based security solution. The rest of the paper is organized
as follows. Section two discusses the security problems in the ad hoc networks.
Section three presents the current security schemes in the literature. In section four, a
trust evaluation based solution for the ad hoc networks is proposed. In the next
section, the solution is illustrated by a routing protocol and proved by analyzing its
security against several active attacks. In section six, the authors further discuss the
solution and present its characteristics. Finally, the conclusions and directions of
future work are given in the last section.

2 Security Problemsin Ad Hoc Networks

The salient characteristics of the ad hoc networks pose challenges to security [2-4].

First of al, the use of wireless link renders an ad hoc network susceptible to link
attacks ranging from passive eavesdropping to active interfering. Unlike fixed
hardwired networks with physical defense at firewalls and gateways, attacks on an ad
hoc network can come from al directions and target at any node. Damage includes
leaking secret information, interfering message and impersonating nodes, thus



violating the basic security requirements. All these mean that every node must be
prepared for encounter with an adversary directly or indirectly.

Secondly, autonomous nodes in an ad hoc network have inadequate physical
protection, and therefore more easily to be captured, compromised, and hijacked.
Malicious attacks could be launched from both outside and inside the network.
Because it is difficult to track down a particular mobile node in alarge scale of ad hoc
network, attacks from a compromised node are more dangerous and much harder to
detect. All these indicate that any node must be prepared to operate in a mode that
should not immediately trust on any peer.

Thirdly, any security solution with static configuration would not be sufficient
because of the dynamic topology of the networks. In order to achieve high
availability, distributed architecture without central entities should be applied. Thisis
because introducing any central entity into security solution may cause fatal attack on
the entire network once the centralized entity is compromised. Generally, decision
making in the ad hoc networks is decentralized and many ad hoc network algorithms
rely on the cooperation of all nodes or partial nodes. But new type of attacks can be
designed to break the cooperative algorithm. Malicious nodes could simply block or
modify the data traffic traversing them by refusing the cooperation or hacking the
cooperation. As can be seen from the above, no matter what security measures are
deployed, there is always some vulnerability that can be exploited to break in.

It seems difficult to provide a general security solution for the ad hoc networks.
Traditional cryptographic solution is not adapted for the new paradigm of the
networks. As can be seen from the above anaysis, what is lacked in the ad hoc
networks is trust since each node must not trust any other node immediately. If the
trust relationship among the network nodes is available for every node, it will be
much easier to select proper security measure to establish the required protection. It
will be wiser to avoid the un-trusted nodes as routers. Moreover, it will be more
sensible to reject or ignore hostile service requests. Therefore, the trust evaluation
becomes a before-security issue in the ad hoc networks. The security solution should
be dynamic based on the changed trust relationship.

3 Related Work

Current security study for the ad hoc networks is scattered on special topics such as
intrusion detection, secure routing, and key management.

3.1 Intrusion detection

The ad hoc networks have inherent vulnerabilities that are not easily preventable.
Intrusion prevention measures, such as encryption and authentication, are required to
protect network operation. But these measures cannot defend compromised nodes,
which carry their private keys. Intrusion detection presents a second wall of defense.



It is a necessity in the ad hoc networks to find compromised nodes promptly and take
corresponding actions to against. A distributed and cooperative architecture for better
intrusion detection was proposed in [3]. Based on the proposed architecture, a
statistical anomaly detection approach is used. The detection is done locally in each
node and possibly through cooperation with all nodes in the network. But how to
define the anomaly models based on which trace datais still a main challenge.

3.2 Securerouting

In the ad hoc networks, routing protocol should be robust against topology update and
any kinds of attacks. Unlike fixed networks, routing information in an ad hoc network
could become atarget for adversaries to bring down the network. There are two types
of threats. The first one comes from external attackers. The attacks include injecting
erroneous routing information, replaying old routing information, and distorting
routing information. With these ways, the attackers can successfully partition a
network or introduce excessive traffic load into the network, thus cause
retransmission and ineffective routing. Using cryptographic schemes, such as
encryption and digital signature can defend against the external attacks. The second
threat comes from compromised nodes, which might send malicious routing
information to other nodes. Typica attacks fallen into this category are black hole
attacks, routing table overflow attacks, impersonation and information disclosure, etc.
[4]. The internal attacks from malicious nodes are more severe because it is very
difficult to detect because the compromised nodes can also generate valid signature.
Existing routing protocols cope well with the dynamic topology, but usualy offer
little or no security measures[2].

In [18], a set of design techniques for intrusion resistant ad hoc routing algorithm
(TIARA) was presented mainly to against denial-of-service attacks. Secure aware ad
hoc routing (SAR) in [15] uses security properties (e.g. time stamp, sequence number,
authentication password or certificate, integrity, confidentiality, and non-repudiation)
as a negotiable metric to discover secure routes in an ad hoc network. The SAR can
be implemented based on any on-demand ad hoc routing protocol with suitable
modification. But it only considers the effect of security properties on the trust. In [4],
a secure routing solution is proposed for the black hole problem. But unfortunately,
this solution does not solve the problem caused by cooperation of multiple malicious
nodes.

3.3 Key management

Traditional cryptographic mechanisms, such as digital signature and public key
encryption, still play vital roles for the security of the ad hoc networks. All these
mechanisms require a key management service to keep track of key and node binding
and assist the establishment of mutual authentication between communication nodes.
Traditionally, the key management service is based on a trusted entity called a
certificate authority (CA) to issue public key certificate of every node. The trusted CA



is required to be online in many cases to support public key revocation and renewal .
But it is dangerous to set up a key management service using asingle CA in an ad hoc
network. It will be the vulnerable point of the network. If the CA is compromised, the
security of the entire network is crashed. In [2] and [16], a threshold cryptography is
used to provide robust and ubiquitous security support for the ad hoc networks. The
CA functions are distributed through a threshold secret sharing mechanism. This
approach is very complicated to implement. It is also hard to survive from multiple
hijacked nodes that have secret shares.

The security for the ad hoc networks is still initsinfancy. Existing solutions cannot
solve this issue well. What is missed is an effective mechanism that can provide
reasonable inference based on available knowledge, such as intrusion detection result,
past experience, communication data value, and preferences, to evauate trust
relationship among network nodes. With the evaluation result, it is possible to make
correct decision or close-correct decision on security protection. New mechanisms are
expected to adapt the special characteristics of the new network paradigm.

4 Trust Evaluation Based Security Solution

In this section, the authors propose atrust evaluation based security solution for the ad
hoc networks. It introduces a fair and rational security mechanism into the ad hoc
networks by simulating human being's decision-making procedure. The perfect
security may not be reached, but the average security level should be satisfied based
on accumulated knowledge and experience, as well as trust relationship established
and adjusted. The decision-making on data protection approach, secure route
selection, and any other activities related to security should be based on trust analysis
and evaluation.

4.1 Trust modeling

Trust modeling is a technical approach to represent trust for digital processing.
Herein, two trust models are proposed based on two ad hoc system models. One is an
independent model that represents independent ad hoc networks without any
connection to the fixed networks, as shown in Figure 1. The other is a cross model
that represents ad hoc networks with few connections to the fixed networks, as shown
in Figure 2. In both models, the basic unit that represents an ad hoc node is a Personal
Trusted Bubble (PTB). In the bubble, the owner of the ad hoc device has illogically
full trust on the device, which is responsible for the ad hoc communication and
organization. Among bubbles and between the bubbles and the fixed networks, logical
and rational trust relationship should be evaluated computationally. The above trust
evaluation is conducted digitally ahead of any communication and the evaluation
result should be considered for better security decision.
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4.2 Trust evaluation mechanism

Based on the study of the trust definition in [17], it is understood that trust is a
concept hard to define because it isitself a vague term. The trust defined herein is the
confidence of an entity (PTB) on another entity (PTB) based on the expectation that
the other entity will perform a particular action important to the trustor, irrespective of
the ability to monitor or control that other entity. The level of trust considered
sufficient may be different for different individuals (ad hoc device owners in PTB —
PTB owners). It is also dynamic because it is affected by many changeable factors.

In the modeled ad hoc networks, the trust evaluation mechanism is introduced into
each PTB. The trust relationship between the host bubble and other bubbles is
evaluated digitally according to the knowledge accumulated and subjective factors of
the bubble owner. In each bubble, there is a trust matrix which stores the knowledge



used for trust evaluation on every other bubble, as show in Figure 3. The factors that
may affect the trust are as follows. Note B(i) stands for a PTB (i.e. a node in the ad
hoc networks described below).
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Fig. 3. Trust evaluation matrix

O Experience statistics: Thisis statistic data of prior experience accumulated during
the communications with other nodes. The communication success through some
node will increase the trust index of that node. The communication failure through
that node will decrease the trust index attached to that node. Just like human
being's communications, the trust we established on one person is generally based
on the proportion of communication success and the level of satisfaction. By
digitizing the value of the experience statistics, its value can be expressed as:

Vi, j) = Fes (proportion of successful communication between B(i) and B()),
level of satisfaction from B(i) to B(j)), where F represents a function.

O Data value: Thisisthe value of communication data. The higher value of data, the
higher trust needed from other PTBs to transfer. The data value sent from B(i) to
B(j) can be expressed as:

V(i, j) = Fo (importance of data transferred between B(i) and B(j), security level
of the system and B(i))

O Intrusion black list: The black list of malicious nodes based on intrusion detection
of the host PTB. The value of intrusion black list can be expressed as:
Vin(i, j) = /0. 1: B(j) is good node treated by B(i); 0: B(j) is maicious node
treated by B(i).

0 Reference: Some reference, such as other bubbles recommendation, reputation of
the evaluated node, and other PTBs intrusion detection report, may also impact the



final evaluation result, especially when other information is lacked at the beginning
of the network running. The value of referenceis expressed as:

Vi, j) = Fgr (other PTBSs' recommendation on B(j), reputation of B(j), other PTBs
intrusion detection report on B(j), ...... )

O Personal preference: The bubble owner's persona preference also affects the
decision of trust as a subjective factor. The rate of the trust factor is one example.

r«(i, j, 8 = F(preferred rate of B(i) on x factor when evaluating trust on B(j) on
action @), where x can bees, d, r, etc.

Actualy, r.(i, j, 8 isaset of values for different network actions, r,(i, j, 8 ={ r«(i,
ha)lk=1,..n)}.

O PTB policy: Like the personal preference, the PTB's policy is aso a subjective
factor that affects the trust evaluation result. It is related to the whole network's
security requirements and policy. It aso affects the persona preferences. Most
importantly, the trust threshold is also decided by the PTB's policy. In addition, the
policy can also be tailored for different PTBs. The value of B(i)'s policy on some
special action a for B(j) can be described as:

Vi, j, @ = Fp (network's security policy, B(i)'s security policy on B(j), basic
security requirements, ...)

The V (i, j, 8 isin practice a set of values for different network actions, V (i, j, 8
={ Vyfi,j,a) [k=1,....n)}.

O Other factors (e.g., frequency of routing request from a node, energy left, etc) can
also be considered in the trust evaluation on particular action if needed. They can
be involved into the evaluation based on the preferred evaluation algorithms.

Vi, j) = Fo (frequency of routing request message from B(j), energy left on B(i),
)

Herein, the authors suggest a linear function that can work for the simple trust
evaluation. TE(i, j) stands for trust evaluation result conducted by B(i) on B(j) for
particular action a. It is calculated by considering the objective factors tailored by the
subjective factors.

TEL, j) = [re(i, j, @* Vi, ) +14(i, ], @* V(i J) + (i, ], @* Vi, j) +1o(i, ], @* Vi,
DI Vin(i, )

In the above function, r.(i, j, 8 (X = es, d, r, or 0) is afactor rate that is decided by
the personal preference. The total sum of r,(i, j, @) is 1 and the value of r,(i, j, @ may
be different for different actions. The experience statistics, data value, reference and
other factors can be digitized and applied a digital value. In addition, it is noted that
the value of intrusion black list, Vi (i, j), is either 1 or 0. Therefore, the result of the
above function is avalue. If the value exceeds the trust threshold V (i, j, &) defined by
the PTB policy on the particular action, the host PTB (B(i)) can trust the evaluated
PTB (B(j)) on that action. If the value is below the trust threshold, the host PTB (B(i))
can avoid using the evaluated PTB (B(j)) or apply corresponding protection to the
particular action. Furthermore, the trust evaluation is often conducted on several
PTBs. It is easy to compare the digital results and select the most trusted PTB for



intended purpose. Other trust evaluation algorithms (such as those in [19-21]) could
aso be applied, but they may not be quite adaptive to the ad hoc networks.

5 SecureRouting Based on Trust Evaluation

In this part, a source-initiated on-demand driven routing is illustrated as an example
to apply the above trust evaluation based security solution into secure ad hoc routing.
Here, it is assumed that the ad hoc nodes can authenticate with each other correctly. In
order to follow traditional routing description, node herein instead of PTB is used for
easy understanding. The routing algorithm is described as follows.

Destination

Node (&) routing reguest

Source Mode

Malicious
Made

s

Source Mode Destination

Mode (k) routing response

Responze
Mode 2

Responze
Mo 1

Source Mode Destination

Mode

() Data confirmation
from the destination
node

Malicious
Mode

Fig. 4. Secure routing with trust evaluation

1. Source node broadcasts routing request message to its neighbors in order to find a
route to destination node.



2. The neighbors of the source node forward the request to their neighbors if the trust
evaluation on the source node pass its predefined threshold, and so on, until either
the destination or an intermediate node with a "fresh enough" route to the
destination is reached. And that node would like to accept the data transfer based
on itstrust evaluation. (Figure 4 (a))

3. If some nodes respond that they have fresh enough route to the destination node
and would like to reserve some time slot for serving data transfer, the source node
checks the trust evaluation matrix and conducts the trust evaluation on the
responded nodes. Based on the evaluation result and hops of the routes, the source
node selects one preferred route, which it believes the best. (Figure 4 (b))

4. The source node sends (test) data packages to the destination using the selected
route and set preferred time slot waiting for the destination node's confirmation and
indicates that which packageis reguired to respond confirmation of receival.

5. After receiving the data packages, the destination node applies the same method
above to reply the confirmation message if the source node requests it. It is not
mandatory to use the same route as the source for better security consideration.
(Figure 4 (c))

6. If within the time dot, the destination's confirmation arrives and can be verified as
valid, the source node will continue sending data packages via the underlying
route. If the destination's confirmation cannot receive within the preferred time
dot, the source node will update its trust evaluation matrix data on the routing
nodes by reducing the trust value of experience statistics. If the source node makes
sure the response node of underlying routeis malicious, it will put the node into the
intrusion black list, set that value to 0. The source node also propagates the
malicious node over the networks. This information is used for updating the
reference of other nodes' trust evaluation matrix and the update should aso follow
the trust evaluation on the source node. Then processing either jumps to step 1 for
higher security or goesto step 7 for better performance.

7. The source node sel ects the second best route. Then go to step 4.

The proposed protocol can be implemented based on any on-demand ad hoc
routing protocol with suitable modification and by adding knowledge accumulation
and trust evaluation mechanism. Next, we further evaluate the security of our
proposed routing protocol by analyzing it over several active ad hoc routing attacks
described in [4].

Black hole attacks: In this attack, a malicious node uses the routing protocol to
advertise itself as the shortest path to other nodes. The proposed routing protocol can
defend this attack because it randomly requires the destination node's confirmation of
the data package. If the source cannot receive the confirmation within the indicated
time dot, it will change the route. In addition, the confirmation message may not be
transferred via the same route as the source node selected. The route of the
confirmation message is selected based on the destination's trust evaluation matrix. In
addition, the confirmation response is requested randomly by the source node.
Therefore, it will greatly reduce the risk that the confirmation message is intentionally
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transferred by the malicious node to the source node. What is more, if the malicious
node is found by any node in the network, this attack can be avoided in our protocol
based on the trust evaluation mechanism.

Denial of service: The DoS attack happens when the network bandwidth is hijacked
by a malicious node. Any intrusion detection mechanism can be deployed and its
result will contribute to the trust evaluation matrix, therefore affect any security-
related decision. For instance, a malicious node might generate frequent route
requests to make the network resources unavailable to other nodes. The proposed
protocol fights against this attack in the following way. In step 2, the neighbor node
processes the routing request according to the trust evaluation, in which the frequency
of routing request message from a node is considered as one of main factors. If the
frequency of request exceeds the threshold defined in the PTB's policy, the neighbor
node will ignore the request. And at the same time, the neighbor node may broadcast
the possibility of intrusion in the network. Any intrusion report broadcast in the
network is recorded by every node and used for updating the value of referencein the
trust evaluation matrix.

Routing table overflow attacks and energy consummation: In the first attack, the
attacker attempts to create routes to nonexistent nodes. The goal is to have enough
routes so that creation of new routes is prevented or the implementation of routing
protocol is overwhelmed. In the second attack, an attacker can attempt to consume
batteries by requesting routes or forwarding unnecessary packets to a node. In the
proposed protocol, every node has right to ignore or reject route serving or data
receiving according to the trust and ability evaluation. And the service time for other
nodes can be set according to the evaluation result. In this way, it can be effectively
against these kinds of attacks.

6 Further discussion

The security for the ad hoc networks is still in its infancy. Since the ad hoc networks
are dynamic by nature, they require a dynamic security solution that fits this
fundamental characteristic.

The proposed solution tries to simulate human being's social contact procedure on
decision-making and introduces it into the ad hoc networks. The perfect security
solution is hard to reach. But the average security level (for a node) can be achieved
as expectation based on accumulated knowledge and as well as the trust relationship
built and adjusted. With thisway, it could greatly reduce security threats. As shownin
Figure 5 (a), at the beginning, the security level reached may be quite low because the
nodes (potentially malicious) do not have much knowledge about other nodes. With
time elapsing, the nodes know each other more and more. So the trust evaluation on
particular actions is more and more close to correctness. This causes the security level
reaching its expectation. Figure 5 (b) shows another case where every node is a good
node and full of capability at the beginning. So the security achieved at the start point
is high. With the network running, some nodes are compromised. Some lack energy.
Those cause security level to decrease. On the other hand, the trust evaluation is more
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and more correct. It directs any decision on security and pushes the security level
reaching the expectation.

security level secLrity level

Lp 11 10 | PPN i SRS AUPRSNPNE- . L NI o EUPECHRHION  [«reesememn wemmment e D T

titme time:

(&) security level started at low point (b)) security level started at high pairt

Fig. 5. Gradua security achievement

But the above trust evaluation result may not keep correct longer because of the
dynamic characteristic of the network and its vulnerabilities. Further understanding is
needed among the nodes. The trust evaluation will be close to correctness gradually
since knowledge and experience accumulated by every node should not be updated
frequently and totally. This is because the possibility of the whole network crash is
low.

Even though there are some problems | eft, this method will help in avoiding further
loss. The proposed mechanism is also flexible to resist new attacks by introducing
new factors into the trust evaluation. Due to the dynamic characteristics of the
networks, it is suggested that the trust evaluation should be conducted at real time if
the security reguirement is high. The authors call this solution as gradual-security
approach.

7 Conclusions and future work

The new paradigm of the ad hoc networks presents new challenges on security due to
its salient characteristics that are totaly different from the conventional wired and
wireless networks. In this paper, the authors studied the security issues in the ad hoc
networks and analyzed the problems. The existing solutions cannot solve the security
issues for the ad hoc networks well.

Based on the study, a trust evaluation based security solution was proposed by
introducing human being's social contact procedure into any security-related decision-
making. The authors believe that data protection approach, secure route selection, and
any other decision related to security should be based on trust analysis and evaluation
among network nodes. Based on this mechanism, the authors further applied the
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mechanism to a source-initiated on-demand driven routing protocol and analyze its
security over several active attacks. The analysis showed that the proposed protocol
against those attacks effectively. In addition, we further discussed the solution as a
gradual-security solution, which can achieve average security level as expectation
based on knowledge and experience accumulation and inference. It is hard to achieve
perfect security, but it is possible to greatly reduce the threats.

Immediate future work includes study of efficient and effective trust evaluation
algorithm, simulation and proof of the proposed routing protocol. The authors are also
working on how to establish basic trust identity to enforce the trust analysis and
evaluation are conducted on the correct target nodes.
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