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ABSTRACT The trust-based routing mechanisms are proposed to enhance the security of the mobile ad hoc

network (MANET), which use the performance metrics of a node to evaluate the trust value of the node.

However, some performance metrics are fuzzy, which are easier to be described qualitatively than to be

expressed quantitatively. Therefore, the inability to quantitatively express these performance metrics leads

to the inaccuracy in the calculation of the trust values of nodes. Meanwhile, some routing mechanisms add

the path with the highest credibility to routing table without considering the hop counts of the route in route

selection, which reduces quality of service (QoS) of the routing. Aiming at the above problems, firstly, we use

cloud model to deal with the fuzziness of performance metrics. Specifically, a trust reasoning model based

on cloud model and fuzzy Petri net (FPN) is presented to evaluate the credibility of nodes. Then we propose

a routing algorithm based on trust entropy. Routes with the minimum trust entropy are selected to add to

routing table. This routing algorithm can reflect the comprehensive effect of route hops and the trust values of

nodes on routing selection, thus improving QoS in MANET. Finally, the TUE-OLSR protocol is established

based on the trust entropy routing algorithm and the optimized link state routing (OLSR) protocol. What’s

more, the effectiveness of TUE-OLSR protocol is verified by simulation experiments, which illustrate that

TUE-OLSR protocol performs better than existing trust-based OLSR protocols in terms of packet delivery

ratio and average latency.

INDEX TERMS Cloud model, fuzzy Petri net, mobile ad hoc network, trust entropy, TUE-OLSR.

I. INTRODUCTION

The MANET is a self-organized network, where mobile

nodes connected by wireless links and multi-hop forwarding

without a fixed network infrastructure [1]. Because of its

strong flexibility, MANET is mostly used in disaster relief

operations, vehicular networks, military service and other

fields. However, due to the distributed nature, the constantly

dynamic change of network topology and the absence of

an absolute control center, MANET is vulnerable to a wide

variety of attacks by malicious nodes.

Malicious nodes can change the parameters of routing

information and to exhaust the battery of nodes by make

them traversing the wrong packet in wrong direction [2]. This

type of attack prevents data traffic from being delivered to
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destinations. We introduce black hole attacks and grey hole

attacks to illustrate this problem. In black hole attacks, a mali-

cious node can attract all data packets by falsely claiming

a shortest route to the destination and then dumps them all

without forwarding them to the destination [3]. A typical

variant of black hole attack is grey hole attack, where the

malicious node behaves like a normal node during the route

discovery process, and then silently drops some or all of the

data packets sent to it for further forwarding even when no

congestion occurs [4]. Selfishness is another manifestation

of malicious nodes. A malicious node refuses to consume

its resources such as battery, by not participating in routing

operations. Therefore, the security of routing protocol is one

of the key points of research.

To solve the above problems, a variety of routing protocols

based on security considerations are proposed. According

to the ways of preventing malicious attacks from affecting
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routing operations, these protocols can be classified into two

types, security-based routing protocols and trust-based rout-

ing protocols. Security-based routing protocols protect rout-

ing information based on cryptographic primitives [5]–[7].

But these routing protocols have several drawbacks. Firstly,

such protocols require a lot of computing resources, so they

are not suitable for mobile devices with limited resources

[8]. Secondly, mobile devices can be physically captured and

utilized, making the authentication technology based on cryp-

tography invalid, thus normal nodes can become malicious

nodes under malicious attacks. Finally, in order to prevent

malicious attacks, such protocols are vulnerable to denial of

service attacks.Meanwhile, such protocols cannot prevent the

bad behaviors of malicious nodes within the network. There-

fore, the research on trust-based routing protocols becomes

more and more important.

In order to enhance the security of MANET, it is necessary

to establish a trust-based routing mechanism [9]. This kind

of routing mechanism includes two aspects: trust model and

trust-based routing protocol. A malicious attack has its spe-

cial behavior model, which can be used to identify malicious

nodes. On this basis, a trust model is proposed to collect

trust factors, which can reflect the behavior and motivation of

nodes. The trust model allows nodes to evaluate the credibil-

ity of other nodes in the network, so as to find out the mali-

cious nodes which are not allowed to participate in routing

operations. Traditional routing protocols select routes with

the shortest-path or minimum hop counts, while trust-based

routing protocols aim to establish the most trusted routes.

Trust-based routing mechanisms use the performance met-

rics of a node to evaluate the credibility of the node. How-

ever, some performance metrics are fuzzy and random, they

are easier to be described qualitatively than to be expressed

quantitatively. Specifically, for the trust model based on FPN,

we need to collect the truth degree of a series of conditional

propositions of the node to calculate the credibility of the

node, as shown in Section IV.B. One of the conditional propo-

sitions is that the routing operations of the node is normal.

We need to judge whether the routing operation of the node

is normal according to the number of TCmessages sent by the

node, and then calculate the truth degree of this proposition.

In particular, in order to calculate the truth of this proposition,

we tried to set a threshold in the FPN model. We assume

that if the number of normal TC messages sent by the node

is higher than the threshold, then the routing operation of

the node is completely normal, thus the truth degree of the

proposition is set to 1. And if the number of normal TC

messages sent by the node is lower than the threshold, then the

routing operation of the node is completely abnormal, thus the

truth degree of the proposition is set to 0. However, we found

that when the number of normal TC messages sent by some

nodes was lower than the threshold, the routing operation

of these nodes was normal. This is because the increase of

malicious nodes leads to network congestion, which leads

to the loss of TC messages sent by the nodes. In this case,

we cannot think that the routing operation of these nodes is

completely abnormal. A better expression is to indicate the

performance of routing operation of the node according to

the number of TCmessages sent by the node in a given period

as shown in Section IV.C, that is, the performance of routing

operation of the node is very poor, poor, good, very good,

etc. But in order to calculate the truth degree of this propo-

sition, we need to transform this qualitative description into

a quantitative expression. The cloud model can implement

the uncertain transformation between a qualitative concept

and its quantitative instantiations. Thus in order to make the

representation parameters more reliable, we choose the cloud

model to synthetically describe the fuzziness of concepts.

Besides, some trust mechanisms in MANET add the path

with the highest credibility to the routing table. Since the

hop counts of route is not taken into account, the route with

large hop counts is generated, which reduces the QoS of the

routing.

To solve the above problems, we propose a novel trust-

based routing mechanism. Firstly, a trust reasoning model

based on cloud model and FPN is presented to evaluate

the credibility of a mobile node. Secondly, in order to

reflect the comprehensive effect of route hops and the trust

values of nodes on routing selection, a routing algorithm

based on trust entropy is proposed. This routing algorithm

selects the route with the minimum trust entropy. Finally,

we extend the OLSR by using the trust entropy routing

algorithm, called TUE-OLSR. The simulation experiments

have been conducted to present the effectiveness of this new

protocol.

The main contributions of this paper are as follows:
(1) Some performance metrics are fuzzy and random.

They are easier to be described qualitatively than to

be expressed quantitatively, which leads to the inac-

curacy in the calculation of the trust values of nodes.

We use cloudmodel to deal with the fuzziness and ran-

domness of performance metrics. What’s more, cloud

model can implement the uncertain transformation

between linguistic concepts and quantitative values.

(2) We propose a routing algorithm based on trust entropy

and the trust values of the nodes. Routes with the

minimum trust entropy are selected to add to the

routing table. Then we extend the OLSR by using the

trust entropy routing algorithm, called TUE-OLSR.

The simulation experiments have been conducted to

present the effectiveness of this new protocol.

The rest of this paper is organized as follows: Section II

reviews the related work. Section III describes the related

concept of cloudmodel. Then based on cloudmodel and FPN,

we define a novel FPN, named as Cloud-Based Fuzzy Petri

Nets (CFPNs). Section IV introduces the CFPN-based trust

reasoning mechanism. Section V presents the trust entropy-

based routing mechanism. Simulation results are given in

Section VI. Finally, Section VII gives the concluding remarks

along with directions for future research.
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II. RELATED WORK

A. CLOUD MODEL APPLICATIONS

As a promising tool to describe qualitative concepts, the cloud

model has been paid more and more attention and applied

in many fields. For example, Gao et al. [10] developed

a comprehensive assessment method of concrete damage

after disastrous fire based on cloud model and game the-

ory. The cloud model was used to calculate the certainty

degree of the grading assessment index of concrete damage

after fire. Liu and Wen [11] proposed a continuum topol-

ogy optimization method that can consider the uncertainty

of load location. In their work, the cloud model has been

employed to depict the uncertainties in the loading locations.

In [12], a novel integrated FMEA model based on the cloud

model and hierarchical techniquewas developed to assess and

rank the risk of failure modes. Based on the cloud model,

Gao et al. [13] proposed an intelligent lateral control algo-

rithm, which was designed to calculate intelligent vehicle

lateral offsets. Peng and Wang [14] proposed a multicriteria

group decision-making method based on the normal cloud

model with Zadeh’s Z-numbers. In their paper, the normal

cloudmodel has been employed to analyze the Z-number con-

struct. Xu et al. [15] put forward a safety assessment method

to prevent petrochemical enterprise accidents by proposing

a composite safety assessment approach based on the cloud

model, preliminary hazard analysis–layer of protection anal-

ysis and the bow-tie model. The petrochemical enterprise

and its relevant indicators were evaluated based on the cloud

model. To implement human knowledge more effectively

in the field of human-machine cooperative path planning,

a fast human-in-the-loop path planning strategy based on the

cloud model was proposed in [16]. In their paper, the cloud

model was used to allow human’s fuzzy decision about path

direction and trending. Wu et al. [17] introduced a method

based on cloud model and the automatic threshold algorithm

for range-constrained thresholding, and used the cloud model

to represent various visual properties of the images.

B. FPN IMPROVEMENTS

Petri nets (PNs) are the mathematical representation of par-

allel discrete systems, which are suitable for describing

asynchronous and concurrent system models and have been

applied in many fields [18]–[20]. For example, Li et al. [21]

developed a deadlock prevention method based on structure

reuse of Petri net supervisors, which can lead to a nearly

optimal for flexible manufacturing systems (FMS). Based

on Labelled Petri net, Liu and Jiang [22] proposed the con-

cept of secure bisimulation to solve the problem that the

classic bisimulation theory is not suitable for the security-

oriented interactive systems. Du et al. [23] proposed a web

service substitution method based on Petri nets, which can be

applied to ecommerce service substitution to meet the busi-

ness automation needs. FPNs are the modification of classical

PNs for dealing with imprecise, vague or fuzzy information in

knowledge-based systems. In view of its existing problems,

a variety of extended FPN methods have been proposed.

Specifically, to precisely express the experience of domain

experts, Liu et al. [24] presented a linguistic Petri net and

a matrix operation-based reasoning algorithm, and the cloud

model was used to manage the fuzziness and randomness

of knowledge assessments. Chang et al. [25] proposed a

methodology based on FPN to evaluate the comprehensive

risk of deepwater drilling risers, and by using the fuzzy rea-

soning algorithm based on FPN, risk values of risk factors at

different levels and the integrated system were gained by iter-

ation of state matrix. In [26], a hybrid fault location method

for smart distribution systems was proposed by using FPN

and available multi-source data. Furthermore, a fault diag-

nosis model based on FPN technique was developed, which

employed discrete evidences to estimate the faulted section.

Li et al. [27] developed a theoreticalmodel based on linguistic

interval 2-tuples and interval-valued intuitionistic FPNs for

acquiring and representing tacit knowledge, which can be

used to increase and sustain the competitive advantages of

knowledge intensive organizations. Shi et al. [28] presented

a novel classical failure mode and effects analysis (FMEA)

method based on FPN and fuzzy evidential reasoning to

improve the accuracy and reliability of FMEA.

C. TRUST-BASED ROUTING MECHANISMS FOR MANET

Trust-based routing mechanisms include two aspects: First

of all, using the trust model we can determine which nodes

are trusted and which are not according to the performance

of the nodes. Then we need to design the trust-based routing

protocol, and establish the routing table composed of trusted

nodes based on this protocol for packet transmission. In [29],

a trust-based on-demand multipath routing scheme was pro-

posed to find the trust-based secure route from source nodes

to destination nodes. Based on the weighted binary relational

fuzzy trust model, Jain et al. [30] presented an approach

of security enhancement in MANETs to mitigate blackhole

attacks in ad hoc on-demand distance vector (AODV) proto-

col. They used a trust computing approach to determine mali-

cious nodes and safe routes in MANETs. In order to embody

trust and energy in routing protocol, Sethuraman and Kan-

nan [31] proposed a refined trust energy-ad hoc on demand

distance vector (ReTE-AODV) routing algorithm. Bayesian

probability was used in their paper for trust management.

The proposed algorithm routes the packets from the source

nodes to destination nodes not through the shortest route but

by selecting a reliable route which consumes low energy for

sending the packets. Rajesh et al. [32] proposed a subjec-

tive logic-based trust model that integrates the behavioral

trust with the context-based trust, where the behavioral-based

trust incorporates subjective logic-based evidence fusion in

indirect trust evaluation. What’s more, this model assigns a

weight for both behavior and context-based trust to efficiently

calculate total trustworthiness of a node. Thorat and Kulkarni

[33] proposed the uncertainty analysis framework (UAF) for

trust-based routing in MANET. The UAF was integrated

into different trust variants of AODV protocol, and used to

calculate the network belief, disbelief, and uncertainty (BDU)
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values. Wang et al. [34] proposed a trust-based QoS routing

algorithm and used it to enhance the security of network in

the presence of malicious nodes. In their paper, the rout-

ing algorithm ensures the forwarding of packets through the

trusted and least link delay routes by monitoring the behavior

of each node. Once a malicious node is discovered, it is

isolated from the network so that no packet is forwarded

through it. Zhang et al. [35] proposed a novel approach of

the distributed and adaptive trust metrics for MANET based

on the one-hop module and multi-hop module. In their paper,

the one-hop module was used to calculate direct trust and

recommendation trust, and the multi-hop module was used

to calculate indirect trust. However, some trust mechanisms

in MANET add the path with the highest credibility to the

routing table. Since the hop counts of route is not taken into

account, the route with large hop counts is generated, which

reduces the QoS of the routing. Besides, in the trust model

based on FPN, there is a proposition about whether routing

operation routing operation of the node is normal or not.

We need to judge whether the routing operation of the node is

normal according to the number of TC messages sent by the

node, and then calculate the truth degree of this proposition.

Specifically, in order to calculate the truth of this proposition,

we tried to set a threshold in the FPN model. We assume

that if the number of normal TC messages sent by the node

is higher than the threshold, then the routing operation of

the node is completely normal, thus the truth degree of the

proposition is set to 1. And if the number of normal TC

messages sent by the node is lower than the threshold, then the

routing operation of the node is completely abnormal, thus the

truth degree of the proposition is set to 0. But we found that

when the number of normal TC messages sent by the node

is lower than the threshold, the routing operation of these

nodes was normal. This is because the increase of malicious

nodes leads to network congestion, which leads to the loss

of TC messages sent by the nodes. In this case, we cannot

think that the routing operation of these nodes is completely

abnormal. A better expression is to indicate the performance

of routing operation of the node according to the number

of TC messages sent by the node, that is, the performance

of routing operation of the node is very poor, poor, good,

very good, etc. To solve these two problems, we propose a

novel trust-based routing mechanism. Firstly, a trust reason-

ing model based on cloud model and FPN is presented to

evaluate the credibility of amobile node. Secondly, in order to

reflect the comprehensive effect of route hops and node’s trust

values on route selection, a routing algorithm based on trust

entropy is proposed. This routing algorithm selects the route

with the minimum trust entropy. Finally, we extend the OLSR

by using the trust entropy routing algorithm, called TUE-

OLSR. The simulation experiments have been conducted to

present the effectiveness of this new protocol, which show

that TUE-OLSR protocol performs better than existing trust-

based OLSR protocols in terms of packet delivery ratio and

average latency.

Algorithm 1 Algorithm for Calculating the Truth Degrees of

Condition Propositions

Input: load(i), rce(i), fwd(i), ftc(i) and delay(i)

Output: the truth degrees of condition propositions of node

Vi
Setp1: while (t ≤ g) // Execute this loop during g period

{

if packet→ Vi //Vi received a packet

load(i) = load(i) + length(packet)

rce(i) + +
end if

if Vi → packet //Vi transmitted a packet

fwd(i) + +
end if

if (packet → Vi && Vi → packet) //Vi has

//received and transmitted a packet

delay(i) = delay(i) + time(gf ) − time(gr )

end if

if Vi → TC//Vi sent a TC message

ftc(i) + +
end if

}

Setp2: begin

α̃1
(0) = ((ET − Ei)/ET , (ET − Ei)/ET , 0, 0)

α̃2
(0) = (1 − delay(i)/(fwd(i) · s), 1 − delay(i)

/(fwd(i) · s), 0, 0)
α̃3

(0) = (fwd(i)/rce(i), fwd(i)/rce(i), 0, 0)

α̃4
(0) = (1 − load(i))/(g · e), 1 − load(i))/(g · e), 0, 0)

Switch (ftc(i))

{

case [g/u] : α̃5
(0) = (1, 1, 0.119, 0.007);

case [g/u] − 1 : α̃5
(0) =

(0.596, 0.596, 0.045, 0.003);
case [g/u] − 2 : α̃5

(0) = (0.5, 0.5, 0.028, 0.001);
case [g/u] − 3 : α̃5

(0) =
(0.405, 0.405, 0.045, 0.003);

default: α̃5
(0) = (0, 0, 0.119, 0.007);

}

α̃6
(0) = α̃7

(0) = α̃8
(0) = α̃9

(0) = (0, 0, 0, 0)

M0 = (α̃1
(0), α̃2

(0), . . . , α̃9
(0))T

end

III. BASIC CONCEPTS

A. CLOUD MODEL THEORY

The cloud model can synthetically describe the randomness

and fuzziness of concepts and implement the uncertain trans-

formation between a qualitative concept and its quantitative

instantiations [36]. A cloud γ = (Ex,En,He) is described

by three numerical characteristics, namely, expectation (Ex),

entropy (En) and hyper entropy (He). x is called a cloud
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Algorithm 2 Cloud-Based Trust Reasoning Algorithm

Input: I, O, W, CF and TH are n × m-dimensional cloud

matrices, M0 is n × 1-dimensional cloud matrix.

Output: Mk is n × 1-dimensional cloud matrix, repre-

senting

the truth degrees of all propositions.

Step 1: k = 1

The parameter k records the number of iterations.

Step 2: X
(k)
i = W TM(k−1) (i = 1, 2, 3, . . . , n)

Calculate the equivalent input value of each transition.

Step 3:

N (k) = [X
(k)
1 ,X

(k)
2 , . . . ,X (k)

n ]Tn×m ⊙ O

Y (k) = (y
(k)
ij )nxm = N (k)


TH

Y (k) indicates the enabled transitions of output places.

For the kth iteration, the elements in Y
(k)

are obtained

by comparing the input value of the transition with its

corresponding threshold value.

Step 4: Z
(k) = Y (k) ⊙ CF

Calculate the output certainty factors of the enabled

transitions.

Step 5: Q(k) = Z (k) ⊗ X
(k)
1

Calculate the truth degrees of output places of the

enabled transitions.

Step 6: Mk = Mk−1 ⊕ Q(k)

Calculate the truth degrees of all places.

Step 7: if Mk 6= Mk−1

k = k + 1

jump to Step 2

end if

Step 8: End reasoning.

drop, which is a random instantiation of a qualitative concept.

Ex denotes the mathematical expectation of a cloud drop

belonging to a qualitative concept. En is the uncertainty mea-

surement of a qualitative concept.He is the uncertainty degree

of En, which can be regarded as the second-order entropy of

En [24].

Definition 1 (Interval Cloud): Let U be the universe of

discourse and Q be a qualitative concept in U . If x ∈
U is a random instantiation of concept Q, which satisfies

x ∼ N (Ex,En′2) and En′ ∼ N (Ex,He2), and the certainty

degree of x belonging to concept Q satisfies y = e
− (x−Ex)2

2(En)′2 ,

then the distribution of x on the universe U is said to be a

normal cloud. When the expectation Ex is expanded to an

interval value [Ex,Ex], the cloud is called an interval cloud,

γ̃ = ([Ex,Ex],En,He) [24].

Definition 2 (Constant Cloud): To carry out fuzzy reason-

ing operations on the fuzzy concepts and the definite concepts

in the same environment, constant cloud is defined in this

paper. For cloud γ̃ = ([Ex,Ex],En,He), if Ex = Ex = a ∈
[0, 1] and En = He = 0, then the cloud γ̃ = ([a, a], 0, 0) is

called a constant cloud. Constant cloud is the expression of

Algorithm 3 Trust Entropy-Based Routing Algorithm

Input: node Vx and its trust value Tx
Output: route R where the source node is node Vs and

the destination node is node Vj
int Vx , i = 1

float Tx
Vx = Vs// Access the source node Vx at first

TUER = 5.89// Let the initial trust entropy of route R

be //the maximum trust entropy of route R

void search (int Vx)

{

visit (Vx) // Access all nodes that can act as the //inter-

mediate nodes in route Ri
if (! check (Ri, Vx) && hop(Ri) < 10) // Function //hop

is used to calculate the hop counts of the route Ri. If //Vx is

not in route Ri and the hop counts of route Ri is //smaller

than 10, then add node Vx to route Ri
add (Ri,Vx)

if (Vx = Vj) // Node Vx is the destination node

i+ +
if (TUER > TUERi−1

) // If the trust entropy of

//route R is greater than the trust entropy of route Ri−1

TUER = TUERi−1
// Let the trust entropy of route

//R be the trust entropy of route Ri−1

R = Ri−1// Let route R be route Ri−1

end if

Ri = delete(Ri−1,Vx)// Delete node Vx from

//routeRi−1 to get route Ri
end if

end if

for(Vw = firstneighbor(Vx);Vw >= 0;Vw =
nextneighbor(Vx ,Vw))// Search the adjacent points of

node Vx . If all of these //points are accessed, then end the

for loop

{

search (Vw)

}

delete(Ri,Vx) // Delete Vx from route Ri
}

real number in cloud model, and is a special kind of interval

cloud.

Definition 3: Given two clouds γ1 = ([Ex1,Ex1],En1,

He1) and γ2 = ([Ex2,Ex2],En2,He2), the arithmetic oper-

ations of γ1 and γ2 can be summarized as follows [37], [38]:

(1) γ1 + γ2 = (Ex1 + Ex2,Ex1 + Ex2,

√
En21 + En22,

√
He21 + He22);

(2) γ1 − γ2 = (Ex1 − Ex2,Ex1 − Ex2,

√
En21 + En22,

√
He21 + He22);
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(3) γ1×γ2 = (Ex1 Ex2,Ex1 Ex2,
√
(En1Ex2)2 + (En2Ex1)2,√

(He1Ex2)2 + (He2Ex1)2),whereEx1 = (Ex1+Ex1)/2
and Ex2 = (Ex2 + Ex2)/2;

(4) λγ = (λEx, λEx,
√

λEn,
√

λHe), λ ≥ 0.

Definition 4 [37]:Given two clouds γ1 = ([Ex1,Ex1],En1,

He1) and γ2 = ([Ex2,Ex2],En2,He2), the possibility degree

for the comparison between them can be represented as (1),

as shown at the bottom of this page.

Unlike [37], in order to compare constant cloud with inter-

val cloud, we set s1 = 1.1 −
√
En21+He

2
1√

En21+He
2
1+

√
En22+He

2
2

and s2 =

1.1−
√
En22+He

2
2√

En21+He
2
1+

√
En22+He

2
2

. If En1 = En2 = He1 = He2 = 0,

then

√
En21+He

2
1√

En21+He
2
1+

√
En22+He

2
2

=
√
En22+He

2
2√

En21+He
2
1+

√
En22+He

2
2

= 0.

Theorem 1 [37]: Given two clouds γ1 = ([Ex1,Ex1],En1,

He1) and γ2 = ([Ex2,Ex2],En2,He2), then the followings

are true.

(1) 0 ≤ p(γ1 ≥ γ2) ≤ 1;
(2) p(γ1 ≥ γ2) = 1 ⇔ s2Ex2 ≤ s1Ex1;
(3) p(γ1 ≥ γ2) = 0 ⇔ s1Ex1 ≤ s2Ex2;
(4) p(γ1 ≥ γ2) ≥ 1/2;
(5) if s2Ex2 + s2Ex2 ≤ s1Ex1 + s1Ex1, then p(γ1 ≥ γ2) ≥

1/2, and especially if s2Ex2+s2Ex2 = s1Ex1+s1Ex1,

then p(γ1 ≥ γ2) = 1/2.

Definition 5 (Priority Indice): Assume that there are n

clouds γi(i = 1, 2, 3, . . . , n), and each cloud γi is compared

with all clouds γi(i = 1, 2, 3, . . . , n) by using Eq. (1). Then,

a complementary matrix can be constructed as

p =




p11 p12 p1n
p21 p22 . . . p2n

...

pn1 pn2 pnn


 .

The priority indice of cloud is defined as

vi =
1

n(n− 1)
(
∑n

j=1
pij +

n

2
− 1).

Then we can rank the n clouds γi(i = 1, 2, 3, . . . , n) in

descending order of the values vi(i = 1, 2, 3, . . . , n) [37].

Theorem 2 [37]: Given two clouds γ1 = ([Ex1,Ex1],En1,

He1) and γ2 = ([Ex2,Ex2],En2,He2),whose priority indices

are v1 and v2, then the followings are true.

(1) if v1 ≥ v2, then γ1 ≥ γ2;
(2) if v1 = v2, then γ1 = γ2;

(3) if v1 ≤ v2, then γ1 ≤ γ2;
(4) γ1 ≥ γ2 ⇔ p(γ1 ≥ γ2) ≥ p(γ2 ≥ γ1),

γ1 = γ2 ⇔ p(γ1 ≥ γ2) = p(γ2 ≥ γ1) = 1/2.

Definition 6 (Cloud Matrix): To implement fuzzy reason-

ing in the cloud model environment, cloud matrix is defined

in this paper. The cloud matrix is composed of n rows and m

columns of cloud γij(i = 1, 2, 3, . . . , n; j = 1, 2, 3, . . . ,m),

then a cloud matrix can be constructed as

A =




γ11 γ12 γ1m
γ21 γ22 . . . γ2m

...

γn1 γn2 γnm


 .

Definition 7: To implement the reasoning of the cloud

matrix, the product operation of a real number λ(λ ≥ 0) and

a cloud matrix A is defined as

λA =




λγ11 λγ12 λγ1m
λγ21 λγ22 . . . λγ2m

...

λγn1 λγn2 λγnm


 .

The operation of λγij(i = 1, 2, 3, . . . , n; j =
1, 2, 3, . . . ,m) obeys Definition 3.

Definition 8: Let A = (aik )(i = 1, 2, 3, . . . , n; k =
1, 2, 3, . . . , s; j = 1, 2, 3, . . . ,m) be an n × s-dimensional

cloud matrix or real matrix, and let B = (bkj) be an s ×
m-dimensional cloud matrix, then the product operation of

matrix A and matrix B is defined as C = (cij), where cij =
ai1b1j+ai2b2j+· · ·+aisbsj =

∑s
k=1 aikbkj, and the operation

of
∑s

k=1 aikbkj obeys Definition 3.

B. CONVERSION BETWEEN LINGUISTIC TERMS AND

CLOUDS

In many situations, linguistic terms are more suitable than

precise values in describing the qualitative evaluation infor-

mation elicited from decision makers [24].

Let H = {hi|i = 0, 1, . . . , 2t, t ∈ N ∗} be a finite

and linguistic term set, where hi represents a possible value

for a linguistic variable, and it should satisfy the following

characteristics [35].

(1) The set is ordered: hi > hj, if i > j;
(2) There is the negation operator: Neg(hi) = hj, where

j = 2t − i.

For example, a set of seven linguistic terms H can be

defined as H = {h0 = extremely low, h1 = very low, h2 =
low, h3 =medium, h4 = high, h5 = very high, h6 = extremely

high}, then seven basic clouds can be generated for the cor-

responding linguistic terms. These clouds can be denoted

as: γ0 = (Ex0,En0,He0), γ1 = (Ex1,En1,He1),. . . , γ6 =

p(γ1 ≥ γ2) =
min

{
s1(Ex1 − Ex1) + s2(Ex2 − Ex2),max(s1Ex1 − s2Ex2, 0)

}

s1(Ex1 − Ex1) + s2(Ex2 − Ex2)
. (1)
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(Ex6,En6,He6). Using the golden segmentation method [38],

their numerical characteristics are computed as:

Ex0 = Xmin,Ex6 = Xmax ,Ex3 = (Xmax + Xmin)/2,

Ex2 = Ex3 − 0.382(Xmax + Xmin)/4,

Ex4 = Ex3 + 0.382(Xmax − Xmin)/4,

Ex1 = Ex3 − (Xmax − Xmin)/4,

Ex5 = Ex3 + (Xmax − Xmin)/4;
En2 = En4 = 0.382(Xmax − Xmin)/12,

En3 = 0.618En4,

En1 = En5 = En4/0.618,En0 = En6 = En5/0.618;
He2 = He4 = He3/0.618,He1 = He5 = He4/0.618,

He0 = He6 = He5/0.618.

[Xmin,Xmax] is the effective domain of x, and He3 is given

by experience. In this paper, we set Xmin = 0,Xmax = 1 and

He3 = 0.001. Therefore, the above seven basic clouds can be

expressed as:

γ0 = (0, 0.084, 0.005), γ1 = (0.25, 0.052, 0.003),

γ2 = (0.405, 0.032, 0.002), γ3 = (0.5, 0.02, 0.001),

γ4 = (0.596, 0.032, 0.002), γ5 = (0.75, 0.052, 0.003) and

γ6 = (1, 0.084, 0.005).

Definition 9[39]: Let the uncertain linguistic value be

[hi, hj]. The lower limit hi and upper limit hj can be con-

verted into two clouds γi = (Exi,Eni,Hei) and γj =
(Exj,Enj,Hej) respectively. Then an interval cloud γ̃ =
([Ex,Ex, ],En,He) is obtained, where Ex = min{Exi,Exj},
Ex = max{Exi,Exj},En =

√
En2i + En2j and He =√

He2i + He2j .

C. DEFINITION OF CFPNs

FPNs are a modification of classical Petri nets (PNs) for deal-

ingwith imprecise, vague or fuzzy information in knowledge-

based systems. The main characteristics of an FPN are that

it supports structural organization of information, provides

visualization of knowledge reasoning, and facilitates design

of efficient fuzzy inference algorithms [40]. The truth degrees

of input places are generally given as a series of definite real

numbers. However, in some cases the truth degrees of input

places are random and fuzzy, they are easier to be described

qualitatively than to be expressed quantitatively. The cloud

model can synthetically describe the randomness and fuzzi-

ness of concepts and implement the uncertain transformation

between a qualitative concept and its quantitative instantia-

tions. Therefore, in this paper, we use the cloud model to

deal with the fuzziness and randomness of the truth degrees of

input places. Furthermore, a new type of FPNs based on cloud

model theory is proposed for knowledge representation and

reasoning, namely CFPNs.

Definition 10 (CFPN): A CFPN is a 9-tuple:

CFPN = (̃α, P,T ,M , I ,O,W ,TH ,CF), where

(1) P = {p1, p2, . . . , pn} denotes a finite nonempty set of

places or propositions.

(2) α̃i(Pi) : Pi → γ̃i is an association function which

maps from a place pi to a cloud γ̃i. The token value

of a place pi(pi ∈ p) is expressed by a cloud α̃i which

can represent the truth degree of the place pi.

(3) T = {t1, t2, . . . , tm} denotes a finite nonempty set of

transitions or rules.

(4) I : P × T → (I (pi, tj))n×m is an n × m-dimensional

input incidence matrix defining the directed arcs

from places to transitions (i = 1, 2, 3, . . . , n; j =
1, 2, 3, . . . ,m).

I (pi, tj) =
{
1, if there is a directed arc from pi to tj
0, otherwise

}

(5) O : T × P → (O(ti, pj))n×m is an n × m-dimensional

ou-tput incidence matrix defining the directed arcs

from transitions to places (i = 1, 2, 3, . . . , n; j =
1, 2, 3, . . . ,m).

O(tj, pi) =
{
1, if there is a directed arc from tj to pi
0, otherwise

}

(6) M = (α̃1, α̃2, . . . , α̃n)
T is a making of the CFPN,

where α̃i(i = 1, 2, 3, . . . , n) is a cloud. M indi-

cates the truth degrees of places. Moreover, M(k) =
(α̃1

(k), α̃2
(k), . . . , α̃n

(k))T represents the truth degrees

of places after k times of reasoning.

(7) TH = (̃α(τij))n×m denotes the threshold of transi-

tion tj, and the threshold can be represented by cloud

α̃(τij)(i = 1, 2, 3, . . . , n; j = 1, 2, 3, . . . ,m).

THij

=
{

α̃(τij), if there is a directed arc from tj to pi
(1, 1, 0, 0), otherwise

}

(8) W = (wij)n×m(i = 1, 2, 3, . . . , n; j = 1, 2, 3, . . . ,m)

is the weight coefficient of the place pi, which indi-

cates how much a place pi, impacts a transition tj.

W (pi, tj) =
{
wij, if there is a directed arc from pi to tj
0, otherwise

}

(9) CF = (̃α(µij))n×m is the output certainty factor of the

transition tj, and can be represented by cloud α̃(µij)

(i = 1, 2, 3, . . . , n; j = 1, 2, 3, . . . ,m).CFij indicates

how much a transition tj impacts a place pi.

CFij

=
{

α̃(µij), if there is a directed arc from tj to pi
(0, 0, 0, 0), otherwise

}

IV. CFPN-BASED TRUST REASONING MECHANISM

In this section, based on CFPN, we propose a trust reasoning

mechanism to deal with the fuzziness and randomness of the

truth degrees of propositions and calculate the trust values of

propositions. This mechanism has four aspects: cloud-based

fuzzy production rules, cloud-based rule representations for

MANET, calculation of the truth degrees of condition propo-

sitions, and cloud-based trust reasoning algorithm.
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FIGURE 1. CFPR model of Case 1.

FIGURE 2. CFPR model of Case 2.

FIGURE 3. CFPR model of Case 3.

A. CLOUD-BASED FUZZY PRODUCTION RULES

Fuzzy production rules (FPRs) are used as a tool of knowl-

edge expression and reasoning for uncertain and fuzzy knowl-

edge. The fuzzy concepts in propositions and rules of FPRs

are usually represented by real numbers, but sometimes we

have to utilize linguistic terms to state our judgments about

knowledge representation parameters (e.g., TCmessagemen-

tioned in Section I). Therefore, we extend FPRs to the

linguistic environment and propose the cloud-based fuzzy

production rules (CFPRs).

The formal definition of CFPRs is as follows:

If pi then pk (tj, α̃(pi),wij, α̃(τkj), α̃(µkj))

(1) pi is the antecedence proposition, i = 1, 2, 3, . . . , n;
(2) pk is the consequence proposition, k is constant;

(3) tj is the rule of proposition pi, j = 1, 2, 3, . . . ,m;

(4) α̃(pi) is the truth degree of proposition pi;

(5) α̃(µkj) is the output certainty factor of the rule tj;
(6) α̃(τkj) is the threshold of rule tj;

(7) wij is the weight of proposition pi.

The CFPRs can be divided into three cases, and all the rules

can be represented in accordance with the CFPR model as

shown in Figs. 1-3, respectively.

Case 1: A simple CFPR

if pi then pk (tk , α̃(pi),wik = 1, α̃(τk ), α̃(µk ))

If α̃(pi) ≥ α̃(τk ), then tk is fired, the truth degree of

consequence proposition pk can be expressed as

α̃(pk ) = α̃(pi) · wik · α̃(µk ) = α̃(pi) · α̃(µk ).

FIGURE 4. Cloud-based rule representations model for MANET.

Case 2: A compound cloud conjunctive rule in

the antecedent if p1 and p2 and, . . . , and pn then

pk (tk , α̃(pi),
∑n

i=0 wik = 1, α̃(τk ), α̃(µk ))(i = 1, 2, 3, . . . , n)

If
∑n

i=0 wik ·̃α(pi) ≥ α̃(τk ), then tk is fired, the truth degree

of consequence proposition pk can be expressed as α̃(pk ) =
α̃(µk ) ·

∑n
i=0 wik ·̃α(pi).

Case 3: A compound cloud disjunctive rule in the

antecedent if p1 or p2 or, . . . , or pn then pk (tik , α̃(pi),wik =
1, α̃(τik ), α̃(µik ))(i = 1, 2, 3, . . . , n).

If ∃wik · α̃(pi) ≥ α̃(τik ), then tik is fired, the truth degree of

consequence proposition pk can be expressed as

α̃(pk ) = α̃(µik ) ·Max (̃α(pi) · wik ) = α̃(µik ) ·Max (̃α(pi)).

B. CLOUD-BASED RULE REPRESENTATIONS FOR MANET

Based on the CFPRs, we build a cloud-based rule representa-

tions model for MANET by taking the performance metrics

of a node as the condition propositions and the credibility

of a node as a conclusion proposition. Specifically, in this

subsection, we define 9 propositions and 4 rules, and the

cloud-based rule representations model forMANET is shown

in Fig. 4 where rule parameters are given by experience. The

rules and propositions are as follows:

Rule1: IF p1 then p6
p1 : The node has low energy consumption.

p6 : The residual energy of the node is high.
Rule2: IF p2 and p3 and p4 then p7
p2 : The average packet forwarding delay of the node is

low.

p3 : The packet forwarding rate of the node is high.
p4 : The load of the node is low.
p7 : The performance of the node in data plane is normal.

Rule3: IF p5 then p8
p5 : The routing operations of the node are normal.

p8 : The performance of the node in routing plane is

normal.

Rule4: If p6 and p7 and p8 then p9
p6 : The residual energy of the node is high.
p7 : The performance of the node in data plane is normal.

p8 : The performance of the node in routing plane is

normal.

p9 : The node can be trusted.
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In this paper, we use the Analytic Hierarchy Process

(AHP) to determine the weight coefficient of a proposi-

tion. Moreover, based on the transformation rules between

clouds and linguistic terms described in Section III.B, we set

THij = α̃(τij) = (0, 0.25, 0.099, 0.006) if and only if there

is a directed arc from tj to pi, and CFij = α̃(µij) =
(0.75, 1, 0.099, 0.006) if and only if there is a directed arc

from tj to pi(i = 1, 2, 3, . . . , n; j = 1, 2, 3, . . . ,m).

C. CALCULATION OF THE TRUTH DEGREES OF

CONDITION PROPOSITIONS

In order to implement the trust reasoning algorithm to calcu-

late the credibility of nodes, we have to calculate the truth

degrees of condition propositions. In this paper, the truth

degrees of condition propositions are determined by the per-

formance of the nodes. Thus, trust factors are defined to

evaluate the performance of the nodes, then an algorithm

is proposed for calculating the truth degrees of condition

propositions.

Definition 10 (Trust Factors): Let g denote the trust update

period for updating trust reasoning value.

load(i) : the load of the node Vi during g period.
rce(i) : number of packets received by the node Vi during

g period.

fwd(i) : number of packets transmitted by the node Vi
during g period.

ftc(i) : number of TC messages sent by the node Vi during

g period.

delay(i) : the forwarding delay of the node Vi during g

period.

These trust factors are cleared every g period.

(1) Let the initial energy of node Vi be ET , the energy

consumed of node Vi be Ei, the energy consumed by

receiving a packet be Erx , the energy consumed by

transmitting a packet be Etx , the receiving power be

Prx , the transmitting power be Ptx , and the bandwidth

be e. The energy consumption calculation method

in [41] is adopted in this paper, according to [41],

we can get Etx = Ptx · 8 · packetsize/bandwidth =
Ptx · 8 · packetsize/e and Erx = Prx · 8 ·
packetsize/bandwidth = Prx · 8 · packetsize/e. Then
we can derive Ei = rce(i) · Erx + fwd(i) · Etx . The
truth degree of proposition p1 can be expressed as

(ET − Ei)/ET . In the cloud model, it is expressed

as

α̃1
(0) = ((ET − Ei)/ET , (ET − Ei)/ET , 0, 0).

(2) The packet receiving process is marked as gr , and the

packet transmitting process is marked as gf . Let the

packet forwarding delay of node Vi during g period be

delay(i), where delay (i) = delay (i) + time
(
gf

)
−

time (gr ). The packet forwarding delay of node Vi
during g period is expressed as delay(i)/fwd(i),

where fwd(i) 6= 0. Let delay tolerance be s,

the truth degree of proposition p2 can be expressed as

1 − delay(i)/(fwd(i) · s). In the cloud model, it is

expressed as

α̃2
(0)= (1−delay(i)/(fwd(i)

·s), 1−delay(i)/(fwd(i) · s), 0, 0).

(3) If Vi received a packet, then rce(i)++. If Vi transmit-

ted a packet, then fwd(i) + +. The packet forwarding

rate of nodeVi can be expressed as fwd(i)/rce(i), where

rce(i) 6= 0. In the cloud model, it is expressed as

α̃3
(0) = (fwd(i)/rce(i), fwd(i)/rce(i), 0, 0).

(4) If Vi received a packet, then load(i) = load(i)+
length(packet). length is a function, which is used to

compute the data bits in the packet. The load of node

Vi can be expressed as load(i)/g. The truth degree of

proposition p4 can be expressed as 1− load(i))/(g ·e).
In the cloud model, it is expressed as

α̃4
(0) = (1 − load(i)/(g · e), 1 − load(i)/(g · e), 0, 0).

(5) If Vi sent a TC message, then ftc(i) + +. Let the

time interval of TC messages transmission be u. The-

oretically, the number of TC messages transmission

during g period is [g/u]([g/u] > 4).[g/u] is the largest

integer less than [g/u].

If ftc(i) = [g/u], then the truth degree of proposition p5 is

extremely high. In the cloud model, it is expressed as

α̃5
(0) = (1, 1, 0.119, 0.007).

If ftc(i) = [g/u] − 1, then the truth degree of proposition

p5 is high. In the cloud model, it is expressed as

α̃5
(0) = (0.596, 0.596, 0.045, 0.003).

If ftc(i) = [g/u] − 2, then the truth degree of proposition

p5 is medium. In the cloud model, it is expressed as

α̃5
(0) = (0.5, 0.5, 0.028, 0.001).

If ftc(i) = [g/u] − 3, then the truth degree of proposition

p5 is low. In the cloud model, it is expressed as

α̃5
(0) = (0.405, 0.405, 0.045, 0.003).

If ftc(i) = [g/u] − 4, then the truth degree of proposition

p5 is extremely low. In the cloud model, it is expressed as

α̃5
(0) = (0, 0, 0.119, 0.007).

In this paper, trust factors are collected by monitoring.

We use MPRs to monitor and evaluate their selectors. Since

a node has at least one MPR, all nodes can be evaluated.
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D. CLOUD-BASED TRUST REASONING ALGORITHM

Based on the calculation method of conditional propositions

in Section IV.C, we can calculate the credibility of nodes

by using the trust reasoning algorithm in this subsection.

In order to formally describe the trust reasoning algorithm,

some matrix operators are introduced first.

1) Operator ⊕: Let xij, yij and zij be three clouds (i =
1, 2, 3, . . . , n; j = 1, 2, 3, . . . ,m). X ⊕ Y = Z , where

X = (xij)n×m,Y = (yij)n×m,Z = (zij)n×m and zij = max

(xij, yij).

2) Operator 
: Let xij, yij and zij be three clouds (i =
1, 2, 3, . . . , n; j = 1, 2, 3, . . . ,m). X
Y = Z , where

X = (xij)n×m,Y = (yij)n×m and Z = (zij)n×m. If xij ≥ yij,

then zij = 1; otherwise, zij = 0.

3) Operator ⊗: Let xik , ykj and zij be three clouds (i =
1, 2, 3, . . . , n; k = 1, 2, 3, . . . , s; j = 1, 2, 3, . . . ,m).

X ⊗ Y = Z , where X = (xik )n×k ,Y = (ykj)k×m,Z =
(zij)n×m and zij = max (xik · ykj).

4) Operator ⊙ : Let xij, yij and zij be three clouds (i =
1, 2, 3, . . . , n; j = 1, 2, 3, . . . ,m). X ⊙ Y = Z , where

X = (xij)n×m,Y = (yij)n×m,Z = (zij)n×m and zij =
xij · yij.

Let n = 9, m = 4. The trust reasoning algorithm with matrix

operations is described in Algorithm 2.

Now we give an instance of the trust reasoning algorithm.

If we monitored the truth degrees of condition propositions of

node Vi during g period are as follows: α̃
(0)
1 = (0.6, 0.6, 0, 0),

α̃
(0)
2 = (0.75, 0.75, 0, 0), α̃

(0)
3 = (0.8, 0.8, 0, 0), α̃

(0)
4 =

(0.7, 0.7, 0, 0) and α̃
(0)
5 = (1, 1, 0.119, 0.007). Then the trust

reasoning process is shown below.

According to the above, M0 can be expressed as

M0 =




(0.6, 0.6, 0, 0)

(0.75, 0.75, 0, 0)

(0.8, 0.8, 0, 0)

(0.7, 0.7, 0, 0)

(1, 1, 0.119, 0.007)

(0, 0, 0, 0)

(0, 0, 0, 0)

(0, 0, 0, 0)

(0, 0, 0, 0)




According to the definition of CFPN and Fig. 4, we can

obtain, I , TH , and CF , as shown at the bottom of the next

page.

(1) Set k = 1, calculate the input value X
(1)
i (i =

1, 2, 3, . . . , n).

X
(1)
i = W TM0 =




(0.6, 0.6, 0, 0)

(0.781, 0, 781, 0, 0)

(1, 1, 0.119, 0.007)

(0, 0, 0, 0)




(2) Calculate N (1), as shown at the bottom of the next

page.

(3) Calculate Y (1).

Y (1) = (y
(1)
ij )n×m = N (1)


TH =




0 0 0 0

0 0 0 0

0 0 0 0

0 0 0 0

0 0 0 0

1 0 0 0

0 1 0 0

0 0 1 0

0 0 0 0




(4) Calculate the output certainty factors of the enabled

transitions, Z
(1) = Y (1) ⊙ CF , as shown at the bottom

of 12 page.

(5) Calculate the truth degrees of output places of the

enabled transitions.

Q(1) = Z (1) ⊗ X
(1)
1 =




(0, 0, 0, 0)

(0, 0, 0, 0)

(0, 0, 0, 0)

(0, 0, 0, 0)

(0, 0, 0, 0)

(0.45, 0.6, 0.059, 0.004)

(0.586, 0.781, 0.007, 0.005)

(0.75, 1, 0.144, 0.009)

(0, 0, 0, 0)




(6) Calculate the truth degrees of all places.

M1 = M0 ⊕ Q
(1)

=




(0.6, 0.6, 0, 0)

(0.75, 0.75, 0, 0)

(0.8, 0.8, 0, 0)

(0.7, 0.7, 0, 0)

(1, 1, 0.119, 0.007)

(0.45, 0.6, 0.059, 0.004)

(0.586, 0.781, 0.007, 0.005)

(0.75, 1, 0.144, 0.009)

(0, 0, 0, 0)




(7) SinceM1 6= M0, let k = 2. After the second iteration,

we have

M2 =




(0.6, 0.6, 0, 0)

(0.75, 0.75, 0, 0)

(0.8, 0.8, 0, 0)

(0.7, 0.7, 0, 0)

(1, 1, 0.119, 0.007)

(0.45, 0.6, 0.059, 0.004)

(0.586, 0.781, 0.007, 0.005)

(0.75, 1, 0.144, 0.009)

(0.478, 0.849, 0.112, 0.008)




After the third iteration, we get M3 = (̃α
(3)
1 , α̃

(3)
2 , . . . ,

α̃
(3)
9 )T = M2, thus the reasoning progress will stop after three

iterations. Then the trust value of node Vi can be expressed as

α̃
(3)
9 = (0.478, 0.849, 0.112, 0.008).
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V. TRUST ENTROPY-BASED ROUTING MECHANISM

In this section, to solve the problem of high load on some

nodes with high credibility, we divide the intervals of the

trust values, the nodes belonging to the same interval have the

same trust value. Then, based on the concept of trust entropy,

we propose a trust entropy-based routing algorithm. Routes

with the minimum trust entropy are selected to add to the

routing table. This routing algorithm can not only reflect the

credibility of nodes, but also take into account the influence

of route hops and link load on routing selection.

A. PARTITIONING THE INTERVALS OF THE TRUST VALUES

Some trust mechanisms of routing protocols in MANET add

the path with the highest credibility to the routing table. Since

the hop counts of route is not taken into account, the route

with large hop counts is generated, which reduces QoS of

the routing. Fig. 5 illustrates this problem, where network

topology is showed and the trust values of nodes are marked.

Assume that the source node is node a and the destination

node is node h, the traditional trust-based algorithms will

select path a → b → d → e → f → g → h as the

route between node a and node h. Although this path has the

highest reliability among all possible paths between node a

and node h, the number of hop counts of this path is one

of the largest among these paths. Usually, when the truth

values of the nodes are not very different, the hop counts

of route play a decisive role in route selection. In this case,

the ideal path is path a → i → h, which has the smallest

I =




1 0 0 0

0 1 0 0

0 1 0 0

0 1 0 0

0 0 1 0

0 0 0 1

0 0 0 1

0 0 0 1

0 0 0 0




O =




0 0 0 0

0 0 0 0

0 0 0 0

0 0 0 0

0 0 0 0

1 0 0 0

0 1 0 0

0 0 1 0

0 0 0 1




W =




1 0 0 0

0 0.231 0 0

0 0.697 0 0

0 0.072 0 0

0 0 1 0

0 0 0 0.142

0 0 0 0.429

0 0 0 0.429

0 0 0 0




TH =




(1, 1, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(1, 1, 0, 0) (1, 1, 0, 0) (1, 1, 0, 0) (1, 1, 0, 0)

(1, 1, 0, 0) (1, 1, 0, 0) (1, 1, 0, 0) (1, 1, 0, 0)

(1, 1, 0, 0) (1, 1, 0, 0) (1, 1, 0, 0) (1, 1, 0, 0)

(1, 1, 0, 0) (1, 1, 0, 0) (1, 1, 0, 0) (1, 1, 0, 0)

(0, 0.25, 0.099, 0.006) (1, 1, 0, 0) (1, 1, 0, 0) (1, 1, 0, 0)

(1, 1, 0, 0) (0, 0.25, 0.099, 0.006) (1, 1, 0, 0) (1, 1, 0, 0)

(1, 1, 0, 0) (1, 1, 0, 0) (0, 0.25, 0.099, 0.006) (1, 1, 0, 0)

(1, 1, 0, 0) (1, 1, 0, 0) (1, 1, 0, 0) (0, 0.25, 0.099, 0.006)




CF =




(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0.75, 1, 0.099, 0.006) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0.75, 1, 0.099, 0.006) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0.75, 1, 0.099, 0.006) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0.75, 1, 0.099, 0.006)




N (1) = [X
(1)
1 ,X

(1)
2 , . . . ,X (1)

n ]Tn×m ⊙ O

=




(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0.6, 0.6, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0.781, 0.781, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (1, 1, 0.119, 0.007) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)
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FIGURE 5. Network topology map.

FIGURE 6. Number of forwarded packets.

hop counts of route among all paths between node a and

node h.

At the same time, relying on the trust values of the nodes

will lead to high load on some nodes with high credibility.

As shown in Fig. 6, the arrows represent packets. On the

one hand, since the trust value of node a is greater than that

of node b, the number of routes that select node a as the

intermediate node is relatively large, which increases the load

of node a. However, most trust models choose node load

and packet loss rate as trust evaluation indexes. Therefore,

the credibility of node a will be reduced in these models.

Then the route containing node a will be deleted, which will

cause the fluctuate of network performance to MANET.

In order not to excessively pursue the high trust values of

the nodes in route selection, we classify the trust values of

all nodes into different levels according to the differences

in these trust values. Specifically, according to the linguistic

termsH mentioned in Section III.B, we partition the intervals

of the trust values as shown in Eq. (2), the nodes belonging

to the same interval have the same trust value. Then we get

a new trust value Tx by mapping the trust value of node

Vx to Eq. (2). What’s more, Tx is given by experience. The

larger Tx , the higher the credibility of the node Vx . If α̃
(3)
9 <

(0.25, 0.25, 0.052, 0.003), then the reliability of the node is

too low to be used as a routing node, (2), as shown at the

bottom of this page.

B. TRUST ENTROPY-BASED ROUTING ALGORITHM

In this subsection, we propose a routing algorithm based on

trust entropy. Routes with the minimum trust entropy are

selected to add to the routing table. This routing algorithm

can reflect the comprehensive effect of route hops and node’s

trust values on route selection. At first, we put forward the

concept of trust entropy.

Definition 11 (Trust Entropy): For a route R composed of

n nodes, the trust entropy of route R is defined as

TUER =
∑n

k=1
(Tk log1/2 T

−1
k + 1)(Tk > 0) (3)

In the MANET, due to the error and loss of packets in

the process of packet forwarding, it is generally considered

that it is invalid to deliver packets with more than 10 hops.

Therefore, the maximum number of hops for a route is set as

10 in this paper.

Theorem 3: For a route R with no more than 10 hops,

the trust entropy of route R is less than or equal to 5.89.

We will prove this theorem in the next subsection. Then the

trust routing algorithm based on trust entropy is as follows.

As shown in Fig. 7, assume the source node is node a

and the destination node is node h. Access the source node

a at first, since node a is not in route R1, add node a to

route R1. Then access the first adjacency point i of node a.

Z
(1)

= Y (1) ⊙ CF

=




(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0.75, 1, 0.099, 0.006) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0.75, 1, 0.099, 0.006) (0, 0, 0, 0) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0.75, 1, 0.099, 0.006) (0, 0, 0, 0)

(0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0) (0, 0, 0, 0)




Tx =





0.35 α̃
(3)
9 ∈ [(0.75, 0.75, 0.052, 0.003), (1, 1, 0.084, 0.005)]

0.3 α̃
(3)
9 ∈ [(0.596, 0.596, 0.032, 0.002), (0.75, 0.75, 0.052, 0.003)]

0.25 α̃
(3)
9 ∈ [(0.5, 0.5, 0.02, 0.001), (0.596, 0.596, 0.032, 0.002)]

0.2 α̃
(3)
9 ∈ [(0.405, 0.405, 0.032, 0.002), (0.5, 0.5, 0.02, 0.001)]

0.15 α̃
(3)
9 ∈ [(0.25, 0.25, 0.052, 0.003), (0.405, 0.405, 0.032, 0.002)]





(2)
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FIGURE 7. Network topology map based on trust entropy.

Because node i is not in route R1, add node i to route R1.

Access the first adjacency point h of node i, since node

h is the destination node, route R1 completes the routing

establishment process. Ultimately route R1 = (a, i, h) and

TUER1 = (a, i, h) = 1.572. Since TUER = 5.89 > TUER1 ,

set TUER = 1.572 and R = R1 = (a, i, h). And then set

R2 = (a, i), access the next adjacency point c of i, since node c

is not in route R2, add node c to route R2. Next, access the first

adjacency point g of node c. Because node g is not in route

R2, add node g to route R2. Then access the first adjacency

point h of node g, since node h is the destination node, route

R2 completes the routing establishment process. Thus, route

R2 = (a, i, c, g, h) and TUER2 (a, i, c, g, h) = 2.608. Since

TUER = 1.572 < TUER2 , TUER and R do not change.

Similarly, all routes and their trust entropy are generated

according to algorithm 3, as follows:

TUER1 (a, i, h) = 1.572,

TUER2 (a, i, c, g, h) = 2.608,

TUER3 (a, i, c, b, d, e, f , g, h) = 4.691,

TUER4 (a, i, c, e, f , g, h) = 3.623,

TUER5 (a, b, c, i, h) = 2.551,

TUER6 (a, b, c, g, h) = 2.551,

TUER7 (a, b, c, e, f , g, h) = 3.566,

TUER8 (a, b, d, e, c, g, h) = 3.676,

TUER9 (a, b, d, e, c, i, h) = 3.676,

TUER10 (a, b, d, e, f , g, h) = 3.655,

TUER11 (a, b, d, e, f , g, c, i, h) = 4.691.

Ultimately TUER = min
{
TUER1 ,TUER2 , . . . ,TUER11

}
=

TUER1 and R = R1 = (a, i, h). Therefore, add R = (a, i, h)

to the routing table.

C. PROVING THE CORRECTNESS OF THE ROUTING

ALGORITHM

Proving the correctness of the proposed routing algorithm is

equivalent to proving the following theorems.

Theorem 4: Assume that routeRa consists of m nodes,

where
∑m

k=1 Tk = T . For ∀Vi,Vj ∈ Ra, TUERa approaches

the minimum value as Ti − Tj approaches zero.

Proof: Denote the multivariable function by F =∑m
k=1 (Tk log1/2 T

−1
k + 1) and let the constraints be given by∑m

k=1 Tk − T = 0. The problem is finding the extremum of

functionF with conditions
∑m

k=1 Tk − T = 0. We first con-

struct the Lagrange Function: L =
∑m

k=1 (Tk log1/2 T
−1
k + 1)

+λ(
∑m

k=1 Tk − T )and take the partial derivatives of

T1,T2, . . . ,Tm andλ, then make them be 0, as shown in

Eq. (4).




∂L

∂T1
= − log1/2 T1 + 1/ ln 2 + λ = 0

∂L

∂T2
= − log1/2 T2 + 1/ ln 2 + λ = 0

...
∂L

∂Tm
= − log1/2 Tm + 1/ ln 2 + λ = 0

∂L

∂λ
=

∑m
k=1 Tk − T = 0

(4)

Solve this equation, then we get T1 = T2 = · · · = Tm =
T
m
. That means when T1 = T2 = · · · = Tm, the function F

takes the extreme value with conditions
∑m

k=1 Tk − T = 0.

Let the extreme value of function F be Fe. Next, we prove

that Fe is the minimum value by an example.

To prove that Fe is the minimum value, it is only necessary

to prove the following conclusion: For route Ra that consists

of m nodes, where
∑m

k=1 Tk = T , let the trust entropy of

route Ra be Fa. If ∃Vi,Vj ∈ Ra and Ti 6= Tj, then Fa > Fe.

Now we prove this conclusion. Assume m = 4 and T = 1.

Then Fe = 2 as T1 = T2 = T3 = T4 = 0.25. For route

Ra that consists of 4 nodes, Where T1 = 0.2, T2 = 0.3 and

T3 = T4 = 0.25, Fa = 2.0145 > Fe = 2. Thus this theorem

is proved. In other words, the more uniform the distribution of

node’s trust values, the smaller the route’s trust entropy. The

route has a minimum trust entropy if and only if all nodes in

the route have the same trust value.

Theorem 5: Assume that route Ra consists of m nodes and

route Rb consists of n nodes. For ∀Vi ∈ Ra and ∀Vj ∈ Rb,

if Ti = Tj and hop(m) < hop(n), then TUERa < TUERb .

Proof: Set Ti = Tj = T and f (T ) = T log1/2T
−1 + 1.

Thus TUERa = mf (T ) and TUERb
= nf (T ). Since hop(m) <

hop(n), m < n. Since 0 < T ≤ 0.35 and f (T ) decreases

monotonously in the interval [0, 0.368], f (T ) > f (0.35) > 0.

Thus mf(T ) < nf (T ), that is, TUERa < TUERb . Therefore,

this theorem is proved. In other words, When the trust value

distribution of the nodes are uniform, the smaller the hop

counts of the route, the smaller the trust entropy of the route.

Theorem 6:Assume that route Ra consists of m nodes and

route Rb consists of n nodes. For ∀Vi,Vj ∈ Ra and ∀Vp,Vq ∈
Rb, we have Ti = Tj,Tp = Tq and hop(m) = hop(n). If Ti >

Tp, then TUERa < TUERb .

Proof: Set Ti = Tj = Ta and Tp = Tq = Tb. According

to this theorem, we get 0 < Tb < Ta ≤ 0.35. Since f (T ) =
T log1/2T

−1 + 1 decreases monotonously in the interval

[0, 0.368] and Tb < Ta, f (Tb) < f (Ta). Since hop(m) =
hop(n), m = n. Therefore, mf(Tb) < nf(Ta), that is, TUERa <

TUERb . Therefore, this theorem is proved. In other words,

VOLUME 8, 2020 47687



X. Wang et al.: Trust Routing Protocol Based on Cloud-Based Fuzzy Petri Net and Trust Entropy for MANET

FIGURE 8. Format of HELLO message.

FIGURE 9. Format of TC message.

When the trust value distribution of the nodes are uniform,

the higher the trust values of the nodes, the smaller the trust

entropy of the route.

In summary, if the trust entropy of the route is small,

the trust value distribution of the nodes are uniform, the trust

values of the nodes are high and the hop counts of the route

is small. In other words, if the hop counts of the route is high

and the trust values of the nodes are low, then the trust entropy

of the route is high. Thus, for a route R with no more than

10 hops, the trust entropy of route R has the maximum value

as hop(R) = 10 and Tx = 0.35 for all nodes. Then according

to Eq. (3), the maximum value of route R can be expressed as

10
(
0.35 log1/2 0.35

−1 + 1
)

= 5.89. Therefore, Theorem 3 is

proved.

VI. SIMULATION RESULTS AND ANALYSIS

As is known, HELLO message is used to discover 1-hop and

2-hop neighborhoods. And TC message that contain certain

link information is flooded to the entire network. For the

TUE-OLSR, where the trust value of each node is collected,

the HELLO messages and the TC messages of it need to be

modified based on the OLSR. Specifically, in order to obtain

the trust values of all nodes in the network, for a network

node in MANET, the trust value of this node is added to the

HELLO message of it, then the trust values of MPR selectors

of this node are added to the TC message of it. The extended

HELLO message and TC message are shown in Fig. 8 and

Fig. 9, respectively.

To verify the effectiveness of TUE-OLSR, this paper

compares TUE-OLSR with OLSR and FPNT-OLSR [9] in

terms of the QoS of the routings. FPNT-OLSR is a trust-

based routing protocol based on fuzzy Petri net. The idea of

FPNT-OLSR is to collect the trust values of the nodes and add

the path with the highest credibility to the routing table.

TABLE 1. Fixed simulation parameters.

A. SIMULATION ENVIRONMENT

In this paper, OPNET Modeler 14.5 is used to evaluate

the performance of these three routing protocols in dif-

ferent conditions. Our simulations are based on the IEEE

802.11b of MAC layer. Simulation parameters are listed

in Table 1. 40 mobile nodes are randomly distributed in a

1000m × 1000m rectangular area, where the nodes move at

the speed up to 10m/s. The node mobility uses the VECTOR

model and the radio propagation range for each node is

250 meters. The size of packet is 1024 bytes and the network

bandwidth is 2MHz. Each simulation executes for 600s of

simulation time. Black hole attacks and grey hole attacks are

deployed to simulate the environment of malicious attacks.

We use three metrics to evaluate the performance of these

three routing protocols.

1) Packet delivery ratio: the ratio of the number of received

packets to the total number of transmitted packets.

2) Average end-to-end latency: the average time taken by

the data packets from source node to destination node.

3) Routing packet overhead: the ratio of the number of

control packets to the number of data packets.

B. TEST 1: ROUTE SELECTION

In this test, we select 40 nodes for simulation experiments,

and configure four malicious nodes, two of which simulate

black hole attack and two of which simulate grey hole attack.

Routing tables of the node 7 and the node 22 are selected

to qualitatively analyze the differences of route selection

between TUE-OLSR, FPNT-OLSR and OLSR. The simula-

tion results are shown in Fig. 10 and Fig. 11.

After finishing routing table calculation, we extract details

of routes consisting ofmore than two hops from node 7’s rout-

ing table, as is shown in Fig. 10. Fig. 10 (a) illustrates that two

malicious nodes out of four are selected as intermediate nodes

in OLSR. On the contrary, Fig. 10 (b) and (c) demonstrate that

FPNT-OLSR and TUE-OLSR prevent all malicious nodes

from acting as the intermediate nodes. By taking destination

node 17 as an example, we can specifically analyze the dif-

ferences of route selection between FPNT-OLSR and TUE-

OLSR. For FPNT-OLSR, it takes 7 hops for node 7 to send a

message to node 17 as shown in the red lines in Fig. 10 (b).

However, according to the trust entropy-based routing algo-

rithm we proposed in Section V.B, it takes only 2 hops for
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FIGURE 10. Routing table of node 7.

node 7 to send a message to node 17 as shown in the blue

lines in Fig. 10 (c). This is because the TUE-OLSR adopts

the trust routing algorithm based on trust entropy, which can

select routes with small hop counts and high trust values

of the nodes. However, the FPNT-OLSR only considers the

trust values of the nodes and adds the path with the highest

credibility to the routing table, which makes it difficult to

choose the route with small hop counts at the same time.

Fig. 11 shows node 22’s routes whose distances are more

than one hop. Fig. 11(a) indicates that all four malicious

nodes are selected as intermediate nodes in OLSR. Whereas,

FIGURE 11. Routing table of node 22.

FPNT-OLSR and TUE-OLSR both avoid selecting all mali-

cious nodes, as shown in Fig. 11(b) and (c) respectively. For

FPNT-OLSR, it takes 8 hops for node 22 to send messages to

node 19 as shown in Fig. 11 (b). However, using our routing

algorithm, it only takes 4 hops for node 22 to send messages

to node 19 as shown in Fig. 11(c). What’s more, as shown

in Fig. 11(c), the trust values of the intermediate nodes 26,

23 and 32 are represented as 0.25, 0.3 and 0.3 respectively.

According to the rating criteria for the trust values as shown

in Eq. (2), these trust values are relatively high.
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FIGURE 12. The average hop counts of the route.

TABLE 2. Varying simulation parameters.

Fig. 12 analyzes the average hop counts required byOLSR,

FPNT-OLSR and TUE-OLSR to send messages to other

nodes in the network. It indicates that the average hops gen-

erated by TUE-OLSR and OLSR are almost the same, while

the average hops generated by FPNT-OLSR is higher than the

former two protocols.

Fig. 10, 11 and 12 indicate that TUE-OLSR can effec-

tively prevent malicious nodes from forwarding messages as

intermediate nodes. What’s more, this protocol can reflect the

comprehensive effect of route hops and node’s trust values on

route selection, where the hop counts of the routes are small

and the trust values of the intermediate nodes are relatively

high.

To quantitatively test the performance of these three pro-

tocols, we configure varying simulation parameters and sim-

ulate the following tests under different conditions as shown

in Table 2.

C. TEST 2: VARYING NODE SPEEDS

This test compares the performance of OLSR, FPNT-OLSR

and TUE-OLSR with varying node speeds. Fig. 13 (a) illus-

trates that the packet delivery ratios of the three routing

protocols all decreases with the increase of the moving speed

of nodes. The packet delivery ratios of OLSR decreases

significantly, while the packet delivery ratios of TUE-OLSR

and FPNT-OLSR decreases steadily. This is attributed to the

trust mechanism adopted by TUE-OLSR and FPNT-OLSR,

which can add nodes with high packet delivery ratios to

the route, so as to prevent malicious nodes or nodes with

poor performance of service to forward packets. However,

OLSR selects the route with the least number of hop counts

without considering the performance of the nodes, which

causes malicious nodes or nodes with poor performance

of service to forward packets as intermediate nodes. The

packet delivery ratios of TUE-OLSR is higher than that of

FPNT-OLSR, which is due to the trust entropy-based routing

algorithm adopted by TUE-OLSR. The FPNT-OLSR relies

on the credibility of the nodes when choosing the path,

resulting in high load on some nodes with high credibility.

However, FPNT-OLSR chooses node load as trust evalu-

ation index. Therefore, the credibility of these nodes will

be reduced. Then the routes containing these nodes will be

deleted, which makes the frequency of link broken of FPNT-

OLSR higher than that of TUE-OLSR. Therefore, the routing

stability of FPNT-OLSR is lower than that of TUE-OLSR,

which causes FPNT-OLSR to lose more packets compared

with FPNT-OLSR.

For the three protocols, the average end-to-end latency all

rises with the increase of node speeds as shown in Fig. 13 (b).

This is because the route break down easily as the nodes speed

up. Thus, the source nodes have to initiate more route redis-

coveries before sending packets, which increases the average

end-to-end latency of these three protocols. Compared with

the other two protocols, the average end-to-end delay of

TUE-OLSR is relatively low. The reasons are as follows.

Since OLSR is unable to monitor the performance of nodes,

malicious nodes or nodes with poor performance of service

are added to the route, which increases the average end-to-end

delay. Meanwhile, FPNT-OLSR does not consider the num-

ber of hop counts of the route in route selection, and chooses

the route with large hop counts, which leads to the increase

of average end-to-end delay. On the contrary, TUE-OLSR

can reflect the comprehensive effect of route hops and node’s

trust values on route selection. Specifically, based on the trust

routing algorithm we proposed, the nodes with high trust

values are added to the route and then the routes with small

hop counts are generated. Therefore, the average end-to-end

delay of TUE-OLSR is the lowest among the three protocols.

The routing packet overhead of the three protocols all

in- creases with the increase of node speeds as shown

in Fig. 13 (c). This is because the faster the node moves,

the easier the route will break down, and route reconstruc-

tions will generate control packets, which will increase the

routing packet overhead. TUE-OLSR and FPNT-OLSR have

the same routing packet overhead due to the same trust broad-

cast mechanism adopted by these two protocols. Moreover,

the routing overhead of TUE-OLSR and FPNT-OLSR is

higher than that of OLSR due to the need to broadcast the

trust value of the node.

D. TEST 3: VARYING NUMBER OF MALICIOUS NODES

This test compares the performance of OLSR, FPNT-OLSR

and TUE-OLSR with varying number of malicious nodes.

Fig. 14 (a) shows that the packet delivery ratios of the three

routing protocols decreases significantly with the increase

of the number of malicious nodes. Since it is impossible to

prevent malicious nodes to forward packets as intermediate
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FIGURE 13. Performance comparison with varying node speed.

FIGURE 14. Performance comparison with varying number of malicious nodes.

nodes, the packet delivery ratios of OLSR decreases the

most. With the increase of the number of malicious nodes,

TUE-OLSR and FPNT-OLSR cannot completely stop mali-

cious nodes forwarding packets as intermediate nodes, which

leads to a significant decrease in the packet delivery ratios

of these two protocols. As mentioned in the first paragraph

of Section VI.C, since the routing stability of TUE-OLSR is

better than that of FPNT-OLSR, the packet delivery ratios of

TUE-OLSR decreases the least among the three protocols.

With the increase of the number of malicious nodes,

the average end-to-end delay of the three routing protocols all

ascends, as shown in Fig. 14 (b). Due to the lack of the consid-

eration of the malicious nodes in route selection, the average

end-to-end delay of OLSR increases sharply. TUE-OLSR and

FPNT-OLSR can prevent malicious nodes or nodes with poor

performance of service to forward packets, thus the average

end-to-end delay of these two protocols is lower than that of

OLSR. The average end-to-end delay of TUE-OLSR is lower

than that of FPNT-OLSR, because the route hops selected

by TUE-OLSR are small. The smaller the hop counts of the

routes, the lower the end-to-end delay of the protocol.

Fig. 14 (c) illustrates that the routing overhead of the

three routing protocols increases with the increase of the

number of malicious nodes. TUE-OLSR and FPNT-OLSR

have the same routing packet overhead, which is due to the

same trust broadcast mechanism adopted by these two pro-

tocols. When the number of malicious nodes in the network

is smaller than 7, the routing packet overhead of TUE-OLSR

and FPNT-OLSR is larger than that of OLSR. This is because

TUE-OLSR and FPNT-OLSR need to broadcast the trust

values of nodes to the network, which increases the routing

packet overhead. However, when the number of malicious

nodes is bigger than 8, the routing packet overhead of OLSR

is larger than that of TUE-OLSR and FPNT-OLSR. This

is because OLSR cannot prevent malicious nodes or nodes

with poor performance of service to forward packets as inter-

mediate nodes. Therefore, more and more malicious nodes

are added to the route, resulting in a large routing packet

overhead.

VII. CONCLUSION

MANETs are self-organized network without an absolute

control center, which makes them vulnerable to a variety of

attacks. To improve the security of MANET, the trust-based

routing protocols are proposed. In order to solve the prob-

lems that FPNT-OLSR routing protocols can not accurately

express the truth degree of the proposition of routing opera-

tion, and choose routes with a large number of hop counts,

we put forward a series of improvement measures. Firstly,

we establish a CFPN-based trust reasoning mechanism based
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on cloud model and fuzzy Petri net to calculate the reliability

of nodes. Concretely speaking, in order to accurately express

the truth degree of the propositions, we use cloud model to

deal with the fuzziness of the propositions. To calculate the

initial truth degrees of propositions, we define the concept

of trust factors and calculate these truth degrees using trust

factors. Secondly, we propose the concept of trust entropy

and design a trust entropy-based routing algorithm which

can select routes with high reliability and small number of

hop counts. Finally, according to CFPN-based trust reasoning

mechanism and trust entropy-based routing algorithm, we

establish TUE-OLSR routing protocol based on OLSR pro-

tocol. The simulation results show that TUE-OLSR routing

protocol performs better than the FPN-OLSR and the OLSR

protocols in terms of average delay and packet delivery ratio.

In future work, more effective trust factors can be added

to the rule expressions model of MANET to improve the

accuracy of fuzzy reasoning.
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