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Abstract

Region-based memory management is an alternative to standard tracing garbage collection that
makes potentially dangerous operations such as memory deallocation explicit but verifiably safe. In
this article, we present a new compiler intermediate language, called the Capability Calculus, that
supports region-based memory management and enjoys a provably safe type system. Unlike previous
region-based type systems, region lifetimes need not be lexically scoped and yet the language may
be checked for safety without complex analyses. Therefore, our type system may be deployed in
settings such as extensible operating systems where both the performance and safety of untrusted
code is important.

The central novelty of the language is the use of static capabilities to specify the permissibility
of various operations, such as memory access and deallocation. In order to ensure capabilities
are relinquished properly, the type system tracks aliasing information using a form of bounded
quantification. Moreover, unlike previous work on region-based type systems, the proof of soundness
of our type system is relatively simple, employing only standard syntactic techniques.

In order to show our language may be used in practice, we show how to translate a variant of
Tofte and Talpin’s high-level type-and-effects system for region-based memory management into
our language. When combined with known region inference algorithms, this translation provides a
way to compile source-level languages to the Capability Calculus.

1 Motivation and Background

A current trend in systems software is to allow untrusted extensions to be installed in protected services,
relying upon language technology to protect the integrity of the service instead of hardware-based
protection mechanisms [24, 51, 4, 35, 33, 22, 19]. For example, the SPIN project [4] relies upon the
Modula-3 type system to protect an operating system kernel from erroneous extensions. Similarly, web
browsers rely upon the Java Virtual Machine byte-code verifier [24] to protect users from malicious
applets. In both situations, the goal is to eliminate expensive communications or boundary crossings
by allowing extensions to directly access the resources they require.

*This research was performed while the first author was at Cornell University. This material is based on work supported
in part by the AFOSR grant F49620-97-1-0013, ARPA/RADC grant F30602-96-1-0317 and NSF grant No. EIA 97-03470.
Any opinions, findings, and conclusions or recommendations expressed in this publication are those of the authors and
do not reflect the views of these agencies.



Recently, Necula and Lee [36, 35] have proposed Proof-Carrying Code (PCC) and Morrisett et
al. [34, 33] have suggested Typed Assembly Language (TAL) as language technologies that provide the
security advantages of high-level languages, but without the overheads of interpretation or just-in-time
compilation. In both systems, low-level machine code can be heavily optimized, by hand or by compiler,
and yet be automatically verified through proof- or type-checking.

However, in all of these systems (SPIN, JVM, TAL, and Touchstone [37], a compiler that generates
PCC), there is one aspect over which programmers and optimizing compilers have little or no control:
memory management. In particular, their soundness depends on memory being reclaimed by a trusted
garbage collector. Hence, applets or kernel extensions may not perform their own optimized memory
management. Furthermore, as garbage collectors tend to be large, complicated pieces of unverified
software, the degree of trust in language-based protection mechanisms is diminished.

The goal of this work is to provide a high degree of control over memory management for program-
mers and compilers, but as in the PCC and TAL frameworks, make verification of the safety of programs
a straightforward task.

1.1 Regions

Tofte and Talpin [47, 48] suggest a type and effects system for verifying the soundness of region-based
memory management. In later work, Tofte and others show how to infer region types and lifetimes
and how to implement their theory [46, 5, 6]. There are several advantages to region-based memory
management; from our point of view, the two most important are:

1. Region-based memory management can be implemented using relatively simple constant-time
routines.

2. All memory operations explicit in the program text, but safety is guaranteed.

The first advantage has several implications. If regions are used in a secure system then the simplicity
of the implementation leads to a smaller trusted computed base. Moreover, it may be possible to
formally verify that the region operations are implemented correctly. In contrast, a standard tracing
garbage collector is a large and extremely complicated piece of code; a formal analysis of a garbage
collector would be a much more onerous task than an analysis of a region-based system. Second, because
region operations are constant-time and do not trace the structure of the heap, programs do not suffer
from the pauses that are associated with conventional garbage collectors. Consequently, region-based
memory management systems may be a practical alternative to real-time garbage collectors [3, 53].

The second advantage gives programmers greater control over memory use. By using a region-
profiler [5], programmers can quickly identify the memory regions that are causing performance problems
in their applications. Next, because allocation and deallocation operations are explicit in the program
text, programmers can use the profiling data to accurately relate the run-time behaviour of programs
to their static representation. In other words, given information about the ways regions are used at
run time, it is often straight-forward to examine program code, identify memory-intensive routines,
and reason about the lifetimes of the data structures allocated there. Once the trouble spots have
been identified, programmers can concentrate their optimization efforts on a small portion of the code.
Most importantly, throughout the programming process, a type checker guarantees that all memory



operations are safe so programmers do not have to worry about programs crashing due to memory
faults.

In order to ensure that regions are used safely, the Tofte-Talpin language includes a lexically-scoped
expression (letregion r in e end) that delimits the lifetime of a region r. A region is allocated when
control enters the scope of the letregion construct and is deallocated when control leaves the scope.
Programs may allocate values into live regions using the notation v at r. These values may be used
until the region is deallocated. For example,

letregion r in % Allocate region r
. e let x = v at r in % Allocate value v in region r
Region lifetime
f (x)
end % Deallocate region r (and v)

Tofte and Talpin ensure that deallocated values are not accessed unsafely using a type and effects
system. Informally, whenever an expression uses a value in region r, the type system expresses this
fact using the effect access(r). However, effects occuring within the scope of the letregion construct
are masked. More specifically, if the expression e has effects access(r) U ¢ (for some set of effects
1) then the overall effect of the expression letregion r in e end is simply 1. Hence, if there is no
overall effect for an entire program then every region access must have occured within the scope of the
corresponding letregion construct. In other words, values in region r are used only during the lifetime
of r and not before or after. If this condition holds, we can conclude the program is safe.

The Tofte-Talpin language makes efficient use of memory provided that the lifetimes of values
coincide with the lexical structure of the program. However, if lifetimes deviate from program structure
then this style of region-based memory management may force programs to use considerably more
memory than necessary. Consider the following program fragments.

% Scope 2: The Function

% Scope 1: The Call Site

fun £ (x) =
let x = v at r in :
: x is dead
let y = £ (x) in :
: let y = v/ at r’ in
y is dead

return y

The value v is an argument to the function £ and must be allocated in the scope of the function call.
However, when f is executed, v dies quickly. The value v’ exhibits the inverse behaviour. It is allocated
inside £ but is returned as the function result. Both v and v’ have lifetimes that span two lexical scopes,



but neither is live for very long in either scope. Consequently, vanilla region inference does not perform
well in this setting. The best it can do is wrap the function call in a pair of letregion commands.

% Scope 1: The Call Site

. A % Scope 2: The Function
letregion r in

let x = t i
et x =vat r in fun £ (x) =

1 N /. .
etregion r in . % is dead
let y = £ (x) in

& is dead let y = v/ at r’ in

end (r") :
end (r) return y

Here, the regions r and r’ are live much longer than they need to be due to the inflexibility of the
letregion construct. Both regions must be allocated and outside the function call. Notice also that
even though v is dead when the function call returns, the outer region r cannot be deallocated until
after the inner region r’ has been deallocated. Lexical scoping enforces a stack-like, last-allocated /first-
deallocated memory management discipline.

In this example, a much better solution to this memory management problem is to separate region
allocation (newregion) from deallocation (freeregion). The following program takes this approach.
In principle, since the lifetimes of regions r and r’ do not overlap, the memory for these regions could
be reused.

% Scope 1: The Call Site % Scope 2: The Function

, , fun f (x) =
let newregion r in
let x = v at r in :
X is dead

: let f . .
let y = £ (x) in et freeregion r in

let newregion r’ in

is dead
y let y = v/ at r’ in

let freeregion r’ in

return y

Unfortunately, we cannot write this program in the Tofte-Talpin language because it is based on the
idea of lexical scoping. Another consequence of this language design is that any program transformation



that alters program structure can affect memory management. One of the most devastating transfor-
mations for the Tofte-Talpin type system is the continuation-passing style (CPS) transformation; each
successive computation is placed in the scope of all previous computations, with the result that no
regions can be deallocated until the entire computation has been completed. In the following example,
the CPS transformation prevents the region r from being deallocated until after code has been executed
when it could be deallocated as soon as f has completed its computation.

letregion r in
f (v)

end;

code

letregion r in
= f (v, A.code)
end

The observation that the Tofte-Talpin type system will make poor use of memory in such cases has
been made before. Both Birkedal et al. [6] and Aiken et al. [1] have proposed optimizations that allow
regions to be freed early. However, although their optimizations are safe, there is no simple proof- or
type-checker that an untrusting client can use to check the output code. Therefore, in order to construct
a verifyably safe, efficient region-based language, we must re-examine the fundamental question: “When
can a program access a value v?”

1.2 Contributions

Our solution to the problem of provably safe yet efficient region-based memory management takes its
inspiration from operating systems such as Hydra [55]. Hydra solves the access control problem by
associating an unforgeable key or capability with every object and requiring that the user present this
capability to gain access to the object. Furthermore, when the need arises, Hydra revokes capabilities,
thereby preventing future access to the protected objects.

We define a new strongly-typed compiler intermediate language for region-based memory manage-
ment that uses a compile-time notion of capability to ensure that region operations are performed safely.
Unlike Tofte and Talpin’s language, lexical scoping plays no part in the verification process. Instead,
the type system threads static information in the form of capabilities along the control-flow path of
a program. In order to use a value in region r at a particular control-flow point, the program must
present the capability for that region. As in traditional capability systems, our type system keeps track
of capability copies carefully so that it can determine when a capability has truly been revoked. Unlike
traditional capability systems, our calculus supports only voluntary revocation. However, the capabil-
ities in our calculus are a purely static concept and thus their implementation requires no run-time
overhead. This mechanism provides an efficient way to check the safety of explicit, arbitrarily ordered
region allocation and deallocation instructions.

We have a purely syntactic argument, based on Subject Reduction and Progress lemmas in the style
of Felleisen and Wright [54], that the type system of the Capability Calculus is sound. In contrast,
Tofte and Talpin formulate the soundness of their system using a more complicated greatest fixed point
argument [48], and the soundness of Aiken et al.’s optimizations [1] depend upon this argument. Part of
the reason for the extra complexity is that Tofte and Talpin simultaneously show that region inference
translates lambda calculus terms into operationally equivalent region calculus terms, a stronger property
than we prove. However, when system security is the main concern, soundness is the critical property.



The simplicity of our argument demonstrates the benefits of separating type soundness from type
inference or optimization correctness.

We also have a formal translation of a variant of the Tofte-Talpin language into our calculus. Given
a type-safe Tofte-Talpin program, the translation always produces a type-safe Capability Calculus
program. Therefore, when the translation is combined with a region inference algorithm [46], it provides
a way to compile source language programs into type-safe low-level code that can be used in secure
extensible systems or mobile code.

The remaining sections of this article describe the Capability Calculus in greater detail. Section 2
presents the syntax and semantics of the language formally and motivates the design decisions that we
made. At the end of this section, we present the type soundness theorem and discuss the most interesting
parts of our proof. The complete proof may be found in Appendix A. Section 3 demonstrates that the
Capability Calculus is at least as expressive as the Tofte-Talpin language. We define the semantics of
a variant of the latter language and give a translation into the Capability Calculus. The translation
preserves the type safety property and Appendix B proves this fact. We further demonstrate the
expressiveness of the Capability Calculus by sketching a couple of optimizations that are not possible
in the more restrictive language. Section 4 describes how to compile the relatively high-level Capability
Calculus into a capability-based Typed Assembly Language. Most elements of this translation are
orthogonal to the capability mechanism and therefore this section is mostly informal, although the
capability-based Typed Assembly Language has been fully defined. We claim without proof that this
target language is type-safe. We believe we could prove a type safety result, but the proof would be
long and tedious and we doubt it would reveal any new insights. Finally, we believe that our notion
of static capability is generally useful concept. Section 5 informally explores several other applications
of capabilities. This section also explains further connections with related work. Finally, Section 6
concludes.

2 The Capability Calculus

The central technical contribution of this article is the Capability Calculus, a statically-typed interme-
diate language that supports the explicit allocation, freeing and accessing of memory regions.

As mentioned in the introduction, the type system for the language propagates static information
(capabilities) along the control-flow path of a program. Therefore, the most elegant and natural form for
the language is continuation-passing style (CPS) [40]. That is, functions in the Capability Calculus do
not return values; instead, functions finish by calling a continuation function that is typically provided
as an argument. The fact that there is only one means of transferring control in CPS—rather than
the two means (call and return) in direct style—simplifies the tracking of capabilities. A direct style
formulation is possible, but the complications involved obscure the central issues. In the remainder of
this paper, we assume familiarity with CPS.

The syntax of the Capability Calculus appears in Figure 1. In the following sections, we explain
and motivate the main constructs and typing rules of the language one by one.



kinds
constructor vars
constructors
types
TegIons
capabilities
multiplicities

constructor contexts
value contexts
region types
memory types

word values
heap values
arithmetic ops
declarations
terms

memory regions
memories
machine states
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Figure 1: Capability Syntax



2.1 Preliminaries

We specify the operational behavior of the Capability Calculus using an allocation semantics [30, 31, 33],
which makes the allocation of data in memory explicit. The semantics, which is specified in Figure 2,
is given by a deterministic rewriting system P —— P’ mapping machine states to new machine states.
A machine state consists of a pair (M, e) of a memory and a term being executed. A memory is a finite
mapping of region names (V) to regions where a region is a block of memory that holds a collection of
heap-allocated objects. Regions are created at run time by the declaration newrgn p, x, which allocates
a new region in the heap, binds p to the name of that region, and binds x to the handle (handle(v))
for that region.

Region names and handles are distinguished in order to maintain a phase distinction between
compile-time and run-time expressions. Region names are significant at compile time: The type-checker
identifies which region an object inhabits via a region name (see below). However, region names, like
other type constructors, have no run-time significance and may be erased from executable code. In con-
trast, region handles hold the run-time data necessary to manipulate regions. In addition to accounting
for a phase distinction, the separation of region names and handles also allows us to refine the contexts
in which region handles are needed. Handles are needed when allocating objects within a region and
when freeing a region, but are not needed when reading data from a region.

Regions are freed by the declaration freergnwv, where v is the handle for the region to be freed.
Objects h large enough to require heap allocation (i.e., functions and tuples), called heap values, are
allocated by the declaration x = hatw, where v is the handle for the region in which & is to be allocated.
Data is read from a region in two ways: functions are read by a function call, and tuples are read by
the declaration & = m;(v), which binds = to the data residing in the ith field of the object at address
v. Each of these operations may be performed only when the region in question has not already been
freed. Enforcing this restriction is the purpose of the capability mechanism discussed in Section 2.2.

A region maps locations (¢) to heap values. Thus, an address is given by a pair v.¢ of a region
name and a location. In the course of execution, word-sized values (v) will be substituted for value
variables and type constructors for constructor variables, but heap values (h) are always allocated in
memory and referred to indirectly by an address. Thus, when executing the declaration x = h at r
(where r is handle(v), the handle for region v), h is allocated in region v (say at £) and the address v.¢
is substituted for z in the following code.

A term in the Capability Calculus consists of a series of declarations ending in either a branch or a
function call (or a halt). The class of declarations includes those constructs discussed above, plus two
standard constructs, x = v for binding variables to values and x = vy p vy (where p ranges over +, —
and x) for arithmetic.

Types The types of the Capability Calculus include type constructor variables and integers, a type
of region handles, as well as tuple and function types. If r is a region, then r handle is the type of 7’s
region handle. The tuple type (71,...,7,) at r contains the usual n field tuples, but also specifies that
such tuples are allocated in region r, where r is either a region name v or, more frequently, a region
variable p.

The function type V[].(C, 74, ...,T,) — 0 at r contains functions taking n arguments (with types 7
through 7,,) that may be called when capability C' is satisfied (see the next section). The 0 return type
is intended to suggest the fact that CPS functions invoke their continuations rather than returning as
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Figure 2: Capability Operational Semantics




a direct-style function does. The suffix “atr”, like the corresponding suffix for tuple types, indicates
the region in which the function is allocated.

Functions may be made polymorphic over types, regions or capabilities by adding a constructor
context A to the function type. For convenience, types, regions and capabilities are combined into a
single syntactic class of “constructors” and are distinguished by kinds. Thus, a type is a constructor
with kind Type, a region is a constructor with kind Rgn, and a capability is a constructor with kind
Cap. We use the metavariable ¢ to range over constructors, but use the metavariables 7, r and C' when
those constructors are types, regions and capabilities, respectively. We also use the metavariables p
and e for constructor variables of kind Rgn and Cap, and use the metavariable a for type variables and
generic constructor variables. When A is empty, we abbreviate the function type V[A].(C,7) — 0 at r
by (C,7) — 0atr.

For example, a polymorphic identity function that is allocated in region r, but whose continuation
function may be in any region, may be given type

V|a:Type, p:Rgn].(C, o, (C,a) > 0at p) — O at r

for some appropriate C. Let f be such a function, let v be its argument with type 7, and let g be its
continuation with type (C,7) — 0 at r. Then f is called by f[7][r](v, g).

Figure 3 specifies all well-formed constructors and constructor contexts. The two main judgments
A+ A’ and A F ¢ : k assume that the constructor context A is well-formed. The first judgement
states that A’ is a well-formed constructor context and the second judgement states ¢ is a well-formed
constructor with kind x.

The typing rules also use region types (Y), which assign a type to every location allocated in a region,
and memory types (¥), which assign a region type to every region allocated in memory. However, it
is not necessary to understand these constructs in the preliminary development, and therefore we will
defer discussing them until we describe the static semantics of the abstract machine in formal detail
(see Section 2.4).

2.2 Capabilities

The central problem is how to ensure statically that no region is used after it is freed. The typing rules
enforce this with a system of capabilities that specify what operations are permitted. The main typing
judgement is

U, AT Che

which states that (when memory has type WU, free constructor variables have kinds given by A and free
value variables have types given by I') it is legal to execute the term e, provided that the capability C is
held. A related typing judgement is

U:A:T;CFHd= AT, C’

which states that if the capability C' is held, it is legal to execute the declaration d, which results in
new counstructor context A’, new value context IV and new capability C”.

Capabilities indicate the set of regions that are presently valid to access, that is, those regions that
have not been freed. Capabilities are formed by joining together a collection of singleton capabilities {r}
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that provide access to only one region, and capability variables e that provide access to an unspecified
set of regions. Capability joins, written C7 @ Cs, are associative and commutative, but are not always
idempotent; in Section 2.3 we will see examples where C @ C' is not equivalent to C. The empty
capability, which provides access to no regions, is denoted by (). We will often abbreviate the capability
{ri}@&---&{rn} by {r1,...,rm}.
In order to read a field from a tuple in region r, it is necessary to hold the capability to access r, as
in the rule:
AFC=C"®{r}:Cap
U AT Rw:(m,...,T)atr
U AT CF a2 =m(v) = A T{ain b C

The first subgoal indicates that the capability held (C) is equivalent to some capability that includes
{r}.

A similar rule is used to allocate an object in a region. Since the type of a heap value reflects the
region in which it is allocated, the heap value typing judgement (the second subgoal below) must be
provided with that region.

(z ¢ Dom(I'))

AFC=C"®{r}:Cap
U, A;THhatr: 7
U; A;T'Hwv:r handle

U AT ChRae=hato = AT {xirh C

(z & Dom(I'))

Functions Functions are defined by the form fix f[A](C,x1:71,. .., &y:Ty).€, where f stands for the
function itself and may appear free in the body, A specifies the function’s constructor arguments, and C
is the function’s capability precondition. When A is empty and f does not appear free in the function
body we abbreviate the £ix form by A(C, z1:71,. .., Tn:T0)-€.

In order to call a function residing in region r, it is again necessary to hold the capability to access
r, and also to hold a capability equivalent to the function’s capability precondition:

AFC=C"®{r}:Cap AFC=C":Cap
U A;THv: (C1,...,Th) —O0atr
U AT 7
U AT CFo(vg, ... vp)

The body of a function may then assume the function’s capability precondition is satisfied, as indicated
by the capability C in the premise of the rule:!
U AsT{aym, ..z ;C e
U AT EXNC, z1im1, ..o TpiTy).eat r 7y

(z; € Dom(T))

As might be expected, the annotation “at r” indicates that the closure value resides in region r. The
resultant function type 77 is (C, 71,...,7,) — O at r.

Often, we will extend the required capability for a function with a quantified capability variable
(similar to a row wvariable). This variable may be instantiated with whatever capabilities are leftover

1 This rule specializes the full rule for fiz to the case where the function is neither polymorphic nor recursive.
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after satisfying the required capability. Consequently, the function may be used in a variety of contexts.
For example, functions with type

Vle:Cap|.({r} ®e,...) > 0atr
may be called with any capability that extends {r}.
Allocation and Deallocation The most delicate issue is the typing of region allocation and deallo-

cation. Intuitively, the typing rules for the newrgn and freergn declarations should add and remove
capabilities for the appropriate region. Naive typing rules could be:

U; A;T;C'+ newrgn p, x = A{p:Rgn}; [ {z:p handle};C & {p} (wrong)

U; A;THo:r handle C'=C\{r}
U: A;T;CF freergnv = A; T C7
We will be able to use something much like the first rule for allocation, but the naive rule for freeing
regions is fundamentally flawed. For example, consider the following function:

(wrong)

fix f[p1:Rgn, p2:Rgn]({p1, p2}, z:p1 handle, y:(int) at p3).
let freergnr in
let z=moy in ---

This function is well-formed according to the naive typing rule: The function begins with the capability
{p1, p2} and p; is removed by the freergn declaration, leaving {p2}. The tuple y is allocated in pa, so
the projection is legal. However, this code is operationally incorrect if p; and po are instantiated by the
same region 7. In that case, the first declaration frees r and the second attempts to read from r.

This problem is a familiar one. To free a region safely it is necessary to delete all copies of the
capability. However, instantiating region variables can create aliases, making it impossible to tell by
inspection whether any copies exist.

2.3 Alias Control

We desire a system for alias control that can easily be enforced by the type system, without expensive and
complex program analyses. One possibility is a linear type system [16, 49, 50]. In a linear type system,
aliasing would be trivially controlled; any use of a region name would consume that name, ensuring
that it could not be used elsewhere. Thus, in a linear type system, the naive rules for allocating and
deallocating regions would be sound. Unfortunately, a linear type system is too restrictive to permit
many useful programs. For example, suppose f has type

V[p1:Rgn, p2:Rgn].({p1, p2}, (int) at p1, (int) at pa,...) — 0 at 1’

and v; and vy are integer tuples allocated in the same region r. Then f could not be called with
v and vy as arguments, because that would require instantiating p; and ps with the same region.
More generally, one could not type any function that takes two arguments that might or might not be
allocated in the same region.

Approaches based on syntactic control of interference [41, 42] are more permissive than a linear
type system, but are still too restrictive for our purposes; it is still impossible to instantiate multiple
arguments with the same region.
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Uniqueness Our approach, instead of trying to prevent aliasing, is to use the type system to track
aliasing. More precisely, we track non-aliasing, that is, uniqueness. We do this by tagging regions with
one of two multiplicities when forming a capability. The first form, {r*}, is the capability to access
region r as it has been understood heretofore. The second form, {r'}, also permits accessing region r,
but adds the additional information that r is unique; that is, r represents a different region from any
other region appearing in a capability formed using {r'}. For example, the capability {r;", 3} not only
indicates that it is permissible to access 1 and 72, but also indicates that ry and ro represent distinct
regions.

Since {r!} guarantees that r does not appear anywhere else in a capability formed using it, it is the
capability, not just to access r, but also to free r. Thus we may type region deallocation with the rule:

A;THwv:r handle AFC=C"&{r'}:Cap
U: A;T;CF freergnv = A; T C7

Allocation of a region accordingly adds the new capability as unique:

Dom(A), z & Dom(T
U; A;T; C + newrgn p, v = A{p:Rgn}; T'{x:p handle}; C & {p'} (p & Dom(A), @ & Dom(L))

Note that joining capabilities is only idempotent when the capabilities in question contain no unique
multiplicities. For instance, the capabilities {r*} and {r,rT} are equivalent, but the capabilities {r!}
and {r!,r'} are not; the latter capability ({r!,r'}) asserts that r is distinct from itself and consequently
that latter capability can never be satisfied.

When C' is equivalent to C' @ C, we say that C is duplicatable. Note that capability variables are
unduplicatable, since they can stand for any capability, including unduplicatable ones. Occasionally
this prevents the typing of desired programs, so we provide a stripping operator C that replaces all
1 multiplicities in C' with + multiplicities. For example, {r}, 75} = {r},r5}. For any capability C,
the capability C is duplicatable. When programs need an unknown but duplicatable capability, they
may use a stripped variable €. As you will see in section 3, the stripping operator is essential in the
translation of Tofte and Talpin’s region-based language into the Capability Calculus.

The complete rules for equivalence of capabilities and other constructors appear in Figure 4. Notice
that the single rule eq-flag equates the duplicatable capability {r*} with the barred capability {r!}.
Consequently, the form {r*} is redundant given the presence of the bar operator. However, the +
notation is a pleasing foil for the 1 notation and the two flags give us a convenient way to distinguish
between regions that appear once and regions that potentially appear many times in a single capability.

Subcapabilities The capabilities {r'} and {r} are not the same, but the former should provide all
the privileges of the latter. We therefore say that the former is a subcapability of the latter and write
{r'} < {rT}. In the complete system, the various rules from Section 2.2 are modified to account for
subcapabilities. For example, the function call rule becomes:

U:A;TkHo: (C71,...,7n) —Oatr
AFC<C"®{r} AFC<C
U AT 7
U AT CFo(vg, ... vp)
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A A=Ay

(ctxt-eq-empty) AFAL =4,

AF = AF Ar = Ag,aim (@ F A8 (ctxi-eqkind)

Al_AleQ AAll—C'l:C'Q:Cap
AFAL,e<Cr=00Ase<0)

(e € AAy) (ctxt-eq-bound)

AbFc:k AbFco=c:k

AFc=c:k (eq-reflex) AFci=cy: kK (eq-symm)
AlFci=co:k Abco=c3:kK (eq-trans)
Alci=c3:kK 4
AFC;=Cf:Cap AFCy=Ch:Cap AFC=C":Cap

(eq-congruence-bar)

(eg-congruence-plus)

AFCi®Cy=C1®Ch:Cap AFC=C":Cap

A C:Cap (eq-0) AFCy:Cap AR Cs:Cap ( )
AP C=C:cCap 4 AFCL®Cy=Cy®C : Cap eqreomm
AFC;:Cap (for1l<i<3) AFC:Cap

(eq-dup)

(eg-assoc)

A"(Cl@CQ)@CP,:Cl@(CQ@Cg)ICap AF@z@@@:Cap

AFr:R
AT 0o ) ATy o )
AFQ=0:cCap ARy = {rt}: Cap
At C :_CaP (eq-bar-idem) AFCy:Cap AFCy:Cap

— (eg-distrib)
AFC=C:Cap AFCieCy=C1®Cy: Cap

Figure 4: Capability Static Semantics: Equality
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A|—01=CQICap A|—01SCQ A"CQSCg

(sub-eq) (sub-trans)

AFCL <0y AFCL <Cs
AFCL<Cl AFC <Y AFC<C
- — - =  — b' 'b
AL G aC <l ad] (sub-congruence-plus) ArC<C (sub-congruence-bar)
Ak C:Cap
- - ——  (sub-bar
AI_GSC((eSC’)EA)(subvaur) AI—C’SC’( )

Figure 5: Capability Static Semantics: Equality and Subcapability Relations

Suppose f has type V[p1:Rgn, p2:Rgn].({p7,p3},...) — 0 atr. If we hold capability {r*}, we may call
f by instantiating p; and ps with 7, since {r*} = {r*,r*}. Using the subcapability relation, we may
also call f when we hold {r'}, again by instantiating p; and ps with r, since {r*} < {r*} = {r*,rT}.

Figure 5 contains the subcapability rules. When reading these rules, remember that A F {r!} =
{r*t} : Cap. We use this fact to derive the judgement A F {r'} < {r*} : Cap that we discussed
informally above:

(eq-flag)

At {rl} = {rt}: cap (sub-eq)

At {r'} < {rl} : Cap At {rl} <{rt}:cap
AR {rt} <{rt}:cap

(sub-bar)

(sub-trans)

The subcapability relation accounts only for the forgetting of uniqueness information. Intuitively
there could be a second source of subcapabilities, those generated by forgetting an entire capability. For
example, {r]", ]} seems to provide all the privileges of {r;}, so it is reasonable to suppose {rj, 75}
to be subcapability of {r]"}. Indeed, one can construct a sound Capability Calculus incorporating this
axiom, but we omit it because doing so allows us to specify memory management obligations and to
prove a stronger property about space usage. Notice also, that by omitting this axiom, we do not give
up any flexibility; one may always write a function that can be called with extra capabilities by using
a capability variable, as discussed in Section 2.2.

By omitting the axiom C; & Cy < C4, our type system may formally specify who has responsibility
for freeing a region. Failure to follow informal conventions is a common source of bugs in languages
(such as C) that use manual memory management. Our type system rules out such bugs. For example,
consider the type:

V[p:Rgn, e:Cap.(e @ {r*, p'}, p handle, (e ® {r*}) —0atr) —0atr

In our system e @ {r*,p'} £ e® {r*}. Consequently, before any function with this type can return
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(i.e., call the continuation of type (¢ ® {r*}) — 0 at r), it must take action to satisfy the capability
€ ® {rT}, that is, it must free p.

In general, our type system prevents “region leaks”: Programs must deallocate all memory regions
before they terminate (Theorem 2.5). Therefore, the operating system does not have to clean up after a
program halts. The typing rule for halt states that no capabilities may be held, and since capabilities
may not be forgotten, this means that all regions must have been freed.

U;A;Thov:int AFC=0:Cap
U; A; T CHhalt v

Bounded Quantification The system presented to this point is sound, but it is not yet sufficient
for compiling real source languages. We need to be able to recover uniqueness after a region name is
duplicated. To see why, suppose we hold the capability {r'} and f has type:

V[p1:Ren, p2:Ren].({p}, 3 }o -, ({P 503}, ) = 0at p1) — Oatr

We would like to be able to instantiate p; and py with r (which we may do, since {r'} < {r*,r*}), and
then free » when f calls the continuation in its final argument. Unfortunately, the continuation only
possesses the capability {r*, 77} = {r*}, not the capability {r'} necessary to free r. It does not help
to strengthen the capability of the continuation to (for example) {pi}, because then f may not call it.

We may recover uniqueness information by quantifying a capability variable. Suppose we again hold
capability {r!} and g has type:

V[p1:Rgn, p2:Rgn, e:Cap|.(e,...,(¢,...) > 0at p;) > Oatr

We may instantiate ¢ with {r!} and then the continuation will possess that same capability, allowing it
to free r. Unfortunately, the body of function g no longer has the capability to access p; and p2, since
its type draws no connection between them and e.

We solve this problem by using bounded quantification to relate p1, p2 and €. Suppose h has type:

V[p1:Rgn, p2:Rgn, € < {p], p3}].(¢,...,(6,...) = Oat p;) = Oatr

If we hold capability {r'}, we may call h by instantiating p; and ps with r and instantiating e with {r'}.
This instantiation is permissible because {r'} < {r*,7*}. As with g, the continuation will possess the
capability {r!'}, allowing it to free r, but the body of h (like that of f) will have the capability to access
p1 and py, since € < {pT, p3}.

Bounded quantification solves the problem by revealing some information about a capability €, while
still requiring the function to be parametric over e. Hence, when the function calls its continuation we
regain the stronger capability (to free r), although that capability was temporarily hidden in order
to duplicate r. More generally, bounded quantification allows us to hide some privileges when call-
ing a function, and regain those privileges in its continuation. Thus, we support statically checkable
attenuation and amplification of capabilities.

Static Semantics So Far The combination of parametric polymorphism, bounded parametric poly-
morphism, and notions of uniqueness and aliasing provide a flexible language for expressing the lifetimes
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of regions. Figures 7 and 6 formally summarize the rules for type checking instructions and values that
depend upon these concepts. We have already explained the majority of these rules in previous sections
and the rules that we have not yet specified are the obvious ones (integers are given type int, etc.).
Notice, however, that the form of the judgement for heap values h is slightly different from the judge-
ments for instructions and small values v. The judgment ¥; A;T'F h at r : 7 states that when memory
has type W, free constructor variables have kinds given by A and free value variables have types given
by T', the heap value h resides in region r and has type 7.

2.4 The Static Semantics of the Abstract Machine

We have described the type constructor language of the Capability Calculus and the typing rules for the
main term-level constructs. In fact, the previous section contains all of the information programmers or
compilers require to write type-safe programs in the Capability Calculus. However, in order to prove a
type soundness result in the style of Wright and Felleisen [54], we must be able to type check programs
at every step during their evaluation. In this section, we give the static semantics of the run-time
values that are not normally manipulated by programmers, but are nevertheless necessary to prove our
soundness result.

At first, the formal definition of the semantics may appear quite complex because we use a number
of different judgment forms. However, most of these forms follow naturally from the development of
previous sections and other work on type systems for allocation semantics [30, 31, 33]. The extra
complexity in the definition of the language will pay off when we come to prove type soundness: All of
the main invariants are expressed directly in the typing rules and therefore most of the proof follows
from straightforward inductions over these rules.

Figure 8 specifies the rules for typing memory, most of which are straightforward. The judgments
F W and F T specify when memory types and region types are well-formed. This is the case whenever
their subcomponents are well-formed. The judgment - M : ¥ states that memory M is described by
U and the judgement ¥ F R at v : T states that region R with name v is described by Y. Informally,
these judgements ensure that for addresses v.¢, ¥(v.f) is type 7 if and only if the memory M described
by ¥ contains a value v at address v.f that has type 7.

The next judgment, ¥ - C sat is called the satisfiability judgment and it formalizes the connection
between the static capability and the run-time state of memory. Clearly, the current capability must
not contain any regions that are not in memory; this could lead to a runtime error. However, it is
equally important that memory not contain regions for which we have no capability; these regions can
never be freed. Consequently, satisfiability ensures that at any time during execution of the abstract
machine, our capability contains exactly the regions in memory. Furthermore, by virtue of the fact that
-+ {rt} # {r',r} : Cap, no unique regions may appear more than once in C'. Each of these properties
are essential to ensure that regions are used safely.

Figure 9 contains rules for small values that only appear at run time (addresses and region handles).
The rules for typing an address v.f are quite unusual, but crucial to the type soundness proof. The first
rule, v-addr, is used during the lifetime of the region v: If the region v is in memory then v will also
be in the domain of the memory type . Therefore, rule v-addr applies and v.£ will have type ¥ (v.f).
Now consider some point in the computation after the region v has been deallocated. The region v is no
longer in the memory, but the addresses v.£ may still appear embedded in tuples or closures allocated
in other regions, and, therefore, it must be given a type. If a region v does not appear in memory type
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U, A;THhatr: T ‘

Ak Tf
U, AAST{ ferp, xim, . anm };C Fe 7 =V[A].(C, 1, ..., ) — Oatr
U AT F fix fA)(C,x1:i7, ..o, TpiTy).eat r o 7y foxr, .., o & Dom(T)

U:A;T v i (for1<i<n) AFr:Rgn
U AT E (v, o) atr s (T, ., ) atr

(h-tuple)

U:A;THhatr:7 Ab7 =7:Type
U, A;THhatr: 7

(h-eq)

AT T

A TRz T (D(@) =17) (v-var)

U, A;THi:int (v-int)

U AT o Voek, A(C, 7,0, 7) — Oatr Atc:k
U AT ol (V[A.(Cy 7, ...y Tn) — 0)[c/a]at r

(v-type)

U A;THo:V[e<C' A(C,7,...,7m) —0atr AFC<C”
U AT Ho[C) : (V[A](C, 71, ..., ) — 0)[C/e] at r

(v-sub)

U AT 7 AI—T’:T:Type( )
AT T ved

> (h-fix)

Figure 6: Capability Static Semantics: Heap and Word Values
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U AT CHd= AT C!

AT T
U AT, ChRe=v= AT {x:7}; C

(z & Dom(T)) (val)

U, A;T oy sint ;AT R owg @ int
U AT CF e =0 poe = A;T{a:int}; C

(z ¢ Dom(T')) (prim)

U; A;TF v :r handle U, A;THhatr:7 AFC<C'a®{rt}
U AT CRe=hato= A;T{xirh C

(z & Dom(T")) (hval)

U, AT o (10,0, Tho1) @t T AFC<C'®{rt}
U AT, CF 2 =mv = A T {e:n 5 C

(x & Dom(T) A0 < i<mn) (proj)

(p “ Dom(A)> (newrgn)
W; A;T;C F newrgnp, = = A{p:Rgn}; T{z:p handle}; C @ {p'} \z & Dom(I')

U; A;THv:r handle AFC=C" @ {r'}:Cap
U: A;T;CF freergnv = A; T C7

(freergn)

U, AT Che
U, A;THwo:int

A T;CHd= AT C U AT O e letd AT C k- eg U AT CFeg
U, A;T;CFH letdine (letdec) U; A;T;CFHifOvtheneselsees

U A;THo:V[].(C,71,...,7n) = Oatr
U:A;T w7 (forl<i<n)
AFC<C"®{rt} AFC<LC U;A;THov:int AFC=0:Cap
U AT CFo(vg, ... vp) (app) U; A; T C F halt v

(halt)

Figure 7: Capability Static Semantics: Declarations and Expressions
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FT W

k7 (for 1 <i<mn)
F b, ..o nimn}

(region-type)

Y, (for i <i<n)
F{v:Ye, .o v T}

(memory-type)

UFRatv:YT FM:U|

U;-Fhiatv:r (for1 <i<n)
UkE{ly—hy,... b= hptatv:{ly:71,..., 0y 7o}

(region)

F¥ UFRjaty;:T; (forl1<i<n)
F{vi— Ry,...;vn— R,}: ¥

(O ={v1:7T1,...,vn: Ty}) (memory)

EC={wf', ..., vfm}: Cap
{v1: Y1, v T}t C sat

(vi #vjfor 1 <i,j <nandi#j) (sat)

Figure 8: Capability Static Semantics: Memory

U, the type system has the flexibility to give v.£ any function type (by rule v-addr-arrow) or tuple type
(by rule v-addr-tuple).

At first glance, these rules would appear to lead to unsoundness: The address v.f is a dangling
pointer and it may be given a valid type. Fortunately, though, capabilities prevent anything from going
wrong. The satisfiability judgment ensures that programs only ever possess capabilities for regions
that appear in memory, and, as we explained earlier, programs can only access the regions they have
capabilities for. Consequently, a dangling pointer may be given a valid tuple or function type, but
capabilities prevent it from being accessed.

We now have all components necessary to define a well-formed machine state. The state (M, e) is
well-formed if the memory M can be described by a well-formed heap type W, there exists a capability
C such that C satisfies the heap type ¥, and finally, the expression e is well-formed with respect to ¥
and C:

FM:WU U C sat U Che
H(M,e)

(program)
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AT T

T AT (L) =7) (v-addr)

AF(r,...,7)atv: Type
U AT vl (Th,..., ) aty

(v & Dom(¥)) (v-addr-tuple)

AFV[AT(C,Ty,...,7) — 0at v : Type
U AT E vl V[A(Cy, ..., T) = Oat v

(v & Dom(¥)) (v-addr-arrow)

~handl
U; A;T - handle(v) : v handle (v-handle)

Figure 9: Capability Static Semantics: Run-time Values

2.5 Formal Properties of the Calculus

The most important property of the Capability Calculus is Type Soundness. Type Soundness states
that a program will never enter a stuck state during execution. A state (M, e) is stuck if there does
not exist (M’, e’) such that (M,e) — (M’,€’) and e is not halt i. For example, a state that tries to
project a value from a tuple that does not appear in memory is stuck.

Theorem 1 (Type Soundness)
If= (M, e) and (M, e) —* (M’ ¢’) then (M’,¢') is not stuck.

In the previous sections of this article, we have explained how to type memory, how to relate the
memory typing to static capabilities and finally, given a collection of capabilities, how the rules for
typing expressions prevent unsafe accesses to the store. These invariants are the main elements in the
formal proof of soundness. However, there are many details to fill in. The proof is in the style of Wright
and Felleisen [54] and uses the standard Type Preservation and Progress lemmas. Progress states that
well-typed states are not stuck, and Preservation states that evaluation steps preserve well-typedness.

Lemma 2 (Type Preservation)
If=(M,e) and (M, e) — (M',¢€') then - (M, ¢€)

Lemma 3 (Progress) If (M,e) then either:
1. There exists (M’,¢€’) such that (M, e) — (M’,¢€’), or

2. e =halt 1
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kinds k == Type |Rgn | Eff
constructor variables a, B, p, €

constructor contexts A = Ak

type schemes o = 71 |V][Al.7 Loratr

constructors C,T,T, 2= a|int|r handle| (7,..., ) atr | m LA Toatr |
O1{r}|v1 Ut

term variables x, f

term contexts r == -|T,zio

terms e u= z|i|expey|ifOe; theneselsees | (e1,...,6n)at ent |
mie | letrecf[A](z) : cate; =exines | fler, ..., cn] |

erez | letregionp, x, ine

Figure 10: Region Syntax

Because of the length and tedium of the proofs of these lemmas, we have removed them, along with
the proof of soundness itself, to Appendix A.

The second important property of the language is that well-typed terminating programs return all
of their memory resources to the system before they halt. We call this property Complete Collection.

Theorem 4 (Complete Collection) Ift (M,e) then either (M, e) diverges or (M, e) —* ({ }, halt
7).

By Subject Reduction and Progress, terminating programs end in well-formed machine states
(M,halt 7). The typing rule for the halt expression requires that the capability C' be empty. Using
this fact, we can infer that the memory M contains no regions. Appendix A also contains a formal
proof of this theorem.

3 From Regions to Capabilities

The primary goal of this work is the development of a type-safe language that gives compilers control
over the allocation and deallocation of data. In order to use this technology effectively, we need compiler
support for generating the intermediate language code from source language programs. In this section,
we define a high-level explicitly-typed variant of Tofte and Talpin’s region-based language and show that
it can be translated into the Capability Calculus. By composing this translation with region inference,
we may obtain a type-preserving compiler front-end.

3.1 A Region-Based Calculus

Preliminaries The source language for our compiler is the region-based calculus shown in Figure 10.
This language is an explicitly-typed variant of the calculus first presented by Tofte and Talpin [47].
Like the Capability Calculus, it contains integers, tuples and functions. However, unlike the Capability
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Calculus, allocation and deallocation of regions is combined in a single construct: letregionp,z,ine.
This construct allocates a new region p and places the handle for that region in the term variable
z,. Next, it executes the expression e. Finally, the region p is deallocated. As discussed in the
introduction, this lexically-scoped construct is not as flexible as the separate newrgn and freergn
constructs provided by the Capability Calculus. The main goal of this section is to show how to
compile letregion expressions into these lower-level primitives.

As in the original Tofte-Talpin calculus, the region language has prenex predicative polymorphism.
The term letrecf[A](z) : o at e; = ezines allocates a closure f of polytype o. The closure is
polymorphic over its type context A, which may contain ordinary type variables as well as region
variables and effect variables (explained below). The closure is allocated in the region r if the expression
e1 evaluates to a region handle for r. The expression ey describes the body of the function.

Unlike previous work on region-based type systems, we treat all type constructors, including region
constructors, as compile-time-only objects. Therefore, the term f[cy, ..., ¢,], which denotes type appli-
cation, has no runtime effect. During type checking, the type scheme for the polymorphic function f is
instantiated with the types ¢y, ..., ¢, to obtain the resultant type for the expression, but the dynamic
semantics of the program (not shown here) do not depend upon these types. Hence, the types may be
erased before the program is run without affecting the computation. As in the Capability Calculus, the
data structures that are required to allocate and deallocate regions are treated as ordinarly values of
type handle(r).

Types and Effects The main interest of the type constructor portion of the region language is the
presence of effects. Effects, like capabilities, are used to control a program’s access to regions and, in
particular, to prevent access to regions that have been deallocated. Intuitively, the effect of a term is
the set of regions that the term accesses. Formally, an effect is either the empty effect (@), an effect
variable (e), a singleton set ({r}), or the union of two effects (11 U 12). The U operator is associative,
commutative, and idempotent and ) is the unit for the union operator. We write A Fg 1 = 1)y : Eff
for equality on effects and we use the abbreviation A Fg 11 C 99 when A Fg 11 Utps = )y : Eff for
some effect 3.

All functions have latent effects that are incurred when the function is called and its body is executed.

The effect that appears on arrow types (V[A].7 Y, 7/)? specifies the set of regions that a function of

that type may access when it is invoked. The formal rules for type and effect formation and equality
may be found in Figure 11.

Static Semantics The static semantics (Figure 12) for terms use a judgement of the form A;T kg
e : 7,1 to track the effects produced by each expression. This judgement states that under the type
context A and the value context I', a term e has type 7 and produces effect 1. For example, the rule
for projection states that if e is an expression producing effect 1 then m;e produces the effect ¢ U {r}.
The projection operation reads from the region r and the subexpression e may read from or write to
any of the regions in 1. Hence the resulting effect must be the union of the two.

2Tofte and Talpin require each arrow type be annotated with an “arrow effect”, which is constrained to have the form
eU1. The type variable ¢ is used to name the effect and plays a role in their inference system. Because we are interested
in type checking rather than type inference, we do not need to name the effects on arrows.
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A A
Al - AF A {ak}

(a & Dom(A))

FAA AA' 7 :Type (for1<i<n+1)
AA' ) Eff At r:Rgn

At 7 :Type
AFT AI—V[A/].(Tl,...,Tn)iTn_;,_l atr
At r:Rgn
Al int : Type A+ r handle : Type

At r:Rgn Ak Eff
Ab 7 :Type (for1<i<mn-+1)

AFarr B@)=5)

AF 7 :Type (for1<i<mn) Ak r:Rgn

AF{7,...,7) atr : Type A"(Tl,...,Tn)iTnJ,_l atr : Type
Al r:Rgn Aty Eff Ab )y Eff
AFQ:Eff A+ A{r}:Eff Ay Uty : Eff

At oy =0y AF ¢ =cy:k (congruence rules omitted) ‘

AFc:k Alco=c: kK AlFci=co:k Abca=c3:k
AlFc=c:k Alci=co: kK AbFci=c3:k
AF 1 Eff AtF )y Eff A by Eff
AF QU =1 : Eff AF Ut =g Utpy : Eff
AF :Eff (for 1 <i<3) ARy i Eff ARy : Eff

A"(’l/ﬂU’L/)Q)U’L/}gZ’L/)lU(’L/)QU’L/)g)IEff Al_’l/)lU’L/)QZ’L/)lu(’L/)QU’L/)Q)IEff
Al"(/)lL_J’L/)g:’L/)QIEff
Al_l/)lg’L/)Q

Figure 11: Region Type Formation, Equality, and Subset
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(T(z) =7)

ATFra:7,0 A;TFgri:int, 0

A;TkFRrep sint, iy A;TFgRes:int, ¥y
A;TFgrep pes:int, iy Uiy

A;Thge i, (for1<i<n) A;ThFgeptr:r handle, 41
A;Thg (er, ... en)atenyr i1 U .Uty U{r}

A;Thgpe:{tg,...,Th—1)at r, ¢
AT kg me 1, U{r}

(0<i<n)

A;TFrep:int,py A;TFres 702 AT Fgres: 7,93
A;T'Fg ifOe; thenes elsees : 7,11 U Ug

Atgro AN T{fo,x:m} FRes: T2,
A;T kg ey :r handle, i)y A;T{f:o} FRres: 13,13 ( x, f & Dom(T) )

A;T Fg letrecf[A'](z) : 0 ate; = epines : 73,1 Us U {r} \ o =V[A]l.7y 4, Toatr

AFgpei:k; (for 1 <i<n)

P
AT g flor o] (T(f) =V]aa:k1, . - -y anikin]. 1 — T2 at 1)
I b g 01
(11 iTg)[cl,...,cn/oq,...,ozn] atr,(

A;TEgR ey ITliTQatT,’L/)l A;TFgres: T,
A;FI—R elengg,wlU’L/)QU’L/)U{T}

A{p:Rgn};T'{z,:p handle} Fre: 7,9 ( p & fto(r) U Dom(A) >
A;T Fpg letregionp,z,ine : 7,9\ {p} x, & Dom(T)

A;Thre:m,¢0 Abgp7=7:Type Abgy Cy/
AT kre: 7o

Figure 12: Region Term Static Semantics
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The rules involving functions are more complex. First, consider a function call e;es. Assume that

e1 generates the effect ¢ and evaluates to a closure of type V[].(7) % at r, and that ey produces
the effect ¥o and has type 7. After both expressions have been evaluated, the code for the function is
projected from a closure that resides in region r. Now, because the function itself produces the effect 1,
the overall effect of the call is the union of {r} with ¢, 11, and 1. In contrast to the value application
rule, the rule for type application produces no effect; remember, types are erased before an expression
is executed. Finally, examine the rule for the letrec term. There are three components to the effect
produced by this expression: 1, the effect of evaluating handle expression; {r}, the effect of writing
the closure data structure in region r; and 13, the effect of the subsequent expression es. As well as
checking that types match up properly, we must be sure that the effect produced by the body of the
function is a subset of the declared effect. The type system would be unsound if functions could hide
their effects.

The last rule checks the letregion construct. Here, we use the notation 1)\ {p} to denote the effect
1 with all occurences of {p} replaced by (). This rule discharges the effect {r} from the effect produced
by the subexpression e. Intuitively, because the letregion construct discharges effects whereas all
other constructs pass on effect information from their subexpressions to their enclosing expressions, any
access to a region outside of the scope of a letregion will be detected and the type checker will reject
the expression as a whole.

Figure 13 shows an example program, a function count that counts down to zero. In order to have
interesting allocation behavior the integers involved in the count are boxed, and hence are allocated in
a region. The count function is stored in region p; and takes two arguments, a handle for region p and
a boxed integer = allocated in region p. If x is nonzero, count decrements it, storing the result again
in p, and recurses. The function has two effects: a read on pp, resulting from the recursive call, and a
read/write effect on p, resulting from line 1’s read and line 2’s store. Therefore, we give the function
count the effect {p1, p2}. Overall, the code in Figure 13 allocates two regions (p; and p3), stores the
closure for count in p;, stores a boxed integer in po, calls count, and then deallocates p; and ps.

3.2 The Translation

In order to make a formal connection to region-based calculi and to corroborate our claims that we can
use the region inference techniques developped by Tofte and others as a front-end for a capability-based
compiler, we have defined a type-directed and type-preserving translation from the region calculus of
the previous section to the Capability Calculus. Appendix B contains a proof that any well-formed
source term is translated into a well-formed target term.

Kind and Type Translation The translation is a continuation-passing style transformation in which
we simultaneously transform effects into capabilities. The kind and type transformation is presented in
Figure 14. The kind translation is trivial; effects become capabilities and the other kinds are unchanged.
The translation of most types is equally simple. The translation of base types is the identity and, in
general, to translate other types we recursively translate their components and recombine using the
corresponding capability constructor. Thus, tuples are mapped to tuples and handles are mapped to
handles, etc.
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letregion p1,x,, in
letregion p2,x,, in

letrec count [p] (x, : p handle,x : (int) at p) at =), : Tcount =

let n=mo(x) in % (1)
ifO n
then ()
else count [p] (z,,(n—1)atz,) % (2)
end
in

count [/)2] (xpw <10> at xm)
end % letrec

% end region po scope and deallocate
% end region p; scope and deallocate

{plvp}

where ocount = V[p]. (p handle, (int) at p) —> unit

Figure 13: Count in the Region Calculus

K[Type]
K[rgn]
K[E££]

Kloa:ka, ..oy anikn]

7]
T [int]
.y Tn) at 7]

T[[<T1, ..

T[n Y 1y at 7]

T [r handle]

770]

T[{r}]

Tpr U]

Sl

S[V[A].7 Y 1y at 7]

S[z1:01,. .., Zni0n}]

Type

Rgn

Cap

a1:K[k1], - - oy aniK[kn]

int

(Tl - Tm]) at T[r]

V[p':Rgn, e:Cap, € < e ® T[] ® {p*}].(¢,
T[n],V[].(¢,T[r2]) — 0at p') — 0at T[r]

7T [r] handle

0
(T[]}
T[] @ Ty-]

T[]
VIK[A]. T 2 7 at 7]

{z1:8[o1], .. ., 2n:S[on]}

Figure 14: Region to Capability Kind and Type Translation
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The translation of function types is more involved. Recall that in the usual CPS-translation, an
arrow type (71) — T2 is transformed so that it accepts a translated 71 and a 72 continuation:

(Tl T[r2] —0) =0

The translation of region arrow types has the same structure, but there are several complications
that arise as we transform effects into capabilities. The first complication involves finding a region for
the continuation closure. We solve this problem by allocating a new region p’ to hold the continuation;
the translated function abstracts this region. The second complication is that an effect for a function
may only mention a subset of the regions that are live at the call site. Nevertheless, the resulting
Capability Calculus function must thread the capability describing all the live regions from the context
where the function is called through the body of the function to the continuation. We accomplish
this task by abstracting an additional capability variable € that makes each function context sensitive.
Using this mechanism, we can thread any capability in the calling context through the function to its
continuation.

The third complication is that the type translation must ensure that equal types in the region
calculus are translated to equal types in the Capability Calculus. For the most part, this obligation is
satisfied trivially because the equality relation for most region types and their corresponding Capability
Calculus analogues is simple syntactic equality up to a-conversion of bound variables. However, the
equality relation for effects is set equality whereas the equality relation for arbitrary capabilities is not set
equality (@ is not necessarily idempotent). Fortunately, equality of duplicatable capabilities is exactly
set equality. Therefore, the type translation carefully translates all arrow effects into duplicatable
capabilities.

These three insights naturally lead us to translate a region function type 7 4, T at r into the
Capability Calculus function type

V[p':Rgn, e:Cap, €’ < e D T[] ® {p'}].(¢, T[r1], 72 cont at p’') — 0 at T [r]

The capability for the translated function is € where €’ is a subtype of e & 7 [¢] @ {p’'}. This capability
gives the translated function access to all the regions it requires: The regions in 7 [¢)] are the regions
accessed by the source language function; p’ is the region containing the continuation; and e contains
the regions from the calling context that are threaded through the call to the continuation. Notice
also that the capability that appears in this type is duplicatable, so we can prove that equal types are
translated to equal types. Finally, as explained in Section 2.3, if we give our m-continuation the correct
type, namely

V[].(¢, T[r2]) — 0atp’

then bounded quantification allows the continuation to recover the uniqueness information necessary to
deallocate the regions used in the function.

Given these definitions, it is straightforward to prove that the essential properties of types (well-
formedness, equality, and substitution) are preserved through the translation. Each of the following
lemmas can be proven by a simple induction on the well-formedness or equality derivation.

Lemma 5 (Well-Formedness Preservation)
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1. If AFRr A’ then K[A] - K[A]
2. If AR c: K then K[A] F T[c] : K[x]
Lemma 6 (Equality Preservation)
1. If Abp oy =1 - Eff then K[A] - T[] = T[¢'] : Cap
2. If Argpc=c :k and K is not Eff then K[A] F T[] = T[] : Cap

Lemma 7 (Substitution Preservation) If A a:k Fr 7 : Type and A Fr ¢ : k then K[A] +
Tlrle/all = TI7][T]e]/ o).

Term Translation The heart of the term translation is a continuation-passing style [12, 39] transfor-
mation. There are many variations of this transformation [10, 43, 17, 9], some of which produce more
efficient code than others, and some of which lead to simpler correctness proofs. We have chosen a
simple translation that is straightforward to prove type preserving so that we may focus on the details
relevant to region-based memory management.

We begin with an informal description of the basic mechanics of the CPS term translation, ignoring
all of the details relevant to regions or capabilities. There are three main arguments to the translation:

e a type-checking context @,
e a source-language term e,

e and a target-language continuation k.

If the source term e is well-formed under the context ® with type 7, and k is a 7 [7]-continuation then
the translation Cq(e)k should produce a well-formed target term.

Operationally, the target term computes e, producing a value v as a result, and then calls the
continuation k£ with v as its argument. Therefore, if the source term e is already a value v, such as
an integer or a variable, then the translation is simply the function call k(v). On the other hand,
assuming a left-to-right evaluation order, if the source term e actually represents a computation, say
the computation (e, e2), the CPS translation arranges to compute e; producing value vy, compute es
producing value vg, allocate the pair (v1,vs) and finally pass the resulting pointer to the continuation
k. We might write such a translation as follows.

Ca((er's )k = Caler)(Az1.
C(D,xl:T[[Tl]] (62)()\.132.
letz = (x1, z2) ink(x)))

The translation of each subcomponent of e requires a continuation and that continuation contains
code for all subsequent subcomponents. Finally, the primitive operation op is applied to the resulting
values and the result is passed to k. The compilation of arithmetic operations and the projections have
this form.

There are a couple of further details to notice about the translation. First, we have taken the liberty
of annotating expressions with their types where necessary (e.g., e1*). Second, when the translation
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introduces new variables, such as x1, we add those variables, with their translated types, to the context
®. The latter decision has no influence on the behaviour of the translation, but it facilitates the
statement and proof of the type correctness theorem.

The translation of function application e; es begins in the same way as other operations: Translate
e1, passing the resulting value to a continuation that contains the translation of e;. The continuation
for eo contains the function application itself. Because user-defined CPS functions (unlike the primitive
operations) do not return, the continuation k is passed directly to the translated function.

Co(e]' " ™ex)k = Coler)(Azy.

Ca o1: T —ms] (€2) (A2
.231(332, k?)))

Finally, expressions that declare functions must be translated so the result expects an extra contin-
uation argument (Zont) and calls that continuation to return.

Co(let f:m — = Aveine’) = letf: 7y = M@, Teont)-Co a:T[r] weontreont (€)Teont i)
C(b,f:T[[Tl —72] (e/)k

Here, the type of the function’s continuation, Teont, is (7 [2]) — 0. The type 7 of the function itself is
(T[[Tl]]; Tcont) — 0.

This simple CPS translation provides the basic structure for the translation from the region language
into the Capability Calculus. However, as many previous researchers have observed, this translation
introduces unnecessary or administrative redexes. For example, under the scheme we have presented so
far, the translation of a simple pair (2, 3) with respect to a continuation k is

(Ax1.(Aze.let x3 = (x1,22) ink(x3)) (3)) (2)

instead of the much simpler term letzs = (2,3) ink (z3). While we are not concerned with the time
required to execute the extra function applications, we are concerned about the space required by
additional function closures. If we based our region translation directly on this naive translation, we
would be forced to allocate additional regions for each of the A-expressions above. Previous work has
avoided these problems by defining the translation in terms of a two-level type system and passing
the translation meta-level continuations instead of target-level continuations. However, because we are
only interested in the space properties of our translation, we will use a simpler solution. Rather than
allocating continuation closures, we will use a let expression to bind the result of a computation and
pass it to a continuation. This solution avoids additional allocation and does not lead to the complexities

of a two-level type system. Hence, the translation of the pair (2,3) with respect to continuation k will
be

letx; =2in
letxs =3 in
letzs = (x1,22) in

.A(k‘, .133)

The notation A(k, x3) denotes the “application” of the continuation & to the value x3. The continuation
k is not represented as a target-language A-expression, but, intuitively, this “application” is simply k(x3).
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The continuation k is actually a pair (x*;e*). The variable z* is the continuation’s parameter and e*
is its body. Given this representation, it is natural to define A((x*;e*),v) to be let x¥ = vinet.
Using this notation, we can define a CPS translation for pairs in general as follows.

Co((el',e2))k = Caler)(a;
C@,xl:T[[Tl]](eQ)<x2;
letz = (x1,22) in A(k, 2)))

From Region Expressions to Capability Calculus With the basic CPS transformation in hand,
we are ready to investigate the formal details translation of the region language expressions into Capa-
bility Calculus expressions. As discussed above, the translation, C, has the following form.

Co (e)k:

The context ® is actually A; T'; ©. The first two components are a region type context and a region value
context. The third component, ©, is a translation environment. This environment contains a Capability
Calculus type context A®, a Capability Calculus value context I'®, and a pair of capabilities C® and
B®. The context A® describes the kinds of the new type variables introduced by the translation and, if
they are capability type variables, then possibly their bounds. The value context I'® describes the types
of the new value variables introduced by the translation. Intuitively the capability C'® represents the
current capability at a given point in the translation and B® is a bound on C®. If © is (A®; T'®; C©; B®),
then we use the notation ©, z:7 to denote the translation environment (A®;T® z:7; C®; B®).

The formal translation is presented in Figures 15 and 16. In the translation, we make the assumption
that all variables are unique and that when we introduce a variable in a term or in a continuation, it
is “fresh” (i.e. it is does not conflict with any of the other variables in the source term, type-checking
context, or continuation).

The invariant guiding the transformation has three main parts:

1. The region language term e is well-formed under the type and value contexts A and I'. Formally,
A;TFge.

2. The continuation k = (z¥; €*) is well-formed in the current context. Formally,
{1 KIA], A®; ST, T€, 25T r]; €O - e,

3. Finally, the current capability C® is a subcapability of B_G, and moreover, B® contains a superset
of the regions mentioned in the effect of e. Formally,
e K[A],A® F C® < BS and
e K[A],A® F B® = B® ¢ T[¢]
As in the case for the simplified CPS translation, the translation of source-language values is the
simplest. For example, to translate a variable x or the integer i, we simply apply the continuation k

to x or i respectively. The type application expression f[ci,. .., cy] is also a value because we take the
interpretation that types are erased at run time. Therefore, we apply the continuation k directly to

flTle], - - -, Tlen])-
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A(T;z;e),v) = (let x =v ine)

Caro(z)k = A(k, z)
Care(i)k = A(k, )
CA;F;@(f[Cl, cey Cn])k} = .A(k?, f[T[[Cl]], .- ;T[[Cn]]])

Carioler pe)k =
Cariol(er)(xr;
CA;F;@,xl:int (62)<$2;
letz =x1 pz2in
Ak, z)))
Caro({er', ... eq) at e:rll)k =
Careler){1;

CA;F;@,xl:T[[Tl]],...,xn_l:T[[Tn_l]] (€n)<$n;
CA;F;@,xl:T[[Tl]],...,xﬂ,:T[[Tn]] (67l+1)<xn+1;
letx = (x1,...,Tp) at Tp41 in A(k, x)

Care(me)k =Car.ele){zi;letr = mzr in A(k, z))

Car.o(ifOe; thenes elsees)k =
Carol(er){(z1;
if0z1 thenCar0 2, int (€2)k else CA.T:0, 41 :int (€3)K)

Car.e(letregionp, z,ine)k =
letnewrgnp,z,in
CA{pRgn}iI'{z,:phandle };0 (€)(2'; freergnx, in A(k, z'))

where
0 = (A%TI%C°e{p'};B°a{p'})

Figure 15: Region to Capability Term Translation
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Car.e(letrecf[A](x) : (V[A]l.11 2t Toatr)ate; = epines)k =
Cario(er)(wy;
let f = (fix f[K[A'], p:Rgn, e:Cap, € < BY'|(¢, 2: T[], Teont:Teont)-
CAA/T{froeim 100 (€2) (T2 Teont (22))) at 21
in

(e3)k)

P
AT{ f:V[A].7 —f>7-2 atr};0,z1:7 [rhandle]

where
Teont = V[].(€,T[r2]) = 0atp
A® = A® pRgn, eCap, e < BY
re’ = I'®, z1:r handle, Teont Teont
C@' — ¢
BY = eaT[y]e {p'}
o’ _ <A®,; F@’; C@’; B®’>

CA;F;G)(eIf e2)k =
Cario(e1)(w1;
CA;F;@,xl:T[[Tf]] (62)<$2;
letnewrgnp,z,in
let feont = (£iX feont[](C® @ {p'}, 2:T[12]).1et freergnz, in A(k, 7)) at z,
in 331[,0, Bea c® D {pl}](x% fcont)>>

where

Yy
Tf = T1 —T2atr

Figure 16: Region to Capability Term Translation (Functions)
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The translation of tuples also follows our informal description closely. We translate each of the com-
putations ey, .. ., en41 that make up the tuple in sequence and bind the resulting values to z1, ..., Tpy1.
Once we have translated all expressions, we allocate the tuple (x1, ..., z,) using the region handle x;, ;1.

In order for the tuple allocation operation to be safe, we must ensure the region (say, p) that
corresponds to the region handle x,, 1 is still live. In other words, we must be able to prove that the
current capability C® contains a capability for p. The invariants above provide us with the means
to deduce this fact using the following informal reasoning. Invariant 1 states that the expression
(€1,...,€n) at ey is well-formed and has effect 1. Inspection of the region language typing rule for
tuples reveals that i contains an effect on p. Now, the second part of invariant 3 states that the
capability B® contains capabilities on all regions that appear in the effect 1, including, of course, p.
Finally, using the first part of invariant 3, we know that the current capability C® is subcapability of
B®, and, therefore, that it too contains p. Consequently, the tuple allocation operation is safe. Using
similar reasoning, it is straightforward to verify informally that the translation of arithmetic operations,
projections and if statements will not fail to type check because they lack sufficient capabilities.

The translation of the term letregionp,z,ine is not much more difficult: letregionp,z,ine
is translated into a newrgnp, xz, declaration followed by the translation of the inner expression e and
finally a freergn declaration to deallocate p. Once again, some simple reasoning allows us to check that
the stated invariants hold throughout the transformation. In particular, the translation of the inner
expression e reflects the fact that a new region p has just been allocated; the translation environment
for that step contains capabilities C® @ {p'} and B® @ {p'}. Since we know that C'® is a subcapability
of B®, we may conclude that C® @ {p'} is a subcapability of B® & {p'} and therefore that invariant
3, part 1 is satisfied. Next, inspection of the typing rule for letregion reveals that if ¢’ is the effect of
e then ¢’ \ {p} is the effect of the entire letregion expression. Since, B® contains ¢’ \ {p}, we know
that B® @ {p'} contains capabilities for all regions in v, including, of course, p. Hence, we also satisfy
invariant 3, part 2 during the translation of e. Finally, recall that the region type system ensures that
the region p can only be used inside of e. Therefore, in the continuation for the translation of e, we
safely free the region and proceed with k. Invariant 2 specified that k only expected the capability C'©
and this is exactly the capability of the context after freeing the region p.

The most complex part of the translation involves functions. Fortunately, the type translation,
which we have already explained, specifies the main invariants; the translation of functions terms
follows directly from this specification. More specifically, we extend the function’s type context A’ with
p, a region for the continuation’s closure, €, a capability for hiding extra regions in the calling context,
and €, the current capability, which is bounded by € ® Ty ;] @ {p'}. We also add a value argument
to the translated function, the continuation Z..n:. It is simple to verify that the translated function
has the translated function type. The body of the function is translated under these assumptions. The
continuation for this part of the translation does nothing but invoke the function’s new argument xp -

Finally, we examine the translation of a function application. First, the translation allocates a new
region p for the continuation closure. Next, the translation actually allocates the continuation in p.
This continuation is defined to expect the capability C® @ {p*}. This is the maximum capability at this
point in the computation and it permits the continuation to deallocate the region containing its own
closure. After allocating the continuation, the translation continues with the translation of the actual
function application. The translated function value, x1, will have the type

V[p':Rgn, e:Cap, € < e® T[¢s] @ {p*}].(--) —0atr
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Therefore, before calling the function, the code must instantiate the variables p’, €, and €’ properly. The
code naturally instantiates p’ with the region p that was just allocated. At this point in the program,
the capability C® @ {p'} represents the current capability and B® @ {p'} is its upper bound. Therefore,
the code instantiates ¢ with B® and €’ with C® @ {p'}, which is legal provided we can prove that

C®@{p} <BOa ;o (o]

Given invariant 3, which states that C® < B® and that B® = B® @ ¢, it is easy to verify this fact.
Now, we need only verify that the term arguments, zo and the continuation f.,,:, have the types
expected by the translated function and this too can be easily checked.

Properties of the Translation We have proven that our translation preserves types.

Theorem 8 (CPS Type Preservation)
If ;- Fe:int, 0 then { }; 0 C...o(e)(; z;halt x) where z is fresh and © is the empty enviroment:
(550;0).

The proof proceeds by induction on the height typing derivation of the source language term with
invariants 1, 2, and 3 forming the induction hypothesis. Appendix B contains a formal proof of the
representative cases.

We would also like our translation to preserve the space used by the program. Recently, Mi-
namide [26] has proven that a standard CPS translation preserves the maximum amount of reachable
space within a constant factor. He defines a space-profiling semantics for the simply-typed lambda
calculus that refines the work of Blelloch and Greiner [7]. If we were to augment our semantics with
this sort of space-profiling information, we may be able to prove a similar result for our translation. An
informal inspection of the translation indicates that the resultant term allocates no more data struc-
tures than the source term with the exception of the continuation closure that we require to return
from a function call, and intuitively, this closure corresponds to the stack space that is required to save
local variables across a function call. However, a formal investigation of the space properties of our
translation is beyond the scope of this paper.

An Example The program below is the translation of the count function from the previous section.
We have made several simplifications to the output of the formal translation to improve the readability of
the program. In particular, we have optimized away many of the administrative redexes and performed
a tail-call optimization on the recursive call to the count function. Rather than writing capabilities
{p}, p'}, we use the equivalent form {p}, p*}.

The program begins by allocating regions p; and p2 using the newrgn declaration, and puts the
closure for count into p;. The count function requires a capability € at least as good as the capability
{ptF, 0, pt i} needed to access itself, its argument, and its continuation; and it passes on that same
capability € to its continuation k. As we type check the body of the count function, we verify that we
possess the capabilities necessary to make all data accesses legal. Comments in the code indicate where
these checks occur. When calling count, we pass it the continuation cont. This continuation requires
the capability {pi,pi, pi} in order to free the three regions. Hence, at the application site, count’s
capability, €/, is instantiated with the stronger capability needed by the continuation.
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let newrgn p1,z, in

let newrgn po,x,, in

% capability held is {pi,p3}

let count =

(fix count
[p:Rgn, pcont:Rgna €5caPa € SED {pii_a P+, p—ci_ont}]
(¢/,x,:p handle, z:(int) at p, k:(¢') — 0 at peont) -
% capability held is ¢ <&@ {p|,pT,pl ,}

let n = mo(x) in % p ok
if0O n
then k() % Peont OK
else
let n = n—11in
let ' = (n’)atz, in % p ok

count [/), pcontag@ {pf,p"‘,pjont},e/] (J?,;,J?/,ki) % 1 ok

) at x, in
let newrgn p3,x,, in
% capability held is {pi,p3, pi}
let ten = (10) at z,, in
let cont =

O ({p1, p3, 3}) -

% capability held is {pi,pi, pi}

let freergn x,, in % ps unique
let freergn x,, in % p2 unique
let freergn x,, in % p1 unique
halt O
) at z,,

in
count [p2, p3, {pl, pb, p3}, {p1. p3. P3}] (%,, ten, cont)

Another Example In this context, the count function uses all of the regions that are currently
allocated and the capability variable € is redundant. When the code instantiates € at the call site for
count, it does so with exactly the regions pi1, p, and peont Which already appear in the bound on €.
However, in general, € will hide some “left-over” capability. For example, if we had allocated a fourth
region, ps, we would need to instantiate e with the capability {p}}®{pi, p3, p3} and make corresponding
changes to the continuation. Now, € would hide the capability on the fourth region from count but
preserve it across the call so it could be deallocated in the continuation:

%h% count with e hiding a left-over capability
let newrgn p1,z, in

let newrgn po,x,, in

let newrgn p3,x,, in

let newrgn p4,x,, in

let count = ... as before ...
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% capability held is {pi,p},pi, pi}
let ten = (10) at z,, in
let cont =
()‘ ({p%’p%’p%ﬂp}l}) ) at Lps
in
count [p2, ps, {pi} ® {p1. p3. 3}, {pi} @ {p1, 3. p3}] (2., ten, cont)

The power of bounded quantification comes into play when a function is called with several regions,
some of which may or may not be the same. For example, the original code could be rewritten to have
ten and cont share a region, without changing the function count in any way:

%h% count with ten and cont sharing ps
let newrgn p1,z, in
let newrgn po,x,, in
let count = ... as before ...
% capability held is {pi,p3}
let ten = (10) at z,, in
let cont =
()‘ ({p%a p%}) . ) at Lps
in
count [an P2, {p%a p%}’ {p%a p%}] ('xm ,ten, Cont)

In this example, peons is instantiated with ps and € is instantiated with {p}, p3} (which is again the
capability required by cont). However, count proceeds exactly as before because €’ is still as good as
{pii_a p+a p—ci_ont} since:

{ol, 05} < A{pf.p}}
= {pl niye{pl.p3. 05}
{p1, 03} @ {pi, p3,ps}
= (€@ {pl p3,p3 Hl{ri,r3}/e

An Optimization In the examples above, even though count is tail-recursive, we allocate a new
cell each time around the loop and we do not deallocate any of the cells until the count is complete.
However, since p never contains any live values other than the current argument, it is safe to reduce the
program’s space usage by deallocating the argument’s region each time around the loop, as shown in
Figure 17. Note that this optimization is not possible when region lifetimes must be lexically scoped.

In order to deallocate its argument, the revised count requires a unique capability for its argument’s
region p. Note that if the program were again rewritten so that ten and cont shared a region (which
would lead to a run-time error, since ten is deallocated early), the program would no longer typecheck,
since {p},p3} £ {pT, ps,pi}. However, the program rewritten so that count and cont share a region
does not fail at run time, and does typecheck, since {p}, p3} < {p{, o1, p3}.
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let newrgn p1,z, in

let newrgn po,x,, in

% capability held is {pi,pi, p3}

let count =

(fix count
[p:Rgn, Pcont REN, € < {pi’—a piont”
(e®{p'},x,:p handle, z:(int) at p,
kJIV(G) —0at pcont) :
% capability held is e® {p'}

let n = mo(x) in % p ok
let freergn z, in % p unique
% capability held is €
if0O n
then k() h pcont Ok
else

let n/ = n—1in
let newrgn p',z, in
% capability held is e® {p''}
let z/ = (n)atz, in % p ok
count [0/, peont; €] (X, ', k) % p1 ok
) at x, in
let ten = (10) at z,, in
let newrgn p3,z,, in
let cont =

O ({pi, p3}) -
% capability held is {pi,pi}

let freergn x,, in % p1 unique
let freergn x,, in % ps unique
halt O
) at z,,

in
count [ps, p3, {p1, p3}] (z,,, ten, cont)

Figure 17: Count with Efficient Memory Usage
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4 From Capability Calculus to Typed Assembly Language

In this section, we informally describe how to construct the backend of a compiler that translates the
Capability Calculus into a capability-based typed assembly language.

The continuation-passing style transformation of the previous section makes the order of evaluation
of expressions explicit and names all of the intermediate computations. It also reduces all unconditional
control-flow transfers to one uniform mechanism: the function call or “functional goto.” Hence, this
first transformation performs a significant portion of the compilation of a high-level language. However,
we are still a long way from a strongly-typed assembly code.

Morrisett et al. [33] describe how to eliminate high-level language features such as closures and other
data structures by compiling them into a strongly-typed RISC-like assembly language. Fortunately,
the addition of capability constructs to our CPS-language does not interfere with the type-directed
compilation as they describe it. In fact, the capability constructors are the same at the machine
language level as they appear in the Capability Calculus that we have already described. Therefore,
in this section, we briefly retrace the compilation strategy that has already been laid out for us by
Morrisett et al. [33] and point out how it interacts with our capability framework.

4.1 Closure Conversion

Assembly languages do not contain the nested functions that are common in some high-level languages.
Closure conversion is the process of transforming each function so that it only depends upon its explicitly
declared parameters and does not depend upon values defined in an outer, non-global scope. Once all
nested functions have been closed in this way, they may be lifted to the top level. This process usually
results in pairing closed function code with an environment to create the closure data structure.

There are many typed closure conversion algorithms of various complexities [27, 33, 32]. Minamide et
al. [27] show that closure converting a polymorphic type-passing language requires a very sophisticated
target language that includes translucent sums and abstract kinds as well as existential types. Morrisett
et al. [33], on the other hand, are able to define a much simpler closure translation because they give up
the advantages of a type-passing semantics and assume a type-erasure semantics instead. More recently,
Crary et al. [8] have discovered how to preserve the advantages of a type-passing language through
closure conversion and yet retain the simplicity of the algorithm proposed by Morrisett et al.. Crary’s
approach achieves the expressiveness of type-passing with the simplicity of a type-erasure semantics by
passing values that represent types at runtime instead of types themselves. Crary distinguishes between
type constructors (erased at runtime) and type representations (values manipulated at runtime) just as
we distinguish between region constructors (erased at runtime) and region handles (values manipulated
at runtime). This decision allows us to use a much simpler closure conversion algorithm than would be
possible in the type-passing region calculus of Tofte and Talpin.

There are many additional considerations in the choice of closure conversion algorithms involving
how to represent environments and how to closure convert mutually recursive functions. For the pur-
poses of this paper, we will assume the simple closure transformation described by Morrisett et al..
This algorithm only requires the addition of existential types (3a.7) to the type language. The dis-
advantage of this algorithm is that it recreates the closure each time around the loop of a recursive
function.®> Morrisett and Harper [32] discuss translations that require either recursive types or a cyclic

3 An observant reader will recognize that this extra allocation must show up as an extra effect in the high-level languages.
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pack operation and do not incur the overhead of repeated closure creation. Any practical language
implementation would choose one of these more efficient translations, but because the details of closure
conversion are orthogonal to our central concerns, we assume the simplest alternative here and refer
the interested reader to the literature for a deeper investigation of the tradeoffs.

4.2 Code Generation

Once closure conversion has been completed, all program memory requirements are explicit. Compiler
writers have the opportunity to optimize memory usage further by eliminating closure creation for
known functions, optimizing environment representations, and removing the resulting dead regions.

At this point, we begin code generation. Morrisett et al. [33] describe code generation in two phases.
The first phase breaks the atomic data structure allocation and initialization of high-level languages
into a series of lower level instructions that initialize the fields of the data structure one by one. In
order to prevent access to uninitialized fields, they add a flag to each field that indicates whether or
not it can be read. For example, the expression letz = (2,3) at z,in- - - becomes

let g = malloc [int,int]at x,.in % o : (int? int®) at r
letx; = xp[0] — 2in % 1 : (int!, int®) at r
letx = x1[l] «— 3in % x : (int! int!) at r

A 1-flag indicates the field has been initialized is therefore readable. A 0-flag indicates the field has
not been initialized. In this case, the initialization steps appear one after another. However, in general,
they may separated and if a field is unused, it need not ever be initialized. This flexibility allows an
optimizer to schedule instructions as it chooses, without interference from the type system.

The major task of the second phase of code generation is to compile closed code and branching
constructs such as our 7f0 statements into assembly language control-flow operations. At this point,
all control transfers become jumps to typed assembly language code blocks. Each of these code blocks
has a typing precondition and, for the most part, contains standard assembly language instructions
with a few additional typing annotations. Because we have already eliminated high-level abstract data
structures such as closures and tuples and named all our intermediate computations, there is almost a
one-to-one correspondence between the intermediate language declarations and the assembly language
instructions.

The next section describes these typed code blocks precisely and gives a complete description of
a capability-based typed assembly language. Because code generation has little impact on the novel
features of the Capability Calculus, we refer the reader to the work of Morrisett et al. [33], which gives
a formal description of the details of code generation for a closed, continuation-passing style lambda
calculus.

Indeed, to accomodate this translation, when checking a recursive region calculus function of type 71 4, T9 at r, we must
require that 1 contain an effect in region r. Similarly, the capability of a recursive capability calculus function must
contain the region that function is allocated in.
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4.3 Capability-Based Typed Assembly Language

The Capability-Based Typed Assembly Language is based on the generic Typed Assembly Language of
Morrisett et al. [33]. Because of the great similarity, we only discuss the capability features in detail.
The syntax for the language is given in Figure 18.

4.3.1 Types

As discussed above, there is little change to the type language. The kind structure is identical and only
tuples and function types have changed. Tuple types have initialization flags on each field as discussed
in the previous section. Continuation-passing style function types have been translated into code block
types with the following form:

V[A].C=T

As before, these types abstract a type context A and specify the capability C' that the code requires.
However, the typed assembly language does not have alpha-varying variables and uses a fixed set of
non-varying registers instead. Therefore, the precondition for the code block is a finite map I' from
registers to types rather than a simple list of types. Furthermore, these types classify code not closures
(a pair of code and data) and we assume all code is allocated in its own special region before execution
of the program begins. Therefore, we omit the trailing region annotation that appears in the Capability
Calculus closure types. Tuples are the only remaining heap-allocated data. The only addition to the
type language is the existential type Ja.7, which we need to encode the results of closure conversion.

The separation between code and data is also reflected in the memory types, which are now split
into a pair of a code region (Y.q) and the familiar mapping of region names to data regions (7).

Figure 19 contains the well-formedness rules for the new types. The rules for the well-formedness
of capabilities and other types are identitical to the rules we gave for the Capability Calculus as are
the rules governing the well-formedness of contexts and the type equality and subcapability relations.
We refer the reader to previous sections for these rules. For technical reasons, the TAL type system
requires a simple subtyping relation on tuple types and register file types. These subtyping relations
do not interact with capability subtyping. See Morrisett et al. [34] for a discussion of these items or a
more complete description of the TAL type structure in general.

4.3.2 Values

In TAL, values are split into three categories: word values, small values, and heap values. Heap values
(h), code and tuples, are analogous to their Capability Calculus counterparts except as discussed above.
Both small values (v) and word values (w), are “small.” We distinguish between the two because the
former contains registers whereas the latter does not. The register file (R) is a mapping from registers
(v) to word values. We do not map registers to other registers.

Word values contain the integers (i), data addresses (v.f), and region handles (handle(v)) that we
saw in the Capability Calculus. Code addresses (cd.f) refer to code in the code region. The word value
?7 is an uninitialized value of type 7. Thus, (?int, ?int) is an uninitialized pair of integers. The values
wlc] and pack[r’,w] as T are both coercions that change the type of the word value w but have no
runtime effect (for technical reasons, there are analogous small value forms v[c] and pack[r’,v] as 7).
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kinds k == Type|Rgn | Cap
constructors ¢c = al|7|r|C
types T u= alint|r handle | V[A]l.C=T | (75, ., 78) at r | Jau7
regions r ou= plv
capabilities ~ C == €|0|{r*}|C1 0Oy | C
multiplicities o u= 1]+
init flags & == 0]1
memory types U o= {cd:Yeayvn: Y1,y Tt
region types YT = {71, bn T}
register file types T' = {v;:71,...,t:7Tn}
contexts A = |Aak|Aje<C
registers v € {r1,r2,...}
word values w u= vd]cdl|i|? | wl]|pack[r',w] as T | handle(v)
small values v u= t|w)]|vl]|pack[r’,v] as T
heap values h == (wi,...,w,) | code[A]C=T.T
inst. sequences I == ;S| jomp v|halt
instructions ¢ = add t4,ts,v | bnz t,v | freergnv | 1d t4,t,[i] | malloc ty, v[7] |
mov tyq,v | mul tg,te, v | newrgnp, tq | st vglil, ts |
sub tg, ts, v | unpack [« v4], v
memory M == {cd— Reg,v1— Ri,...,vn— Ry}
heaps R = {1 —hy,....0y— hy}
register files R = {u—wy,...,ty —wy}
programs P = (MR

Figure 18: Capability-Based TAL Syntax

43



The first is the type instantiation that we saw in the Capability Calculus. If 7 is Ja.7” then the second
value form introduces an existential type by hiding 7" behind the abstract type variable a.

In general, the form and meaning of the static semantic judgements for values are similar to their
counter-parts in the Capability Calculus. One addition is the judgement WU; A;T;C F w : 7¢ fwval,
which states that given a well-formed typing context the word value w can be given the flagged type
7€, Figure 20 contains the rules for value well-formedness.

4.3.3 TAL Abstract Machine

In general, the TAL instruction set closely ressemble the instructions of a standard RISC instruction set
and their semantics should be intuitive. For example, add t4, ts, v, adds the contents of register vty and
the value v, and places the result in register t4. The instructions mul and sub, multiply and subtract in
a similar fashion. The 1d t4, v,[¢] instruction loads the ith word from the data block indicated by the
pointer in register ty into the register t4. The st t4[i], v, instruction writes the contents of ts into the
ith word of memory pointed to by tg. The mov t4, v instruction, copies the source operand (v) to the
destination register (tg). This simplified language also contains two control-flow instructions: jmp v,
an unconditional jump to the address contained in v and bnz t,v, a jump to v if the contents of the
register t are non-zero and a fall-thru to the next instruction otherwise.

The other instructions cannot be found in a typical RISC instruction set. The commands malloc,
newrgn, and freergn are calls to the runtime system. newrgn and freergn allocate and deallocate
regions in a similar manner to their high-level counter-parts. malloc tq4, v[7] allocates space equivalent to
the sum of the sizes of the types 7 in the region indicated by the region handle v. The resulting address
is placed in register t4. None of these instructions can be coded in our typed assembly language. Hence,
their implementations, along with the implementation of the type checker forms our trusted computing
base. Fortunately, these region primitives are much simpler to implement than a standard tracing
garbage collector. Hence, we have acheived one of our goals, a reduction in the trusted computing base
over previous low-level safe language efforts such as the orginal TAL and Proof-Carrying Code [35].

The last two instructions, halt and unpack are also somewhat special. The unpack instruction is
the elimination form for existential types. An existential v of type Ja.7 is opened and a value of type
T is written to the register t4y. The type variable « is introduced into the type context. At runtime,
types are erased so this instruction reduces to either a move, or if v is the same register as vy (the
normal case), this instruction becomes a no-op. Intuitively, the halt instruction returns control to the
operating system, which expects an integer in register v;.

An abstract machine state (P) contains three components: memory, a register file, and a list of
instructions. As noted above, memory (M), contains both a code region and a set of data regions.
Memory is described by the memory type ¥. The register file (), described by the register file type
I, is a mapping from registers (t) to word values. The typing rules for the abstract machine and its
instruction set is presented in Figures 21 and 22. The operational semantics of the machine can be
found in Figure 23. Again, given the previous development, the semantics is quite straightforward. In
this semantics, we use one additional piece of notation: [cy,. .., c,/A] denotes the substitution of the
constructors ¢ for the variables in the domain of A.

We claim that the static semantics for the TAL abstract machine is sound with respect to the
operational semantics:
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‘A F ¢ : k (new rules) ‘

AFA AANFC:Cap AAFT Ab 71, :Type (for1<i<n) Abtr:Rgn
A FV[Al.C=T : Type AF (75 r8) at r: Type

r'n

A, a:Type - 7 : Type
A F Ja.T: Type

FU FY AT

FYwq FY; (for1<i<n) b 73 : Type
l_{Cd:TCd’Vllea"'aTn:Tn} l_{él IT1;...,€n5Tn}

AF 7 :Type (forl1<i<n)
AF{ey i, .t Ta}

At ¢ < ¢k (new rules) AI—IHSFQ‘

AFci=cy:k AlFci<eco:k Abcea<ec3:k
AFci <cy:k Aleci <ec3:k

AF7;:Type (for1<i<n) Abrr:Rgn

£ Ei—1 1 &+ " I3 Ei—1 0 _&i+1 . .
A|—<T11,...,Tjil,Tj,Tjj'_l,...,7'5'>at7”§<T11,...,Tjil,Tj,Tjj'_l,...,TS'>at7”.Type

Ab7=71/:Type (for1<i<n) AF7:Type (forn+1<i<m)
AF{e 7, ot} <{vr:7,...,tn 7}

m>n)

Figure 19: Capability-Based TAL: Abbreviated Type Well-Formedness
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Utkhatv:t Whkh:7 hcode V;AFw:T \I/;Al—w:Tg‘

Ui bwiry (for 1<i<n) FA AFCiCap AFT WATCHI
Uivb (wy, .. wy): (75 6 at U+ code[A]C=T.1: V[A].C=T hcode

r'n

AI—T:<T1£1,...,7'5">atZ/
U AFvl:T

Al—Tl STQ
U AFvL: T

(v & Dom(¥)) (T(vl) =1)

(U(cd.l) =m1)

U;Abcdl:n U; Al q:int U: A+ handle(v) : ¥ handle

U;AFw:Vak,Al.C=T Abc:k U;AFw:V[e<Ci,Al.Co=T AFC<C(Cy:Cap
U; A Fwlc]: (V[A]l.C=T)[e/a] U; A Fw[C]: (V[A]. Co=T)[C/€]

AFc:Type VU;AF w:7[c/a]
U; A+ pack[r’, w] as Ja.7: Ja.T

U AFw:T A7 :Type
U AFw:Ts U, AR 27770

AT T

U AFw:T
\I/;A;Fl—t:T(F(T):T) A TFw: T

U A;THo:Vak, AlLC=T Abc:ik U; A;T o V[e<Cy,Al.Co=T AFC < C;:Cap
U; AT H ol : (V[A].C=T)[c/q] U; A;T Ho[C] : (V[A]. Co=T)[C /€]

AFc:Type ;AT Hwv:T[e/d]
U; A; T+ pack[r’,v] as Ja.7 : Ja.T

Figure 20: Capability-Based TAL: Value Formation
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AT, CHIT

U AT, CHe= AT C0 U AT 0T AN B S
AT CF T U; A;T; C' F halt [7]

U, A;THo:V[].C'=TY ARECL(C' :Cap AFT LT
U, A;T5CF jmp v

U:A;T;CF o= AT C (interesting rules) ‘

U;A;TFv:r handle AFC<C' & {r}:Cap
U: A;T;CH freergnv = A; T C7

\II;A;FI—tS:<T§“,...,T§”_"11)atr AFC<C @®{r}:Cap

i =1,0<1<
U AT, CF1d v, vsfi] = AsT{eg: 1} C (€ i< n)

At 7 :Type (for1<i<n) U;A;TFov:r handle AFC <C' @ {r}:Cap
U; A;T; C Fmalloc tg, [T, ..., 7o) = AsT{rg : (70, ..., 70) at r}; C

A
U; A;T; C F newrgnp, vty = (A, p); T'{tq: p handle}; (C @ {p}) (& &)

\II;A;FI—td:<T§“,...,T§”_"11)atr AT, Che,:y AFC<C @{r}:Cap 0<i
i

& 3 € <i<n)
U; AT 0 F st orgli], vs = A F{td:<7'§”, R AR o T Tt ) atph C

Figure 21: Capability-Based TAL: Instructions
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FM:¥ UFRatv:Y UFR:Y UFER:T UFHCsat FP

U U Reg: Yeq code
Uk Riaty; : T; val (for 1 <i<n)

U={cd:T S STRU A
l_{Cd:TcdaylHRl,...,Vn»—)Rn};\I/( {c cds V1 1y--+5Vn 1))

Ut h;:7; heode (for 1 <i<n)
Uk{li—hy,... by hp}:{l:m,..., 0y T} code

U:ivbkh;:m (for 1<i<n)
UE{l—hy,... by hpt:{l:m,.... by Tn}aty val

U:-bFaw; i1 (for 1<i<n)

Uk{ty—wy,...,th=> Wy} {t1 71, oyt T}

(m >mn)

EC={vf, ... vgn}: Cap

¥ n

i ifor1<i,j < di#j
{v1: Y1, . vn: Tp} FC sat (i #v;forl<i,j<nandiz))

FM:¥ UER:T UFHCsat U;I5CHIT
F (M, R, 1)

Figure 22: Capability-Based TAL: Abstract Machine
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(M, R,I) — P where

if I = then P =
add rq,rs,v; I’ (M, R{rqy+— R(rs)+ R(v)},I")
and similarly for mul and sub
bnz r,v; I’ (M, R, I")
when R(r) =0
bnz r,v; I’ (M, R, I"[¢/A])

when R(r) =4 and i # 0 | where R(v) = cd./[c]
and M (cd.{) = code[A]C=T.1"

freergnuv (M’ R, I")

where R(v) = handle(v)
and v € Dom (M)

and M’ = M\v

jmp v (M, R, I'[7/A])
where R(v) = cd./[7]
and M (cd.{) = code[A]l.]

1d rq, rs[i); I’ (M, R{rq— w;},I')
where R(r;) = v.l
and M (v.l) = (wog, ..., wp—1) with 0 < i< n

malloc rq, v[T1,...,Tnl; I’ | (M{vl— (P71,..., 700}, R{ra— v.L}, I')
where R(v) = handle(v)
and v € Dom (M)

and £ & M(v)
mov r, v; I’ (M, R{ra — R(v)},I')
newrgnp,rq; I’ (M{v — {}}, R{rq— handle(v)}, I'[v/p])
where v is new
st rgli],rs; I’ (M{v.L — (wo,...,wi—1, R(rs), Wit1, ..., wn_1)}, R, I')

where R(rq) = vt
and M (v.l) = (wg, ..., wp—1) with 0 < i< n

unpack [a, 4], v; I’ (M, R{rq — w}, I'[t/a])
where R(v) = pack|[r,w] as 7’

R(r) when v =r
Where B(v) = 4 ¥ when v = w
ere R(v) = R(W)[7] when v = v'[7]

pack[r, R(v')] as 7 when v = pack[r,v'] as 7’

Figure 23: Operational Semantics of TAL
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Claim 9 (Capability-Based TAL Type Safety) If+ P, then there is no stuck state P’ such that
P——* P

We believe the proof would be long and tedious but straightforward. Like the proof of type safety
for the Capability Calculus, this proof is driven by the syntax of the language and does not involve a
complicated greatest fixed-point construction.

5 Discussion

We believe the general framework of our capability system is quite robust. There are several ways to
extend the language and a number of directions for future research.

5.1 Language Extensions

In this article, we have concentrated on using the Capability Calculus to implement safe region-based
memory management, but with a few changes, we believe our capability apparatus may be used in a
variety of other settings as well. One potential application involves reducing the overhead of commu-
nication across the user-kernel address space boundary in traditional operating systems. Typically, in
such systems, when data in user space is presented to the kernel, the kernel must copy that data to
ensure its integrity is preserved. However, if a user process hands off a unique capability for a region
to the kernel, the kernel does not have to copy that region’s data; without the capability, the user can
no longer read or modify the contents of that region.

By handing off a user’s capability to the kernel, we ensure that the kernel has exclusive access to the
data governed by the capability. We can generalize this idea and use capabilities to ensure mutually-
exclusive access to shared mutable data in a multi-threaded environment, by viewing locks as analogous
to regions. If we associate each piece of sensitive data with a lock, we can statically check that every
client of the data obtains the corresponding lock and its associated capability before attempting access.
When the code releases the lock, the type system would revoke the capability on the data, just as it
revokes a capability after a region is freed. Flanagan and Abadi [13] have investigated this idea in the
context of a high-level lexically-scoped language. Just as we compiled Tofte and Talpin’s high-level
region language into the Capability Calculus, we conjecture we could compile Flanagan and Abadi’s
locking language into a variant of the Capability Calculus with locking primitives instead of allocation
primitives.

A third application of capabilities is to control and reason about aliasing on a per-object basis rather
than a per-region basis. Smith, Walker, and Morrisett [45] have investigated the idea of associating a
different capability with each individual object and including the type of the object within the capability
itself. When code possesses the unique capability for an object, it may deallocate the object, or, if it
chooses, it may explicitly reuse the space for that object to store a value of a different type. This new
design may be viewed as an extension to conventional linear type systems [16, 50] as it admits aliasing
and yet allows safe deallocation of objects. Recently, these techniques have been used to extend the
Typed Assembly Language implementation [29] with operations for explicit, but verifiably safe memory
management.

In general, whenever a system wishes to restrict access to some data statically, and/or to ensure a
certain sequence of operations are performed, it may consider using capabilities. In fact, Walker [52]

50



has shown that the combination of capabilities and a simple logic are sufficiently powerful to encode
any property that can be enforced using a security automaton. Since security automata can specify any
safety property [2, 44], the extended Capability Calculus can too.

5.2 Related Work

There are many formalisms for reasoning about computational effects in programming languages in-
cluding type-and-effects systems [15, 25, 21, 47], monads [28, 38, 23, 11], linear types [16, 50, 49], and
now capabilities. Many researchers are actively investigating the relationships between these different
areas, but the overall picture is not yet fully understood. We are eager to continue this line of research
and explore the formal links between our system and the others.

Our translation of Tofte and Talpin’s region calculus into the Capability Calculus reveals that the
relationship between effects and capabilities is quite close. A necessary prerequisite for the use of
either system is type inference, performed by a programmer or compiler, and much of the research
into effects systems has concentrated on this difficult task. However, because of the focus on inference,
effect systems are usually formulated as a bottom-up synthesis of effects. Our work may viewed as
producing verifiable evidence of the correctness of an inference. Hence, while effect systems typically
work bottom-up, specifying the effects that might occur, we take a top-down approach, specifying by
capabilities the effects that are permitted to occur. Moreover, unlike Tofte and Talpin’s effect system,
our capabilities are sensitive to control-flow. Rather than constructing the overall effect of an expression
by taking the union of the effects of the subexpressions, and thereby losing information about the order
of evaluation, we verify that programs are safe by checking one instruction after another and using the
capability produced by previous instructions to verify that the instructions that follow are safe.

A connection can also be drawn between capabilities and monadic type systems. Work relating
effects to monads has viewed effectful functions as pure functions that return state transformers. This
might be called an ex post view: the effect takes place after the function’s execution. In contrast, we
take an ex ante view in which the capability to perform the relevant effect must be satisfied before
the function’s execution. Nevertheless, there is considerable similarity between the views; just as the
monad laws ensure that the store is single-threaded through a computation, our typing rules thread a
capability (which summarizes aspects of the store) along the execution path of a program.

Perhaps the closest relationship occurs between linear type systems and capabilities. An inspection
of the axioms of capability equality reveals that they are very similar to the structural rules of linear
type systems (See Wadler [50] for an introduction to linear logic). In particular, linear assumptions, like
unique capabilities, do not allow contraction and weakening rules whereas non-linear assumptions, like
duplicatable capabilities, do allow contraction and weakening rules.* One essential difference between
the two formalisms is that the capability to access an object (say, {p'}) is separated from the type
of the object itself (say, (int) at p). This level of indirection makes it possible to allow aliasing and
yet verify that deallocation is still safe, operations that are not permissible in conventional linear type
systems.

There has also been a significant amount of prior research on the more specific topic of the theory
and implementation of region-based memory management. On the implementation side, Birkedal et

4Many formulations of linear logic admit a weakening rule that allows an assumption to be completely forgotten. As
explained earlier, we do not allow complete forgetting of capabilities because it leads to space leaks. Instead, we admit a
more restrictive weakening rule that allows all but the last capability to be forgotten.
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al. [6] describe several optimizations to the basic region-allocation scheme that are used in the ML Kit
with Regions to improve space-efficiency. One of their observations is that functions can be used in
two different contexts: one context in which no live object remains in a region after a function call
and a second context in which there may be live objects remaining in a region after a call. In order to
avoid code duplication and yet ensure efficient space usage, the call site passes information to the called
function at run time. Using this information, the function may make dynamic decisions about region
deallocation. The type system we present here is not powerful enough to encode these storage-mode
polymorphic functions. However, we believe these dynamic tests may be viewed as form of intensional
type analysis [18, 8], and, therefore, if we augment the Capability Calculus with a variant of Harper and
Morrisett’s typecase mechanism, we may be able to verify the results of storage-mode optimizations as
well.

Aiken et al. [1] have also studied how to optimize the original Tofte-Talpin region framework. As in
the Capability Calculus, they separate region allocation from region deallocation. However, they have
not presented a technique for verifying that the results of their optimizations are safe. We conjecture,
based on the soundness proof for Aiken et al.’s analyses, that the analysis could be used to produce
typing annotations and that verification could take place using the Capability Calculus.

Gay and Aiken [14] have developed extensions to C that gives programmers complete control over
region allocation and deallocation. They use reference counting to prevent programmers from acciden-
tally accessing deallocated regions. Hawblitzel and von Eicken [20] have also used the notion of a region
in their language Passport to support sharing and revocation between multiple protection domains.
Both of these groups use run-time checking to ensure safety and it would be interesting to investigate
hybrid systems that combine features of our static type system with more dynamic systems.

On the theory side, we believe that one of our most important contributions is the syntactic proof of
the soundness of region deallocation. As mentioned earlier, our formulation of the Capability Calculus
allows us to use the standard proof techniques popularized by Wright and Felleisen [54]. Although long,
the proof requires very little creativity. In contrast, Tofte and Talpin [48] use a greatest fixed-point
construction and a co-inductive argument to prove the correctness of their region-inference scheme.
Despite these high-level differences between the proof techniques, there are illuminating similarities in
some of the details of the proof. Most notably, Tofte and Talpin’s proof involves a notion of consistency
that relates source and target values in the region inference translation. Consistency is defined with
respect to the effect () of the rest of the computation. Informally, one of the consistency conditions
states that a source value is consistent with a target value in region p, with respect to effect v, if p does
not appear in ¥. Hence, if p is not in the effect, or capability, of the rest of the computation, then we can
deallocate that region because the rest of the computation cannot distinguish a dangling pointer into p
from a value in the source language. Therefore, within the Tofte-Talpin proof, the effect of the rest of
the computation plays a role very similar to the capability required by a continuation. So perhaps the
key reason that our language admits a syntactic proof of soundness is that it makes continuations and
their capabilities explicit in the language whereas Tofte and Talpin introduce this idea as a meta-level
construction in their proof.
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6 Conclusions

We have presented a new strongly typed language that admits operations for explicit allocation and
deallocation of data structures. Furthermore, this language is expressive enough to serve as a target
for region inference and admits a relatively straightforward proof of soundness. We believe that the
notion of capabilities that support statically checkable attenuation, amplification, and revocation is an
effective new tool for language designers.
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A Soundness of The Capability Calculus

Notation The capability {r*} is a derived form that we used for expository purposes in the article.
It is equivalent to {rl1}. For the sake of simplicity, the proof operates on a new language that does not
include capabilities of the form {r*}. The syntax of capabilities is:

C == e|lbd|{r}|CiaCy|C

The form {r} is the new syntax for unique capabilities. The only way to form a duplicatable capability
is to use the bar operator as in {r}, hence multiplicity annotations are unnecessary. The rule eq-flag is a
derived rule. If the abbreviation {r*} is replaced by its definition, it is clear the rule is simply a special
case of reflexivity, and therefore, we do not need it in our system. Where convenient, we continue to
use {r*} as an abbreviation for {r}.
We also use the following notational conventions:
- Alpha-equivalent expressions are considered identical.
- Memories, memory regions, memory types, and region types that differ only in the order of their
fields are considered identical.
- The expression E[E’/X] denotes the capture-avoiding substitution of E’ for X in F.
- Updates of finite maps M are denoted by M{X—E} or M{X:E}.
- Juxtaposition of two maps M and M N as in M N denotes an update of the first with the elements
of the second.
- The notation M\X excludes X from the domain of map M.
- We abbreviate M (v)(¢) by M (v.£).
- We abbreviate M{v — M (v){¢{ — E}} by M{v.{— E}.
- We abbreviate (--- (0 & {r{'}) @ {r§*})--) @ {re=} by {r{*, ..., rgn}
- We abbreviate (--- (0 C1) @ Ca) - )@ Cr, by C1 & - - ® C,,.
- We use the notation C' € C’ to denote the fact that C' appears in the syntax of C”.

Overview The proof is broken down into a series of lemmas, most of which are proven by induction
on the typing derivations or by induction on the syntax of the language. The proof culminates in a
proof Type Soundness and Complete Collection. The supporting lemmas are grouped as follows:

- Lemmas 10 to 12 describe when extensions to type contexts or exchanges of elements within a
type context are permissible.

- Lemmas 13 to 15 state that constructors involved in equality and subtyping judgements are well-
formed and that all free variables of well-formed constructors are bound by the type context.

- Definitions and lemmas 16 to 23 describe which capabilities are equal to one another and which
capabilities are subtypes of one another. They provide a higher level of abstraction than the rules
for equality and subtyping and are used frequently in the rest of the proof.

- Lemmas 24 and 25 are substitution lemmas for types and values respectively.

- Lemma 26 states that well-formed small values, heap values, and declarations have well-formed
types.

- Lemmas 27 to 29 are Canonical Forms lemmas. Given a type, these lemmas describe the shape
of memory or of values.

- Lemmas 30 to 32 describe the conditions under which you can add labels or regions to the memory
type and preserve typing.
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- Lemma 34 states that satisfiability is preserved across equality and subtyping (under the empty
context).

- Lemma 35 states that satisfiability is preserved when a region and the corresponding unique
capability are removed both from memory and the current capability simulataneously.

- Lemmas 36 and 37 are the Preservation and Progress lemmas respectively. They are used directly
in the proof of Type Soundness.

Lemma 10 If A+ A’ then Dom(A) N Dom(A’) = 0.

Proof:

By induction on the derivation.

O

Lemma 11 (Type Context Exchange) If Dom (A1) N Dom(As) =0 then
1. If AgA1AA3 = A then AgAsA1Az A
2. If AgA1A3A3 F ¢ k then AgAsA1Asbkc: Kk

Proof:

By induction on the derivations. In the rule type-var:

AQAlAQAg l_ Q. R (AOAlAQAB(a) - R)

we know ApgA1AzA3(a) = AgAsAjAs(ar) because the domains of Ay and As are disjoint. Conse-
quently, AgAsA1A3 F «: k.

O
Lemma 12 (Type Context Extension) If A+ A’ then
1. If AF A" and Dom(A"”) N Dom(A') = 0 then AA" = A"
2. If Atc:k then AN Fc:k
3 IfAbFci=co:k then AA'Fcy=co:k
4. If Abci <co:k then AAFci <co:k

Proof:

By induction on the derivation. Almost all cases follow directly from the inductive hypothesis. Rules
ctxt-sub and type-arrow require Type Context Exchange where Ag is -. In part 2, the rules type-var
and type-sub, and in part 3, the congruence rules for type variables «, and in part 4, the rule sub-var
follow because, by reflemma:disjoint-domains, Dom(A) N Dom(A’) = @) and thus A(a) = AA'(a).

59



O

Lemma 13 If At c: k then ftv(c) C Dom(A).

Proof: By induction on the derivation.

Lemma 14 (Equality Regularity) If AFC =C":k then AFC :x and AFC': K

Proof: By induction on the derivation.

Lemma 15 (Subtyping Regularity) If -F A and AFC <C':k then AFC:k and AFC': kK

Proof:

By induction on the derivation. In the rule sub-var, we show by induction on the derivation - - A, that
if A(e) =< C then A A(e) : Cap.

O

Definition 16 (Atomic Element) An atomic element, a, is a type variable € of kind Cap, a singleton
capability {r}, or a barred capability € or {r}. The meta-variable a ranges over atomic elements.

Definition 17 E(C) is the set of elements € or {r} that appear in C (where {1, ..., z,[} is notation
for the set of elements x1,...,25):

-0
{{r}l}

{el
E(C1) U E(Cy)

B(

0)
E({r})
E(e

)
E(C1 & Cy)
E(C)

= EO)
Lemma 18 (Equality) If A+ C : Cap then
1. AFC=a1&---®ay,:Cap for some atomic capabilities ay, ..., an
2. A a1 @ ®ai1®a; Daj1 B Da, =a, D Ba—1D a1 D Pa, Da;:Cap
3. Ata1® - ®a,=a] DD al, : Cap where ay,...,a, is any permutation of a1, ..., an.
4. AbFa1® - ®a, =ad,® - -Da, : Cap where a},...,a,, is a subsequence of ay, ..., a, with all

duplicate barred elements removed.

©

If A+ C = C': Cap then the sets E(C) and E(C") are equal.
6. If E(C) = E(C") and A+ C’ : Cap then A+ C = C” : Cap.
7. IfAFCo®{r} =C"®{r}:Cap then A+ C = C": Cap.

Proof:
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Part 1 follows by induction on the derivation A + C : Cap. Case type-) is immediate. Case type-single,
follows from application of the equality rules eq-symm and eq-@). Case type-plus is more intricate. The
inductive hypothesis gives us:

AFCi=a1® - Day:Cap

AFCy=ad® - -®al,:Cap

By induction on m and using the rules eq-), eg-assoc, and eq-trans
Abady @ - ®ap, =a)®(ay® @ (g, Day,) ) : Cap
By equality congruence and eq-trans,
AFCI®Co=(a1® - Da,) Da)®(ahb® - D (al,_ Dal,) ) :Cap
By induction on m again and using eqg-assoc, eq-symm, and eq-trans,
AFCi®Ci=a1 @ - Da, ay - Da, : Cap

For the case C, we have A+ C = a1 @ - -®a, : Cap by TH. By congruence, A+ C =a1 @ - -- @ a,, : Cap.
By induction on n, AFC =a @ ---® ay : Cap. For each a;, either @; is an atomic element or a;
is already barred and we use the eq-bar-idem rule to show that A - @; = a; : Cap. In either case, by
induction on n again and use of the congruence rules, we are done.

Part 2 follows by induction on m—i using eg-assoc, eq-comm as well as the transitivity and symmetry of
equality. Part 3 is a corollary of part 2. Part 4 follows by induction on the number of barred duplicates
and uses part 3, transitivity, symmetry, and eq-dup rules. Part 5 follows by induction on the equality
judgement.

Part 6 may be proven as follows:

AFC=a1® - -®ay, :Cap where E(C) = E(a; & --- D ay) by parts 1 and 5.

AFC' =df® - -®al, : Cap where E(C') = E(a} @---®al,) by parts 1 and 5.

By parts 3 and 4 and congruence of equality: A+-C =a; @ - @ a, = aj, ®a;, : Cap

AFC' =d, @ - dad, =aj ®aj :Cap

where the aj, and a, contaln no duphcates and are ordered according to some canonical ordering. If
E(C) = E(C’) then the a;, and the a};, are the same and are in the same order. Hence, the constructors
are syntactically equal and thus definitionally equal.

Part 7 follows by induction on the typing derivation.

O

Definition 19 (Unique/Duplicatable Capabilities) A capability C' is unique in C' if there does
not exist C" such that C"" € C" and C € C". A capability C' is duplicatable in C" if C"” € C" and
CecC”.

Lemma 20 If A+ O : Cap and C is duplicatable in C' then A+ C' = C" & C : Cap.

Proof: By induction on the typing derivation.
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Lemma 21 If AF C': Cap and C is unique in C' then A+ C' = C" @& C : Cap.
Proof: By induction on the typing derivation.

Lemma 22 (Capability Equality Cardinality Preservation(CECP)) If A+ Cy = Cy: Cap and
Al a:Cap and a =€ or {r} then

1. a is unique (duplicatable) in C1 iff a is unique (duplicatable) in Cs.

2. The number of unique occurences of a is the same in Cy and Cs.

Proof: By induction on the derivation.

Lemma 23 (Capability Subtyping Cardinality Preservation(CSCP)) If - - C; < Cs : Cap
then

1. For all region names v, {v} € Cy iff {v} € Cs.

2. For all region names v, if {v} is not unique in Cy then {v} is not unique in Cs.

Proof:

By induction on the derivation and Capability Equality Cardinality Preservation. Note that by Sub-
typing Regularity and Lemma 13, no type variables € appear in C; and consequently, the rule sub-var
never appears in the derivation.

O

Lemma 24 (Type Substitution)
If A is by, ..., b, where for 1 <i <mn:

Al if b; is ay:k; then - F ¢t K,
A2. if b; ise; < C; then - F¢; < C; : Cap
Then when Ag is A[T/A'] To isT[T/A"]  Co is C[T/A']  ro isr[T/A] 710 is T[T/A]:

1 IFA A F A" then Ag - A"[7/A]

2. IFN',AF ¢k then Ao b c[F/A] : k

3. IFA,AF ey =cy: i then Ao F e1[F/A] = co[7/A] t K
4o IFA AR ¢ <otk then Ag - e[F/A] < e F/A] : i
5. IF A A Ay = Ay then Ag - A[7/A'] = Ag[7/A]

6. If U A/, A;Tsr b hoe 7 then U; Ag; To; o - BIF/A] < 7o
7. IFU A AT F o then U; Ag; To - v[7/A] : 7
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8 IfU; A A;T;C-d= A'A; T, C then
U; Ag; To; Co F d[F/A'] = (A", T, C7)[7/A'].

9. If U; A/, A;T;CF e then ¥; Ag; To; Co F e[T/A]

Proof:

By induction on the derivations. Almost all cases follow directly from the IH. In part 2, we must prove
our lemma, for the rules:

(A", A(a) = k) ((e<C)e A A)

AVAFa:k A’ At ¢€:Cap
In the first case, we have our result by Al and Type Context Extension. In the second case, assume €
is €;. By A2, we have - - ¢; < C; : Cap. Because - I~ -, Subtyping Regularity tells us that - - ¢; : Cap.
By Type Context Extension Ag | ¢; : Cap. In part 4, for the rule:

< AL A
A" AFe<C:Cap ((e<C)eA’A)

our result follows by A2 and Type Context Extension. In part 9, the case for let, we can apply
the induction hypothesis because inspection of the rules for declarations show that ; A;T;C F d =
A, A"”;T"; C’" instead of the more general ¥; A;T;CFd= A”;T";C".

O

Lemma 25 (Value Substitution) If T is {z1:71,..., 2070}, - F T and for 1 <i<mn, U;+- o7y
then

1. IfU; AT T F hatr 7 then U ATV F Aoy, ..o, on /21, .. @] atr o T

2. If U, AT, TV Fos 1 then U AT Fofor, . oo on /21, . cyxp] o T

3. If U, AT T CHd= AT T C then U AT C - dvr, . on /2, .o 2] = AT CF
4. IfU; AT T, C F e then U AT, C - efvr, .oy Un /21y .o T

Proof:

By induction on the typing derivations. In part 4, the case for 1et , we can use the induction hypothesis
because inspection of the typing rules for declarations reveals that ¥; A;T;C' F d = A’; T, TV; C’ instead
of the more general ¥; A;T;CFd = A;TV;C".

O

Lemma 26 (Term Judgement Regularity)
If

Al +HWT
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A2 -+ C:Cap
A3 -Fr:Rgn
then
1. If U;+;-Fwv:T then - 7 : Type
2. If U;-;-Fhatr:7 then - -1 : Type
3. IfU; ;. CHd= A"T;,C" then - F A’ and A’ T and A"+ C' : Cap

Proof:

By induction on the typing derivations. Almost all cases follow directly from the induction hypothesis
and Equality Regularity or Subtyping Regularity. In part 1, consider the case for type application:
U b Ve, AL(C, 1,...,7m) —0atr -Fc:k
U - Fold: (V[AL(C!, 71, .., Tn) = 0)[c/a] at r

By the induction hypothesis, and then inspection of the typing rules for arrow types, we can deduce a
judgement of the following form:

ak A
‘Fak, A ak,AFC':Cap wa:k,AF7;:Type (for1<i<n)

- V[ak, AlL(C 7, ..., ) — Oat r: Type

By Type Substitution, we may deduce that - b (V[A].(C’,71,...,7n) — 0)[c/a] at 7. The second type
application rule follows similarly.

O

Lemma 27 (Canonical Memory Forms) If+ {v; — Ry,...,vp — Ry} : {vi:T1...,vn: Ty} then
For all 1 <i <mn and for all £ € Dom(Y;), either

1. Y;(€) is (11, ..., Tm) at v; and R;(€) = (v1,...,vm) and for 1 <j<m, ¥;-;-Fv;:7; or
2. T;(0) isV[A].(Cy71,...,Tn) = 0at v; and R;(¢) = fix f[A](C,x1:71, . .., Tn:Ty).€ and
U A {fV[A]L(C, 11y ...y Ta) — 0@t v, 21071, .., ZniTn ; C e

Proof: By inspection of the typing judgements for memory, regions, and heap values.
Lemma 28 (Canonical Memory Forms II)

1. If-M: VU andv & M thenv ¢ ¥

2. IfUFRatv' : Y and v € R and v’ is not v thenv ¢ T

3 IfV;;-Fhatv :7and vV isnotv and v € h thenv & T
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4. If ;s Fo:T andv €v thenv &1
Proof: By induction on the typing derivations.

Lemma 29 (Canonical Forms) If- M : ¥ and U;-;-+ v : 7 then
1. If T is int then v = 1.
2. If 7 is v handle then v = handle(v).
3. If 7 is V[A].(C,71,..., ) — O at v then
(a) v=vlcy,...,Cm)
(b) M(v.l) =fix f[A, A"|(C', x1:m1, ..., Tn:T),)-€

(c) A" is by,...,by and for 0 < i < m, either b; is a;:k; and - b ¢;:k4, or b; is €, < C; and
¢ < C;: Cap.

(d) - FA=Acr,...;cm/A], and AFC =Ce,...,cm/A], and
for1<i<n, Abr7,=1][c1,...,em/A'] : Type

(e) U; AN VA A(C 7, ... 7)) — 0at v, z:7, ..., 207 };C' Fe
or instead of (b),(c),(d), and (e): v & V.
4. If 7 is (11,...,Tn) at v then
(a) v=uvld
(b) M(v.£) = (v1,...,0,)
(c) U;- v : wval
or instead of (b),(c): v & .

Proof:

Part 1, 2 follow by inspection of the typing rules for word values.
Part 3 follows by induction on the derivation, ¥;-;- = v : 7 . By Canonical Memory Forms and
inspection of the typing rules for word values, either v.£ or one of the type application rules are last:

case v.{ where v ¢ U:
(a) Trivial.

case v.f where v € U:
(a) Trivial.
(b) By Canonical Memory Forms where A’ is -, A" is A, C"is C, and for 1 <i <mn, 7/ is 7.
(c) Trivial.
(d)

)

(e) By inspection of judgement.

Trivial.
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case v[C]

case v|c]

Vs Fov:Ve<Cq AlL(Cy,T1,...,Tn) = 0atr FC <O, :Cap
U; - Fo[C] : (V[A].(Cpy 11y ...y ) — 0)[C/e] at r

By Term Judgement Regularity and Lemma 13, r is v. The inductive hypothesis is as follows:

(a) v=wvdLc,...,cn]

(b) M(v.) =fix f[A' e < C,, A"|(C}, x1:7(, ..., Tp:iT),).€

(¢) A" is by,...,by and for 0 < 4 < m, either b; is a;:k; and - F ¢ik4, or b; is ¢, < C; and
¢ < C;: Cap.

(d) - Fe<CuA=(e<CL,A")cr,...,em/A]

and € < Cq, A Cy = Cjler, ..., cm/A]

and for 1 <i<n,e <Cy,AtF 1, =7/[c1,...,cm] : Type
() ;A" e <Cy,A";T5Cl e

where I' = {f:V[A',e < Cy, A".(C},1{,..., 7)) = Oat v, z1:7], ..., Tn:T)}
or instead of (b),(c),(d), and (e), v € ¥. Thus,
(a) v[C] =vL e, ..., cpn, C] from TH.

If v € ¥ then the result follows trivially. Thus assume v € W.
(b) By IH.
(¢) By IH and the typing judgement which states - - C' < C,, : Cap.
(d) By IH and Type Substitution.
(e) By IH.

Similar.

Part 4 follows by inspection of the typing rules for word values. Notice only the v.f rule when v € W,
or the rule for tuples when v ¢ ¥ can apply. Assuming the former (the latter is trivial), then (a) is
immediate and (b), (¢) follow by Canonical Memory Forms.

O

Lemma 30 (Memory Type GC) If+ U and ¥’ is U\v then

~

CIfU AT Hhatr 7 then W A;THhatr: 7

CIfU AT R T then UV AT T

IO AT, CHd= AT C then VAT CHd = AT CF
IO AT;C e then U AT Cle

.IfUV-Ratv: T then V' FRatv: Y

Proof:
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By induction on the typing derivation. All cases follow directly from IH except the rule:

(' L) =
\I/;A;FI—V’.K:T( w6) =7)

When v is not v/, this case is trivial so assume v is v/. By Canonical Memory Forms, 7 is either
V[A'].(e,T1y...,Tn) = Oat v or (1,...,7,) at v. Because - ¥, we have - - 7 : Type. By Type Context
Extension, A F 7 : Type. Thus, in either of the above cases, ¥; A;T'F v/.¢ : 7 via one of the two rules
for v & Dom ().

O

Lemma 31 (Memory Type Extension) If v does not appear in ¥, A, T, r, h, v, d, e, or R, and
U s U{v:{}} then

1. If U; AsT-hatr:7 then ;AT - hatr: 7

IfU; A;THov:7 then U AT o T

IfU: AT CHd= AT C then U AT CHdAd= AT C7
IfU: AsT;CFe then U AT Cre

AR

IfYFRatv : T then V' Ratv : Y
Proof:
By induction on the typing derivation. In part 2, for the rule:

AFA{r,...,m)at v : Type
U ATV Ly, .. ) at v/

(v ¢ )

v’ is not v by assumption and thus the result holds and similarly for the analogous rule for arrow types.

O

Lemma 32 (Region Type Extension) If v € Dom(¥), £ & Dom(¥(v)), and V' is U{v.l:T} then
1. If U; AsT-hatr:7 then ;AT - hatr: 7

IfU; A;T w7 then O AT w7

IfU;, AT ChHd= AT C then VAT CHd = AT CF

IfU; A;T;CEe then U AT Che

IfYFRatv : T then ' Ratv : Y

S & e

If U+ C sat then ¥+ C sat
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Proof:
By induction on the typing derivation.
O

Lemma 33 IfA+ Ci®Cy:Cap and A+ C1®Cy = a1®- - -Bay, : Cap then A+ Cy = a i@ -@al, : Cap
and al, ... a,, is a subset of a1, ..., an.

Proof:

By Lemma 18 (1), A+ Cy =a} & --- @ al, : Cap. By Lemma 18 (5), E(a} & --- @ a,) = E(C1) C
E(Ci®C2) =E(a1® - ®ay,). By CECP, q; is unique (duplicatable) in a} @ - - - & al, if a; is unique
(duplicatable) in a3 ® - - @ ay,.

O

Lemma 34 (Capability Satisfiability Preservation)
1. If U+ C sat and -+ C = C’ : Cap then U I C’ sat.
2. If U C sat and -+ C < C': Cap then W F C’ sat.

Proof:

1. By symmetry and transitivity of equality and inspection of the sat derivation.
2. By induction on the subtyping derivation.

case equality: From Part 1.

case transitivity: By IH.

case - ke < C: Does not apply because the context (-) is empty and therefore, by Lemma 13, the
two capabilities must not contain any free variables.

case -FC <C:

1. Assume {v1:Yq,...,v,:Tp} F C sat
2. Hence -+ C = {vf',...,vf"} : Cap
3. andvy; #vjfor1 <i,j <nandi#jfrom1
4. From 2, using rule eq-congruence-bar, - g = {Z/fl, .. .,V,f”’} : Cap
5. From 4, by constructor equality rules, - - C = t/f ,.., U} Cap
6. Hence, from 5,3 we have {v1:Y1,...,v,: Ty} F C sat
case
FC, <0 (1) -EC2 <Y (2)
FCi1®C <ClaCY
3. Assume {v1:Yy,..., v T} F C1 @ Co sat

4. From 3, - - C1 & Cy = {vf',...,v¥"} : Cap
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5. and v; #vj for1 <4,j <nmandi#jfrom 1

6. By 4 and Equality Regularity, C1,Cs,C1,C% are all well-formed under the empty context -.
7. By 6 and Lemma 18(1), -+ C; = {l/fll'l, .. Z/f;rl} : Cap

8. From 7 and CECP, for 1 < i < nq, llfi cCy

9. Hence, we have le e C®Cy

10. and by 4 and CECP again, we can conclude v;* € {v¥*,... ven}

11. For1 <i<mnyandi #j, ifvi; =v1; and ©1, = ¢1,; = + then by Lemma 18(4),
we can eliminate the duplicates and assume without loss of generality that {1/1 ey yf ;fl

does not contain duplicates of this form.

12. For some 1 <14 <ny and i # j, assume (anticipating a contradiction) that v1; = 11,; and
one of @1 ; or ¢1 ; is 1 then by CECP, {{}"} and {v;7} both appear in Cy

13. From 12, we have {v{;"} and {v{}’} both appear in Cy & C;

14. and from 13, and CECP, {l/wl ‘} and {l/f;-'j} both appear in {v{*,...,v¥"}

15. However, 14 and 12 (v1; = 1/17]-) contradict 5, indicating our assumption 12 was false
16. By 15 and 11, we may assume without loss of generality that for 1 < i < ny and i # j,
Vi, * V1,4

17. By 7, 11, and 16, we can conclude ¥, F Cy sat where ¥, is ¥ with domain restricted to
{V1,1 ) 1/1,7:,1}

18. Analogous reasoning and definitions for ¥y yields Wy - Co sat

19. From 17 and 1, using the inductive hypothesis, we have ¥; - C] sat

20. From 18 and 2, using the inductive hypothesis, we have Uy F C sat
<p1/ 1 <P1 n

21. From 19 (20) and inspection of the sat judgement, we know - - C| = Ving e s Vi 1}
’ P’ m! o Pal n
Cap for some Vﬁfl'l, . -,Vlflﬁ’ll (and we know - - C) = {l/;fl’l, . .,1/2,27#11} : Cap for some

<Pz' 1 P2/ nf )
Vora »vee s Varnt

22. Now, by CSCP, 19 (20), and 1, we have that for 1 < i < nf, {Viplv, ‘} € C; (and that for

1 <i<nb, {Vipzv '} eCs)
23. Consequently, from 22 using CECP, Vit ey Vi, € {1, .. vn}

and similarly vor 1, .., v € {v1,. ..V}
24. Conversely, also by CECP, v1,...,vn € {V1/ 1, s Virn, Vards -+ Varng
. . ’ ® ’,-n’ ’ Por -n’
25. To summarize, 23 and 24 state that region names {yﬁll'l, e, yl,ln, , ;211, e 2’2n’1 }
5 31y

are an exact cover of {vy,...,vp}
26. Now, reasoning analogously to steps 12 through 16, we can deduce that

Sl gy cont duplicat ide from th
{vpit Vit sVara e s Var '} contains no duplicate region names aside from those
which both have multiplicity ﬂag —|—

’ Py ’

27. By 21 and rule eg-congruence-plus, we have - - C] & C} = {yﬁll'l, e, 1,1 . 1@

<Pz 1 4‘02 m

Vard sev s Var ,1} Cap

28. By Lemma 18(4) we may eliminate duplicate region names with flag 4+ on the right-hand
side of equation 27.
29. By Lemma 18(3), we can reorder the elements of the right-hand side of 28 which by 25
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and 26 are exactly {v1,...,v,} givingus -+ C] @ C) = Z/f,l, .. .,Z/;f:”} : Cap
32. Consequently, we have {vy,...,v,} F C1 ® C} sat

O

Lemma 35 If UFC @ {v} sat then \vF C sat.

Proof:

1. Assume U+ C @ {v} sat

2. and U = {v:Ty,...,v0:Tp}

3. From 1, we know - = C @ {v} = {v{*,...,v¢f"} : Cap

4. andy; #vj,for 1 <i,j<nandi#j

5. From 3, 4, and CECP, v appears once in {v{*,...,v¢"} and once in C & {v}.

6. From 5, and Equality (3),

= {wvf. ..,ijzl,yl,yf_,ffl, vt ={f. ..,ij{l,yf_,fifl, vt @ {v}: Cap
7. From 3, 6, transitivity of equality, and Equality (7),

EO={v{ vl v, g i Cap

8. Hence, from 2,4,7 we have U\v + C sat

O
Lemma 36 (Preservation) Ift- (M, e) and (M,e) — (M’',€') then - (M’ ¢)
Proof:

The proof proceeds by cases on the structure of e. In each case, we show the form of the typing
judgement that can be inferred by inspection of the typing rules and refer to it throughout the case
as “the typing judgement”. Then we give the transition specified by the operational semantics. Using
these two facts, we derive the result - (M, ¢).

e letw
U ko
U, Cher=v={z7};C U;;{x7}Clke
FM:¥ WUk (C sat U: - CFletxr =vine
F(M,letz =wvine)

and (M,letx = vine) — (M, e[v/x]). By the typing judgement and Value Substitution, +
(M, e[v/z]).
e leth
U;.;- v :v handle
U;.-Fhatv:T -I—CSC’@E :
U;sChaox=hatv={zrhC U, {x:t}hCle
FM:¥ WUk (C sat U:CFletr =hatwvine
F(M,letz =hatwvine)
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where v = handle(v)
and v € Dom (M) and £ & Dom (M (v))
and M’ = M{v.{ — h}
and (M,letx = hatvine) — (M’ e[v.l/x])
and let ¥/ = U{v.l:7}
1. (a) 7is (71, ..., myatv or V[].(C",71,...,7,) — Oat v by inspection of the heap value typing
rules and the typing judgement.
(b) M’ : ¥’ by the typing judgement and inspection of the memory typing rule.
2. '+ C sat by Region Type Extension.
3. (a) ¥';;-Fv.l: 7 by the typing rules for word values.
(b) ¥'; - {}; CF e[v.f/x] by (a) and Value Substitution.

By 1(b), 2, and 3(b), we have - (M, e[v.¢/x]).

U
U bovi{m,...,mm)atv
FC<C'a{v}
U, Che=mv={znhC U;{zn};Cte
FM:VU WUk (C sat U: . CFletr =mwine

F(M,letz = mvine)

where v = v.{4
and M(v.l) = (vo,...,vp)
and (M,letx = mvine) — (M, e[v;/x])

1. F M : ¥ by the typing judgement.

2. U I C sat by the typing judgement.

3. (a) ;- -+ v; : ; by Canonical Forms and the typing judgement.

(b) ¥;-;-C F e[v;/x] by Value Substitution, (a), and the typing judgement.

By 1,2,and 3(b), F (M, e[v;/x]).

freergn

U;;-Fv:vhandle -HFC<C' @ {v}
U C'+ freergnv = -;-; C’ VO ke
FM:VU UEC sat U; ;- CF freergnvine
F (M, freergnvine)

where v is handle(v) and (M, freergnvine) — (M\v, e). Let U’ be U\v.

1. F M’ : ¥ by Memory Type GC and the typing judgement.
2. (a) UF C sat and - - C < C’" @ {v} by the typing judgement.
(b) ¥k C’' @ {v} sat by Capability Satisfiability Preservation and (a)

71



(¢) ¥'F ' sat by Lemma 35 and (b)
3. ¥';-; - C" I e by the typing judgement and Memory Type GC.
By 1, 2(e), and 3, F (M\v, e).
e newrgn
+=C =C":Cap (4) (B)
FM:W U C sat () ;. C F newrgnp,z,ine
F (M, newrgnp, z,ine)

A
U;-;-;C F newrgnp, x, = p:Rgn; {z,:p handle}; C & {p} (4)

: B
U; p:Rgn; {x,:p handle};C @ {p} e (B)

The operational rule is
(M,newrgnp,x,ine) — (M’  €'[v,handle(v)/p, z,)])

where M/ = M{v—{}} and v ¢ M and v ¢ e.
In what follows, let ¥/ = W{v:{ }}.

1. =¥’ by Memory Type Extension and the typing judgement.

2. Since v ¢ ¥ by assumption in the operational semantics, we can satisfy the side condition on
the sat judgement. We can also prove - - C @ {v} = C' @ {v} : Cap by the congruence rule
for equality. Consequently, ¥’ C @ {v} sat.

3. ¥ Cod{v}t elv,handle(r)/p, z,] from the typing judgement and application of Type and
Value Substitution and then Memory Type Extension Lemmas.
By 1, 2(e), and 3, F (M’, e[v, handle(v)/p, z,]).

e if0
U:-Fizint WU 5Chey V- ChHes

FM:¥ Wk C sat W C'F ifOithenes elsees
F (M, if0Oithenes elseey)
(M,e) — (M, ez) if i = 0 and (M, e) — (M, e3) otherwise. By the typing judgement, F (M, e2),
or - (M, e3).

® vo(v1,..., V)

A R o (f(ﬂgign)
FC<C"@{v}:Cap
Fr=V[].(C"7,...,7m) = O0atv
FC < :Cap
FM:¥ VU C sat U CFvgvg, ..., vp)
F (M,UQ('Ul,...,Un))
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(M,vo(v1,...,0,)) — (M, S(e))
where w = v.fci, . .., )
and M(v.l) = £ix f[b1,...,bp)(C" 21 i 71, ..., ZpiTh).€
and for 1 <i<m, b; = a;:k; or b; = a; < C;
and S =[c1, ..., Cm, Vb, 01, .. U/, ooy Quny [y T, e ]
1. F M : ¥ by the typing judgement.
2. Uk C’ sat by Capability Satisfiability Preservation.
3. (a) Uk C” @ {v} sat by Capability Satisfiability Preservation and the typing judgement
(b) v € Dom(¥) by CECP and (a).
() ¥;-5-Fuw:V[].(C", 1", ...,7})") — 0 and
~EV[].(C )y = 0=V]].(C', 11, . .., Tn) — O by the typing judgement
(d) U;b1,...,bm; {x1:71, ..., Zn:Tn}; C” F e by Canonical Forms 3(e), (b), and (c).
(e) -FC" =C"[c1y...,em/a1,...,an] : Cap by the transitivity of equality, Canonical Forms
3(d), (b), and (c)
(f) ¥;-;-;C"F S(e) by Type and Value Substitution, and (e).
By 1, 2, and 3(f), - (M, S(e))

O
Lemma 37 (Progress) If - (M, e) then either:
1. There exists (M’,¢€’) such that (M, e) — (M’,¢€’), or

2. e=halt v and V;-;-F v : int.

Proof:

The proof proceeds by cases on the structure of e and makes heavy use of the Canonical Forms lemma.

e let v Trivial.

e leth
W; ;- o :r handle

U:-Fhatr:T

FOo<Co{r}y
U;sChaox=hatv={zrhC
FM:¥ WYFEC sat U:CFletr =hatvine

F(M,letz =hatvine)

W; ;- v : r handle directly from the typing judgement. By Term Judgement Regularity and
Lemma 13, r is v, and by Canonical Forms, v is handle(v). By Capability Satisfiability Preser-
vation, ¥ F C’ @ {v} sat and thus v € Dom(¥). By inspection of the memory typing rules,
v € Dom(M). Thus (M, e) — (M{v.L — h},e[v./x]).
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) _

U;-boi{m,...,myatr -FC<C @{r}

U, Che=mv={zn}hC
FM:¥ WUk (C sat U::wCFletxr =mwvine
F(M,letz = mvine)

By Capability Satisfiability Preservation, ¥ F C’ @ {v} sat. By CECP, v € Dom(¥) and by
Canonical Forms, M(v.f) = (v1,...,v,). By the typing judgement, 0 < i < n — 1. Thus
(M,letz = mvine) — (M, e[v;/x]).

newrgn Trivial.

freergn

U;-;-Fov:r handle -FC<C'@{r}:Cap
U C'+ freergnv = -;; C’
FM:U WFEC sat U; ;s C+ freergnovine
F (M, freergnvine)

By Term Judgement Regularity and Lemma 13, r is v, and by Canonical Forms, v is handle(v).
By Capability Satisfiability Preservation, ¥ F+ C' @ {v} sat. Thus, by CECP, v € Dom(¥), and
by inspection of the memory typing rules, v € Dom(M). Consequently, (M, freergnvine) —
(M\v,e).

if0
U, A;THo:int
U, AT CFeg U, AT CFes
U; A; T CHifOvthenes elsees

By Canonical Forms, v must be integer. Therefore, one of the two operational rules for i£0 applies.
'U()('Ul, .. .,Un)
U ko (for0<i<n)
FC<C"@{r}:Cap
Fr=V[].(CT,...,Th) — Oatr
FC < :Cap
FM:U Uk C sat U CFvgvg, ..., vp)
F (Ma UO(Ula .. .,Un))

By Subtyping Regularity and Lemma 13, r is v. By Capability Satisfiability Preservation, ¥ F
C" @ {v} sat, and by CECP, v € Dom(¥). Thus, by Canonical Forms, v = v.fcy,...,cm)],
Mw.l) = £fix f[b1, ..., bp)(C, z1:71, .. ., Zp:Tn).€ and for 1 < i < n, b; = a;:K; or b; = o; < C;. If
Sis [e1y vy Cmy VLl VL, o Un ), ey Quny [y X1, oy ] then (M vg (v, ..o o)) — (M, S(e))
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e halt
U:-Fv:int - C=0:Cap

FM:¥ WUk (C sat V. CF halt v
F (M,halt v)

Part 2 holds by inspection of the typing judgement.

O

Definition 38 (Stuck State) An abstract machine state (M, e) is stuck if e is not halt v and there
does not exist (M’ ¢€') such that (M, e) — (M’,¢).

Theorem 39 (Type Soundness) If (M,e) and (M,e) —* (M’ ¢’) then (M’ €’) is not stuck.
Proof:

By induction on the number of steps taken in the operational semantics and Preservation, if - (M, e)
and (M, e) —* (M’ €’) then - (M’,¢’). By Progress, no well-typed state (M, ') is stuck: either €’ is
halt v or (M',e) — (M" €").

O

Theorem 40 (Complete Collection) If (M,e) then either (M,e) | or
(M,e) —* (M’ ;halt v) and M’ ={}.

Proof:

Assume F (M, e) and (M, e) —* (M, €') and there is no (M", €’) such that (M’,e') — (M",€"”). By
Preservation and Progress, ¢/ = halt v and

U:-Fov:int - C=0:Cap
FM': ¥ Wk C sat ¥;-; 5 Chalt v
F (M’ halt v)

By CECP and the sat judgement, v € Dom(¥) if and only if v € @. Consequently, ¥ = {}. By
inspection of the judgement for memory types, M’ = { }.

O

B Region Translation Type Preservation

In this section, we prove our translation of the region calculus into the Capability Calculus is type
preserving. In other words, given a well-formed source language term, the result of the translation is a
well-formed Capability Calculus term. Section 3 describes the syntax and static semantics of the term
constructs.
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Notation In this proof, we use several abbreviations and conventions. Equality and subtyping judge-
ments for capabilities are written in the form:

AFCy Cy
C3

Cy

A

Transitivity rules link each of the equations together. We use associativity and commutativity rules
without mentioning them and we will substitute a subcomponent of a capability for an equal capability
without mentioning the use of the congruence rules.

We use the notation A kg I' to indicate that all the types in I' are well-formed under type context
A. Formally:

AtFpI' AFpg7T:Type
Atpg- AFr T, z:7

(z & Dom(I'))

Overview The theorem borrows several lemmas from the proof of soundness including lemmas for
manipulating capabilities (Lemma 18) and asserting well-formedness (Lemma 14). We also require a
number of suplementary lemmas:

e Lemmas 41 and 42 describe additional well-formedness constraints on the types and effects that
appear in region calculus judgements.

e Lemmas 43, 44, and 45 state that well-formedness of constructors, constructor equality, and
substitution is preserved across the translation.

e Lemma 48 describes the way the subset relation is preserved during the translation of effects (sets)
to capabilities (not sets). This lemma makes use of Lemmas 46 and 47 in its proof.

e Lemma 49 is a miscellaneous lemma required in the proof of the letregion construct.

e Lemma 50 gives the conditions under which the static application of a continuation closure to its
arguments (i.e. A(k,v)) is well-formed.

Lemma 41
1. If Abgci=co: Kk then Abgrer ik and AR co: k.
2. If AR 1 Capg then Abpg )y : Eff and A bR 1o : Eff
Proof: By induction on the derivations.
Lemma 42 [fAFRr T and A;T'Fre: 7,1 then Abg 7: Type and A b 1) : Eff
Proof: By induction on the derivation A;T'Fg e: 7, .

Lemma 43 (Well-Formedness Preservation)
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1. If Ak A’ then K[A] F K[A']
2. If AFgc: kK then K[A] - T[c] : K[x]
Proof: By induction on the derivations.

Lemma 44 (Equality Preservation)

1. If AFp o =4 1 Eff then K[A] - T[Y] = T[¢'] : Cap
2. If AFprc=( : Kk and k # E£ff then K[A] - T[] = T[] : Cap
Proof: By induction on the equality derivations.

Lemma 45 (Substitution Preservation) If A, a:k g 7 : Type and A bR ¢: K then
KIAVF Tlrle/al] = T[T el /-

Proof: By induction on the typing derivation.

Lemma 46 If At =1 : Eff then E(T[Y]) = E(T[W']).
Proof: By induction on the derivation.

Lemma 47 If A+ C o' then E(T[yY]) C E(T[¢']).

Proof: By inspection of the sub-effecting rule, A ¢ U =’ : Eff for some effect 1)".
By Lemma 46, E(7 [y Uy"]) = E(T[Y']).

By definition of E and the type translation, we have E(T [¢]) U E(T[¢"]) = E(T[¢']).
Hence, E(T[v]) C E(T[Y']).

Lemma 48 [fAF ¢ Co and A-C=C O T[] : Cap then AFC =C & T[Y] : Cap.

Proof:

By AFC =Ca&T[Y]: Cap and Equality (5), E(C) = E(C & T[¢']).
Thus, by definition of E, E(T [¢']) C E(C).

By AF 4 C and Lemma 47, E(T [¢]) C E(T [¢']).

By 2 and 3, E(T[¢]) C E(C).

Hence, by definition of E, E(C) = E(C & T[y]).

By 5 and Equality (6), A+ C = C @ T[] : Cap.

S G o=

O

Lemma 49 If A g ¢ then K[A] F T[\{p}] & {p*} = T[] ® {p*} : Cap
Proof:

The proof is by induction on the structure of .
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e 1) = (). By definition, 7 [#\{p}] = 0. The result follow immediately from the reflexivity of equality.

e p=corp={p}and p# p. Similar.
e ) = {p}. The following reasoning provides the result:

KIATE TT{p3\{pH @ {p'}

D {p'} (By definition)
= {p'} (By rule eq-0)
{p'} @ {p'} (By rule eq-dup)

e i) = 1 Uy. By induction, we know that (1) K[A] F T[v:\{p}] ®{p'} = T[] & {p'} for
i =1,2. Now, the following reasoning provides the result:

KIAVE T )\l @ {p'} = T\ {p}] © T2 \{p})] © {p'} (By def.)
T\ @ T2 \{pD)] @ {p'} ® {p'} (By eq-dup)
T\ e}l @ {p'} © T[(W2\{pD] © {p'} EB *)
(
(

T[] @ {p'} o TYe] @ {p'} By 1)
Ty ] @ Te] © {p'} @ {p'} By *)
T @ Tyl @ {p'} By eq-dup)

where * is rule eq-comm.

O

Lemma 50 Let k = (z¥;e¥). If U; A;T,2%:7;C F eF and U; A;T v : 7 then
U AT CF Ak, v).

Proof:

The term A(k,v) is defined to be let ¥ = v ine*. The following derivation proves the lemma:

U, A:TFov:7 U AT zF7 CFéeF
U, A;T;CFleta® =viner

O
Lemma 51 If { }; A;T,z:7;CFe and A7 =17":Type then { }; A; T, x:7';C Fe.
Proof:

The proof is by induction on the typing derivation for expressions.

O

Theorem 52 (CPS Type Preservation)
If - Fe:int, 0 then {}; 50 F C...o(e){x;halt x) where x is fresh and © is the empty environment,
(550;0).
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Proof:

The proof is by induction on the typing derivation of the expression using the following inductive
hypothesis:
Given A, T, O, e, and k where © = (A®;T©;C®; B®) and k = (z; e¥). If:
A. A;Thge:m
B. {};K[A], A®; S[T],T®, 2% T[r]; C® F €*
C. K[A],A® +C® < B®
D. K[A],A® F B® = B® & T[y]
Then:
E. {1 K[A] A% S[T],T9;C° F Caree)k

In this proof, we will use several abbreviations and conventions in order to make the derivations so that
we can focus on the important elements in the proof. First, we will often use the meta-variable ® to
range over type-checking contexts of the form ¥; A; T or WU; A; T'; C.

We also abbreviate derivations involving let. A derivation:
Dy - D,

AT CHd= AT, 0 U AT C'Fe
U; A;T;CH letdine

is abbreviated by:

Dy -+ D, VA T:C'te
U; A;T;CH letdine

Many of the typing rules contain the side condition that a Capability Calculus variable p, €, or x not
be contained in the context A or I' for that judgement. We have assumed that all the variables in the
translated term have been generated fresh so that this will be the case. For the sake of brevity, we
do not mention this side condition each time it occurs in the proof. Many of the rules also contain
well-formedness constraints on types or capabilities (ie: A F 7 or A - (). These well-formedness
constraints always follow directly from the source typing judgement and Lemma 43. However, in order
to concentrate on the more important aspects of the proof, we do not mention these conditions each
time they appear in a derivation.

In the following, we prove the result for the more difficult cases: letrec, type application, value
application, letregion, and equality. The other cases follow a similar, but simpler pattern.

e The case for letrec. The translation is:
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Car.o(letrecf[Al(x) : cate; = ez ines)k =
Careler)(ry;
let f = (fix fIK[A], A"](€/, 2:T[m1], Zeont:Teont)-
CAn P {fiowm 10 (€2)(T2; Teont(22))) at 1

incA;F{f:a};@ (63)k>
where
o = V[A/]Tl w_f) T2 atr
Teont = V[].(¢,T[r2]) = Oatp
B® = eoT[y]a{p'}
A" = pRgn,eCap, e < BY
A9 = AO AV
Fel = Fe, 1T handle, Teont-Teont
co = ¢
e = (A% 0% BY)

The source typing derivation A:

(A1) A;T Fg e : r handle, i)y
(Ag) AN T{fio,m:m1} FR €2 : T2, 05
(Az) AyT{f:o} FRres 73,93
A;T kg letrecf[A'](x) : o0 at ey = egines : 73,91 Ut U {r}

(z, f & Dom(I'))

In order to make the derivations for this case more manageable, we will use the following abbre-
viations:

o, = {};K[A],A®;S[I],T®, z;:r handle; C®

dy = {}K[A, A, A9 S[T, fi0,2:m], T, 21:T [r handle], zo:T[r1]; C°
d3 = {}K[A, A, A9 S[T, f:0, 7], T 21:T[r handle]; C®

By = {}iKIAL A% SIF, fo], 1% 00

®; = {};K[A], A®;S[T, f:0],T'®, 21:T [r handle]; C®

We begin by showing the continuation used in the translation of es is well-formed under the
appropriate context (call this fact Ba):

(By v-var) (By v-var) (By eq-reflex)

Do b Zeont : T [Teont] Dot x2: T[] K[A,A'], A9 e <€ Do
Dy - xcont(xQ)

The derivation D, is the following (recall that A®" is A®, p:Rgn, e:Cap, € < e @ T[] ® {p'}):

K[A, A, A® Fe¢ < edT[Y]® {p!} (By sub-var)
= edT[Y]®{pt} (By eq-distrib)
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We have now shown B,. By use of rule sub-var, we can conclude that (Cs):
KA, A, A® - C® < BY

We also have (Ds3):

KA, A'], A®" + B®"

edTvr] & {p'} (expand abbreviation)
e ®{p"} ® T[y] (By eq-comm)
cof{pte Tyl @Tysl (By eq-dup)

Using As, B, Cy and Ds, we can apply the induction hypothesis and obtain Es:

O3 - CAn/ T {fio,2:m 107 (€2) (125 Teont (T2))

Now, from Az, B, C, and D, we can apply the induction hypothesis and obtain Es:

Dy CA;F{f:J};@,xl 7 [r handle] (63)](3

Using Eo and E3, we can build the typing derivation for the code in the continuation for translating
e1 (call this fact By):
(By v-var) Eo
®y -2y :r handle @k fix f[--](---).Canrir{fioeim 0 (€2)(X2; Teont(22)) at 7 D, Es
¢y Flet f=(---)at 11 inCA;r{f:0}:0,2, :r handie (€3)K

where the derivation D, is:

K[A]A® |- C® B® (By assumption C)
B® @ {rl} (By assumption D, Lemma 48)

B® @ {rt} (By eq-distrib)

A

Finally, using A, By, C, and D, we can apply the induction hypothesis to the translation of ey,
giving us the final result:

{};K[A], A®; S[T],T9;C° F Car.o(letrecf[A'](x) : o at e; = egines)k
The case for type application. The translation is:

CA;F;@(f[Cl, cey Cn])k} = .A(k?, f[T[[Cl]], .- ;T[[Cn]]])

The source typing derivation A, where o is V[ay:K1, . . ., Qnikn]. 1 4, Tpatr:

AI—RU AI—RCILI/%'

AT Eg fled, - yen] s (1 iTg)[cl,...,cn/al,...,an] atr,(
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First, we must show that the value f[7T[c1],..., 7 [cn]] is well-formed under the context
®, = { }; K[A], A% S[T], T

where © = (A®;T©; C®; B®)
First, we can conclude that

(By A and rule v-var)

Oy f o TV[ag:kl, ...y Qnikin).T1 Y 1y at 7]

Now, by induction on the number of constructors ¢; applied to f, and use of the rule v-type, we
can conclude that

Oy - f[Tea], .-, Tlen]] : T KA o at [T ei], ..  Tlen]/an, - - -, an)

By the Substitution Lemma, Lemma 45, we have

Oy - f[T]ca], ... Tlea]] : TI(m 2 mat ¥)er,. .., enfan, . .., anl]

Using this fact, assumption B, and Lemma 50, we obtain our final result:

Dy; Ce F .A(k?, f[T[[Cl]]a .- ,T[[Cn]]])
The case for application. The translation is:

CA;F;G)(eIf e2)k =
Cariol(er)(xr;
CA;F;@,xl:T[[Tf]] (62)<$2;
letnewrgnp,z,in
let feont = (£i% feont[](C® @ {p'}, 2:T[12]).let freergnz, in A(k, 7)) at z,
in 331[/), Bea c® D {pl}](x% fcont)>>

where

Yy
Tf = T1 —T2atr
The source typing derivation for the term is (A):

(A) As;ThRer:m w—3>7'2 atr, 1 (Ag) AsT kg es: 71,10
AT kg erey s 2,91 Uty Uthz U {r}

We begin showing that the result of the translation is type-correct by showing that the body of
the innermost continuation (letnewrgnp, z, in - - -) is well-formed under the appropriate context.
In order to make the derivation more manageable, we will use the following abbreviations:
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(o2} = {}§IC[[A]]aAe;S[[F]]areaxl:T[[Tf]]’xQ:T[[TQ]];Ce

Dy = {};K[A], A®, p:Rgn; S[T],T°, 21:T [77], x0:T [72], 2,:p handle; C° @ {p'}

®; = {}K[A] A%, pRegn; S[T], T, 21:T [14], 22:7 [r2], wp:p handle, feont:Teont
;= {hK[A] A, pRgn; S[T]. T, 21:T[7¢], 22:7 [r2], 7p:p handle

P5 = {}§’C[[A]];Ae,legmSHF]LFeaxlzT[[Tf]]axQ:T[[TQ]]’xp:p handleafcont5Tcont,$:T[[T2]]
e/l = let fcont = heont at Tp in 6/2

e = xl[p, Be, C°o {pl}](ﬂ?Q, Jeont)

heont = £1% foont[J(CO @ {p'}, #:T[72]) 1et freergnz, in A(k, 7))

Tapp = (Ce D {pl}a T[[Tl]]a TCO"t) —Oatr

Teont = (Ce & {pl}’ T[[TQ]]) —0atp

The derivation is as follows:

Dapp (by v-var) (by v-var)
D3 x1)p, B2, CO @ {p'} : Tapp Pt a2:T[11] P3t feont i Teont Dr Dge
D2, feont:Teont - 3?1[,0, B@) C°o {Pl}](ﬂ?% fcont) Dxp Dn D,

@y F 1let foont = heont at zp,inel

®; F letnewrgnp, z,ine}

The derivation Dy, can be proven as follows. First, by rule v-var, we can deduce

O3 b1 : Trs] =V[p':Rgn, e:Cap, ¢’ < ed T3] ® {p'1}.(€', T[11], Teont) — O atr

From this judgement, two applications of the rule v-type give us:

®3 - 21[p, B®] : V[ < B® @ T[] @ {p*}].(¢, T[n1], Teont) — O at r
Finally, by rule v-sub, we can conclude:
@3+ 21[p, B®,C° @ {p"}] : V[.(C° @ {p'}, T[], Teont) — 0 at 7
because the required sub-capability relation holds:

K[A], A®, p:Rgn+ C® @ {p'} B @ {p"} (By assumption C)

B® & Tys] @ {p'} (By assumption D, Lemma 48)
B @ T[ys] @ {p'} (By rule sub-bar)

IA I IA

Next, we consider the derivation D,.. Here we must show that
K[A], A®, pRgatC® @ {p'} < C" @ {r*}

for some capability C”. The reasoning is straightforward:
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K[A], A®, pRgnt- C© & {p'} {r'rec®
{p'} ® B® By assumption C)

(By rule eq-comm)

(
{p'} B ®T[{r}] (By assumption D, Lemma 48)

(

(

A

= {p'}oB o {r}
{p'toB° e {rt}

By def. of translation)

By rule eg-distrib)

Next, we consider Dgo. The judgement we must prove is K[A], A® - C® @ {p'} < C° @ {p'}.
This follows by rules sub-eq and eq-reflex.

Next, we consider D,,. The judgement we must prove is: ®4 - z, : p handle. The judgement
follows by rule v-var.

Next, we must prove Dy:

(by v-var) (by eg-reflex)
@5z, : p handle K[A],A® pRgnt C® @ {p'} =C® @ {p'}:Cap Dag
®5;C° @ {p'} F let freergnz, in A(k, )
Dy b heont at p: T[]

The judgement we are trying to prove in the derivation D4y ) is ®s; C® + A(k,z). Using rule
v-var, we can conclude that ®5 b 2 : 7[r2]. Assumption B tells us that @s; C® I €*. Hence, by
Lemma 50, we have the result.

Finally, we show D,. We must prove K[A], A®, p:Rgn - CO@{p'} < C"@{p*} for some capability
C". This fact follows using rule sub-dup (C” is C®).

We have now satisfied all of the requirements necessary to show that the body of the innermost
continuation is well-formed:

(B2) @1 I letregionp,z,ine€}

We have A, from the source typing derivation. If we let Co be C and D2 be D, then we fulfill all
of the requirements for the induction hypothesis and we may conclude Es:

K[A], A®; S[I], T, 1:T[r4]; C® F Cairio .2, :71+1(€2) (x2; letregionp, z, ine)
f 159, T1 [[f]] P

Now, using this fact, A; from the source typing derivation, C, and D, we can apply the induction
hypothesis and conclude E;:

{};K[A], A®; S[T],T9;,C® F Caroler)(w; Cario,0.:T rs1(€2)( )

which is equivalent to the result E that we were trying to prove.
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The case for letregion. The translation is:

Car.eo(letregionp, z,ine)k =

letnewrgnp,z,in

CA{pRgn}iI'{x,:phandle };0 (€)(2'; freergnz, in A(k, z'))
where

0 = (A%T%C%e{p'} B @ {p'})

The source typing derivation A:

(A1) A{pRgn}; T'{z,:p handle} Fre: T, ¢ ( p & fto(T) U Dom(A) >
A;T g letregionp, z,ine : 7,9\ {p} z, & Dom(T)

First, we show that the continuation for the translation of e is well-formed under an appropriate
context:
(by v-var)
Dyk,ey Dce K[A, p:Rgn], A®; ST, z,:p handle], T, T* 2" T[r] - x, : p handle
(B1) K[A, p:Rgn], A®; S[T, x,:p handle],I'®, 2" T[r]; C® @ {p'} I- let freergnz, in A(k, 2’)

The judgement we must prove in D 4(x,4) is:
(J) K[A, p:Rgn], A®; S[T', z,:p handle],T'®, 2" :T[r]; C® F A(k,z’)
By rule v-var, we can conclude:
K[A, p:Rgn], A®; S[T, x,:p handle],T°, 2" T[r] F 2’ : T[]

Using this fact, assumption B and Lemma 50, we can conclude (J).
The judgement we must prove in Dge is:

K[A, p:Rgn], A® - C® @ {p'} = C° @ {p*}

which follows by the rule eq-reflex.

Now, we have fulfilled all the requirements necessary to show that the body of the innermost
continuation is well-formed (call this fact B;). We have A; from the typing derivation. In order
to apply the induction hypothesis, we must show Cj:

K[A, p:Rgn], A® - C® @ {p'} B® @ {p'} (By assumption C)
B® @ {p'} (By rule sub-bar)
B® @ {p'} (By rule eq-distrib)

IINVAVAN

and also Dq:
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K[A, p:Rgn], A® - B® © {p'}

B® o T[P\{p}[ & {p'} (By assumption D)
B o T[y]®{p'} (By Lemma 49)
= BP°a{p'tao T[] (By rule eq-comm)

Together Ay, By, C; and Dy satisfy the preconditions for applying the induction hypothesis. The
result is Eq:

K:[[Aa p:Rgn]], Ae; S[[Fa Lp:p handle]]a Fe; Ce S2) {Pl} F ClC[[A,p:Rgn]],Ae;S[[F,xp:phandle]],@’ (€)< ! >
Now, we can show the result of the translation type-checks:

Eq
IC[[A]]) AG); S[[F]]a Fe; Ce Flet newrgnp, T, inch[[A,p:Rgn]],A@;S[[F,xp:phandle]],e’ (€)< ' >

The equality rule. The source typing derivation A is

A;Thre:7,p Abp7T=7:Type Ablgpy Cy/
(Al)A;Fl_Re:T/aw/

and the continuation k = (x; e*) is well-formed under the appropriate context (B):
{};K[A], A®; S[T],T°, 2:T[r]; C® F &k
By Lemma 44 and the equality judgement A 7 =7/ : Type we can deduce that
K[A] = T[] = T[] : Type
Therefore, by Lemma 51, we can deduce (By).
{};K[A], A®; S[T], T®, 2:T[r']; C° + &
Now, recall Assumption D states that
K[A], A+ B® =B® @ T[¢'] : Cap

Using this fact, and the source typing derivation (A), which states that A 1) C 4’, and Lemma 48,
we can deduce that (D)

K[A], A+ B® = B® @ T[] : Cap
Using Ay, By, C, and Dy, we can apply the induction hypothesis and obtain
{ }7 K:[[A]]) Ae; S[[F]]a Fe; Ce = CA;F;@(@)]C

and we are done.
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We have completed the proof that the induction hypothesis is preserved by the translation. In order to
obtain the proof of the CPS translation theorem, we simply instantiate the induction hypothesis. We
are given part A: -;- e : int, ().

The continuation k is (z;halt x). Using the halt rule, we have part B,

{};;z:int bk 2 : int F0=0:Cap
{};;z:int; 0 F halt =

Part C is trivial: - - 0 < 0.
Part D is also straightforward,

] (By rule sub-eq)
= 00 (By rule eq-dup)
= Q@ T[0] (By definition of 7]-])
Therefore, we can conclude E, { }; -; ;0 F Co(e)k where O is the empty translation environment (-; -; ; 0)

and k is the trivial continuation (z;halt x).

O
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