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ABSTRACT Ciphertext-policy attribute-based encryption (CP-ABE) can offer fine-grained access control
over encrypted data, which is suitable for complex commercial applications. However, since the same
decryption privileges could be shared by multiple users in the one-to-many encryption mechanism, it is
dangerous that a malicious user misuses his secret key but cannot be traced. In addition to further security,
when the malicious user has been caught, it is required to revoke him from the system. To address these
problems, we propose a novel updatable CP-ABE scheme supporting white-box traceability and traitor
revocation. In the proposed scheme, a “fixed point” is embedded into the user’s secret key to achieving
the traceability and each user is assigned with a unique identifier for revocation. Moreover, the secret
exponent used to encrypt a message is divided into two parts: one is assigned to access policy and the
other to the revocation list. Therefore, only a part of the ciphertext components needs to be updated when
the revocation list is changed, which greatly simplifies the process of ciphertext update. Compared to the
previous works, our scheme is more efficient, and can achieve valid revocation and ciphertext update.
In addition, the traceability of the proposed scheme is depended on the /-Strong Difffie—-Hellman assumption,
and the indistinguishability security under selective access policy and chosen-plaintext attacks in the standard
model is reduced to the Decisional g-Bilinear Diffie—-Hellman assumption. Furthermore, the experimental
results show that the proposed scheme is efficient.

INDEX TERMS Cloud storage, access control, attribute-based encryption, traceability, revocability,

updatability.

I. INTRODUCTION

As one of the main services in cloud computing, cloud storage
servers possess the capability of powerful computation and
data storage, which is viewed as the most practical and basic
service in commercial application. Owning to its advantages
of low costs, large amount of space, accessibility, and flex-
ible storage management, more and more individuals and
enterprises prefer to share their data including sensitive mes-
sages through the cloud server. But this common approach
to achieve easy data sharing is often inconsistent with data
security, since the cloud service provider can not be fully
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trusted and may leak the data for illegal purpose. To solve
this problem, attribute-based encryption (ABE) introduced by
Sahai and Waters [1] allows users to encrypt their data before
outsourcing to the cloud. Moreover, ABE can also provide
a kind of versatile one-to-many encryption mechanism, and
thus it is regarded as a highly promising method to realize
flexible access control on data sharing in cloud storage.
Until now, there are two main complementary types in
ABE:  ciphertext-policy  attribute-based  encryption
(CP-ABE) [2] and key-policy attribute-based encryption
(KP-ABE) [3]. In CP-ABE system, the ciphertext is tied to
an access policy, and a user’s secret key is related to a set
of attributes. While the roles of access policies and attributes
set are totally exchanged in KP-ABE. Only the attribute set
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meets the access policy, can the message be recovered from
the ciphertext in ABE system. Since then, many improved
ABE schemes have been studied in [4]-[12], aiming at more
highly expressive access structures, better efficiency, and
multi-authority construction.

A. MOTIVATIONS

Although significant progress has been made in ABE, there
are still some fundamental and major challenges to be solved,
which could impede the broad applications. In this paper,
we mainly discuss the following problems.

1) MALICIOUS USER TRACING

In the conventional ABE system (CP-ABE as an example),
the secret keys are defined over the multiple-user shared
descriptive attributes. Therefore, the users with the same
attributes can have the same decryption privileges. As a secret
key is only bound to a user’s attributes rather than his identity
information, it also brings the problem that the secret keys are
not traceable: the original key owner cannot be found through
the leaked key. When a malicious user intentionally leaks his
partial or entire secret key to some third party for financial
profits, he has no risk of being caught.
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FIGURE 1. Malicious key leaking model in company’s cloud storage
system.

Given an example as shown in Fig.1, consider the com-
mercial application scenario that a company shares their
internal data by using a cloud storage system. In the com-
pany, a large amount of data will be encrypted under certain
access policies through an applicable CP-ABE scheme such
as [5], [6]. Suppose that there exists an important document
encrypted under the access policy of {Product Development
Department AND Production Engineer}. An employee Alice
possesses the attribute set {Junior, Product Development
Department, Production Engineer}, and another employee
Bob’s attributes are described as {Higher, Product Develop-
ment Department, Production Engineer}. Thus, both Alice
and Bob can derive a decryption key for attribute set {Product
Development Department, Production Engineer}. If there
exists an employee belonging to the company’s competitor
that could recover the document, the company will suffer
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serious financial losses. Then, the question is who leaks the
decryption privilege, Alice or Bob?

2) MALICIOUS USER REVOCATION AND

CIPHERTEXT UPDATE

In some practical commercial application, especially con-
sidering the company cloud storage system we mentioned
above, it is essential to prevent the malicious employee from
continuing to leak their decryption privilege after he was
caught. That is to say, an effective revocation mechanism
needs to be provided to revoke the access rights of the mali-
cious user. And as far as we know, there are many literatures
that have focused on the revocable attribute-based encryption.
However, in 2012, Sahai et al. told an amazing story in [25].
Informally speaking, after the malicious employee is termi-
nated and has his access right revoked, he can still penetrate
the cloud storage server and decrypt the past ciphertext (pre-
vious unread) stored in cloud, since this employee had the
insider knowledge of the company’s system and retained his
old key. Therefore, in order to achieve a valid revocation, it
is required that the cloud service provider can only use the
public information to update the “old” ciphertext to obtain a
“new’’ ciphertext without access to any sensitive data, which
avoids the decryption and then re-encryption.

B. RELATED WORKS

Up to date, many encryption schemes against key abuse have
been studied in [13]-[20]. Hinek et al.’s scheme [13] and
Li et al.’s scheme [14] can only support “AND” gate with
wildcard, thus both of them can not achieve highly expressive
and flexible access control. And Yu et al.’’s scheme [15]
was a KP-ABE system. In KP-ABE, the data owners need
to compare the recipient’s access structure to formulate an
attribute set for the data, which is not suitable in the practical
applications. In 2013, Liu et al [16] introduced the first
flexible white-box traceable CP-ABE scheme supporting any
monotonous access structure, which can trace the malicious
users that reveal their secret keys/modified secret keys to
the unauthorized third party. After that, Ning et al. [17], [18]
gave two CP-ABE schemes with the function of traceability,
which can also achieve the construction of large attribute uni-
verse and flexible access policies, respectively. More recently,
Jiang et al. [19] proposed a provably secure and traceable
CP-ABE scheme that can against ‘“‘key-delegation abuse”
in fog computing. And Yu et al. [20] gave a traceable and
undeniable CP-ABE, which introduce a public auditor that
can judge whether the traced malicious user is innocent
or not. But even if the malicious users are traced, these
schemes [16]-[20] can not revoke them from the cryptosys-
tem and can not prevent the malicious users from continuing
to leak their secret keys.

A valid revocation mechanism is crucial for the applied
cryptosystems. In 2008, Boldyreva et al. [21] proposed the
first scalable and efficient revocable identity-based encryp-
tion scheme by using a binary tree data structure. Then an
advanced version that against decryption key exposure was
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constructed by Seo and Emura [22]. After that, in order to
obtain an efficient and secure revocation mechanisms, a series
of works have been studied in both IBE and ABE setting
in [23]-[31]. Especially, Hur and Noh [26] provided an ele-
gant technique for fine-grained level revocation by using
selective group key distribution method. Meanwhile, they
also introduced a proxy-server that can update the cipher-
text outsourced in the cloud to prevent the revoked users
from decrypting the past ciphertext. Then, by making full
use of the concept of attribute group, Li et al. [27] put for-
ward a user collusion-resistant CP-ABE scheme supporting
attribute-level revocation and ciphertext update. And to pro-
tect the confidentiality of the “‘old” ciphertext, Lee et al. [32]
introduced a new model approach called self-updatable
encryption (SUE), which can realize the ciphertext update
by using time-evolution mechanism. In their construction,
a ciphertext with time 7 can be updated to a new valid cipher-
text with the next time ¢ + 1 without accessing any sensitive
data. Then, in an improved version [33], they extended their
SUE scheme to support a time interval in ciphertexts, which
is defined as time-interval SUE (TI-SUE). In the new scheme,
the ciphertext at the time interval [#;,, g] can be decrypted by
a secret key with a time ¢ € [t tg].

Aiming at tracing and revoking the malicious users from
the cryptosystem, Liu ef al. [34] and Ning et al. [35] gave
two types of traceable and revocable CP-ABE, which can
support large universe and short ciphertext size, respectively.
However, their schemes can not execute the ciphertext update
algorithm, which means that they can not protect the confi-
dentiality of the past data. More recently, Lian et al. [36] pro-
vided a traceable and revocable CP-ABE by combining the
SUE mechanism. Their construction required a time-based
key update phase to realize the revocation of users, but can
not revoke the user instantly. Then, Wang et al. [37] con-
structed a CP-ABE scheme with white-box traceability and
attribute-level revocation. But in their building, if a revoked
user who obtains the updated ciphertext, he can recover the
message by skipping the normal decryption process. Thus
they can not realize a valid revocation and provide the forward
security.

C. OUR CONTRIBUTION

As far as we know, most of the solutions failed to solve
the above problems in the previous related work. And in
this paper, we construct a novelly traceable, revocable,
updatable, and expressive CP-ABE scheme (TRUE-CPABE).
The main advantages of the proposed scheme are
demonstrated as:

o White-Box Traceability: It means that the malicious user
who leaks his/her secret key to an unauthorized party
will be find out. In our system, each user’s secret key is
embedded with a ““fixed point™ that closely related to his
identity, which can not be changed by the user. When a
malicious user delegate his partial or entire secret key to
a third party, he will be caught through the ““fixed point”
by the tracing algorithm.
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o Traitor Revocation: We assign each system user a
unique and random identifier, which is used to finish
the decryption process. If a malicious user is caught, his
identifier will be disabled. Thus he will be effectively
revoked from the cryptosystem.

o Ciphertext update: To protect the data confidentiality
and prevent the malicious users from accessing the
past data, we propose a new ciphertext update method.
Unlike the previous work, we separate the secret expo-
nent into two parts in the encryption phase: one is
assigned to the access structure, and the other is to the
revocation list. And the ciphertext components related
to the access structure are not needed to be update when
the malicious user has caught, which greatly simplifies
the process of ciphertext update.

o Forward Secrecy: Forward secrecy means that any
users revoked from the system should not be autho-
rized to access the subsequent ciphertext. Since the
revoked user’s identifier is disabled, he can not suc-
cessfully complete the decryption process. Thus the
newly encrypted data cannot be obtained by the revoked
users.

D. OUTLINE

In Section 2, some necessary background information will
be given. And the formal definition of TRUE-CPABE and
security models are developed in Section 3. Then the specific
construction is clearly described in Section 4 and the security
proof is shown in Section 5. In Section 6, the comparisons of
theoretical performance and functionalities with some related
works are provided. At last of this paper, we make a conclu-
sion in Section 7.

Il. PRELIMINARIES

A. ACCESS STRUCTURE

Let P = {P1, P2, ..., P,} be a set of parties. A monotonic
collection A C 2P is defined as: for V¥ B, C,if Be A and
B C C, then C € A. And an access structure [2] denoted
by A (respectively, monotone access structure) is a collec-
tion (respectively, monotone collection) of non-empty subsets
of P,ie., A C 2P \{@}. A set contained in A is called as
an authorized set, otherwise, it is called as unauthorized set.
In ABE, the parties in P are replaced by attributes. And in
this article, we only focus our attention on monotonic access
structures.

B. BILINEAR MAP
Let G and Gr be two multiplicative cyclic groups with the
order of prime number p, and g be a random generator of G.
A bilinear map e [39]: G x G — Gy possesses the properties
listed below:
e Bilinearity: ¥ h,f € G, u,v € Z,, e(h,f") =
e(h, f)" = e(h, /)™
o Non-degeneracy: e(g, g) # 1;
o Computability: ¥ h, f € G, e(h,f) can be calculated
efficiently in polynomial time.
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C. LINEAR SECRET SHARING SCHEME(LSSS)

According to Beimel’ scheme [40], any access structure
A can be realized by a LSSS (M, p), where M is the
share-generating matrix with the size of £ x n and p labels
each row of M into an attribute p(i) (p is an injective
function). In this paper, any access structure A used in our
system will be represented by a LSSS, which consists of the
following two algorithms:

e Share((M, p), s): This algorithm can share a secret
value s € Z, (pis alarge prime) to attributes. Set a vector
v=_(s,u,..., v,,)T of length n, where s is the secret
value to be shared and vy, ..., v, are chosen from Z,
randomly. Define M; as the i-th row of M and compute
the i-th part of secret shares as A; =M; - v that belongs
to the attribute o(i).

e Reconstruction(\y, ... e, (M, p)): This algorithm is
able to recover s from Ap, ... A¢. Define S € A as any
authorized set, and I = {i : p(i) € S} C {1,2,...,¢}.
Then a set of coefficients {w; € Zpy|i € I} can be
computed such that Ziel wiM; =(1,0,...,0), and we
can reconstructure s = Zie 7 WiAj.

D. COMPLEXITY ASSUMPTIONS
In this part, we will briefly recall the /-Strong Diffie-Hellman
(I-SDH) assumption and the decisional g¢-Bilinear
Diffie-Hellman Exponent (g-BDHE) assumption.
Assumption 1 ((I-SDH) [41]): Let G be a bilinear group
with the order of prime number p, and g be a random gener-
ator of G. The [-SDH challenge problem is: an algorithm .4
takes as input an (I+1)-tuple (g, g%, gzz, ceey gzl), and outputs
a pair (c, g'/Gt9) ¢ Zp x G.
The algorithm A4 has advantage ¢ in solving the /-SDH
challenge problem if

PrAGS. & 8% .... &%) = (c. /)| > e,

where the probability is over the random choice of z in ZI’,“ and
the random bits consumed by \A.

Definition 1: The [-SDH assumption holds if the /-SDH
challenge problem can not be solved by any polynomial-time
algorithm 4 who has at least non-negligible advantage.

Assumption 2 ((q-BDHE) [5]): Let G and G7 be two mul-
tiplicative cyclic groups with the order of prime number p,
and g be a random generator of G. Define a bilinear map
¢ : G x G — Gr. The ¢g-BDHE challenge problem is : given

q  gat2 d%a
8

}:(g,gs,gd,...,gd,g .. whered,seZ;

An algorithm A has difficult in distinguishing e(g, g)qus
Gy from a random element Z in G7.

With the output of {0, 1}, A solves the g-BDHE challenge
problem with advantage ¢ if:

€

PrLAG, W = e(g, 2)**"%) = 0]

—Pi[AG, W = Z) =0]| > e.
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Definition 2: The g-BDHE assumption holds if the
g-BDHE challenge problem can not be solved by any
polynomial-time algorithm .4 who has at least non-negligible
advantage.

E. SYSTEM DESCRIPTION

In order to make our system more clearly, a framework of
the proposed TRUE-CPABE scheme is given in Fig.2, which
contains four entities:
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FIGURE 2. System model of our TRUE-CPABE scheme.

o Trusted Authority(TA): TA is fully trusted and sets pub-
lic parameters and master secret key for the whole sys-
tem. Moreover, it takes the charge of issuing secret keys,
tracing malicious users, and revoking traitors. In our
construction, TA also maintains an identity table and a
public revocation list.

o Data Owner(DO): It is a client that wants to share his
data to a specific group of users. And DO is responsible
for defining an access structure, encrypting the data, and
outsourcing the ciphertext to the cloud.

e Data User(DU): DU can access the ciphertext out-
sourced in the cloud. But the message can be success-
fully recovered when and only when DU is not in the
revocation list and possesses the authorized attribute set.

o Cloud Service Provider(CSP): CSP is a service provider
who is honest-but-curious, which means that CSP will
honestly execute each authorization request, but get as
much information as possible from the process and
results. And when the revocation list is changed, CSP
can update the ciphertext outsourced in the cloud.

F. FORMAL DEFINITION OF TRUE-CPABE SCHEME
In our construction, a TRUE-CPABE scheme consists of the

following six algorithms:
o Setup(.,U) — (PP,MSK): This algorithm is per-
formed by TA. Taking a security parameter A and an
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attribute universe U as input, TA outputs the public
parameters PP and a master secret key MSK. Moreover,
TA also initializes an identity table 7" = ) and maintains
a public revocation list R.

o KeyGen(MSK, PP,ID,S) — SK: Taking as input
the public parameters PP, the master secret key MSK,
a user’s identity /D, and an attribute set S, TA generates
an identifier id and a corresponding secret key SK . Then
TA sends id and SK to the user via a secret channel, and
adds (ID, id) into T .

o Encrypt(PP,m,A,R) — CT: On input the public
parameters PP, a message m, an access structure A, and
the current revocation list R, DO performs this algorithm
to generate a ciphertext C7T'.

o Decrypt(PP, id, SK,CT) — m or L: Taking as input
the public parameters PP, a user’s identifier id, the secret
key SK, as well as a ciphertext CT, DU recovers m if id
is not contained in R and S € A. Otherwise, output a
failure symbol L .

e Trace(PP,T,SK) — (ID,id) or L: With the input of
the public parameters PP, the identity table 7, and a
suspected secret key SK, TA first checks whether the SK
can pass the key sanity check. If SK is well-formed (SK
can pass the check successfully), this algorithm outputs
a pair of (ID, id) and updates R to R’, otherwise outputs
a failure symbol “L”.

e CTUpdate(PP,CT,R') — CT’: By inputting the
public parameters PP, the original ciphertext CT,
the updated revocation list R, CSP outputs a new valid
ciphertext CT".

G. TRACEABILITY MODEL
The definition of traceability of the TRUE-CPABE scheme
is formulated by a challenge game between an adversary A

and a simulator B, which is obtained by use of Liu et al.’s
scheme [16].

o Init: B first executes Sefup algorithm and returns the
public parameters PP to A, then initializes an identity
table T = (.

o Key Query: A queries B3 for at most ¢ secret keys cor-
responding to a set of tuples (IDy, S1), ..., Dy, Sy),
where ID; € R*or S; ¢ A*, i = 1,...,q. Then B
performs the Keygen algorithm and gives the results to
A.

« Key Forgery: In this phase, A outputs a secret key SK*.
If Trace(PP,T,SK*) # 1 and Trace(PP,T,SK™*) ¢
{UD;, id;), ..., (IDy, id,)}, then A will win the game.
The advantage of A in the challenge game is:

Adv 4 = Pr [Trace(PP, T,SK*)
# (L. UDy, id), ... (IDy, idy)} ]

Definition 3: If there is no polynomial-time adversary that
wins the above game with at least a non-negligible advantage,
then our TRUE-CPABE scheme is fully traceable.

66836

H. IND-CPA SECURITY MODEL

In our construction, the original ciphertext consists of two
parts: the first part is tied to an access structure, and the sec-
ond part is connected to the public revocation list. And when
the revocation occurs, the second part of the ciphertext will
be updated to avoid the revoked users accessing the past data.
However, in our system, the updated ciphertext is distributed
identically with the original ciphertext. Thus we only con-
sider the sematic security of the original ciphertext.

The IND-CPA security [38] model under selective access
policies attacks of our TRUE-CPABE scheme is defined by a
challenge game between an adversary A and a simulator 5.
The process of the game is given as:

o Init: Apicks A* = (M*, p*) (M™* is an £* x n* matrix

with n* < ¢g) as the challenged access structure and R*
as the challenged revocation list, then sends them to B.
o Setup: After receiving A* and R*, BB returns the public
parameters PP to A by running the Sefup algorithm, then
initializes an identity table T = R*.
o Phase I: A makes identifier and secret key queries cor-
responding to a set of tuples (ID1, S1), ..., (IDy, Sy).
- IfS; e A*and ID; ¢ R*,i=1, ..., g, then abort.
- IfS; ¢ A*orID; € R*,i = 1,...,q, B generates
an identifier and a secret key, then sends them to A.
o Challenge: A declares two messages mo and m; with
the equal length. Then B chooses a random coin value
o € {0, 1} and runs Encrypt(PP, m,, A*, R*) to obtain
the challenged ciphertext CT* and returns it to .A.
o Phase2: The same as Phase 1.
o Guess: Areturns a guess o’ € {0,1} of 0. If 6/ = 0,
A wins the challenge game.
Define the advantage of A in the security game as:

1
Advy = Pr[a’:a]—z .

Definition 4: 1If all polynomial-time adversaries have at
most negligible advantage in the security game, then our
TRUE-CPABE scheme is IND-CPA secure under the selec-
tive access policy attacks.

Ill. OUR CONSTRUCTION

In this part, we will give the specific construction about
TRUE-CPABE scheme based on Liu et al.’s scheme [16] and
Lewko et al.’s scheme [24]. We use a simple revocation tech-
nique modified from the first method of Water’s revocation
systems [24] to prevent the malicious users from continuing
to decrypt the ciphertext after they are caught.

To finish our scheme, each user whose identity is repre-
sented by IDe {0, 1}* will be assigned with a unique and
random identifier id € Z, by TA. This value is used to
complete the decryption process and achieve the revocation.
And in our construction, the message is encrypted under a
specific access structure A and the current revocation list
R = {(Dy,idy), ..., UID,,id,)}. The encryption algorithm
will create a secret exponent s € Z,, which is used to hide
the message. Then splits s into 5" and s”, for s = §" + 5.

VOLUME 7, 2019
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Moreover, randomly choose sx from Z, make that s =
> k-1 Sk- And a user’s secret key is made of an attribute set S
that he possessed and his identifier id. Only a user’s identifier
id is not contained in R and his attribute set S € A, can he
recover the message successfully. If a user’s identifier id =
idi (k € {1,...,r}), he can not incorporate the k-th share of
s” and thus is unable to decrypt the ciphertext.

e Setup()., U) — (PP, MSK): Taking as input a secu-
rity parameter A and an attribute universe U, this algo-
rithm first runs the group generator algorithm G(1) to
obtain the bilinear group mapping description GD =
{p, G, G, ¢} and a random generator g of G. Then this
algorithm performs the following steps:

- Selecta,a €Zy, B € Z;, and i € G randomly.

— Foreach attribute x € U, randomly choose U, € G.

— Choose a probabilistic symmetric encryption
approach (Enc, Dec) [42], which encrypts {0, 1}*
to Z;. Moreover, this encryption algorithm can
encrypt the same message to obtain different cipher-
text each time with the symmetric key k € Zp.

The public parameters are formed as:

1
PP = <g7 hv hﬂ ) gav haa e(g9 g)as {UX}X€U>'
The master key is kept secretly by TA as:
MSK = (o, B, a, k).

At last, TA initially sets an identity table T = ¢ and a
public revocation list R = .

o KeyGen(PP, MSK, ID, S) — SK: Taking as input a
user’s identity ID € {0, 1}* and an attribute set S, TA
first selects id € Z, randomly as the user’s identifier,
and computes ¢ = Encp(ID), where the value ¢ has
the same distribution as a random element in Z;. Then,
TA randomly picks b, t € Z,, and generates a secret key
SK corresponding to (ID, S) as follows:

— The secret key component associated with the
attribute set S is generated as:

(K'=c,K = gaiﬂhb[,
L=g" L' =g (K, = Ut} ).

— In order to implement the function of revocation,
the identifier id, which is used to complete the
decryption precess, will be added into the secret
key. The corresponding component is formed as:

<D — (gidga)ﬂ(a-i-c‘)-bt).

At last, TA adds (ID, id) into T, and sends id and
SK =(K',K,L,L', {K,}xes, D) to the user via a secret
channel.

o Encrypt(PP, m, A, R) — CT: Taking as input the
public parameters PP, a message m € Gr, an access
structure A = (M, p), and the current revocation list
R = {(UD,idy),...,UD,,id;)}, DO first chooses a
secret exponent s € Z, and splits it into s" and s”, that is
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s = s'+s", then generates a ciphertext with the following
steps:
— Choose a vector v = (5, va, ..., up)" € Zy at
random and calculate A; = M; - v(i=1,...,¥£).
— Pick random elements 11, ..., 7, € Zp, and gen-
erate the ciphertext component corresponding to A
as:

(C=m-e(g,8)*, Co=¢", Cy=g",
(il U, T, Cio = g")_)).

— Select random elements s1, ..., s, € Z, such that
s” = 3"y _, sk, and compute the ciphertext compo-
nents associated with R as:

1. .
({Chy =hF™, Cpy = (%R Y _).
Finally, DO uploads CT to the cloud as:

CT =(C, Co. Cy. {Ci1, Ci}i_1{Cp.1. Cr oot - AL R).

o Decrypt(PP,id, SK, CT) — m or L: On input the

public parameters PP, a user’s identifier id and secret
key SK, as well as the ciphertext CT. There exist two
cases:

Casel. If S ¢ Aorid € (idy, ..., id,), then this algo-
rithm outputs a failure symbol L.

Case2. If S € A and id ¢ (idy, .. ., id,), this algorithm
recovers the message m by performing the following
steps:

- Setl ={i: p@) e S} C{l,...,4¢}, and compute
the coefficients {w; € 7Z, | i € I} such that
Y @wiMi=(1,0,...,0),and )", wir; = 5.

— Compute the following values:

K = ek, ck . c)
— e(gﬂi‘*'fhbl, gsc _gaS)
= e(g. 8)"e(g. M),
’ wj
K| = 1_[ (e(LK L', Cip) - e(Kpiys Ci,Z))
iel
b i -7 + b i @i
_ 1_[ (e(g(a+c) ' e Up(;)).e(U;? c) t’gr ))
iel
— 1_[ (e(g((H*c)bt’ h)»,') . e(g(cH*c)bl’ Up—(;f)x
iel
w;
eUSTM g™)
— He(g h)(a+c)bt)»,‘w,'
iel
= e(g,
r 1
E(D, kl:[](c]éyl)tdftdk )

h)(a+c)btx/ i

K| =
! ’ r e s l
e(LK L, l_[ (C]/(l)zd—zdk)
k=1
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()P, Tl
k=1

e <g(a+c)bt , ILI ((hidk ha)Sk ) ﬁ )

k=1
1
lL[ (e(gidﬁ 1) e(g% hésk)jm)bt.m
k=1
= .
ﬁ (e(g’ hidksk)~e‘(g, hask))(a—i-c)bf d—idy,
k=1
r L 1
— 1—[ e(g’ h)(a+c)ht~sk-(zd—zdk)-m
k=1
r
— He(g’ h)(a+c)bt~xk
k=1
= e(g, h)(aJrc)bts”’
K= N
T K[ K]

(g, 9)" - elg, )T
- e(g, h)(aJrc)bts’ - e(g, h)(a+c)bts”
= e(g, 9)"".

_ : _C _m-e@gg”
Retrieve the message m = K= e o™

o Trace(PP, T, SK) — (ID,id) or L: Taking as input
the public parameters PP, the identity table 7, and a
suspicious secret key SK, TA first checks whether SK
can pass the Key Sanity Check. This check ensures that
SK can be used in a well-formed decryption procedure.

Key Sanity Check:
K' €2, K,L,L',K;,D€G, 1)
e(g, L") =e(g", L) # 1. )

eg® g K)=e(g, )% -e(LK L', h) £1. (3)

e, st eUe, LK L)y=e(g,K) £ 1. (4)

Case 1.1f SK goes through the Key Sanity Check, it indi-
cates that SK is well-formed. Then TA does as follows:

- Extract ID from Dec(K') = Decg(Enc(ID)).

— Search ID from T\R. If ID is contained in T\R,
output the identity tuple (ID, id). Otherwise, output
(ID*, id*) as the result, which is a special identity
tuple and not in the system.

— Update the current revocation list R to

R =RU{UD,41, idr41) = (D, id)},

then send R’ to CSP.

Case 2. If SK can not go through the Key Sanity Check,
this algorithm returns a special failure symbol ““_L.”

e CTUpdate(PP, CT, R') — CT’: Upon receiving the
new revocation list R', CSP updates the original cipher-
text CT to a new valid ciphertext CT that is tied to the
updated revocation list R’ with the following steps:
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— Choose § € Z, randomly, then compute

C=C-e(g,9" =m-e(g """,
C~0 = Cy .gx — gers,
é{) _ C(/) .gaﬁ _ ga(erS)

{Cin=Ci1, Cizo=Cizic(r....0)-

— Pick random elements 51, ...5,41 € Z, such that
s = ,r;{ Sk, then compute the new ciphertext

components related to R’ as:
~ L3 L (sk+50)
C/L,l :Clg’l.hﬂ k= pBikTe)
612‘2 — CIQ,Z . (hidkha)gk — (hidkha)skJF:Vk,
~ l‘f |
Cry1,1 = hF7r,
Cri1n = (WR)r+,
Finally, the updated ciphertext is

CT = (C, Cy, Cy {Ci1, Cin)eey, {612,1, 62,2}/2:1’
{Cri1.1, Cry12), AR,

IV. SECURITY PROOF

A. TRACEABILITY

In this part, the traceability of the proposed TRUE-CPABE
scheme will depend on the [-SDH assumption. And the
approach used in the proof process is analogous to that of
Lemma 1 in Boneh et al.” scheme [41].

Theorem 1: Our TRUE-CPABE scheme is fully traceable
if the /-SDH assumption holds and the number of key queries
qg<l.

Proof: Suppose that there is an adversary 4 that wins
the traceability game with non-negligible advantage ¢ in
polynomial time by performing g times key queries, w.l.o.g.,
assume that [ = g + 1, then we will be able to construct a
polynomial-time algorithm B that solves the /-SDH challenge
problem with the same advantage ¢.

Let G be a bilinear group with the order of prime number p,
abilinear map e: G xG — Gr. To solve the [-SDH challenge

problem, B is given an instance of (g, g%, gaz, e, g“’),
where a € Zj; andg € G. And B is required to output a pair
(cr, wy) € Zp x G, which satisfies w, = g!/@e)_ B first
sets A; = g“’ fori = 1, ..., 1, then simulates the role of a
challenger for A as follows:

e Init: B chooses g distinct values cy,...,c4 € Z; uni-
formly at random, and sets a polynomial f(y) as:

q q
for=[Jo+e=> ay'
i=1 i=0

where ao, ..., a, € Zj, are the cofficients of f(y). Then
B performs the following steps:

- Choose o, 0 € Zy, B € ZZ randomly.
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— Compute

q

g =[] =7
i=1
q+1

g* = [ [ =g @,
i=0

and

1 1
h=g" h =@, h? = ("7
— For each attribute x € U, select a random element
uy € Zp, set the attribute parameter U, = g"~, then
initialize an identity table T = ¢.
Finally, the simulated public parameters are formed as:

1
PP = <87 h’ h‘Bv ga7 hll’ e(g9g)a7 {UX}XEU>-

o Key Query: Atthis stage, A submits a sequence of tuples
(ID;, S;) to B requesting the corresponding secret keys
and identifers. Presume that it is the i-th query, such that
i < g. B does the following steps:

— Randomly choose b, t € Z,. If ID; € T, then
extract id; from T. Otherwise, pick a random ele-
ment id; € Zp\{idy, ..., id;—1}, and add (ID;, id;)
into the identity table 7.

— Set the polynomial f;(y) as:

0 =
S0 = e = I1 (y+ci>=j§0ﬂjy'.

J=1ij
— Compute
q—1

o; = H(Aj/?f) — i@ — gf@/ate) _ Gl/(@tep)
j=0

— Generate the secret key components as:
K'=c, K=@©)"@E"",
L = gbl’ L/ — (ga)bt’

(Ko = (8" g " hres;,
D= (gid,-ga)ﬂ-(a+c,-)-bt.

Finally, BB sends A the identifier id; and the secret key
SKi = (K/’ Ka L7 L/v {KX}XESH D>

o Key Forgery: A will submit a secret key SK* to B.
Let & 4 represent the event that .4 wins the traceability
game, i.e., SK* is shaped into the form as SK* =
(K',K,L,L', {Ky}xes;, D) and passes the Key Sanity
Check, as well as K’ ¢ {cy, ..., cg}.

— If &4 does not happen, it means that 3 does not get
any useful information. Thus B chooses (¢,, w,) €
Zp x G randomly as a solution to the /-SDH chal-
lenge problem.

— If £ 4 happens, B does the following steps:
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1) Set the polynomial

q
f=[lo+ar=vmMo+K)+y -1,
i=1
for some polynomial y(y) = ?:_01 (yiy") and
some y — 1 € Z,. Since f(y) = [[L,0 +
ci), ¢i € Zyand K" ¢ {c1,c2,.... ¢} ()
can not be divided by y + K’. Then, we have

y—1#£0.

2) Assume that L = g", where b, 1 € Z, are
unknown. According to the equation (2) and (3)
in the Key Sanity Check, we can obtain

L =g™ andK = gﬁhbt.
3) Compute ﬁ when ged(y — 1, p) = 1, and

- -1
o = (K/LOY ' = gark — gr@giin

g—1
—v 1 __1
w, = (0 HAI Dr-1 = gu+K/’
i=0
¢, = K'mod p.

For e 7. ) = e@ - 8. §77) = e(@. 9.
(cr, wy) is a correct solution to the /-SDH challenge
problem.

Let ¢ denote that (¢,, ;) is a solution for the /-SDH
challenge problem, which can be tested by whether
e(g® - g, wr) = e(g, g) holds. If £4 does not occur,
B randomly chooses (¢,, @) € Z, x G, thus ¢ happens
with a negligible probability, which we define as O for
simplicity. When £ 4 happens and ged(y — 1,p) = 1,
B outputs a tuple (¢, w,) satisfying e(g? - g, w,) =
e(g, g) with the probability as 1. The probability of 3
solving the /-SDH challenge problem is:

Pr[¢] = Pr[ ¢ | Awins |- Pr[ Awins |
+ Pr[ ¢ | Awins Aged(y —1,p) #1]
-Pr[ A wins A ged(y — 1, p) # 1]
+ Pr| ¢ | A wins Aged(y — 1,p) = 1]
- Pr[A wins A ged(y — 1, p) = 1]
=040+ 1-Pr[ AwinsAged(y —1,p) = 1]
= Pr[ A wins A ged(y — 1, p) = 1]
= ¢.
And the advantage of 5 in the /-SDH challenge game is
Advg =Pr [ ] =Pr[ Awins Aged(y —1,p) = 1] =e.

B. IND-CPA SECURITY PROOF

In our construction, the ciphertext will be updated when
the revocation list is changed. Since the updated cipher-
texte distribute identically with the original ciphertext, we
only consider the sematic security of the original ciphertext.
In this part, we will reduce the IND-CPA security (indis-
tinguishability of ciphertext under chosen plaintext attacks)
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of our TRUE-CPABE scheme to the decisional g-BDHE
assumption.

Theorem 2: Our scheme is IND-CPA secure under selective
access policy attacks if the decisional g-BDHE assumption
holds.

Proof: Assuming that there is a polynomial-time adver-
sary A who has at least non-negligible advantage ¢ in break-
ing our scheme, then a polynomial-time simulator 13 with the
advantage of 5 can be built to solve the decisional g-BDHE
challenge problem.

Let G and Gr be two multiplicative cyclic groups with
the order of prime number p, a bilinear map e: G x G —
Gr, and g be a random generator of G. B is given an
instance of the decisional g-BDHE challenge problem as:
y=1(g g, g ....g%, gdqﬂ, s gdzq) and W. If a coin flip
v = 1, then W = e(g, g)quS; otherwise, W is randomly
chosen from Gr. And B is required to output a guess v/ €
{0, 1} of v.

o Init: A defines an access structure A* = (M*, p*) and

arevocation list R* = {(ID7, id}), ..., (ID}, id})} to be

challenged, where M™ is a matrix with the size of £* xn*

and n* < gq.
o Setup: After receiving A* and R*, B initially sets the
identity table T = R*, then simulates the public

parameters as:

- Pick o’ € Z,, randomly, and compute e(g, g)% =
e(g?, g9 - e(g, g, which implicity set @ = o’ +
ditl,

— Randomly select a € Zy, B € Z, seth = g4, and

1 1
compute g%, h® = (g4)%, hF = (g?)7.

— Each attribute x € U, pick u, € Z, randomly, and
calculate the attribute parameter Uy as :

1) If the function p* labels ani € {1,2,...,£%}
into p*(i) = x, set

* 2 M* M
U, = g (gyMiu g yMiz . (g yMin.

2) Ifthereisnotani € {1, 2, ..., £*} marked with
p*(@) = x, set U, = g'~.
Finally, the public parameters are formulated as:

1
PP = <gv h’ hﬂ’ gav hav €(g, g)a’ {Ux}x€U>'

o Phase I: At this stage, .4 submits a sequence of tuples
(IDy, S1), ..., (IDy, S4) to B asking for the correspond-
ing identifers and secret keys. 3 responses in the follow-
ing ways:

Casel. If S; € A" and ID; ¢ {ID},...,ID}},j €
{1,..., q}, then abort.

Case2. If S; € A* and ID; € (ID],...,ID}},j €
{1,..., g}, thenrandomly choose b, ¢ € Z, and perform
the following steps by implicity setting

d1 N ai=t My
T blato)  blat+o M,
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— Compute XK', K,L,L’, K, as:

K =c,
s 1 M;}j]* a
K = (gﬂt )m(gdq)(a+c)/\/l['2 — gml’lbt,
le

1 . .
L= <(gdq)%“> (g4 “OM = ght,

L/ — (L)d — gdbl‘7
-1

<(gdq)ux>_l(gd“)ux(' I (gqu)M;fj)

K, =
Jj=2,...,n*
/\/1’.*1
i
l_[ <<gdq+jl)sz> M;k,
j=1,.., n*,j#£2
— U(a+c)ht
X .

— As for ID € {ID7},...,ID}} (there exists a k €
{1,...,r} such that ID = IDy), the simulator B
extracts the identifier id = id;’ from the challenge
revocation list R*. Then B calculates D as:

. » Mi,l B-(id+a)
D= ((gdq) (g‘” )Mi,2>
— (gidgu)ﬂ-(a‘l’c)-bl'

Case3. It S; ¢ A" and ID; € {ID},...,ID}},j €

{1, ..., ¢}, B generates an identifier and a secret key as
follows:

— Find a column vector w = (Wy, ..., Wyx) € ZI';*

with the first component w; = —1. For all i such

that p*(i) € S, then M} - w = 0. According
to the definition of the LSSS, such a vector must
exist [40].

— Randomly choose ¢, b, 6 € Z,, and set t as:

O +wid? +wpd?' ...

=
b(a + c)
FwprddT D),

— Generate K', L, L, K as:

K =c,
atc
K=(g" [T (¢7)"
i=2,....n*
= gare ",

T

L=|¢ 1—[ ( a7+l ')Wi s
A

L = L% = gaht‘

— Generate {K,},cs in the following two types:
Typel : If there isnot an i € {1, ..., £*} such that
p*() = x(x € S), set K, as:

Kx — (gux )(a+c)bt — L(a—&-c)ux — U)Ea-l—c)bt-
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Type2 : If p* labels an i € {1,...,£*} into the
attribute p*(i) = x(x € S), compute K, as:

*M

dME dPM;, d

-8

[T (e

j=1,...,n*

+14j—k \ Wi
[T ) )
k=1,...,n* k#j
=U(G+C)h[
X .

K: = (8" o

— L(a+c)ux (

8

— Compute D as Case 2.
Case4. If S; ¢ A* and ID; ¢ {ID},...,ID}},
jefl,...,q}, Bcomputes K',K,L,L', K, as Case 3.
As for the component D, B first checks whether ID is
contained in the identity table 7. If ID € T, extract id
from T'. Otherwise, choose a random element id € Z,,
which is not in T, and add (ID,id) into T. Then

compute D as:
g+1—i\ @i
("))

. l_[ B(id+a)
D = (g
— (gidga)ﬁ-(a—i-c)-bt'

i=1,...,n*

e Challenge: A declares two messages mg, m; € G with
the equal length, then B sets the challenge ciphertext as
follows:

— Randomly choose 5 € Z,, a coin flip o € {0, 1},
then compute

C=my W-e(g gy eg ¢ g,
CO — gS 'gS’
Co = (8" (&M

- Pick ys, ...,y € Zj, and T T € Zp
randomly, and compute C; 1, Ci2, (i = 1,...,£%)
as:

Cit = () gt . l_[ (g4yiMii
Jj=2,...,n

) l_[ (gd’)Mffj‘fi”

j=1,...,n*
Cir=(g")-g 5.
which implicity set 7; = s—7/,i € {1,..., £}, and

V= (s,5d 4 yz,5d*> 4+ y3, ..., sd" "' +y).

— Randomly choose s1,...,s, € Zp, which makes
that 5 = 3 _ 5. Then calculate C; , and
C,é’z,(kz 1...,r)as:

cl, = (gd)%‘3k7 ), = (g)idi+ars
Finally, B sends the challenged ciphertext CT* to A as:
CT* = (C. Co. Cp {Cit. Cin}ey ACL 1. Cobiy)-
o Phase 2: The same as Phase 1.
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o Guess: At last of the game, A returns o’ as a guess of o.
If o/ = o, B outputs v/ = 1, which indicates that W =
e(g, g)qus . Otherwise, BB outputs v/ = 0, which means
that W is randomly chosen from G7.

As can be seen from the above game, the public parameters
and the results of key queries in our simulation are identical
to the real system.

When v = 0, W is randomly chosen from Gr, thus the
message m,, is completely hidden from the adversary A. So A
wins the game with the probability Prlc’ = o|v = 0] = %
B outputs v/ = 0 when 0’ # o, and Pr[y/ = v|v = 0] = %

When v = 1, B gives a prefect simulation of the challenged
ciphertext. Suppose that the advantage of A is ¢ in breaking
the system, 13 guesses v = | when ¢’ = o, and then we have
Pr[y/ =vjy=1] = % + &.

The advantage of B in solving the decisional g-BDHE
challenge problem is:

Advg = |Pr[V = v|v = 0] - Pr[v = 0]
1
+ Py =vjv=1]-Prlv=1] — El
|1 1+1 (1+) 11
22T T TR T
V. PERFORMANCE ANALYSIS
For convenience, the notations used in the following descrip-
tion is introduced in Tab. 1. In this section, two tables will

be given to show the theoretical comparisons of functionality
and efficiency between our approach and some related works.

TABLE 1. Notations.

Notations Terms
[Z] The bitstring length of an element in Zj,
|G| The bitstring length of an element in G
|G| The bitstring length of an element in G
u The maximum number of users in the system
E Time cost of an exponentiations (/.882ms)
P Time cost of bilinear pairing (16.064ms)
Nz The maximum number of nodes in minimum cover set of attribute group
4 The maximum number of rows in the share generation matrix
nr The maximum number of attributes satisfying the access policy
ns The maximum number of attributes in the decryption key
T The maximum number of revoked users

TABLE 2. Functionality comparisions.

Schemes Instant revocation | Traceability | Ciphertext Update | Forward Secrecy
Ning et al. [36] N Vv - -
Lian et al. [37] X Vv Vv Vv
Wang et al. [38] Vv v v x
Ours Vv vV N N

As shown in Tab. 2, compared with the recent exist-
ing approaches, our TRUE-CPABE scheme can achieve
three functionalities: white-box tracing, traitor revocation,
and ciphertext update, and has the characteristic of forward
secrecy, which enable the proposed scheme more suitable for
practical and complexity commercial application.

Tab. 3 gives a comprehensive comparisons of the storage
cost and the computation overhead of our scheme with [36]
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TABLE 3. The system efficiency comparison.

Wang et al. [38] Ours

Lian et al. [37]
2] + (PEEEELED (44 1) (6]

Size of CT |Gr| + (3logl + 2+ 7)|G|
Keygen. Cost (5+ns +logl)E

Enc. Cost (6 4+ 3¢+ logU(3+logU))E

Dec. Cost (1+n)E+ (34 2n; +logld)P
CTupdate. Cost (2logU)E

Trace. Cost 2F + (4+ 2ns) P

|Zp| + (34 (Ne + 2)ns) |G|

|Zp| + (4 +ns)G

IGr| + (2 + 30)|G] IGr| + (24 2¢ + 27)|G|

(4 +3ng)E (7T+ng)E
(3+ 40+ (NLOE (44304 3r)E
24+ n)E+ (1+4+4np)P 24+ nr+2r)E+ (34 2n;)P
(B+nr(1+ Ng))E (3+3r)E

AE + (4 + 2ng)P 3E + (4+ng)P

I ian et al. [36]
[___Jwangetal. [37]
500 |-[EEEEH Ours

10 20 30 40 50 60 70
Number of attributes (n)

FIGURE 3. Computational time of encryption algorithm (1£ = 24, R = 22).

and [37]. Since we use the revocation list as a technique to
revoke the malicious users, it leads to an increase in ciphertext
size. But compared with [36] and [37], we can achieve instant
revocation and ensure the forward security, which has great
significance in practical application. Meanwhile, the storage
cost of secret keys in the user end is lower than others. And
for a more realistic performance analysis, we test the effi-
ciency of our scheme and [36], [37] based on Pairing-based
Cryptography (PBC) Library. The experiment is executed
by a laptop computer configured as Genuine, Intel, CPU,
TI500@3.40Ghz, and 2GB RAM. Moreover, we implement
our scheme on Type A supersingular elliptic curve E(F)) :
y? = x3 + x with the embedding degree 2, and tested order p
is 160 bits.

In a cryptosystem, the computing resources of the user
end are often limited, and thus system performance can be
effectively evaluated by the computational overhead of the
user end. Furthermore, since encryption or decryption time
is one of most concerned indicators, we compared the com-
putational time of encryption and decryption phase under
different number of the revoked users and attribute universe.
In Fig. 3 and Fig.4, we consider a lightweight system with
U = 2% = 16, and R = 22 = 4. Then we consider a large
system with U = 2! = 1024, and R = 2° = 64 in the
attribute universe from 10 to 70 in Fig. 5 and Fig. 6

As can be seen from Fig.3 to Fig.6, although the time con-
sumed of encryption and decryption algorithms in our scheme
is linear with the number of the revoked users and the number
of attributes, we can achieve the same system efficiency
as [36]. And it is obvious that the proposed scheme is much
more efficient than Wang et al.’scheme [37]. Especially in
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FIGURE 4. Computational time of decryption algorithm (1 = 2%, r =22).

2500

I Lian et al. [36]
[ Jwangetal. [37]
[ ours

2000 [

0 20 30 40 50 60 70
Number of attributes (n)

FIGURE 5. Computational time of encryption algorithm (1 = 210, r = 26).

I L ian et al. [36]
4500 HC___Wang et al. [37]
[ ours

10 20 30 40 50 60 70
Number of attributes (n)

FIGURE 6. Computational time of decryption algorithm (24 = 210, r = 26).

the decryption algorithm, since a bilinear pair operation takes
longer time than an exponential, and a fewer bilinear pair
operations are performed in the proposed scheme than [37],
which makes our scheme more efficient.
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FIGURE 7. Computational time of each algorithm (U = 30, 1/ = 219).
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Enc.
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FIGURE 8. Computational time of each algorithm (14 = 210, r = 27).

Fig.7 and Fig. 8 display the simulated data of the running
time of each stage of the proposed scheme. In Fig.7, we set the
size of attribute universe U = 30, and evaluate the efficiency
of revocation mechanism in our system, where the number of
revoked users is grow from 2* = 16 to 2° = 512. In Fig.8,
the number of revoked users is 27 = 128, and the number of
system users is i/ = 2!9 = 1024. As shown that the simulated
results is consistent with the theoretical analysis, and thus our
system is effective.

VI. CONCLUSIONS
In this paper, we have proposed an updatable CP-ABE
scheme, which can support white-box traceability and instant
traitor revocation. In our construction, given a secret key,
the malicious original key owner will be traced and validly
revoked from the cryptosystem. Moreover, we completed
the traceability proof of the proposed scheme based on the
[-SDH assumption, and reduced the IND-CPA security to the
decisional g-BDHE assumption under standard model.
However, our scheme just achieve the white-box traceabil-
ity, which is not a strong traceability model. A more realistic
situation is that the malicious users will leak the decryption
black-box/devices rather than their secret keys, which we
define as black-box model. Specifically, the malicious users
can hide the decryption algorithm by adjusting the decryption
algorithm and secret keys. In this case, since the secret key
and the decryption algorithm are not well-formed, the white-
box traceable system will fail. For further study, we will try
our best to construct an applicable CP-ABE scheme that can
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achieve black-box traceability and support efficient traitor
revocation and ciphertext updating.
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