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Inspiration : OOPSLA’14 slides :

http://homepages.dcc.ufmg.br/~fernando/publications/

presentations/OOPSLA14.pdf

http://homepages.dcc.ufmg.br/~fernando/publications/presentations/OOPSLA14.pdf
http://homepages.dcc.ufmg.br/~fernando/publications/presentations/OOPSLA14.pdf
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Motivation and big picture

Goal : Safety

Prove that (some) memory accesses are safe :

◮ Fight against bugs and overflow attacks.
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Motivation and big picture

Contributions (OOPSLA’14)

A technique to prove that (some) memory accesses are
safe :

Less need for additional guards.

Based on abstract interpretation.

Precision and cost compromise.

Implemented in LLVM-compiler infrastructure :

Eliminate 50% of the guards inserted by AddressSanitizer

SPEC CPU 2006 17% faster

LG,FP (Lyon1/LIP) Validation of Memory Accesses Through Symbolic Analyses 2015 և 5 / 35 ։



Motivation and big picture

Our key insight : Symbolic (parametric) Analyses

◮ R(i) ⊆W (p) thus p[i] is safe.
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Motivation and big picture Overview

A bit on sanitizing memory accesses

Different techniques : but all have an overhead.

Ex : Address Sanitizer

Shadow every memory allocated : 1 byte→ 1 bit (allocated

or not).

Guard every array access : check if its shadow bit is valid.

◮ slows down SPEC CPU 2006 by 25%

◮ We want to remove these guards.

LG,FP (Lyon1/LIP) Validation of Memory Accesses Through Symbolic Analyses 2015 և 8 / 35 ։



Motivation and big picture Overview

Green Arrays : overview 1/2
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Motivation and big picture Overview

Green Arrays : overview 2/2
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Technical context LLVM

A bit on LLVM

LLVM is a compiler infrastructure :

Open source

Various frontends (C, C++,

Fortran)

Various code generators (x86,

. . . )

Writing optimisations is easier :

A unique IR (intermediate representation)

C++ iterators (functions, blocks, . . . )
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Technical context LLVM

LLVM representation : SSA form

x ← 5

x ← x - 3

x < 3 ?

y ← x - 3
y ← 2 * x

w ← y

w ← x - y

z ← x + y

x_1 ← 5

x_2 ← x_1 - 3

x_2 < 3 ?

y_2 ← x_2 - 3
y_1 ← 2 * x_2

w_1 ← y_1

y_3 ← phi(y_1 ,y_2)

w_2 ← x_2 - y_3

z_1 ← x_2 + y_3
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Technical context LLVM

LLVM representation : a toy example

void simple_loop_constant () {

for(unsigned i=0; i<10; i++) {

// Do nothing

}

} block %0

br label %1

block %1

%i.0 = phi i32 [ 0, %0 ], [ %5, %4 ]

%2 = icmp ult i32 %i.0 , 10

br i1 %2, label %3, label %6

block %6

ret void

block %3

br label %4

block %4

%5 = add i32 %i.0 , 1

br label %1

Credits G. Radanne

LG,FP (Lyon1/LIP) Validation of Memory Accesses Through Symbolic Analyses 2015 և 14 / 35 ։



Symbolic Range Analysis

1 Motivation and big picture

2 Technical context LLVM

3 Symbolic Range Analysis

4 A bit on the other analyses

5 Experimental results

6 Conclusion

LG,FP (Lyon1/LIP) Validation of Memory Accesses Through Symbolic Analyses 2015 և 15 / 35 ։



Symbolic Range Analysis

Symbolic Ranges (SRA) : Goal
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Symbolic Range Analysis

SRA on SSA form : a sparse analysis

An abtract interpretation-based technique.

Very similar to classic range analysis.

One abstract value (R) per variable : sparsity.

◮ Easy to implement (simple algorithm, simple data structure).
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Symbolic Range Analysis

SRA on SSA form : constraint system

v = • ⇒ R(v) = [v, v]

v = o ⇒ R(v) = R(o)

v = v1 ⊕ v2 ⇒ R(v) = R(v1)⊕
I R(v2)

v = φ(v1, v2) ⇒ R(v) = R(v1) ⊔R(v2)

other instructions ⇒ ∅

⊕I : abstract effect of the operation ⊕ on two intervals.

⊔ : convex hull of two intervals. ◮ All these operation are

performed symbolically thanks to GiNaC
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Symbolic Range Analysis

SRA on SSA form : an example

N = randunsigned ()

i_0 = 0

i_1 = phi(i_0 ,i_2)

i_1 < N ?

i_2 = i_1 + 1

R(i0) = [0, 0]

R(i1) = [0,+∞]

R(i2) = [1,+∞]
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Symbolic Range Analysis

Improving precision of SRA : live-range splitting 1/2

◮ e-SSA form.
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Symbolic Range Analysis

Improving precision of SRA : live-range splitting 2/2

Rule for live-range splitting :
 

t = a < b

br (t, l)
 

 

at = σ(a)

bt = σ(b)
 

 

af = σ(a)

bf = σ(b)
 

l

R(at ) = [R(a)↓, min(R(b)↑− 1, R(a)↑)]

R(bt ) = [max(R(a)↓ + 1, R(a)↓), R(b)↑]

R(af ) = [max(R(a)↓, R(a)↑), R(a)↑]

R(bt ) = [R(b)↓, min(R(a)↑, R(b)↑)]

◮ All simplications are done by GiNaC.
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Symbolic Range Analysis

SRA + live-range on an example

N = randunsigned ()

i_0 = 0

i_1 = phi(i_0 ,i_2)

i_1 < N ?

i_t = sigma(i_1)

i_2 = i_t + 1
R(it) = [R(i1) ↓,min(N − 1, R(i1) ↑)]

R(i0) = [0, 0]

R(i1) = [0,min(N, 0)]
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A bit on the other analyses

Symbolic regions 1/2 : Goal

Compute (an overapproximation of) the range of valid

accesses from base pointers :
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A bit on the other analyses

Symbolic regions 2/2 : An example
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A bit on the other analyses

Safety : result

If 0 ∈W (p), then ∗p is safe, else DK
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A bit on the other analyses

Overflows 1/2
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A bit on the other analyses

Overflows 2/2

◮ We instrument the code to detect overflows.
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Experimental results

Experimental setup
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Experimental results

Percentage of bound checks removed
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Experimental results

Runtime improvement
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Conclusion

In the paper

A complete formalisation of all the analyses :

Concrete and abstract semantics.

Safety is proved.

Interprocedural analysis.
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Conclusion

Conclusion

Static analyses for memory accesses :

New toolchain.

Reusable analyses.

◮ https://code.google.com/p/ecosoc/

Work in progress : improving precision of the symbolic range

analysis (with D. Monniaux).
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