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ABSTRACT—Conventional visual cryptography (VC) suffers from a pixel-expansion 

problem, or an uncontrollable display quality problem for recovered images, and lacks a 

general approach to construct visual secret sharing schemes (VSSs) for general access 

structures (GASs). We propose here in a general and systematic approach to address these 

issues without sophisticated codebook design. The approach can be used for binary secret 

images in non-computer-aided decryption environments. To avoid pixel expansion, we design 

a set of column vectors to encrypt secret pixels rather than use the conventional VC-based 

approach. We begin by formulating a mathematic model for the VC construction problem to 

find the column vectors for the optimal VC construction, after which we develop a simulated-

annealing-based algorithm to solve the problem. It indicates that the display quality of the 

recovered image is superior to that of previous studies.  

 

 

1. INTRODUCTION 

 

        Visual cryptography (VC), allows the encryption of secret information in image. The 

existing VC schemes (VCSs) can be divided into two categories: threshold access structure 

(also known as 𝑘-out-of-𝑛 VCSs or (𝑘,𝑛)-VCSs) and general access structure (GAS).The 

GAS concept and also developed a VC-based solution for some GASs. Using the GAS 

enables dealers to define reasonable combinations of shares as decryption conditions rather 

than to specify the number of shares. The pixel-expansion problem is a major drawback with 

most VCSs that use the VC-based approach. The pixel-expansion problem affects the 

practicability of a VC scheme because it increases the storage and/or transmission costs. 

Moreover, the pixel-expansion problem usually introduces the side effect that the recovered 

secret images have less contrast. The contrast of the recovered images decreases in proportion 

to 𝑚, whereas the shares are expanded by a factor of 𝑚 times. As a result, the decrease in 

contrast limits the application of these VC schemes are expanded by a factor of 𝑚 times. As a 

result, the decrease in contrast limits the application of these VC schemes. The display 

quality of a recovered image is affected not only by its contrast value but also by its 

blackness. The degree of blackness represents the probability that black secret pixels will be 

accurately recovered. An image that has higher contrast should have better display quality 

when the blackness is fixed. However, a greater blackness value (e.g., 100%) may decrease 

the contrast value of the recovered image. In this paper, we take blackness as one of the 
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design factors to improve the display quality of recovered images. In decreasing contrast of 

recovered images in some access structures the existing VCS construction algorithms for 

GASs cannot simultaneously avoid the pixel-expansion problem and guarantee an acceptable 

blackness. These issues motivated us to develop a systematic approach to the construction of 

size invariant VCSs (SIVCSs or VCSs in short) for GASs subject to the adjustable display 

quality of recovered images. In decreasing contrast of recovered images in some access 

structures the existing VCS construction algorithms for GASs cannot simultaneously avoid 

the pixel-expansion problem and guarantee an acceptable blackness. These to develop a 

systematic approach to the construction of size invariant VCSs (SIVCSs or VCSs in short) for 

GASs subject to the adjustable display quality of recovered images. The proposed approach 

for SIVCSs is applicable to binary secret images and no computational devices are needed 

during the decryption phase. A mathematical optimization model for the problem of the 

SIVCS for GASs where the objectives are to maximize the worst and average contrast of 

recovered images simultaneously under a blackness constraint. By adjust the blackness 

depending on the characteristics of the secret images to obtain the best display quality for the 

recovered images. Then, we develop a simulated-annealing-based algorithm to solve the 

combinatorial optimization problem. Finally, the other approaches and present 

implementation results to evaluate the effectiveness of the proposed algorithm.  

 

2. PROBLEM STATEMENT 

 

The proposed approach for SIVCS is applicable to binary secret images to increase the 

display quality of stacked image. The approach can be used for binary secret images in non-

computer-aided decryption environments. To avoid pixel expansion, we design a set of 

column vectors to encrypt secret pixels rather than use the conventional VC-based approach. 

Using this model, dealers can adjust the blackness depending on the characteristics of the 

secret images to obtain the best display quality for the recovered images. We begin by 

formulating a mathematic model for the VC construction problem to find the column vectors 

for the optimal VC construction, after which we develop a simulated-annealing-based 

algorithm to solve the problem. 

  

3. BACKGROUND AND RELATED WORK  

 

3.1Background of General Access Structures  

 

Suppose P= {1, , ,n} is a set of 𝑛 participants, and 2 denotes the power set of . The quantity 

denotes the set of subsets of from which we wish to share the secret; thus, 2. Each set in is 

said to be a qualified set, and each set not in is called a forbidden set. Obviously, 2 and. 

Based on these definitions, a VCS for an access structure on can yield 𝑛 shares. When we 

stack together the shares associated with the participants in any set, and then recover the 

secret image, but any has no information on the stacked image. The quantity consists of all 
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the minimal qualified sets: In traditional secret 

sharing schemes, increases monotonically and decreases monotonically, the access structure 

is said to be strong, and is called a basis. In a strong access structure,  

And we say that is the closure of. If, then the 

access structure is said to be weak. The 3 participants share a secret image (i.e., *, 2, +) and 

{* ,2+,* , +}, in the strong access structure VCS, stacking any set of subsets 

* ,2+, * , +, or * ,2, + can reveal the secret image; otherwise, no information can be 

displayed. However, in the weak access structure VCS, only stacking sets can reveal the 

secret image; the image is not guaranteed to be revealed with set {1,2,3}.  

 

4. THE PROPOSED MODEL  

 

The main idea behind the proposed SIVCS is the probabilistic visual cryptography (ProbVC) 

which was first proposed. Constructed the (𝑘,𝑛)-VCS by using two collections of column 

vectors, and , which are transformed from basis matrices of the conventional (𝑘,𝑛)-VCS. 

Suppose the basis matrix contains 𝑛 𝑚 entries, ( ) will contain 𝑚 𝑛 column vectors. To share 

a black (white) pixel, one of the column vectors in c1 (c0) is randomly chosen and then 

distributes -th entry in the column vector to -th share. (2,3)-ProbVC scheme is constructed by 

the following collections of column vectors  

 
C1 and c0 are transformed from two basis matrices of the conventional (2,3)-VCS. For 

encrypting a black secret pixel and suppose the chosen column vector is the 

pixels 0, 1, and 0 are distributed to shares 1, 2, and 3, respectively. In this fashion, each secret 

pixel within a secret image is encrypted in only one pixel in each constituent share. Thus, 

image size of shared and stacked images is same as the secret image. The approach of Ito et 

al. has to rely on existing basis matrices of the conventional VCSs. The ProbVC is as secure 

as the conventional VCSs. Develop a general construction methodology for SIVCSs for 

GASs 

 

5. FEASIBILE SOLUTION 

The solution is considered feasible if the following conditions are satisfied:  

 
The security condition on restricting secret accessibility of any forbidden set. For any 

forbidden set Y,  is all members of Y and denotes the 

collection of column vectors that are obtained by restricting each 𝑛-tuple vectors in ( ) to 

rows c1(c0) to row . Then have to contain the same collections 
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of 𝑞-tuple vectors with the same chosen probabilities. The black and white secret pixels are 

therefore indistinguishable by human‘s visual system. The property is equivalent to the 

security condition presented for conventional VCSs. Hence, valid as a security condition of 

ProbVCSs. It ensures that the blackness of recovered black secret pixels is higher than that of 

recovered white secret pixels in a qualified recovery image.  

If  a human‘s visual system can recognize a difference 

between the recovered secret pixels. If is large enough, a human‘s visual system can 

distinguish between the recovered black and white secret pixels to obtain the secret images. 

Using these definitions, a SIVC scheme for access structure can be constructed as follows: let 

two collections of sets and be adopted for the SIVCS. In the encryption phase, the dealer 

randomly chooses one column vector from c1(c0) to encrypt white (black) secret pixels. The 

above-mentioned method, which is also called the single pixel encoding method, encrypts a 

secret image pixel by pixel. This method is easy and low in complexity, but it cannot 

guarantee that the pixel can be uniformly distributed in a small area in the reconstructed 

image. It may decrease the quality of reconstructed images..Proposed a multi-pixel block size 

invariant VCS that maintain the relative pixel density in a small area in the reconstructed 

image to improve the quality of the image. The proposed scheme is built from existing basis 

matrices of the conventional VCS. However scheme, the encryption process is performed by 

taking a multi-pixel block as a unit of encryption. They suggest that to use the pixel 

expansion factor, 𝑚, in the conventional VCS as the block size of encryption. It is worked on 

the multi-pixel encoding method to improve the quality of the reconstructed image. Their 

method is similar to it collected the pixel block in the secret image by a zigzag scan method 

in each encoding run. We focus on how to find code collection sets, and , for SIVCSs upon a 

given access structure. Hence, we use the single pixel encoding method to generate shares.  

 

6. SA-BASED ALGORITHM 

 

The SA-based algorithm is developed for solving model IP2. The proposed approach treats 

decision variable 𝑚 as a given variable and tries to find the best solution with a given access 

structure c1 (c0) based on 𝑚. Step 1 randomly guesses an initial value for and subject to the 

security constraint on each share. Step 2 calculates energy value for the first solution. Given 

that the optimization problem in IP2 is a minimization problem, the energy function in the 

SA-based algorithm is directly defined as c1 (c0). Steps 3 and 4 initialize related parameters 

for the SA procedure. Steps 5–24 are the main SA loop, which will be terminated when the 

frozen temperature, 𝑡𝑓, is reached. Steps 6–22 are executed 𝑟 times to refine solutions in a 

state of equilibrium. Steps 7 and 8 randomly explore a next solution by altering the current 

solution state of its neighbourhood. The step size in Step 7 is very small; the algorithm selects 

column vector 𝑗 in, and then alters the encoding of share. The altered encoding is denoted by 

𝑠𝑖,𝑗 . Step 7 indicates that share violates the security condition, which is corrected in Step 8. 

Step 8 selects a column vector in in which the encoding of share 𝑖,𝑗 , differs from 𝑠𝑖,𝑗 and 

then alter 𝑠𝑖,𝑗 . In such a way, the encoding of share can be altered and the security condition 
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of share can be preserved. Steps 10–14 deal with Constraint (7) in model IP2 only while the 

current solution receives no penalty (i.e., < ). Step 11 reduces the current code collection and 

then Step 12 checks whether or not the code collection meets Constraint (7). If the constraint 

can be satisfied, the energy of the feasible solution is re-evaluated based on the actual 

quantity of vectors in the solution (i.e., 𝑚 ) in Step 13; if the constraint cannot be satisfied, 

then it aborts the solution. Steps 15–21 evaluate the value of the energy function for the new 

state and decide whether or not the current state will be replaced by the new state. The 

objective value with the minimum energy value should be saved as the best solution in Step 

20. After 𝑟 solution iterations, parameters 𝑡 and 𝑟 are modified in Step 23. 

 

 
Table-I SA-based algorithm for access structure 

 

7. DEMONSTRATION 
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The contrast value of Fig. 5(d) is lower than that of the others; the display quality of Fig. 5(d) 

is superior to that of Fig. 5(b) and (c) because all of the black secret pixels can be recovered. 

Because a cipher-text can be made in smaller (or thin) fonts the secret image can have higher 

capacity in a given area or a dealer can write the cipher-text in a smaller area. The above 

example proves the effectiveness of the blackness constraint in the proposed optimization 

model. These results also indicate that the blackness can be more important than contrast in 

the visual quality of a VC scheme. 

 
Fig. 7. A part of implementation results for access structure 10, (a) the secret image 

(320x320 pixels, 192DPI), (b) the recovered image for set {2,3,5} (Model A, contrast 

=1/10, blackness =4/5), (c) the recovered image for set {2,3,5} (Model B, =1/10, =9/10), 

(d) the recovered image for set {1,3,4,5} (Model C, =1/12, =1)  

 

 

8. CONCLUSION AND FUTUREWORK 

 

A weak visual cryptography scheme for GASs using the optimization technique. The 

proposed model for SIVCSs eliminates the disadvantages of the pixel-expansion problem 

from which conventional VC scenarios suffer. Our method guarantees the blackness of black 

secret pixels for VCSs and improves the display quality of the worst-case image. Our 

approach performs better than those previously proposed in terms of the display quality of the 

recovered image, which includes the controllable blackness for black secret pixels and 

maintenance of the same aspect ratio as that of the original secret image. The major 

contributions of this work include the following three: First, this is the first solution for weak 

SIVCS for GASs subject to controllable blackness of black secret pixels. Second, we 

formulate the construction problem of the SIVCS for GASs as a mathematical optimization 

problem such that the problem can be solved by using optimization techniques. Third, the 

proposed method is a general and systematic approach that can be applied to any VC schemes 

without individually redesigning codebooks or basis matrices. 
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