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ABSTRACT

In this paper, a robust blind watermarking method for 3D volumes

is presented. A bivalued watermark is embedded in the Fourier

transform magnitude of the 3D volume. The Fourier domain has

been selected because of its important properties in terms of scal-

ing and rotation invariance. Furthermore, a special symmetry of

the watermark is exploited, in order to decrease the detection time.

The proposed method is proven to be resistant to 3D lowpass fil-

tering, noise addition, scaling, translation, cropping and rotation.

Experimental results prove the robustness of this method against

the above-mentioned attacks.

1. INTRODUCTION

Multimedia data can be easily copied, reproduced and sometimes

maliciously processed in a networked environment. Thus, pro-

tection of multimedia information has attracted a lot of attention

during the last few years. Watermarking has been proposed as an

efficient tool for copyright protection. The related research has ex-

hibited tremendous growth in the past decade. The basic concept

behind any watermarking technique is the insertion of an invisi-

ble signal (watermark) in the original data. This signal conveys

copyright information about the owner or authorized user.

The limited existing literature with respect to 3D voxel-based

watermarking manifests the little attention that has been given to

this domain which is very important for medical image copyright

protection. In [1], watermarking is used for medical image in-

tegrity verification. The watermark insertion is applied in the spa-

tial domain and the extraction can be performed using crypto-

graphic hash functions, parity control or linear block codes. In

[2], a 3D voxel based watermarking method is proposed, which

is an extension of the 2D watermarking methods in [3], [4]. In

[5], another 3D voxel based watermarking method is introduced,

which embeds the watermark into the 3D DCT domain of the vol-

ume. The watermarked volume is obtained by applying an inverse

DCT. A similar approach is presented in [6], where the embedding

is performed in the wavelet domain.

In this paper, a 3D volume-based watermarking method is pre-

sented. The watermark is embedded into the magnitude of the

Fourier transform of the volume. However, the watermark is not

embedded into the entire frequency domain, but it is localized be-

tween two homocentric spheres. The proposed method is blind,

which implies that the original (unwatermarked) volume is not
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needed in the detection procedure. Therefore, if the volume is

geometrically transformed (rotated, translated, scaled or cropped),

the detection procedure is relatively slow. However, the special

watermark structure and the fact that the watermark is embed-

ded in the Fourier magnitude accelerates the detection procedure,

because the geometrical properties of the Fourier domain are ex-

ploited. More specifically, the watermark is designed in such a way

as to obtain icosahedral symmetry. This property accelerates the

detection procedure significantly, in the case that the watermarked

volume has been rotated.

The use of the 3D (icosahedral) watermark symmetry to counter

3D rotation attacks and to reduce the search space for 3D rotation

angles is the main novelty of this paper along with the use of the

Fourier domain that results in the significant reduction of the de-

tection time of the proposed blind method.

The paper is organized as follows. In Section 2, the properties

of the 3D Fourier transform are described. Section 3 describes the

watermark construction, embedding and detection procedures, as

well as the performance evaluation process. In Section 4, special

reference is given to the robustness of the method against geomet-

rical distortions and to the contribution of the watermark structure

and the properties of the Fourier transform towards that goal. Fi-

nally, in section 5, experimental results and conclusions are pre-

sented.

2. 3D FOURIER TRANSFORM PROPERTIES

The 3D Fourier transform has the following properties:

• Circular shifts in the spatial domain do not effect the magni-

tude of the Fourier transform:

|DFT [v(n1 + d1, n2 + d2, n3 + d3)]| = M(k1, k2, k3) (1)

• Scaling in the spatial domain causes inverse scaling in the fre-

quency domain:

DFT [v(sn1, sn2, sn3)] = 1/sV (k1/s, k2/s, k3/s) (2)

where s is the scaling factor.

• Rotation in the spatial domain causes the same rotation in the

frequency domain:

DFT [v([[n1, n2, n3]
T
Rθxθyθz ]T )] =

V ([[k1, k2, k3]
T
Rθxθyθz ]T ) (3)

where x
T denotes the transposed vector of x and Rθxθyθz is

the 3D rotation matrix by θx, θy and θz angles around the x, y
and z axes respectively.
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3. WATERMARK CONSTRUCTION, EMBEDDING,

DETECTION AND METHOD EVALUATION

3.1. Watermark construction

The watermark W is a three dimensional bivalued signal, which

takes one of the two values, 1 or −1. The number of 1s has to be

identical to the number of −1s, so that the watermark signal has

a zero mean value. To proceed, one should observe that modifi-

cations in the low frequencies of the Fourier transform will cause

visible changes in the spatial domain of the 3D volume. Further-

more, usual lowpass filtering operations mostly affect the high fre-

quencies of the Fourier transform. Thus, the watermark should be

added in the middle frequencies, because, if carefully designed, it

will be both robust against lowpass filtering and perceptually in-

visible. Considering that the zero frequency term is in the center

of the transform domain, the watermark is embedded in a region

that covers the middle frequencies:

W (r, φ, θ) =

{

0, if r < R1 and r > R2

±1, if R1 < r < R2
(4)

where r =
√

k2
1 + k2

2 + k2
3 , θ = arctan (k2/k1),

φ = arctan
(

k3/
√

k2
1 + k2

2

)

. The watermark W is a spherical

shell of inner radius R2 and outer radius R1, having values ±1.

Another important issue, besides the choice of the embedding

domain of the watermark, is its symmetry. We construct a sym-

metrical watermark in order to reduce the search space in the ro-

tation domain [θx, θy, θz]. More specifically, a regular polyhedron

is selected as symmetrical watermark. Obviously, as the number

of the polyhedron edges increases, the rotation search space de-

creases. Although in the corresponding 2D method [7], a 2D ring

is divided into any desirable number of sectors, in the 3D case, the

number of the regular polyhedron faces can not be arbitrary. Un-

fortunately, there is an upper limit for the number of the edges of

a regular polyhedron. Hence, the icosahedron illustrated in Fig-

ure 1, is the selected regular polyhedron. It can be considered as

a union of 20 pyramids where each pyramid has a common face

with three others. The coordinates of the 12 icosahedron vertices

can be given by: (± 1

2
, 0,± r

2
), (± r

2
,± 1

2
, 0), (0,± r

2
,± 1

2
), where

r is the golden ratio (r = 1+
√

5

2
). Thus, the watermark can be

considered as an inner shell of an icosahedron, which consists of

identical pyramids. The fast watermark detection resulting from

the use of icosahedral symmetries is analyzed in Section 4.

3.2. Watermark embedding

Let v(n1, n2, n3) be a N × N × N grayscale original volume

and V (k1, k2, k3) its Discrete Fourier Transform (DFT). Let also

M(k1, k2, k3) = |V (k1, k2, k3)| be the magnitude, P (k1, k2, k3)
the phase of V (k1, k2, k3) and W (k1, k2, k3) the watermark. The

watermark is embedded in the volume Fourier magnitude coeffi-

cients, according to the following embedding rule:

M ′(k1, k2, k3) =
M(k1, k2, k3) + M(k1, k2, k3)W (k1, k2, k3) · p =
M(k1, k2, k3)(1 + W (k1, k2, k3) · p)

(5)

where p is a factor that determines the watermark strength. The

embedding is performed in a multiplicative way, because this cor-

responds to a simple watermark masking, i.e., the watermark am-

plitude increases as the Fourier coefficient magnitude increases.

The watermarked volume v′(n1, n2, n3) is produced by tak-

ing the inverse Fourier transform of the watermarked magnitude

M ′(k1, k2, k3) and the phase of the original volume P (k1, k2, k3):

v′ = IDFT (V ′), V ′ = M ′(cos(P ) + i sin(P )). (6)

3.3. Watermark detection

Let V ′ be the DFT of a possibly watermarked volume and M ′ its

magnitude. The correlation c between the possibly watermarked

coefficients M ′ and the watermark W can be used to detect the

presence of the watermark:

c =
N

∑

k1=1

N
∑

k2=1

N
∑

k3=1

W (k1, k2, k3)M
′

(k1, k2, k3). (7)

If the volume V ′ is watermarked by another watermark W ′, W 6=
W ′, then the correlation c is given by:

c =
N

∑

k1=1

N
∑

k2=1

N
∑

k3=1

(W (k1, k2, k3)M(k1, k2, k3) +

pW (k1, k2, k3)W
′(k1, k2, k3)M(k1, k2, k3)

)

(8)

If the volume V ′ is watermarked by W , the correlation c is:

c =

N
∑

k1=1

N
∑

k2=1

N
∑

k3=1

(W (k1, k2, k3)M(k1, k2, k3) +

pW 2(k1, k2, k3)M(k1, k2, k3)) (9)

Assuming that;

• W, W ′, M are independent and identically distributed random

variables,

• W, W ′ have zero mean value and are orthogonal to each other,

the mean value µc of c is given by:

µc =







K · p · µ
M

if W = W ′

0 if W 6= W ′

0 if no watermark is present

(10)

where µ
M

and σ2

M
are the mean value and the variance of M ,

respectively, and K is the number of the volume voxels in the

spherical shell (K = 4

3
π(R3

2 − R3
1)). The correlator c can also

be expressed in a normalized form: cn = c/µc. In this case, the

mean value µc depends on the magnitude of the Fourier transform

of the original volume M(k1, k2, k3), which is unknown. Instead

of µ
M

, we can use µ
M′

, because:

µ
M′

= M(k1, k2, k3) + pW (k1, k2, k3))M(k1, k2, k3) =

M(k1, k2, k3) = µ
M

3.4. Performance evaluation of the watermarking method

For the performance evaluation of the proposed method, false alarm

and false rejection probabilities are used. The watermark detection

rule is:

H0: V is watermarked by W , if cn ≥ T
H1: V is not watermarked by W , if cn < T .

Considering that T is the detection threshold, two error proba-

bilities must be estimated, namely the false alarm probability Pfa



(which is the probability of detecting a watermark in an unwater-

marked volume) and the false rejection probability Pfr , i.e. the

probability of not detecting the watermark in a watermarked vol-

ume.

In order to estimate these error probabilities (Pfa and Pfr), a

watermark is embedded in the volume and then, detection is per-

formed using the correct key (the key that was used in the embed-

ding) and then an erroneous key. This is performed for L different

pairs of correct and erroneous keys. As a result, two sets of de-

tector outputs are produced, one for detection with erroneous keys

(set A) and one for detection with correct keys (set B). In order to

estimate the above mentioned probability errors, we approximate

the empirical pdf of cn with a continuous distribution. Assum-

ing that the detector summation terms in (7) are independent and

identically distributed (i.i.d.) and using the central limit theorem,

it can be derived that both detector output sets (A, B) follow the

Gaussian distribution. Given the estimated detector output pdfs,

the resulting ROC (Receiver Operating Characteristic) curves are

constructed. In order to construct the ROC, the following intervals

have to be calculated

Pfa =

∫ ∞

T

f1(x)dx, Pfr =

∫ T

∞
f2(x)dx.

where f1(x) and f2(x) are the theoretical detector output distribu-

tions of detector output sets A and B respectively. Each threshold

value T corresponds to a pair of (Pfa, Pfr). The ROC curve con-

sists of all the pairs of (Pfa, Pfr) calculated for several values of

T .

4. GEOMETRICAL ATTACKS

In this section the effect of geometrical distortions on the embed-

ded watermark are examined and recovery mechanisms are pre-

sented. The spherical symmetry is exploited to counter 3D rotation

attacks.

4.1. Rotation

The watermark is constructed in such a way that the detection

procedure of a rotated watermarked volume becomes simpler and

faster. The main idea is to restrict the search space [θx, θy, θz] and,

consequently, to accelerate the watermark detection process.

Suppose that we have a watermarked volume, rotated by an-

gles θx, θy and θz around x, y and z axes, respectively. Prior to

the detection procedure, the watermarked volume should be ro-

tated backwards to its initial position. However, since the method

is blind, the initial unwatermarked volume is unknown. Conse-

quently, the rotation angles are unknown as well. Because of the

icosahedral symmetry of the watermark, the detection will be suc-

cessful not only for the initial position of the watermarked volume

but for a total of 20 different rotated positions.

4.2. Scaling

Scaling in the spatial domain causes inverse scaling in the fre-

quency domain (2). If the size of the initial volume is N ×N ×N
and the radii (internal and external) of the watermark (in the fre-

quency domain) are R1 and R2 respectively. Suppose that we scale

the watermarked volume by a scale factor s, (s > 0), then, the

scaled volume size is sN × sN × sN , but the size of the wa-

termark of the scaled volume remains unaltered in the frequency

Fig. 1. Icosahedron.

domain. This means that the watermarked coefficients will still lie

within the spherical shell of radii R1 and R2.

Thus, in the case of a scaled volume watermark detection, we

only have to calculate the correlation between the watermark and

the watermarked volume magnitude, since R1 and R2 are constant

values. Furthermore, because of the correlator normalization, the

correlation output does not depend on the scale factor s.

4.3. Cropping

Cropping in the spatial domain results in a change in the frequency

sampling step. Thus, in order to detect the watermark, we firstly

have to change the frequency sampling step of the cropped vol-

ume and then compute the correlation. Unfortunately, since the

method is blind, the size of the original (non-cropped) volume is

not known. Therefore, correlation has to be computed for several

sampling steps and the maximum correlator output should be se-

lected.

4.4. Translation

In many domains (e.g. medical imaging) where 3D volumes are

used, all the useful information lies within the volume objects.

Usually, the volume background consists of voxels of uniform lu-

minance (typically zero). Thus, any translation of the volume con-

tent that does not lead to object truncation is equivalent to a 3D

circular shift. The proposed method is robust against this kind of

attack. Due to the translation property of the Fourier transform,

as illustrated in equation (1), the Fourier magnitude remains un-

altered after the applying of a circular shift in the spatial domain.

Rotation around an arbitrary center is equivalent to rotation around

the volume center, followed by translation. Therefore, the pro-

posed method is also robust against such an attack.

5. EXPERIMENTAL RESULTS AND CONCLUSIONS

This method was applied in a number of 3D medical volumes. A

gray scale 256 × 256 × 256 volume was used as a host volume

in this paper. The watermark was embedded in the object voxels

only (non zero), whereas the background voxels (zero) remained

unaltered. The number of the non zero voxels of the volume is

equal to 4.671.878, which is only the 27.85% of the total number

of the volume voxels. Thus, after the embedding procedure, all the

voxels of the watermarked volume were converted to zero valued

voxels, if the corresponding voxels of the original volume were

zero valued.



Fig. 2. ROC curves illustrating algorithm performance against at-

tacks.

The embedding power p that was used was equal to 0.3. The

SNR during embedding is 31 dB. Therefore, the watermark is ex-

pected to be invisible.

It should be noted that in all the performed experiments, cn is

always bigger than the chosen threshold T (T = 0.055) in case

of detection using the correct key, and lower that T when the de-

tection is performed with an erroneous key, even if the volume is

filtered or geometrically transformed. Thus, P̂fa = P̂fr = 0.

If we approximate the empirical distributions with the contin-

uous ones (subsection 3.4), we can calculate the ROC curves more

accurately. The robustness of the 3D watermarking system to var-

ious attacks is shown in Figure 2, where ROC curves are plotted.

The solid line corresponds to the ROC curve of the detector out-

put in the case of no attack. The dotted line indicates the ROC

curve after a histogram equalization attack. In the latter case, the

results are better than the no attack one which occures because his-

togram equalization amplifies middle frequencies and hence the

watermark itself. Based on this observation, we can apply his-

togram equalization or high-pass filtering or an image whitening

operation as a pre-detection process, in order to improve the de-

tection results, i.e. to decrease the false alarm and false rejection

errors. The other two ROC curves correspond to median and mov-

ing average filtering. The window size in both filtering processes

is 3×3×3. As can be seen from the figure, the algorithms perfor-

mance is almost the same after applying these two filtering attacks

in the watermarked volume.

Additional tests were performed in order to show the algo-

rithm’s efficiency. In case of a translation attack, the method’s

performance is very good since the EER equals 10−27. The algo-

rithm was also tested against scaling attacks. Experiments were

performed using a scale factor equal to 0.5. Because of the fact

that the watermark is embedded in the middle frequencies, the de-

tection is robust with an EER equal to 10−4. Furthermore, we have

to underline that detection time is not affected by scaling, due to

the Fourier properties there is no need for detection for several

sampling steps [8].

Finally, in the case of rotation attacks we performed the fol-

lowing tests. The watermarked volume was rotated using suitable

angles, so that, due to the watermark symmetry, the detector output

would be expected to be greater than the threshold. This experi-

ment has been performed for all the combinations of the following

angles: 0, 2π/5, 4π/5, 6π/5, 8π/5 around the x-axis, 0, π/3,

2π/3, 4π/3, 5π/3 around the y-axis and 0, 2π/3, 4π/3 around

the AO axis. For all the above angles, the produced detector out-

put is greater than the threshold, which illustrates that the proposed

watermark is robust (due to its symmetry).

In this paper, a blind watermarking method for 3D volumes

is presented. In order to decrease the detection time, a symmet-

rical watermark is constructed. The embedding-detection proce-

dures are performed in the Fourier domain of the volume and more

specifically, in the Fourier magnitude. By inserting the watermark

in the Fourier magnitude, the frequencies that are watermarked can

be easily determined, resulting in robustness against filtering at-

tacks. Furthermore, due to the Fourier magnitude properties, the

method is also robust against geometrical distortions. Finally, the

spherical symmetry of the embedded watermark is used to reduce

the search space after rotation attacks.
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