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Abstract—Quantum Teleportation is the key communication
functionality of the Quantum Internet, allowing the “transmis-
sion” of qubits without the physical transfer of the particle
storing the qubit. Quantum teleportation is facilitated by the
action of quantum entanglement, a somewhat counter-intuitive
physical phenomenon with no direct counterpart in the classical
word. As a consequence, the very concept of the classical
communication system model has to be redesigned to account
for the peculiarities of quantum teleportation. This re-design
is a crucial prerequisite for constructing any effective quantum
communication protocol. The aim of this manuscript is to shed
light on this key concept, with the objective of allowing the
reader: i) to appreciate the fundamental differences between
the transmission of classical information versus the teleportation
of quantum information; ii) to understand the communications
functionalities underlying quantum teleportation, and to grasp
the challenges in the design and practical employment of these
functionalities; iii) to acknowledge that quantum information is
subject to the deleterious effects of a noise process termed as
quantum decoherence. This imperfection has no direct counter-
part in the classical world; iv) to recognize how to contribute to
the design and employment of the Quantum Internet.

Index Terms—Quantum Communications, Quantum Internet,
Quantum Noise, Quantum Teleportation, Entanglement.

I. INTRODUCTION

The interconnection of quantum devices via the Quantum

Internet – i.e. through a network enabling quantum communi-

cations among remote quantum nodes – represents a disruptive

A.S. Cacciapuoti and M. Caleffi are with FLY: Future Communications

Laboratory, Department of Electrical Engineering and Information Technol-
ogy (DIETI), University of Naples Federico II, Naples, 80125 Italy (E-mail:
angelasara.cacciapuoti@unina.it, marcello.caleffi@unina.it). The authors are
also with the Laboratorio Nazionale di Comunicazioni Multimediali, National
Inter-University Consortium for Telecommunications (CNIT), Naples, 80126
Italy. Web: www.quantuminternet.it.

Rodney Van Meter is with the Faculty of Environment and Information
Studies, Keio University, Fujisawa, Kanagawa 252-0882, Japan (e-mail:
rdv@sfc.wide.ad.jp).

Lajos Hanzo is with with the School of Electronics and Computer Sci-
ence, University of Southampton, Southampton SO17 1BJ, UK (e-mail:
lh@ecs.soton.ac.uk).

The work of A.S. Cacciapuoti and M. Caleffi was supported by the project
“Towards the Quantum Internet: A Multidisciplinary Effort”, University of
Naples Federico II, Italy.

L. Hanzo would like to acknowledge the financial support of the En-
gineering and Physical Sciences Research Council projects EP/Noo4558/1,
EP/PO34284/1, COALESCE, of the Royal Society’s Global Challenges Re-
search Fund Grant as well as of the European Research Council’s Advanced
Fellow Grant QuantCom.

technology [1]–[5]. Indeed, the Quantum Internet is capable

of supporting functionalities with no direct counterpart in

the classical world [6]–[10], such as secure communications

[11], blind computing [12]–[14], exponential increase of the

quantum computing power [3], [5] and advanced quantum

sensing techniques [15]. These functionalities have the poten-

tial of fundamentally changing markets and industries – such

as commerce, intelligence and military affairs.

At a first sight, the design of the Quantum Internet might

sound like a trivial task. After all, the number of devices

interconnected by the conventional Internet exceeds 17 billion

[16], hence connecting few extra quantum devices might

not seem like a ‘big deal’. However, the laws of quantum

mechanics impose unusual constraints on the design of the

Quantum Internet.

Specifically, the Quantum Internet facilitates quantum com-

munications among remote nodes by transmitting quantum

bits (qubits) – which differ fundamentally from classical bits

– or by creating distributed, entangled quantum states with

no classical equivalent. A classical bit encodes one of two

mutually exclusive states, being in only one state at any time.

In contrast, a qubit can be in a superposition of the two basis

states (see Sec. II). Hence, while n classical bits are only ever

in one of the 2n possible states at any given moment, an n-

qubit register can be in a superposition of all of the possible

states [1], [5].

Unfortunately, quantum mechanics does not allow an un-

known qubit to be copied or observed/measured [17], [18].

Hence, although we can map a qubit to a photon that can be

directly transmitted to a remote node via a fiber link or free

space, if the traveling photon is lost due to attenuation or it is

corrupted by noise, the associated quantum information cannot

be recovered via a measuring process or by re-transmitting

a copy of the original information. As a consequence, the

techniques mitigating the imperfections imposed on the qubits

cannot be directly borrowed from classical communications.

Hence the direct transmission of qubits remains limited to

relatively short distances at the time of writing in the context of

specific applications that can tolerate low transmission success

rate, such as Quantum Key Distribution (QKD) and Quantum

Secure Direct Communication (QSDC) networks [11], [19].
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Thankfully1, quantum teleportation, originally proposed in

[22], constitutes an astonishing strategy for “transmitting”

qubits within a quantum network, without the physical transfer

of the particle storing the qubit [1], [3], [5], [23], [24].

Quantum teleportation, experimentally verified over substan-

tial distances between 500-1400 kilometers [25], exploits the

weird quantum phenomenon represented by the quantum en-

tanglement [17]. Specifically, to realize quantum teleportation

a pair of parallel resources are needed. One of these resources

is classical: two bits must be transmitted from the source to the

destination. The other resource is quantum: an entangled pair

of qubits must be generated and shared between the source

and the destination. As a consequence, quantum teleportation

requires two parallel communication links, a classical link for

transmitting the pair of classical bits and a quantum link for

entanglement generation and distribution [17].

With this in mind, it appears plausible that the very concept

of the classical communication system model, as originally

proposed by Shannon in his pioneering contribution [26],

has to be redesigned to account for these peculiarities of

quantum mechanics. This re-design is a crucial prerequisite

for conceiving quantum communication protocols.

The aim of this treatise is to shed light on this key concept,

with the objective of allowing the reader:

i) to appreciate the fundamental differences between the

transmission of classical information versus the telepor-

tation of quantum information;

ii) to understand the communications functionalities under-

lying quantum teleportation and to highlight the chal-

lenges of turning the vision of the Quantum Internet into

reality.

In Sec. II we commence by introducing the preliminaries of

quantum mechanics, required for appreciating the fundamental

difference between classical and quantum networks.

Then, in Sec. III, we review the quantum teleportation pro-

cess, by providing the rudimentary mathematical preliminaries,

followed by describing some representative schemes conceived

for practical entanglement generation and distribution. These

basics are crucial for understanding the communication system

model proposed in Sec. IV to account for the peculiarities of

noiseless quantum teleportation. Then, in Sec. V, we introduce

realistic imperfections into the quantum teleportation process.

Specifically, similarly to classical communications, quantum

communications are subject to the imperfections imposed by

the deleterious effects of the environment. These imperfections

are termed as decoherence – a type of quantum noise with

no direct counterpart in the classical world. Understanding

decoherence is pivotal for the design of efficient quantum

communication techniques and protocols. Hence, in Sec. V

we highlight the theoretical framework of quantum noise

modeling from a communications engineering perspective to

allow the reader:

1For long-distance quantum communications, quantum teleportation relies
on quantum repeaters that counteract photon losses and gate errors in a
variety of ways, depending on loss rates, memory lifetimes and available
resources [5], [11], [20], [21]. Although the details of various repeater designs
are beyond the scope of this article, in Sec. VII-B we clarify some aspects
related to the concept of quantum repeater and entanglement swapping.

iii) to recognize that the quantum-domain noise is multi-

plicative rather than being additive and it exhibits an

asymmetric behavior2 with respect to the three Cartesian

coordinates3 representing a qubit.

Indeed, as it will be detailed in Sec. V, decoherence is not

the only source of imperfections in the quantum teleportation

process. In fact, quantum teleportation relies on a sequence

of operations applied to the quantum states, as it will be

detailed in the following sections. The imperfections of these

operations aggravate the imperfections affecting the quan-

tum teleportation. However, the imperfections accumulated

throughout the quantum operations strongly depend on the

particular technology adopted for representing a qubit. Hence,

in Sec. VI we will report on the results of an extensive

campaign of teleportation experiments carried out by using

the IBM Q quantum processor [29], with the aim of gaining

experimental insights into the cumulative imperfections affect-

ing the teleported qubit at the destination in order to confirm

the modeling of the quantum decoherence detailed in Sec. V.

Finally, Sec. VII concludes the paper by summarizing the

results obtained and by providing a long-term perspective on

the design of the Quantum Internet.

A. Outline and Contributions

By using terminology and concepts tailored for the commu-

nications engineering community, the objective of this treatise

is to depart from the classical Shannonian communication

system model in order to account for the peculiarities of

quantum mechanics. Hence we strike up a dialogue and de-

velop a common terminology between the theoretical quantum

communication community and the classical communications

engineering community. To this aim, in Sec. II, we collected

and summarized the fundamental concepts and phenomena

of quantum mechanics, followed by Sec. II distilling the

preliminaries detailed in classic books such as [17], [18].

Then, in order to allow the reader to appreciate the funda-

mental difference between classical transmission and quantum

teleportation, in Sec. III we review the quantum teleportation

process by providing the mathematical model and the descrip-

tion of some representative schemes conceived for practical

entanglement generation and distribution.

Based on Secs. II and III, in Sec. IV we propose a commu-

nication system model for the quantum teleportation process

that accounts for the peculiarities of quantum mechanics. In

particular, we highlight the communication functionalities of

quantum teleportation so as to help readers in the design of

the Quantum Internet.

2As detailed in Sec. V, decoherence may impose different types of errors on
a qubit, such as bit-flip errors, phase-flip errors, as well as simultaneous bit-
and phase-flip errors, while, in the classical domain, only bit-flips may occur.
Given the nature of the quantum-domain imperfections, the probability of bit-
flips and phase-flips tends to be different, regardless of the specific material
representing the qubits, as seen in Table 1 of [27] and Fig. 6 of [28], which
the authors succinctly refer to as an ‘asymmetric’ property. In this paper we
adopt this terminology but in a broader sense, as it will be clarified in Sec. V.

3As introduced in Sec. II-H and further detailed in Sec. V, there exists a
one-to-one mapping between a qubit and a Cartesian vector r = [rx, ry , rz ] ∈
R3, known as Bloch vector.
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In Sec. V, we describe the potential imperfections of the

communication system model developed for quantum telepor-

tation, with an emphasis on the decoherence process. Although

decoherence is a widely-studied phenomenon, this section goes

beyond the review of existing sources by critically appraising

the existing results specifically tailored for the communication

engineering community.

Finally, Sec. VI reports on the new results of an extensive

campaign of teleportation experiments carried out by using the

IBM Q quantum processor. The aim of this section is not only

to gain experimental insights into the cumulative imperfections

affecting the teleportation process, but also to experimentally

verify the modeling of the quantum decoherence developed in

Sec. V.

II. BACKGROUND

In this section, we introduce some preliminaries on quantum

mechanics.

A. The Hilbert Space

According to one of the quantum mechanics postulates, any

isolated or closed quantum physical system is associated with a

complex Hilbert space4. This complex vector space is known

as the state space of the system. The system is completely

described by its state vector, which is a unit-vector in the

system’s state space [17], [18].

The simplest quantum mechanical system is the quantum bit

(qubit), whose state space is two-dimensional. To characterize

a quantum state in the state space, a basis that is orthonormal to

this state space has to be chosen. In the following, we adopt the

conventional bra-ket notation5 for denoting a qubit [5], [17],

[28], [30]. The most commonly used basis is the standard (or

computational) basis, which corresponds to the convention:

|0〉 ≡
[
1
0

]

, |1〉 ≡
[
0
1

]

. (1)

Given the vector space framework postulated by quantum

mechanics, the state |ψ〉 of a qubit can be expressed as a linear

combination of the basis states chosen:

|ψ〉 = α |0〉+ β |1〉 , (2)

where α and β ∈ C are complex numbers, known as the

amplitudes of the state |ψ〉. Equation (2) portrays the state |ψ〉
in a superposition of the two basis states. The condition of |ψ〉
being a unit-vector, which can be formulated as 〈ψ| |ψ〉 = 1,

is therefore equivalent to |α|2 + |β|2 = 1. This condition is

also known as the normalization condition of the state vectors

[17], [18].

Intuitively, the states |0〉 and |1〉 are analogous to the values

0 and 1 that a bit may assume. However, a qubit differs

from a classical bit, since the superpositions of the two basis

4In the finite-dimensional complex vector spaces encountered in quantum
computation and information processing, a Hilbert space is equivalent to a
vector space with inner product.

5The bra-ket notation (also known as Dirac’s notation) is a standard
notation describing quantum states. In a nutshell, a ket |·〉 represents a column

vector, whereas a bra 〈·| = |·〉† represents the conjugate transpose of the
corresponding ket.

ẑ

|0〉

|1〉

ŷ

φ

θ

|ψ〉 =cos

(
θ

2

)

|0〉+ eiφ sin

(
θ

2

)

|1〉

x̂ |+〉 = |0〉+|1〉√
2

|+π/2〉 = |0〉+i|1〉√
2

Fig. 1: Bloch sphere: geometrical representation of a qubit

in spherical coordinates. A pure state |ψ〉 = α |0〉 + β |1〉 is

represented by a point on the sphere surface, with α = cos θ
2

and β = eiφ sin θ
2 .

states in (2) can also exist [17], [18]. Consequently, a classical

bit encodes one of two mutually exclusive states, being in

only one state at any time. Conversely, a qubit can be in a

superposition of the two basis states.

To elaborate a little further, the state of a qubit is often

represented geometrically by the Bloch sphere, which is de-

picted in Fig. 1 and surveyed in more depth in [5], [17], [18],

[28]. Specifically, any pure quantum state is represented by

a point on the sphere’s surface, with θ and φ denoting the

spherical coordinates. Unfortunately, visualizing the state of

more than one qubit is more complicated, since the state space

grows exponentially with the number of qubits, as described

in Sec. II-D.

B. Quantum Measurement

The amplitudes of the state |ψ〉 in (2) can be manipulated by

quantum gates, as we will see further below, but they also have

a bearing on the linkage between the quantum and classical

world. In fact, according to one of the postulates of quantum

mechanics – namely, the quantum measurement – although a

qubit may reside in a superposition of two orthogonal states,

when we want to observe or measure its value, it collapses

into one of the two orthogonal states [5], [17], [28]. More

explicitly, |α|2 and |β|2 uniquely determine the probabilities of

obtaining |0〉 or |1〉, respectively, by measuring the qubit state

on the basis {|0〉 , |1〉}6. Hence the normalization condition

may also be further interpreted in the light of |α|2 and |β|2
being probabilities.

After its measurement/observation, the original quantum

state collapses to the measured state. Hence, the measurement

irreversibly alters the original qubit state. For instance, if

the outcome of measuring a superposed qubit is the state

zero, the qubit collapses into this specific state and any

6The measurement of a qubit state may also be carried out in a basis
different from that in which the qubit was prepared in [17], [18]. In the above
description, for the sake of clarity, we assumed the standard basis also for the
measurement.
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further measurement will always give the state zero outcome,

regardless of the original contribution of the state one to the

superposed state [1]. Measurements can be performed in the

computational basis described above, corresponding to the Z

axis of the Bloch sphere. It can also be performed in the |+〉
/ |−〉 basis (X axis), or any axis, such as a diagonal basis

(needed to statistically prove the presence of entanglement,

below), where the two outcomes represent the opposite points

on the Bloch sphere.

The measurement postulate has deep implications on the

design of the quantum communication protocols as described

below.

C. Phase

The angle φ mentioned above is referred to as the phase

of the quantum state [5]. To be more rigorous, the difference

between the global phase and relative phase has to be clarified.

Specifically, we say that the state eiγ |ψ〉 is equal to |ψ〉 up

to the global phase factor eiγ , with γ being the global phase.

In fact, the statistics of measurement predicted for these two

states are the same, being |eiγ | = 1 [5], [17], [18]. Therefore,

from an observational point of view, these two states are

identical. Hence, the global phase factors are neglected, since

they are irrelevant to the observed properties of the physical

system.

However, the relative phase φ cannot be neglected, and

indeed it is critical to quantum computation. Specifically,

the relative phase (in the standard basis) of a superposition

|ψ〉 = α |0〉 + β |1〉 is a measure – in the complex plane –

of the angle between α and β, i.e, φ : β/α = eiφ|β|/|α|
[18]. A pair of superpositions |ψ〉 = α |0〉 + β |1〉 and

|ψ′〉 = α′ |0〉 + β′ |1〉, whose amplitudes have the same

magnitudes but differ in the relative phase7, represent different

states. Furthermore, the role of the relative phase is pivotal

in creating the interference patterns exploited for instance in

the construction of quantum algorithms. In fact, the state of a

quantum system is a wave function that matches Schrödinger’s

equation. Similar to classical wave mechanics, a pair of waves

can interfere, either constructively or destructively, depending

on the relative phases of the waves. When the resultant

interference is constructive, it enhances the amplitude (hence,

probability) of a particular state. By contrast, when it is

destructive, it reduces the probability.

D. Composite Quantum System

In classical physics, the legitimate states of a system of n
objects, whose individual states can be described by a vector in

a two-dimensional vector space, can be described by vectors in

a vector space of 2n dimensions, i.e. the classical state spaces

combine through the direct sum. By contrast, in quantum

mechanics, the state space of a composite quantum system

made up of n quantum systems, each having states modeled

by two-dimensional vectors, is much larger. Indeed, the vector

7For instance, |+〉 ≡ |0〉+|1〉√
2

and |+π/2〉 ≡ |0〉+i|1〉√
2

have the same

magnitudes, i.e., |α| = |α′| and |β| = |β′|, but they differ by the relative

phase of π/2.

spaces associated with the constituent quantum systems can be

combined using their tensor product, which is denoted by ⊗,

resulting in a vector space of 2n dimensions. Hence, if the

systems are numbered 0 through n−1, and the system having

the index i is prepared in the state |ψi〉, then the joint state

|ψ〉 of the resultant composite system is [17], [18]:

|ψ〉 = |ψ0〉 ⊗ |ψ1〉 ⊗ . . . |ψn−1〉 . (3)

A more compact and readable notation uses |ψ0ψ1 . . . ψn−1〉
to represent |ψ0〉 ⊗ |ψ1〉 ⊗ . . . |ψn−1〉.

By exploiting this notation, if V and W are vector spaces

corresponding to a qubit, each having the standard basis of

{|0〉 , |1〉}, then the composite two-qubit system V ⊗W has

the basis:

{|00〉 , |01〉 , |10〉 , |11〉}. (4)

Just like a single qubit system, a possible state of a two-qubit

system can be in a superposition of the basis states:

|ψ〉 = α0 |00〉+ α1 |01〉+ α2 |10〉+ α3 |11〉 =







α0

α1

α2

α3






, (5)

with α0, α1, α2, α3 ∈ C : |α0|2 + |α1|2 + |α2|2 + |α3|2 = 1.

Further generalizing this procedure, an n-qubit system can

be in a superposition of all the 2n basis states, which is

formulated as:

|ψ〉 =
2n−1∑

i=0

αi |i〉 , (6)

with αi ∈ C :
∑2n−1

i=0 |αi|2 = 1.

Hence, while n classical bits are only ever in one of the 2n

possible states at any given moment, an n-qubit register can

be in a superposition of all of the possible states.

Quantum algorithms manipulate the amplitude and phase

of either the total [31] or the partial [32] quantum wave

function of the system to build interference patterns, affecting

the probability of measuring particular values to execute the

algorithms mentioned above8.

8Let us consider the following concrete examples to clarify this important
concept. Interference may be readily visualized with the aid of two consecutive
applications of the Hadamard gate. The first application creates a superposi-

tion, H |0〉 =
|0〉+|1〉√

2
= |+〉, while the second application of a Hadamard

gives

H |+〉 = H |0〉+H |1〉√
2

=
|0〉+ |1〉+ |0〉 − |1〉

2
= |0〉 , (7)

in which we see constructive interference strengthening the |0〉 state and
destructive interference canceling out the |1〉 state. This effect is at the heart
of the most general quantum algorithm, amplitude amplification, exemplified
in Grover’s algorithm [17]. For example, let us begin with a 2-qubit system
in the uniform superposition state |ψ〉 = 1

2
(|00〉+ |01〉+ |10〉+ |11〉). Let

us assume that the state |01〉 represents the correct answer we are looking for.

Initially, the probability of obtaining |01〉 on measurement is | 1
2
|2 = 1/4.

Let us now apply a unitary transformation known as the oracle to |ψ〉 to
change the sign of |01〉, equivalent to a shift in the phase of π, eiπ = −1.

We then obtain the new state |ψ′〉 = 1

2
(|00〉 − |01〉+ |10〉+ |11〉). The

probability of obtaining |01〉 is not changed and is still 1/4. Next, the diffusion

operator A = 2 |ψ〉 〈ψ|−I (for details about quantum transformation, please
refer to Sec. II-F) creates quantum interference, resulting in the state |ψ′′〉 =
A |ψ′〉 = |01〉, and the probability of measuring the state |01〉 has been
amplified to 1.
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Recall that in Sec. II-B we have illustrated the measurement

postulate for single qubit systems by emphasizing that the

measurement outcome is probabilistic and the measurement

transforms the quantum state into a state compatible with the

measuring device. Similar statements hold also for measure-

ments of multiple-qubit systems. However, in this case, the

set of legitimate measurements and outcomes is significantly

richer than in the single-qubit case [18]. In particular, in

(6), {|αi|2} represent the probabilities of observing the basis

vectors by measuring in such a basis. Providing a detailed

treatment of the measurement of multiple-qubit systems is

beyond the scope of this manuscript and we refer the readers

who would like to explore further to [17], [18].

E. Entanglement

The vast majority of n-qubit states cannot be written as the

tensor product of n single-qubit states, even though they are

all linear combinations of the basis states of the composite

n-qubit system. Such states are termed entangled states [17],

[18].

More formally, given a state |ψ〉 of a composite quantum

system associated with the vector space V and a tensor decom-

position of V , namely V = V0⊗V1⊗. . .⊗Vn−1, the state |ψ〉 is

separable, or unentangled – with respect to that decomposition

– if it can be written as |ψ〉 = |v0〉⊗|v1〉⊗ . . .⊗|vn−1〉, where

|vi〉 belongs to Vi. Otherwise, |ψ〉 is entangled with respect

to this particular decomposition, but may be unentangled with

other decompositions into subsystems9.

Let us consider for example the Bell states, called also EPR

pairs10, in honor of an article written by Einstein, Podolsky,

and Rosen in 1935 [34]:

|Φ+〉 = 1√
2

(
|00〉+ |11〉

)
(8)

|Φ−〉 = 1√
2

(
|00〉 − |11〉

)
(9)

|Ψ+〉 = 1√
2

(
|01〉+ |10〉

)
(10)

|Ψ−〉 = 1√
2

(
|01〉 − |10〉

)
, (11)

9The entanglement is not an absolute property of a quantum state, but
it depends on the particular decomposition of the composite system into
subsystems under consideration. States entangled with respect to the single-
qubit decomposition may be unentangled with respect to other decom-
positions into subsystems. Hence it must be specified or clear from the
specific context which of the many legitimate tensor decompositions of V
is under consideration [18]. For instance [18], the four-qubit state |ψ〉 =
1

2
(|01020304〉+ |01120314〉+ |11021304〉+ |11121314〉) – where the

subscripts denote the different qubits – is entangled with respect to the
decomposition into single qubits, since it cannot be expressed as the tensor
product of four single-qubit states. However, |ψ〉 is not entangled with
respect to the system decomposition of a subsystem consisting of the
first and third qubit and a subsystem consisting of the second and fourth
qubit, since it can be re-written as the tensor product of two-qubit states
|ψ〉 = 1√

2

(

|0103〉+ |1113〉
)

⊗ 1√
2

(

|0204〉+ |1214〉
)

.

10We note that the original EPR entangled states are not of the form reported
in equations (8)-(11), which was introduced by D. Bohm [33].

which represents four maximally entangled 2-qubit states. The

Bell states cannot be decomposed, since it is impossible to find

a0, a1, b0, b1 for assuring that:

(a0 |0〉+ b0 |1〉)⊗ (a1 |0〉+ b1 |1〉) = |Φ±〉 (12)

or equivalently, that:

(a0 |0〉+ b0 |1〉)⊗ (a1 |0〉+ b1 |1〉) = |Ψ±〉 . (13)

To better understand entanglement, let us consider, for exam-

ple, |Φ+〉. By measuring each of the two qubits forming the

EPR pair independently, one obtains a random distribution of

zero and one outcomes with equal probability. However, if the

results of the two independent measurements are compared,

we find that every time the measurement of a qubit yielded

zero so did the measurement of the other qubit, and the same

happened with the outcome one. Indeed, according to quantum

mechanics, as soon as one of the two qubits is measured, the

state of the other also becomes instantaneously determined.

So far, this behavior could be emulated via prior (classical)

agreement between the parties holding the two qubits that are

purportedly entangled. However, if the two parties indepen-

dently, simultaneously, randomly choose their measurement

bases (Z, X, diagonal, or anti-diagonal), we can calculate

a statistical measure of the correlation of their outcomes

that exceeds anything achievable classically unless the parties

can communicate instantaneously. This quantum entanglement

behavior led Einstein and his colleagues to the so-called

EPR paradox: the measurement of a qubit instantaneously

changes the state of the second qubit, regardless of the dis-

tance separating the two qubits. Einstein, Podolsky and Rosen

provided a qualitative thought experiment that originally raised

this concern; Bell showed that it could be tested statistically

(entanglement of a single state can never be proven; it is

always a statistical test of a large number of similarly-created

states). At the time of writing the most common form of

this test is constituted by the CHSH inequality [35], [36].

This phenomenon seems to suggest that information is being

transmitted faster than light, violating the theory of relativity.

But the paradox is illusory, since entanglement does not allow

the transmission of information faster than light, as it will be

clarified in Sec. III.

F. Quantum State Transformations

Closed quantum systems evolve in time according to de-

terministic, reversible unitary operations [5], [17], [18], [37].

Hence Nature does not allow arbitrary transformations of a

closed quantum system. That is, the state |ψ(t)〉 of the system

at time t is related to the state |ψ(0)〉 of the system at an

initial time instant 0 through a unitary operator U(·), which

depends only on the time instants t and 0:

|ψ(t)〉 = U(|ψ(0)〉) (14)

Remark 1. Any linear operator A : V → W between

vector spaces V and W admits a matrix representation that

is completely equivalent to the operator A(·). Hence, the

matrix representation and the operator are interchangeable.
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Consequently, in the following, we will use the same symbol

to denote both of them without any loss of generality.

Remark 2. Unitary operators are special linear operators hav-

ing unitary matrix representations, i.e. we have U†U = I . A

unitary operator is an invertible operator satisfying U−1 = U†

[38].

The unitary operators (or equivalently the quantum transfor-

mations) can be regarded as gates in the circuit model usually

adopted both in quantum computation and in quantum infor-

mation processing. Hence, although experimentalists usually

describe the behavior of a quantum system by emphasizing

the temporal nature of the evolution, in the circuit model

perspective the temporal dependence is hidden within input-

output relationships (e.g., (14) and it can be re-written as

|ψ〉out = U(|ψ〉in)) [5], [17], [18]. As a consequence, unless

explicitly stated, in the following we will not emphasize the

temporal dependence of a quantum gate.

Please note that the expressions “quantum transformation”

or “quantum operator” refer to unitary operators applied to

the state space, not to measurement operators. Geometrically

speaking, all quantum state transformations may also be in-

terpreted as rotations of the complex vector space associated

with the quantum state space.

In Table I, we summarize the most popular quantum gates.

Naturally, the Identity operation I leaves the quantum state

unchanged. The Pauli-X operation imposes a bit-flip, the

Pauli-Z a phase-flip, while Pauli-Y represents a joint bit- and

phase-flip. The Hadamard operation maps the basis states into

superpositions. Finally, the Controlled-Not (CNOT) operation

performs the Pauli-X operation on the second qubit whenever

the first qubit is |1〉, and otherwise leaves it unchanged. It is

important to further highlight that the Pauli-Z gate reported

in Table I changes the relative phase of a superposition in the

standard basis, and hence it is critical to quantum computation,

as mentioned in Sec. II-C.

An important consequence of the unitary nature of the

quantum transformations is the no-cloning theorem [39]–[41]:

unknown quantum states cannot be copied or cloned [17],

[18]. Indeed, the no-cloning theorem has a deep and complex

impact on the design of quantum communications, as it will

be discussed in detail in the following sections. The corruption

of the transmitted classical information by the noise does not

imply the total loss of the information, since a copy of the

original information can be stored at the source. By contrast,

the corruption of the transmitted quantum information by

decoherence implies the irreversible loss of information.

G. Pure and Mixed States: The Density Matrix and Quantum

Fidelity

Quantum states can be either pure or mixed. So far, we have

discussed only pure states. Briefly, a pure state is a quantum

state that can be described by a ket vector, i.e. it can be written

in the state-vector form. This does not mean that the state-

vector form has only one term: both |0〉 and α |0〉+ β |1〉 are

pure states.

In contrast, mixed states are not viewed as true quantum

states, but rather as a way of describing a system whose state

is not fully defined. Instead, a mixed state is a probabilistic

mixture of well-defined pure states, known as a statistical

ensemble [5], [17], [18]. In particular, pure states give deter-

ministic results when measured in appropriate bases, whereas

mixed states give probabilistic results in all bases [18].

The individual qubits of an EPR pair constitute examples of

mixed states, since they cannot be described individually by a

well-defined ket vector. However, not all the mixed states are

entangled. Becoming familiar with mixed states is important

also because, as detailed in Sec. V, the effect of decoherence

is to transform pure states into mixed states.

Although there exist different interpretations of the mixed

states [42]–[44], they are modeled in mathematical terms by

density operators (or density matrices) [44], [45], regardless

of the underlying physical interpretation. Their mean can be

used for the rudimentary characterization of the statistical

properties of an ensemble of quantum states. More precisely,

let us assume that a quantum system is in one of a number

of legitimate states |ψi〉, where i is the state index, and the

legitimate states have the respective probabilities {pi}. In this

context, {pi, |ψi〉} is an ensemble of pure states. The density

operator (or density matrix) ρ of the system is defined as [17],

[18]:

ρ =
∑

i

pi |ψi〉 〈ψi| . (15)

The density operator ρ is a positive operator (and hence

Hermitian) with trace one, Tr(ρ) = 1. For a pure state |ψ〉,

TABLE I: Popular Quantum Gates

Gate Identity
Pauli-X
(NOT)

Pauli-Y Pauli-Z Hadamard
Controlled-NOT

(CNOT)

Symbol I

X

or equivalently Y Z H

Matrix I ≡
[

1 0
0 1

]

σx ≡ X ≡
[

0 1
1 0

]

σy ≡ Y ≡
[

0 −i
i 0

]

σz ≡ Z ≡
[

1 0
0 −1

]

H ≡ 1√
2

[

1 1
1 −1

]







1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0







Input 1 qubit 2 qubits

Operation Null Axis Rotation Superposition Entanglement
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Fig. 2: Bloch Vector: geometrical representation of any (pure

or mixed) quantum state in Cartesian coordinates [rx, ry, rz],
which may be contrasted to its counterpart relaying on the

spherical coordinates in Fig. 1.

the density matrix is equal to ρ = |ψ〉 〈ψ| with Tr(ρ2) = 1,

whereas for a mixed state Tr(ρ2) < 1.

The imperfection of mixed states can be quantified by a

fundamental figure of merit known as quantum fidelity. The

fidelity F of a mixed state associated with the density matrix

ρ, with respect to a certain desired pure state |ψ〉, is a metric

– taking values between 0 and 1 – of the distinguishability of

the two quantum states, defined as [46]:

F = 〈ψ| ρ |ψ〉 . (16)

Based on this definition, the fidelity can be conceptually

described as the “overlap” of the mixed state with the desired

state |ψ〉. The fidelity is 1 for a pure state and it decreases as

the decoherence degrades the “quality” of the state.

Finally, we note that the postulates of quantum mechanics

can be reformulated in terms of the density operator [17]. This

reformulation11 is mathematically equivalent to the description

in terms of the state vector. Nevertheless, as mentioned before,

the density operator approach is extensively utilized for char-

acterizing the quantum imperfections, as discussed in Sec. V.

H. The Bloch Vector

Geometrically, the Bloch sphere of Fig. 1 includes single-

qubit mixed states. In fact, mixed states are constituted by

linear combinations of pure states having non-negative weight-

ing coefficients that sum to 1. Hence it is not surprising that

single-qubit mixed states can be viewed as laying within the

interior of the Bloch sphere [18]. The precise connection with

the geometry relies on the fact that any density matrix of a

single-qubit system, which is a 2 × 2 matrix, can be written

as [17], [18]:

ρ =

[
ρ00 ρ01

ρ10 ρ11

]

=
1

2
(I + rxσx + ryσy + rzσz) , (17)

11As an example, the postulate related to the evolution of a closed quantum
system and reported in (14), can be reformulated by stating that the state ρ
of the system at time instant t1 is related to the state ρ′ of the system at
time instant t0 through a unitary operator U , which depends only on the time
instants t1 and t0: ρ = Uρ′U†.

where σx, σy, σz represent the Pauli matrices defined in Tab. I

and rx, ry, rz are the Cartesian coordinates of the quantum

state considered [18], as shown in Fig. 2. Recall that its

spherical coordinate based counterpart was shown in Fig. 1.

Hence, there exists a one-to-one mapping between any (pure

or mixed) quantum state associated with the density matrix ρ
and the real three-dimensional vector r = [rx, ry, rz] ∈ R3,

known as Bloch vector, where we have:

rx = ρ01 + ρ10 = 2Re(ρ01)

ry = i(ρ01 − ρ10) = 2Im(ρ10)

rz = ρ00 − ρ11,

(18)

with the norm of r being strictly smaller than one for mixed

states, i.e. ||r|| < 1, while the norm being equal to one for

pure states, i.e. ||r|| = 1. A similar relationship exists between

a density matrix and the Cartesian coordinates, when multiple-

qubit systems are considered.

Indeed, the one-to-one mapping of (18) between the density

matrix ρ and the Bloch vector r insightfully visualizes the

effects of the 1-qubit quantum gates of Table I. Specifically,

commencing from (18) and then accounting for the evolution

of quantum systems in terms of their density matrices formu-

lated as ρout = UρinU
†, we arrive at:

rin = [rx, ry, rz]
U−→







rout = [rx, ry, rz] if U = I

rout = [rx,−ry,−rz] if U = X

rout = [−rx, ry,−rz] if U = Y

rout = [−rx,−ry, rz] if U = Z

rout = [rz,−ry, rx] if U = H

.

(19)

Remark 3. It is important to underline that – despite the

luring illusion that the Pauli-X gate affects in some way the

x-coordinate of the Bloch vector – the Pauli-X gate leaves

the x-coordinate unchanged but it affects both the y- and the

z-coordinate. Similar considerations hold for the Pauli-Y and

Pauli-Z gates, since they leave the y- and the z-coordinate

unaltered, respectively, while affecting the remaining two

coordinates.

III. FROM TRANSMISSION TO TELEPORTATION

A. Quantum Teleportation Overview

Let us assume that a quantum state |ψ〉 must be transmitted

from a sender, say Alice, to a remote receiver, say Bob.

We assume without any loss of generality that |ψ〉 is a pure

qubit, yielding:

|ψ〉 = α |0〉+ β |1〉 . (20)

If the transmitter knows the quantum state |ψ〉, i.e., if

Alice knows α and β, the task can be accomplished by

transmitting the values of α and β to Bob and by letting

Bob prepare |ψ〉, i.e., to “transform” a default state into |ψ〉
with the aid of Bob’s local operations. Indeed, several open

questions arise in conjunction with practical quantum state

preparation [47]–[49], such as the specific construction of a set

of universal gates, the required depth of the quantum circuit,

or the minimum required fidelity of the reconstructed state.

Nevertheless, from a communications engineering perspective,
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|ψ〉 H

|Φ+〉
X Z |ψ〉

Alice

Bob

Step 1

|ϕ〉1
Step 2

|ϕ〉2
Step 3

|ϕ〉3
Step 4

Fig. 3: Quantum Teleportation Circuit, where |ψ〉 denotes the

unknown state to be transmitted from Alice to Bob, while

|Φ+〉 denotes the EPR pair generated and distributed so that

one qubit is stored at Alice and another qubit is stored at Bob.

Furthermore, |ϕ〉i denotes the global quantum state at the i-th
step. The symbol denotes the measurement operation and

the double-line represents the transmission of a classical

bit from Alice to Bob.

the communication task can be accomplished – at least in

principle the aid of classical communication resources.

However, in the most general case12, the transmitter does

not know the quantum state |ψ〉, and the task cannot be

accomplished with the aid of pure classical communication

resources. In fact, the quantum measurement postulate pre-

vents Alice from assessing α and β with the aid of a quantum

measurement, which would irreversibly alter the original quan-

tum state. Furthermore, the no-cloning theorem prevents Alice

from preparing multiple copies of |ψ〉 and estimating α, β by

simply measuring the copies.

In other words, quantum mechanics does not allow a qubit

to be copied or measured. Hence, although a photon is capable

of conveying a qubit and it can be directly transmitted to

a remote node – e.g., via a fiber link – if the traveling

photon is lost due to attenuation or corrupted by decoherence,

the original quantum information cannot be recovered via a

measuring process or by re-transmitting a copy of the qubit.

As a consequence, we cannot directly borrow techniques from

classical communications. With the impressive exception of

the Chinese satellite experiment, direct transmission of qubits

has only been demonstrated over relatively short distances –

either via optical fibers or free space – for rather specific

applications that can tolerate low transmission success rates,

as exemplified by Quantum Key Distribution (QKD) and

Quantum Secure Direct Communication (QSDC) networks

[11], [19].

Thankfully, Quantum Teleportation 13 constitutes a priceless

technique of transmitting qubits without the physical transfer

12This case arises, for instance, in distributed quantum computing. Indeed,
the quantum state obtained at a certain computing step of a distributed
quantum algorithm is unknown by definition. Furthermore, any observation
of the state before the conclusion of the quantum algorithm would imply an
irreversible loss of information due to the quantum measurement postulate.

13Although we focus our attention on discrete-variable quantum teleporta-
tion, continuous-variable quantum teleportation is possible [50], [51], and we
refer the reader to [52] for an in-depth discussion.

of the particle storing the qubit. As shown in Figure 3, with

the aid of local operations and an EPR pair14 shared between

the source and destination, quantum teleportation allows us to

“transmit” an unknown quantum state [1], [3], [5], [17], as

will be detailed in the next section.

Quantum teleportation implies the destruction of both the

original qubit (encoding the quantum information to be trans-

mitted) and the EPR member at the source, as a consequence

of a measurement. Indeed, as will be shown in Sec. III-B,

the original qubit is reconstructed at the destination, once the

output of the measurement at the source – 2 classical bits –

is received through a finite-delay classical link, obeying the

speed of light in an optical link for example.

B. Quantum Teleportation: Mathematical Details

In a nutshell, the teleportation process of Fig. 3 takes as its

input the state |ψ〉 to be teleported and an EPR pair shared

between Alice and Bob. Each of the four states |Φ±〉 , |Ψ±〉
can be used for quantum teleportation, given that the state is

fixed in advance by mutual agreement between Alice as well

as Bob, and this mutual agreement can be achieved with the

aid of a finite-delay classical link.

In the following, we assume without loss of generality that

Alice and Bob share the state |Φ+〉 = (|00〉+ |11〉) /
√
2, as

shown in Fig. 3. Hence, the initial global state |ϕ1〉 = |ψ〉 ⊗
|Φ+〉 depicted in Fig. 3 is:

|ϕ1〉 = α |0〉 ⊗ |00〉+ |11〉√
2

+ β |1〉 ⊗ |00〉+ |11〉√
2

. (21)

By following the convention that the pair of leftmost qubits

belongs to Alice and the rightmost qubit belongs to Bob, (21)

becomes equivalent to:

|ϕ1〉 =
(
α |000〉+ α |011〉+ β |100〉+ β |111〉

)
/
√
2. (22)

Step 1. The teleportation process of Fig. 3 starts with Alice

applying the CNOT gate of Table I to the pair of qubits at her

side. By recalling that the CNOT gate maps state |10〉 into

|11〉 and vice versa, the global state |ϕ2〉 after the CNOT gate

(Step 1 in Fig. 3) becomes:

|ϕ2〉 =
(
α |000〉+ α |011〉+ β |110〉+ β |101〉

)
/
√
2. (23)

Step 2. Then, as seen in Fig. 3, Alice applies the H gate of

Table I to the qubit to be teleported, i.e. to the leftmost qubit

in (23). By recalling that the H gate maps |0〉 into
|0〉+|1〉√

2
and

|1〉 into
|0〉−|1〉√

2
, the global state |ϕ3〉 after the H gate (Step 2

in Fig. 3) is obtained from (23) in the following form:

|ϕ3〉 =
(
α |000〉+ α |100〉+ α |011〉+ α |111〉+
β |010〉 − β |110〉+ β |001〉 − β |101〉

)
/2. (24)

By gathering the two leftmost qubits belonging to Alice, (24)

becomes equivalent to:

|ϕ3〉 =
(

|00〉 ⊗
(
α |0〉+ β |1〉

)
+ |01〉 ⊗

(
α |1〉+ β |0〉

)
+

|10〉 ⊗
(
α |0〉 − β |1〉

)
+ |11〉 ⊗

(
α |1〉 − β |0〉

))

/2.

(25)

14Although multipartite-entangled states can be used for quantum telepor-
tation, here we restrict our attention to EPR pairs for the sake of simplicity.
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Step 3. Then, as indicated in Fig. 3, Alice jointly measures

the pair of qubits at her side. Remarkably, and regardless of

the values of α and β, Alice has a 25% chance of finding

each of the four combinations |00〉, |01〉, |10〉 and |11〉.
Alice’s measurement operation instantaneously fixes Bob’s

qubit, regardless of the distance between Alice and Bob as

a consequence of the entanglement described in Sec. II-E15.

However, Bob can only recover the original qubit |ψ〉 after

he correctly receives the pair of classical bits conveying

the specific results of Alice’s measurement. Naturally, this

classical transmission has to obey the speed of light.

Step 4. Specifically, four terms can be identified in (25),

depending on the particular state of the two qubits at Alice.

When Alice’s qubits are in state |00〉, then Bob’s qubit is in

the state α |0〉 + β |1〉, i.e. Bob’s qubit is identical to the

original quantum state |ψ〉. Hence, if Alice obtains 00 by

jointly measuring her pair of qubits and she communicates the

outcome to Bob, then Bob can directly recover the original

quantum state |ψ〉 from the qubit at his side, without any

quantum-domain operation. At this step, we say that the

original quantum state |ψ〉 has been teleported to Bob’s side.

Alternatively, if Alice’s qubits are in the state |10〉, then

Bob’s qubit is in the state α |0〉−β |1〉. Hence, if Alice obtains

10 by jointly measuring her pair of qubits, once Bob receives

the measurement outcome via a classical link, he can recover

the original quantum state |ψ〉 by applying the Z gate of Table I

(that maps |0〉 in |0〉 and |1〉 in − |1〉) to the qubit at his

side, as seen in Fig. 3. Again, at this step, we say that the

original quantum state |ψ〉 has been teleported to Bob’s side.

Similarly [17], if the measurement at Alice’s side is 01 or

11, Bob recovers |ψ〉 by simply applying either the X gate of

Table I or the X gate followed by the Z gate to the qubit at

his side.

Remark 4. Based on the above discussions, it becomes clear

that the teleportation process of a single qubit requires: i)

the generation and the distribution of an EPR pair between

the source and destination, ii) a finite-delay classical com-

munication channel for conveying the pair of classical bits

resulting from the measurement. Hence, it is worthwhile

noting that having a tight integration between the pair of

classical and quantum resources is necessary in a quantum

network [1]. Regarding the EPR pair, the measurement at the

source destroys the entanglement. Hence, if another qubit has

to be teleported, a new EPR pair must be created as well as

distributed between the source and destination.

C. Practical Entanglement Generation and Distribution

As pointed out above, the entanglement generation and

distribution functionality is the key ingredient of quantum

teleportation. Here, as a preliminary to the modeling to be

discussed in Sec. IV, we briefly review this functionality from

a practical perspective.

In a nutshell, here we gloss over many of the details, but

the generation of quantum entanglement requires that two (or

15Einstein referred to this phenomenon by the light-hearted parlance of a
“spooky action at a distance”.
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(b) An atom strongly coupled with an optical cavity is excited by a
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(c) Two atoms in optical cavities are simultaneously excited with a
laser pulse [58]–[61], leading to the emission of two atom-entangled
photons. By measuring the incoming photons, the Bell State Mea-
surement (BSM) projects the atoms into an entangled quantum state.

Fig. 4: Practical schemes for entanglement generation and

distribution. Regardless of the location of the entanglement

generation functionality (at mid-point as in Fig. 4a, at source

as in Fig. 4b, or at both end-points as in Fig. 4c [62]), a

quantum link is needed to distribute the entanglement between

Alice and Bob.

more) particles are in each other’s spatial proximity – for

example owing to their joint generation or due to their direct

interaction – so that the state of any of these particles cannot

be described independently from the state of the other.

Since Alice and Bob represent remote nodes, the entangle-

ment generation occurring at one side must be complemented

by the entanglement distribution functionality, which “moves”

one of the entangled particles to the other side. In this context,

there is a broad consensus in the community concerning the

adoption of photons as the substrate for the so-called flying
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Fig. 5: A Noiseless Communication System Model of Quantum Teleportation.

qubits [59], i.e., as entanglement carriers. The rationale for

this choice is related to the advantages provided by photons

for entanglement distribution: moderate interaction with the

environment leading to moderate decoherence as described in

Sec. V, convenient control with standard optical components

as well as high-speed low-loss transmissions.

Indeed, one of the basic schemes conceived for entangle-

ment generation – namely, the Type-II spontaneous paramet-

ric down-conversion detailed in [53] – employs photons for

both entanglement generation and distribution, as summarized

in Fig. 4a. By pointing a laser beam toward a non-linear

crystal, two intersecting cones emerge from the crystal with

a vertically polarized photon on the upper cone and a hor-

izontally polarized photon on the lower cone. Polarization-

entangled photons in one of the Bell states are generated at the

two intersections of the cones. The entangled photons travel

through a quantum channel to reach their destinations, namely

Alice and Bob, where a transducer is invoked at each side

[1] for “transferring” the entanglement from the flying qubit

to the matter qubit, i.e. to a qubit suitable for information

processing/storage within a quantum device [63]. Indeed, the

transducer is needed at the destination, since the very feature

that makes photons attractive for entanglement distribution

– namely, their moderate interaction with the environment –

represents a major drawback when it comes to employing pho-

tons as substrate for quantum-domain processing/storage. In

fact, quantum processing/storage requires the qubits to interact

with each other [64]. We further observe that polarization-

entangled photons at telecom wavelength can be obtained

through the setup in [65], with advantages for long-distance

quantum communications.

A different scheme designed for generating and distributing

the entanglement is depicted in Fig. 4b. This scheme utilizes

atoms in optical cavities [54]–[57] linked by a photonic

channel, such as a coaxial/fiber cable. Specifically, the first step

is to excite an atom coupled with an optical cavity by a laser

pulse, which leads to the emission of a photon into the cavity

mode. The polarization of the photon is entangled with some

internal state of the atom. The photon, exiting the first cavity

and traveling along the quantum channel, reaches the second

cavity, where it is coherently absorbed and its polarization is

mapped onto the state of the remote atom. The atom-photon

entanglement is thus converted into entanglement between the

two remote atoms. In this scheme, the cavity acts as the matter-

flying transducer described in the context of the first scheme.

Finally, a third scheme conceived for generating and dis-

tributing the entanglement is summarized in Fig. 4c. Here,

both the atoms are simultaneously excited with a laser pulse,

leading to the emission of a photon in each cavity. Each

photon is entangled with the emitting atom and travels along

a quantum channel. Both the photons are then combined at

a beam-splitter-based Bell State Measurement (BSM), which

stochastically projects16 the remote atoms into an entangled

quantum state [58]–[61]. This scheme has also been proposed

in the context of Nitrogen-Vacancy (NV) defect centers in

diamonds [68]. Finally, it has been extended to artificial atoms

such as transmons [69], which constitute one of the most

popular substrates for computational qubits. Similarly to the

scheme in Fig. 4b, the cavity in this scheme also acts as a

matter-flying transducer.

We further observe, with reference to the schemes in

Figs. 4b and 4c, that they assume the excitation of single

atomic particles. Alternatively, Duan et al. [70] proposed using

a collective excitation in atomic ensembles, which allows

simpler realization and improved generation efficiency.

Although the above discussion is far from being exhaus-

tive17, some related considerations can be drawn as follows.

The specific “location” of the entanglement generation varies

among the schemes [62]. For example, in the scheme of Fig. 4a

it is “at mid-point”. By contrast, it is “at the source” in

Fig. 4b and “at both end-points” in Fig. 4c. Nevertheless,

16This procedure is also known under the name of entanglement swapping:
the entanglement is swapped from the two original atom-photon pairs to the
atom-atom pair [66], [67].

17Additionally, the entanglement can be distributed by literally moving
stationary qubits and their associated hardware – after entangling them at
one party. However, this scheme is far from being scalable.
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each scheme requires a quantum channel between Alice and

Bob for entanglement distribution. Furthermore, a transducer is

needed18 for interfacing the matter qubit with the flying qubit

traveling through the quantum channel. These key features of

practical entanglement generation/distribution are exploited in

the next section for modeling quantum teleportation from a

communications engineering perspective.

IV. A NOISELESS COMMUNICATION SYSTEM MODEL OF

QUANTUM TELEPORTATION

Based on the discussions developed in the previous section,

it comes to light that a communication system model con-

ceived for quantum teleportation relies on the tight integration

of both classical/quantum operations and communications.

Hence, the classical communication system model originally

proposed by Shannon [26] must be revised to account for the

specific nature of quantum teleportation. Hence we propose the

model depicted in Fig. 5, where the different system blocks

summarized in Table II and discussed below may be readily

identified. For the sake of clarity, we also highlight in Fig. 6 the

communication functionalities of the aforementioned blocks

with reference to the quantum teleportation circuit described

in Fig. 3.

(a) The Quantum Information Source of Fig. 5 provides the

Tele-Transmitter with the unknown quantum message to

18This is the case, unless the flying qubits are also used for computing as
in the case of photonic-based quantum processors [64], although this research
is still in its infancy.

be teleported to Bob and maps it to the qubit state |ψ〉,
which again cannot be read or copied19.

(b) The Tele-Transmitter of Fig. 5 processes the quantum

message mapped to |ψ〉 to produce a classical signal

suitable for transmission over a classical channel. This

operation is accomplished by the following sub-blocks

of Fig. 5: the Quantum Pre-Processing, the Classical

Transmitter and the EPR Receiver. Specifically, the EPR

Receiver is a sub-block of the Entanglement Generator

& Distributor super-block of Fig. 5, which supplies the

Tele-Transmitter and the Tele-Receiver with the respec-

tive members of the entangled pair – e.g., |Φ+〉A and

|Φ+〉B . The Entanglement Generator & Distributor as

well as its sub-blocks are described in detail at the

end of this section. The Quantum Pre-Processing jointly

operates on |ψ〉 and |Φ+〉A by applying a sequence of

operations, i.e., by performing a BSM, as detailed in

Sec. III-B and further highlighted in Fig. 6. Explicitly,

the CNOT gate of Table I is applied to both the qubits

at Alice’s side, followed by applying the H gate of

Table I to the qubit to be teleported, further followed

by a joint measurement applied to both qubits. Hence

its output – namely the result of the measurement – is

a classical message, which is in turn mapped by the

Classical Transmitter to a classical signal suitable for

19As it will be detailed in the next section, this implies that classical error
correction techniques, based on parity or repetition techniques, cannot be
employed in a quantum network [71].

TABLE II: Communication System Modeling: Classical Communications vs Quantum Teleportation

Block Classical Communication Quantum Teleportation

Information Source The source output can be:

• safely read without altering the embedded information

• copied, and hence it can be re-transmitted whenever

corrupted by noise

The source output cannot be:

• read without altering the embedded information – the quantum

measurement postulate

• duplicated – the no-cloning theorem – and hence it cannot be

re-transmitted when corrupted by noise

EPR Source Absent Entangling a certain inner state of two particles

Transmitter

Classical Transmitter:

• mapping classical information into a classical signal

suitable for transmission over a classical channel

Classical Transmitter

• mapping the (classical) output of the quantum pre-processing into

a classical signal suitable for the classical channel

EPR Transmitter:

• absent

EPR Transmitter

• mapping the entangled particle into a quantum signal suitable for

the considered quantum channel, for conveying the entanglement

at the remote node

Channel

Classical Channel

• the communication range can be extended through clas-

sical amplify-and-forward or decode-and-forward tech-

niques, since a classical signal can be measured without

altering the encoded information

Classical Channel

• medium used to transmit the classical signal from the Tele-

Transmitter to the Tele-Receiver

Quantum Channel

• absent

Quantum Channel

• conveying the entanglement to remote nodes

• the communication range cannot be extended through classical

amplify-and-forward or decode-and-forward techniques, due to the

quantum measurement. Quantum Repeaters should be adopted

Receiver

Classical Receiver

• decoding the classical message from the received classi-

cal signal

Classical Receiver

• decoding the classical input of the quantum post-processing block

from the received classical signal

EPR Receiver

• absent

EPR Receiver

• decoding the entangled input of the quantum pre-processing and

post-processing blocks from the received quantum signals
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Fig. 6: Quantum Teleportation Circuit of Fig. 3 interpreted in

the light of Fig. 5.

transmission to Bob over a classical channel.

(c) The Tele-Receiver of Fig. 5 performs the inverse opera-

tions of the Tele-Transmitter: it reconstructs the unknown

quantum message from the received classical signal.

This operation is accomplished by the following sub-

blocks of Fig. 5: the Classical Receiver, the Quantum

Post-Processing and the EPR Receiver. Specifically, first

the Classical Receiver decodes the received classical

signal into a classical message. Then, the Quantum Post-

Processing recovers |ψ〉 from |Φ+〉B , which is provided

by the EPR Receiver, with the sequence of quantum

operations (gates) indicated by the classical message (see

Sec. III-B) as also highlighted in Fig. 6.

(d) The Entanglement Generator & Distributor of Fig. 5 is

the super-block responsible for the generation and dis-

tribution of the EPR pair members |Φ+〉A and |Φ+〉B
at Alice and Bob, respectively, as also highlighted in

Fig. 6. Following from our discussion in Sec. III-C, the

Entanglement Generator & Distributor super-block is

constituted by four blocks, as shown in Fig. 5. Although

the specific location and the physical implementation of

each block may vary – depending on the particulars of

the practical scheme adopted for entanglement generation

and distribution – the model of Fig. 5 allows us to

highlight each communication functionality required for

generating and distributing the EPR pair to remote nodes.

(d1) The EPR Source of Fig. 5 generates the EPR pair

by maximally entangling a certain inner state of

two particles. The particular nature of the particles

depends on the specific scheme considered – ranging

from photons through atoms to artificial atoms in

superconducting circuits. The location of the EPR

source may vary as well, as shown in Figs. 4a-

4c. Nevertheless, by utilizing a terminology familiar

to the communications engineering community the

entangled states represent the “entangled messages”

to be transmitted to both Alice and Bob.

(d2) The EPR Transmitter of Fig. 5 processes the entan-

gled message to produce a quantum signal suitable

for transmission over a quantum channel, such as

an optical fiber or Free-Space Optical (FSO) link.

Again, the broad consensus is that of adopting pho-

tons as substrate for flying qubits [72]. However, the

entanglement can be mapped to a photon’s different

features – such as its polarization, time-bin, etc. [64].

Hence, these degrees of freedom are exploited by

the EPR Transmitter to produce a quantum signal

suitable for transmission over the specific quantum

channel.

(d3) The Quantum Channel block of Fig. 5 represents

the medium used for transmitting the quantum sig-

nal from the EPR Transmitter to the EPR Re-

ceiver. The quantum channel characteristics as well

as the maximum achievable communication range

vary significantly, depending on the specific choice

of transmission medium – i.e., FSO terrestrial of

satellite channel or alternatively optical fiber chan-

nel. Furthermore, in contrast to classical channels,

where the communication range can be extended

using classical amplify-and-forward or decode-and-

forward techniques, quantum channels require the

adoption of quantum repeaters20 [74], since the

quantum signal cannot be measured without irre-

versibly altering the original quantum signal due to

the measurement postulate [5], [21], [62], [75].

(d4) The EPR Receiver of Fig. 5 performs the inverse

operation of the EPR Transmitter, by extracting the

entangled state from the received quantum signal.

It is responsible for providing the Quantum Pre-

Processing and the Quantum Post-Processing with

the entangled pair members |Φ+〉A and |Φ+〉B .

Remark 5. Again, the modeling of the Entanglement Gener-

ator & Distributor super-block of Fig. 5 aims for providing

a general portrayal of the communication functionalities re-

quired. However, the physical-counterparts of its component

blocks vary, depending on the specific choices of the entangle-

ment generation/distribution technique adopted, as described

in Sec. III-C. For instance, the schemes in Figs. 4a-4b employ

a single EPR Source, which is located either at Alice or

halfway between Alice and Bob. By contrast, the scheme in

Fig. 4c employs a pair of EPR sources, one at Alice and one

at Bob. As regards to the EPR Transmitter, we have a single

transmitter in Figs. 4a-4b (the crystal in the former, acting

also as the EPR source, and the cavity in the latter, acting

as the matter-flying qubit transducer) while two transmitters

in Fig. 4c (the cavities at each side, acting as transducer as

well). Finally, regarding the EPR Receiver, in Fig. 4a this

functionality is performed by the matter-flying transducers

located at Alice’s side and at Bob’s side, whereas there exists

20The BSM block of Fig. 4c may be regarded as a (very) basic quantum
repeater [67]. Please refer to Sec. VII-B for further details about quantum
repeaters [73].
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Fig. 7: Imperfections Contaminating the Quantum Teleporta-

tion Process.

a unique physical EPR Receiver21 – the cavity – at Bob’s side

in Fig. 4b. By contrast, no physical EPR Receiver is present in

Fig. 4c, since the EPR pair members are locally generated at

both Alice’s and Bob’s side through entanglement swapping.

In other words, in Fig. 4c, the EPR Receiver block is “virtual”

at both Alice’s and Bob’s sides, since its communication

functionality, i.e., the process of “receiving” the member of

the entangled pair is fulfilled without the physical reception

of the particle, which is the phenomenon being exploited by

the entanglement swapping.

Remark 6. It is worthwhile noting that in Fig. 5 the quantum

equivalent of the classical source-encoder block is absent.

Specifically, the classical source-encoder is responsible for

efficiently representing the source output in a sequence of

binary digits with little or no redundancy [76]. However, this

functionality is based on the assumption that any classical

information can be read anywhere at any time, whilst this

does not hold for the quantum domain. Hence, a one-to-one

mapping between the classical source-encoder and a quantum-

equivalent source-encoder may not be feasible. Hence further

research is needed. By contrast, the classical channel-encoder

block is responsible for imposing carefully controlled redun-

dancy on the message for detecting and correcting (to some

degree) the errors inflicted by the channel imperfections [76].

Its quantum equivalent will be discussed in Sec. VII.

Remark 7. As said, the aim of Fig. 5 is to highlight the

communication functionalities needed to implement the quan-

tum teleportation. For this, the focus is on a point-to-point

communication link. The role of quantum repeaters, mentioned

in Tab. II, to increase the entanglement communication range

is discussed in Sec. VII.

V. IMPERFECT QUANTUM TELEPORTATION

The discussions of the previous section are valid under

the idealized simplifying hypothesis of experiencing no de-

coherence. However, similarly to classical communications,

21The EPR Receiver block is “virtual” for Alice, since the process of
“receiving” Alice’s member of the entangled pair is fulfilled without the
physical reception of the particle, by exploiting the above-mentioned “spooky
action at a distance” determined by the interaction between the photon and
the cavity.

the quantum communication model should account for the

presence of realistic imperfections.

Again, realistic quantum systems suffer from undesired

interactions with the environment. Hence, they constitute open

rather than closed physical systems [37]. These interactions

with the environment irreversibly affect any quantum state by

the process of decoherence [17], [18], [77]. Decoherence is

unavoidable and it affects not only the unknown quantum state

to be teleported, but also the entanglement generation and

distribution process required for implementing the quantum

teleportation.

However, decoherence is not the only source of imper-

fections [1]. In fact, the quantum teleportation relies on a

sequence of operations applied to the quantum states, as

detailed before. The contamination of these operations further

aggravates the imperfections of the quantum teleportation.

In Fig. 7, we depict the relationship of different imper-

fections22 degrading the fidelity of the “teleported” qubit.

Regardless of the specific cause of degradations, the effect of

the quantum imperfections imposed on a quantum system is

that pure quantum states evolve into mixed quantum states

[77]. However, despite its pivotal importance, the accurate

modelling of quantum-domain imperfections capable of cap-

turing the effects of the different imperfections on the quantum

teleportation process remains an open problem at the time of

writing this treatise.

With this in mind, to gain further insights into the behavior

of the composite quantum imperfection:

• in Secs. V-A–V-D, we will provide a rudimentary com-

munications engineering perspective on the theoretical

framework of characterizing the effects of quantum de-

coherence on an arbitrary qubit;

• in Sec. VI, we then complement this theoretical analysis

by an experimental perspective, in which we character-

ize the cumulative quantum imperfections affecting the

quantum teleportation relying on an operational quantum

chip using the IBM Q platform [78].

The rationale for splitting the analysis into these two steps

is that the errors arising in the quantum teleportation owing

to imperfect operations strongly depend on the particulars

of the technology adopted for representing a qubit. As a

consequence, to gain tangible insights into the behavior of the

composite quantum imperfection, the adoption of a specific

quantum chip technology is inevitable.

Furthermore, with the analysis about to be developed in

Secs. V-A-V-D in mind we will be able to point out two

distinctive features of the quantum imperfections:

i) the quantum imperfections are multiplicative rather than

being additive, hence this phenomenon might be deemed

more reminiscent of the classical fading effects, rather

than of the classical additive noise imposed by the

Brownian motion of electrons;

ii) the quantum imperfections exhibit an asymmetric behav-

ior, since they alter the coordinates of the Bloch vector

22Although the figure represents also the classical noise affecting the
classical channel block of Fig. 5 for the sake of completeness, in the following
we will focus our attention on the quantum imperfections only.
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representing the qubit differently; this phenomenon might

be interpreted as a sort of spatial selectivity in terms of

Bloch vector coordinates.

These distinctive features of the quantum imperfections will

be confirmed by the experimental findings of Sec. VI.

A. Modeling Quantum Decoherence

When an open quantum system S of interest – a qubit in our

case – interacts with the environment E , they together form the

closed quantum system SE [17], [18], [23], [79]. This closed

system SE evolves according to a unitary transformation USE
formulated as:

ρSE(t) = USEρSE(0)U
†
SE , (26)

with ρSE(·) representing the density matrix of the closed

quantum system SE , as defined in Sec. II.

The status of the system S of interest can be recovered

by tracing out the environment via the partial trace operator

TrE(·) over the environment E , which is expressed as:

ρS(t) = TrE [ρSE(t)] = TrE
[

USEρSE(0)U
†
SE

]

, (27)

where ρS(t) is referred to as the reduced density matrix.

Due to the complex interactions between the system and

the environment, in general ρS(t) may not be directly related

to the initial state ρS(0) through a unitary transformation.

Furthermore, it is quite a challenge to evaluate (27), since it

requires us to determine the dynamics ρSE(t) of the composite

system SE . Indeed, the status of the environment is always

unknown and cannot be controlled in reality.

However, by applying some approximations, it is often

possible to derive the approximate evolution of ρS(t) vs. time

via the master equation formalism of [37]. Accordingly, the

evolution of the system S vs. time can be expressed in the

Lindblad form23 as a time-local first-order differential equation

system of the following form [37], [80]:

d

dt
ρS(t) =

unitary evolution
︷ ︸︸ ︷

− i

~
[Hs, ρS(t)] +

+

non-unitary evolution
︷ ︸︸ ︷
∑

k

(

LkρS(t)L
†
k − 1

2
{Lk†Lk, ρS(t)}

)

. (28)

In (28), we note the presence of two components. The unitary

evolution component depends both on Planck’s constant ~,

whose value must be experimentally determined, and on the

Hermitian operator Hs, referred to as the Hamiltonian of the

system24. In the following we assume ~ = 1, without loss

23In the following, [A,B] denotes the commutator between two operators
and it is defined as [A,B] = AB−BA. Similarly, {A,B} denotes the anti-
commutator between two operators and it is defined as {A,B} = AB+BA.

24In general, Hs in (28) is not identical to the unperturbed free Hamiltonian
of the system that would govern the evolution of the system in the absence
of any environmental effects [37]. Indeed, the environmental interference
typically perturbs the free Hamiltonian, leading to a re-normalization of the
energy levels of the system. However, this effect (also known as Lamb-
shift [37]) does not contribute to the non-unitary evolution imposed by the
environmental perturbations – it only affects the unitary part of the reduced
dynamics.

of generality. In the case of a closed system, the knowledge

of the Hamiltonian implies having the knowledge of the entire

dynamics of the system. The non-unitary evolution component

follows from the non-unitary nature of the trace operation used

for obtaining the reduced density matrix, and it is driven by

the Lindblad operators, Lk, representing the coupling of the

system to its environment.

The Lindblad operators can be constructed from a basis

of the vector space associated with the operators acting on

the quantum system considered [37]. For a quantum system

associated with the dimension d, d2 is the dimensionality of

the operators vector-space and the Lindblad operators can be

constructed from d2 − 1 elements of such a base25. For one-

qubit systems, the three Pauli matrices {σk}k=x,y,z reported

in Table I, together with the identity matrix, constitute a basis

for the vector space associated with the operators. Hence,

the Lindblad operators can be constructed from the Pauli

matrices [37]. However, the choice of a specific Lindblad

operator set is not unique, since unitary transformations of

a given Lindblad set describe the same non-unitary evolution

of the system. Furthermore, the choice of the specific Lindblad

operator set usually depends on the particular type of quantum

imperfection under investigation. In the following, we set the

Lindblad operators [17], [37], [80] as:

Lk =
√
γkσk, k ∈ {x, y, z}. (29)

In (29), the coefficients {γk} are referred to as decay rates, for

the reasons justified in the following, and they depend on the

specific interaction between the system S and the environment

E . The choice made in (29) allows us to model an important

category of quantum imperfections, generally termed as the

depolarizing phenomenon, which imposes errors – such as bit-

flips, phase-flips and their combinations [17] – typically arising

in quantum computation and quantum communications.

Remark 8. We note that upon setting L± =
√
γ± (σx ± iσy),

it becomes possible to directly model another important cat-

egory of quantum imperfection, referred to as thermalization

noise: a qubit, if left alone for sufficiently long time, will

eventually settle into some classical distribution of the basis

states |0〉 and |1〉 as a consequence of energy exchange with

the environment [5], [17]. The depolarizing phenomenon acts

on a much shorter time-scale than the thermalization, hence it

is the primary imperfection to be considered when modeling

quantum teleportation from a communications engineering

perspective. Hence, in the following, we restrict our attention

to the former. However, it is worthwhile noting that ther-

malization plays a crucial role in quantum networks, where

the quantum states must be stored in quantum memories for

fulfilling the communication needs at hand – exemplified by

waiting for reply messages from across the network. Hence,

we set aside the thermalization modeling for our future work.

Based on these preliminaries, in the next subsections we

will review some of the different imperfections from a commu-

nications engineering perspective, induced by the interaction

25The d2-th element is the identity matrix, which can be disregarded since
it commutes with any ρS(t), providing a null contribution to the non-unitary
evolution in (28) [37].
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between the quantum system and the environment. To this end

and without loss of generality, in the following we assume

having a Hamiltonian of Hs = Ω
2 σz , which indicates that

the Hamiltonian is dominated by the unperturbed qubit energy

splitting Ω [37], [81]. This assumption is not restrictive, since,

as said, the Hamiltonian governs the unitary evolution of the

system. Hence, assuming a different expression of the Hamil-

tonian changes the un-perturbaited behavior of the system but

it does not change the analysis of the effects, described by

the Lindblad operators, imposed by the environments on the

system.

B. Phase Damping

One of the quantum depolarizing processes with no direct

counterpart in the classical world is phase damping, which

models the erosion of quantum information without loss of

energy. This is one of the most common perturbations in quan-

tum information processing. The phase damping is described

by the Lindblad operator Lz =
√
γzσz , where again, γz is the

decay-rate. Upon substituting it into (28) and by accounting

for Lz†Lz = γz I , the resultant time-domain evolution of the

system S may be formulated as:

d

dt
ρS(t) = −i

[
Ω

2
σz, ρS(t)

]

+

+

non-unitary evolution induced by the Phase Damping
︷ ︸︸ ︷

LzρS(t)L
†
z −

1

2
{Lz†Lz, ρS(t)} . (30)

Solving (30) as detailed in [82], we find that the diagonal

elements ρjjS (t) are time-invariant, i.e. we have ρjjS (t) =
ρjjS (0) ∀t with j = 0, 1, whereas the off-diagonal elements

are:
ρ01S (t) = ρ01S (0)e−(iΩ+2γz)t

ρ10S (t) = ρ10S (0)e−(−iΩ+2γz)t =
[
ρ01S (t)

]∗
.

(31)

Observe from (31) that an arbitrary qubit obeys a phase-

evolution that depends on: i) the energy difference between

the states |0〉 and |1〉 via the term Ωt of (31), which induces

a rotation around the z-axis of the Bloch sphere, as shown

in Fig. 8 [82]; ii) the damping decay rate via the term 2γzt
of (31). Since the phase evolution imposed by Ωt can be

compensated by a Phase shift gate Rφ associated with the

opposite linear phase of φ = Ωt [82], it becomes possible to

streamline the noise effects formulated in (31) in the compact

form of:

ρS(t) = RΩtρS(t)R
†
Ωt =

[
ρ00S (0) ρ01S (0)e−2γzt

ρ10S (0)e−2γzt ρ11S (0)

]

.

(32)

Observe in (32) that the off-diagonal elements, ρijS (t) with

i 6= j, decay exponentially vs. the time at a decay-rate of

γz . Hence the original information embedded into the initial

quantum state represented by these elements exponentially

erodes vs. time owing to the phenomenon of phase damping.

In order to further augment the physical interpretation

of the phase-damping phenomenon from a communications

engineering perspective, let us visualize its effects on the Bloch

sphere of Fig. 2 using the Cartesian coordinates of the Bloch

Fig. 8: Bloch sphere representation of the free time-domain

evolution of a qubit subject to the Hamiltonian Hs = Ωσz/2,

when emerging from the initial pure state of |ψ(0)〉 =√
1+

√
3

2
√
3
|0〉+ i+

√
3

2
√

3+
√
3
|1〉, located at Bloch vector coordinates

r(0) =
[

1√
2
, 1√

6
, 1√

3

]

and indicated by the red point within

the figure.

vector r = [rx, ry, rz] ∈ R3 representing the quantum state

[18] and introduced in Sec II-H. Specifically, by exploiting

(17) and (18), after some algebraic manipulations detailed in

[82], the Bloch vector coordinates r(t) = [rx(t), ry(t), rz(t)]
of the qubit subject to phase damping may be expressed at

time instant t as:

rx(t) = rx(0)e
−2γzt,

ry(t) = ry(0)e
−2γzt,

rz(t) = rz(0),

(33)

where r(0) = [rx(0), ry(0), rz(0)] represents the Bloch vector

at time instant 0.

Remark 9. Observe in (33) that the phase-damping effects

are multiplicative imperfections imposed on the Bloch vector

coordinates rx and ry of the quantum state. More explicitily,

the phase damping exhibits an asymmetric behavior, since

it affects the coordinates of the Bloch vector differently.

Specifically, it damps both the x- and the y-coordinate, i.e.

rx and ry , while it leaves the z-coordinate, i.e. rz , unaltered.

This phenomenon might also be interpreted as a sort of spatial

selectivity in terms of the Bloch vector coordinates.

Remark 10. We further note that although the phase damping

is modelled by the Pauli-Z gate of Table I via the Lindblad

operator Lz =
√
γzσz , this should not be confused with the

pure unitary evolution imposed by the Pauli-Z gate in equation

(19), because additionally we have to take into account the

non-unitary evolution induced by Lz in (30). More explicitly,

similarly to the unitary evolution imposed by the Pauli-Z gate

in (19), the phase damping leaves the z-coordinate unaffected,

but in contrast to the phase-flipping imposed by the Pauli-

Z gate based unitary evolution, the non-unitary evolution

represented by Lz resulted in a damping of the x- and y-

coordinate rather than flipping them.
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Fig. 9: Phase Damping: time-domain evolution of a qubit subject to the Hamiltonian Hs = Ωσz/2, when emerging from the

initial pure state of |ψ(0)〉 =
√

1+
√
3

2
√
3
|0〉 + i+

√
3

2
√

3+
√
3
|1〉 located at the Bloch vector coordinates r(0) =

[
1√
2
, 1√

6
, 1√

3

]

and

ending up inside the sphere with unchanged z-coordinate. Left plot: representation of the qubit’s time evolution with respect

to the Bloch sphere. Right plot: Bloch vector coordinates r(t) as a function of time, with the phase evolution engendered by

the energy difference Ω in Hs appropriately compensated, as detailed in the text.

Remark 11. Observe in (33) that the initial pure state |ψ(0)〉 is

transformed into a mixed state associated with ||r(t)|| < 1, as

shown in the left plot of Fig. 9 and discussed in the following.

Hence, the qubit at time t > 0 is found within the interior of

the Bloch sphere.

To provide a graphical representation of the previous re-

marks, in Fig. 9, which was originally reported in [82], we

portray the time-domain evolution of a qubit emerging from

the same initial state as in Fig. 8 and experiencing phase

damping.

Specifically, in the left plot of Fig. 9, we portray the qubit’s

time-domain evolution commencing from the surface of the

Bloch sphere and exhibiting phase damping in agreement with

(33), where the vertical coordinate rz remains unchanged. By

contrast, both the horizontal coordinates rx and ry exponen-

tially decay toward zero. Consequently, the qubit asymptoti-

cally evolves towards the mixed state represented by the point

r = [0, 0, rz(0)]. Similarly to Fig. 8, the characteristic orbital

evolution in terms of the horizontal coordinates around the

vertical axis is a consequence of the linear phase accumulation

induced by the system Hamiltonian Hs of (31). The phase-

damping behavior is further characterized by the right plot of

Fig. 9, where the Bloch vector coordinates r(t) as function

of the normalized time are portrayed, but after compensating

as in (32) the linear phase-rotation around the vertical axis as

induced by Hs for explicitly highlighting the spatial selectivity

of the phase-damping.

Hence the phase-damping effects can be modeled from a

communications engineering perspective using the model of

Fig. 10. Specifically, the x- and the y-coordinate of the qubit

are affected by the multiplicative damping, attenuating each

coordinate according to an exponential decay governed by γz ,

whereas the z-coordinate of the qubit remains unchanged.

For historical reasons, the phase damping is also often

referred to as the T2 relaxation process [17], where T2 is the

Fig. 10: Phase-Damping Model.

time it takes for a |+〉 state seen in Fig. 1 to flip to a |−〉
state with the probability of e−1 [5]. Since the probability that

the qubit is flipped is given by 1−e−γzt

2 [17], the relationship

between the decay rate γz defined in (29) and T2 can be

expressed as:

T2 = − 1

γz
ln

{
e− 2

e

}

. (34)

C. y-z Damping

Let us now consider the scenario, when the imperfections

are modeled by the Lindblad operator Lx =
√
γxσx [82].

In the following, we refer to this type of depolarizing noise

process – also known as bit-flip error process – as y-z damping

in analogy with Sec. V-B and for the reasons to be further

highlighted later in Remark 12.

By solving (28) we may characterize the time-domain

evolution of the system S as in (35), shown at the top of the

next page. To elaborate further on (35), we have compensated

the phase evolution engendered by Hs as in Sec. V-B for

explicitly highlighting these imperfections.
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ρS(t) =
1

2

[
ρ00S (0)(1 + e−2γxt) + ρ11S (0)(1− e−2γxt) ρ01S (0)(1 + e−2γxt) + ρ10S (0)(1− e−2γxt)
ρ10S (0)(1 + e−2γxt) + ρ01S (0)(1− e−2γxt) ρ11S (0)(1 + e−2γxt) + ρ00S (0)(1− e−2γxt)

]

(35)
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Fig. 11: y-z Damping: time-domain evolution of a qubit with Hamiltonian Hs = Ωσz/2, when emerging from the initial

pure state of |ψ(0)〉 =
√

1+
√
3

2
√
3
|0〉+ i+

√
3

2
√

3+
√
3
|1〉 located at the Bloch vector coordinates of r(0) =

[
1√
2
, 1√

6
, 1√

3

]

. Left plot:

representation of the qubit’s time-domain evolution with respect to the Bloch sphere. Right plot: Bloch vector coordinates r(t)
as a function of time, with the phase evolution engendered by the energy difference Ω in Hs appropriately compensated, as

detailed in the text.

Similarly to phase damping, by exploiting (17) as well

as (18), and accounting for (35), after some further alge-

braic manipulations, the Bloch vector coordinates r(t) =
[rx(t), ry(t), rz(t)] of the qubit subject to y-z damping evolve

in the time-domain according to the following relationship:

rx(t) = rx(0),

ry(t) = ry(0)e
−2γxt,

rz(t) = rz(0)e
−2γxt,

(36)

where r(0) = [rx(0), ry(0), rz(0)] represents the Bloch vector

at time instant 0.

Remark 12. Similarly to phase damping, observe in (36) that

the y-z damping effects are also multiplicative imperfections

imposed on the Bloch vector coordinates of the quantum

state. Furthermore and similarly to the phase damping, the y-z

damping exhibits an asymmetric behavior, since it affects the

individual Bloch vector coordinates differently. Specifically, it

damps exponentially both the y- and the z-coordinate, i.e. ry
and rz , while it leaves the x-coordinate, i.e. rx, unaffected.

This phenomenon might be interpreted again as a sort of

spatial selectivity in terms of the Bloch vector coordinates.

Moreover, similarly to phase damping, the initial pure state

|ψ(0)〉 is transformed into a mixed state associated with

||r(t)|| < 1 for t > 0.

Remark 13. We note furthermore that although the y-z

damping is modelled by the Pauli-X gate of Table I via the

Lindblad operator Lx =
√
γxσx, we should not confuse the

unitary evolution imposed by the Pauli-X gate and highlighted

in equation (19) with the non-unitary evolution induced by

Lx in (28). More explicitly, similarly to the unitary evolution

Fig. 12: y-z Damping Model.

imposed by the Pauli-X gate in (19), the y-z damping leaves

the x-coordinate unaffected, but in contrast to the bit-flipping

imposed by the Pauli-X gate based unitary evolution, the non-

unitary evolution represented by Lx resulted in an exponential

damping of the y- and the z-coordinate rather than flipping

them.

To visualize the above discussion, in Fig. 11 we portray the

time-evolution of a qubit emerging from the same initial state

as in Figs. 8 as well as 9 and subject to y-z damping.

Specifically, in the left plot, we portray the qubit’s time-

domain evolution commencing from the surface of the Bloch

sphere. But then as time elapses, we observe that all the

coordinates decay to zero, which seems to contradict (36).

However, this contradiction is only illusory, since in the left

plot, we do not compensate the orbital evolution of the x-

and y-coordinate around the z-axis induced by Ω in Hs. This

is confirmed by the right plot of Fig. 11, where we have

appropriately compensated this phase evolution as in (32)
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Fig. 13: Combined y-z-phase damping: time-domain evolution of a qubit subject to the Hamiltonian Hs = Ωσz/2. when

emerging from initial pure state of |ψ(0)〉 =
√

1+
√
3

2
√
3
|0〉 + i+

√
3

2
√

3+
√
3
|1〉 located at the Bloch vector coordinates r(0) =

[
1√
2
, 1√

6
, 1√

3

]

. Left plot: representation of the qubit’s time evolution with respect to the Bloch sphere. Right plot: Bloch vector

coordinates r(t) as a function of time, with the phase evolution engendered by the energy difference Ω in Hs appropriately

compensated, as detailed in the text.

for explicitly highlighting the spatial selectivity of the y-z

damping. In agreement with (36), the x-coordinate remains

unaltered, whereas the y- and the z-coordinates exponentially

decay towards zero with a decay-rate of γx. Hence, the qubit

asymptotically evolves towards the mixed state represented by

the point r = [rx(0), 0, 0].
Based on the above discussions, the y-z damping effects can

be modeled from a communications engineering perspective

using the model of Fig. 12. Specifically, the y- and the z-

coordinate of the qubit are affected by a multiplicative damp-

ing, attenuating each coordinate according to an exponential

decay governed by γx, whereas the x-coordinate of the qubit

remains unchanged.

D. Combined y-z-Phase Damping

Based on the discussions of Secs. V-B and V-C, the spon-

taneous question arises: “is the multiplicative nature of the

quantum imperfections modeled in (28) general?”

To gain further insights concerning this question, we analyze

the behavior of the composite imperfections, namely when

the imperfections are modeled by a combination of the two

Lindblad operators Lx =
√
γxσx and Lz =

√
γzσz . In the

following, we refer to this type of depolarizing process as

combined y-z-phase damping in analogy with Secs. V-B-V-C.

As before, by compensating for the phase evolution induced

by the Hamiltonian Hs =
Ω
2 σz , commencing from (28), after

some algebraic manipulations we arrive at:

rx(t) = rx(0)e
−2γzt,

ry(t) = ry(0)e
−2(γx+γz)t,

rz(t) = rz(0)e
−2γxt.

(37)

Remark 14. Similarly to the previous scenarios, observe in

(37) that the combined y-z-phase damping effects impose mul-

tiplicative imperfections on the Bloch vector coordinates of the

quantum state. Furthermore, the combined y-z-phase damping

exhibits an asymmetric behavior, since it affects the individual

coordinates of the Bloch vector differently. Specifically, it

damps all the three coordinates exponentially, but at different

decay rates. This phenomenon might again be interpreted as a

spatial selectivity in terms of Bloch vector coordinates, with

the initial pure state |ψ(0)〉 being transformed into a mixed

state.

Remark 15. Similarly to the previous subsections, we should

avoid confusing the unitary evolution imposed by a sequence

of the Pauli-X and Pauli-Z gates with the non-unitary evolution

induced by a combination of the two Lindblad operators Lx

and Lz present in (28).

The multiplicative nature of the combined imperfections is

further confirmed by Fig. 13, showing the time evolution of a

qubit subject to combined y-z-phase damping. Specifically, as

done in the previous subsections, we consider a qubit emerging

from the initial pure state of |ψ(0)〉 whose Bloch vector

coordinates are r(0) =
[

1√
2
, 1√

6
, 1√

3

]

. The left plot shows the

representation of the qubit’s time-domain evolution starting

from the surface of the Bloch sphere. Similarly to the left plot

of Fig. 11, all the Bloch vector coordinates evolve towards

zero. However, by comparing the two figures, we recognize

that in the y-z-phase damping scenario, the evolution of the

quantum state towards the center of the sphere is faster. This

is in agreement with (37). In fact, as shown by the right plot

in Fig. 13, by appropriately compensating the phase evolution

induced by Hs, all the Bloch coordinates exponentially decay

toward zero, with a decay-rate of: i) either γz or γx for the

x- and z-coordinate, respectively; ii) the sum of γx and γz for

the y-coordinate.

Based on the above discussions, the combined y-z-phase

damping effects can be modeled from a communications en-
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Fig. 14: Combined y-z-Phase Damping Model. Fig. 15: Arbitrary Decoherence Process Model.

gineering perspective using the model of Fig. 14. Specifically,

all the qubit coordinates are affected by the multiplicative

damping, with an exponential decay rate that differs among

the different coordinates.

Based on the reasoning above, it may be readily shown that

a quantum imperfection modeled by the combination of all

the three Lindblad operators – Lx =
√
γxσx, Ly =

√
γyσy

and Lz =
√
γzσz – changes the Bloch vector coordinates of

a qubit according to the following relationship:

rx(t) = rx(0)e
−2(γy+γz)t,

ry(t) = ry(0)e
−2(γx+γz)t,

rz(t) = rz(0)e
−2(γx+γy)t.

(38)

Consequently, all the previous considerations continue to hold.

Remark 16. The above analysis revels that the decoherence

affects the three spatial directions by a similar mechanism,

namely by multiplying the Bloch coordinates of the qubit with

an exponential function. However, the exponent is different

for the three coordinates, dictated by the complex interaction

between the system and the environment. From a commu-

nications engineering perspective, the decoherence may be

represented as in Fig. 15.

VI. IBM Q EXPERIMENTAL RESULTS

In this section we report the results of teleportation experi-

ments relying on a real quantum computer through the IBM Q

platform [29]. Our objective is to gain experimental insights

concerning the composite quantum imperfections affecting the

teleported qubit.

Specifically, we perform quantum process tomography [83]–

[89] for fully characterizing the dynamics of teleportation. At

the time of writing the IBM Q project does not allow us

to account for the channel effects within the entanglement

distribution, resulting in a setup similar to the one used in

[25] where the entangled-photon source and the Bell-state

measurement are performed at the same location on the

ground. Nevertheless, the experiments allow us to evaluate

the deleterious effects of cumulative imperfections encoun-

tered during entanglement generation, as well as by imperfect

quantum gates at both the source and destination, and finally

the decoherence effects.

For the quantum circuit depicted in Figure 3, we perform

over 8 million quantum process tomography26 experiments

using the 5-qubits IBM Tenerife ibmqx4 quantum processor

during the period of January 14th to January 19th 2019. The

quantum state to be teleported was placed in the chip-qubit

q[0] and the EPR pair was created27 between chip-qubits q[1]
and q[2].

A. Teleporting a basis state

In Figure 16, we evaluate the effects of the cumulative

quantum imperfections when the qubit to be teleported is

the pure state |ψ〉 = |0〉. In the absence of imperfections,

the teleported qubit would coincide with the original qubit

|0〉, and it will be placed at the Bloch vector coordinates

of [0, 0, 1] (green dot in Fig. 16d). However, as discussed

in Sec. V, real quantum systems constitute open physical

systems – where decoherence arises due to the interactions

with the environment. Hence, the teleported qubit differs from

the original qubit |0〉 and, in agreement with the theoretical

results of Sec. V, the teleported qubit is no longer in a pure

state, but it is rather in a mixed state laying inside the Bloch

sphere.

Specifically, we characterize the effects of the cumula-

tive imperfections using the marginal Cumulative Distribution

Functions (CDFs) of the Bloch vector coordinates of the

teleported state, as seen in Figs. 16a-16c.

Regarding the Bloch x-coordinate, Fig. 16a shows its

marginal CDF FRx
(rx), where, by definition, FRx

(rx)
△
=

P (Rx ≤ rx), i.e., FRx
(rx) is the probability of the x-

coordinate of the teleported state being smaller than or equal

to rx. We observe that, with probability roughly equal to

one, the x-coordinate assumes values within the interval

(−0.044, 0.056), with an average value µx around 0. Fur-

thermore, the figure also shows the distribution that better

fits with the experimental data, obtained with the aid of

the Mathematica FindDistribution and EstimatedDistribution

packages. Observe that the x-coordinate of the teleported qubit

can be roughly modeled by the normal distribution N (µx, σx)

26Quantum process tomography is sensitive to the so called state preparation
and measurement (SPAM) errors. Hence, the experiment results discussed in
the following are inevitably affected also by SPAM errors.

27By applying a H gate on q[0], followed by a CNOT gate on q[1] with
q[0] as control.
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(d) Density plot of the experimental joint PDF fR(r) of the Bloch
vector r = [rx, ry, rz].

(e) Experimental joint PDF fR(r) of the Bloch vector r = [rx, ry, rz]
when rz = E[Rz].

Fig. 16: Teleportation with 5-qubits IBM Tenerife ibmqx4 quantum processor between chip-qubits q[0] and q[2]. Initial pure

state |ψ〉 = |0〉 located at the Bloch vector coordinates r = [0, 0, 1] (green dot in Fig. 16d).

associated with µx ≃ 0 and σx ≃ 0.021. However, we

note that rigorous distribution fitting theory would result in

a low confidence metric, because there are intervals, where

there is a consistent shape-deviation between the theory and

measurement.

Regarding the Bloch y-coordinate, whose CDF is shown in

Fig. 16b, the results show that it can also be roughly modeled

by a normal distribution with a variance of σy ≃ 0.013.

However, in this case, there is a slight drifting toward positive

values, with an average value µy of around 0.02.

Finally, regarding the Bloch z-coordinate whose CDF is

shown in Fig. 16c, we observe that the z-coordinate of the

teleported qubit shrinks from the original value of 1 to an

average value µz ≃ 0.66. Furthermore, with a probability of

approximately zero, the z-coordinate assumes values outside

the interval (0.605, 0.712) and it can be modeled by a normal

distribution having a variance of σz ≃ 0.022.

The drift of the qubit from the original pure state |0〉
to a mixed state laying in the interior of the Bloch sphere

becomes evident in Fig. 16d, where we report the density

plot of the experimental joint Probability Density Function

(PDF) of the Bloch vector coordinates of the teleported qubit.

Specifically, the experimental data indicate that the teleported

qubit lays within a sphere roughly centered at coordinates of

[µx = 0, µy = 0.02, µz = 0.66] with radius around 0.1. The

probability of obtaining a value within such a sphere is clearly

given by the joint PDF depicted in Fig. 16d.

We note furthermore that the effect of the quantum im-

perfections on the different coordinates is not independent.

Indeed, as shown in Fig. 16e, there exists a correlation between

the effects inflicted upon the x- and y-coordinate. Specifically,

a drift toward positive values of the x-coordinate is coupled

with a drift toward lower values of the y-coordinate.

Remark 17. This first set of experiments seems to suggest, in

agreement with the theoretical analysis developed in Sec. V,

that the cumulative imperfections are multiplicative, resulting

in a pure state being transformed into a mixed state. However,

to gain more general insights into the composite quantum

imperfections, in the next sub-section we carry out a quantum

process tomography experiment for characterizing the dynam-

ics of the teleportation of superposed quantum states.

B. Teleporting superposed states

In Figure 17, we evaluate the effects of the cumulative

quantum imperfections when the qubit to be teleported is in

the pure state of |ψ〉 = |+〉 = (|0〉 + |1〉)/
√
2. Ideally, the
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(d) Density plot of the experimental joint PDF fR(r) of the Bloch
vector r = [rx, ry, rz].

(e) Experimental joint PDF fR(r) of the Bloch vector r = [rx, ry, rz]
when rx = E[Rx].

Fig. 17: Teleportation with 5-qubits IBM Tenerife ibmqx4 quantum processor between chip-qubits q[0] and q[2]. Initial pure

state |ψ〉 = |+〉 with Bloch vector coordinates r = [1, 0, 0] (green dot in Fig. 17d).

teleported qubit would coincide with the original qubit |+〉
placed at the Bloch vector coordinates of [1, 0, 0] (green dot in

Fig. 17d). However, due to the imperfections and in agreement

with the theoretical results of Sec. V, the teleported qubit is

corrupted into a mixed state laying inside the Bloch sphere.

Let us now focus our attention on Figs. 17a-17c, where

we characterize the cumulative imperfections through the

marginal CDFs of the Bloch vector coordinates of the tele-

ported qubit and the results of Sec. VI-A are confirmed.

Specifically, Fig. 17a also provides clear evidence of the

multiplicative nature of the cumulative imperfections: the x-

coordinate of the teleported qubit shrinks from the original

value of 1 to an average value of about µx = 0.61. Further-

more, the probability that the x-coordinate of the teleported

qubit assumes values outside the interval (0.517, 0.681) is

approximately zero. To elaborate a little further, similarly to

Sec. VI-A, the experimental distributions of the x-coordinate

and the z-coordinate seen in Fig. 17c are reminiscent of normal

distributions, with parameters (µx = 0.61, σx = 0.03) and

(µz = 0.03, σx = 0.02), respectively.

Regarding the y-coordinate, whose CDF is shown in

Fig. 17b, we observe a slight drifting toward negative values

and the distribution exhibits three local peaks roughly at

−0.18, −0.09, and 0.01. We believe the peaks are induced

by the quantum device calibration procedures [90]. Indeed,

the experimental campaign lasted six days, and roughly once

a day the IBM chip went off-line for full calibration. If we

limit the analysis to the data collected between two consec-

utive calibrations, we might surmise that each coordinate,

including the y-coordinate, can be roughly modeled by a

normal distribution. Furthermore, it is worthwhile observing

that, according to the Mathematica FindDistribution and Es-

timatedDistribution packages, the normal distribution has the

best fit with the experimental data, given the limited set of

hypothesis-distributions, even though the rigorous goodness-

of-fit metrics are low. Further research is needed to fully

understand the effects of the calibration procedures on the

cumulative imperfections.

The peaks along the y-coordinate can be easily spotted in

Fig. 17d, where we portray the density plot of the experimental

joint PDF of the Bloch vector coordinates of the teleported

state. Furthermore, similarly to Sec. VI-A, the effects of the

cumulative imperfections on the different coordinates are not

independent. For instance, as shown in Fig. 17e, there exists a

correlation between the y- and z-coordinate, where the positive

values of the z-coordinate are more likely to be associated with
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Fig. 18: Teleportation with 5-qubits IBM Tenerife ibmqx4 quantum processor between chip-qubits q[0] and q[2]. Initial pure

state |ψ〉 =
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(green dot in Fig. 18d).

lower values of the y-coordinate.

Remark 18. This second set of experiments confirms Re-

mark 17. Specifically, we observe also for a superposed state

that the cumulative imperfections are multiplicative, which is

in agreement with the theoretical analysis developed in Sec. V.

Nevertheless, to provide further insights, in the following we

consider a superposed quantum state with all the three Bloch

vector coordinates being different from zero.

In Figure 18, we evaluate the effects of the cumulative

quantum imperfections, when the qubit to be teleported

is the pure state |ψ〉, placed at the Bloch vector coordi-

nates of
[
rinx = 1/

√
2, riny = 1/

√
6, rinz = 1/

√
3
]

(green dot

in Fig. 18d), as in Sec. V. As in the previous experiments,

due to the composite imperfections, the teleported qubit is

found in a mixed state.

Finally, in Figs. 18a-18c, we characterize the cumulative

effects through the marginal CDFs of the Bloch vector co-

ordinates of the teleported qubit. The results of the previous

experiments are confirmed: i) reasonable fitting between the

experimental distribution and the Gaussian one; ii) multiplica-

tive nature of the quantum imperfections.

However, with this last set of experiment we gain some

additional insights concerning the theoretical system model.

Specifically, we observe from Figs. 18a-18c that the x-

coordinate, y-coordinate and z-coordinate of the teleported

qubit shrink from the original values of rinx , r
in
y , r

in
z to average

values of about µx = 0.47, µy = 0.16, µz = 0.39.

By analyzing the average attenuations experienced by the x-

and the z-coordinate, we note that they are similar, µx/r
in
x ≃

µz/r
in
z ≃ 0.67, which is also in line with the first two exper-

iments. Explicitly, in Fig. 16c we have µz/(r
in
z = 1) ≃ 0.66

for the z-coordinate and in Fig. 17a µx/(r
in
x = 1) ≃ 0.61 for

the x-coordinate.

As regards to the y-coordinate, we observe that it is sub-

jected to a stronger average attenuation, i.e. µy/r
in
y ≃ 0.39,

about twice that of the x- and z-coordinate.

Remark 19. This third experiment suggests that the cumu-

lative imperfections behave in agreement with the y-z-phase

damping model of Sec. V-D as summarized in Fig. 14, in

conjunction with equal decay rates, i.e. γx = γz , as also

confirmed by the first two experiments. However, further

research is needed to confirm this hypothesis, along with the

specific values of the decay rates and their relationship with



IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. XX, NO. XX 23

the statistical parameters governing the joint distribution of

the teleported Bloch vector coordinates. The correlation of

the teleported Bloch vector coordinates also has to be further

investigated in order to characterize the decay rates.

VII. OUTLOOK

Quantum teleportation is the core functionality of the

Quantum Internet, which facilitates the “transfer” of qubits

without the physical transfer of the particle storing the qubit.

Unfortunately, the quantum teleportation process is gravely

affected by the quantum imperfections, as analyzed in Sec. V.

To this aim, Secs. V and VI provided a first step toward

the modeling of the quantum imperfections arising during

the quantum teleportation process from a communications

engineering perspective. Both the theoretical analysis and the

experimental campaign allowed us to gain important insights

into the behavior of the composite quantum imperfections.

Specifically, they revealed that the imperfections are mul-

tiplicative and they also exhibit an asymmetric behavior,

affecting the Bloch vector coordinates of a qubit differently.

Moreover, the composite quantum imperfections obey the

theoretical y-z-phase damping model analyzed in Sec. V-D,

although this has to be further investigated.

At this stage a natural question arises: “how can we gener-

alize the communication system model proposed in Fig. 5 for

the quantum teleportation in order to account for all quantum

imperfections?”

To answer to this question, we first summarize some of the

considerations developed in the previous sections. Specifically,

according to the communication system model given in Fig. 5,

the noise acts on:

i) the Entanglement Generator & Distributor super-block

ii) the Quantum Pre/Post-Processing blocks.

The imperfection imposed at the Entanglement Generator &

Distributor affects both the generation and the distribution of

the entangled pair at Alice and Bob. This in turn implies that

the imperfect generation and/or distribution processes provide

eventually Alice and Bob with a pair of “imperfect” entangled

qubits – rather than a pair of maximally entangled qubits.

Furthermore, even if we assume having a perfect Entangle-

ment Generator & Distributor super-block, contamination is

still present at the Quantum Pre/Post-Processing blocks due

to decoherence and/or imperfect quantum operations.

In the following, we discuss the open problems to be

circumvented within these communication system blocks.

A. Mitigating imperfections in Quantum Pre/Post-Processing

Intuitively, to enhance the Quantum Pre/Post-Processing

blocks, we can modify the system model of Fig. 5 by in-

troducing a system block at Alice’s side that imposes some

redundancy into the quantum information sequence. This re-

dundancy can be exploited at Bob’s side by a complementary

system block to mitigate the imperfections. These two system

blocks are the well-known channel-encoder and channel-

decoder pair within a classical communication system model

[76].

However, a one-to-one mapping between a classical

channel-encoder (decoder) and its quantum equivalent cannot

be taken for granted. In fact, the no-cloning theorem prevents

the adoption of classical error correction techniques relying

on the capability of copying the classical information. Hence,

specifically designed Quantum Error Correction (QEC) tech-

niques have to be used [71], [91].

QEC techniques are not the only strategies that can be

used to mitigate the impact of the environment on a quan-

tum system. Rather than storing data in individual qubits,

a decoherence-free subspace (DFS) stores data in multiple

qubits, choosing a particular aspect of the system that is

less affected by one or more important environmental factors

[92]. For example, simply allowing the phase of an individual

physical qubit to represent the phase of our data leaves it

vulnerable to noise affecting that phase. Instead, we can use

the phase difference between two qubits, set up so that the

noise that causes phase errors affects both qubits equally,

maintaining their phase difference. Mathematically, we say

that the DFS stores the information in subspaces of the

Hilbert space associated with the quantum system that are

least affected by the interaction between the system and its

environment [93], [94]. However, DFS techniques are usually

affected by the difficulty of identifying the decoherence-free

subspaces for more complex systems [94]. Another class of

techniques mitigating the environmental effects is constituted

by the dynamical coupling (DD) [95], [96]. The idea is to ma-

nipulate the non-unitary component of open-system evolutions

through the application of external controllable interactions,

e.g. a sequence of radio-frequency pulses [96]. However, DD

requires near-perfect suppression of the experimental imper-

fections by the robust design of the sequence [93].

The aforementioned techniques have different pros and

cons, by adding different types and different amounts of

overheads to any quantum device that uses them. The overhead

may consist of additional qubits (particularly in QEC) or

additional controls or gate operations (particularly in DD, but

also in QEC) [93]. Hence, further research is needed. Indeed,

it constitutes an open problem to determine whether a single

quantum encoder/decoder can concurrently handle the errors

inflicted by the different noise sources depicted in Fig. 7, or

multiple dedicated encoders/decoders should be considered.

B. Mitigating imperfections at the Entanglement Generator &

Distributor

We can also modify the quantum communication system

model of Fig. 5 by introducing a system block for mitigating

the imperfections imposed on the entanglement resources.

Indeed, provided that the contamination of the entangled

qubits is below a certain threshold, it is possible to purify

multiple imperfectly entangled pairs into a single “almost-

maximally entangled” pair, albeit only at the price of ad-

ditional processing. This strategy is known as entanglement

distillation or purification [97], and it has been lavishly

documented in the literature [98]–[100].

Furthermore, the entanglement distribution rate decays ex-

ponentially with the distance between Alice and Bob [75],
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[101]. As highlighted in Table II, no classical strategies

such as amplify-and-forward or decode-and-forward can be

employed. Instead, we must use quantum repeaters [21], [67],

[70], [74], [102], [103] that implement entanglement swapping

[66], which allows us to entangle qubits over a long link by

generating and distributing entanglement through shorter links.

In practice, two EPR pairs are generated and distributed. One

pair between Alice and an intermediate node – namely the

quantum repeater – and another pair between the intermediate

node and Bob. By performing a BSM on the two particles

at the quantum repeater, entanglement is created between the

particles at Alice and Bob [1], [5]. Clearly, the decoherence-

contaminated entanglement swapping procedure itself also

introduces errors [104], [105], which can be tackled either

by entanglement purification or by QEC techniques [21].

However, further research is needed. In fact, the quantum

encoder/decoder blocks at the Quantum Pre/Post-Processing

blocks and the ones at the Entanglement Generator & Dis-

tributor can be separately designed, although a joint – but

much more difficult – design is also conceivable. However, it

is unclear whether the joint design provides superior perfor-

mance.

In conclusion, a substantial amount of frontier-research

is required for tackling the challenges and open problems

associated with the Quantum Internet.

However, the excitement in contributing to this research area

is intoxicating, since the Quantum Internet might pave the way

for the Internet of the future, such as Arpanet had paved the

way for today’s Internet. This is an exciting era for quantum

communications and signal processing.
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